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Abstract. Anonymity systems designed to handle anonymous email
have been implemented with a variety of different mixes. Although many
of their properties have been analysed in previous work, some are still
not well understood and many results are still missing.

In this paper we reexamine the generalised mix framework and the bi-
nomial mix of [7]. We show that under some parameterizations the bino-
mial mix has undesirable properties. More specifically, for any constant
parameterization of the binomial mix, there is a minimum number of
messages beyond which it acts as a timed mix. In this case the number
of messages inside it is no longer hidden from the adversary and the mix
is vulnerable to easy active attack. We suggest ways to avoid this in the
generalised mix framework. Secondly, we show that the binomial distri-
bution used in the framework produces distribution of pool sizes with
low variance and show how to improve on this.

Finally, we present a technique from queueing theory which allows us
to analyse this property for a class of mixes assuming Poisson message
arrivals.

1 Introduction

Anonymous email systems are commonly implemented using mixes [2]. To pro-
vide anonymity a mix has to follow a cryptographic protocol which ensures
bitwise unlinkability to prevent attackers linking messages based on their bit
patterns and a batching or reordering strategy to prevent timing attacks, i.e.
adversaries linking messages by simply watching them coming in and out of the
mix.

In this paper we consider batching strategies of mixes used in real message-
based anonymity systems such as Mixmaster and Mixminion. In the remailer
community which runs these systems there is an ongoing debate about the prop-
erties of different batching strategies; we hope this work not only contributes to
this debate, but also helps influence the design of deployed systems and hence
improve the anonymity properties for their users. We start off by describing what
is perhaps the most sophisticated mix to date, the binomial mix.

The binomial mix has been proposed in [7] and further analysed in [4]. The
batching strategy of this mix is as follows: if the mix contains M messages, then
the number of messages to be forwarded on to their next hops (or destinations)
is determined by the number of heads obtained from tossing a biased coin for
each message. The bias of the coin is obtained from the function g(M) which is
the cumulative normal distribution function.



The rest of the paper is organized as follows: first we review the generalised
mix framework. Then we look at the expected number of messages to be kept in
the pool as a function of the number of messages in the mix for some existing
mixes. We find that as the number of messages in the existing binomial mix
increases, the expected size of the pool approaches zero and argue that this
is undesirable. Another consequence of this is that the binomial mix loses its
desirable property of hiding the number of messages inside it at high traffic
volume. We then show that by altering the g(M) function and the distribution
from which the number of messages to be forwarded is drawn we can alter the
expected size of the pool mix and its variance and hence retain the desirable
properties of the binomial mix at high traffic volumes. Finally, we turn our
attention to the distribution of the number of messages in the mix. We present
a technique which allows us to calculate the distribution of messages inside the
Stop and Go mix and to slight variants of the timed dynamic pool mix and the
binomial mix assuming message arrivals are Poisson distributed.

2 The Generalised Mix Framework

The generalised mix framework and the binomial mix have evolved from the
pool and the timed dynamic pool mixes [12]. The framework introduced two
innovations: unlike in the case of the pool mixes where the number of messages
to be forwarded is deterministic, it is now a random variable chosen from the
binomial distribution®, Bin(M, g(M)). The expectation of this random variable
is determined by a function g of the number of messages in the mix. Before we
proceed, let us set up the terminology explicitly.

— M is the number of messages in the mix at the start of the round

— X is the number of messages retained in the mix

— P = g(M) where g : [0,00) — [0,1] is the probability of forwarding each
message

Hence a mix is specified almost entirely? by the function g(M). Whilst this
is enough to express the mix strategy in a concise manner, we argue that it is
more insightful to look at P(X = x| M), the conditional distribution of the num-
ber of messages retained in the pool and its expectation and variance. Clearly,
the number of messages which stay in the mix follows a binomial distribution
Bin(M, 1 — g(M)).

M

P(X = z|M) = ( "

) g(M)A=D(1 — g(A))*

E[P(X = z[M)] = M(1 - g(M))

! Hence in most cases the attacker cannot tell with certainty how many messages are
in the mix [7], but note [10].
2 The only remaining parameter is ¢, how often the mix flushes.



Var[P(X = a[M)] = Mg(M)(1 - g(M))

We now proceed to look closely at the expectation of the size of the pool in
various existing mixes® defined in the generalised mix framework, i.e. via g(M)
and compare their properties.

3 Expected Pool Size of Various Mixes

We start by comparing the relatively simple mixes from [12] which were further
analysed in [10, 11].
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Fig. 1. The function g(M) for some existing mixes

3.1 Timed Pool Mix

This mix always keeps n messages and outputs M — n. Note that although it is
impossible to express exactly this behaviour in the binomial mix framework, it
will suffice that the expected number of retained messages is n. See Figures 1
and 2 for a graphical representation of the properties of existing mixes.

0if M <n
gp(M):{M_n

a7 otherwise

3 more precisely, their randomized versions
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Fig. 2. Size of the pool as a function of messages in the mix

0if M <n

P(X =z|M)=
( z|M) {M — n otherwise

3.2 Timed Dynamic Pool Mix

This mix always keeps fM (where f < 1) messages, hence gqp(M) = f and
outputs (1 — f)M. Sometimes a certain minimum is also specified, but this
should be designed to act only very rarely in exceptional circumstance without
changing the overall behaviour. Again, we have to make do with this being the
expected number of messages output in our generalised framework. This clearly
shows that the pool grows linearly with the number of messages in the mix. See
Figures 1 and 2.

Clearly, the existing pool mixes define the limiting cases — a constant and
a linear function. Let us now look at the binomial mix and see how it can be
parameterized to behave as either of these.

4 The Binomial Mix

As mentioned above, the weight of the biased coin in the case of the binomial mix
is determined from a cumulative distribution function of the normal distribution.
The question that has not been addressed in the literature so far is which normal
distribution. A normal distribution is uniquely defined by its mean and variance,
N (p, o) hence the g(M) of the binomial mix is as follows.
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Up to now it has been implicitly assumed that in g(M, u,o) p and o are
independent of M (simply constants).
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Fig. 3. Different parameterizations of the cumulative normal distribution function

The function does not have a closed form representation; we illustrate func-
tions with ¢ = 100,00 = 0.3M,0 = 0.5M,0 = M. The difference between these
may not seem significant, however, it is clearer when we examine the expected
pool size as a function of M. This is illustrated in Figure 4.

Clearly, a binomial mix with a constant o parameter limps_... E[P(X|M)] =
0 approaches zero very quickly — the normal distribution has very thin tails.
Hence at large M the constant-c mix has turned into a simple timed mix. This
is clearly undesirable: such a mix can be flushed in one round given a sufficiently
high number of messages and hence admits an easy active attack [12].

The binomial parameterizations where ¢ is linear in M are much better.
First, they retain the property of having a quickly increasing pool for small
values of M, this can be adjusted via the u parameter of the cumulative normal
distribution function and behave like the timed dynamic mix at large values of
M — linear pool size growth.

It is interesting to note that there are several alternatives, also expressed
in the binomial mix framework. Hence below we present 3 mixes with 3 dif-
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Fig. 4. Expected pool size for existing mixes and various parameterizations of the
binomial mix



ferent properties: E[P(X|M)] approaching a non-zero constant (though this
hardly helps with the active attack, the g(M) function is simple and analytically
tractable); logarithmic or square root growth. We show that in terms of the gen-
eralised mix definition they look quite similar, hence looking at the growth of
the size of the pool has been an insightful exercise.

Properties of the new mixes are shown in Figure 5. Because the mixes are all
expressed in the generalised framework, their anonymity and delay properties
(although not in closed form) follow directly from [7,4,5]; we do not restate
them here.

4.1 Binomial+ Mix

First we try to find a mix which is similar to the binomial mix, but can be
adapted so that limps ..o P(M) = n, i.e. it has a pool of at least n messages.
We find the following function to be suitable:

(M —n)e *M 4 n
M
E[P(X|M)] = (M —n)e ™™ +n

Figure 5 uses k = 0.01. Indeed, E[P(X|M)] has a similar shape to that of
the binomial mix.

g(M) =1~

4.2 Logarithmic and Square Root Mixes

If we seek to have slow growth of the pool size, we can have a logarithmic or
a square root function for E[P(X|M)] and hence have giog(M) = 1 — %ﬂ
and ggqrt(M)) =1 — ﬁ Their behaviour is shown in Figure 5. A practical

implementation may have lower bound on the size of the pool in either case;
here we are concerned with the asymptotic properties only. Clearly, these mixes
have higher expected delay but also higher anonymity.

5 Distribution of the Number of Messages to Forward

One of the benefits of introducing the binomial framework as presented in [7]
is the fact that the binomial mix hides the number of messages inside it which
makes it (slightly) more difficult to mount a blending attack on it*. And yet
the obvious parameterization implies that (as the authors of the original paper
conjecture) by sending a sufficiently high number of messages during a single
round, all messages can be flushed from the mix with a high probability. Making
this more precise, the probability of having a message retained in the mix is:

P(X >1|M) =1~ (9(M)™

4 For a thorough analysis of similar issues for the existing mixes see [10]
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