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Foreword

As the amount and sensitivity of personal information disseminated on the Web increase, so do related privacy
concerns (or so we like to nag about). The ambition of HotPETs 2012 — the 5th Workshop on Hot Topics in Privacy
Enhancing Technologies — is to foster new ideas, spirited debates, and controversial perspectives on privacy (and lack
thereof). Now at its 5th edition, HotPETs celebrates this anniversary with some fun facts:

1. This year, a record number of 20 papers were submitted.! They were evaluated on the basis of research
significance, novelty, and “hotness” of their topic. Each submission was reviewed by both co-chairs and external
reviewers were asked to help in case of conflicts. Selection of papers was much harder than expected, due to the
appreciably high quality of submissions. In the end, we selected 9 papers. 2

2. HotPETs 2012 features an excellent invited speaker — Dr. Balachander Krishamurthy — and an outstanding
program. Selected papers are presented in 3 sessions: (1) Censoring Censorship: dream of reality?, (2) Privacy
Erosion: New results and some bad news, and (3) Privacy Protection: Finally some good news!

3. The 5th HotPETs edition keeps good traditions, such as the afternoon ice cream break, and introduces a new one:
the best presentation award — a symbolic fun-seeking privacy-geek-oriented recognition that stimulates speakers
to engage the audience (or the other way around, we are not completely sure).

We hope that HotPETs 2012 lives up to the expectations and brings up informal, yet inspiring, thought-provoking
discussion within the world of Privacy Enhancing Technologies.

Finally, we wish to thank authors of submitted papers, speakers, attendees, keynote speaker Balachander Krish-
namurthy, external reviewers, PETS Program Chairs Simone Fischer-Huebner and Matthew Wright, and, especially,
webmaster Jeremy Clark and General Chair Carmela Troncoso (we really bugged the heck out of them!).

Have a great time!

Emiliano De Cristofaro
Julien Freudiger
Vigo, July 13, 2012

IClaiming the record number of submissions, although unsubstantiated and not supported by any scientific evidence, is utterly justified by the
following pie chart: http://dilbert.com/strips/comic/2009-03-07/
2 Are you really looking for the acceptance rate?
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Internet privacy: Towards more transparency (Invited Talk)

Balachander Krishnamurthy

AT&T Labs—Research

Abstract

Internet privacy has become a hot topic recently with the radical growth of Online Social Networks
(OSN) and attendant publicity about various leakages. For the last several years we have been examining
aggregation of user’s information by a steadily decreasing number of entities as unrelated Web sites are
browsed. More recently we have found leakage of user’s data to the same aggregating entities as a result
of interaction with OSNSs. I will present results from several studies on leakage of personally identifiable
information (PII) via Online Social Networks (both traditional and mobile OSNs) and popular non-OSN
sites. Linkage of information gleaned from different sources presents a challenging problem that has
captured the attention of technologists, privacy advocates, government agencies, and the multi-billion
dollar online advertising industry.

I will present the current status of both technical and non-technical attempts to ameliorate the prob-
lem. Economics might hold the key in increasing transparency of the largely hidden exchange of data in
return for access of so-called free services.

Speaker’s biography:

Balachander Krishnamurthy is a member of technical staff at AT&T Labs—Research. His focus of research
of is in the areas of Internet privacy, Online Social Networks, and Internet measurements. He has authored
and edited ten books, published over 80 technical papers, holds thirty five patents, and has given invited
talks in thirty five countries.

He co-founded the successful Internet Measurement Conference and the Workshop on Online Social
Networks. He has been on the thesis committee of several PhD students, collaborated with over seventy five
researchers worldwide, and given tutorials at several industrial sites and conferences.

His most recent book “Internet Measurements: Infrastructure, Traffic and Applications” (525pp, Wiley,
with Mark Crovella), was published in July 2006 and is the first book focusing on Internet Measurement.
His previous book ‘“Web Protocols and Practice: HTTP/1.1, Networking Protocols, Caching, and Traffic
Measurement” (672 pp, Addison-Wesley, with Jennifer Rexford) is the first in-depth book on the technology
underlying the World Wide Web, and has been translated into Portuguese, Japanese, Russian, and Chinese.

Bala is homepageless and not on any OSN but many of his papers can be found here.



Eliminating Stop-Points in the Installation and Use of
Anonymity Systems: a Usability Evaluation of the
Tor Browser Bundle

Greg Norcie, Kelly Caine, L Jean Camp

Indiana University

Abstract

Broad-based participation in anonymizing technology can be hindered by a lack of usability. Since
systems such as Tor give % anonymity, the existence of stop-points is of particular concern because wider
adoption of Tor equals better anonymity for all users of the system. Stop points are places in an interface
at which an individual is at risk from being presented with a situation which may prevent them from
moving forward with installation or use. Sixty four percent of users in our study encountered at least
one stop-point while using the Tor Browser Bundle. While each stop-point may be minor in isolation,
the cumulative effect is great and has the potential to harm the overall anonymity of the system. In this
paper we enumerate these stop points and detail specific design changes that may address them. We also
provide more generic but generalizable recommendations for the design of anonymity systems. Taken
together, these suggestions may enhance usability and thus anonymity of individual users as well as
system level anonymity.

1 Introduction

Tor is an anonymity network that uses onion routing [11] to prevent third parties from observing a user’s
web connection. The term onion routing refers to Tor’s layered encryption (analogous to the layers in an
onion), which prevents third parties from observing the content or linking the source and destination in the
internet traffic of a participant in the Tor network.

As Dingledine and Mathewson[10] point out, there is a strong network effect present in anonymity
networks like Tor. In any system where anonymity is %, additional users increase the anonymity of the
system. Thus, barriers that reduce the number of people who adopt an anonymity system like Tor, reduce
the anonymity all users of the system receive. Therefore, any increase in the usability of Tor that reduces
barriers to adoption and increases the anonymity Tor provides. While many papers have examined the
technical aspects of Tor’s security [21][19][18], relatively few papers have examined Tor’s usability (see
[25] and [6] for notable exceptions). Our work is further distinguished by the dual focus on both flaws in
the Tor interface, as well as their resolutions.

Tor can be run in a variety of configurations. Previous work [6] offered a cognitive walkthrough (but no
subsequent lab study) of Tor, and suggested that Torpark, a Firefox variant with Tor incorporated into the
browser was the most usable. Tor later released an official “Tor Browser Bundle” (TBB) which similarly
contains a standalone Firefox variant with Tor built in, a design change backed up by the data collected by
Clark et al.

Our work complements and extends existing work on improving the usability of Tor by identifying*‘stop-
points” in the installation and use of the Tor Browser Bundle. Stop-points are places in an interface where a
user may find themselves facing a requirement for user action such that the user is unable to proceed. [14]



However, a stop point does not necessarily prevent a user from going forward — any point at which the user
is going forward while confused about the functionality or state of the system is also a stop point.

In this paper, we evaluate stop points during both the installation and the use of the Tor Browser Bundle,
in a lab study with 25 participants. Based on this study, we utilize our results to specify immediate changes
that can be made to the Tor Browser Bundle Interface. We also present a set of design recommendations
which can be applied not only to the Tor Browser Bundle, but are also generalizable to other anonymity
systems.

In the next section we describe related work. We place our study in the larger context of three main
bodies of work: usable security, privacy enhancing technologies, and design heuristics. Given the breadth of
these domains, these descriptions are necessarily brief. Following this overview of related work we describe
our method in Section 3. In Section 4 we enumerate our findings. We then explicate these findings and
their implications in Section 5, including both a general discussion that places the results in the context
of related work and suggests design recommendations both specifically for Tor as well as for anonymity
systems generally. Finally, we outline limitations of our study and then conclude in Section 7.

2 Related Work

There are three bodies of literature that inform this work. The three domains on which we draw for this work
are laboratory evaluation of usability (particularly for security and privacy); privacy enhancing technologies;
and design heuristics.

2.1 Usable Security in the Laboratory

In Whitten and Tygar’s “Why Johnny Can’t Encrypt” [25], one of the first usable security papers published,
Whitten and Tygar performed a cognitive walkthrough and laboratory study examining the usability of PGP
5.0. Whitten and Tygar state that security software is usable if users are aware of the tasks they need to
perform, are able to successfully perform said tasks without making dangerous errors, and are comfortable
enough with a security interface to continue using it. Based on their evaluation of PGP 5.0, Whitten and
Tygar note several problematic properties of computer security.

The major issues Whitten and Tygar noted are that users are unmotivated to protect their information,
that it is difficult to produce abstractions for many security functions, that there is a lack of feedback when
performing security tasks. Whiten and Tygar also describe what they call the “barn door property” - that
data, once lost, cannot be reclaimed (evoking the futility of locking a barn once the animals have escaped).
Whitten and Tygar also draw on economics of security literature (eg [24]) to apply the “weakest link
property’. The weakest link property states that a security system is only as strong as it’s weakest link.
Often the weakness in a security system is the lack of usability in the interface, or the failure of an interface
to match the mental model of the users. These findings have been reified in later work including [8] and [4],
respectively.

Whitten and Tygar concluded that interfaces must be designed to guide and inform security decisions.
Our work draws on this but targets on specific points of potential failure, and lessso on macro observations
as described by Whitten et al.

Maxion and Reeder implemented a similar laboratory examination of usability of access control. As
with our work, they determined that individuals who may believe that they have implemented the correct
settings are not consistently correct. Indeed, as few as 25% were able to complete a basic ACL task using
XPFP [23].

Other analyses of usable security or privacy include Inglesant and Sasse, who found that while indi-
viduals do in fact care about security, password policies are too inflexible and not designed for humans



— security policies are too inflexible to match their capabilities [16]. A follow-up study illustrated that
graphical passwords had similar difficulties [3].

Engelman et al. [13] examined whether users would tolerate security delays in a Mechanical Turk task
asking them to test a new web based PDF viewer, reading a document and reporting the frequency that a
word appeared in a particular document, and then presenting them with a delay. Engleman et al. found that
found that users were much more likely to cheat on the Mechanical Turk task when presented with either a
non-security explanation for the delay, such as a simple loading bar, or a vague security explanation, such
as changing the loading bar to simply read “Performing security scan.” Conversely, users were less likely
to cheat when given a concrete security explanation — that online documents often contain viruses and that
the PDF reader was performing a virus scan.

2.2 Privacy Enhancing Technologies

The idea of passing an encrypted message between series of intermediate nodes was first discussed by
Chaum [5]. The classic Chaumian mixnet is similar to the Tor network in that each packet is subject to a
series of encrypting operations so that no node in the network can determine both the initiator and target
of a communication. Similarly, each message has a theoretical requirement for three hops. However, in
mix networks packets are delayed and reordered (thus preventing timing attacks but increasing latency) as
opposed to there being a stable path for any session.

There have been several high anonymity, high latency systems such as MixMinion [9]. Zero Knowledge
Systems’ “Freedom” was released in beta in early 2000. Tarzan provided transport-layer anonymization
using a decentralized, distributed Chaumian mix. [15] Freenet offered anonymous and resilient publishing
using distributed content and shared keys; however, the initiator of a request could be identified. [7] Free
Haven offered anonymous storage as well as protecting against traffic analysis. [7]

Yet none of these platforms ever gained popularity. Indeed, many of them never went beyond laboratory
demonstration projects. Onion routing was first presented in 1998. [22] The second generation onion router
work was published in 2004, when Dingledine was with Free Haven.[11] Before 2000 the majority of
anonymizing systems that were used in practice were single hop proxies, e.g. [2]. For cryptographic PETs,
Tor is unique in its acceptability and adoption, with the number of users in the hundreds of thousands. The
latest instantiation of a more usable version of Tor combines the proxy with Tor along with a browser in one
package called the Tor Browser Bundle (TBB). This simplified installation and interface has the potential to
expand Tor to a broader user base.

2.3 Design Heuristics

Usability design heuristics predate the field of usable security by many years. Molich and Nielsen [20] wrote
a widely cited set of design heuristics for human-computer interaction. Whitten and Tygar [25] expanded
on this work, pointing out that secure systems have additional usability requirements. Users of privacy
enhancing technologies need to be aware of the security tasks they need to perform. The user must then be
able to perform these task(s) without making any dangerous errors, and then be comfortable enough with
the interface to continue using it.

Clark, Oorschot, and Adams performed a cognitive walkthrough of several early Tor interfaces, but did
not follow up with a lab study.The authors concluded that Torpark (a self contained browser bundle similar
to the TBB our lab study evaluates) was the most usable option for novice Tor users. [6]



3 Methodology

3.1 Recruitment and Procedures

We recruited 25 undergraduates from a large midwestern university. Students were given lab credit for
participating in the experiment. Students who were not comfortable participating were given the option
to instead write a one page essay on Tor’s basic functionality. Our study was approved by the Indiana
University Institutional Review Board.

All participants were seated at VMware image of Windows 7, and given an instruction sheet, as well as
a short questionnaire where they were instructed to record any usability issues they encountered throughout
the study. Users also had their on-screen actions using screen capture software. The instruction sheet that
was handed out provided users with the URL for the Tor Project (http://torproject.org). Users
were then directed by the instruction sheet to download the Tor Browser Bundle (TBB), run the TBB, and
use the TBB to download a new desktop background for their lab machine.

Before being given their instructions, users were informed that the experiment was a usability experi-
ment, and thus the normal rules for a lab did not apply. Normally, students in a lab are expected to complete
their tasks with minimal aid from the instructor, except for clarification of instructions, working through
any complexities on their own. Before the experiment, users were briefed that their instructions were pur-
posefully vague, and that if they were unclear how to proceed at any time, they should raise their hand so
that the experimenter could assist them. Participants were also given the definition of stop points presented
earlier in this paper. The participants were told that the lab was designed to find “stop-points”, and that
participants should raise their hands if they encountered a “stop point” that they could not proceed beyond.
A post-task survey also asked users if they had encountered any issues. Users who raised their hands were
instructed to note their issue on their post-task survey, and then told how to proceed past the stop-point.
Finally, we recorded each user’s screen, and were able to go back and examine their recordings if a user’s
textual response contained ambiguity.

3.2 Ecological Validity

Normally, in usable security experiments, experimenters strive to find non-expert users. However, it is the
author’s belief that typical users of Tor are moderately security savvy. Furthermore, since our users were
security savvy, it actually strengthens the authors’ argument that the interface is less usable than is desirable
if even security experts make errors when using it.

Furthermore, since normal users of Tor are aware that they are engaging in security task, we did not
attempt to hide the nature of the task from participants as one might do in say, a phishing study.

3.3 Sample Information

Demographic information was collected from all users during the exit survey. The sample was 88% male
(22/25). Participant ages ranged from 20 to 37, with a median of 22.7 and a mode of 21. Participants were
asked if they had heard of Tor. They were also asked to rank their familiarity with Tor, as well as their
familiarity with computer security on a 1 to 7 scale (1 meaning “not at all familiar” and 7 meaning “very
familiar”). While 84% (21/25) of users had heard of Tor, the users were by no means Tor experts. When
asked “How familiar are you with Tor?”, users responded with an average of 2.13 on a 7 point scale. Users
were slightly more familiar with computer security. When asked "How familiar are you with computer
security?”, users reported an average of 4.5 on a 7 point scale.



3.4 Coding

Each post-task survey asked, in addition to demographic questions, two free response questions:
1. “Did you encounter any problems when installing the Tor Browser Bundle?”
2. “Did you encounter any problems when using the Tor Browser Bundle?”

The 25 study participants reported a total of 41 stop-points in these two free response questions. Two coders
independently coded the results to these questions, assigning each complaint to one of of seven mutually
exclusive categories. Categories were generated post-hoc after a holistic evaluation of the free response
questions:

A.) Long launch time: The user noticed a lag between clicking the icon to start the Tor Browser Bundle,
and the TBB window opening.

B.)Browsing Delay: Browsing through the TBB had a noticeable lag.

C.) Download Clarity: User wasn’t sure where on website to download the TBB

D.) Window discriminability: User wasn’t sure which window was TBB and which was a normal browser.
E.) Archive confusion: Problems unzipping the TBB package.

F.) Icon Salience: Problems finding the icon to start the file (”Start Tor Browser™)

G.) Security Measure Confusion: Security measures taken by the TBB (such as redirecting from Google
CAPTCHA, to DuckDuckGo) confused users.

Final intercoder agreement was calculated using Cohens Kappa, a method of calculating observer agree-
ment of categorical data that accounts for agreements due to chance. Overall intercoder agreement between
the two coders was Cohens Kappa = .72. Kappas of .61 - .80 are considered substantial. [17] After the first
pass of coding, there was 100% coder agreement.

Now we will move onto the heart of our paper. Details on which of the issues that these categories
describe were most prevalent are discussed in section 4 We then discuss the design implications of these
findings, and present a set of design heuristics based on them in section 5.

4 Results

As reported in 3 our users were mostly moderately security savvy college students. Eighty percent of our
users (20/25) were college aged (18-22) and all were currently enrolled an at least one computer science or
informatics class. The study participants reported being familiar with computer security on a 7 point likert
scale with 7 point likert scale with 1 being “Not at all familiar” and 7 being “Very familiar”, the average
participant scored a 4.5 when asked “How familiar are you with computer security? However,while 84%
(21/25) of participants had heard of Tor, the average familiarity was only 2.13 on a 7 point likert scale. Table
1 summarizes the demographics of our participants.
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Gender

Male 22
Female 3
Age

18-22 20
22+ 5
Class Year

Freshman (1) 0
Sophomore (2) 1
Junior (3) 9
Senior (4) 15
Other 0
Heard of tor?

Yes 21
No 4

Familiar w/ Tor?

1 (Not at all familiar) 11
2 5
3 7
4 0
5 2
6 0
7 (Extremely Familiar) 0

Familiar w/ computer security?

1 (Not at all familiar) 0
2 0
3 1
4 9
5 10
6 3
7(Extremely Familiar) 0

Table 1: Results summary

We found that 36% of users (9/25) reported having no problems installing or using the Tor Browser Bun-
dle. The remaining 16 users reported a total of 41 individual issues. As we can see from Table 2, the majority
of the issues users encountered centered around launch time, browser delay, and window discriminability.
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Category Description N | %
Long launch time The user noticed a lag between | 13 | 40.6%
clicking the icon to start the Tor
Browser Bundle, and the TBB
window opening.

Browsing delay Browsing through the TBB had | 6 | 18.8%
a noticable lag.
Window discriminability User wasn’t sure which window | 4 | 12.5%

was TBB and which was a nor-
mal browser.

Archive Confusion Problems unzipping the TBB | 4 | 12.5%
package.

Icon salience Problems finding the icon | 3 | 9.4%
to start the file (“Start Tor
Browser”)

Security Measure Confusion | Security meausures taken by the | 3 | 9.4%
TBB (such as redirecting from
Google CAPTCHA, to Duck-
DuckGo) confused users.

Download Clarity User wasn’t sure where on web- | 3 | 9.4%
site to download the TBB

Table 2: Type of problems Tor problems encountered

Now that we have established what problems have been experienced by our participants, we will discuss
the implications of these findings in section 5, and present a set of design principles based on them.

5 Discussion

Based on our results, we will present two sets of design implications. First, we will present a set of design
recommendations specific to the Tor Browser Bundle. Then, we will generalize our results to provide a
generalized set of design heuristics for creators of anonymity systems.

5.1 Tor Design Issues and Solutions
Issue: Long Launch Time (13/41)

Many users noticed a long delay between clicking “Start Tor Browser Bundle” and the Tor Browser Bundle
opening. A typical scenario would be that the user would click on “Start Tor Browser Bundle”. At this point,
Vidalia (the graphical controller for Tor, whose interface confused users) appeared. Many users incorrectly
assumed after 30 seconds or so that all their internet traffic was anonymized and proceeded to open Firefox
or Internet Explorer.

Solution(s):

Users of Tor are likely willing to trade speed for privacy. Simply taking steps to inform users that the TBB
may take a while to open and that such delay is normal could substantially alter a user’s perception of the

12



Tor Browser Bundle. As Molich and Nielsen point out, systems need to provide feedback to users. [20] The
typical user assumes that if a program fails to respond within a certain time frame, that either a process has
run in the background, or an error has occurred. By providing an informative dialog instructing users to wait
for the browser window to open, the confusion Tor users experience can be avoided.

Issue: Browsing Delay (6/41)

Many users noted that browsing with Tor was slower than browsing over a typical internet connection.

Solution(s):

Inform users (on the download page, during installation, and/or on the initial home page) that Tor may
be slower than traditional connections, due to its traffic flowing through a series of intermediary nodes.
Tor has traditionally been slower than a typical internet connection[12]. Building on Egelman’s work with
Mechanical Turk users,[13] the authors theorize that users are given realistic expectations about Tor’s speed,
they will not attribute this lack of speed to an error. In fact, this type of information may instead help users
develop a more accurate mental model. Thus, insted of becoming frustrated, users may instead picture their
packets traversing several nodes as they wait, thus gaining a sense of security from the delays sometimes
introduced by Tor.

Issue: Window Discriminability (4/41)

Some users (many of whom also experienced a long launch time) had trouble discriminating which window
was the Tor Browser Bundle and which was a normal browser window. This caused users to (erroneously)
use a non-protected Firefox session to perform study tasks.

Solution(s):

The Tor Browser Bundle could consider using a more distinct program icon. The TBB could also change the
browser’s chrome to visually separate it from other browser windows with custom colors and icons matching
those found on the TBB’s default homepage (https://check.torproject.org), as shown in figure
1.

ano Are you using Tor?
) Are you using Tor? Ll =
' [ orproecion| (34 congQ ) [#] D 0 B
Congratulations. Your browseris | Congratulations. Your browser is
configured to use Tor. \ configured to use Tor.

Please refer to the Tor website for further information about using Tor safely. You ‘ Please refer to the Tor website for further information about using Tor safely. You |
are now free to browse the Internet anonymously. ‘ are now free to browse the Internet anonymously. |

Your IP address appears to be: 199.48.147.38 Your IP address appears to be: 199.48.147.38

This page is also available in the following languages:

\

\
asiasie tn tre fotioning languagoss

\

\

ansic peutsch EAAvucd (Ellinikal English e stondan i peutsch EAAquui (Ellinika) English espafiol Estonian yli
no B (Wihongs) norsk (bokmdl) Nederlands polski Portugués £ran no B (Nihonge) norsk (bokndl) Nederlands polsii Portugués
mina Pyccxwh (Russkii) Thai Térkge yxpaincexa (ukrajins'ka o brasil romins Pyccxwh (Russkii) Thai rirkge yxpaiucexa (ukrajins'ka
vietnamese FI(H) Vietnanese ¥ (M)
4 y

Figure 1: TBB interface before (left) and after (right) enhanced discriminability changes
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Finally, the Tor Browser Bundle could hiding the Vidalia control panel, since having two applications
with two separate browser windows and two separate icons often confuses users. Finally, if user accidentally
closes the Tor Browser, Vidalia continues to inform the user that they are connected to the Tor network, as
pictured in figure 2. This caused several users who accidentally closed the Tor Browser to erronously believe
that all browser traffic was being anonymized.

) Vidalia Control Panel

é) Connected to the Tor network!

Widalia Shorrcuts

0@
Stop Tor Setup Relaying
@View the Network ' Use a New Identity

B, Bandwidth Graph (@) Help € About

= KSerﬂ ngs E Exit

,7
Il
=
o
n
2

o
o
-
o

<]

E Show this window on startup

Figure 2: Vidalia reporting a connection to the Tor network, even though the Tor Browser window has been
closed.

Issue: Icon Salience (4/41)

Some users were unclear how to start the Tor Browser Bundle, or thought that the Tor Browser Bundle
would start automatically. The participant would not realize that the “Start Tor Browser Bundle” This could
lead to serious errors, such as when one participant assumed after unzipping the TBB that all traffic was now
anonymous, and proceeded to attempt to complete the study tasks using an unprotected system browser.

Solution(s):

the Tor Browser Bundle could place an icon on the desktop / dock. The Tor browser bundle could note at
some point between downloading and installation that the user must click ”Start Tor Browser Bundle” to
begin. Alternatively, the Tor Browser Bundle could launch automatically after installation.

Issue: Download Clarity (4/41)

Some users were unsure which package to download and/or accidentally downloaded the wrong operating
system’s version of the Tor Browser Bundle.

Solution(s):

The download page could provide larger logos for each operating system, along with larger, bolded text
describing which operating system a given package is for.
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Issue: Security Measure Confusion (3/41)

Some security measures that the TBB takes, such as redirecting to Google searches to DuckDuckGo, and
disabling certain types of active content confused non-technical users who did not understand why a given
action had been redirected or a pop up box had been generated.

Solution(s):

Prior to performing any redirects, the TBB could provide a jargon free explanation of why a security measure
is being taken. For example, before redirecting to DuckDuckGo, a pop up could appear and state: “Google
keeps a record of your history. Using DuckDuckGo will allow you to search anonymously.”

Issue: Archive Confusion (3/41)

Some users expected a guided “wizard” installer, and did not realize they had to click on “Start Tor Browser
Bundle” once unzipping had occurred, leading to confusion.

Solution(s):

This issue is not necessarily a problem with Tor, but as we discuss later in our design heuristics, installation
of the TBB is a prerequisite for using the Tor Browser Bundle. While the TBB developers cannot control
the usability of the host operating system, a prominent note could be made on the download page that users
will need to unzip the Tor Browser Bundle prior to using it.

5.2 Summary of Design Implications for Tor

In the previous section we described seven stop points and potential solutions based on our results in section
4. Each design recommendation was discussed in the context of the coding category that documented it.
We found that vast majority of the issues were created by long launch times, browsing delay, and window
discriminability.

5.3 Potential Design Heuristics For Anonymity Systems

Based on the above issues, we can arrive at a set of general design recommendations that may generalize to
other anonymity systems. Any system that allows users to "hide in the crowd” can benefit from these heuris-
tics, which aim to maximize adoption of a given anonymity system. Earlier we described a set of specific
solutions — now we present more general heuristics applicable to a wide body of anonymity systems.

Heuristic 1: Installation precedes operation: Even the most well designed user interface is useless if the
user never reaches it. The authors of anonymity software should strive to assist users who are installing
the software. Download pages should try and make educated guesses as to what operating system a
user is running, and provide users with simple heuristics for determining their operating system. For
example, next to a link to download the Windows version of an anonymity software package, the page
could state ’If your computer is not a Mac, you probably want this version.”

Heuristic 2: Ensure users are aware of trade-offs: Today’s users have come of age in a time of widespread
broadband adoption. Delays longer than a few seconds may cause users to question whether their
connection is faulty. While ideally anonymity software should strive to deliver content with as lit-
tle latency as possible, users of anonymity software are usually willing to trade speed for privacy.
However, the software must provide feedback to the user to let them know that a given operation has
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not failed. Just like a user is willing to accept a slower connection via a crowded internet cafe wifi
network, a user is willing to accept a delay in exchange for anonymous communication.

Heuristic 3: Say why, not how: Sometimes an anonymity system must take a security measure, such as
redirecting away from a site which may leak identity information, or disabling browser features such
as cookies or javascript. Users desire to be told why a given security precaution is being taken. These
explanations should avoid technical jargon and use real world metaphors whenever possible. Users
who wish to understand at a deeper level should be given the option to drill down to a more detailed
technical explanation.

6 Limitations

There are several limitations to this study. First, our sample was skewed heavily towards undergraduate
males. Our sample size (N = 25), could have been larger. Both of these factors may affect the generalizability
of our results. Also, while this paper provides several design heuristics, these principles have not been tested
in the laboratory, and future work is needed to verify that indeed enhance the usability of any anonymity
systems. For example, a future study should create a new version of the Tor Browser Bundle incorporating
this paper’s design recommendations, and test whether participants actually find the interface more usable
when these changes have been implemented.

7 Conclusions

Based on our survey, we have discovered a number of usability issues in the Tor Browser Bundle. As
Back et al. succinctly state “in anonymity systems usability, efficiency, reliability and cost become security
objectives because they affect the size of the user base which in turn affects the degree of anonymity it is
possible to achieve.”[1].

We noted that the long launch time, browsing delay, and window discriminability were the issues most
often cited by participants. Based on these issues, we presented a set of three design heuristics to help
minimize usability issues in anonymity systems.

We said that "installation precedes operation” precedes operation, since if the installation of an anonymity
system frustrates the user, they may never reach the UI, no matter how well designed it is. We also suggested
that makers of anonymity systems ensure users are aware of the speed trade-offs in anonymity systems, and
set appropriate expectations. Finally, with our “Say why, not how.” heuristic, we encourage developers to
explain why security measures which impact the user experience are taken, and that these explanations avoid
technical jargon.

By applying these design heuristics, developers can help make the Tor Browser Bundle (or any similar
anonymity system) more usable, and thus, more secure.

8 Future Work

While this work presented a set of heuristics for designing anonymity systems, as well as a few diagrams
giving examples of possible changes to the Tor Browser Bundle, we neglected to present a unified design
incorporating our suggestions.

Furthermore, while have presented a number of suggestions, but we have not experimentally verified
them. Thus future work could continue along two lines. First, we could develop a new Tor Browser Bundle
interface, taking into account the findings in this paper. After developing this new interface, we could verify
via lab study that our interface changes were effective in increasing the usability of the Tor Browser Bundle.
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Message In A Bottle: Sailing Past Censorship

Luca Invernizzi, Christopher Kruegel, Giovanni Vigna

UC Santa Barbara

Abstract

Exploiting recent advances in monitoring technology and the drop of its costs, authoritarian and oppressive
regimes are tightening the grip around the virtual lives of their citizens. Meanwhile, the dissidents, oppressed
by these regimes, are organizing online, cloaking their activity with anti-censorship systems that typically
consist of a network of anonymizing proxies. The censors have become well aware of this, and they are
systematically finding and blocking all the entry points to these networks. So far, they have been quite
successful. We believe that, to achieve resilience to blocking, anti-censorship systems must abandon the
idea of having a limited number of entry points. Instead, they should establish first contact in an online location
arbitrarily chosen by each of their users. To explore this idea, we have developed Message In A Bottle, a
protocol where any blog post becomes a potential “drop point” for hidden messages. We have developed
and released a proof-of-concept application using our system, and demonstrated its feasibility. To block this
system, censors are left with a needle-in-a-haystack problem: Unable to identify what bears hidden messages,
they must block everything, effectively disconnecting their own network from a large part of the Internet. This,
hopefully, is a cost too high to bear.

1 Introduction

The revolutionary wave of protests and demonstrations known as the Arab Spring rose in December 2010 to
shake the foundations of a number of countries (e.g., Tunisia, Libya, and Egypt), and showed the Internet’s
immense power to catalyze social awareness through the free exchange of ideas. This power is so threatening to
repressive regimes that censorship has become a central point in their agendas: Regimes have been investing in
advanced censoring technologies [37], and even resorted to a complete isolation from the global network in critical
moments [10]. For example, Pakistan recently blocked Wikipedia, YouTube, Flickr, and Facebook [23], and
Syria blocked citizen-journalism media sites [44].

To sneak by the censorship, the dissident populations have resorted to technology. A report from Harvard’s
Center for Internet & Society [38] shows that the most popular censorship-avoidance vectors are web proxies,
VPNs, and Tor [13]. These systems share a common characteristic: They have a limited amount of entry points.
Blocking these entry points, and evading the blocking effort, has become an arms race: China is enumerating
and banning the vast majority of Tor’s bridges since 2009 [50], while in 2012, Iran took a more radical approach
and started blocking encrypted traffic [47], which Tor countered the same day by deploying a new kind of traffic
camouflaging [46].

In this paper, we take a step back and explore whether it is possible to design a system that is so pervasive that
it is impossible to block without disconnecting from the global network.

Let’s generalize the problem at hand with the help of Alice, a dissident who lives on the oppressed country
of Tyria and wants to communicate with Bob, who lives outside the country. To establish a communication
channel with Bob in any censorship-resistant protocol, Alice must know something about Bob. In the case of
anonymizing proxies or mix-networks (e.g., Tor), this datum is the address of one of the entry points into the
network. In protocols that employ steganography to hide messages in files uploaded to media-hosting sites (such as
Collage [8]) or in network traffic (such as Telex [54]), Alice must know the location of the first rendezvous point.

The fact that Alice has to know something about Bob inevitably means that the censor can learn that too
(as he might be Alice). Bob cannot avoid this without having some information to distinguish Alice from the
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censor (but this becomes a chicken-and-egg-problem: How did Bob get to know that? ). We believe that this initial
something that Alice has to know is a fundamental weakness of existing censorship-resistant protocols, which
forms a crack in their resilience to blocking. For example, this is the root cause of the issues that Tor is facing with
distributing bridge addresses to its users without exposing them to the censor [45]. It is because of this crack
that China has been blocking the majority of Tor traffic since 2009 [50]: the number of entry points is finite, and a
determined attacker can enumerate them by claiming to be Alice.

In Message In A Bottle (MIAB), we have designed a protocol where Alice knows the least possible about
Bob. In fact, we will show that Alice must know Bob’s public key, and nothing else. Alice must know at least
Bob’s public key to authenticate him and be sure she is not talking to a disguised censor. However, contrary to
systems like Collage and Telex, there is no rendezvous point between Alice and Bob.

This may now sound like a needle-in-a-haystack problem: If neither Alice nor Bob know how to contact the
other one, how can they ever meet on the Internet? In order to make this possible and reasonably fast, MIAB
exploits one of the mechanisms that search engines employ to generate real-time results from blog posts and
news articles: blog pings. Through these pings, Bob is covertly notified that a new message from Alice is available,
and where to fetch it from. We will show that, just like a search engine, Bob can monitor the majority of the blogs
published on the entire Internet with limited resources, and in quasi real-time. In some sense, every blog becomes
a possible meeting point for Alice and Bob. However, there are over 165 million blogs online [5], and since
a blog can be opened trivially by anybody, for our practical purposes they constitute an infinite resource. We
have estimated that, to blacklist all the possible MIAB’s drop points, the Censor should block 40 million fully
qualified domain names, and four million IP addresses (as we will show in Section 5.3, these are conservative
estimates). For comparison, blacklisting a single IP address would block Collage’s support for Flickr (the only one
implemented), and supporting additional media-hosting sites requires manual intervention for each one.

In MIAB, Alice will prepare a message for Bob and encrypt it with his public key. This ciphertext will be
steganographically embedded in some digital photos. Then, Alice will prepare a blog post about a topic that fits
those photos, and publish it, along with the photos, on a blog of her choosing. Meanwhile, Bob is monitoring
the stream of posts as they get published. He will recognize Alice’s post (effectively, the bottle that contains the
proverbial message), and recover the message.

We envision that MIAB might be used to bootstrap more efficient anonymity protocols that require Alice and
Bob to know each other a little better (such as Collage, or Telex).

Our main contributions are:

e A new primitive for censorship-resistant protocols that requires Alice to have minimal knowledge about Bob;

o A study of the feasibility of this approach;

e An open-source implementation of a proof-of-concept application of MIAB that lets user tweet anonymously
and deniably on Twitter.

2 Threat model

The adversary we are facing, the Censor, is a country-wide authority that monitors and interacts with online
communications. His intent is to discover and suppress the spreading of dissident ideas.

Determining the current and potential capabilities of modern censors of this kind (e.g., Iran and China) is
a difficult task, as the inner workings of the censoring infrastructure are often kept secret. However, we can create a
reasonable model for our adversary by observing that, ultimately, the Censor will be constrained by economic
factors. Therefore, we postulate that the censorship we are facing is influenced by these two factors:

e The censoring infrastructure will be constrained by its cost and technological effort
e Over-censoring will have a negative impact on the economy of the country

From these factors, we can now devise the capabilities of our Censor. We choose to do so in a conservative
fashion, preferring to overstate the Censor’s powers than to understate them. We make this choice also because we
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understand that censorship is an arms race, in which the Censor is likely to become more powerful as technology
advances and becomes more pervasive.

We assume that it is in the Censor’s interest to let the general population benefit from Internet access,
because of the social and economic advantages of connectivity. This is a fundamental assumption for any
censorship-avoidance system: If the country runs an entirely separate network, there is no way out'.

Because the Censor bears some cost from over-blocking, he will favor blacklisting over whitelisting, banning
traffic only when it deems it suspicious. When possible, the Censor will prefer traffic disruption over modification,
as the cost of deep-packet inspection and modification is higher than just blocking the stream. For example, if the
Censor suspects that the dissidents are communicating through messages hidden in videos on YouTube, he is
more likely to block access to the site rather than re—encoding every downloaded video, as this would impose
a high toll on his computational capabilities. Also, we assume that if the Censor chooses to alter uncensored traffic,
he will do so in a manner that the user would not easily notice.

The Censor might also issue false TLS certificates with a Certificate Authority under its control. With them, he
might man-in-the-middle connections with at least one endpoint within his country.

As part of his infrastructure, the Censor might deploy multiple monitoring stations anywhere within his
jurisdiction. Through these stations, he can capture, analyze, modify, disrupt, and store indefinitely network traffic.
In the rest of the world, he will only be able to harness what is commercially

The Censor can analyze traffic aggregates to discover outliers in traffic patterns, and profile encrypted traffic
with statistical attacks on the packets content or timing. Also, he might drill down to observe the traffic of
individual users.

The Censor will have knowledge of any publicly available censorship-avoidance technology, including MIAB.
In particular, he might join the system as a user, or run a MIAB instance to lure dissidents into communicating with
him. Also, he might inject additional traffic into an existing MIAB instance to try to confuse or overwhelm it.

3 Design

In its essence, MIAB is a system devised to allow Alice, who lives in a country ruled by an oppressive regime,
to communicate confidentially with Bob, who resides outside the country. Alice does not need to know any
information about Bob except his public key.

In particular, MIAB should satisfy these properties:

Confidentiality: The Censor should not be able to read the messages sent by Alice.

Availability: The Censor should not be able to block MIAB without incurring unacceptable costs (by indiscrim-
inately blocking large portions of the Internet).

Deniability: When confidentiality holds, the Censor should not be able to distinguish whether Alice is using
the system, or behaving normally.

Non-intrusive deployment: Deploying and operating a MIAB instance should be easy and cheap.

To achieve these properties, the MIAB protocol imposes substantial overhead. We do not strive for MIAB’s
performance to be acceptable for low latency (interactive) communication over the network (such as web surfing).
Instead, we want our users to communicate past the Censor by sending small messages (e.g., emails, articles,
tweets). Also, MIAB can be employed to exchange the necessary information to bootstrap other anonymity
protocols that require some pre-shared secret, as we will discuss in Section 4.

The only requirement that Alice must satisfy to use this protocol is to be able to make a blog post. She can
create this post on any blog hosted (or self-hosted) outside the Censor’s jurisdiction.

3.1 Components

Before explaining the details of the MIAB protocol, we must introduce two concepts that will play a crucial role in
our system. The first is the notion of a blog ping. The second is the metadata that is associated with digital photos.

"We are strictly speaking about traditional ways to leak messages to the Internet through network communication.
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3.1.1 Blog pings.

A blog ping is a message sent from a blog to a centralized network service (a ping server) to notify the server of
new or updated content. Blog pings were introduced in October 2001 by Dave Winer, the author of the popular
ping server weblogs . com, and are now a well-established reality. Over the last ten years, the rising popularity
of pings pushed for the development of a wealth of protocols that compete for performance and scalability (e.g.,
FriendFeed’s SUP [26], Google’s PubSubHubbub [27], and rssCloud [43]).

Search engines use blog pings to efficiently index new content in real time. Since search engines drive a
good part of the traffic on the Internet, blog writers adopt pings to increase their exposure and for Search Engine
Optimization. Consequently, the vast majority of blogging platforms support pings, and have them enabled by
default (e.g., Wordpress, Blogger, Tumblr, Drupal).

3.1.2 Digital photo metadata.

Digital cameras store metadata embedded within each photo. This metadata keeps records of a variety of
information, including the condition of the shot, GPS coordinates, user comments, copyright, post-processing, and
thumbnails. Three metadata-encoding formats dominate in popularity, and are supported by the vast majority of
cameras and photo editing software: IIM [31], XMP [55], and EXIF [16].

IIM (Information Interchange Model) is an older standard developed in the nineties by the International Press
Telecommunications Council. It was initially conceived as a standard for exchanging text, photos and videos
between news agencies. In 1995, Adobe’s Photoshop adopted IPTC-1IM to store metadata in digital photos, and it
is now ubiquitous in the digital camera world.

The second format, XMP (Extensible Metadata Platform) was developed by Adobe in 2001. XMP is
XML/RDF-based, and its standard is public and open-source.

The last format is EXIF (Exchangeable Image File Format). It was developed by the Japanese Electronics
Industry Development Association (JEIDA) in 1998, and evolved over the years. It is based upon the TIFF format.

A particular EXIF tag, MakerNote, stores manufacturer-specific binary content.

To observe the popularity of each of these formats, we downloaded 15,000 photos from Flickr. To reach a
broad number of photographers, we selected the photos using Flickr popular tags [20]. The distribution of the
metadata formats in our dataset is shown in Table 1. EXIF is by far the most popular format, as it was present in
96.63% of the photos with metadata (note that a photo might contain more than one format). We also observed that
the MakerNote tag usually accounts for the majority of metadata space.

3.2 The MIAB Protocol

Our scene opens with Alice, who lives in a country controlled by the Censor. Alice wants to communicate with
Bob, who is residing outside the country, without the Censor ever knowing that this communication took place. To
do so, Alice sends a message with the MIAB protocol following these steps:

1. Alice authors a blog post of arbitrary content. The content should be selected to be as innocuous as possible.

2. Alice snaps one or more photos to include in the post.

3. Alice uses the MIAB client software to embed a message M into the photos. The message is hidden using
shared-key steganography [42]. We will identify the shared key as K 5. Alice chooses the shared key arbitrarily.

4. K, is encrypted with the public key of Bob Kp. This cipher-text is hidden in the photos’ metadata, using
tags that appear inconspicuous to the Censor (e.g., Exif .Photo.ImageUniqueID, which contains an
arbitrary identifier assigned uniquely to each image). To better understand the location of the various data
embedded in photos, please refer to Figure 1.

5. Alice publishes the blog post, containing the processed photos. Alice can choose the blog arbitrarily, provided
it supports blog pings. We will discuss this in more detail in Section 5.2.

6. The blog emits a ping to some ping servers.

7. Meanwhile, Bob is monitoring some of the ping servers, looking for steganographic content encrypted with his
public key. Within minutes, he discovers Alice’s post, and decrypts the message.
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% of photos with meta-

Number of photos % of dataset
Image data data
2 Stegy. (M) No metadata 2093 13,95%
o S EXIF present 12,472 83.15% 96.63%
ﬁ RSA ?fft"idata XMP present 2972 19.81% 23.03%
Kp\IN\S IPTC-IIM present 666 4.44% 5.16%
Figure 1: Alice’s mes- Table 1: Metadata formats in photos on Flickr
sage

8. Bob reads the message, and acts upon its content (more on this later).

Looking at Figure 1, the reader might wonder why we did not choose to store the message M, encrypted with
Kp, directly into the metadata. The reason is that available space is limited (e.g., in our implementation, we found
about 13.5 bytes of space). Instead, the image data is of the order of megabytes in size, and we can embed in it a
message of a few kilobytes (this size depends on the size of the image, and the steganographic scheme used).

Also, notice that Steps 3 and 4 are essentially a simple public-key image steganography (PKIS) [51] scheme:
A message is hidden in an image using a public key, and can only be retrieved with the corresponding private key.
Note that any PKIS scheme could be used in place of Steps 3 and 4, and might improve the deniability of MIAB (for
example, because it would not be necessary to alter the images’ metadata). In our proof-of-concept implementation
of MIAB, we have chosen the presented scheme because we can use shared-key image-steganography tools, which
are widely available (e.g., Outguess [40], StegHide [29]). We are not aware of any open-source implementation
of any other PKIS scheme. MIAB’s deniability is a direct consequence of the PKIS scheme used, but our main
contribution is, then, to create an highly-available protocol that is difficult and expensive for the Censor to block.

To be able to use MIAB, Alice needs a copy of the software, which will also contain Bob’s public key. This
bundle can be downloaded before the Censor becomes too controlling, or can be published around the web in
different formats, so that the Censor cannot easily fingerprint and block it. Optionally, it can be distributed through
spam, or offline via USB drives. We expect that the Censor will also have a copy of the software.

4 Applications

The MIAB protocol can be a useful component for a variety of applications. We will outline the ones we believe are
most interesting, one of which we implemented.

4.1 Covert messaging

In this setting, Alice wants to send a message (e.g., email or tweet) out of the country in a deniable fashion. She
does so simply by using the MIAB protocol to publish her message embedded in a blog post, leaving instructions
to Bob on how to handle it. To showcase this application, we have implemented a Twitter proxy that relays
the messages found through MIAB to Twitter, publishing them under the @corked_bottle handle. MIAB
could also be used to communicate with a censorship-resistant microblogging service, like #100t [2], or a
privacy-preserving one, like Hummingbird [12].

To achieve two-way messaging, Alice composes a comment to the blog post she is about to publish. She
sends this comment to Bob with MIAB, appended to her message. When Bob wants to reply to Alice’s message,
he steganographically encodes his answer inside the comment, and posts the comment on Alice’s blog (or any blog
Alice has chosen for posting her messages). Alice will either be notified of Bob’s action by email or RSS feed,
or she will check her blog every now and then. Alice’s behavior should not be considered suspicious by the Censor,
since blog writers have a habit of checking comments on their posts frequently.

To appear even more inconspicuous to the Censor, Alice might arbitrarily pick any other blog available on the
Internet, and tell Bob to post the comment containing the reply there. A good meeting point for this is one of the
blogs and online newspapers (provided they allow comments) that Alice reads on a regular basis.

23



How Bob hides his reply will depend on Alice’s directives. An option is that Alice includes an image (or
provides a private link to one) in her comment, and Bob embeds the message into this image. Since Alice and
Bob have already established a shared secret, there is no need for metadata. Another option is that Bob encodes his
reply in the comment’s text. Note that our scheme authenticates only Bob, as not being identified is in Alice’s
interest. However, after the first message is sent, Bob and Alice share a session key, so that the Censor cannot
pretend to be Alice and take over her role in the current message exchange.

This method of covert messaging suffers a noticeable overhead with respect to standard messaging. To achieve
better efficiency, we envision that MIAB could be used to bootstrap some faster, shared-key protocol.

4.2 Bootstrapping Collage

Collage [8] is a protocol that uses user-generated content (e.g., photos, tweets) as drop sites for hidden messages.
Differently from the MIAB approach, in Collage, the drop sites must be decided upon in advance: These rendezvous
points are the secret that Alice and Bob share. To put and retrieve the messages from these rendezvous points,
the users of Collage have to perform a series of tasks. For example, if the drop site is a photo posted on Flickr [19]
under the keyword “flowers,” the sender task will be the series of HTTP requests required to post a photo with that
keyword, and the receiver task will be composed of requests designed to retrieve the latest photos with that tag.

To bootstrap a Collage installation, the database of tasks that Collage employs must be distributed offline.
This database needs to be constantly updated as the Censor reacts and the drop sites change (both in location
and structure). It is, therefore, crucial that this bootstrap database is up-to-date: Otherwise, the agreement on
the drop points between sender and receiver will be lost, breaking the communication channel.

Once Collage has been bootstrapped, further updates can be received through the Collage network. To receive
these updates, however, the Collage client must be connected to the Internet. When the connectivity is sporadic,
the client’s database might become obsolete, and a new bootstrap round will become necessary.

We believe that MIAB is a good fit for bootstrapping Collage, because the only information that Alice must
know about Bob in order to request a current copy of the task database is Bob’s public key. This key should rarely
change, so it can be shipped with the software. If the Censor is already too controlling to allow this, the key and the
software (which is just a few kilobytes in size) can be published online in a variety of formats, so that it will be
difficult for the Censor to find and block them all.

5 Implementation

To demonstrate the feasibility of MIAB, we have implemented a proof-of-concept application that can be used to

post anonymous messages on Twitter, circumventing the block on social networks imposed by Tyria’s Censor.
To provide a more open evaluation, we have published the code online: The application can be downloaded at

http://www.message—in-a-bottle.us, together with our public key.

We have set up a small cluster of machines that monitors one of the most popular blog ping servers
(webblogs . com?), looking for MIAB messages (our cluster plays Bob’s part in the algorithm). When a message
is found, its content is posted on Twitter under the handle @corked_bottle.

Also, the code can be used with a new public/private key-pair to verify how messages are recovered.

5.0.1 Public-key cryptography

Our application can use either GnuPG or X.509 certificates. We ship a self-signed X.509 certificate, containing the
RSA public key.

5.0.2 Steganography

We use outguess [41] as the steganographic primitive. This tool works on Linux, *BSD, and Windows, so
it will most probably run on Alice’s computer. We are aware that an attack on out guess is known [25]. We
choose this particular software out of convenience: Any steganographic tool can be used, and the change required

%For example, blogs hosted on Google’s blogger . com ping this server, unless the blog owner disables this.
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in the code is trivial. See also Section 3.2 for a discussion on an alternative approach with public-key image
steganography.

5.0.3 Blog-fetching cluster
We use four servers with Intel Xeon 2.40GHz processors, 4 Gigabytes of RAM, and high-speed Internet connection.
5.0.4 Photo metadata

We hide the output of RSA i, (K 5) in EXIF and XMP metadata, and in the filename. The ciphertext is stored in
base 10, 16, or 60, depending on the format stored in the tags. We employ two photos, hiding 13.5 bytes of key per
photo. The list of tags employed, and some sample content, is provided in Table 2. The Table also reports the
number of bits, calculated with Shannon’s entropy, that are undetectable. That is, the bits whose values have a high
entropy throughout our dataset, and for which it is difficult to tell if they have been altered. In the example data in
the Table, the undetectable bits are highlighted in bold. Note that the sample content has been extracted from
a photo downloaded from Flickr [19]. In the case of tags holding a Dat e Time object, we hide the ciphertext only
in the minutes and seconds.

To show that this ciphertext could be hidden in a variety of locations, we store a part of it in the digits contained
in the filename (e.g., DSC01234 . JPG). All these decision are arbitrary, and every MIAB instance can make
different choices.

Metadata tag Example Format  Description Undetectable bits
Exif.Photo.SubSecTimeOriginal 22 Ascii Centiseconds when the photo has 6.64
been taken (the date and time up to
the seconds precision are kept in the
DateTimeOriginal tag)
Exif.Photo.SubSecTimeDigitized 90 Ascii Centiseconds for the DateTimeDigi- 6.64
talized tag
Exif.Photo.SubSecTime 75 Ascii Centiseconds for the DateTime tag 6.64
Exif.Photo.ImageUniquelID 713E4D7FC20E42C1 Ascii Arbitrary, unique identifier assigned 16
A1617CE642C28017 to the photo
Xmp . xmpMM.OriginalDocument 3856450D6BAB4CES Ascii Arbitrary, unique identifier assigned 16
AFD64DAF89C3C198 original document, when editing a
photo
Xmp.aux.ImageNumber 49,202 Ascii Photoshop’s auxiliary image num- 16
ber
Exif.Image.ImageNumber 233 Long Unique number assigned to a photo 16
Exif.Image.DateTime 2011-09-25 15:52:04 Ascii The date and time of image creation 11.81
(we only alter the minutes and sec-
onds).
Exif.Photo.DateTimeOriginal 2011-08-23 11:27:27 Ascii The date and time when the original 11.81

image data was generated (we only
alter the minutes and seconds)

Table 2: EXIF and XMP tags: example photo taken from Flickr

5.1 Evaluation

MIAB relies on Bob’s ability to fetch and process all the blog posts created on the Internet in real time. To prove
that this is feasible, we have done so with our cluster.

Over the period of three months (72 days), we have seen 814, 667, 299 blog posts, as shown in Figure 2. The
average number of posts seen per day is 11, 314, 823, and the highest traffic we have experienced is 13, 083, 878
posts in a day. Being a proof-of-concept, our implementation delivers suboptimal performance in terms of blog
throughput (it is written in Python). So, we had to use four machines to keep up with the post rate. To estimate
the performance limits of a single machine fetching and analyzing web pages, we tested Apache Nutch [22], a
high-performance web crawler written in Java and built upon Apache Hadoop [21]. In our experiment, we were
able to fetch more than 15 million pages per day. Since we have observed that our MIAB cluster is limited by its
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capacity of fetching and parsing the blog posts, and not by the image processing, we expect that an optimized
implementation of MIAB should be able to achieve a similar performance.

The ping server we chose releases every five minutes the pings that it received during that period. To keep up
with the ping rate, we process all the blog posts of one chunk of pings before the next one is released. Therefore,
the maximum latency between the publishing of a post with MIAB content and our tweeting is ten minutes (five
minutes in the ping server’s queue, and another five before we process the post), with an average of five minutes.

During the course of a day, we have found that the rate of blog posts is quite stable, with an average of 44, 146
posts every five minutes, and a low standard deviation of 3, 963. See Figure 3 for an example.

We observed that approximately half of the blog posts contain photos. The distribution of the number of
photos per post is shown in Figure 4.

5.2 Choosing the Right Blog

To send a message through MIAB, Alice has to publish a post on a blog that supports pings. Alice might already
have posting privileges on such a blog: In this case, she can just use it. Otherwise, Alice needs to open one, or be
added as an author to an existing one. It is therefore interesting to see how difficult it is for Alice to open a blog
supporting pings.
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domains

Platform Number of sites Ping support

WordPress 32 yes

TypePad 16 yes

Moveable Type 20 yes

BlogSmith 14 n/a, proprietary

. . custom made 8 n/a

Platform Number of sites (%) Ping support Drupal 4 yes
WordPress 63.49 yes Blogger 3 yes
Joomla! 11.17 yes Expression Engine 1 n/a, proprietary
Drupal 8.57 yes Scoop 1 no
Blogger 3.14 yes Bricolage 1 no, CMS

Table 3: Blogging platform popularity: Alexa’s Table 4: Blogging platforms: 100 most popular blogs
top million (source: builtwith.com[7]) (source: pingdom.com[39])

In Table 3, we show the four most popular blogging platforms for the Alexa’s top million websites in February
2012. These platforms account for more than 85% of all blogs, and they all support pings.

In Table 4, we show the platform that the 100 most popular blog chose to use in 2009. Of these, at least 75
support pings.

If the blog Alice has chosen does not support blog pings, Alice can perform the ping manually, as most ping
servers offer this feature (e.g., http://blogsearch.google.com/ping).

5.3 Estimating the Blocking Set

The Censor might attempt to block all blogs by blacklisting their domain names, or IP addresses. It is essential to
MIAB’s availability that the blocking set (that is, the set of domains or IP addresses to block) is large, as this makes
the maintenance of a blacklist impractical (this will be further discussed in Section 6.1). To estimate the size of the
blocking set, we generated three blacklists from three months of recorded pings. It can be seen that these blacklists
target Fully Qualified Domain Names (e.g., myblog.blogspot . com., see Figure 5), second-level domains
(e.g.,blogspot.com., see Figure 6), and IP addresses (see Figure 7).

These blacklists are cumbersome in size. For example, according to Netcraft, during the time of our experiment,
there were 662, 959, 946 FQDNs running web servers on the Internet [36]. In our experiment, we would have
blacklisted 33, 361, 754 FQDNSs, which is 5% of the ones found by Netcraft. Blocking second level domains
is also not practical. In our experiment, we blacklisted 1, 803, 345 of them, which account for 1.4% of the global
domain registrations (which are 140, 035, 323, according to DomainTools [14]). Note that our blacklists only
cover blogs that sent pings during our experiment. The total numbers will be higher, as the trend shown in
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Figures 5, 6, and 7 suggests. To better quantify this, we checked the (hypothetical) blacklists’s coverage on the
pings that were emitted the day after we stopped updating the blacklists. We found that the blacklist targeting
FQNDs had 12% miss ratio, the one targeting second level domains had 11% miss ratio, and the one targeting IP
addresses had 11% miss ratio.

Even if the Censor chooses to pay the price of over-blocking and enforces these blacklists, Bob and Alice
can still communicate though MIAB, thanks to a weakness in this blacklisting approach. That is, a blog might
have multiple domain names (or IP addresses) assigned to it, but its pings are usually sent by only one of them.
So, Alice can edit her blogatblog.alice. com, adomain name that never sends pings and, therefore, is not
in the blacklist, and configure her blog to emit pings from the secondary address alice.blogspot.com.
Bob will receive the ping, and visit the latter address to obtain the MIAB messages. In turn, the Censor also sees
the ping, and will blacklist the secondary address in Alice’s country. Alice will be still able to modify her blog
throughblog.alice. com, sneaking by the blacklist, and Bob will be able to visitalice .blogspot . com,
because the Censor’s block does not affect him.

6 Security Analysis

In this section, we discuss MIAB’s resilience against the attacks that the Censor might mount to break the security
properties that MIAB guarantees: availability, deniability, and confidentiality.

Since we lack a formal verification of the security of the steganographic primitives, and the powers of a real
Censor are unknown, these goals are necessarily best effort.

6.1 Availability

The Censor might prevent Alice from sending messages through MIAB. Our main argument against this is that the
Censor will be forced to ban a large part of the web, and he is likely unwilling to do so because of the pushback
from its population and economic drawbacks. We will now describe in more detail the attacks that the Censor
might devise to limit availability. For this discussion, we assume that deniability holds: In particular, the Censor
cannot detect content generated with MIAB.

The Censor could block blogging platforms. In fact, this has already been attempted: Kazakhstan has been
banning blogging platforms and social networks since 2008 [32]. In 2011, a court established they contributed to
the spread of religious terrorism [24]. Despite the block, Kazakh bloggers have moved to self-hosted or less
popular blogging platforms, and continue to grow in numbers [32]. There are over 165 million blogs on the
Internet [5], and a good part of them are self-hosted, making the maintenance of a blacklist impractical (see
Section 5.3). Even if the Censor is able to fingerprint blogs and successfully block each of them, there are other
services that generate blog pings, for example, commenting services (e.g., Disqus, which is installed on 750,000
websites). Also, for her MIAB messaging, Alice might open a blog in favor of the ruling party: The Censor will be
less likely to block that, because it shows that the population is supporting the regime. The Censor might also
use pings to identify blogs, blocking any domain that emits a ping. This approach, which we already discussed
in Section 5.3, is also vulnerable to a denial of service attack: Bob could forge bogus pings claiming to be any
arbitrary domain (blog pings, just like emails, do not authenticate the sender), forcing the Censor to add it to the
blacklist. Iterating this attack, Bob can de facto render the blacklist useless. To counter this, the Censor will have
to maintain a whitelist of allowed domains. This is harmful to the regime, because of the social and economic costs
of over-blocking, and can be easily circumvented (as we discussed in Section 5.3).

The Censor might want to block pings, or shut down ping servers. This attack is irrelevant when the blog
(or ping server) is hosted outside the Censor’s jurisdiction.

The Censor might try to prevent Alice to post on any blog. This requires both the ability to fingerprint a blog,
and the technological power to deeply inspect the network traffic to detect and block posting. The cost of this
attack increases as Alice will most likely be using a TLS connection (i.e., ht tps : / /) to make the post, requiring
the Censor to either man-in-the-middle the connection or perform statistical timing attacks. Also, Alice can create
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apost in a variety of ways, for example using client applications or by email (as many blogging platforms support
that). The Censor therefore has to block all these vectors.

The Censor might try to coerce content hosts to drop MIAB content. However, to do so, he needs to identify
such content (when deniability should prevent him from doing so). Also, the Censor has to drop the content fast:
Bob will fetch the blog after just a few minutes, since blog pings are sent in real time.

The Censor might try to overwhelm MIAB by creating large quantities of bogus messages. Bob should be
able to provide a fair service to its users by rate limiting blogs, and ban them when they exhibit abusive behavior.
Since Bob will first inspect the list of pings, he will avoid fetching blogs that are over their quota or blacklisted.
Also, search engines will fetch the same blog pings and will analyze and index their content. Since the Censor, to
create a large number of blog posts, will have to either generate the content automatically or replay content, search
engines should detect his behavior and mark it as spam. Blog ping spam (or sping) is already a problem that search
engines are facing, since pings are used in Search Engine Optimization campaigns. Because of this, much research
has been invested into detecting this type of behavior. Bob could leverage that research by querying the search
engine for the reputation of blog or blog posts. Using a combination of blacklists, rate limitation, and search
engines reputation systems, Bob is likely to thwart this attack.

The Censor might perform traffic analysis to distinguish regular blog posts from MIAB ones. However, since
the blog post is created by a human, this is unlikely to be successful.

The Censor might decide to strip metadata from the digital pictures uploaded to blogs, or re-encode the images
to remove any steganographic content. First, this is computationally expensive for the Censor. Moreover, MIAB
can easily evolve and hide the ciphertext in other parts of the post (e.g., in the text), or use a steganographic system
that can withstand re-encoding [28].

6.2 Deniability

The Censor might try to identify who is using MIAB, thus compromising deniability.

The Censor might try to detect steganography. MIAB uses steganography as a primitive, so its deniability
relies on a good steganographic algorithm, and will benefit from any advancement in steganography. We discussed
the use of public-key image steganography in Section 3.2. Moreover, Bob might support several steganographic
algorithms, and let Alice pick the one she feels safe to use. Her choice can be encoded anywhere in the post (e.g,
the fist letter of the title).

The Censor might try to detect anomalies in digital photo metadata. This is not relevant if the public-key
image steganographic algorithm chosen does not alter them. Also, the content stored in the metadata is ciphertext:
Assuming that the cipher is sound, the attacker cannot distinguish ciphertext from a random permutation of the input
(otherwise, the cipher would fail an indistinguishability under chosen ciphertext attack). This attack is irrelevant if
we choose appropriately the metadata tags where the ciphertext is hidden. Several tags are well-suited to carry
arbitrary data (e.g., Exif.Image.OriginalRawImageDigest Exif.Photo.ImageUniquelID).
Since a blog post can contain several photos (in Section 5.1, we have shown that it is quite common that a post
contains up to five photos), the size of the ciphertext is not a factor that forces us to use detectable tags. Also, in our
implementation, we chose not to use the EXIF’s MakerNot e tag, which stores proprietary binary data. This
tag, however, usually accounts for the majority of the size of the metadata, and has several vendor-specific tags
where additional ciphertext could be stored. We decided against using it in our proof-of-concept implementation,
because we found enough bits of available entropy within the standard tags (see Table 2).

The Censor might try to detect anomalous blogging behavior. Since Alice manually publishes the post, it
will be difficult to detect anomalous behavior in a single post (provided that the message that Alice composes
is innocuous). However, the Censor might detect an anomaly if the posting frequency is higher than the other blogs
hosted on the same platform. Alice can mitigate this risk by keeping under control her post rate. Also, Alice can
use a blogging platform that encourages frequent posts with photos (i.e., a photoblog, or a moblog - a mobile
blogging platform). Alice might also have multiple online personas, each of which posts on a different blog.
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The Censor might try to run an instance of MIAB to trick Alice into communicating with him. This is a
limitation common to any system that relies on a public key to identify the receiving party. This is mitigated by
publishing Bob’s public key in a variety of formats on the Internet, so that the Censor cannot find them and block
or alter them.

The Censor might try to perform a timing attack, correlating the effect of the action specified in the MIAB
message (in our implementation, the posting of a new tweet) with the publishing of a new post. We can mitigate
this by letting the MIAB user specify when he wants the aforementioned action to be taken, inserting random
delays and generating decoys (in our implementation, tweeting a message that was not received).

6.3 Confidentiality

To break confidentiality, the Censor must get access to the plaintext of the message that Alice sent. The message is
encrypted with a public key, of which only Bob knows the private counterpart. Assuming that the cryptographic
primitive is secure, the Censor will not be able to read the message. Also, the Censor might run an instance of
MIAB to trick Alice, as we discussed in the previous section.

7 Related Work

There has been an extensive and ongoing discussion on anonymous and censorship-resistant communication.
In this section, we review the main directions of research, highlighting how they measure against the goals that we
have set for MIAB.

7.1 Anonymization proxies

The most established way to achieve online anonymity is through proxies, possibly with encrypted traffic [1, 33].
In 2010, a report from Harvard’s Center for Internet & Society [38] shows that 7 of the 11 tools with at least
250,000 unique monthly users are simple web proxies.

These systems focus on hiding the user identities from the websites they are surfing to. They deliver a high
performance but, in doing so, they do not satisfy any of the goals of MIAB: They can be easily be blocked, since
it is easy to discover the addresses of the proxies and block them (low availability). Also, even if the traffic is
encrypted, the users cannot deny that they were using the system (no deniability), and it is possible to mount
fingerprinting and timing attacks to peek into the users’ activity [6, 30].

One of the first systems that address deniability is Infranet [17]. Uncensored websites deploying Infranet
would discreetly offer censored content upon receiving HTTP traffic with steganographic content. Availability is
still an issue, since the Censor might discover and block these websites, so the collaboration of a large number of
uncensored websites becomes essential.

7.2 Mix networks

Mix networks (e.g., Tor [13], Mixminion [11]) focus on anonymity and unlinkability, offering a network of
machines through which users can establish a multi-hop encrypted tunnel. In some cases, depending on the
location of the proxies with respect to the Censor, it is possible to link sender and receiver [4,35]. These systems
do not typically provide deniability, although Tor tries to mask its traffic as an SSL connection [48].

The availability of these systems depends on the difficulty to enumerate their entry points, and their resistance
to flooding [15]. Protecting the entry nodes has proven to be an arms race: For example, the original implementation
of Tor provided a publicly-accessible list of addresses. These entry points were blocked in China in 2009 [49]. In
response, Tor has implemented bridges [45], which is a variation on Feamster’s key-space hopping [18]. However,
these bridges have some limitations that can expose the address of a bridge operator when he is visiting websites
through Tor [34]. Also, distributing the bridges’ addresses without exposing them to the Censor is theoretically
impossible (since the Censor could play Alice’s role, and Tor cannot distinguish one from the other). However,
it might be possible to increase the cost of discovering a bridge so much that the Censor finds it impractical to
enumerate them. This problem remains very complex and, so far, none of the approaches attempted has succeeded:
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Proof of this is the fact that China has been blocking the vast majority of bridges since 2010, as the metrics
published by Tor show [50].

7.3 Anonymous publishing

Here, the focus is on publishing and browsing content anonymously. Freenet [9] and Publius [53] explore the use
of peer-to-peer networks for anonymous publishing. These systems deliver anonymity and unlinkability, but
do not provide deniability or availability, as the Censor can see where the user is connecting, and block him.

Another direction that is being explored is to make it difficult for the Censor to remove content without
affecting legitimate content (Tangler [52]). This system suffers similar pitfalls as Freenet, although availability of
the documents is improved by the document entanglement.

7.4 Deniable messaging

Systems for deniable messaging can be split into two categories: The ones that require no trusted peer outside the
country (e.g., CoverFS [3], Collage [8]), and the ones that do (e.g., Telex [54]). CoverFS is a FUSE file system that
facilitates deniable file sharing amongst a group of people. The file system synchronization happens though
messages hidden in photos uploaded to a web media service (Flickr, in their implementation). As mentioned
by the authors, while CoverFS focuses on practicality, the traffic patterns could be detected by a powerful Censor.
This would affect its availability and deniability.

Collage, which we already described in Section 4.2, improves CoverFS’ concept of using user-generated
content hosted on media services to establish covert channels. Collage has higher availability, as the sites where
the hidden messages are left change over time, and it provides a protocol to synchronize these updates. As the
authors point out, Collage deniability and availability are challenged when the Censor performs statistical and
timing attacks on traffic. Also, if the Censor records the traffic, he can join Collage, download the files where
the messages are embedded, and find out from his logs who uploaded them. To join the Collage network, a user
needs to have an up-to-date version of tasks database, which contains the rendez-vous points. Since its distribution
has to be timely, this is challenging (and can be solved with MIAB). Also, without regular updates, the tasks
database can go stale, which requires a new bootstrap.

In Collage, the tasks defining the rendez-vous points are generated manually. Although every media-sharing
site can potentially be used with Collage, generating all these tasks requires substantial work. MIAB, instead, can
use millions of domains out of the box without human intervention, which makes monitoring more difficult.

A Censor might also join Collage and disseminate large quantities of bogus messages. Since the burden of
finding the right message is on Collage’s users, they would be forced into fetching many of the bogus messages,
thus exposing themselves to statistical attacks. This could be mitigated by rate limiting the message fetching, but
this decision would result in unbounded delays between the posting of the message and its retrieval, challenging
the availability of the system. An effective solution for this denial-of-service is to generate a separate task list
for any pair of people that need to communicate with each other. This can be done using MIAB as a primitive to
disseminate these databases to the parties, so that they can bootstrap a Collage session. Once the two parties are
exchanging messages, they can arbitrate the Collage channel they want to employ, depending on the performance
that their communication requires.

Telex is a system that should be deployed by Internet Service Providers (ISPs) that sympathize with the
dissidents. A user using the Telex system opens a TLS connection to an unblocked site (that does not participate
in the protocol), steganographically embedding a request in the TLS handshake. When the ISP discovers the
request, it diverts the SSL connection to a blocked site. While Telex deniability is sound, it can be subject to a
denial of service by the Censor. Also, the Censor can discover ISPs implement Telex by probing the paths to
various points on the Internet, and prevent the traffic originating from the country from going through those ISPs.
Overall, Telex comes close to satisfying the goals that we set for MIAB. However, it requires the ISP collaboration,
which is hard to set up, as the authors mention. MIAB, on the other hand, requires minimal resources (a good
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Internet connection and a single machine should suffice, when implemented efficiently), and hence, it can be
setup today, as we demonstrated by hosting our public implementation of this system.

A simpler solution to our problem is to use an webmail service running outside the censored country (e.g.,
Gmail) to send a message to an address where a anti-censorship service is listening. In fact, this is one of the
channels used to distribute Tor briges (by sending an email to bridges@torproject.orqg). Since the
Censor can downgrade the dissident’s connection to the webmail provider and view the traffic, this method is
not deniable. Also, the Censor can block emails sent to that address, challenging availability.

8 Conclusions

We have introduced MIAB, a deniable protocol for censorship resistance that works with minimal requirements.
MIAB can be used as a standalone communication system, or to bootstrap protocols that achieve higher performance,
at the cost of more demanding requirements. We have demonstrated MIAB feasibility with the implementation of a
proof-of-concept prototype, and released its code open-source. The deployment of a MIAB instance requires
minimal configuration and resources, since it relies on well-established and popular technologies (blog pings
and blogging platforms). Also, we have shown that MIAB is resilient to attacks to its availability, deniability and
confidentiality. Although a powerful Censor might be able to disrupt MIAB, in doing so he will suffer a high cost,
effectively cutting the population of his jurisdiction out of a major part of the Internet.
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Abstract

User privacy has been an increasingly growing concern in online social networks (OSNs). While
most OSNs today provide some form of privacy controls so that their users can protect their shared
content from other users, these controls are typically not sufficiently expressive and/or do not provide
fine-grained protection of information. In this paper, we consider the introduction of a new privacy
control—group messaging on Twitter, with users having fine-grained control over who can see their
messages. Specifically, we demonstrate that such a privacy control can be offered to users of Twitter
today without having to wait for Twitter to make changes to its system. We do so by designing and
implementing Twitsper, a wrapper around Twitter that enables private group communication among
existing Twitter users while preserving Twitter’s commercial interests. Our evaluation shows that our
implementation of Twitsper imposes minimal server-side bandwidth requirements and incurs low
client-side energy consumption. Our Twit sper client for Android-based devices has been downloaded
by over 1000 users and its utility has been noted by several media articles.

1 Introduction

OSNs have gained immense popularity in the last few years since they allow users to easily share information
with their contacts and even discover others of similar interests based on information they share. However,
not all shared content is meant to be public; users often need to ensure that the information they share
is accessible to only a select group of people. Though legal frameworks can help limit with whom OSN
providers can share user data, users are at the mercy of controls provided by the OSN to protect from other
users the content they share. In the absence of effective controls, users concerned about the privacy of
their information are likely to connect with fewer users, share less information, or even avoid joining OSNs
altogether.

Previous proposals to address these privacy concerns on existing OSNs either (a) jeopardize the com-
mercial interests of OSN providers [30, 24] if these solutions are widely adopted and thus, are likely to be
disallowed, or (b) require users, who are currently accustomed to free access to OSNs, to pay for improved
privacy [26, 37, 4]. On the other hand, though new OSNs have been developed with privacy explicitly in
mind [15, 7], these OSNs have seen limited adoption because users are virtually “locked in" to OSNs on
which they have already invested significant time and energy to build social relationships. Consequently,
users have, in many cases today, raised privacy-related concerns in the media; though OSNs have introduced
new privacy controls in response to these concerns (e.g., Facebook friend lists, Facebook groups, Google+
circles), such controls do not provide sufficiently fine-grained protection.

In light of this, we consider the privacy shortcomings on Twitter, one of the most popular OSNs to-
day [16]. Twitter offers two kinds of privacy controls to users—a user can either share a message with all
of her followers or with one of her followers; there is no way for a user on Twitter to post a tweet such
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that it is visible to only a subset of her followers. In this paper, we fill this gap by providing fine-grained
controls to Twitter users, enabling them to conduct private group communication. Importantly, we provide
this fine-grained privacy control to Twitter users by implementing a wrapper that builds on Twitter’s existing
API, without having to wait for Twitter to make any changes to its service.

As our primary contribution, we design and implement Twitsper—a wrapper around Twitter that
provides the option of private group communication for users, without requiring them to migrate to a new
OSN. Unlike other solutions for group communication on Twitter [8, 18, 21], Twitsper ensures that
Twitter’s commercial interests are preserved and that users do not need to trust Twit sper with their private
information. Further, in contrast to private group communication on other OSNs (e.g., Facebook, Google+),
in which a reply/comment on information shared with a select group is typically visible to all recipients of
the original posting, Twitsper strictly enforces privacy requirements as per a user’s social connections
(all messages posted by a user are visible only to the user’s followers).

When designing Twitsper, we considered various choices for facilitating the controls that we desire;
surprisingly, a simple approach seemed to be the best fit for fulfilling all our objectives. Thus, our imple-
mentation of Twitsper is based on this simple design which combines a Twitter client (that retains much
of the control logic) with a server that maintains minimal state. Our evaluation demonstrates that this simple
design does achieve the best tradeoffs between several factors such as backward compatibility, availability,
client-side energy consumption, and server-side resource requirements.

Overall, our implementation of Twitsper is proof that users can be provided fine-grained privacy
controls on existing OSNs, without waiting for OSN providers to make changes to their platform. Our
client-side implementation of Twit sper for Android phones has been downloaded by over 1000 users and
several articles in the media have acknowledged its utility in improving privacy and reducing information
overload on Twitter [20, 14, 19].

2 Related work

Characterizing privacy leakage in OSNs: Krishnamurthy and Willis characterize the information that
users reveal on OSNs [31] and how this information leaks [32] to other entities on the web (such as social
application providers and advertising agencies). Our thesis is that ensuring OSN providers do not leak user
information requires legal measures that mandate appropriate controls. It is not in the commercial interests
of OSN providers to support systems that hide information from them. Therefore, we focus on enabling
users to protect their information from other undesired users, rather than from OSN providers.

Privacy controls offered by OSNs: Google+ and Facebook permit any user to share content with a
circle or friend list comprising a subset of the user’s friends. However, anyone who comments on the shared
content has no control; the comment will be visible to all those with whom the original content was shared.
Even worse, on Facebook, if Alice comments on a friend Bob’s post, Bob’s post becomes visible to Alice’s
friend Charlie even if Bob had originally not shared the post with Charlie. Facebook also enables users
to form groups; any information shared with a group is not visible to users outside the group. However, a
member of the group has to necessarily share content with all other members of a group, even if some of
them are not her friends. Twitter, on the other hand, enables users to restrict sharing of their messages either
to only all of their followers (by setting their account to private mode) or to exactly one of their followers
(by means of a Direct Message), but not to a proper subset. We extend Twitter’s privacy model to permit
private group communication, ensuring that the privacy of a user’s reply to a message shared with a group
is in keeping with the user’s social connections.

Distributed social networks: Several proposals to improve user privacy on OSNs have focused on
de-centralizing OSNs (e.g., Vis-a-Vis [37], DiSo [4], and PeerSoN [26]). These systems require a user to
store her data on a personal device or in the cloud, thus removing the need for the user to trust a central
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Category \ %0 ‘

Consider privacy a concern | 77
Would like to control who 70
sees information they post
Declined follower requests
owing to privacy concerns

50

Table 1: Results of survey about privacy shortcomings on Twitter.

OSN provider. However, users have put in tremendous effort in building their social connections on today’s
OSNs [5, 16]; rebuilding these connections on a new OSN is not easy. Thus, unlike these prior efforts, we
build a backward-compatible privacy wrapper on Twitter.

Improving privacy in existing OSNs: With Lockr [38], the OSN hosting a user’s content is unaware
of with whom a user is sharing content; Lockr instead manages content sharing. Other systems allow users
to share encrypted content, either by posting the encrypted content directly on OSNs [30, 24, 25] or via out-
of-band servers [12]. Users can share the decryption keys with a select subset of their connections (friends).
Hummingbird [27] is a variant of Twitter in which the OSN supports the posting of encrypted content in such
a manner that preserves user privacy. Narayanan et al. [34] ensure users can keep the location information
that they divulge on OSNs private via private proximity testing. All of these techniques either prevent OSN
providers from interpreting user content, or hide users’ social connections from OSNs. Since neither is in
the commercial interests of OSN providers, these solutions are not sustainable if widely adopted. In contrast,
we respect the interests of OSN providers while exporting privacy controls to users.

Group communication: Like Twitsper, listserv [29] enables communication between groups of
users. However, unlike with Twitsper, group communications on listserv lack a social structure and
listserv was never designed with privacy in mind. Prior implementations of group messaging on Twitter,
such as GroupTweet [8], Tweetworks [18], and Twitter Groups [21], have either not focused on privacy—
they require users to trust them with their private information—or require users to join groups outside their
existing social relationships on Twitter.

3 Motivating User Survey

While privacy concerns with OSNs have received significant coverage [31, 32], the media has mostly fo-
cused on leakage of user information on OSNs to third-parties such as application providers and advertising
agencies. Our motivation is the need for a more basic version of privacy on OSNs—protecting content con-
tributed by a user from other users on the OSN, which has began to receive some attention [10]. To gauge
the perceived need amongst users for this form of privacy, we conducted an IRB approved user study across
78 users of Twitter !. Our survey questioned the participants about the need they see for privacy on Twitter,
the measures they have taken to protect their privacy, and the controls they would like to see introduced to
improve privacy. Table 1 summarizes the survey results. More than three-fourths of the survey participants
are concerned about the privacy of the information they post on Twitter, and an almost equal fraction would
like to have better control over who sees their content. Further, rather tellingly, half the survey takers have at
least once rejected requests to connect on Twitter in order to protect their privacy. These numbers motivate
the necessity of enabling users on Twitter to privately exchange messages with a subset of their followers,
specifically allowing them to choose which subset to share a message with on a per-message basis.

'Participants consisted of staff and students at UCR.
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Proposal Backward Preserves No Added
Compatible | Commercial Trust

Interests Required
Distributed OSNs X X v
Encryption v X v

Separating content providers
. . v X X
from social connections
Existing systems for. group v v %
messaging on Twitter

Twitsper v v v

Table 2: Comparison of Twitsper with previous proposals for improving user privacy on OSNss.

4 System design goals

Given the need for enabling private group messaging on Twitter, we next design Twitsper to provide
fine-grained privacy controls to Twitter users. Our over-arching objective in developing Twit sper is to
offer these controls to users without having to wait for Twitter to make any changes to their service. Our
design for Twitsper is guided by three primary goals.

Backward compatible: Rather than developing a new OSN designed with better user controls in mind
(e.g., proposals for distributed OSNs [37, 26, 4]) we want our solution to be compatible with Twitter. This
goal stems from the fact that Twitter already has an extremely large user base—over 100 million active
users [22]. Since the value of a network grows quadratically with the growth in the number of users on
it (the network effect [33]), Twitter users have huge value locked in to the service. To extract equal value
from an alternate social network, users will not only need to re-add all of their social connections, but will
further require all of their social contacts to also shift to the new service. Therefore, we seek to provide
better privacy controls to users by developing a wrapper around Twitter, eliminating the burden on users of
migrating to a new OSN and thus maximizing the chances of widespread adoption of Twitsper.

Preserves commercial interests: A key requirement for Twit sper is that it should not be detrimental
to the commercial interests of Twitter. For example, though a user can exchange encrypted messages on
Twitter to ensure that she shares her content only with those with whom she shares the encryption keys,
this prevents Twitter from interpreting the content hosted on its service. Since Twitter is a commercial
for-profit entity and offers its service for free, it is essential that Twitter be able to interpret content shared
by its users. Twitter needs this information for several purposes: to show users relevant advertisements,
to recommend applications of interest to the user, and to suggest others of similar interest with whom the
user can connect. Though revealing user-contributed content to Twitter opens the possibility of this data
leaking to third-parties (either with or without the knowledge of the provider), user content can be insured
against such leakage via legal frameworks (e.g., enforcement of privacy policies [23]) or via information
flow control [39]. On the other hand, protecting a user’s content from other users requires enabling the user
with better controls—our focus in building Twitsper.

No added trust: In attempting to give users better controls without waiting for Twitter to change, we
want to ensure that users do not have another entity to trust in Twit sper; users already have to trust Twitter
with their information. Increasing the number of entities that users need to trust is likely to deter adoption
since users would fear the potentially greater opportunity for their information to leak to third-parties. There-
fore, we seek to ensure that users do not need to share with Twit sper’s servers any information they want
to protect, such as their content or their login credentials. Tools such as TaintDroid [28] can be used to
verify that Twit sper’s client application does not leak such information to Twitsper’s servers. We de-
sigh Twitsper for the setting where Twit sper’s servers are not malicious by nature, but are inquisitive
listeners; this attacker model is similar to that used in prior work (e.g., [35]).

Table 2 compares our proposal with previous solutions for improving user privacy on OSNs. Unlike
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Figure 1: Twitsper’s API beyond normal Twitter

functionality. Figure 2: System architecture.

proposals for distributed OSNs, Twit sper enables users to reuse their social connections on Twitter, and
unlike calls for exchange of encrypted content, we respect Twitter’s commercial interests. Moreover, we
introduce user controls via Twitsper without adding another entity for users to trust, unlike proposals
such as Lockr [38], which call for the separation of social connections from content providers. Lastly, in
contrast to prior implementations of group messaging on Twitter such as GroupTweet [8], Tweetworks [18]
and Twitter Groups [21], we ensure that Twitter is privy to private conversations but Twit sper is not.

S Twitsper design

Next, we present an overview of Twitsper’s design. We consider various architectural alternatives and
discuss the pros and cons with each. Our design objectives guide the choice of the architecture that presents
the best trade-off. As mentioned earlier, surprisingly, a fairly straightforward simple approach seems to
yield the best trade-offs and is thus, used as the basic building block in Twitsper.

Basic definitions: First, we define a few terms related to Twitter and briefly explain the Twitter eco-
sphere.

o Tweet: A tweet is the basic mode of communication on Twitter. When a user posts a tweet, that message
is posted on the user’s Twitter page (i.e., http://twitter.com/username), and is seen on the timeline of
everyone following the user.

e Direct Message: A direct message is a one-to-one private tweet from one user to a specific second user,
and is possible only if the latter follows the former.

e @ Reply: A user can use a Qreply message to reply to another user’s tweet; this message will also appear
on the timeline of anyone following both users.

o Twitter page: Every user’s Twitter page (http://twitter.com/username) contains all tweets and Qreply
messages posted by the user. By default, this page is visible to anyone, even those not registered on
Twitter. If a user sets her Twitter account to be private, all messages on her page are visible to any of the
users following her account.

o Timeline: A user’s timeline is the aggregation of all tweets, direct messages, and Qreply messages (sorted
in chronological order) visible to that user. In addition to her timeline, note that a user can view any tweet
or Qreply message posted by any user that she follows by visiting that user’s Twitter page.

Interface: Our primary goal is to extend Twitter’s privacy model. In addition to sharing messages with
all followers or precisely one follower, we seek to enable users to privately share messages with a subset of
their followers. To do so, we extend Twitter’s API with the additional functionality shown in Table 1.

First, the PrivSend API call allows users to post private messages that can be seen by one or more mem-
bers in the user’s network, who are specifically chosen to be the recipients of such a message. However,
simply enabling a message to be shared with a group of users is insufficient. To enable richer communica-
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Design Twitter’s No Easily | Same | Always | Linkable
interests added | scales text avai- to orig

preserved trust size lable message
Supporting server v v v v v X
Embed lists v v v X v X
Encryption X v v v X v
Community pages X X X v X X

Dual accounts

(No longer possible) x v v v v v

Table 3: Comparison of architectural choices.

tion, it is necessary that recipients of a message (shared with a group) be able to reply back to the group.
In the case of discussions that need not be kept private, a user may choose to make her reply public so that
others with similar interests can discover her. However, when Nina responds to a private message from Jack,
it is unlikely that Nina will wish to share her reply with all the original target recipients of Jack’s message
since many of them may be “unconnected” to her. Nina will likely choose to instead restrict the visibility
of her reply to those among the recipients of the original message whom she has approved as her followers.
Therefore, the PrivReply API call enables replies to private messages, while preserving social connections
currently established on Twitter via follower-followee relationships. Finally, the isPriv? API call is neces-
sary to determine if a received message is one to which a user can reply with PrivReply. Hereafter, we refer
to the messages exchanged with the PrivSend and PrivReply calls as whispers.

It is important to note that, since our goal is to build a wrapper around Twitter, rather than build a new
OSN with these privacy controls, this extended API has to build upon Twitter’s existing API for exchanging
messages. Though Twitter’s API may evolve over time, we rely here on simple API calls—to post a tweet
to all followers and to post a Direct Message to a particular follower—that are unlikely to be pruned from
Twitter’s API. Also note that, in some cases, multiple rounds of replies to private messages can result in the
lack of context for some messages for some recipients, since all recipients of the original whisper may not
be connected with each other. In the trade-off between privacy and ensuring context, we choose the former
in designing Twitsper.

Architectural choices: Next, we discuss various architectural possibilities that we considered for
Twitsper’s design, to support the interface described above. While it may be easy for Twitter to ex-
tend their interface to support private group messaging, we note that Twitter has not yet done so in spite of
the need for this amongst its users. Therefore, our focus is in designing Twitsper to offer this privacy
control to users without having to wait for Twitter to make this change.

Using a supporting server: The simplest architecture that one can consider for Twitsper is to have
clients send a whisper to a group of users by sending a Direct Message to each of those users. To enable
replies, a supporting server can maintain the list of the original recipients of a whisper; when a client sends a
whisper, it can send the identifiers of the Direct Messages and the list of recipients to the supporting server.
Thus, a user can query this supporting server to check if a received Direct Message corresponds to a whisper.
When the user chooses to reply to a whisper, the user’s client can retrieve the list of recipients of the original
whisper from the server, locally compute the intersection between those recipients and the user’s followers,
and then send Direct Messages to all those in the intersection.

If the supporting server is unavailable, users can continue to use Twitter as before, except that the meta-
data necessary to execute the isPriv? and PrivReply API calls cannot be retrieved from the server. However,
the client software can be modified to allow a recipient to obtain relevant mappings (list of recipients of
a whisper) from the original sender. Another option is to have the client embed the list of recipients of a
whisper in every Direct Message sent out as part of a whisper. However, given Twitter’s 140 character limit
per Direct Message, this can be a significant imposition, reducing the permissible length of the message
content.
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This design places much of the onus on the client and may result in significant energy consumption for
the typical use case of Twitter access from smart phones. On the flip side, in this architecture, the content
posted by a user is never exposed to the supporting server i.e., privacy from Twitsper’s server is preserved.
The server is simply a facilitator of group communications across a private group and only maintains meta
data related to whispers. Further, Twitter is able to see users’ postings and thus its commercial interests
are protected. We note that the alternative of the client sending messages to the supporting server for
retransmission to the recipients is not an option, since this would require users to trust the supporting server
with the content of their messages.

This design however does have some shortcomings. Twitter lacks sufficient context to recognize that the
set of Direct Messages shared to send a whisper constitute a single message rather than a local trending topic.
Similarly, Twitter cannot link replies with the original message, since all of this state is now maintained at
the supporting server.

Using encryption to hide content: To address the shortcoming in the previous architecture of being
unable to link replies to the original whispers, in our next candidate architecture, clients post whispers just
as they would a public message (tweet) but encrypt it with a group key which is only shared with a select
group of users (who are the intended recipients of the message). This reduces the privacy problem to a key
exchange problem for group communications. An out-of-band key exchange is possible.

However, since only intended recipients can decrypt a tweet, Twitter’s commercial interests are com-
promised. Furthermore, filtering of encrypted postings not intended for them is necessary at the recipient’s
side; if not, a user’s Twitter client will display indecipherable noise from these postings. In other words,
the approach is not backward compatible with Twitter. Note here that if these issues are resolved, e.g., by
sharing encryption keys with Twitter, encryption can be used with any of the other architectural choices
considered here to enhance privacy.

Using community pages to support anonymity: Alternatively, one may try to achieve anonymity and
privacy by obfuscation. Clients post tweets to a obfuscation server, which in turn re-posts messages on
behalf of users to a common “community” account on Twitter. Except for the server, no one else is aware of
which message maps to which user. When a user queries the obfuscation server for her timeline, the server
returns a timeline that consists of messages from her original timeline augmented with messages meant
for that user from the “community” page. The obfuscation prevents the exposure of private messages to
undesired users. Since the “community” page is hosted on Twitter, the shortcoming of the encryption-based
architecture is readily addressed—Twitter has access to all information unlike in the case of encryption. An
approach similar to this was explored in [36].

However, this architecture has several drawbacks. First, Twitter cannot associate messages with spe-
cific users; this precludes Twitter from profiling users for targeted advertisements and such. Second, all
users need to trust the obfuscation server with the contents of their messages. Finally, since the architec-
ture is likely to heavily load the server (due to the scale), the viability of the design in practice becomes
questionable. When the server is unavailable, no private messages can be sent or received.

Using dual accounts: In our last candidate architecture, every user maintains two accounts. The first
is the user’s existing account, and a second private account is used for sending whispers. Since a Direct
Message from one user to another is possible only if they are connected, links between these private accounts
are dynamically created so as to allow a private message to propagate only to the desired users. However,
Twitter has been quite clear that an application that creates significant fluctuation in links between users will
be considered detrimental to the Twitter ecosphere [1], thus discouraging the dynamic creation and deletion
of associations between private accounts. Further, a supporting server that has the relevant credentials of all
users is necessary to setup and authorize follower-followee links between accounts dynamically; requiring
users to trust their OSN login credentials with a supporting server is undesirable.

A different method for facilitating selective sharing of information is to use an @Qreply from these private
accounts. However, as of mid-2009, Twitter discontinued the “capability” of Qreply messages between
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disconnected users after concluding that less than 1% of the users found this feature useful and that it
contributes to spam messages [13]. Thus, @Qreply messages posted from these disconnected private accounts
will not be visible to intended recipients. Other problems with this architectural choice are that Twitter is
unable to associate private messages with the normal accounts of users and responding to private messages
is a challenge.

Figure 3 summarizes the comparison of the various architectural choices with respect to our design goals.
While no solution satisfies all desirable properties, we see that the use of a supporting server presents the best
trade-off in terms of simplicity and satisfying our goals. Therefore, we choose this to be the architectural
choice for implementing Twit sper, whose architecture is as shown in Figure 2.

6 Implementation

In this section, we describe our implementation of the Twit sper client and server. Given the popularity
of mobile Twitter clients, we implement our client on the Android OS [2, 3].

Generic implementation details. Normal tweets (public) and Direct Messages are sent with the Twitsper
client as with any other Twitter client today. We implement whispers using Direct Messages as described
before. Recall that direct messaging is a one-to-one messaging primitive provided by Twitter. Mappings
from Direct Messages to whispers are maintained on our Twit sper server.

Twitsper’s whisper messages are always sent to a group of selected users. The client handles group
creation by creating a list of users on Twitter. This list can either be public (its group members are viewable
by any user of Twitter) or private for viewing only by its creator. The client sends a Direct Message via
Twitter to each group member and gathers the message IDs returned by Twitter. These IDs and the Twitter
list ID are then sent to the Twit sper server. The server creates and stores a mapping of the message 1Ds
to the IDs of the group members.

When a Twitsper client receives a Direct Message, it queries the Twit sper server to check whether
the message is a whisper or a standard Direct Message. If the server finds a mapping from the message 1D
to a list of users, this indicates that the message corresponds to a whisper. The server reports its finding to
the client. A key feature of our system is that since whispers are sent as Direct Messages, whispers can still
be received and viewed by legacy users of Twitter who have not adopted Twit sper; such users cannot
however reply to whispers.

Twitsper allows a whisper recipient to reply not only to the sender, but also to a subset of the original
group receiving the whisper. This subset is simply the intersection of the original group and the followers of
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the responding user. Thus, it respects the social relations established by users. A whisper recipient’s client is
provided with the list ID corresponding to the group, and the client can then retrieve the user IDs on that list
from Twitter if the original whisper sender made the list public. If the list is private, the recipient’s response
can only be received by the original sender. In the future, we plan to permit Twit sper users to modify
the list associated with a particular whisper in order to enable inclusion of new users in the private group
communication or removal of recipients of the original whisper from future replies.

Server implementation details: Our server is equipped with an Intel quad-core Nehalem processor,
24 GB of RAM, and one 7200 RPM 1 TB hard disk drive. The Twitsper server is implemented as a
multi-threaded Java program. The main thread accepts incoming connections and assigns a worker thread,
chosen from a thread pool, to service each valid API call. The server stores whisper mappings in a MySQL
database. In order to ensure that writing to the database does not become a bottleneck we have multiple
connections to the database; we observed that without this, the server performance was affected. These
connections are used by worker threads in a round-robin schedule. Note that our server does not store any
personal information or credentials of any user. The flow of information in case of a tweet (public) or a direct
message remains unchanged. Only in the case of a whisper does the use of our system become necessary.
The contents of a whisper are never sent to our server; only unique message IDs for the consequent Direct
Messages (along with a list ID) are sent. This ensures that the server can never “overhear” conversations
between users unless it has either a user’s password,which with Twitsper is never transmitted to the
Sserver.

Client implementation details: Our client was written for Android OS v1.6 and was tested on the
Android emulator as well as on three types of Android phones (Android G1 dev, Motorola Droid X, and
HTC Hero). We use the freely available twitter4j package to access the Twitter API. The client is also
multi-threaded and separates the Ul (user-interface) thread from the processing, the network, and disk I/O
threads. This ensures a seamless experience to the user without causing the screen to “freeze” when the client
is performing disk or network I/O. We profiled the power consumption of our implementation to identify
inefficiencies and iteratively improved the relevant code. These iterative refinements helped us decrease the
dependence on the network by caching frequently retrieved user profile images, while maintaining a thread
pool rather than the fork and forget model adopted by most open source implementations of other Twitter
clients, so as to not over-commit resources.

When the Twitsper server is unavailable, we cache whisper mappings on the client and piggyback
this data with future interactions with the server. On the other hand, recipients of whispers interpret them as
Direct Messages and cannot reply back to the group until the server is again reachable. In future versions
of Twitsper, we will enable recipients to directly query the client of the original sender if Twitsper’s
server is unavailable.

We also color code tweets, Direct Messages and whispers, while maintaining a simple and interactive
UL Example screen shots from our Twit sper client are shown in Figure 3. Our client application is freely
available on the Android market, and to date, our Twit sper Android application has been downloaded by
over 1000 users.

7 Evaluation

Next we present our evaluation of Twitsper. For the purposes of benchmarking, we also implement a
version of Twitsper wherein a client posts a whisper by transmitting the message to the Twitsper
server, which in turn posts Direct Messages to all the recipients on the client’s behalf. Though, as previously
acknowledged, this design clearly violates our design goal of users not having to trust Twit sper’s server,
we use this thin client model (TCM) (we refer to our default implementation as the fat client model or
Twitsper itself) as a benchmark to compare against. One primary motivation for using TCM as a point of
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comparison is that it can reduce the power consumption on phones (since battery drainage is a key issue on
these devices). We also compare Twitsper’s energy consumption on a smart phone with that of a popular
Twitter client to demonstrate its energy thriftiness.

Server-side results: First, we stress test our server by increasing the rate of connections it has to handle.
In this experiment, we use one or more clients to establish connections and send dummy metadata to our
server. All clients and the server were on the same local network and thus, network bandwidth was not the
constraining factor. We monitored CPU utilization, disk I/O, and network bandwidth with Ganglia [6] and
iostat to detect bottlenecks. We vary the target group size of whispers as well as the number of simultaneous
connections to the server.

Disk. In Figure 5b, we plot the time taken by each thread to read information relevant to a message from
the database (we preloaded the database with 10 million entries to emulate server state after widespread
adoption); Figure 5a depicts the CDFs of the write times to the database. We see that as the number of
clients increase, so do the database write times, but not the read times. Thus, as the system scales, the
bottleneck is likely going to be the I/O for writing to the disk.

CPU. Next, we compare the server performance of TCM and Twit sper. We will refer to the version of
the server which works in tandem with Twit sper, and handles only whisper metadata, as the Twitsper
server. The TCM server must, in addition, handle the actual sending of whispers to their recipients. It is to
be expected that the overhead of the TCM server would increase the computational power needed to service
each client. Figures 6a and 6b show the average CPU utilization and user service time, respectively, for each
server version. We see in Figure 6a that the Twit sper server has a higher CPU utilization than the TCM
server. This is because the TCM server spends more idle time (Figure 6b) while servicing each client since
it needs to wait on communications with Twitter. So even though more CPU resources are being spent per
client with the TCM server, the average CPU utilization is lower.

Another interesting feature noted from these graphs is that certain increases in group size cause the server
to more than double its service time. These sharp increases in service time in Figure 6b have corresponding
drops in CPU utilization in Figure 6a. This is due to our server’s disk writes being the throughput bottleneck.
Since in each test we either double the number of client connections or the group size, we would expect a
CPU bottleneck to manifest itself with drastic service time increases (of &~ 200%). Instead, the data points to
a disk write bottleneck where the client must wait for an acknowledgment of the server database’s successful
write. We verify with iostat that our hard drive is used at 100% utilization during these periods. We are
currently investigating the effect of adding more disks.

Network. Figure 9a shows the number of bytes in and out with the TCM and Twitsper servers for a
single client connection. Each line in Figure 9a represents a single client sending one whisper message to
a group size which is varied (x-axis). We see that increasing the group size does not cause a large increase
in the received bytes as compared to the case with only 2 group members. This illustrates that the overhead
increase with recipient group size (which causes either the receipt of more message IDs with the Twit sper
server or the receipt of more recipient user IDs with the TCM server) is very minor when compared to the
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resources consumed by the SSL connection between the client and the server. The only additional overhead
with the TCM server is the transfer of the actual whisper messages from the client; this manifests as the
constant offset between these two curves. Since the Twit sper server has to only send a confirmation to
the user that its whisper meta data was received correctly, the bytes out is independent of the recipient group
size. In contrast, the burden of having to send whispers to each recipient (as a separate Direct Message) is
on the TCM server. Increasing group size (x-axis) increases the number of Direct Messages sent to Twitter
and this quickly results in an overshoot of the single client SSL connection overhead.

Figures 9b and 9c¢ show the bandwidth consumed at the server as the number of bytes in and out per
second. In Figure 9b, we see that the Twitsper server does not experience a reduction in transmission
rate until it hits 128 clients and a group size of 16. At this point, we hit a disk bottleneck in writing client
message metadata to our database. For the TCM server, we see a rate reduction even in the 16 clients case as
we increase the group size; this is due to the latency incurred in the message exchange with Twitter. We hit a
similar hard disk bottleneck at 128 concurrent client connections with the TCM server, as similar metadata
needs to be stored with both server setups.

Comparing Twitsper and TCM clients: While Twit sper offers higher CPU utilization as well as
lower bandwidth requirements, the power consumption at the client is a key factor in ensuring adoption of
the service. To evaluate its client side power performance, we measure the amount of energy needed to make
a single post with Twitsper to Twitter and to send a message to our server. We use the PowerTutor [11]
application to measure the power consumed at the client. We made 100 posts back to back and measure the
average energy consumed.

Figure 8 compares TCM and Twitsper based on the power consumed on a phone. The figure shows
the energy consumption per day on an Android phone, for an average Twitter user who sends 10 messages
per day and has 200 followers [9]. Our experiments suggest that the best implementation depends on the
fraction of a user’s messages that are private (denoted by f) and the typical size of a list to which private
messages are posted. The energy consumption with Twitsper is significantly greater than that with the
TCM client when f is large or the group sizes are big. However, since we expect private postings to con-
stitute a small fraction of all information sharing and that such communication will typically be restricted
to small groups, energy consumption overhead with Twitsper is minimal. Even in the scenarios where
client-side energy consumption increases, the energy consumed is still within reason, e.g., the energy con-
sumed per client across various scenarios is within the range of 1.9 J to 2.5 J, which is less than 0.005% of
the energy capacity of typical batteries (10 KJ, as shown in [11]). Further, as we show next, the majority of
the energy consumed in practice is by the user’s interaction with the phone’s display, whereas the energy we
consider here is only that required to simply send messages, and does not include displaying and drawing
graphics on the screen.

Comparison with another popular Twitter client: We next compare the power consumption of
Twitsper with that of a popular Twitter client (TweetCaster[17]), which supports the default privacy
options on Twitter. We begin the test after both clients had been initialized and had run for 15 seconds. We
then send a message from each of the clients and refresh the home screen; there was at least one update to the
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home screen. As seen from the traces of the power consumed in Figure 10, Twitsper’s power consump-
tion is comparable. This shows that Twitsper only imposes energy requirements on the mobile device
that are comparable to other Twitter clients. We observe that there is no noticeable loss in performance since
both clients were made to carry out the same tasks functionally.

In the above test, even though the screen was kept on for as little a time as possible (less than 10% of the
total time) the LCD accounted for close to 50% of the aggregate energy consumed, as seen from Figure 7.
Referring the reader back to Figure 8, we see that as the group size increases there is only a marginal
increase in the energy consumption associated with the sending of messages. Even if 25% of the messages
are whispers and the average group size is 32 (which we believe is quite large), the energy consumed only
increases from 1.92 J (for a single tweet) to 2.05 J—an increase of less than 15%; given that the LCD power
consumption dominates, this is not a significant energy cost.

8 Conclusions

Today, for users locked in to hugely popular OSNs, the primary hope for improved privacy controls is to
coerce OSN providers via the media or via organizations such as EFF and FTC. In this paper, to achieve
privacy without explicit OSN support, we design and implement Twit sper to enable fine-grained private
group messaging on Twitter, while ensuring that Twitter’s commercial interests are preserved. By building
Twitsper as a wrapper around Twitter, we show that it is possible to offer better privacy controls on
existing OSNs without waiting for the OSN provider to do so.

Next, we plan to implement fine-grained privacy controls on other OSNs such as Facebook and Google+
as well, using a similar approach of building on the API exported by the OSN. Given the warm feedback
received by Twit sper, we hope that the adoption of Twitsper and its follow-ons for other OSNs will
persuade OSN providers themselves to offer fine-grained privacy controls to their users.
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Abstract

We present the results of the first large-scale study of the uniqueness of Web browsing histories,
gathered from a total of 368, 284 Internet users who visited a history detection demonstration website.
Our results show that for a majority of users (69%), the browsing history is unique and that users for
whom we could detect at least 4 visited websites were uniquely identified by their histories in 97% of
cases. We observe a significant rate of stability in browser history fingerprints: for repeat visitors, 38%
of fingerprints are identical over time, and differing ones were correlated with original history contents,
indicating static browsing preferences (for history subvectors of size 50). We report a striking result
that it is enough to test for a small number of pages in order to both enumerate users’ interests and
perform an efficient and unique behavioral fingerprint; we show that testing 50 web pages is enough to
fingerprint 42% of users in our database, increasing to 70% with 500 web pages. Finally, we show that
indirect history data, such as information about categories of visited websites can also be effective in
fingerprinting users, and that similar fingerprinting can be performed by common script providers such
as Google or Facebook.

1 Introduction

Motivations: A body of prior work has studied the leakage of private information when users browse the
Web. In addition to data obtained by direct observation of Web traffic, known vectors for privacy loss range
from explicit inclusion of third-party scripts [11] to long-standing browser mechanisms which allow Web
authors to query the contents of a user’s DNS or browser caches [6, 25], history store [9] or configuration
information [5].

In this paper we analyze the consequences of the existing ability of Web authors to determine which
websites a user has visited. Specifically, we investigate whether a user’s browsing history, i.e. the list
of visited websites, constitutes a fingerprint which can be used to uniquely identify and/or track the user.
As users’ Web browsing preferences are directly related to the content in which they are interested, it is
suspected that such preferences may be individual in nature, akin to traditional biometric mechanisms such
as friction ridges of a finger, or retinal patterns.

Since, as we discuss in Section 2.1, there exist several largely reliable methods to determine if a user
has visited a particular website, we expect that such knowledge can be easily gathered by invasive webmas-
ters [10]. Therefore, a careful study of the consequences of such history detection from a privacy perspective
is necessary.

Contributions: Our investigation is based on the analysis of a large dataset of 382, 269 users’ browsing
histories obtained in a real-world scenario [8]—each browsing history is a subset of websites visited by a
given user. We also convert these histories into interest profiles by labeling each history element with a

48



category obtained by querying a website categorization service [17]. The interest profile of a user is then
defined as the categories of the sites he/she visited.
We then analyze these two datasets, focusing on the following questions:

e How are web histories and interest profiles distributed? Are they unique or similar? How large is the
set of visited websites which must be queried to accurately distinguish between users if at all possible?

e Are web histories and interest profiles stable? In other words, do they constitute good behavioral
fingerprints and can tracking websites rely on such data?

e Can web histories and interest profiles collected by service providers, such as Facebook or Google,
be used to fingerprint users in the absence of any other history detection or tracking mechanisms?

Our findings indicate that, under the sample we studied, the vast number of users’ Web histories are
distinct and in fact unique; and that this is still the case when analyzing the general categories of visited
website sets, rather than individual websites themselves. Strikingly, it is also possible to attribute a distinct
history fingerprint to a user by testing just a small number of pre-defined popular pages and such fingerprints,
to some extent, are stable over time; in certain cases such detected browsing history sets are recreated after
a one-time clearing of the browsing history.

The potential risks and privacy implications result from a combination of sensitivity and persistence of
this type of interest-based behavior data. In general, it is not simple to change one’s browsing habits—if
Web browsing patterns are unique for a given user, history analysis can potentially identify the same user
across multiple Web browsers, devices, or if the user permanently changes her physical location.

Paper organization: This paper is organized as follows. First, we provide an overview of existing
methods which allow the detection of users’ browsing histories, and prior work on Web-based fingerprinting
techniques. We then outline our methodology for gathering and processing browsing history data. In Section
4.1 we analyze the distinctiveness of browsing profiles. In Section 4.2 we perform an analogous analysis
using only high-level website categories. In Section 4.3 we review the stability of users’ browsing histories.
We conclude by outlining some countermeasures to history detection and analyzing the history tracking
potential of third-party script providers such as Google and Facebook (Section 5).

Ethical considerations: In this study, we utilize data gathered by a proof-of-concept Web application
which was created to inform users about the risks of history detection and describe mitigations [8]. Users
visiting the site automatically executed the default history test and the detected contents of their browsing
histories were sent to a server so that it could display all gathered information back to the user. As such,
the dataset contains real history information including records of user visits to potentially sensitive websites
which might, in certain cases, be harmful to users if revealed to other individuals or organizations (e.g.
employers).

Recognizing the significant problem which arises from gathering such information, we have taken the
following precautions when analyzing and storing data:

e Apart from showing each user the contents of their browsing history as detected by our system, all
data was analyzed and displayed in aggregate, without uncovering any user-identifiable information.

e The system does not allow any users to view any past history detection results (including their own)
and does not use any mechanisms for tracking users (i.e. cookies)

o All log data was deleted from Internet-facing hosts and was used solely to prepare aggregate informa-
tion presented in this work.

We also believe that an important consideration is the fact that such usage data is obtainable by any
website visited by the user, and the detection techniques are widely known. In fact, we are aware of several
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toolkits which gather user history data and send them covertly to their origin websites [10]; the desire to
understand the implications of such privacy leaks is a major motivation for this work.

2 Background

2.1 History detection mechanisms

Web authors have in their arsenal a variety of techniques which enable them to query the contents of a
visitor’s browsing history. One of the most well-known approaches, and the one used to gather data for this
work, is the querying of URLSs in the browser’s history using the CSS :visited mechanism [9]. While modern
browsers introduced fixes [2] for high-speed history detection via this technique, certain interactive attacks
are still possible [19]. In addition, about 25% desktop user agents and an even higher proportion of mobile
browsers are still susceptible to this technique [18].

An alternative approach is the timing analysis allowing detection of items in a Web browser’s cache,
introduced by Felten et al. [6] and recently perfected by Zalewski [25]. Yet another history detection vector
is the timing of DNS queries [12, 20]. Even in the absence of such client-side timing attacks, in many cases
it is possible to reveal if a user is logged into a particular website by analyzing error messages or timing
server responses ; however, this technique is likely more difficult to generalize in a real attack.

Such history detection attacks have been successfully demonstrated in various scenarios. Wondracek
et al. showed the potential to deanonymize social network users [21]. Jang et al. demonstrated that such
techniques are indeed in use in the wild as well as study different leakage channels [10] which only makes
this threat more significant. The work done in [9] revealed the susceptibility of the majority of Internet
users to high-speed history detection and showed that it can uncover large amounts of data about users.
Timing analysis techniques have been successfully demonstrated [25] and were practically used to discover
the contents of the users shopping carts [3].

In addition to potentially being leaked to third-party Web authors, such Web browsing data is revealed to
legitimate service providers such as DNS server operators, third-party script providers [11] or ad networks,
even if it is not explicitly gathered. Thus, we expect information about websites visited by Web users as part
of day-to-day browsing is quite easily obtainable by a variety of parties.

2.2  Web fingerprinting

There are few results on behavioral profiling and fingerprinting analysis based on large samples of data or
results of real-world surveys. One recent and prominent is an excellent study of browser fingerprints in [5],
where the fingerprinting is based on plugins, fonts and other browser configuration.

Another recent and important example is [24], where the authors study a large data sample from users of
Hotmail and Bing and focus on the potential of tracking relating only to the host information and other such
as browser cookies and User-Agent string. Fingerprinting potential based on the detection of browsers’ con-
figuration using JavaScript is also analyzed by Mowery et al. [15]; similar techniques have been employed
by Eckersley in his experiment [5].

Different aspects of timing, as well as DNS cache timing attack are explored by Jackson et al. [7]. If the
attacker has access to the routing nodes, he can use the network flow to fingerprint the users, as shown in
[23]. Behavioral biometry, where fingerprints are based on the behavioral aspects and traits such as typing
dynamics or voice analysis are described in [14, 13, 22]
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3 Methodology

Data analyzed in this paper was gathered in the What The Internet Knows About You project [8], aimed
at educating users and browser vendors about the consequences of Web browser history detection. For
the overall discussion of the system refer to [9] where the authors discuss the susceptibility of Web users
to such techniques, their performance, mitigations, as well as give a detailed review of history detection
mechanisms.

3.1 Experimental Setup

The experimental system utilized the CSS :visited history detection vector [4] to obtain bitwise answers
about the existence of a particular URL in a Web browser’s history store for a set of known URLs.

The system leveraged a two-tiered architecture to first detect the “primary links”, i.e. top-level links
such as www.google. com, and use that knowledge to query for secondary resources associated with the
detected primary link, such as subpages within each site.

The history detection demonstration site gained popularity and between January 2009 and May 2011 we
gathered 441, 627 profiles of unique users who executed a total of 988, 128 tests. We expect that our data
sample comes from largely self-selected audience skewed towards more technical users, who likely browse
the Web more often than casual Internet users.

In this paper we refer to 382, 269 users who executed the default “popular sites” test of over 6,000 most
common Internet destinations.

The “popular sites” list was created out of 500 most popular links from Alexa [1], 4,000 from the
Quantcast popular websites list [16], lists of common government and military websites, and several custom-
chosen URLs selected for their demonstration and education potential. In this work we analyze data about
visited “primary links” only, without analyzing any detected subresources within a website.

This approach did not make it possible to obtain user’s entire browsing history, and that was not the aim
of the study. However, this was not necessary, as it is sufficient to show that the actual subsets are unique: a
considerable unique number of profiles within a large dataset most likely indicates the overall uniqueness of
the whole history superset of these Web users (if the subsets of some supersets are unique, those supersets
must consequently be unique).

Other history detection techniques we describe will likely have different semantics and capabilities, but
will, in the majority of cases, be able to obtain similar answers about whether a user had visited a particular
website. Thus, we can analyze the gathered data without loss of generality.

3.2 Data Collection

For each user, the set of all visited links found by the detection algorithm was sent to the server so that it
could display results to the user—in the majority of cases, the detection phase took less than 2 seconds for
the set of 6,000 popular sites.

In addition to history test results, the system gathered each user’s browser version information (User-
Agent header), IP address as visible to our webserver and the test date. The system did not make use of any
side-information such as cookies, Flash cookies or other persistent storage techniques to track users and did
not provide any capability to review any history results except for the most recent test run.

An important aspect of the system was educating users about the privacy risks associated with history
detection; along with the results page listing detected URLs we provided users with general information
about the problem, references to related research, and mitigations against history detection. Thus, it was
assumed that a considerable number of users will clear their histories after visiting the site, so in our data
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analysis we refer to history data received during the first test execution for a given user (except for the
stability analysis of repeat visitors which analyzes data from subsequent test runs).

3.3 Terminology

The data we are summarizing in this work may be perceived as a collection of Web history profiles H; (for
sites). If a profile p;, which is a collection of visited sites, is present in Hy, then Count(p;) is the number
of occurrences of p; in Hy. If Count(p;) = 1, this profile is unique in a dataset (it is present only once, and
thus relates to a unique user). When the number of detected links for a particular user is very small (1-3), it
is likely that C'ount(p;) may be greater than zero as an obvious consequence of the pigeonhole principle. If
Count(p;) > 1 then this profile is not unique but we may treat is as distinct in the dataset.

Sites on the Internet may be attributed to different categories, for example www.google.com is a
search engine, and cnn . comis a news portal. Therefore the sites in our dataset can be attributed to different
categories and it is straightforward to define a category profiles collection H., where the Web pages are
mapped to categories.

Moreover, H; may be converted into a bit vector collection V in the following way: create a list of sites
ordering them by popularity in the discussed dataset and map every profile p; € H, to a vector v; € Vs; a
bit in this vector is set if a page on a given position is visited (present in p;). Such conversion allows us to
operate on bit slices of these vectors in the rest of our analysis.

4 Web Behavioral Fingerprints

To establish the potential of Web history traces as a fingerprinting mechanism we perform the analysis at
three different levels of granularity. First, we analyze the raw data which includes all websites we detected
in a user’s browsing history. Second, we convert the raw history profile to a category profile where each
website is assigned to one of several buckets (e.g. shopping, news, or social networking). Third, we convert
such a category vector to a tracking vector as visible to scripts downloaded from the facebook . com and
google.com domains (Section 5).

At each point we examine the stability of the resulting fingerprints.

4.1 Web History Profile Uniqueness
4.1.1 Methodology

We analyzed history profiles by computing distributions of the profiles per size of the profile (number of
visited sites) to inspect profile diversity, both for all users and specifically for mobile browser users. The
similarity metric we utilize is the Jaccard Index. For two sets A, B the Jaccard Index is computed as Iﬁgg} .

Two sets are equal if Jaccard Index is 1, and they are certainly similar (correlated) if it is larger than 0.7.

4.1.2 Results

Figure 1 displays the distribution of Web history profiles according to their size (pink line). It also shows the
distribution of unique (red line) and non-unique profiles (green line). A profile is unique if it is associated
with a single user. The unique distribution was prepared by counting all unique history sets - if a Web history
profile appeared more than once (Count(p;) > 1 for p; € H,, which is especially the case of history sizes
1-5) it is counted as a single fingerprint (it is distinct but has non-zero siblings, thus non-unique).

A profile is non-unique if it is common to several users; a percentage of unique profiles is also presented.
This percentage is computed by dividing, for each profile size, the number of unique profiles by the total
number of profiles.
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Figure 1: Distributions of: general, unique and non-unique Web history profiles per history size, normalized
with respect to total number of histories in each history set. Average number of categories per history size
is also shown.

It is interesting to note the clearly visible peak of detected sites - there are far more profiles with detected
history size greater than 3, compared to smaller history sizes. The general distribution is also shown; it is
easy to observe the prevailing unique profiles starting close to the point X = 4, indicating that detecting as
few as four visited sites provides a useful fingerpriting signal.

In our dataset, the average number of visited sites per profile is 15, and the median is 10. However,
analyzing just the history sizes larger than 4 (223,197 of such profiles) results in the average number of
links 18 (median 13) with 98% profiles being unique.

For history sizes 1 — 4 the ratio of unique profiles to total profiles ranges from 0.008 to 0.76 but in
average, for all the profiles, 94% of users had unique browsing histories. This result suggests that browsing
patterns are, in most circumstances, individual to a given user.

Figure 1 also displays the distribution of the Web history of mobile users (orange lines). The patterns of
mobile Web usage is created by looking for a specific User-Agent HTTP header, detecting Web browsers on
iPhone, iPad, Android and BlackBerry devices. The graph presents data from 1256 users. Even though this
was not a large sample, with respect to overall number of profiles, different usage patterns are observed—
specifically, the detected history sizes are smaller, which might suggest that the Web use on mobile devices
is not as frequent or large as it is with non-mobile Web browsing.

To understand relative differences in observed history profiles, we analyzed the similarity between the
fingerprints from different users. Within all of the history sizes, we measured the similarity using Jaccard
index for all distinct (rather than unique) Web history profile pairs, i.e. if a profile was seen several times
it is being treated as a single fingerprint. The averaged (by total number within history size set) result as a
function of the history size is presented in Figure 2. The fingerprints were largely dissimilar, which confirms
that enumerating actual browsing interests is feasible.

4.1.3 Selection

For a given website, what is its importance when studying history fingerprint uniqueness? If a given Web
page is not very popular, or not visited very often, what is the “share” it provides to the overall uniqueness
of a profile? Due to the sparseness of the set of visited sites for most users, we hypothesize that the most
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Figure 2: Jaccard Index as a function of history size. It is always smaller than 0.2 hence the profiles are
dissimilar

commonly visited sites will be most useful in creating fingerprints. Of course, if a site is visited by only
one person it contributes significantly to the uniqueness of this particular profile. However, it is of no value
when establishing fingerprints of other users; it would likely negatively affect the performance of any real
data-collecting implementation.

To analyze this, we sorted all of the websites with respect to their popularity metric in our data. After
that, each Web history profile was converted to a vector representation. A bit in a vector was set if an
associated page has been visited. Therefore, the most popular pages were the left-most bits. We studied
slices of these vectors focusing on the the first K left-most bits, for different values of K. We created a
frequency distribution of such a uniqueness set, as shown on Figure 3. The X axis represents the number of
distinct profiles, as counted from the dataset, which correspond to a specific anonymity set (Y axis), ordered
from largest to smallest. For example, the point (X=10;Y=1000) indicates that the 10th most popular profile
is shared by 1000 users.

In order to improve readability the scale is logarithmic. As is seen on axis X, over 250, 000 of profiles
belong to the set 1 (from the axis Y) and thus they are unique. The previous analysis based on subvectors is
also presented here. Vectors of sizes 10 (only 10 sites corresponding to maximum of 1024 possible unique
profiles) are not enough to create a large set of unique attributes. However, increasing the vector size to 50
provides a very accurate approximation of the data from the full website set. Thus, testing for as few as 50
well-chosen websites in a user’s browsing history can be enough to establish a fingerprint which is almost
as accurate as when 6, 000 sites are used.

The information-theoretic surprisal is defined as I = —logs(F'(z)), where F' is a probability density
function related to an observation of a particular fingerprint in our dataset. Figure 4 shows a cumulative
distribution function of surprisal computed for both Web history and category (vector) profiles. Unique
profiles contribute over 18b of surprisal and this is the case for the majority of profiles. For general Web
history profiles, about 70% of them are close to the maximum surprisal, and for only 50 links in the history
this is still the case for about 50% of profiles. Although the maximum surprisal is (unsurprisingly) reached
when all sites are considered, it can be approximated by a vector of size 500, as shown in Table 2.

We conclude that the most important sites for fingerprinting are the most popular ones because a con-
siderable number of history profiles are still distinct, even in a small slice of 50 bits. This perhaps counter-
intuitive observation may be a result of applying the binomial coefficient: if we assume that in average a user
has visited 20 sites of the 50 most popular sites, there are still (28) = 4.71 x 10'3 combinations possible.
It is worth noting that although users’ histories have been tested against more than 6,000 Web pages, this
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Figure 3: Frequency distributions computed for different bit slices. Even conservatively, only the first 50b
are sufficient to obtain a large number of unique fingerprints.

does not correspond to a space size of 260°0 because of factors such as website popularity, and visitedness
correlations based on user interests. Moreover, as is shown in the table 2, it is clear that the dynamics of
changes are different than for a uniformly random distribution.

Cumulative distribution function of surprisal for Web history profiles (vectors)
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Figure 4: Cumulative distribution function of surprisal for Web history profile vectors of different sizes
The importance of this finding should not be underestimated. If a small number of links is sufficient

to prepare an efficient fingerprint for a user, then existing techniques such as DNS or browser cache timing
analysis can be used to perform similar analysis.

4.2 Category Profile Uniqueness

4.2.1 Methodology

To extend our analysis, we converted each history profile into a category profile. This was performed by
replacing each website of a profile by the general category it belongs to by using the Trend Micro Site Safety
Center categorization service [17]. This service takes as input a website URL and outputs a category. Trend
Micro uses 72 different interest categories (including news, games, social networking and others).
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Category \ Count \ Category \ Count ‘

Search Engines / Portals 1.0000 | Social Networking 0.9145
Shopping 0.7891 | Computers / Internet 0.7855
News / Media 0.7489 | Streaming Media/MP3 | 0.7229
Entertainment 0.6734 | Reference 0.5098
Games 0.2958 | Pornography 0.2679
Auctions 0.2436 | Government / Legal 0.2385
Software Downloads 0.2201 | Blogs / Web Comm. 0.2062
Photo Searches 0.1970 | Peer-to-peer 0.1954 |
Email 0.1666 | Business / Economy 0.1552
Sports 0.1250 | Financial Services 0.1052
Pers.Net.Stor./File Downl.Srv | 0.0950 | Travel 0.0920
Adult / Mature Content 0.0588 | Education 0.0559
Internet Telephony 0.0521 | Chat/Instant Messaging | 0.0519
Personals / Dating 0.0516 | Internet Radio and TV | 0.0493
Vehicles 0.0452 | Restaurants / Food 0.0378

Table 1: 30 most popular categories normalized with respect to Search Engines/Portals (417, 750). Remain-
ing categories not listed here sum up to 0.35.

4.2.2 Results

We computed a unique set of interests for every Web history profile by discarding repeated occurrences of
the same category in profiles. This resulted in 164,043 distinct category profiles, out of which 88% are
unique (i.e. only attributed to a unique user).

Consequently, we can observe that a large number of users have unique personal browsing interests
even when analyzed using the more coarse-grained category metric. Figure 1 shows the average number of
unique categories per each profile according to history sizes. In a real scenario of an advertising provider,
multiple repetitions of each category in the profiles are likely used to enumerate the strength of interest in
the category which provides additional information; however, in our analysis, we did not utilize this signal.

Table 1 shows the categories popularity in the profiles, with respect to the most popular category - Search
Engines / Portals.

Additionally, we converted such category profiles into vectors, similar to the earlier analysis of Web
history profiles. The first element of the vector corresponds to the most popular category, i.e. Search
Engines, the second element to the second most popular category, i.e. Social Networking, and so on.

We then computed the frequency distributions for different sizes of the category vector, as in Figure 5.

The associated cumulative distributions are presented on Figure 6. Results show that subvectors of size
30-50 are seen to be enough to prepare a meaningful profile and still maintain a large number of unique
profiles. In terms of uniqueness potential, it is sufficient to analyze 30 categories as the data quickly follow
the same long tail pattern as in “raw” Web history profiles. However, categories of size 10 are clearly not
sufficient because they do not carry enough entropy to distinguish between the large number of profiles in
our dataset.

4.2.3 Summary

The conversion from Web history profiles to only use each website’s category decreased the overall number
of unique profiles. However, we observe that even with the coarser-grained metric there is still a large
number of distinct profiles. Assuming conservative profiling and discarding the interest rates for given
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Figure 5: Frequency distributions computed for different bit slices (categories).
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categories, we were still able to attribute a unique category profile to 39% users.

4.3 Stability of history profiles

In order to analyze the potential for user tracking using history fingerprints we must understand the stability
of Web preferences and browsing history contents. Many Internet users browse the Web on a daily basis,
and their browsing history is constantly populated with new websites and subresources. However, all that is
not necessarily crucial to address the stability problems since it is sufficient to limit the testing to a small list
of sites (e.g. if a user’s fingerprint is unique for a subset of n sites, visiting a website outside of the tested
set will not affect it).

To quantify this, we analyze history contents of repeat visitors to our test site. Since the dataset is
timestamped, it is possible to verify how time affects the history or even if the users cleared their history
after learning about websites’ ability to detect sites in their history. If a user, identified by the tuple (IP,
User-Agent), visited the site on a day; and day,, (for n > 1), we computed the differences {z|day, —
dayy,for all n > 1} and the similarity between these potentially different Web histories for these two days.

In the analysis only the first 25 days are shown because after this period the number of revisits were
small (although some of the users revisited the site even after a year and a half and sometimes the fingerprints
for these revisits were also identical). For this analysis we considered profiles constructed from the most
popular 50 sites (using subvectors as described before). It can be seen on Figure 7a and it suggests that in
considerable number of cases the history remains similar with time, which is especially the case for the first
few days after the initial visit. When considering up to 500 most popular sites, the figure do not change
significantly.

The cumulative distribution function of the Jaccard Index between the users who re-entered the site is
depicted on Figure 7b and as the peak shows, as many as 38% of users had a strongly correlated history.

For 50 subvectors, the fraction of users with a correlated history was 57% and category profile subvectors
of size 50 show a similar trend; the number of observed changes is significant. A comparison of this figure
to the similar analysis from [5] indicates that Web behavioral fingerprints are slightly less stable than those
based on browser configuration for the first few days; the situation becomes comparable for the following
days.

Distribution, changes and jaccard similarity of revisits Jaccard index between the 1st and nth revisit (CDF)
1800 1
Avg Jaccard Index Sites Al ———
users revisiting 1 1600 0.9 Sites 50 —— [
percentage of users with changed fingerprint —— Categories 50 ——

4 1400
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1 1000

User count
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Figure 7: (a) The horizontal axis represents the time difference between the first and consecutive visits to
the site. The average Jaccard similarity is high for the first days. (b) CDF of Jaccard Index between the
fingerprints for the 1st and nth revisit.
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Vector Slice | All Google | Facebook
50 155117 | 30398 | 195

100 196899 | 85682 | 4130

500 244990 | 160190 | 73606
whole 255210 | 177459 | 91915

Table 2: Number of unique profiles for different bit slices and vectors: All, Google and Facebook (368284
in total for “popular sites” test)

S Privacy Risks Analysis

Previously we have shown that browsing preferences are often unique to users and fingerprints derived from
them are stable over time in some cases. It is also clear that Web authors can employ known techniques to
mount attacks against Web users. Here we focus on a different aspect: what are the possibilities to perform
the above analysis by Web service providers? It is important to note that Web service providers have almost
constant access to the users’ browsing content and are potentially in an ideal position to track the user. In
some of the cases users already have accounts on their services which immediately provides information
about their identity to the service provider.

5.1 Tracking

Choosing two of the most prominent Web service providers: Google and Facebook and by using real-world
scenario data we have verified the extent to which the users may be tracked.

5.1.1 Methodology

In order to verify to what extent large Web service providers could recreate our profiles, we converted
the Web history profiles to the more specific tracking profiles which contained only the sites on which we
detected scripts from Google and Facebook. In this subsection we also compare them with the data obtained
by analyzing “raw” Web histories, as well as category profiles.

5.1.2 Results

After constructing such tracking profiles we computed the distribution of profile sizes and compared them
with the one shown on Figure 1. As can be seen, the conversion to tracking profiles decreased the overall
sizes of such profiles; however, many of them are still quite large. Figure 8a depicts the distribution of these
profiles for “raw” Web history profile (vectors) and these tailored against Facebook and Google services.
We performed the same analysis as in the case of Web history profiles. The numbers of unique finger-
prints observed according to the subvector sizes are presented in Table 2. Smaller vector slices for Google
and Facebook mean smaller number of unique tracking profiles; for the whole vector (“All”) this is suffi-
cient. Smaller vector slices in the former case may result from the nature of the “popular sites” list, which
was not prepared to specifically measure this setting. The discrepancy between Google and Facebook is
likely due to the fact that Google is providing more Web services than Facebook (AdSense, Analytics, etc.).
We also computed profile frequency distributions; results are depicted on Figure 8b. The number of
unique fingerprints for specific cases of Google and Facebook are smaller, but still considerably large and
make analysis possible. They also both occupy larger sets (compared to Web history profiles), and especially
in the case of Facebook we observed far less unique fingerprints. The “popular sites” list of pages created
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Cumulative distribution function of surprisal for History Vectors of different sizes
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Figure 9: Cumulative distribution (Google and Facebook tracking profiles) function of surprisal for history
profiles vectors of different sizes.

for the experiment was not tailored in order to test this particular issue, but as can be seen, there are still
many unique profiles which makes this analysis relevant.
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Figure 8: Distributions and frequency distributions of profiles (All, Google, Facebook).

We then computed the surprisal of the tracking profiles for different bit vector sizes. Figures 9a and
9b show cumulative distribution functions of surprisal for Google and Facebook (vectors). They should be
compared to Figure 4. A similar behavior is clearly seen, especially for Google profiles with about 50% of
profiles still being unique. The results for Facebook are not as accurate (about 25%).

6 Countermeasures

The problem of information leakage in the modern browsers is not entirely surveyed and researched. There-
fore it is not possible to give a perfect and general solution. Particular techniques which allow for history
detection can also be merely partially addressed.



The data analyzed in this paper was gathered by performing CSS :visited history detection, which is now
generally fixed in the modern browsers, although it will continue to work for older browser installations
which constitute to a considerable fraction of Web users. Script blocking may be helpful against certain
attacks, but other techniques may still be possible (as was the case with CSS detection which could be
conducted without JavaScript). Scripts can, in general, block the 3rd party content present on the sites but
this approach often limits the user experience and cannot always be recommended for the average Web user.
Plugins (such as AdBlock) blacklisting certain Web resources exist and can defend against this in some
cases.

Even after deploying all of available defenses, a user is still prone to other techniques involving timing
analysis which can currently only be solved by clearing/removing browser caches, which introduces a us-
ability/privacy trade-off. If a user clears her browsing history and disables browser caching, she will still be
prone to other attacks such as DNS cache timing which cannot be cleared as easily.

In the end, the user cannot defend against unknown privacy leaks. If a user wishes to defend against
fingerprinting by testing a known pre-defined list of pages, she can ensure that she has visited all of the
tested pages—this way, it will be impossible to create a conclusive fingerprint or to enumerate the user’s
browsing interests. However, we don’t expect this to be a realistic mitigation for most Web users.

7 Conclusion

Our work presents the first large-scale analysis of Web browsing histories and their potential for fingerprint-
ing and tracking Web users. In our dataset composed of 368,284 web histories, more than 69% of users
have a unique fingerprint, with a surprisal larger than 18 bits.

The results indicate that Web browsing histories, which can be obtained by a variety of known tech-
niques, may be used to divulge personal preferences and interests to Web authors; as such, browsing history
data can be considered similar to a biometric fingerprint. Since Web histories are largely unique to person
and, as shown, stable over time in some of the cases, they can be understood as an identifier and potentially
be used to strengthening of tracking, in addition to revealing information about a particular user’s browsing
interests.

We also observed a striking result: it is sufficient to test just a small number of pre-defined sites to
obtain vast numbers of different Web history profiles. This indicates that even inefficient techniques for
history detection can allow history-based user fingerprinting. Currently there are no known and fully-reliable
mitigations to such tracking. By converting visited website data to category profiles, we were able to map
the personal interests in much the same way as it is being done by advertising companies. Such profiles,
when studying only unique types of categories, were still unique. An analysis of tracking potential (on
two examples of Google and Facebook, shown in in Section 5) brings us to a conclusion that Web service
providers are also in a position to re-create users’ browsing interests.

An interesting question is whether it’s possible to extrapolate our data to the entire Internet population.
In other words, out of the 2 billion Internet users, what is the percentage of users that have an unique
web-history or category profile? As discussed in [5], this number is very difficult, if not impossible, to
compute; however, we argue that, as opposed to browser fingerprints, web-histories contain more semantic
information that can be exploited to reduce the population size. For example, by considering the language
of visited pages, the population size can be reduced from few billions to few millions users. Furthermore,
some location-specific sites, such as weather forecast sites, can be used to reduce the population size to few
hundred thousands users. Finally, as opposed to the browser fingerprints that rely on a fixed set of browser
characteristics, in our case the number of tested or tracked sites can always be increased in order to increase
the fingerprint size, and therefore the percentage of unique web-histories.

In the end we believe that Web browsing preferences can be used as an efficient behavioral fingerprint
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which is in many cases stable over time. Attacks employing existing techniques such as timing analysis
make it simple to conduct large-scale fingerprinting of Web users’ interests; this is aided by our observation
that only a small set of sites needs to be tested in order to obtain a vast number of unique profiles.
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Abstract

Location privacy has been extensively studied over the last few years, especially in the context of
location-based services where users purposely disclose their location in order to benefit from convenient
context-aware services. However, to date little work has been devoted to the case of users’ location
privacy being compromised by others.

This paper studies a concrete and widespread example of such situations, specifically the location-
privacy threat created by access points (public hotspots, FON, home routers, efc.) making use of Network
Address Translation. Indeed, because users connected to the same hotspot share a unique public IP, a
single user making a location-based request is enough to allow the service provider to map the IP ad-
dress of the hotspot to its geographic coordinates, thus compromising the location privacy of all the other
connected users. Even in the case where IP addresses change periodically (e.g., by using DHCP), an at-
tacker is still able to update a previous (IP, Location) mapping by inferring IP changes from authenticated
communications (e.g., cookies, usernames).

The contribution of this paper is four-fold: (i) We identify a threat to users’ location privacy caused
by the use of shared public IP addresses; (ii) we formalize and analyze theoretically the aforementioned
problem; (iii) we quantify the privacy threat theoretically and we assess the current state experimentally
by using real traces from existing hotspots; and (iv) we discuss various countermeasures that can be used
to thwart the threat.

1 Introduction

With the ubiquity of mobile devices with advanced capabilities, it is becoming the norm for users to be
constantly connected to the Internet. In particular, users can benefit from many online services, while on-
the-go. Among others, location-based services (LBSs) are increasingly gaining popularity. With an LBS,
users share their location information with a service provider in return for context-aware services, such
as finding nearby restaurants. Users also enjoy sharing location information with their friends on social
networks (e.g., Facebook and Twitter). For example, they can then find friends in the vicinity or recommend
places they visit. Although very convenient, the usage of LBSs raises serious privacy issues.

Location privacy is a particularly acute problem as location information is valuable to many potential
adversaries. In particular, because many other pieces of information can be inferred from users’ locations
(e.g., participation in a political gathering), authoritarian regimes have incentives to collect such information.
Location information is essential for many online service providers whose business models revolve around
personalized services. A prominent example is (mobile) online advertising—an ever-increasing business
whose annual revenue is tens of billions of US Dollars (e.g., $22.4 billion in the US in 2011 [17])— as so-
called location-specific ads based on the location information are significantly more appealing to users [13].

Usually, users do not disclose their location information to non-LBS service providers. These service
providers can still obtain it through IP-location: determining the location of a (mobile) device from its IP
address. However, available solutions do not provide sufficient precision for the commercial needs of service
providers [13, 16], especially in the case of dynamic IPs. Another way for the service providers to obtain
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a user’s location is via transitivity, relying on other users to disclose their location and that of other users
in their vicinity: if a provider knows the location of user B and that user A is close to user B, the provider
knows roughly the location of A. Examples of such situations are when users report neighboring users (e.g.,
Bluetooth), or when they check-in (i.e., report their own location) on online social networks and tag friends
who are with them. In some cases, even if the proximity information is not directly revealed by users, the
adversary is still able to infer it, as we shall show.

In this paper, we study a location-privacy threat users are exposed to on a daily basis: when a user
connects to the Internet through the same access point (AP) as other users (e.g., a public hotspot, home
router) who make LBS queries, the service provider learns the user’s location. Indeed, because all of the
devices connected to a public hotspot, implementing network address translation, share the AP’s public IP
address, allocated (typically via DHCP) by an Internet Service Provider (ISP), when users generate LBS
queries, the service provider learns the fine-grained geographic location of the AP and maps it to the AP’s
public IP. IP addresses remain the same for a certain amount of time (at least during the DCHP lease time),
therefore for any connection for which the source IP is the same as the AP’s IP, the service provider can
conclude that the device is located nearby the location of the AP. Unfortunately, the user is usually not
aware of this threat and more importantly, protecting her location privacy is no longer in the user’s control.
With such a system, the accuracy of the estimated location depends on the range of the AP (typically under
a hundred meters) and on the accuracy of the locations reported by users in LBS queries.

The (IP, Location) mapping the adversary obtained for the AP stays valid until the IP address changes.
Static IPs, long DHCP leases and re-assignment of the same IPs to the same clients therefore have a negative
effect on location privacy. However, even when the IP address is renewed and changes, service providers
have means to learn about the IP change, for example, due to the widespread use of authenticated services
(e.g., e-mails, online social networks). Consider a user connected to the AP who checks her e-mail shortly
before and after an IP address change. As a unique authentication cookie is appended to both requests, the
service provider can conclude that the same user has connected with a new IP and can therefore update the
(IP, Location) mapping with the new IP address.

The contribution of our work is four-fold: (i) We identify the threat to users’ location privacy, which
arises from the use of shared public IP addresses. (ii) We formalize and analyze the problem. (iii) We
quantify theoretically the location privacy threat and evaluate experimentally its scale based on traces from
existing hotspots deployed across the EPFL campus. Even at a moderately visited hotspot, we observe the
large scale of the treat: the adversary learns the location of the AP only a few hours after users start connect-
ing and over 24 hours he can locate up to 79% of the users. And (iv) we discuss various countermeasures
that could thwart the threat. To the best of our knowledge, this is the first paper that addresses this problem.

Our paper is organized as follows. In Section 2 we provide the relevant background. We describe the
system architecture, the adversary and the threat model in Section 3. We formalize the problem in Section 4
and we analytically quantify the location privacy threat. We further evaluate the threat based on traces from
deployed hotspots and present the results in Section 5. In Section 6 we discuss possible countermeasures
and new business opportunities created by the threat. Finally, we conclude the paper in Section 7.

2 Background

In this section, we provide relevant background on the technical aspects underlying the considered problem.

IPv4 (public) address allocation To communicate on the Internet, hosts need public IP addresses. An IP
address can be either static, i.e., permanently fixed, or dynamic, i.e., periodically obtained from a pool of
available addresses, typically through the Dynamic Host Configuration Protocol (DHCP) [7]. The host can
use the IP for a limited amount of time specified with the DHCP lease. For convenience, upon DHCP lease
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expiration, hosts are often re-assigned the same IP. More than 62% of dynamic IPs on average remain the
same over a period of at least 24h [28].

Network Address Translation (NAT) In order to cope with IP address depletion, Network Address Trans-
lation (NAT) was introduced [23]. NAT hides an entire IP address space, usually consisting of private IP
addresses, behind one or several public IP addresses. It is typically used in Local Area Networks (LAN),
where each device has a private IP, including the gateway router that runs NAT. The router is also connected
to the Internet with a public IP assigned by an ISP. As traffic is routed from the LAN to the Internet, the
private source IP in each packet is translated on-the-fly into the public IP of the router: traffic from all of the
hosts in LAN appears with the same public IP — the public IP of the NAT router.

Geolocation Mobile devices determine their positions by using their embedded GPS or an online ge-
olocation service. With a GPS, the computation takes place locally by using satellites positions and a
time reference. Commercial GPS provides highly accurate location results (~30 meters) [14], especially in
“open sky” environments. With online geolocation services (e.g., Google or Skyhook) a device shares some
information about its surroundings, typically a list of nearby cell towers and Wi-Fi APs (i.e., their MAC ad-
dresses) together with their signal strengths, based on which the geolocation server estimates the location of
the device by using a reference database. This database is built typically by deploying GPS-equipped mobile
units that scan for cell towers and Wi-Fi AP and plot their precise geographic locations. In addition, they
take into account inputs reported by users with GPS-equipped devices who provide both their coordinates
and the surrounding parameters. The accuracy of such systems is in the range of 10 meters [22].

3 System Model

In this section, we elaborate on the considered setting, notably NAT access points, the location-privacy
threat, and the adversary.

3.1 System Architecture

We consider a NAT Access Point setting, a prevalent network configuration, where users connect to the Inter-
net through an access point (AP), such as a public hotspot, a home (wireless) router or an open-community
Wi-Fi AP (e.g., FON), as depicted in Fig. 1. An AP, located at (z1,y1), is connected to the Internet by
a given Internet Service Provider (ISP) and provides connectivity to the authorized users. The AP has a
single dynamic public 1P address that is allocated with DHCP by the ISP: The AP’s public IP address is
selected from a given DHCP pool of available IP addresses and is valid during the DHCP lease time. When
connecting to the AP, each device is allocated a private IP address and the AP performs a Network Address
Translation (NAT). Consequently, in the public network, all of the connections originating from the devices
connecting through the AP will have the same source IP, which is the public IP address of the AP.

While connected to the Internet through an AP, users make use of various online services including
news, search engines, e-mail, social networks, location-based and online geolocation services. Services can
be used either in an authenticated (e.g., e-mail) or unauthenticated way (e.g., Web search). We consider that
the requests a server receives from the devices connected to the AP are of the following types:
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Figure 1: System and threat model. Devices connect through a NAT Access Point and share a single public
IP address (the AP’s IP). A user making an LBS request reveals her location (thus the approximate location
of the AP)) to the adversary who can then build the (IP, Location) mapping. When another user connects to
a different server (controlled by the adversary) the adversary can use the (IP, Location) mapping to locate
the user because she connects with the same IP.

1. Geolocation requests: Geo—Req (MACs) , where MACs refer to the MAC addresses of the APs and
cell towers in the range of the device;

2. LBS requests: LBS—Req ((z0,%0)) » where (0, yo) denotes the estimated coordinates of the device!
(assumed to be close to the AP’s location (z1,%1)) obtained by the user’s device using one of the
techniques described in Section 2;

3. Authenticated standard (i.e., that are neither LBS nor Geolocation) requests: Auth-Req (tok),
where tok represents any information that allows for user authentication (e.g., cookie or username);

4. Unauthenticated standard requests: Req () .

Requests of the first two types contain an estimate of the AP’s coordinates, thus they both allow the server
to build the (IP, (z1, 1)) mapping. Consequently, there is no need to distinguish between these two types of
requests, and we simply refer to both as LBS requests. For all four types of connections, the server knows
the source IP addresses, specifically the AP’s public IP address.

3.2 Adversary and Threat Models

We consider an adversary whose goal is to learn users’ locations, for instance, to make a profit by pro-
viding geo-targeted mobile ads and recommendations (e.g., a private company) or to track users (e.g., an
authoritarian regime). The adversary has access to the information collected by a number of servers that
provide online services described above. Governments can eavesdrop on individuals’ communications to
obtain such information. As for private companies, Google, for instance, provides Web searches (Google),
e-mail (GMail), social networking (Google+), and geolocation and location-based services (Google Maps).
As such, it receives requests of the four types and consolidates all the information obtained [11]. The ex-
tent to which these services are used is exacerbated by their deep integration in the widely spread Android
operating system. In addition, Google has an advertising network and thus has a strong incentive to obtain
and monetize information about users’ locations. Microsoft (with Bing, Hotmail, Bing Maps, and Windows

"We assume that all LBS requests concern users’ actual locations, or that the server has means to distinguish between such LBS
requests and other LBS requests.
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Phones) and Apple (with iCloud and iPhone) are other relevant potential candidates for the considered ad-
versary. In this paper, we focus on the case where the adversary has access to all the four types of requests.
The adversary is assumed to be honest-but-curious, meaning that he passively collects information but does
not deviate from the specified protocol (e.g., purposely returning inaccurate answers to LBS queries).

Given such an adversarial model, we consider the threat of the adversary who knows the location of a
user without it being explicitly disclosed: The threat comes from the fact that the adversary can build map-
pings between the AP’s IP addresses of the APs and their geographic coordinates based on LBS requests he
receives from other users connected to the APs. And, because all requests (coming from devices connected
through the AP) share the same public IP, the adversary can subsequently infer the location of the other
users. More specifically, considering the example depicted in Fig. 1, when the LBS provider’s server (as-
sumed to be controlled by the adversary) receives an LBS request for position (x1,y1), which is the actual
position of the user (herself located close to the AP) determined by her GPS-equipped mobile phone, it can
map the AP’s public IP address (i.e., 82.63.142.34) to the approximated AP’s location (i.e., (21, y1)).
Later, when another user, connected through the AP, makes a request to a server (also controlled by the ad-
versary), then the server can exploit the obtained mapping and infer from the source IP (i.e., the AP’s public
IP again: 82.63.142.34) that the second user is also at the same location (i.e., (x1, y1)). The adversary
can subsequently provide geo-targeted mobile ads. If the adversary is interested in tracking users, he can
locate any user who makes an authenticated request before the IP changes.

Web Server (with authentication)
LS Infer IP change: (82.63.142.34) — (82.63.140.25)

Renew IP
82.63.142.34

DHCP lease

A }
1
Access Point (AP)

public IP obtained by DHCP
Uses Network Address Translation (NAT)

Sy

time ¢

82.63.14025 1
Renew IP
Renew IP

Figure 2: AP’s IP address renewal and updating of the (IP, Location) mapping. A user generates an authen-
ticated request (with a unique cookie) during a DHCP lease interval in which the adversary has obtained
the (IP, Location) mapping, shortly before the DHCP lease expires and the AP is assigned a new IP. Shortly
after the IP change, the same user generates another authenticated request (with the same cookie) from the
new IP. As both requests occurred in a short time interval, the adversary can infer that the AP’s IP changed
from 82.63.142.341t082.63.140.25 and update the mapping.

We assume that the IP addresses in the DHCP pool can be assigned to clients at very distant locations
(e.g., a nation-wide ISP that assigns IP addresses among the whole set of its clients scattered all over the
country). Consequently, the fact that the AP’s public address is dynamic limits in time the extent of the
threat: If the AP is assigned a new address by the ISP (with DHCP), the mapping built by the adversary
becomes invalid, unless the adversary is able to infer the IP address change. The inference can be based
on authenticated requests as depicted in Fig. 2: A request, authenticated by cookie john@dom. com and
originating from IP address 82.63.142. 34, is shortly followed by another request authenticated by the
same cookie john@dom. com but originating from a different source IP address (i.e., 82.63.140.25).
There are two options: either the AP’s IP is changed or the user has moved and is now connected from a
different AP. If the inference time interval (delimited with diamonds in Fig. 2) around the IP renewal time is
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short enough, then the adversary can infer, with high confidence, that the IP has changed and he knows its
new value.

In summary, the problem we study is as follows. Considering a single AP, time is divided into intervals
corresponding to DHCP leases, during which the AP’s public IP address remains the same. At a certain
point in time, the adversary knows the location of the AP associated to the IP because (i) a user made an
LBS request earlier in the time interval or (ii) the adversary knew the location corresponding to the public
IP address from the previous interval and a user made an authenticated request shortly before and after the
public IP address was renewed. The location-privacy threat is to be evaluated with respect to the number of
users whose location is known by the adversary. In the first case (geo-targeted mobile ads), the adversary
needs to know the location of the user when the user makes a requests: the victims are therefore the users
who make a standard request after the adversary learns the (IP, Location) mapping (during the same DHCP
lease). In the second case (tracking), the adversary can maintain a log of the users who connected during a
DHCEP lease and locate them a posteriori if he learns the (IP, Location) mapping at some point during the
same DHCP lease: the victims are the users who make an authenticated request during a DHCP lease in
which the adversary learns the (IP, Location) mapping. Due to space limitations, we will evaluate the threat
only with respect to an adversary who aims to exploit current location information through geo-targeted ads.
The case of tracking can be studied by following the same line of reasoning.

4 Formalization and Analysis

In this section, we model the aforementioned setting and quantify theoretically the location-privacy threat.
The notations are summarized in Table 1 (p. 15).

4.1 Model

We consider an access point AP, a passive adversary .4, and a set of users who connect to AP and make
requests to servers controlled by .A. We study the system over the continuous time interval [0, +00). At
each time instant ¢, AP has a single public IP obtained through DHCP. Every 7' time units, starting at time
0, the DHCP lease expires and AP is either re-assigned the same IP or allocated a new one. We model
this with independent random variables drawn from a Bernoulli distribution: with probability pNew AP is
assigned a new IP, and with probability 1 — pneyw it is re-assigned the same IP. We divide time into successive
sub-intervals I, k > 0, of duration 7', corresponding to the DHCP leases: I}, = [kT', (k + 1)T]. Each sub-
interval is aligned with a DHCP lease. Therefore, within each sub-interval AP’s public IP address remains
unchanged. For any time instant ¢, we denote by ¢, the relative time within the corresponding sub-interval,
thatist =¢ mod T.

Users connect to AP, remain connected for a certain time and then disconnect. While connected, users
make requests, each of which is of one of the following types: LBS, authenticated, or standard. We model
users who arrive and connect to AP with a homogeneous Poisson process with intensity A, which implies
that the number Na,, () of users who arrive and connect to AP during any time interval of length ¢ follows
a Poisson distribution with parameter Aa,,t:

Arrt)™
P [Nan(t) =n] = %eﬂmt n>0.
n:

We denote the time users stay connected to the AP by Tpyr, which follows an exponential distribution with
average ﬁ. This means that the associated cumulative distribution function (cdf) and probability density

2 All modeling choices in this section follow well-established conventions [19] and are backed up by several public Wi-Fi hotspot
workload analysis (e.g., [9]).
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function (pdf) are
fDur(t) = /\Dure_/\D‘“t and FDur<t> =P [TDur < t] =1- 6_/\D‘“t .

A noteworthy property of exponential distributions is memory-lessness: the probability distribution of the
time spent since a given time instant ¢, provided that the user is still connected at time ¢, is the same for all
t. In other words, P [Ty, > 0t] = P [Tpye > t + 0t | Tpur > t].

We assume the system to be stationary with respect to user connections and disconnections. Based on
Little’s law [19], the average number of connected users at any time instant ¢ is therefore constant and given
by: NCon = )\Arr/)\Dur-

Users generate requests independently of each other. For each user, the three types of requests she
makes are also independent: Standard and authenticated requests are modeled by independent homogeneous
Poisson processes with intensity Agiq and Aaytn, respectively. In particular, the probability that at least one
request of a type is made during an interval of length £ is

Psia(t) =1 — et and  Ppyp(t) = 1 — elauent

Another noteworthy property of Poisson processes is that the number of requests in two disjoint intervals
are independent. We assume that each user makes a standard request when she connects to AP. For an LBS,
we assume that only a proportion ag s of the users make LBS requests, and we model such requests by
independent homogeneous Poisson processes with intensity Ar,gg for each user.

Fig. 3 depicts the user arrivals, departures, standard and LBS request processes and illustrates the key
notations and concepts introduced in this section.

A5 As D1 A? D4

R
Stds Stdg LBSs Std; Stdy Stdg :

: vulnerability window (W)

compromise time (Tcomp)

Figure 3: Threat caused by a user making an LBS request. A; and D; represent User ¢’s arrival and
departure, respectively. The time at which the first LBS request is made (LBSs) is called the compromise
time (Tcomp). From time Tcomp On, any user who makes a standard request is a victim. Users already
connected at Tcomp are victims if they make a standard request after 7comp and before leaving and before
the end of the sub-interval, e.g., User 4. Users who connect after Tcomp are, de facto, victims as users make
a standard request when they connect, e.g., User 7.

4.2 Threat

We first focus on a single sub-interval and quantify the location-privacy threat, with respect to the number
of users whose location is known by the adversary because of others. Specifically, we call a victim a user
who makes a standard request at a time at which the adversary knows the mapping (IP, Location).

Quantifying the threat in a sub-interval If at least one user connected to AP uses an LBS at some time
instant (thus revealing her current location), A obtains the (IP, Location) mapping based on which it can
locate other users.

We define the compromise time Tomp as the first time within the sub-interval, when a user connected
to AP uses an LBS, if such an event occurs, and 7" otherwise. At any time, there are on average Nco, users
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connected to AP, out of which ars/Ncon potentially make LBS queries. The aggregated process of LBS
requests is a Poisson process with intensity Args = ar,ssNconALBs. Therefore, the probability that at least
one LBS request (from the aggregated process) is made before time ¢ in the sub-interval is

Feomp() = P [Teomp < 1] =1 —e M8t forf < T,

and, in this case, the expected compromise time is ﬁlBs(l — e~ MssT) We call fcomp the corresponding

probability density function. The time interval that spans from the compromise time to the end of the sub-
interval is called the vulnerability window (see Fig. 3) and the expected value W of its length is

1 — e~ AsT

EW|=T - (1)

Avps
Fig. 4 depicts the cumulative distribution function of the compromise time and its average value in an

example setting. We observe that even with moderate AP popularity and LBS usage, the adversary obtains

the mapping before the DHCP lease expires in 83% of the cases and he does so after 11 hours on average.
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Figure 4: Cumulative distribution function of the compromise time Tomp (expressed in hours). The pa-
rameters were set to Aay; = 5 users/h, Apyy = 1/1.5 (i.e., average connection time of one hour and a half),
)\LBS =0.05 req./h, and a1 BS = 0.2.

In order to compute the number of victims we distinguish between two groups of users: those who
were connected when the first LBS request was made, e.g., User 6 in Fig. 3, and those who subsequently
connected to AP during the vulnerability window (and are, de facto, victims as they make a standard request
when they connect), e.g., User 7. We call V] and V5 the number of victims in each group.

There are Ncop, users connected at the compromise time (recall that there are on average Ncoy, users in
the system at any time). Whenever we compute an expected value involving the number of users connected,
Wald’s equation [19] allows us to consider that the system is composed of exactly Ncq, users. Provided
that an LBS request is made within the sub-interval, the number of victims at that time is the number V;
of connected users who make a subsequent standard request before leaving and before the end of the sub-
interval. We compute the expected value of V; by applying the law of total probability, conditioning over
both the compromise time and the time spent in the system:

T 00
E [Vl] = Ncon /t—o o fComp (t)fDur(U)PStd (Hlln (’u,, T — t))du dt
A1BSAstd 1 — e TAs 1 — e~ T(Astat+Apur)

NCon

()

(Asta + Abur) — ALBs Ares  (Asta + Apur)

We compute, on average, the number V5 of users who connect to AP between the compromise time and
the end of the sub-interval by applying the law of total probability, conditioning over the length of the
vulnerability windows:
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3)

— e—Auss
E [VQ] =E [NArr(W)] = E [W] = AMurr <T — 1T>

A1Bs

The average number of victims in a sub-interval is the expectation of the sum of the number of victims
connected at the compromised time (V) and victims arriving within the vulnerability window (V). Natu-
rally, this number has to be compared to the average number of users who have been connected at some point
within the sub-interval: Vigta) = Ncon + AarrZ . It can be observed in Fig. 5 that the proportion of victims
(E V1] + E [V2])/Viotal increases with T'. This is because all users who connect during the vulnerability
window are victims. As the probability of the adversary obtaining the mapping before time 7" increases with
T, Vi /Viotal first increases. However, because V; is upper-bounded by Ncon and Vit increases with 7,
V1 /Viotal eventually tends to 0. In the end, when the DHCP lease expires the location of more than half of
the users is compromised.
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Figure 5: Proportion of victims within a sub-interval of length 7', corresponding to a DHCP lease. The
parameters were set to: Aa, = b users/h, Apy, =1 (i.e., average connection time of one hour), Agtq = 10
req./h, Args = 0.05 req./h, and ar s = 0.2. The dotted curve (resp. dashed) corresponds to the victims
connected at (resp. arriving after) the compromise time. The solid curve represents the total proportion of
victims.

Inferring IP change We consider two successive sub-intervals, without loss of generality Iy and I3, and
we look at the probability Fi;,i that the adversary infers the IP change from authenticated requests. This
situation occurs if at least one user makes both an authenticated request at most AT time units (AT <
T'/2) before the IP change and another authenticated request at most AT time units after the IP change.
Proceeding similarly as above, we can compute the probability of inferring the IP change by distinguishing
between two groups of users: those who were connected at time 7' — AT and those who connected within
[T — AT, T).

The linking probability can be thought of as depending both on ¢ and AT'. Fig. 6a depicts the linking
probability at time 7"+ AT as a function of AT'. It can be observed that this probability rapidly converges to
1. Note that the fact that linking probability increases with AT is balanced by the decreased confidence of
the adversary. This is because the probability that a user makes two authenticated requests from two distinct
access points in the time interval [T'— AT, T + AT] (moving from one to the other) increases with AT
Fig. 6b depicts the linking probability as a function of ¢. It remains constant for ¢ > T+ AT because only
authenticated requests made in the time interval [T — AT, T + AT are taken into account to infer the IP
change. Note that with a value of AT as small as 5 minutes, which provides high confidence, the adversary
can still infer the IP change with a probability of 43%.
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Figure 6: Probability of inferring the IP change, i.e., F1i,x. The parameters were set to: A, =5 users/h,
Apur =1/1.5, Astq = 10 req./h, A\r,gs =0.05 req./h, Apytn =2 req./h, AT =5 minutes, and ap,ps =0.2.

Quantifying the threat over multiple sub-intervals When the adversary infers the IP changes, the prob-
ability FI\(/f gp(t) that the adversary knows the (IP, Location) mapping at time t € I, k > 1 s

Fip () = Foomp(®) + (1 = Foomp(£) Faay, (1) (1 = Pxew) + Prew Frin() )

with initial condition Fl\(/?ip(t_) = Ftomp(t). Note that the assumption AT < T'/2 is required here. Indeed,
this technical restriction ensures that the time interval [kT" — AT, kT + AT] (used by the adversary for the
linking), does not overlap with the time interval [(k—1)T— AT, (k—1)T + AT]. Essentially, this makes the
two intervals disjoint and therefore also independent with respect to authenticated requests, which allows us
to multiply the corresponding probabilities. From Eq. (4), it can be seen that Fl\(/ﬁzp (T') obeys the following
recursive equation:

k k—1
Ry (T) = a+ bEG V(1)
where a = Foomp(T) and b = (1 — Foomp(T)) ((1 — pNew) + PNew FLink (T')). This recursive equation can

easily be seen to have as a solution a(1 — b*T1) /(1 —b). Asb < 1, F&QP(T) converges to a finite value,
ie,a/(1—0).

The number of victims in the sub-interval ;, can be computed by replacing the density fcomp in Egs. (2)
and (3) with the density of Fls/ﬁip' The probability that the adversary has the mapping (IP, Location) at time
t in sub-interval [, i.e., Flg/fa)p is illustrated in Fig. 7. It can be observed in the figure that the mapping
probability increases over time and, after the convergence, the adversary successfully obtains the mapping
before the DHCP lease expires in 79% of the cases and before the half-lease in 60% of the cases.
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Figure 7: Probability of obtaining the (IP, Location) mapping over several sub-intervals. The solid curve
represents the probability of obtaining the mapping before time ¢. The dashed curve represents the probabil-
ity of obtaining the mapping from an LBS request. The dotted curve represents the probability of inferring
the IP change. The parameters were set to Ay, = 5 users’h, Apy, = 1/1.5, As¢q = 10 req./h, Apgs = 0.035
req./h, Aautn = 0.2 req./h, T'= 24 hours, AT = 3 hours, args = 0.1, and pNew = 1. Note: to highlight the
respective contributions of the linking and compromise probabilities, some values differ from our previous
setting (e.g., AT). In the first sub-interval, the linking probability is zero and the probability of having
the mapping is the compromise probability. In subsequent sub-intervals, this probability Flf/gp(t) increases
due to the potential inference of IP changes: it becomes a combination of Fyink(¢) and Foomp(f) (and the
probability of having the mapping by the end of the preceding sub-interval).

5 Experimental Results

In this section, we complement our theoretical analysis with simulations based on traces from a network of
Wi-Fi access points deployed on the EPFL campus.

Simulator We use a discrete event simulator which processes events according to a schedule. Simulation
events are defined by their occurrence time and type, which is one of the following: arrival, departure, LBS
request, standard request, authenticated request, and DHCP renewal. Arrivals and departures are taken from
real traces, whereas other events are simulated according to the aforementioned model. We average the
results of multiple simulations.

Dataset Our dataset consists of daily user session traces for the period of Oct. 2011 — Feb. 2012 from
about 3,000 Wi-Fi APs deployed across the EPFL campus. Each log-entry contains the AP’s unique ID, the
anoymized MAC address of the device and the connection time. We select an AP used by on average 20
users simultaneously, a setting that corresponds to a bookstore or a hotel [9].

We compare the simulation results (averaged over a period of 50 days) against the results from our
theoretical analysis and show the results in Fig. 8. Because our theoretical model assumes a homogeneous
user arrival rates, we compute the expected proportion of victims and compromise time as if the arrival
process started at 6:AM, the time at which a significant number of users start connecting to the AP in our
traces. It can be observed that although the model does not capture the time-of-the-day effects of the user
arrival process, both the theoretical and simulated expected proportions of victims matches when considering
the entire period.

We observe that after 11:AM, only 5 hours after users start connecting to the AP, users’ location privacy
is compromised. By the end of the day, 80% or the users who connected through the AP were compromised.
This moderate example shows the immense threat users are exposed to, as it is expected that for more
popular hotspots, e.g., airports, the compromise time will be even shorter.
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Figure 8: Experimental results. The parameters were set to: Ay, = 23.6 users/h, Apy, = 1/0.9 (users stay
connected for 54 minutes on average), Agtq = 10 req./h, Apgs = 0.05 req./h, and a1,ps = 0.2. The solid
curve represents the experimental proportion of victims, whereas the dashed curve represents its theoretical
counterpart. The vertical lines represent the respective average compromise times.

6 Countermeasures and Discussion

In this section, we discuss possible countermeasures and business opportunities.

Countermeasures Cryptographic primitives are efficient at protecting users’ privacy, but because of the
way networking protocols operate, they may not be sufficient, in particular, when the private information is
the source IP address.

Hiding users’ actual source IP from the destination (i.e., the adversary) naturally comes to mind as
a straightforward countermeasure against the considered threat. This can be done in several ways. In
relay-based anonymous communications, a user’s traffic is forwarded from the source to the destination
by several relay nodes, in such a way that the destination cannot know the user’s source IP. Examples of
such networks include Tor [6], mix networks [2, 5], or simple HTTP proxies [21]. With Virtual Private
Networks (VPNs) [10], the user is assigned an IP address that belongs to a remote network (e.g., a corporate
network [3] or commercial/public VPN [24, 20]). To the adversary, the user’s requests appear to originate
from within the remote network, whose location is different from that of the user. Unfortunately, most users
are not aware of such techniques [26].

Alternatively, these countermeasures can be implemented by ISPs, for instance, by deploying a country-
wide NAT that aggregates traffic from all hosts connected to the ISP at several gateways (e.g., Telefon-
ica [25]) or by IP Mixing [18]. This also applies to operators of AP networks (e.g., Starbucks, AT&T
Wi-Fi). However, they may not have incentives to implement such solutions.

A second approach to thwart the threat consists in decreasing the knowledge of the adversary, by reduc-
ing the accuracy of the reported location and by increasing the uncertainty about the AP’s location. Exam-
ples of location PETs reducing the adversary’s accuracy include spatial cloaking [12] and adding noise to
reported locations [1]. To increase the adversary’s uncertainty, [15] proposes to inject “dummy” requests,
i.e., not related to the user’s location. It is not easy for users to implement these PETSs, because some geolo-
cation requests are implemented in the operating system, which is often controlled by the adversary (e.g.,
Google Android). Moreover, when these techniques are implemented in a non-coordinated fashion, the ad-
versary might still be able to infer the actual location by filtering out requests that stand out from the bulk
(increasing its certainty) and averaging the remaining requests (increasing its accuracy). Better results can
be achieved by having the AP operators implement the location-privacy preserving mechanisms, but they
might lack incentives to do so.

Finally, as highlighted by our analysis, various other countermeasures can be implemented by the ISP
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or the AP’s owner: reduce the DHCP lease, always allocate a new IPs, trigger the IP change when the traffic
is low or purposely impose silent periods around the renewal time (reducing the chances that the adversary
infers the IP change from authenticated requests). Unfortunately, all these have a negative effect on the
quality of service and impose a significant overhead in network management, and are thus unlikely to be
deployed in practice. Besides technical countermeasures, one may also envision a “Do-not-geolocalize”
initiative, similar to “Do-not-track” [8], allowing users to opt-out of being localized.

The evolution of the threat with IPv6  With IPv6, each host has a public IP, composed of a prefix (Ileftmost
64 bits), shared with other hosts in the same network, and a unique host part (rightmost 64 bits). Sharing a
prefix is analogous to sharing a public IPv4 address behind a NAT: (IPv4, Location) mappings correspond
to (Prefix, Location) mappings. Because IPv6 prefixes are intended to be less dynamic than IPv4 addresses,
the threat is expected to be amplified.

Business opportunities Beyond threatening the location-privacy of users, the (IP, Location) mapping
technique presented in this paper can be used as a novel IP-location solution potentially improving on ex-
isting solutions [16, 27]. Online service providers, such as Google and Microsoft, are in a position to build
and monetize this service. Because ISPs hold the mappings and can prevent the service providers to build
the mapping (using the aforementioned countermeasure) they can make a profit either by selling IP-location
to service providers (e.g., Verizon in the US [4]) or by selling the privacy-protection to users.

7 Conclusion

In this paper we present a practical threat, effectively demonstrating that the location privacy of users con-
necting to hotspots can be compromised by others. The scale of the threat is immense because it simply
leverages on the way most networks are designed. Our theoretical and experimental analysis allows us to
quantify the threat and identify the key parameters and their impact on the adversary’s success. We survey
possible countermeasures and we find that adequate ones can be used to protect individual users’ location
privacy. However, to completely thwart the threat, these countermeasures need to be widely deployed.

We intend to further study this threat by focusing on the following aspects: (i) accuracy of a novel IP-
location service, based on (IP, Location) mappings; (ii) refinement of the model, for instance by modeling
users arrivals with inhomogeneous Poisson process to capture time-of-the-day effects; (iii) adversary’s in-
ference about IP changes, taking into account e.g., persistent connections, fingerprinting users’ connections,
and the trade-off between the probability of inferring the IP change and the adversary’s confidence; and
(iv) adversary’s ability to track users’ locations, as users move and connect to different APs over time.
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Appendix

Symbol Definition
T DHCP lease time
DNew Probability of being assigned a new IP
I k-th sub-interval
t Relative time within a sub-interval
AArr Rate of user arrivals at AP
Narne(t) Number of arrivals in an interval of length ¢
Tour Time users stay connected to the AP
1/ADur Average time users stay connected to the AP
Four, four Pdf/cdf of Ty
Ncon Average number of users connected to the AP
AStds AAuth Rates of user standard/authenticated requests
Psq(t), Pautn(t) Probability that a user makes at least one re-
quest
during an interval of length ¢
QO1,BS Proportion of users who make LBS requests
ALBS Rate of user LBS requests
A1Bs Aggregated rate of users’ LBS requests
TComp First time an LBS request occurs in a sub-interval
Fcomps foomp Pdf/cdf of Tcomp
w Length of the vulnerability window
AT Time interval used to infer IP changes
Frink(t) Probability of inferring IP change before time ¢
Fls/fgp(t) Probability of having the mapping before time ¢ € I,

Table 1: Table of symbols.
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Abstract

Large numbers of people all over the world read and congitauvarious review sites. Many contrib-
utors are understandably concerned about privacy in geaeda specifically, about linkability of their
reviews (and accounts) across multiple review sites. Is plhiper, we study linkability of community-
based reviewing and try to answer the questionwhat extent are "anonymous” reviews linkable, i.e.,
highly likely authored by the same contributoB®ased on a very large set of reviews from one very
popular site (Yelp), we show that a high percentage of o#gignanonymous reviews can be accurately
linked to their authors. This is despite the fact that we @sg simple models and equally simple features
set. Our study suggests that contributors reliably explosie identities in reviews. This has important
implications for cross-referencing accounts betweereréffit review sites. Also, techniques used in our
study could be adopted by review sites to give contributeeslback about linkability of their reviews.

1 Introduction

In recent years, popularity of various types of review anchicwnity-knowledge sites has substantially in-
creased. Prominent examples include Yelp, Tripadvisomi&ps, Wikipedia, Expedia and Netflix. They
attract multitudes of readers and contributors. While thner usually greatly outnumber the latter, contrib-
utors can still number in hundreds of thousands for larges sguch as Yelp or Wikipedia. For example, Yelp
had more thal9 million visitors and reached5 million reviews in late 2010 [1]. To motivate contributors
to provide more (and more useful/informative) reviewsiaiersites even offer rewards [2].

Some review sites are generic (e.g., Epinions) while otfi@rslomain-oriented, e.g., Tripadvisor. Large-
scale reviewing is not limited to review-oriented sites;fagt, many retail sites encourage customers to
review their products. e.g., Amazon and Netflix.

With the surge in popularity of community-based reviewimmre and more people contribute to review
sites. At the same time, there has been an increased awareitiesegard to personal privacy. Internet and
Web privacy is a broad notion with numerous aspects, manyhi¢twhave been explored by the research
community. However, privacy in the context of review sites ot been adequately studied. Although
there has been a lot of recent research related to reviewtépcus has been mainly on extracting and
summarizing opinions from reviews [6, 8, 18] as well as dateing authenticity of reviews [10, 11, 13].

In the context of community-based reviewing, contributdvary has several aspects: (1) some review
sites do not require accounts (i.e., allow ad hoc reviewd)amtributors might be concerned about linka-
bility of their reviews, and (2) many active contributorsveaaccounts on multiple review sites and prefer
these accounts not be linkable. The flip side of the privaoplem is faced by review sites themselves: how
to address spam-reviews and sybil-accounts?

The goal of this paper is to explore and measure linkabilityegiews by investigating how close and
related are a person’s reviews. That is, how accurately wdick a set of anonymous reviews to their
original author. Our study is based on otef00, 000 reviews and~ 2,000 contributors from Yelp. This
paper makes the following contributions:
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1. We provide a privacy measurement study where we extdnsigsess and measure reviews’ linkabil-
ity and show that anonymous reviews are accurately de-amiaeyg in the presence of very simple
features. For example, using only alphabetical letteritigions, we can link up to 83% (and 96%
with few additional features) of the anonymous reviews irthheal authors. We believe that the
findings in this study are very important and alarming fori@exers who are concerned about their
privacy.

2. We propose several models and improvements that quiteadety link “anonymous” reviews.

Our results have several implications. One of them is thityato cross-reference contributor accounts
between multiple (and similar) review sites. If a personutady contributes to two similar review sites
under different accounts, anyone can easily link them esinany people tend to consistently maintain their
traits in writing reviews. This is possibly quite detrimahto personal privacy. Another implication is
the ability to correlate reviews ostensibly emanating faifferent accounts that are produced by the same
author. Our approach can thus be very useful in detectingegéwing and, more generally, review spam
[10] whereby one person contributes from multiple accotm@rtificially promote or criticize products or
services.

One envisaged application of our technique is to have igated into review site software. This way,
review authors could obtain feedback indicating the degfdmkability of their reviews. It would then be
up to each author to adjust (or not) the writing style and otharacteristics.

Organization: Section 2 provides background information about techriqused in our experiments. The

sample dataset and study settings are addressed in Sectitwx8 our analysis methodology is presented
in Section 4. Section 5 discusses issues stemming from tinis. \WWhen, Section 6 overviews related work
and Section7 concludes the paper.

2 Background

This section provides some background about statisticds$ tesed in our study. We use two well-known
approaches based on: (1) Naive Bayes Model [12], (2) Kcilaeibler Divergence Metric [5]. We briefly
describe them below.

2.1 Nave Bayes Model

Naive Bayes Model (NB) is a probabilistic model based ondphenymous assumption stating that all
features/tokens are conditionally independent given lagsc Given tokensIy, 15, ..., T, in documentD,
we compute conditional probability of a document clésas follows:
P(T1, T, ..., T|C)P(C)

P(T1, T, ..., Ty)
_ P(T1|C)P(T2|0)....P(T,|C)P(C)
- P(Ty, Ty, ..., Ty)

Using the Naive Bayes assumption,

P(C|D) = P(C|T\, T, ..., Tn) =

P(T\, Ty, ..., T, |C) = P(Ty|C)P(T2|C).....P(T,|C)
To use NB for classification, we return the class value witlximam probability:
Class = argmaxcP(C|D) = argmaxcP(C|T1, T, ..., Ty) 1)

SinceP (T4, T3, ..., T,,) is the same for all” values, and assuming(C') is the same for all class values, the
above equation is reduced to:

Class = argmazcP(T1|C)P(T2|C).....P(T,|C)
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Probabilities are estimated using the Maximum-Likelihestimator [5] along with Laplace smoothing
[14] as follows:

P(T;|C) =
NumofT;in D + 1
Num of Tokensin D + Num Possible Token Values

2.2 Kullback-Leibler Divergence Metric

Kullback-Leibler Divergence (KLD) metric measures thetaiee between two distributions. For any two
distributionsP and(@), it is defined as:

P(i))
Qi)
KLD is always positive: the closer to zero, the cloggris to P. It is an asymmetrical metric, i.e.,

D (P||Q) # Dy (Q||P). To transform it into a symmetrical metric, we use the follegvformula (that
has been used in [20]):

Dii(P||Q) = Z_P(z’)log(

SymDri(P,Q) = 0.5 X (D (P|Q) + D (Q|I P)) @)

Basically, Sym Dy, is a symmetrical version aby,; that measures the distance between two distributions.
As discussed below, it is used heavily in our study. In thé oféshe paper, the term "KLD” stands for
Sykall.

3 Data Set and Study Settings

Data SetClearly, a very large set of reviews authored by a large nurnbeontributors is necessary in
order to perform a meaningful study. To this end, we collédtg)76, 850 reviews forl, 997 contributors
fromyel p. com a very popular site with many prolific contributors. The mom number of reviews per
contributor is330, the maximum -3, 387 and the average 539 reviews, with a standard deviation 834.
For the purpose of this study, we limited authorship to fimdontributors, since this provides more useful
information for the purpose of review linkage. Note that 56f4he contributors authored fewer thafo
reviews and 76% authored fewer thg00. Only 6% of the contributors excedd000 reviews. Additionally,
50% of the contributors write reviews shorter thiai) words (on average) and 75% — have average review
size smaller than85. Also, 97% of contributors write reviews shorter thz® words. The overall average
review size is relatively small +49 words.

Study SettingsOur central goal is to study linkability of relatively priii reviewers. Specifically, we want
to understand — for a given prolific author — to what extent safhis/her reviews relate to, or resemble,
others. To achieve that, we first randomly order the revieissaoh contributor. Then, for each contributor
U with Ny reviews, we split the randomly ordered reviews into two:sets

1. FirstNy — X reviews: We refer to this as théentified record (IR) of U.

2. Last X reviews: These reviews represent the full set of anonymeviews of U from which we
derive several subsets of various sizes. We refer to eadmesétsubset as amonymous record
(AR) of U. An AR of sizei consists of the first reviews of the full set of anonymous reviews(of
We vary the AR size for the purpose of studying the user reviiwkability under different numbers
of anonymous reviews.

INote that, under certain conditions, NB and asymmetrical DKimodels could be equivalent. That is,
argmazciessP(Class|T1, Ts, ..., Ty) is equivalent toargminciqss Dii (T oken_distribution||Class_distribution), where
T1,T>,...T,, are the tokens of a document and Token_distribution is their derived distribution. The proof for this equiva-
lency is in [20]. However, this equivalence does not hold mive use the symmetrical versidym Dy;.
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Since we want to restrict the AR size to a small portion of thimplete user reviews set, we restrétto 60
as this represents less than 20% of the minimum number awevior authors in our set (330 total). We use
the identified records (IRs) of all contributors as the training set upon which wédmodels for linking
anonymous reviews. (Note that the IR size is not the samdlfoomtributors, while the AR size is uniform.)
Thus, our problem is reduced to matching an anonymous reodtd corresponding IR. Specifically, one
anonymous record serves as an input to a matching/linkindeinand the output is a sorted list of all
possible account-ids (i.e., IR sets) listed in a descendidgr of probability, i.e., the top-ranked account-id
corresponds to the contributor whose IR represents thepnaisable match for the input anonymous record.
Then, if the correct account-id of the actual author is amtopgl” entries, the matching/linking model has
a hit; otherwise, it is a miss. Consequently, our study kmen to exploring matching/linking models that
maximize the hit ratio of the anonymous records for varyiatugs of bothl” and AR sizes. We consider
two values ofT": 1 (perfect hit) and 10 (near-hit). Whereas, for the AR size,experiment with a wider
range of values which includes: 1, 5, 10, 20, 30, 40, 50 and\@@e that in this paper, linkability ratio and
hit ratio are used exchangeably.

Even though our focus is on the linkability of prolific usens also attempt to assess performance of
our models for non-prolific users. For that, we slightly ojp@rthe problem setting by making the IR size
smaller; this is discussed in Section 4.4.

4  Analysis

As mentioned in Section 2, we use Naive Bayes (NB) and Kckhaeibler Divergence (KLD) models.
Before analyzing the collected data, we tokenize all regiand extract four types of tokens:

1. Unigrams: set of all single letters. We discard all non-alphabetiteracters.
2. Digrams: set of all consecutive letter-pairs. We discard all norirahgtical characters.
3. Rating: rating associated with the review. (In Yelp, this rangesveen 1 and 5).

4. Category: category associated with the place/service being reviewbdre are 28 categories in our
dataset,

Note that we experimented our models on larger token setselyatrigram and stemmed-word sets.
Surprisingly, they mostly perform worse(in terms of linkap) than unigrams or digrams. Before proceed-
ing, we re-cap abbreviations and notation in Table 1.

4.1 Methodology

We begin with the brief description of the methodology fae tivo models.

4.1.1 Nave Bayes (NB) Model

For each accountR, we built an NB model P(token;|IR), from its identified record. Probabilities are
estimated using the Maximume-Likelihood estimator [5] araplace smoothing [14] as shown in 2. We then
construct four models corresponding to the four aforeroeeti token types. That is, for ea€R, we have
Punigram- Pdigrama Pcategory andPrating-

To link an anonymous record R to an accounf R with respect to token typ&, we first extract all
R-type tokens fromdR, Tr,,TR,, ... Tr, (WhereTk, is thei-th R token inAR). Then, for eac R, we
compute the probability’r (I R|Tr,, Tr,, -...Tr, ). Finally, we return a list of accounts sorted in decreasing
order of probabilities. The top entry represents the masbginle match.
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NB | Naive Bayes Model
KLD | Symmetrical Kullback-Leibler Model
R | Token Type: rating, unigram or digram
LR | Linkability Ratio
AR | Anonymous Record
IR | Identified Record
SymDgrp(IR, AR) | symmetric KLD betweed R and AR
SymDgrp.- | sSymmetric KLD of rating tokens
SymDgkrp. | symmetric KLD of category tokens
SymDgrpy | symmetric KLD of lexical tokens
SymDgrp.r. | Symmetric KLD of rating and categor
SymDgrpire | Symmetric KLD of all tokens

<

Table 1: Notation and abbreviations.

4.1.2 Kullback-Leibler Divergence (KLD) Model

We use symmetric KLD (see Section 2) to compute the distaatveden anonymous and identified records.
To do so, we first compute distributions of all records andhthe smooth the distributions via Laplace
smoothing [14](same as the probability estimation in exgld in Naive Bayesian in Section 2). As before,
we compute four distributions. To link R with respect to token typ&, we computeSym Dy, between the
distribution of R for AR and the distribution of for eachI R. Then, we return a list sorted in ascending
order of SymDkp(IR, AR) values. The first entry represents the account with the rikedy Imatch.

4.2 Study Results

We now present the results corresponding to the lexicalnmkd&hen, in the next section, we experiment
with some combinations of lexical and non-lexical ones.

4.2.1 Lexical — Results

Figures 1(a) and 1(b) depict LRs (Top-1 and Top-10) for NB KhD with the unigram token. As expected,
with the increase in the anonymous record size, the LR gravis:high in both Top-1 and Top-10 plots.
For example, in Top-1 of both figures, the LRs are around: 1998 and 83% for anonymous record
sizes of 10, 30 and 60, respectively. Whereas, in Top-10 tif figures, the LRs are around: 45.5%, 83%
and 96% for same record sizes. This suggests that reviewsgny linkable based on trivial single-letter
distributions. Note that the two models exhibit similarfpemance.

Figures 1(c) and 1(d) consider the digram token. In both rspdlee LR is impressively high: it gets as
high as 99.6%/99.2% in Top-1 for NB/KLD for an AR size of 60.rlexample, the Top-1 LRs in NB are:
11.7%, 62.9%, 87.5% and 97.1%, for respective AR sizes of 10%and 20. Whereas, in KLD, the Top-1
LRs for record sizes of 10, 30 and 60 are: 1.9%,74.9% and 9%28pectively.

Unlike unigrams — where LRs in both models are comparable B KlLdigram starts with LRs consid-
erably lower than those of NB. However, the situation changken the record size reaches 50, with KLD
performing comparable to NB. One reason for that could beKh® improves when the distribution of
ARs is more similar to that of corresponding identified relspithis usually occurs for large record sizes, as
there are more tokens.
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Figure 1: LRs of NB and KLD models for unigrams and digrams

Not surprisingly larger AR sizes entail higher LRs. With NBlarger record size implies that, a given
AR has more tokens in common with the corresponding IR. Tansncrease in the prediction probability
P(IR|Th,T5,...T,,). For KLD, a larger record size causes the distribution @efifrom the AR to be more
similar to the one derived from the corresponding IR.

4.3 Improvement I: Combining Lexical with non-lexical Tokens

In an attempt to improve the LR, we now combine the lexicaétskwith the non-lexical ones.

4.3.1 Combining Tokens Methodology

This is straightforward in the NB. We simply increase thedistokens in the unigram- or digram-based NB
by adding the non-lexical tokens. Thus, for every AR, we haiezical _token;|I R), P(category_token;|I R)

andP(rate_token;|IR).

Combining non-lexical with lexical tokens in KLD is less ale One way is to simply averad®m Dk p
values for both token types. However, this might degradgpdréormance, since lexical distributions may
convey much more information than their non-lexical coypaets. Thus, giving them the same weight
would not yield better results. Instead, we combine themguaiweighted average. First, we compute the
weighted average of rating and categdtym Dk 1. p:

SymDkrpr.c(P,Q) =
B x SymDirp.r(P,Q)+ (1 —B) x SymDkrp.c(P,Q)
Then, we combine the above withym Dy 1, p of the lexical tokens to compute the final weighted average:

SymDKLD_l_r_c(Pv Q) =
a X SymDkrpi(P,Q) + (1 —a) x SymDkrpr.c(P,Q)

Thus, our goal is to get the rigltt and« values. Intuitively, lexicalSym Dk p should have more weight
as it carries more information. Since there is no clear wagssfgning weight values, we experiment with
several choices and pick the one with the best performaneegiscuss the selection process below. We
experiment only within the IR set and then verify the resgiseralize to the AR. This is done as follows:
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Figure 2: Results of combining different tokens using differérédnda values

First, for every IR, we allocate the last 30 reviews as angstecord and the remainder — as a training
record. Then, we experiment witym D1 p_- USiNg severals values and sef to the value that yields
the highest LR based on the testing records. Then, we expetimith Sym Dy p ;. Using severak
values and, similarly, pick the one with the highest LR.

Since or o could assume any values, we need to restrict their choiomss,Fwe experiment with a
range of values, froito 1.00 in 0.1 increments. Fot, we expect the optimal value to excef, since the
LR for lexical tokens is probably higher than non-lexicaéenTherefore, we experiment with the weighted
average by varying: betweer0.9 and0.99 in 0.01 increments.

If the values exhibit an increasing trend (i.8ymDgrpi . ata of 0.99 is the largest in this range)
we continue experimenting in te99 — —1.00 range in0.001 increments. Otherwise, we stop. For further
verification, we also experiment with smallervalues: 0.0,0.3,0.5,0.7,and 0.8, all of which yield LRs
significantly lower than 0.9 for both the unigram and digraife acknowledge that we may be missimgr
[ values that could further optimiz€ym Dk p ;... However, results in the following section show that
our selection yields good results.

Figure 2(a) shows LRs (Top-1) fgt values. The LR gradually increases until it tops ofat% with
£ = 0.5 and then it gradually decreases. Figure 2(b) shows LRs {Jdpr « values in the unigram case.
The LR has an increasing trend until it reacl6€3% with o = 0.997 and then it decreases. Figure 2(c)
shows LRs (Top-1) fory values in the diagram case where it tops offa% with a = 0.97. Thus, the
final values aré.5 for 3 and0.997/0.97 for alpha in the unigram/digram case. Even though we extract
andg values by testing on a record size of 30, the results in faligvections show that the derived weights
are effective when tested on ARs of other sizes.

4.3.2 Combining Lexical with Non-Lexical Tokens — Results

Figures 3(a) and 3(b) show Top-1 and Top-10 plots in NB and Kh@els of unigram tokens before and
after combining them with rating and category tokens. Addion-lexical tokens to unigrams substantially
increases LRs in several record sizes. In NB, the gain inITaRs ranges from 0.25-18.9% (1.4 - 15.7%
for Top-10 LRs). In KLD, the gain in Top-1 LRs ranges from 459 (2-7.8% in Top-10 LRs) for most
record sizes. These findings shows how effective is com@itiia non-lexical tokens with the unigrams. In
fact, we can accurately identify almost all ARs.

Figures 3(c) and 3(d) show the effect of adding ratings ameeoaies to digrams. The overall effect is
less: in NB (KLD) model, the increase in Top-1 LRs ranges fhB811.8% (0.2-2.7%) for most record sizes.
The increase is very similar in Top-10 plots.
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Figure 3: LRs for NB and KLD for combining ratings and categories witligrams or digrams
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Figure 4: LRs for NB and KLD in full and restricted identified set

4.4 Restricting Identified Record Size

In previous sections, our analysis was based on using thddtd set. That is, except for the anonymous
part of the data set, we use all of the user reviews as partroidentified set. Although the LR is high
in many cases, it is not clear how the models will perform wienrestrict the IR size. To this end, we
re-evaluate the models with the same problem settings, Veweith a restricted IR size. We restrict the IR
size to the AR size; both randomly selected without replaagm

Figures 4(a) and 4(b) show two Top-1 plots in NB and KLD modeise plot corresponds to the re-
stricted identified set and the other — to the full set. Tokesed in the models consist of digrams, ratings
and categories (since this combination gives the highe3t URlike the previous sections, where NB and
KLD behaved similarly, the two models now behave diffengnthen restricting the identified set. While
NB performs better than KLD on the full set, the latter parisrmuch better than NB when the identified
set is restricted. In fact, in some cases, KLD performs betteen the set is restricted.

The reason for this improved KLD performance might be thifadhg: in the symmetric KLD distance
function, the distributions of both the IR and AR have to be/\@ose in order to match regardless of the size
of the IR; unlike the NB, where larger training sets wouldd¢a better estimates of the token probabilities
and thus more accurate predictions.

In KLD, we achieve high LRs for many record sizes. For examptg-1 LRs in the restricted set are
74.5%, 88% and 97.1% when the anonymous (and identifiedjdextpes are 30, 40 and 60, respectively.
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Algorithm Match_All: Pseudo Code
Input: (1) Setof ARs:Sar = {AR:1, ARy, ..., AR, }

(2) Set of reviewer-ids / identified records:
Str={IR1,IR2,....,IR,}
(3) Set of matching lists for each AR:
S = {LiStAR] RN LiStARn}

Output:  Matching list: Sar = {(IRs,, ARj,), ..., {Ri,,, AR;,)}

© osetSy =10

1

2:  While|Sar| # 0:
3 Find AR; with smallestSym Dxrp in all lists in S,
4 Get corresponding reviewer-id?;

5: Add (IRJ‘,ARZ‘) to Sp

6: DeleteAR; from Sar

7: DeleteListar, from St

8 For eachList: in St,

9 Delete tuple containingR; from List,
0 End For

1

10:
11: End While

NOTE 1: Listar, in St is alist of pairs(IR;, Vi;) whereV;; = SymDxrp(IR;, AR;), forall j
NOTE 2: List ar, is sorted in increasing order &f;, i.e.,I R; with lowestSymDxrp(IR;, AR;) at the top.

Figure 5: Pseudo-Code for matching all ARs at once.

Whereas, the LRs in the full set for the same AR sizes are%7683% and 99.4%. When the record size
is less than 30, KLD performs better in the restricted sat tha full one. For example, when the AR size
is 20, the LR in the restricted set is 50.1% and 34.3% in thieski. In NB, Top-1 LR in the restricted
set is lower than the full set. For instance, it is 20.8%, 35ahd 62.4% for AR sizes of: 30, 40 and 60,
respectively. Whereas, for the same sizes, the LR is more@8%b in the full set.

This result has one very important implication: even witpywvemall IR sizes, many anonymous users
can be identified. For example, with only IR and AR sizes oy@0, most users can be accurately linked
(75% in Top-1 and 90% in Top-10). This situation is very commsace many real-world users generate 30
or more reviews over multiple sites. Therefore, even regiéwm less prolific accounts can be accurately
linked.

4.5 Improvement Il: Matching all ARs at Once

We now experiment with another natural strategy of attemgptib match all ARs at once.

4.5.1 Methodology

In previous sections, we focus on independently linking AReat a time. That is, the input to our match-
ing/linking model is one AR and the output is the user of thesebt IR. If we change the problem settings
and make the input a set of ARs(instead of one) where each Adddmeto a different user, we may be
able to improve the linkabilty knowing that an AR cannot bepped to more than one user. To this end,
we construct algorithm\/atch_All() in Figure 5 as an add-on to the KLD models suggested in prsviou
sections where the input is a set of ARs, each of which beltmgsdifferent user. The number of ARs in
the input is equal to the number of users in our dataset.

SymDgrp(IR;, AR;) symmetrically measures the distance between tiiéi;'6 and AR;’s) distribu-
tions. Since everyl R maps to a distinci R (AR; maps tal R;), it would seem that lowe$ym D g, p would
lead to a better match. We use this intuition to desigatch_All(). As shown in the figureM atch_All()
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Figure 6: Effects of M atch_All() on LRs in full and restricted identified set: before and afiets

picks the smallesSymDgrp(IR;, AR;) as the map betweehR; and AR; and then deletes the pair
(IR, V};) from all remaining lists inSz. The process continues until we compute all matches. Natg th
for any List sg,, (IR}, V) is deleted from the list only when there is another géiR;, V;;) in List ag,,
such thatSymDirp(IRj, AR;)) < SymDkrp(IR;, ARy), andIR; has been selected as the match for
AR;.The output of the algorithm is a match-listy; = {(/R;,, AR;j,), ..., {R;,, AR;,)}.

We now consider how/ atch_All() could improve the LR. Suppose that we have two AR%; and
AR; along with corresponding sorted lists and L; and assume thdtR; is at the top of each list. Using
only KLD (as in previous sections), we would retufi®; for both ARs and thus miss one of the two.
Whereas Match_All, would assign/ R; to only one AR — the one with the smallé&lymDgkrp(IR;,...)
value. We would intuitively suspect th&ymDyp(IR;, AR;) < SymDgrp(IR;, AR;) sincelR; is
the right match forAR; and thus their distributions would probably be very closéthis is the case,
Match_All would deletel R; (erroneous match) from the top 6f which could help clearing up the way
for I R; (correct match) to the top di;.

We note that there is no guarantee thétutch_All() will always work: one mistake in early rounds
would lead to others in later rounds. We believe thiattch_All() works better ifSym Dy p(IR;, AR;) <
SymDgkrp(IR;, AR;) (j # 1) holds most of the time.

In the next section, we show the results\dfitch_All() when we experiment with the KLD model with
digram, rating and category tokefs.

4.5.2 Results

Figures 6(a) and 6(b) show the effect/afatch_All() on Top-1 LRs in both the restricted identified set and
the full identified set, respectively. The combination aigtam, rating and category tokens are used. Each
figure shows two Top-1 plots: one for the LR after usvigitch_All and the other — for the LR before using

it. Clearly, Match_All is effective in improving the LR for almost all record sizd=or the restricted set,
the gain in the LR ranges from 1.6-16.4% for nearly all AR siz& Similar increase is observed in the full
set that ranges from 1-23.4% for most record sizes. This shioat theM atch_All is very effective when
used with diagram, rating and category tokens. The privagylication of Match_All is important as it
significantly increases the LR for small ARs in the restdcget. This shows that privacy of less prolific
users is exposed even more withatch_All.

4.6 Improvement Ill: Improving Linkability for Small Anony mous Records

Although most of the proposed exhibits higli’'s when theAR size is large, the linkability is not as high
for small record sizes. For improving theR for small AR (in the full identified set), we consider the
N B model that uses diagrams, ratings and categories as itasddkee Section 4.3.2) as a base for our

2We also triedM atch_All() with the NB model and it did not improve the LR.
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Figure 7: Effects of smoothing and review length on LRs: before aneradftots

improvement. We use this model as it performs the best fotl gkR&s comparable to other models. To that
end, we first change the way we smooth the probabilities &sifei

P(token;|IR) =
Num Token; in D + n
Num Tokensin D + n X Num Possible Tokens

Unlike the models in the previous sections (see Sectid)ould take values other thadn In fact, we
experiment with several different values and we find thatlue of0.5 gives the best performarfceThe
intuition is that setting; to a value less thah may help downscale the effect of noisy digrams that the user
rarely use. Additionally, we leverage the length of the @exd, the number of the alphabetical letters, as an
additional feature to the model. We consider the length ®féviews as we intuitively believe that different
users tend to write longer/shorter reviews than others. \Waefthe length as a normal distribution and we
use the maximum likelihood estimate to set the distribuparameters [14, 5].

Figure 7 shows the effect of this improvement. For claritg @nly show the improvement resulting
from combining the two aforementioned steps. As shown, te'LRs gain roughly ranges from 0.5%-
5%. For example, fod R size of 5, 7 and 10, the Top-4LR approximately increases from 65%, 79% and
89% to 68%, 84% and 92%, respectively. Similar increase®lbserved in the Top-10 R which reach
88%/98% forAR size of 5/10 (and up to 30%/54% ferR size of 1/2).

4.7 Study Summary

We now summarize the main findings and conclusions of ourystud

1. TheLR becomes very high — reaching up~4099.5% in both KLD and NB when using only digram
tokens. (See Section 4.2.1).

2. Surprisingly, using only unigrams, we can link up to 83%ath NB and KLD models, with 96% in
Top-10. (See Section 4.2.1). This suggests that revieweisse a great deal merely from their single
letter distributions.

3. Non-lexical tokens are very useful in tandem with lexic&iens, especially, the unigram: we observe
a~19%/12% Top-1LR increase in NB/KLD for some cases. (See Section 4.3.2).

®Here, documenD refers to the Identified Recorti?
“Note that we experiment on only the training set and pick the best value
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4. Relying only on unigram, rating and category tokens, we aecurately link 96%/92% of the ARs
(size 60) in NB/KLD. (See Section 4.3.2).

5. Restricting the IR size does not always degrade linkgbli KLD, we can link as many as 97% ARs
when the IR size is small. (See Section 4.4).

6. Linking all ARs at once (instead of each independentlypsiemprove accuracy. The gain is up to
16/23% in restricted/full set. (See Section 4.5.2).

7. Generally, NB performs better than KLD when we use theidightified set and KLD performs better
when we use the restricted identified set.

8. Combining review length with different smoothing teajues is helpful in increasing the linkability
for small AR and the Top-1/Top-1@.R reach 92%/98% foA R size of 10(See Section 4.6).

5 Discussion

Implications. We believe that the results of, and techniques used in, thiy hhave several implications.
One implication is the possibility to cross-reference acts (and reviews) among multiple (similar)review
sites. If a person contributes to two similar review sitedamtwo identities, it is likely that sets of reviews
from these sites can be linked. This could be quite detriai¢atcontributors’ privacy. Another implication
is the ability to correlate — on the same review site — mudtiptcounts that are in fact manipulated by
the same person. This could make our techniques very usefldtecting review spam [10], whereby a
contributor authors reviews under different accounts ta talso self-promote) or criticize a product or a
service.

Prolific Users. While there are clearly many more occasional (non-prolifes)iewers than prolific ones,
we believe that our study of prolific reviewers is importaot, two reasons. First, the number of prolific
contributors is still quite large. For example, from onlyeaeview site — Yelp — we identified 2, 000 such
reviewers. Second, given the spike of popularity of revigesg1], we believe that, in the near future, the
number of such prolific contributors will grow substantyallAlso, even many occasional reviewers, with
the passage of time, will enter the ranks of “prolific” ones,,iby slowly accumulating a sufficient corpus
of reviews over the years. Nevertheless, our study suggfestsrivacy is not high even for non-prolific
users, as discussed in Section 4.5. For example, when ba&hdRR sizes are only 20 (i.e., total per user
contribution is 40 reviews), we can accurately link arouf&o/f anonymous records to their reviewers.
Anonymous Record Size Our models perform best when the AR size is 60. However, feryekeviewer

in our dataset, 60 represents less than 20% of that perstalsiumber of reviews. Also, using NB coupled
with digram, rating, category and length features, we canrately link most anonymous records when AR
size is small (see Section 4.6).

Unigram Tokens. While our best-performing models are based on digram tqkemsalso obtain high
linkability results from unigram tokens that reach up to 8®%% in the Top 10) in NB or KLD. The results
improve to 96/92% when we combine unigrams with rating aridgmy tokens. Note that the number of
tokens in unigram-based models is 59 (26) tokens with (withcombining them with rating and category
tokens. Whereas, the number of tokens in diagram-basedIsnigsd@&76 (709 when combined with rating
and category tokens). This makes linkability accuracy thase unigram models very comparable to its
diagram counterpart, while the number of tokens is signifigatewer. This implies a substantial reduction
in resources and processing power in unigram-based modethwould make them scale better. For
example, if we assume that the attacker wants to link a sehafiyanous reviews tonanylarge review
datasets, unigram-based models would scale better, whiletaming similar level of accuracy.
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Potential Countermeasures.One concrete application of our techniques is via integnatvith the review
site’s front-end software in order to provide feedback tthers indicating the degree of linkability of their
reviews. For example, when the reviewer logs in, a linkgbiilbminal/categorical value (e.g. high, medium,
and low) could be shown indicating how some of his/her resié&elected randomly) are linkable to the rest.
It would then be up to to the individual to maintain or modiheir reviewing patterns to be less linkable.
Another way of countering linkability, as suggested in [1iS]for the front-end software to automatically
suggest a different choice of words that are less reveal@ss fpersonal) and more common among many
users. We suspect that, with the use of such words, reviewfhvioe less linkable and lexical distributions
for different users would be more similar.

6 Related Work

Many authorship analysis studies are in the literature. Agrtbe most related recent studies are [16, 15, 3].
In [16], a large scale author identification techniques €daan linguistic stylometry) are evaluated on blog
de-anonymization. While the problem formulation is simila ours, there are notable differences. First,
we study the linkability in a different context; i.e., useviews. User reviews have ratings and categories,
which prove useful in some scenarios, while blogs(used @j)[@lo not. Additionally, user reviews are
shorter while blogs could be as long as an article. Moreassr reviews are mainly about user evaluations
of a specific service/product while blogs could be very ramdsuch as news reporting or literature-related
work. Second, our study points to high linkability ratiostieer reviews, nearly 100% Top-1 linkability
ratio, where as in [16], the Top-1 linkability ratio is araiB0%?°. Third, our study shows high linkability
ratios in the presence of very simple features. A relatetlpro is explored in [15]. It focuses on identifying
authors based on reviews in both single- and double-bliagdademic peer-reviewing processes of scientific
journals and conferences. Naive Bayes classifier is uskuhg with word-based tokens —to identify authors
and the best result is around 90%. This work is different faurs in several aspects. First, it explores the
author identification in a very restricted domain; i.e., daraic paper reviews. Second, the number of
candidate authors is aroud which is less than ours( 2000). Third, the number of features used in [15]
is large where unigram, bigram, and trigrams based on wasisjuence of one, two and three words) are
used. In ours, we only use unigrams and bigrams that are lmskadters (in addition to the ratings and
categories). The work in [3] also considered author idexaiion and similarity detection by incorporating
arich set of stylistic features along with a novel techn{fgased on Karhunen-Loeve-transforms) to extract
write-prints. An identification performance of 91% is acltid. The same approach is tested on a large
set of Buyer/Seller Ebay feedback comments collected frémayE Such comments typically reflect one’s
experience when dealing with a buyer or a seller. Unlike @megal-purpose reviews, these comments do
not review products, services or places of different caiego Additionally, the scale of the problem is
different and the analysis is performed for only 100 auth@a author identification technique based on
frequent pattern write prints is shown in [9] and author tiferation techniques based on extracting lexical,
syntactic, structural and content-specific features ard fheding them to some classifiers are shown in
[21]. For a comprehensive overview of authorship analysidiss, we refer to [19].

While many of the author identification studies are somevdirailar to our present work, there are
some notable differences. First, we perform authorshiptifieation analysis in a context that has not been
extensively explored — generic user reviews. User revieerganerally are less formal and less restricting
in the choice of words. In a review, the author generally s something and thus the text conveys
some evaluation and personal opinions. In addition, revieantain other non-textual information, such
as the ratings and categories of things being reviewed. eTtygees of extra information provide added

SNote in [16], the identification accuracy is increased to 80mot making a guess when there is not enough confidence;
however, this does not increase the linkability ratio (Hdsdow).
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leverage(shown in 4.3). Second, our problem formulatiodifferent. We study linkability of reviews in
the presence of a large number of prolific contributors whieeenumber of anonymous reviews could be
more than one (up to 60 reviews). Whereas, most prior wogkrgits to identify authors from a small set
of authors, each with small sets of texts. Third, we show Hiigikability ratios in the presence of very
simple features. For example, reviewers can be accuratehtified from their letter distributions. These
measurement results are very alarming for users concebuad toeir privacy.

Some work is done in recovering authors based on their igtirging external knowledge such as [7] and
[17]. Another related research effort assesses authigntitreviews [10]. A related study in [4] proposes
linguistic-based techniques to detect user attempts thigir writing styles.

7 Conclusion

Large numbers of Internet users are becoming frequenbkgsitnd contributors to various review sites. At
the same time, they are concerned about their privacy. snpduper, we study linkability of reviews. Based
on a large set of reviews, we show that a high percentage (8%86me cases) are linkable, even though
we use very simple models and very simple features set. Qdy suggests that users reliably expose their
identities in reviews, which could be partly due to the wag tisers write their reviews and the places they
select to review. This has certain important implicatioos dross-referencing accounts among different
review sites and detecting people who write reviews undiéerént identities. Additionally, techniques
used in this study could be adopted by review sites to givériboors feedback about linkability of their
reviews.
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Abstract

In this paper, we propose a new privacy-preserving smart coupon delivery system called PiCoDa.
Like prior work on private behavioral targeted advertising, PiCoDa protects user data by performing
targeting on the end-user’s device. However, PiCoDa makes two more guarantees: it verifies a user’s
eligibility for a coupon, and it protects the vendor’s privacy by not revealing the targeting strategy.

To accommodate the constraints of different targeting strategies, PiCoDa provides two targeting
protocols that tradeoff user privacy and vendor privacy in different ways. We show how both designs
meet requirements for user privacy, vendor protection, and robustness. In addition, we present simulation
results of the protocols using realistic parameters to further validate the efficiency and effectiveness of
PiCoDa.

1 Introduction

In recent years, online advertising has come to rely more heavily on behavioral targeting.Behavioral target-
ing allows vendors to provide more relevant messages by using indicators of interest from historical data
about a user. From the user’s perspective, better targeting is beneficial as it leads to more personalized
service and less exposure to information that is not of interest to them. Particularly interesting is how be-
havioral targeting incorporate not just web data, but physical contextual data like location, time of day, and
proximity to other individuals [9].

However, despite the incentives to both vendors and users, the current practice of behavioral targeting
raises great privacy concerns among users [15]. In order to target accurately, vendors need to know adequate
information about users, such as their demographics, geographic locations, purchase behaviors, browser and
internet search histories. However, collecting such information is usually in conflict with user privacy.
Enabling accurate behavioral targeting without compromising user privacy is a challenging problem.

In this paper, we propose a new privacy-preserving smart coupon delivery architecture called PiCoDa.
Instead of doing the behavioral matching for coupon requirements on the vendor side, we propose to perform
it on the user device. This allows a vendor to deliver targeted coupons while users keep full control of their
behavioral data, which never leaves the user’s device. Shifting the behavioral targeting computations to
the client device is not a new idea and has been recently applied to the context of personalized search [16]
and online advertising [12, 7, 6, 3]. However, targeted coupon delivery poses additional challenges beyond
those demanded by targeted advertising. Shifting the computations for behavioral matching to the user’s
device alone is insufficient to protect both users and vendors. First, coupons must be delivered only to the

*Work was done when all authors were affiliated with PARC

94



—————————— | 2. sends protected

| .
Eligibility test::targeted behavior model

|
| [ . |
i i 1. collects : Il\r;lterka ctt_lve |
| | information and ' : Sar eing |
! m ! targets privately :___?EV_'?(-:‘_S__}
QY ! 3. redeems coupon
| | Consumer
U I

User Vendor database

Figure 1: An Exemplary Architecture of Activity-based Targeting

eligible users to prevent coupon exploits. The simpler strategy of pushing down all the coupons in clear and
asking the user’s device to select ones the user is eligible for does not work well. It exposes the coupons to
malicious users who are trying to get discounts they may not have qualified for. Second, a targeting system
should ensure that non-eligible users learn nothing about the vendor’s targeting strategy (i.e., the coupon’s
eligibility requirements) beyond their non-eligibility.

Given the complexity of the vendor’s targeting strategy, we present two different operating modes for
PiCoDa. The first is a non-interactive design that guarantees that behavioral data never leaves a user’s device
during the coupon targeting process. However, as discussed later in the paper, the non-interactive protocol
is only suitable when the vendor’s targeting strategy for a coupon is difficult to guess, i.e., its entropy is at
least 80 bits. When the vendor’s targeting strategy is not hard to guess, we propose a three-round interactive
protocol between a PiCoDa server and a user device. In this case, some information about the user’s data
does leave the client device, but in an indecipherable form that is useless without later cooperation, which the
user only provides when they redeem the coupon. We show later in the paper that both designs provide user
privacy, vendor protection, and system robustness. Our simulation results with realistic parameter selections
further validate the efficiency and effectiveness of our designs.

The rest of the paper is organized as follows. Section 2 introduces the system model, threat model, and
our design goals. Then we provide the detailed description of PiCoDa in Section 3. Section 4 gives the
security analysis, followed by Section 5, which reports simulation results. Section 6 overviews the related
work, followed by our conclusions in Section 7.

2 Problem Statement
2.1 System Model

We consider PiCoDa, the privacy-preserving smart coupon delivery architecture, involves two different en-
tities, as illustrated in Fig. 1: the user, who wants to enjoy personalized coupon delivery service while
releasing as little as possible private personal data, and the vendor, who wants to provide accurate user
targeting via behavior analysis while protecting itself from coupon exploitation attacks. In addition, we
also assume a consumer database in our architecture, which provides proprietary background information
(possibly coarse-grained) of consumers to help vendors conduct better targeting services.

The user has a mobile device, which maintains the personal information locally on the device. For
simplicity, we assume the user’s behaviorial data can be represented as a vector where each entry can be
either an integer or real number, denoting representative statistics of different kinds of user behavior over a
certain amount of time. For example, these elements in the vector could represent statistics of URL streams
in the browsing history, or the number of times specific websites have been visited. The integers could also
represent location traces, such as the number of times of different geo-locations that have been visited. The
user local data changes over time, and provides the most recent targeting information for vendors.
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The vendor, who maintains a PiCoDa server for coupon targeting, usually learns some information (e.g.,
name, mailing address, etc.) about users when they enroll in a loyalty or a coupon delivery program. They
may also have a user disclosed profile or can contact commercial consumer databases to learn more (e.g.,
gender, ethnicity, marital status etc.) about their users. We assume such coarse-grained information is static
or changes slowly in practice. By combining the static background information and its proprietary behav-
ioral targeting models, a vendor can effectively create the eligibility requirements expressed as targeting
strategy for a coupon and only those users that are eligible for the requirements will receive the coupons.

2.2 Behavior Encoding

A vendor may use many different criteria for deciding whether to deliver a particular user a coupon. For
example, a vendor may want to reach loyal customers. This is partially reflected by how frequently the
user has visited the vendor’s store over the past month. Loyalty may also be measured by the user’s past
purchasing behavior. Or, the vendor may want to reach new potential customers. This might be inferred
from visitors to a competitor’s store. Vendors may wish to filter prospective coupon recipients according to
the probability of the coupon increasing the recipient’s future loyalty. This might be informed by a record of
coupon deliveries in the past. Finally, physical constraints or inconvenience factors may also be considered.
It does not make sense to send a user in New York a coupon redeemable only at California.

In order to accurately answer above questions, vendors must start from the user’s behavior raw data and
generate/estimate an eligibility strategy w. In order to be effective, w must be expressive enough to reflect
vendor’s strategies. In mobile domain, we consider features from four different types of user behavior:
browsing history, geographic traces, purchasing information, and message/contact information. For each
coupon, frequency and feature counts might be aggregated over several weeks, while the targeting window
could cover a shorter period of a few days.

Fig. 2 gives a more detailed list of features that might be used in a typical targeting scenario. A vendor
chooses the features and values of the features they wish to target, and assembles them into a vector. For
example, to target users that visited the vendor’s website at least twice in the past five days, had visited the
vendor’s retail store three times in the past 10 days, and had made four purchases in the past month, the
vector w might be encoded as (2, 3,4) for features (w;, w2, w3) where w; is number website visits in the
past five days, ws is the number of retail store visits in the past 10 days, and ws indicates the number of
purchases in the past month. In our current system, we restrict criteria to approximate or exact equality
matching.

2.3 Security Threats and Design Goals

We consider the protection in the PiCoDa architecture design from both user and vendor sides. Both the
user’s local behavioral information and vendor’s targeting strategy (i.e., the proprietary algorithms utilizing
the user’s up-to-date behavioral data, purchased or collected static data about users and eligibility require-
ments of a particular coupon) should be protected. In other words, the system should satisfy the following
properties:

e User data privacy. Our design aims to guarantee that no user behavioral data is revealed to the
vendor during the targeted coupon delivery unless the coupon is redeemed. In case the vendor’s
targeting strategy is complicated and hard to guess, our design further aims to achieve an ideal case in
which the communication between user’s device and a PiCoDa server is one way: from server to user
device.

e Vendor protection. The vendor’s coupons and its delivery strategy should be protected from non-
eligible users during the coupon delivery process. That is, from the information pushed down to user
devices, a user either learns he is eligible for a coupon or learns nothing beyond his non-eligibility for
that particular coupon.
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TARGETING
CRITERIA

EXAMPLE METRIC

Browsing History

overall interest

Fraction of queries in vendor’s campaigned product line over all queries in past month

recent interest

Total number of relevant search queries in the last 5 days

recent interest

Total number of visits to product line-relevant webpages in the last 5 days

loyalty

Fraction of webpage views of vendor’s product line relative to general web activity

Geolocation Trace Features

overall interest

Fraction of visits at vendor’s retail store versus all shopping stores.

overall interest

Total time in hours the user has spent at vendor’s retail stores.

in-market Time in days since last visit to vendor’s retail store
recent interest Total number of visits to vendor’s retail store in the past 5 days
loyalty Fraction of visits to vendor’s retail store versus competitor retail stores

Purchasing Information

recent purchase
volume

Total number of purchases made in the last 30 days

in-market Total purchases of similar products falling into vendor’s product lines.
in-market Time since the last purchase within vendor’s product line

in-market Number of purchases of complementary products in past 2 weeks
coupon use Fraction of purchases with coupons over all purchases.

Messaging/Contact Information

recent interest

Fraction of messages containing keywords related to vendor’s product line category in
past 5 days

in-market

The number of the user’s recent contacts that have purchased within the vendor’s product
line

Figure 2: Example features for coupon targeting. This list is by no means exclusive or complete. Additional

features may be used for improved targeting.

o Robustness. The system design should guarantee robust delivery of coupons to eligible users. More-
over, it should prevent users from faking the behavioral data to collect coupons in any illegitimate
manner. However, this is an ambitious design goal in the presence of collusion attacks where eli-
gible users share information with non-eligible users. Against such attacks, we propose a series of
alternatives to decrease the marginal gain of a coupon, thus discouraging users from arbitrarily trying

different behavioral data to maliciously collect and redistribute coupons.

In short, our goal is to enable vendors to deliver behaviorally targeted coupons without accessing any user
sensitive information and protect themselves from disclosing any valuable data and against coupon exploita-
tion attacks in the process. However, it is important to note that we do not attempt to protect user’s privacy
when he actually redeems a coupon due to two reasons: (1) Users willing to redeem the coupon inevitably
reveal their eligibility for the coupon at the point of redemption. (2) Vendors need to utilize users’ feedback,

in terms of the coupon redemption results, to evaluate and improve their targeting strategies.

3 PiCoDa Protocols

In this section,we first discuss expressing coupon eligibility requirements based on the user’s behavioral
model and the vendor’s strategy. Then, we present the details of two PiCoDa protocols for non-interactive

and interactive operation.
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3.1 Coupon Eligibility Requirement

Following existing literature on behavior targeting (e.g., [11, 3]), we use vectors to represent both vendor
side targeting strategy and user side behavioral model. As defined above, the vendor’s targeting strategy
is represented by an n-dimensional vector w = (wi,ws,...,w,). Each user’s behavioral model, which
contains a series of features from the daily behavior events collected by the mobile device, is also denoted
by an n-dimensional vector x = (1, 29,...,x,). The targeting process thus depends on the eligibility
test between the vendor’s strategy w and the user’s model x, and we assume w and x are from the same
n-dimensional space. Based on different encodings of the user’s behavior and the vendor’s strategy, the
eligibility of a coupon is determined by the following three cases:

1. Entries in w approximately match entries in x — in this case, vendors rely on a series of predictive
features to distribute coupons. Those features are numerical values computed from user’s daily be-
havior stream. How close w and x are is measured by certain distance metrics, such as Euclidean
distance and/or cosine distance [8], depending on the different application scenarios.

2. Entries in w exactly match entries in x — in this case, vendors rely on a series of deterministic rules
to distribute coupons. For example, the vendor may ignore other entries in w but only care about
whether the user has been to a certain local retail store or has been the vendor’s loyalty program
member to offer him a coupon. Since these rules are usually encoded as discrete binary or categorical
values, distance based similarity measurement might no longer be meaningful.

3. Hybrid of case (1) and (2).

For distance based eligibility testing, various data preprocessing techniques, such as min-max normaliza-
tion [8], can be applied to the derived model vector w and x. For presentation simplicity, we assume these
preprocessing steps are appropriately coordinated between a PiCoDa server and a user device before any
coupon delivery takes place.

As discussed in the following sections, our eligibility test only guarantees that the users getting a coupon
are eligible for it. However, by design, it is possible for a subset of eligible users not to get a coupon.
We argue that small number of false negatives are acceptable to vendors. As long as the number of false
positives, i.e., non-eligible users getting a coupon, is negligible, we consider vendor’s interest not to be
violated. The rest of this section shows how we leverage these assumptions in the design of PiCoDa.

3.2 Protocol 1: Privacy-preserving Non-interactive Coupon Targeting

In non-interactive protocol, the PiCoDa server pushes down the targeting strategy in a protected form to the
user, who then performs a blind matching with local behavioral model to determine his eligibility status for
a coupon. Such a design has the benefit that nothing leaves the user’s device before the user actually gets a
coupon. An assumption in the non-interactive targeting design is that the vendor’s targeting strategy must
be hard to guess, i.e., its entropy should be at least 80bits, to be secure against brute-force guessing attacks.
Otherwise, a malicious user can find a behavioral model that matches vendor’s strategy by trial and error.

Compared to having rules that dictates exact match on few variables, high entropy requirement for
targeting strategy can be more easily met if w contains many predictive features with numerical values.
Thus, we focus on the first case of eligibility test, where a user’s eligibility for a coupon is determined
by measuring the similarity between the vendor’s targeting strategy w and the user’s behavioral model
x. As noted previously, the eligibility test has to happen at the user’s device for user data privacy and
better scalability.However, the targeting strategy w cannot be pushed down to the user device in clear as
it would violate two of previously mentioned design goals: vendor protection and robustness. To achieve
the challenging goal of privacy-preserving non-interactive coupon targeting, we use locality sensitive hash
functions to implement private similarity tests.
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Locality Sensitive Hashing. Locality-sensitive hashing (LSH) denotes the method to perform probabilis-
tic dimension reduction of high-dimensional data [1]. Its key idea is to hash the input data points (using
specially-designed locality-sensitive hash functions), such that for similar data points (close to each other),
the collision probability is much higher than for those that are far away. For different distance metrics, the
family of LSH is defined differently [1]. For presentation simplicity, we take the LSH defined over cosine
distance as an example in our targeting scheme description, though LSH for other distance metrics, such as
Euclidean distance [5] or Hamming distance [1] etc., can also be used.
The cosine distance metric can be represented by the angle between two vectors w and x, ©(w,x) =

cos ™! (W ).

For this distance measure, Charikar [4] gives the following LSH family /. By drawing each compo-
nent of an n-dimensional random vector r from the Gaussian distribution A/ (0, 1) independently, the hash
function f,(-) computed over an n-dimensional vector q is given by:

1 ifr-q>0
fr(a) = {0 froq<0

This construction divides the entire input space of the dataset by the hyperplane represented by the vector r;
two vectors lying on the same side of the hyperplane defined by r hash to the same value. The likelihood of
two vectors w and x hashing to the same LSH value depends on their cosine similarity, i.e.,

p = Prlfe(w) = fu(x)] = 1 — 20X (1)

™

As using one hash function f, from the family F does not give accurate enough results for the locality
sensitive hash, in practice, it is suggested to use a set of K hash functions fy,,..., fr,, and the final hash
value is obtained by concatenating their output. This K -bit LSH function, denoted as F'(-), maps an n-
dimensional vector x into a K -bit string.

Non-interactive Protocol for Approximate Matching. However, due to the locality sensitivity, where
similar vectors will be hashed together, LSH no longer has the one-way property of a cryptographic function.
In other words, it is possible for adversaries to infer information on the pre-image of LSH from the locality
sensitive hash values. To enhance the security strength, we propose to apply a cryptographic hash function,
like SHAL, to the locality sensitive hash values, before the targeting.

Specifically, instead of pushing down the value of F'(w) and asking the user to compare F'(w) iF (x),
the PiCoDa server can push down h(F(w)) and F'(-) to the user. The user computes F'(x) and tests if

h(F(w)) L h(F(w)). If the test matches, the user is potentially eligible for a coupon to redeem. If not,
then due to the one way property of h(-), the user will learn nothing about the F'(w) from the received
hash values. The non-interactive protocol between the PiCoDa server and the user is as follows. We let
¢(-) denote a pseudorandom function, Enc(-) denote a semantically secure encryption function, and Sig(-)
denote some secure digital signature scheme.

1. The PiCoDa server sends down to the user:
h(F(w)), Encyey(coupon||UID||nonce|| Sign), and F(-). Here coupon denotes the actual content
of coupon, UID specifies the user, nonce is a fresh random number per hash value pushed down.
Also key = ¢(F(w)), Sign = Sig,endor (coupon||U1D||nonce).

2. The user tests his behavioral data and checks if h(F'(x)) z h(F(w)). If yes, the user continues to
plug F(x) into ¢(-) to get the trapdoor key, and further open the encrypted coupon. If no match,
the user learns nothing beyond the fact of his non-eligibility, due to the assumption that w is hard to
guess.
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3. During redemption, the validity of a coupon can be checked by verifying the signature, Sign, and the
UID of the redeeming user.

Parameter Selection. Because F'(w) outputs K-bit string, we have to ensure K is sufficiently large, e.g.
K = 80, such that it is not feasible for malicious users to enumerate. However, larger K value would also
reduce the probability of two similar points hashing together (see Eq. (1)), due to the fact that p > p for
any 0 < p < 1and K > 1. Since the success of the eligibility test depends on the similarity of the two
vectors w and x, setting large K might result in less or even no successful matches.

Following the methodology in LSH community [1], to maintain the correctness of the high probability
matching, one approach is to push down a set of L independent concatenated LSH functions Fi (-), ..., Fr(+),
and ask the user to find if any of the L hash values matches his own result. Note that the probability for the
user to find any match among the L hash values is at least 1 — (1 — p’*)~, where p is determined by the
similarity of w and x via Eq. (1). Clearly, by increasing L, we increase the value of 1 — (1 — p®)%, and thus
maintain the high probability matching for true positive of the eligibility test. By increasing K, we decrease
the value of 1 — (1 —p)%, and thus suppress the low probability matching for the false positive. As a result,
choosing large K and L amplifies the gap between the true positive and false positive of the eligibility test.
However, the side-effect is the extra computation burden at the user side.

In practice, because only the seed used to randomly sample the vectors for function F'(-) needs to be
sent, the bandwidth for transmitting multiple LSH functions is not a concern. To avoid intensive computation
cost for the eligibility test, the PiCoDa server can distribute the L hash values over a certain targeting time
window instead of in one batch. For example, it can push down 10 different hash values on the same targeting
vector w with 10 randomly different LSH functions every day to one user in a 2-week time window to reach
the requirement of L = 140. If the user behavioral model matches any of those hash values, an eligible
coupon is to be delivered. Otherwise, after this targeting time-window, the PiCoDa server can start a new
cycle and push down hash values based on some different targeting strategy.

Remark. When the PiCoDa server pushes down h(F;(w)) to each user each time, where i = 1,..., L, it
must ensure that every F;(w) are at least have 1 bit difference. As a result, it can ensure key = ¢(F;(x))
is only usable for that specific user with UID and the specific coupon with nonce;. Since F;(-) are defined
by random vectors, even for the same w, making each F;(w) different should not be difficult to achieve in
practice. For ease of presentation, we defer the security analysis to Section 4.

3.3 Protocol 2: Privacy-preserving Interactive Coupon Targeting

As discussed in Section 3.1, there are cases in which the vendor’s strategy is deterministic instead of approx-
imate. For example, the vendor may only care about whether the user has been to a certain local retail store
to distribute him a coupon. Further, such deterministic rules are usually not complicated, i.e., do not have
high enough entropy. This may be the result of that vendors don’t care about certain entries in strategy w
or because in certain scenarios only a few entries matter for the targeting purposes. Thus, directly pushing
down the hash values h(w) (due to deterministic match, we don’t need LSH any more) to users for local
matching no longer works, as simple guessing attacks via enumeration on value of w = (w1, wa, ..., wy)
become feasible.

To cover this case, we propose a design by making certain relaxations of our stringent constraints. That
is, our protocol now requires users and the PiCoDa server to interact during the coupon delivery session.
But we still ensure that the vendor’s strategy is protected against non-eligible users, and users behavioral
data is not revealed to the vendor unless they choose to redeem the coupon (if they are eligible).

Assuming the vendor only cares about m entries in w with index Z = (i1, 42, . . . , i, ). In the following,
we adopt techniques from “Password-authenticated key agreement” [2] as a base for our protocol design.
Let G denotes a finite cyclic group with generator g. This group could be Z} where P is a large prime
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with 1024 bits. Both g, P and hash function h(-) are public. The interactive protocol of PiCoDa operates as
follows:

1. The PiCoDa server picks random values r,a € Z%,, computes H,, = h(w;, ||wi, ... w;,,||r) and ¢g°
mod P, and sends {Encpy,(¢%),r,Z} to the user.

2. The user picks {z;} vis Z and computes
H, = h(x,||z;, . .. xi,,||7). He picks arandom b € Z%, computes ¢g° mod P, and sends Encg, (¢°)
to the PiCoDa server.

3. The PiCoDa server uses H, to decrypt Ency_(g) and gets decrypted value V. It then sends
Encya (coupon||UID||nonce;||Sign;) to the user.

4. The user uses H, to decrypt Encyy, (g%) and gets decrypted value X. He then uses X® to decrypt
Encya (coupon||UID||nonce;||Sign;).

Note that in step (3) and (4), after decryption, we have V = ¢” and X = ¢° if and only if H, = H,.
Otherwise, both V and X are just some indistinguishable random values. In step (4), when H, = H,, it’s
easy to know X? = V@ = ¢ And the eligible user gets the coupon in the final step. In the meanwhile,
this eligible user knows his x; for ¢ € Z equals vendor’s corresponding w;. However, when H, # H,,
non-eligible users still know nothing about vendor’s strategy. The detailed security analysis in Section 4.

Remark. To prevent users faking their behavioral data —by colliding with eligible users who received the
coupon before them—, PiCoDa server may collect commitments from user devices to their behavior vectors
(e.g., h(x;||i||{UID||nonce)) and require them to open the commitments while redeeming a coupon (e.g.,
by revealing the nonce). Alternatively, PiCoDa server may run the first 2 steps of the above protocol with
all users before executing step 3 with any of them, or hide the coupon encryption key in step 3 (e.g., by
using h(V||nonce) as the encryption key) and open it (e.g., by revealing the nonce) to all the users at the
same time. Finally, we remark that in practice, the PiCoDa server initiates this protocol with each user only
once per coupon, which practically excludes the threat of coupon exploit from malicious users by limiting
guessing and exhaustive search opportunities.

3.4 Further Discussion: Dealing with the Hybrid Case

We have discussed the vender’s approximate strategy and deterministic strategy. What if the vendor needs
both? One way to achieve that is to concatenate the two protocols. In particular, the vendor first uses the
non-interactive protocol to do the LSH based targeting. The eligible users passing the test have the choice
of whether to proceed to do the interactive protocol or not. This concatenation can be applied to the case
of tiered coupon distribution systems, where approximate matching corresponds to loose eligibility require-
ments and the vendor delivers broadly targeted coupons, like $1-off for a sports retailer. When the user
chooses to proceed for interactive protocol, it comes to a more personalized targeting. For example, such
coupons can be for only a few users that are very important and highly loyal to the vendor. Of course, with
the coupon becomes more personalized or higher-tiered, the users are willing to reveal more of themselves
(when redeeming the coupon).

Instead of doing tiered coupon delivery, the vendor might be only interested in offering coupons if
and only if both the approximate and the deterministic strategies have positive matches simultaneously. In
this case, we can put both LSH values and the deterministic rules in the cryptographic hash A(-) in the
step (1) of either the non-interactive protocol! or the interactive protocol, the remaining of the protocols
follows directly. Take the interactive design for example. Let H, = h(w;, ||wy, ... w;,, ||F(W)||r), where
w contains the n — m remaining entries of the original w seeking for approximate match. Because the

!"The combined strategy of the non-interactive protocol must have an entropy larger than 80bits.
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interactive protocol does not allow users/PiCoDa server to do offline guessing/enumeration attack, we no
longer need the 80-bit requirement for the LSH outputs. In other words, we only choose an appropriately
small number of LSH output bits K such that we can use L = 1 to simplify the eligibility test. The protocol
goes exactly the same as in Section 3.3 and thus is omitted.

Remark. From the ease of management point of view, the non-interactive mode of PiCoDa is easier to
operate since all the targeting hash values could be pre-generated. The PiCoDa server does not even have to
be always online as there are no interactions. For the interactive operation mode, the PiCoDa server needs
to interact with every user per coupon delivery, which can be less scalable than the non-interactive case.
However, it does give the vendor more flexibility when choosing targeting strategies. In both cases, users
maintain the full control of their behavioral data until they redeem the coupons. Non-eligible users know
nothing about the vendor’s targeting strategy.

4 Security Analysis
4.1 User Data Privacy Protection

Non-interactive Coupon Targeting. User privacy is protected in the sense that all the eligibility matching
happens at user’s mobile device and no data leaves the phone before the user redeems the coupon. However,
when a user decides to redeem the coupon, he or she must disclose to the PiCoDa server his or her eligibility
status. In this case, the vendor can learn that F'(w) = F'(x), where F(-) is the public locality sensitive hash
function.

Though we limit the privacy-preservation to the targeting process, it is worth further understanding on
how much the fact F'(w) = F(x) reveals about x. Since we choose K = 80, which divides the whole
n-dimensional space into 289 subspaces. Thus, if there are enough reasonable points in the same subspace,
then user’s x can further be protected in a k-anonymity manner. If in the worst case there is only one point
in the subspace, then the vendor can exactly pinpoint x via x = w. However, since the user knows the
subspace as well, the user can also exactly pinpoint vendor’s w from the eligibility test, which violates
vendor’s own protection requirement. So we argue that the vendor has enough incentives not to select small
subspace so as to protect the targeting strategy w. As a result, whenever a user finds a match, his behavioral
data x sharing the same subspace with w will also be protected from that same large subspace.

Interactive Coupon Targeting. In this case, users exchange information with the PiCoDa server. But based
on the security strength of “password-authenticated key agreement” [2], we still ensure that users have full
control of their behavioral data. First, information uploaded to the PiCoDa server in the protocol is just
some random encryption value; Second, even after the decryption, the PiCoDa server cannot tell whether
the user’s x matches the strategy w. In other words, before the coupon redemption, the PiCoDa server or
vendor learns nothing about the coupon targeting result. Thus, user data privacy is well-protected.

4.2 Vendor Protection

Non-interactive Coupon Targeting. By protecting vendor, we aim to ensure the eligibility test on user’s
device either reveals the fact to user that F'(w) = F(x) or nothing about vendor’s targeting strategy w
except that F'(w) # F(x). For the latter, due to our two-layered hash construction with large K = 80,
the user knows nothing from his unmatched eligibility test. This is because reverse-engineering h(F'(w)) is
computationally infeasible, assuming w itself is hard to guess, i.e., with 80-bit entropy.

But if there is a match, then the user knows F'(w) = F(x). Using the aforementioned argument where
the vendor selects a large enough subspace defined by random vectors for F'(-), the vendor’s w cannot be
exactly pinpointed by a single user.

Interactive Coupon Targeting. In the interactive case, there are only a small number of rules or entries
in the targeting strategy w, or the vendor selectively cares a portion of entries in w. Thus, protecting both
the interesting entry index and the values can become important to vendor. Currently, our design does not
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protect which entries are important in w. Knowing this information might give the user some advantage
to infer the actual values in w, based on other context information. However, the vendor can instruct the
PiCoDa server to initiate the protocol with each user per coupon only once, and thus each user only has one
chance to guess the correct value in vendor’s targeting strategy w. From a practical point of view, the threat
of correct guessing and other coupon exploits can be negligible. Further, following the same reasoning for
user privacy protection, we can ensure that non-eligible users know nothing about the actual values in w
from the eligibility test.

Remark. Note that neither design maintains the vendor protection against users having a match from the
eligibility test. A positive matching result inevitably reveals some information about the vendor’s strategy
to the users. Ideally the vendor would prefer not to expose the strategy at all. To mitigate the negative effect
of exposing targeting strategies to eligible users, we propose a series of alternative approaches in the next
section.

4.3 Robustness

Previous discussions show that users who are originally not eligible for a coupon learn nothing beyond the
failure of the eligibility test, and thus are not able to provide useful information to harm the system. However,
eligible users who already get the coupons might be willing to share information of their behaviors, e.g., via
blogs, or social networks to their friends. These users might give good pointers for other users to mimic the
behavior and narrow down the brute-force guessing space directly on x for w or F'(w). Unfortunately, there
is no perfect solution for the vendor to defeat a user that is faking his behavior. In the following, we provide
a series of alternatives to address the problem. Our goal is to prevent or discourage users from arbitrarily
trying different behavior x to maliciously collect and redistribute coupons.

Using Trusted Computing Technology. Our first approach is to rely on trusted computing technology to
mitigate the concern of user’s faking behavior. It can be achieved via Trusted Platform Module (TPM) [14],
which offers hardware based root of trust and has already been adopted by many major laptop vendors in
the market. Physically attached to a computer, the TPM chip is accessed by software from upper layers
using a well-defined command set, through which, the TPM can facilitate cryptographic functionalities like
hardware pseudo-random number generation, key generation, signing and encryption/decryption etc. Thus,
we can use TPM’s capabilities to do code attestation and verification for the device and the application
software.

According to the latest work-in-progress specification version 2.0 of Mobile Trusted Module by the
TCG [13], TPM is expected to be soon in place on smart phones from major phone manufacturers. Assuming
users cannot temper the process running on device collecting user’s behavioral data, then users have to
actually conduct the behavior accordingly to get the coupon, like visiting the stores, or accumulating enough
purchase records. The marginal gain of coupon can thus be easily diminished by the cost of non-eligible
user’s actually mimicing/conducting those possibly non-trivia behaviors.

Commitment Based Approach. We can also ask users to commit to their behavioral data x’s periodically
or before receiving coupons. In this case, they cannot arbitrarily change their behavior to maliciously collect
coupons, even if they learn information by colluding with each others. In Section 3.3, we have outlined few
commitment based approaches for interactive targeting of PiCoDa. In the following, we demonstrate another
example via using Pedersen’s commitment [10] scheme for non-interactive targeting mode of PiCoDa.
Assume both the vendor and the user agree on some group G, of prime order ¢ and two generators
g, go for which the discrete logarithm problem is hard. Whenever the user conducts certain behaviors,
represented by some element x; in the behavioral model x, the user picks a random 7; € Z, and sends a
commitment C7, (x;) = g,' g™ to the PiCoDa server. Here due to the randomness of 7;, x; is protected. Given
commitments Cr,(z;) fori = 1,...,n, the PiCoDa server could later verify the result of vector product
r - x from the LSH computation (See Section 3.2), based on the homomorphic property of the commitment
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construction. Specifically, the user redeeming the coupon sends r - x together with the randomness {7;}
embedded in the commitment. The PiCoDa server verifies [[;"; C, (z;)" = ¢" goz """ and thus check if
the corresponding bit of LSH output is correct.

Compared to TPM based approach, commitment based approach requires the user to send commitments
to the PiCoDa server, which could be against the original motivation of a non-interactive targeting design.
However, commitments do not have to be done very frequently, because x values are usually aggregate
information over a certain amount of time. If the coupon targeting time-window is set to be 2 weeks, i.e., x
measures the user’s behavior over the past 2 weeks, then asking users to send non-revealing information to
the PiCoDa server once per 2 weeks can be reasonably acceptable .

Relying on External Third Parties. In practice, we can also rely on external third parties to help prevent
users from faking behaviors. The immediately available third party for the role could be the wireless carriers.
The carriers keep a track of their mobile users’s geographic locations all the time. One viable approach is
to have vendors and wireless carriers setup some service agreement such that periodically vendors can rely
on wireless carriers to verify users’ location data. Thus, all the geographic related behavior can be verified
by vendor. Specifically, when a user has received coupons from the proposed PiCoDa protocols and decides
to redeem one, he can give the permission (e.g., request with his signature) to the vendor for verifying
their geographic traces at the carrier’s. Note that because the user’s eligibility for the coupon is inevitably
revealed to the vendor at the time of redemption (see Section 2.3), the fact that the vendor verifies the user’s
behavior authenticity through external third parties is not a violation of PiCoDa’s design goals on user data
privacy protection. Considering a large potion of elements in behavioral model x might be location related,
users only need to prove or commit on other non-location related behaviors and save the computation and
bandwidth cost. Following the same intuition, other similar third parties might include: central ad-network
dealers, like Google, Yahoo! for helping verifying user’s browsing behaviors. Mobile apps platform holders
like Apple and Google could help verify user’s app-related behaviors.

Relying on Probabilistic Matching Property. Another factor we should take into consideration for discour-
aging users from faking their behaviors is the probabilistic matching. By selecting appropriate parameters
of K and L, the vendor can fine-tune the probability of the successful matching between w and x via LSH.
For example, even if w and x are quite close with each other such that the angle §(w, x) normalized by 7
is just 0.1, choosing K = 80 and L = 200 could still leads to a successful match with probability as low
as 0.043. This means for 1000 users who are potentially eligible for a coupon represented by a targeting
strategy w, the eligibility test only gives coupons to at most 43 users on average.

As mentioned in Section 3.1, having a relatively small fraction of eligible users get the coupons is
not violating vendor’s business interest. Therefore, for those users who originally do not have the correct
behavioral data and want to learn information shared by others to try their luck, the slim rate of successful
matching can be really discouraging for their motivation of collusion.

Relying on Coupon Redemption History. Each time a user redeems a coupon, the vendor knows the
user’s then behavioral model x is within a certain distance of the eligibility model w where 6(x, w) < d.
Over time, such relationship 6(x, w) < d might reveal a certain pattern. Exploring the common patterns
from those relationships can help the vendor identify the inconsistencies of user’s behavioral models in
consecutive coupon matching/redeeming sessions over a enough long time period. Another approach is to
combine the coupon redemption pattern with aforementioned commitment schemes. For example, if a user
has redeemed a 5% coupon over the past three coupon delivery cycles, and then suddenly wants to redeem
a coupon for “buy 1 with 1 free” that can be suspicious. The vendor could honor the coupon this time but
start to request the user’s behavior commitments for future eligibility verification. The more coupons a user
has redeemed, the more difficult for the user to fake things.

Remark. Due to space limitation, we do not try to enumerate a comprehensive list and believe there could
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Figure 3: User eligibility and LSH generation times in the non-interactive design, for different choices of
K and L.

be other options available as more research effort is put on the topic. We argue that putting together all the
listed alternatives or operating them in parallel, where some of them can be overlapping, could significantly
raise the bar for unfaithful users. Also, the overall effect for the proposed PiCoDa system for private coupon
targeting is much better than the current simple coupon code based ecosystems, in terms of ensuring user
data privacy, vendor protection as well as system robustness.

5 Performance Evaluation

We evaluate PiCoDa through simulation to validate the running times for realistic parameter values. Both
mechanisms of PiCoDa are implemented in C++ on a workstation with Intel Core 2 CPU running at 3.0GHz.
The OpenSSL library is used to implement cryptographic functions like SHA1 and AES etc.

In a typical targeting scenario, the vendor’s targeting strategy may cover the user’s behavior events from
domains like page views, query search results, GPS traces, purchase history, messages, and contacts. And
for the behavior events from each domain, there can be a series of measurements to be reported as features
in w and x. In our simulation, without loss of generality we set the dimensionality of user’s behavioral
model and vendor’s targeting strategy |w| = |x| = 30. The cosine distance-based similarity measurement
is used, and the hash based commitment scheme is included in the design to ensure that no user could
fake their behavioral data. Note that we only report timing performance for the protocol data. A practical
implementation will require time to transmit the coupon contents.

Non-interactive Design: In this case, we fix the cosine distance threshold between x and w at 0.985, which
means the largest tolerated angle between w and x is #(x, w) = 18.2°. The results for different choices
of K and L are shown in Fig. 3. Fig. 3-(a) shows the fraction of eligible users that receive a coupon after
the eligibility test. Depending on the application, this can be fine-tuned by the vendor by setting K and L
appropriately. In particular, given any fixed K ranging from 40 to 80,2 the vendor can always find some L
less than 200 such that the fraction of eligible users that do receive a coupon is more than 90%.

On the other hand, K and L cannot be set arbitrarily, as high values might increase the computational
burden on the user side for each coupon targeting as shown in Fig. 3. In our simulation, to avoid the
transmission of LSH function, which is defined by a set of random vectors and can be large for large K and

*For K less than 80, we implicitly assume a hybrid case such that deterministic rules are combined with LSH output to satisfy
the 80-bit entropy requirement of the targeting strategy.
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L, only a random seed must be transmitted from the PiCoDa server to user, who then generates the LSH
function on the fly. The timing result reported in Fig. 3-(b) thus involves both LSH function generation and
LSH value computation. It can be seen that timing cost increases when either K or L is large. But even for
the largest K and L values on the graph, the computation still requires less than 1.6 seconds. As coupon
delivery does not need to happen in real time, this computational cost is likely to be acceptable in practice.

Interactive Design We also simulate the hybrid case in Section 3.4 using the interactive protocol of PiCoDa.
As we no longer have the constraint on the large number output bits K of LSH, we can set L = 1 and choose
an appropriate K value to fine-tune the acceptable accuracy with regard to different datasets. The fraction
of eligible users that get a coupon for three different thresholds is shown in Fig. 4. Under those settings, i.e.,
K < 20, the computation cost for generating and evaluating LSH values is always less than 1 millisecond.
Also, the three-round interaction between the PiCoDa server and the user is very efficient. Each step only
involves one modular exponentiation together with AES encryption and hash operations, which takes less
than 1.5 milliseconds.

Note that although our timing results are derived from simulation on a desktop machine, it is reasonable
to expect that mobile devices will match this performance in the next few years, given the current trend of
increasing mobile device processing power. We leave the empirical study of PiCoDa with a real dataset on
mobile devices as future work.

6 Related Work

Privacy-preserving targeted behavior analysis has been explored by researchers in various forms [12, 7, 6].
Toubiana et al. proposed Adnostic [12], a browser extension that runs the behavioral profiling and targeting
algorithm on the user browser’s history database. Because the results are kept within the browser, users see
ads relevant to their interests from a group of candidate ads (they suggest 20) without leaking information
outside the browser. Adnostic uses homomorphic encryption and zero-knowledge proofs to allow the ad-
network to correctly charge the corresponding advertisers, without seeing which ads are viewed by users
(i.e., the so-called “charge per impression” model). Adnostic does not consider it a privacy breach when
users reveal their ad click history. This is similar to our PiCoDa system, as we don’t aim to protect user
privacy when the user chooses to redeem the coupon. What differentiates PiCoDa and Adnostic is the
security requirements. Adnostic only considers the user’s privacy, while our PiCoDa system further ensures
vendor protection, and enforces the eligibility test and coupon result validation for system robustness.
Guha et al. present an architecture called Privad [7], which has similar goals of Adnostic but aims to
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provide better privacy guarantees of user’s local data. Specifically, Privad introduces a semi-trusted dealer
between the ad-network and user in order to anonymize the user click behavior to prevent the ad-network
from identifying the user. The report of a view/click still allows the ad-network to bill the advertisers and
pay the publishers accordingly. Though Privad provides better privacy protection than Adnostic, the utilized
anonymization mechanism also increases the cost for both performance and the click-fraud detection. As
with Adnostic, the difference between Privad and PiCoDa is that Privad does not consider vendor side
protection and does not perform the eligibility check during the ad targeting.

Fredrikson et al.’s RePriv [6] presents another in-browser approach to perform personalization without
sacrificing user privacy. Unlike Adnostic and Privad, RePriv does not hide all the user’s personal informa-
tion. Rather, RePriv shifts the privacy control to the user, i.e., it explicitly asks the user’s consent in any
transfer of sensitive local information to different service providers for personalized content. While RePriv
allows a wide range of personalized web applications to exist, shifting the control of personal information
transfer also raises usability concerns over frequent interruptions and the difficulty of specifying preferences
about personal information dissemination. PiCoDa instead adopts a different disclosure model. In particu-
lar, PiCoDa protects user data during or after the targeting process, unless the user chooses to redeem the
coupon. Other differences include the enforced eligibility test and the vendor protection in our system.

7 Concluding Remarks

In this paper, we have studied the problem of privacy-preserving coupon targeting. Our goal is to enable
vendors to deliver targeted coupons to eligible mobile users without compromising user privacy and with-
out revealing their targeting strategies. The design of PiCoDa shifts the targeting from vendor side to user
side. Specifically, for different vendor targeting strategies, we have provided two targeting protocols: a
non-interactive one and a three-round interactive one. Our security analysis shows how both meet the sys-
tem requirements of user privacy, vendor protection, and robustness. The timing performance from our
simulation with realistic parameter selections further validates the efficiency and effectiveness of PiCoDa.
Given the results, we conclude that PiCoDa extends existing work on privacy-preserving targeted advertis-
ing, which only considers user privacy but ignores vendor protection. Furthermore, we hope PiCoDa will
inspire other privacy-preserving targeting services in which both the vendor protection and user privacy
protection are demanded.
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Abstract

Until recently, the desire for user privacy in intelligent transportation systems seemed to be at odds
with the cost constraints of payment tokens. There is need for low-cost payment devices that can be
produced in massive quantities while sophisticated cryptographic techniques seem to be too computa-
tionally intensive to be used in such devices. Our Pay-as-you-Go approach will demonstrate that it is
possible to obtain privacy on very low-cost tokens, while retaining the benefits of useful data collec-
tion. We explore privacy-preserving payment protocols suitable for use in public transportation and
show ways to efficiently implement those protocols on potential payment devices. Pay-as-you-Go is a
multi-disciplinary research project, funded by NSF, that includes a diverse team of computer scientists,
electrical and computer engineers and transportation engineers from Brown University and the Univer-
sity of Massachusetts.

Keywords: Electronic-cash, transportation payment systems, RFID security and privacy, mobile pay-
ments, refunds, anonymous-credentials

1 Introduction

Consider a large metropolitan area such as New York City. Its public transportation system is what makes
the city work. But it does not work for free: the millions of passengers it serves every day must pay for the
ride. Let us take a look at the underlying payment systems.

The simplest, and oldest, payment system is with actual cash, tokens, or tickets. One of its advantages
is that the passengers do not leave behind an electronic trail of their comings and goings. However, it also
has severe limitations: physical payments require cashiers or customized payment booths or turnstiles; it is
hard to adapt the system to variable pricing or collect statistics that lead to better service, etc.

As a result, pre-paid or monthly cards (those that need to be swiped, or sometimes contactless cards)
such as MetroCards in NYC and Charlie Cards in Boston have replaced the systems based on physical
tokens. Contactless devices have also made paying tolls easier: systems such as E-ZPass give drivers a
device that automatically pays for their highway tolls as they drive by the toll booth.

These convenient systems introduce concerns as to the privacy of their customers. Essentially, one’s
MetroCard or Charlie Card is a persistent identifier, and the MTA in New York, or MBTA in Boston, has the
ability to locate an individual in a large metropolis, which prompts concerns among privacy advocates [31].
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Additionally, these devices do not necessarily offer security for the transportation authorities either — for
example, the Charlie Card was shown vulnerable to forgery by 3 MIT students doing a class project [29].

Privacy is an especially challenging problem in this context since it not only spans cryptographic theory
and many engineering fields but extends into public policy areas such as environmental justice policy and
sociology issues such as “fair access to all”. However, in order to enable a large-scale deployment and
broad acceptance of such a payment system, adequate security and privacy mechanisms are an essential
requirement. Indeed, current users of FasTrak, the electronic toll collection system of California, rank “more
secure technology to prevent security and privacy issues” in the top three recommendations of a recent study
[26].

One may argue that giving up one’s privacy is a small price to pay for such important benefits as ease
and convenience, not to mention the fact that the information collected can facilitate advanced traveler
information dissemination, traffic management, travel time estimation, emergency management, congestion
pricing and carbon emissions control, and environmental justice assessments. However, perhaps one could
get the best of both worlds: all the benefits of MetroCards without sacrificing privacy?

In theory, cryptographic techniques that make this possible exist. Electronic cash schemes (e-cash) have
all the privacy benefits of actual physical cash. How can we implement them on constrained devices such as
a MetroCard? How do we make them work with the same speed and convenience as non-privacy-preserving
MetroCards? How do we still allow to collect the same useful information about traffic patterns, even while
preserving the privacy of individuals?

This paper is about the Pay-As-You-Go (PAYG) project, which seeks to answer these questions. Our
goal is to bridge the gap between theoretical constructions and practical implementation on RFID devices.
Our starting point as far as crypto is concerned is state-of-the-art electronic cash schemes; we want to make
them as efficient as possible, in part by customizing them to the scenario at hand. On the other end, our
starting point is state-of-the-art RFID devices; we want to achieve highly efficient implementations of e-
cash that would be appropriate for this scenario. Working from both ends of the problem, we will obtain
a solution that offers speed and convenience on the one hand, and cryptographic guarantees of security
and privacy on the other. By incorporating additional cryptographic techniques, we can derive additional
benefits, such as variable pricing and privacy-preserving data collection.

Our results so far are promising. On the crypto end, we want (1) provable security and (2) high efficiency.
The most efficient electronic cash scheme proposed in the literature is due to Brands [11]; unfortunately we
have shown that known techniques do not allow to prove its security [4] making it inadequate for our pur-
poses. Luckily, a scheme due to Abe [1] offers comparable efficiency and provable security at the same
time. However, Abe’s scheme doesn’t allow the encoding of user’s attributes (such as age, address, etc.)
which is essential for the transportation setting. Encoding user’s attributes in the coins allows us to imple-
ment additional features in our system such as variable pricing (e.g. reduced fare for senior customers) and
privacy-preserving data collection. We are able to create a new scheme based on Abe’s that allows the en-
coding of user’s attributes in the coins withdrawn while being efficient and provably secure [3]. We further
show how to make variable-priced schemes as efficient as fixed-priced schemes [28] by using the idea of
pre-payment with refunds. We give more details in Section 2.

On the implementation end, one challenge is imposed by the time constraints of transportation pay-
ment systems. To avoid congestion in front of turnstiles, a payment transaction should be completed in
200 to 300 ms. As we will see, this is a considerable challenge given the computational complexity of
advanced payment protocols. The efficiency of withdrawing money, i.e., for charging a payment token,
is less critical, but should also not take longer than a few seconds. Another set of challenges are related
to the payment token itself. First, it should be based on inexpensive hardware due to the potentially very
high volume and the need to replace payment cards frequently. Secondly, it should be able to communicate
and work contactlessly and without battery. These two conditions are in conflict with the need to run very
complex cryptographic operations. We demonstrate that through optimized implementation techniques it is
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possible to realize advanced payment protocols even on RFID tokens with extremely limited computational
resources. Such hardware platforms are close approximations of low-cost platforms that will be used in
future payment tokens. Section 3 gives more details on the implementation techniques.

Thus, we are on the cusp of having RFID devices implementing cryptographically secure electronic cash.
This opens up other application areas for which, up until now, cryptography was considered prohibitively
inefficient.

1.1 Related Work

Heydt-Benjamin et al. [18] were the first to mention integrated transportation payment systems as an area of
interest for cryptographic research and proposed the use of recent advances in anonymous credentials and
e-cash systems for electronic payments in public transportation systems. Sadeghi, Visconti, and Wachsmann
presented an efficient RFID-based e-ticket scheme for transit applications [30]. However, they assumed the
existence of external trusted devices and their system did not protect privacy against a prying transportation
authority but only against prying outsiders.

In 2009, Blass et al. [8] proposed an offline, pre-paid, “privacy-preserving” payment system for transit
applications. The most remarkable feature of this approach is that the whole system solely relies on a 128-bit
hash function (and lots of precomputed data: 18 TB stored at the backend and 1 GB per reader). However,
again, a user’s privacy in their system was not protected from the entity responsible for issuing transportation
tokens.

Popa, Balakrishnan, and Blumberg [24] proposed a privacy-preserving payment system for location-
based services such as mileage-based toll collection, insurance pricing based on driver behavior, etc. In
2010, Balasch et al. [2] presented PrETP which is a location-private toll-collecting system where the on-
board payment units can prove that they use genuine data and perform correct operations while disclosing
the minimum amount of location data. In 2011 Meiklejohn et al. [19] presented another location-private
system for toll collection that was based on PrETP but fixed a serious problem that PrETP was vulnerable to
colluding free-loading users. Their system, called Milo, doesn’t reveal any information, even when drivers
misbehave and collude.

All these schemes were developed for a scenario where users subscribe for a service and pay by the end
of a billing period. In the transit scenario, we cannot assume that each user has access to a trusted PC to
settle accounts: an untrusted vending machine is more realistic. PAYG therefore choses the e-cash route
achieving real-time, secure payments that also guarantee location privacy.

2 Electronic Cash

E-cash is an electronic version of physical cash, which provides at least as much anonymity and security
as physical cash transactions. A typical e-cash scheme has three types of players: the Bank 5, Users I/
and Merchants M who are involved in the following procedures: (a) sefup where the public and private
keys of B,U and M are established; (b) account opening during which Us and Ms register at the bank; (c)
withdrawal where users obtain e-coins from the bank; (d) spending where users submit coins to merchants
in exchange for goods/services; (e) deposit where merchants deposit coins back to their bank accounts; (f)
other protocols to identify malicious behavior.

In the electronic world, coins are simply digital data with unique serial numbers. So, in order to prevent
users from creating coins by themselves we require the bank to digitally sign the coins. Regular digital
signatures are not good enough for the e-cash setting. The problem is that anonymity is violated since the
bank is able to recognize the signatures that were issued during withdrawal when the coins are deposited
and thus trace how the users spend their coins. To circumvent this problem, we use a special type of digital
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signatures called blind signatures. The idea is that the user can obtain the bank’s signature on some message
without the bank getting any information about the message being signed. This seems to solve the problem
of users creating coins themselves, but what if a user simply tries to spend the same coin more than once?
This could be easily solved, if we requested the bank to be on-line all the time (so that it could simply
check if a coin being spend was used before). However, this doesn’t seem very practical especially for the
transportation setting. It turns out that security can be provided even in the off-line scenario. In that case we
need to somehow encode the user’s identity in the coins he withdraws so that if he tries to double spend a
coin, the bank will be able to identify him.

In 1982, Chaum [14] came up with the idea of an e-cash system that allows anonymous, unlikable pay-
ments, secure against double spending in the off-line setting. Following Chaum’s paradigm many schemes
were proposed [11, 21, 17, 15, 6, 12, 13]. The scheme due to Brands [11], which is currently implemented
by Microsoft in their U-Prove project [22], has the most efficient protocol when it comes to spending an e-
coin and initially seemed like a good candidate scheme for the PAYG project. However, no proof of security
has been given for his scheme. First, the best double-spending guarantee known, suggested by Cramer et
al. [16], holds under the knowledge of exponent assumption (KEA) which is a very strong assumption (we
do not want to base the security of cryptographic schemes on such strong assumptions). Second and more
importantly, we showed that Brands blind signature (at the heart of his e-cash scheme) cannot be proven un-
forgeable using any of the currently known techniques [4]. Our result is even more general: we essentially
ruled out all known approaches to proving security of a broader class of blind signatures (“‘generalized blind
schnorr signatures”) in the random oracle model.

We were able to resolve the second issue by providing a modification of Brands blind signature, which
we prove to be unforgeable. The idea was to use Pointcheval and Stern’s [23] suggestion and associate more
than one secret keys to the same public key. So, in our modification of Brands, the signer (Bank) has a
public key of the form H = G} G5? where w1, ws the secret keys (refer to our paper [4] for the complete
protocol and the security proof). However, similar to the original Brands [11], it is still an open problem
whether provable guarantees against double-spending can be given for this modification.

As mentioned in the introduction we need schemes that provide (1) provable security and (2) high
efficiency. Security in transactions plays an important role for the PAYG project and we are going to rule
out any construction that doesn’t provide a formal cryptographic proof of security (such as Brands). The
scheme due to Abe [1] is provably secure and efficient enough for the PAYG requirements. It’s drawback
however, is that it doesn’t allow the encoding of user’s attributes in the coins/tokens withdrawn. This means
that features like variable pricing and privacy-preserving data collection cannot be implemented with it. We
gave a new e-cash scheme, based on the one due to Abe, which is provably secure, efficient and at the same
time allows the encoding of user’s attributes [3]. In our new e-cash the user commits to a set of attributes
during the account opening phase, those attributes are later encoded in the coins he withdraws from the bank
and then, during the spending phase, the user can choose to reveal a subset of those attributes when needed.

In Table 1 we provide a comparison of the above mentioned e-cash schemes. Compact e-cash [12] is
another famous scheme that satisfies all the security requirements, but is significantly more expensive during
the withdrawal and more importantly the spending phase which makes it difficult to be used in the PAYG
without some modifications.

Even very efficient e-cash schemes require fairly large storage space for coins, and the protocols for
withdrawing or spending a coin are computationally expensive. Hence, it is beneficial to limit the amount of
coins that a user has to spend to execute a payment, having to spend only a single coin to make a payment
would be ideal. In transportation payment systems, this conflicts with the necessity of allowing flexible
prices. Fares should not be flat but arbitrary (and adjustable) monetary amounts. Setting the denomination
of a coin to be one cent certainly allows for flexible pricing but users would need plenty of them to pay
for a trip. Setting the face value to two dollars reduces the number of required coins per trip but severely
restricts the system of fares. If we wanted to do a tradeoff and have e-coins for different monetary values we
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Brands Brands Abe New Compact
modification E-cash E-cash [12]
[11] [4] [1] [3] RSA | Pairings
Efficiency BM!' |U’[BM| U |[BM|U|BM|U|BM|U|BM| U
Withdrawal® 2 13 4 19 6 121 7 131 10 | 8 15 l4p
Spend 7 0 9 0 11 1 11 1 NC’ 5+6p | 9+6p
E-coin size 6 elem. 9 elem. 9 elem. 9 elem. ~0 ~0
Blindness v v v v v v
Unforgeability X’ v v v v v
DS? security X X v v v v
Attributes v v X v v v

! Bank/Merchant, ? User
3 In number of exponentiations,  Double Spending, ° Non comparable

Table 1: Comparison of e-cash schemes

would need to deal with overpayments and change in a privacy-preserving way. This is especially difficult
in transportation payment systems where usually bank and merchants are the same entity.

To circumvent this problem we designed a payment system, called P4R [28] (Privacy-Preserving Pre-
Payments with Refunds), that is based on the concept of pre-payments with refunds: users deposit money to
obtain a bundle of coins. When the payment is less than the value of the coin, the user obtains a refund. The
system allows to aggregate these refunds in a single token, thereby saving memory and increasing privacy.
P4R can be constructed from any anonymous e-cash/credential scheme which can be modified in a way that
coins/credentials can be shown twice without revealing the ID of a user (e.g., Brands’ scheme, or our new
e-cash scheme [3]). In the next section we give more details on how P4R works.

2.1 P4R Payment System

As mentioned above P4R is not a typical e-cash scheme but a pre-payment scheme with refunds. It is
composed of three subsystems the Trip Authorization Token (TAT), the Refund Calculation Token (RCT),
and the Refund Token (RT) system. The TAT system is an offline system. Here ticket vending machines play
the role of the “bank” issuing TATs and (offline) readers at the entry turnstiles play the role of a “merchant”
where tokens can be spent. The RT system is an online system. Here roles are reversed compared to the
TAT system, i.e., readers at the exit turnstiles issue refunds and the (online) vending machines receive the
tokens and disburse the users. Some details of the different subsystems are given below.

A TAT (aka ticket) is a credential that authorizes a user to make exactly one trip in the transportation
system. A user initially makes a deposit at a vending machine to obtain a number of TATs where the cost
of a TAT equals the cost of the most expensive trip. Of course, to reduce the deposit for a TAT it is also
possible to have different types of TATs for different sections or zones of the transportation system. The
withdrawal of a TAT is done in a blind fashion such that a later use cannot be linked. The ID of a user (e.g., a
credit card number) is encoded in each TAT to prevent a repeated use for entering the transportation system
(double-spending detection). At the beginning of a ride a user presents an unused TAT to the reader at the
turnstile at which he wants to enter the system. If it is valid and the user can show (using a zero-knowledge
proof) that he knows the ID encoded in the TAT, access to the transportation system is granted.

At the end of the trip when the user leaves the system the actual fare is determined at the exit turnstile.
This is done as follows: When entering the system a user also receives an RCT (aka stamped ticket), which
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contains a MAC on the TAT, the date and time, as well as on the ID of the reader. When he leaves the system
he presents this RCT to the exit turnstile reader, which calculates the trip cost based on this information.
To obtain a refund the user also provides a blinded version of his RT (blank RT tokens are available from
the vending machines) to the reader. To prevent a user from re-using an RCT and thus claiming the same
refund several times in a row, the idea is to bind an RCT to the TAT, which has just been used to enter the
system, and force him to again prove the knowledge of the ID encoded into this TAT when he leaves the
system. An RT is re-used to add up several refunds instead of having a separate RT per refund. This saves
memory and increases the privacy of a user. At some point the user may decide to cash the collected refund
or to buy new TATs using this money. To do this, the user presents his RT to the vending machine, which
redeems the RT, if this token is not already marked as cashed in the central database. This refund subsystem
can be implemented based on a new variant of Boneh-Lynn-Shacham signatures [9] or a variant of RSA
signatures [27].

As for security, we can show that in P4R it is infeasible for malicious users to receive reimbursements,
which exceed the overall deposit for TATs minus the overall fare of their trips. Note that this also covers fare
evasion. In other words, the transportation authority does not lose money. With respect to privacy, we can
show that any two users obtaining the same total refund amount cannot be distinguished. Furthermore, we
argue that usually many sequences of trips should result in the same refund sum: The number of sequences
actually equals the number of integer partitions of the refund sum. Hence, we are interested in the number
ps(n) of partitions of integers n, where parts are restricted to come from a certain set .S.

However, one should also be aware of the limits of this approach: In practice, we cannot guarantee that
during a certain period of time many such sequences actually appear in the records of the transportation
authority. For instance, it could happen that since the issue date of the refund token nobody but the owner
of the token did trips that resulted in a particular refund amount (though in theory many sequences lead
to this amount). Moreover, there might be a lot of different sequences of single trips leading to the same
refund sum but one trip in all these sequences is the same. In this case, we know that a user redeeming this
refund amount must have taken exactly this trip. Hence, the exact level of location privacy provided by our
system depends on the frequency of individual trips and the set of single refund values, i.e., characteristics
of the transportation system and user behavior. Nevertheless, we believe that for real-world transportation
systems the limits described above are no real issues. In fact, a transportation authority could publish the set
of possible trips and the corresponding refund values, which would allow to (partly) check the existence of
such problems.

In summary, we ruled out Brands’ e-cash, because of insufficient provable security guarantees [4]. We gave
the first provably secure construction of e-cash with attributes, whose efficiency is comparable to that of
Brands’ e-cash [3], and showed how to construct P4R from e-cash with attributes [28].

3 Implementation

For the implementation, the PAYG project focuses on the user side, i.e. the payment devices. The turnstiles
can be equipped with powerful hardware or connected to a back-end system, and hence do not represent an
obstacle for the efficient execution of complex algorithms.

To keep the overall payment execution time low, payment devices that do not have to be physically
connected to a machine are preferable, lending itself to the use of RF-communicating devices. As such,
modern smartphones support NFC-technology, a standard that supports short range communication via RF-
signaling. Additionally NFC-phones are equipped with powerful CPUs. However, it cannot be assumed
that every customer possesses an NFC-capable smartphone. Furthermore, relying solely on battery powered
devices is not desirable for a host of reasons, as for example cost and lifetime. Ideally the transportation
authority would provide user devices for free or at least at a very low price. Passive RFID devices are the
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emerging standard for low-cost tokens and are highly attractive for this application domain. However, they
are also severely constrained in terms of computational capabilities and memory. Contactless smartcards
allow short range communication, conform to NFC-technology, which enables the easy design of a hybrid
system. Nevertheless for some setups, medium range communication, say over a distance of at least 1 m,
is highly attractive. For example it can enable multimodal payment systems, including payments for toll
roads. Pay-as-you-Go does not limit its investigations to one of those devices, but investigates advantages
and disadvantages of the different device types.

Privacy-preserving payment protocols are based on public key cryptography, which requires the execu-
tion of computationally expensive algorithms. This conflicts with the need for very inexpensive payment
devices that use only limited power. Modern contact-less smartcards provide hardware accelerators to sup-
port certain standard cryptographic protocols. But the usage of those hardware accelerators is stiff ([5], [7]),
and an implementation of e-cash schemes on such devices leads to very long execution times.

A medium range passively powered RFID device that can be freely programmed is the Moo, a compu-
tational RFID chip designed at the University of Massachusetts Amherst [33]. Even though it is not a com-
mercial product, it is a good representative for an extremely low-cost, medium-range payment token, which
could be used in future transportation payment systems. This RFID tag is equipped with an MSP430F2618
microcontroller, a low-power microcontroller developed by Texas Instruments. The microcontroller uses a
16-bit RISC architecture. It has 8 KB RAM and 116 KB flash memory. Based on market prices of some
contactless smartcards, it can be assumed that if mass-produced, the price for a Moo will be in the range of
a few dollars. We implemented Brands and Brands modif from Table 1 for this device.

We base the implementation of both schemes on elliptic curve cryptography (ECC). ECC is especially
suitable in very constrained environments. In comparison to other public-key schemes, as for example dis-
crete logarithm (DL) based schemes, ECC requires much shorter operand lengths to achieve the same level
of security. As such, a 160-bit curve offers the same level of security as a 1024-bit DL-based scheme. Nev-
ertheless, even though ECC has a lower bit complexity than DL, sophisticated implementation techniques
are required in order to achieve acceptable execution times of the payment schemes on devices as the Moo.
We conclude from [10] that a 160-bit elliptic curve presents sufficient security for a micro-payment sys-
tem. We chose to implement the schemes based on the curve that is specified as secp160rl in [25]. This
curve is based on a special prime that allows for a very efficient implementation of the reduction step in the
underlying prime field.

The most time critical operation, and hence the function that dominates the execution time of the differ-
ent protocols, is the point multiplication, which is the equivalent to an exponentiation in DL-based schemes.
We used the Montgomery algorithm for point multiplication [20] to implement this function. To give an idea
of the computational complexity: The Montgomery ladder [20] requires 160 point additions and 160 point
doublings, which when using Jacobian coordinates need 12M + 4.5 (where M stands for modular multi-
plication and S stands for modular squaring) and 4M + 65, respectively. On a 16-bit microcontroller one
element in the underlying 160-bit finite field is represented as an array of ten integers. Thus using operand-
scanning form, a modular multiplication requires 100 and a modular squaring 55 integer multiplications.
Hence 344 000 integer multiplications are necessary to execute a single point multiplication. Especially
useful for this implementation is the multiply-and-accumulate instruction of the MSP430, which supports a
16x16-bit unsigned integer multiplication and accumulation of the 32-bit results [32]. In our implementation
the execution of one point multiplication takes 6.8 million cycles.

Table 2 summarizes the token-side execution times of the payment scheme for the withdrawal and spend-
ing phase. The user authentication step during withdrawal, where the user proves ownership of his account,
is not included. This authentication step has to be executed once, before one or several coins can be with-
drawn. The execution times are presented for two frequencies of the token CPU, 4 Mhz and 16 Mhz. The
microcontroller that is integrated on the Moo operates at a frequency of 4 Mhz. However, it can be operated
at a maximum frequency of 16 Mhz.
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We note that spending is considered the time-sensitive operation as this happens during the actual trans-
portation, e.g., at a turnstile during rush hour. The achieved spending timings in the range of 10 ms are
fully sufficient even for high throughput transportation situations. The withdrawal of coins could be done at
home, where the user connects the payment token to his personal computer, and leaves it there for the charg-
ing period. In that case the withdrawal would not be very time-critical. Yet, there are several advantages of
the withdrawal taking place at charging stations located near the entrance points of the public transportation
system. In that case, the withdrawal (even of several coins) needs to be executable in a couple of seconds.
There are approaches to improving the performance of the payment token. An interesting one is that during
charging the payment device could be connected to the charging station, which supplies the passive tag with
sufficient energy to clock it at higher frequencies, or to power additional hardware accelerators.

Brands | Brands Modif.

Cycle count Withdrawal of a coin' 83 125
Cycle count Spending of a coin' 0.052 0.053
Execution time Withdrawal of a coin @16 MHz’ 5 8
Execution time Spending of a coin @16 MHz’ 0.0033 0.0033
Execution time Withdrawal of a coin @4 MHZ’ 21 31
Execution time Spending of a coin @4 MHz? 0.013 0.013
Code Size” 16570 17030

! in million cycles, ? in bytes
3 in seconds

Table 2: Timing results of user side protocol implementation

4 Conclusions and Future Work

The Pay-as-you-Go project has three main goals: (1) develop novel cryptographic algorithms for the trans-
portation setting whose efficiency is suitable, and that allow for collecting useful data and yet guarantee
privacy at the same time, (2) explore emerging hardware architectures and software for performing mod-
ern cryptographic operations on low-cost devices, and (3) test human factors and performance of privacy-
preserving payment systems under realistic conditions of emerging transportation payment systems that
must balance security and privacy with cost with usability. Our results so far include ruling out Brands
e-cash scheme due to insufficient security guarantees, constructing new efficient and provable secure algo-
rithms for the transportation setting that allow the encoding of user’s attributes and can be used to construct
a pre-payment with refunds (P4R) and implementing part of them. The next steps of the project include, in
the crypto-end, the proposal of some security guarantees for the modified Brands protocol against double
spending and exploring possible constructions that also allow private data collection. On the implementation
end, the next steps will be the implementation of our new e-cash scheme with P4AR as well as comparing
different potential contactless payment devices.
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Abstract

The privacy field of academic computer science produces a large body of work with potential for
impact on the lives of end users. An important avenue for this impact, and one of the most overlooked, is
the Federal Trade Commission (FTC). This paper summarizes the impact that academic research has had
in recent years on the policies, actions and opinions of the FTC and proposes approaches for increasing
the impact of academic work. It also analyzes contributions of the non-academic research communities,
argues for greater acceptance of action by the FTC and similar agencies as an impact measurement in
academia, and details roadblocks that limit bridge-building between government and academia. The
author has been is a staff technologist for the FTC’s Division of Privacy and Identity Protection.

1 Disclaimer

The author has worked for the Federal Trade Commission since August of 2010. This paper reflects the
personal opinions of the author and not the official opinions or positions of the Commission or the United
States.

2 Introduction

How does academic privacy research result in real-world privacy protection or enhancement? This question
of impact is not just an issue of broader research impact but a fundamental scientific research question
in the field of privacy. A major means to accomplish impact is through existing regulation and oversight
institutions. The call for papers for the Workshop on Privacy in Electronic Society points this out explicitly:
“The need for privacy-aware policies, regulations, and techniques has been widely recognized” [7].

One approach towards achieving privacy is through action at the Federal Trade Commission (FTC or
the Commission). The FTC is the only federal regulatory agency in the United States with jurisdiction over
general privacy concerns. It has the authority to take action against companies with unfair or deceptive
privacy practices through a variety of means including investigations resulting in orders that seek to correct
the issue and set precedent for best practices. The FTC also has impact beyond the United States through
action concerning multinational companies and cooperation with international data protection agencies'.

The FTC has taken a number of influential actions in recent years to address allegedly deceptive and
unfair privacy practices. These include consent orders against search and advertising giant Google [20],
social media service Twitter [1], and the ad network Chitika [5]. Results of these orders include mandating
independent privacy audits over the course of 20 years for Google and 10 years for Twitter, and requiring

'FTC Office of International Affairs www.ftc.gov/oia/
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a link to opt out of targeted advertising in ads served by Chitika. The Commission has also issued an
influential staff report proposing a new framework for protecting consumer privacy [9], representatives of the
Commission have spoken on privacy issues in a number of major forums [23, 24] including the US Congress,
and the Commission has regularly issued consumer education reports concerning technical privacy and
security threats [10].

Identifying violations, anticipating harmful business practices, and protecting consumer privacy in tech-
nical domains takes a large amount of resources. The FTC does not have a dedicated technical research
arm for privacy matters. A number of the actions and investigations carried out by the FTC are initiated by
work in the academic and independent privacy and security research communities. Unfortunately I do not
believe these communities realize the extent to which the FTC listens and relies upon their work. I base this
assertion on my personal experience as a technologist at the Division of Privacy and Identity Protection. I
have interacted with many researchers on current technical privacy issues and more often than not I am met
with surprise that the FTC is knowledgeable and interested in these issues.

The primary impediment to research communities understanding and recognizing the impact of their
work at the FTC is the fact that all ongoing investigations are nonpublic. The only point at which an
investigation becomes public is in the case where a matter is settled or publicly closed. Many more issues
never see the light of public scrutiny because they are closed or resolved privately. While unfortunate, this
is a necessary aspect of the work of the FTC. An investigation into privacy-related events or actions of a
company is not an implicit assertion of that company’s guilt. It is my opinion, based on my experience,
that the FTC recognizes the market impact of an investigation and does not wish to unjustly punish business
based on an accusation.

Another issue is the lack of a consistent bridge between technical academia, independent researchers and
the FTC. The FTC is a legal organization and, as such, builds most of its bridges with legal academia. The
FTC has not maintained a significant presence at technical academic conferences. It makes sense that there
is a lack of recognition among academics that their work can — and does — significantly affect the policy of
the FTC. Only recently with the introduction of Ed Felten as Chief Technologist has the Commission began
to build a bigger bridge to the technical sectors of academia.

3 The Federal Trade Commission

The Commission was established by the Federal Trade Commission Act of 1914. While the original goal
was to regulate unfair competition, Congress has expanded the Commission ’s powers to include a number of
consumer protection issues. The FTC is divided into the Bureaus of Competition, Economics and Consumer
Protection. The FTC is presently the only federal agency general jurisdiction over unfair and deceptive
privacy practices in the United States. Much of this is done through the Bureau of Consumer Protection and
its Division of Privacy and Identity Protection.

3.1 Division of Privacy & Identity Protection

The Division of Privacy and Identity Protection (DPIP) is the most recent division to be added to the Bureau
of Consumer Protection. In addition to Section 5 of the FTC Act, DPIP also enforces the Fair Credit
Report Act (FCRA) and the Gramm-Leach-Bliley Act. The FCRA gives consumers the right to know what
information credit bureaus and consumer reporting agencies have on them. The Gramm-Leach-Bliley Act
requires financial institutions to maintain the security and confidentiality of customer information.

Action at DPIP does not only take the form of investigations into illegal business practices. Consumer
and business education, legislative analysis, white papers, policy outreach, and public speeches are just some
examples of the tools at the disposal of DPIP and the FTC in general.
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3.2 Mandate and Authority

A significant number of DPIP investigative actions regarding privacy are based on section 5 of the FTC Act.
Specifically the statute that states “unfair methods of competition in or affecting commerce, and unfair or
deceptive acts or practices in or affecting commerce, are hereby declared unlawful” [12].

Deception can take many forms but it is generally considered to be a misleading representation or an
omission that is counter to a reasonable consumer’s expectations. In the privacy or data security context, this
might be an undisclosed practice that is counter to the representations made to consumers. One example is
the case of Chitika where a mechanism was presented to consumers for opting out of behaviorally targeted
advertising but the opt-out cookie expired 10 days after receipt [5]. Poor data security practices despite a
representation that the privacy and security of a consumer will be protected may also be deceptive, as in the
case of Twitter’s failure to protect the personal information of consumers despite stating that they took a
number of measures to protect this it from unauthorized access [4].

Unfairness generally means a demonstration of actual harm to consumers, not speculative harm. This
may come in the form of financial harm, such as tricking consumers into purchasing fraudulent or unwanted
goods or services, or, in some cases, emotional harm such as that which might occur due to exposure of
sensitive health information.

4 Academic Impact at the FTC

The work performed by the FTC is greatly facilitated by input from academic research communities, jour-
nalists, and independent researchers. The role of academia is particularly important. Computer science
publications lend facts and credibility to FTC action. This is often overlooked in academic circles despite
the significant real world impact that takes place as a result of some publications. This section highlights
some of the important work by academics and independent researchers that have informed FTC actions.

4.1 Demonstrated Impact in Investigations

Investigations within the FTC can become public in a few ways but the most common are through complaints
that lead to settlement or litigation and through closing letters. In March of 2010 the FTC made public its
investigation into Netflix by way of a closing letter [15]. The letter states the concerns of the FTC about
the risk of re-identifying anonymized data in the second Netflix Prize data set. In addition to a citation of
Narayanan and Schmatikov’s work on the subject, the first such citation of an academic computer science
paper in any closing letter by the commission, the FTC also cited work by Paul Ohm titled “Broken Promises
of Privacy: Responding to the Surprising Failure of Anonymization” [19]. While Ohm’s work was published
in a legal venue, the UCLA Law Review, it is reliant on a bed of research by computer scientists that
demonstrates the widespread use of ineffective anonymization techniques.

Direct references to academic research in documentation from the Commission is not the only way to
identify impact. Oftentimes investigations are spurred by well documented complaints by organizations
such as the Electronic Fronteir Foundation (EFF) and Electronic Privacy Information Center (EPIC). The
recent investigation and subsequent settlement between the FTC and Facebook [6] followed a complaint by
a coalition of consumer groups led by EPIC [2, 21]. The complaint cites a number of academic work, such
as Arvind Narayan and Vitaly Schmatikov’s work, “De-anonymizing Social Networks” [17] and writing by
Ed Felten of Princeton University [11].
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4.2 Impact in the 2010 Privacy Report

In December of 2010, the FTC issued a report entitled, “Protecting Consumer Privacy in an Era of Rapid
Change: A Proposed Framework for Businesses and Policy Makers” [9]. It proposes a framework for bal-
ancing privacy with innovation based on consumer information. It reflects the FTC staff’s position regarding
current consumer privacy concerns.

The privacy report has had substantial impact in the area of consumer privacy. Over 450 public com-
ments were submitted by multinational corporations, special interest groups and individual consumers.
Comments by Microsoft, Google, AT&T, and Facebook illustrate the influence of the report and the FTC in
general. Many of these comments note the impact that the FTC has had in recent years, including Google
statement that “The Commission has been instrumental in discouraging practices that are harmful or de-
ceptive and undermine user trust... Google supports the Commission’s promotion of a framework to guide
the privacy efforts of all commercial entities, coupled with continued consumer education and enforcement
against bad practices.” [3].

Every citation and footnote in the report indicates serious discussion over a specific issue and, in the
case of research papers, reflects substantial impact on the policy being outlined in the report. A citation in
the report indicates strong influence within the Commission. This is unlike many academic papers where a
citation may simply be a passing acknowledgement of previous work. The end goal of research, especially
with the field of privacy, is to effect change in the world. In those terms a citation in an FT'C order or major
report is near the highest form of real world impact and should thus be considered a high form of academic
impact.

The report also received widespread media coverage including a space at the top of the front page of the
New York Times [18]. It is not often that academic computer science research directly supports high profile
media coverage.

The Commission’s report cites several specific academic works. McDonald and Cranor’s 2008 work,
“The Cost of Reading Privacy Policies” [14], is used to support the Commission staff’s opinion that lengthy
privacy policies do not enable a consumer’s ability to make informed privacy decisions. Egelman et. al.
demonstrated that consumers were willing to pay more in exchange for better privacy protections in their
2009 CHI paper, “Timing is Everything? The Effects of Timing and Placement of Online Privacy Indica-
tors” [8]. This work is used to support the FTC staff’s argument that customers are uncomfortable being
tracked and that they are willing to sacrifice potential benefits in order to maintain a greater level of pri-
vacy. Narayanan and Schmatikov’s 2008 paper at the IEEE Symposium on Security and Privacy, “Robust
De-anonymization of Large Sparse Datasets” was the foundation of DPIP’s technical understanding of the
privacy implications of a large data set released by Netflix [16].

The privacy report uses academic papers in exactly the way they are supposed to be used: as scientific
evidence to inform and support a factually sound understanding of technical policy issues. These papers do
not present an agenda, they present facts. And, ideally, these facts will serve as a foundation for effective
policymaking.

4.3 Other Demonstrations of Impact

David Vladeck, the director of the Bureau of Consumer Protection, has spoken multiples times on the
surreptitious collection of private information through a method known as “CSS history sniffing” [23, 24].
In speeches to both the International Association of Privacy Professionals and the Consumer Watchdog
Conference, Vladeck revealed the influence of Jang et. al’s “An Empirical Study of Privacy-Violating
Information Flows in JavaScript Web Applications” published at CCS 2010 [13].

The FTC played a major role in closing down the ability for malicious websites to exploit CSS in order
to mine the history of unsuspecting visitors. Browser vendors were urged to tackle the exploit which had
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been known for nearly a decade but not seen in widespread use until recently. Jang’s paper illustrated the
popular use of this tactic and that persuaded the FTC to take action.

The FTC also regularly brings in speakers from the academic research community. The Commission’s
technologists are responsible for arranging technical speakers on issues relating to both specific investiga-
tions and generally relevant privacy and security issues. While these talks are not officially nonpublic, they
are not formally announced to avoid indicating potential investigative agendas. The privacy roundtables of
2009 and 2010 indicate the level of interest the Commission has in bringing in knowledgeable academics
with speakers such as Alessandro Acquisti, Fred Cate, Lorrie Cranor, Peter Eckersley, Arvind Narayanan,
and many others?. Academic researchers have also testified in front of members of the Commission, such
as Aleecia McDonald [22].

4.4 Influence by Non-Academic Research

While the focus of this paper is on academic publications that directly impact policy, research that falls
outside of the published academic record is also vital. Security researchers, hackers, and independent jour-
nalists have a long history of ties with the academic privacy and security community as can be seen through
a number of conferences such as Chaos Communication Congress, Hacking at Random, DEFCON and
organizations like the Electronic Frontier Foundation, Chaos Computer Club and the Tor Project.

The FTC staff privacy report cites Samy Kamkar’s evercookie® to demonstrate the potential for pervasive
online tracking beyond the commonly recognized method of utilizing third party cookies [9]. In fact, this
citation is directly followed by the most publicized aspect of the report, a call for a single comprehensive
mechanism to opt out of online behavioral advertising commonly known as “Do Not Track.”

The FTC’s Division of Consumer and Business Education regularly issues reports on current threats and
countermeasures through OnGuard Online, a repository for consumer education*. “Wise Up about Wi-Fi:
Tips for Using Public Wireless Networks” warned consumers about the dangers of unencrypted connections
over public wireless networks [10]. The report specifically cited the EFF’s HTTPS-Everywhere and Sid
Stamm’s Force-TLS add-ons for Firefox as mechanisms that can be used to help mitigate this threat.

5 Increasing Influence and Impact

The Commission does not have a technical research arm for privacy matters. In fact, as of this writing there
are only two staff technologists for the entire commission, excluding IT staff. There are varying numbers of
technically savvy staff or interns at different times but in general it is up to non-technical staff to read and
understand much of the technical literature that exists relating to privacy and data security.

Academic influence at the Commission, and policy and enforcement agencies in general, would be im-
proved by being aware of the a non-technical audience of your paper and accompanying technical literature
with memos that explain the research and implications to that audience.

An accompanying memo should contain three elements. The first is an understanding of current trends
within the target agency and how the work fits in or, if it doesn’t fit, why it is important and how it relates to
the mandate of the agency. In the case of the FTC, browsing the recent list of actions® and closing letters®
can be a good indicator, as can recent speeches delivered by Commissioners and FTC staff.

Zwww. ftc.gov/bep/workshops/privacyroundtables
Shttp://samy.pl/evercookie
4www.onguardonline.gov
Swww.ftc.gov/opa/index.shtml
Swww.ftc.gov/os/closings/

Twww.ftc.gov/speeches/speechl.shtm
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The second element is an understanding of the basic legal theories that influence the target organization
and how that may fit with your work. It can be difficult for staff to understand how a technical issue
translates to an actionable item. For the FTC, understanding the concepts of deception and unfairness, legal
jurisdictions, and history of action in the area, if any, will increase the likelihood for impact.

The third is a general focus on the scope and impact of your work in the context of the target audience.
How does it fit into the big picture? With the FTC, answer questions like “How does this directly affect
consumer privacy choices?” And “why does this matter to my parents?” not “why does this matter to a
computer scientist?”

Overall, the most important action to take is to talk to people at the FTC and other relevant agencies.
Start with the staff technologists to explain your work to initially. Contact staff members who have worked
on previous cases you are interested in or that might be relevant. And finally, remember that this memo is
also helpful in widely disseminating your work to journalists and non-technical audiences in general.

6 Conclusions

As researchers we can easily forget that the ultimate audience for our work is not the program committee
of the next conference or the members of a tenure committee. This is especially true in the field of privacy
where research is often intended to directly inform technically sound policy decisions for everyone from
national government to an end user.

The question of broad impact is a fundamental research question in privacy and security. How to get
users to make good privacy and security decisions, encourage governments to adopt effective policies, and
the pursuit of meaningful regulation are important scientific questions. As such, work in the privacy and
security fields being adopted or cited by the Commission and other governmental bodies that have a direct
role in these questions should be considered the same, depending on the specific instance, as invited talks,
conference publications and journal publications.

The broader impact of important privacy and security research is served by greater communication and
cooperation between the academic community and the FTC. Technologists at the FTC are seeking to build
upon this bridge by bringing in more academic research and speakers into the decision making processes of
the Commission. Building this bridge can also come through the invitation of government participation in
conferences by way of speakers and presence on program committees. There are legal conflicts of interest to
be aware of but these can be navigated by organizers communicating with government representatives and
allowing them extra time to obtain approval for participation.
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