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Abstract. Lawmakers, children’s advocacy groups and modern soctdgrge
recognize the importance of protecting the Internet pyivaicminors (under 18
years of age). Online Social Networks, in particular, takecputions to prevent
third parties from using their services to discover and f@afiinors. These pre-
cautions include banning young children from joining, ristihg minors when
searching for users by high school or city, and displayinty eninimal infor-
mation in registered minors’ public profiles, no matter hdneyt configure their
privacy settings.

In this paper we show how an attacker, with modest crawlirdy@mputational
resources, and employing data mining heuristics, can iwivemt these precau-
tions and create extensive profiles of tens of thousandsrainsin a targeted ge-
ographical area. In particular, using Facebook and for ergfarget high school,
we construct an attack that finds most of the students in theo$cand for each
discovered student infers a profile that includes signiflgamore information
than is available in a registered minor’s public profile. Araeker could use such
profiles for many nefarious purposes, including selling ghefiles to data bro-
kers, large-scale automated spear-phishing attacks aorsnigis well as physical
safety attacks such as stalking, kidnapping and arrangieetings for sexual
abuse.

Ironically, the Children’s Online Privacy Protection AGQPPA), a law designed
to protect the privacy of children, indirectly facilitatéee attack. In order to by-
pass restrictions put in place due to the COPPA law, somdrehillie about their
ages when registering, which not only increases the expdsuthemselves but
also for their non-lying friends.

1 Introduction

It is generally recognized that protecting the Internetgmy of minors (under 18 years
of age in the US) is important, with modern society manifesthis concern in many
ways. The US government, through the Children’s Onlined@snProtection Act (COPPA)
[3], requires commercial Web sites to obtain affirmative sgmt from parents before
children under 13 can create an account. Many consumeagyrand child advocacy
groups continue to actively lobby governments to providéderivacy protection for
minors [4]. The US Congress is currently considering news ltd strengthen online
safeguards for children and teens [6], [8].

Online Social Networks (OSNs) additionally take measuoegrotect the privacy
of minors. Facebook, for example, treats minors and adulis eistinctly different



policies related to their public profiles, how members cad féach other, and how
they can contact each othér [2]. Facebook currently banagahildren (under 13)

from joining, does not list minors when searching for usseréigh school or city, and

displays only minimal information in registered minors'lpig profiles, no matter how
they configure their privacy settings.

In this paper we show how a third party, with modest crawling aomputational
resources, and employing data mining heuristics, canmivemt these precautions and
create extensive profiles of tens of thousands of minorsangeted geographical area.
In particular, using Facebook and for a given target higloettwe construct an attack
which finds most of the students in the school, and for eadtodesed student infers
a profile which includes significantly more information tHamavailable in a registered
minor’s public profile. The additional information mininhaincludes, for each discov-
ered student, the student’s current city, current higtestigraduation year, inferred
birth year, and list of school friends. The generated prefiifabout half of the iden-
tified minors also include varying amounts of additionabimhation, including shared
photos and wall postings. The information is collecpessively that is, without at-
tempting to establish friend links with any of the studeAsdiscussed in Sectigh 2, an
attacker could use such profiles for many nefarious purpasgading selling the pro-
files to data brokers, large-scale automated spear-phishtiacks on minors, as well as
physical safety attacks such as prospecting candidatrehifor stalking, kidnapping
and arranging meetings for sexual abuse.

Using off-line channels, it is difficult for an attacker totam complete lists of
students attending a given target school. For examplegicdlrse of the research for
this paper, while seeking ground-truth data, we contactidimistrators of four high
schools and asked them to provide us with a list of names dftatlents currently
attending their schools, with assurances of keeping tteedigtirely confidential as well
as not mentioning the names of the schools in this study H&wadministrations of these
high schools would not provide the lists, even with such eswes, fearing potential
lawsuits from parents or other legal actions. High-schoebsites today also do not
publicly provide lists of current students.

It is also difficult for an attacker to obtain complete listsstudents attending a
given target school directly from OSNs. As of May 2013, andwoented in this paper,
Facebook takes explicit measures to prevent people froairoby school lists directly
from its site. Although Facebook allows its members to deéoc other members who
are associated with any given high school or dhg search results returned by the
service do not include registered minpfer a high school search, they only include
members who are registered as currently being 18 years er, @lith the vast majority
of the results being alumni of the high school. Because esfititeéasure, it is not possible
for an attacker tairectly use Facebook’s search service to collect the names of the
students at any target high school and attempt to profile them

Ironically, the privacy leakages described in this paperiadirectly caused by the
COPPA law, which was designed to protect minors’ privacywe®ieconomic costs,
social concerns, and technical issues, most online servieecluding Facebook and
Google+ — choose to avoid the COPPA obligations by banniegsugounger than 13.
Upon creating an account, these sites ask users for th#irdate to determine if they



are 13 or older. If the user indicates being under 13 yearg®f the site prevents the
user from creating an account. The key observations anédmgnts behind our attack
are the following:

1. In order to circumvent the age restriction (due to COPRAgny under-13 users lie
about their age to gain access to online social networks wtesiing their accounts
[15]. For example, in order to gain access to Facebook, ayeht-old boy may say
he is 13 years old or may even say he is over 18 when registering

2. Several years later, when the lying minor enters highalchds registered age very
possibly will be 18 or older. The OSN will therefore consitién an adult although
he is actually a minor.

3. When searching for users by high school, Facebook (andjl&sponly returns
members who are registered adults. But a small fractionedehregistered adults
will in truth be minors.

4. By identifying the minors returned by the search resualtg] performing statisti-
cal processing on their friend lists, we show it is possibleliscover most of the
students in the target high school and, for each discoveuelest, create a profile
that contains significantly more information than shouldaigailable in a minor’s
public profile.

Thus, the COPPA law has inadvertently set the stage for wides discovery and
inference of minors’ private information.

To demonstrate the feasibility of the high-school profilattack, we carried it out
on one high school. Our institution provided us with an IRBo&rform the research
under the condition that we keep private all collected arieried information about
individuals and only release aggregated results. For tgethigh school, we were able
to obtain, through a confidential off-line channel, groungh information including
the names of all the students in the high school and theingtath classes.

To our knowledge, this is the first paper that identifies the third-party privacy
leakage problem in OSNs for minorg;) quantifies the extent of the privacy leakage,
and (ié¢) using measurement and analysis, investigates and quartifempact of a
privacy law on privacy leakage. As part of responsible disate, we informed both
Facebook and Google about the attack. This paper is a shaibmeof a full paper,
which additionally analyzes three high schools, studiéspy leakage when there is
no age restriction, studies one defense, and charactéhieésformation available in
profiles [11].

2 Consequential Threats

Suppose an attacker, with modest crawling and computatiesaurces, for a given
target high school, is able to determine all the studentiérsthool and profile them,
with the profiles containing a varying amount of informatibat minimally including

full name, profile picture, gender, current city, high schoame, graduation year (i.e.,
grade), high-school friends and inferred birth ﬂe&or a given high-school, we call the

L A public Facebook profile for a minor at most contains namefiler picture and gender.
Thus the attacker’s constructed profiles additionally ammturrent city, high school name,
graduation year, high-school friends, inferred birth yeerd for many students much more
information.



collection of these profiles tHagh-school profilesMoreover, suppose the attacker has
a means to send messages directly to many of the studentsaasdnd friend requests
to all of the students. We now describe some of the conseiglidneats.

The first major threat is that of data brokers collecting kFéghool profiles and sell-
ing them to others, such as advertisers, college recru@ed employment agencies.
Because the teen market surpasses US$200 billion in the &/,at is not surpris-
ing that data brokers are already seeking to compile dassierchildren[[9][[7]. By
leveraging the information in the high-school profiles,adatokers can also enhance
the profiles by linking them with other personal data avddaimline and from public
records. For example, by obtaining voter registration rés@which most states make
available for a small fee), the data broker can use the laserend city in the high-
school profiles to link the students to parents in the votgisteation recordsthereby
determining the street address of many of the stud&mtsthose students with friend
lists in the high-school profile, if a parent appears in thenfd list, then the street-
address association can be done with greater certaintyndther example, for many
students, the first name, last name and city in the high-dgmofiles can be linked with
Skype profile information in the Skype directory, therebgiaenting the profile with a
means of calling and videoconferencing with the teenager.

The second major threat is that of a pedophile, who seeksdadhesinternet to
arrange sexual encounters with children. For examplentgca man allegedly used
Facebook to arrange meetings and have indecent contacteviém different girls, rang-
ing in age from 13 to 15. The district attorney for the casessted the importance of
minors “not sharing personal information online, like faimes, ages, addresses, phone
numbers and school information”[5]). A pedophile couldriah the high-school profil-
ing attack himself, using the acquired profiles to prosparctictims. As a first step, the
attacker could use the profiles to narrow down the candidatié® target community.
The attacker could then leverage the profile informationeidgrm social engineering
attacks and establish online contact with the candidates.

Finally, the profiles could also be used to fuel a large-saal@ highly personal-
ized spear-phishing attacks against minors. Messaged aatdmatically be generated
which mention the target students’ high schools, gradnatéars, and friends, tricking
the targets into installing malware on the family compuiarexample.

3 Preliminaries

Throughout this paper we definenginor to be any person who is currently under 18
years old. Anyone 18 years or older is said to beadnlt Note that most students
currently attending a high school are minors. (A fractiothaf final-year students may
be adults, with the fraction increasing each month in th@skthear.) OSNs typically
require users to specify their birth date (day, month, arat)y@hen they register. As
discussed in the Introduction, some users may lie aboutlbiréh dates when creating
accounts in order to circumvent the minimum age requirenfeniser is said to be a
registered minoif the OSN believes the user is currently a minor based oretjistered
birth date. We define eegistered adulin a similar manner. In the context of Facebook,
we say a user (say, Alice) issdrangerto another user (say, Bob) if all the following
conditions are satisfiedi) Alice is not a friend of Bob; (ii) Alice is not a friend of



friend of Bob (that is, Alice and Bob have no mutual friends)d (iii) Alice does not
belong to any of Bob’s school or work networks.

3.1 Facebook and Registered Minors

In Facebook, registered minors have a different experiaitteprivacy than do regis-
tered adults. We now highlight the differences that areveaieto the current study. Ta-
ble[d shows the information about a user available to a strafiog when the user keeps
the default settings and for when the user configures thegdtr maximum sharing
(worst case). A check in the box means the information islavs to the stranger for
the specific scenario. As shown in Table 1, when a strangis @segistered minor’s
profile page, only a limited amount of information is avalato the stranger: at most
the user's name, profile photo, networks joined, and gendereilable. (Typically
less, depending on how the user configured her privacy gsttifor example, typically
less than 10% of registered minors specify network.) Furthe “Message” button will
never be visible to a stranger. We say thaly minimal information is available about a
user(registered minor or adult) if a stranger, when visitingdiser’s public profile, sees
at most name, profile photo, networks joined, and genderitantMessage” button is
not available. It follows that if a stranger visits a userbpc profile and more than the
minimal information is available, then the user must be dsteged adult.

Table 1. Facebook: Default and worst-case information availabkrangers

Default for | Default for |Worst-case forf\Worst-case for
Reg. minorgReg. Adultsy Reg. Minors | Reg. Adults
Name, Gender, Networks,
Profile Photo v v v v
HS, Relationship,
Interested In v v
Birthday v
Hometown, Current City},
Friendlist v v
Photos v
Contact Information v
Public Search v

OSNs typically provide a friend-search feature, allowisgisers to find new friends
from different parts of their past and current lives, inéhgifriends from previous high
schools. Facebook provides this feature in its “Find FreeRdrtal” [1], where a user
can search for potential friends by inputting either hometccurrent city, high school,
mutual friend, college or university, employer, or gradguathool. When a stranger
does a high school search by the high school hame, Facebtwrkse few hundred
users who are associated with the target high school. Thagsr can also attempt
to obtain additional users by creating additional fake aot®. We wrote a script that
collects users in this manner. The script takes as inpugtigethigh school's Facebook
ID, a username and password for a fake account, and outpugsas@undred unique
Facebook user IDs. We observed in the course of experimeattEacebook does not



return any registered minors when a stranger searches \witHnd Friends PortalWe
verified this claim by carrying out an experiment with a highaol for which we have
the complete list of current students at the high school, @lbag the complete list of
recent alumni.

In summary, in an attempt to act responsibly towards mineasebook takes some
precautions to protect minors’ privacy. We observed andfieer that Facebook does
not return registered minors when a stranger searches b kithool. Also, when a
stranger visits a registered minor’s public profile pagelydmited information is made
available, no matter how the minor configures the privacyirsgs. In particular, a
minor’s high school, graduation year, and friend list arevee directly available to a
stranger.

3.2 Legal and Ethical Considerations

To perform the research described in this paper, we implésdesustomized crawlers
that visit public Web pages in Facebook and download the HE#llrce code of each
Web page. Our parser then extracted relevant data from thédLHJource code and
stored the data in an SQL database.

Crawling data in OSNs is an ethically sensitive issue. Orestjon that arises is
if it is ethically acceptable and justifiable to conduct cliagy experiments in social
networks? We believe that the only way to reliably estimaiecess rates of attacks in
the real-world is to use realistic experiments. We nevéetstook several precautions
while crawling. First, we only accessed user informaticait tivas publicly available.
Second, by implementing sleeping functions and limitingstudy to one high school,
the crawling was not particularly aggressive and didn’tysrthe performance of Face-
book.

We also obtained IRB approval for this work from our univershs part of respon-
sible disclosure, we informed both Facebook and Google taheuattack in October
2012. Because of the sensitive nature of the information atbaged and inferred, we
will not be making our data sets public and we will not exglicidentify the high
school involved.

4 The High School Profiling Attack

We now describe our basic version of the high-school prafitittack. The attacker
begins by selecting a target high school. Bétbe the set of all the students currently
attending the target high school with active accounts ifQB&l. The goal of the attack
is to find most of the students i/ and obtain (or infer) as much profile information
as possible about each of those students. We do not reqeiggtticker to be an OSN
friend, or a friend-of-a-friend, of any of the studentslifi that is, the attacker may be
a stranger to all the students in the high schbabughout the duration of the attack
With sufficient computational resources, the attack coludatéfore be launched against
hundreds or even thousands of high schools.



4.1 The Basic Attack: Exploiting Lying Minors

For any user: in the OSN, letF'(u) be the user’'s current set of friends. For some
users,F'(u) will be visible on the user’s public profile; for other usdréu) will not be
publicly available. The attack in its most basic form opesats follows.

1. The attacker inputs the name of the target high schoolti@®SN'’s high-school
search function. The search function returns a list of memio are associated
with the target high school. The attacker may use a scriptitoraatically scroll
down the page (thereby sending additional HTTP requestsAl&X) in order to
get a longer list of members. The attacker may also use nmillipcounts when
searching. We refer to the set of all the members found imtlaisner as theeeds
and denote the set k).

2. The attacker uses a crawler to download the public proéilgep for each of the
seeds, parses the pages, and determines the users wheeitldggecurrently attend
the target high school (by listing their high school as thhgdtahigh school and
providing a graduation year that is the current year or aréuyear). LetC’ be
the subset of seeds who explicitly indicate (in their publiofiles) that they are
currently students in the target high school. (Most of thersinC” will be minors
who, several years earlier when under 13, lied about theidaging registration.)
Let C be the subset of users @if who make their friend lists public. We refer to
C as thecore setAs we will see, the number of core users is typically fairyesl,
on the order of 5% of the number of students in the high schemleach user in
setC, we know the user’s graduation class year. Assuming thdtititeschool is a
four-year school, denotg,, C-, C3, andCy, for students in the first, second, third,
and fourth school years in the core gét

3. For each student € C, the attacker downloads the friend ligt(u), from the
OSN. LetK be the set of all friends obtained from the core users, that is

We refer toK as thecandidate setOur experiments show that the number of can-
didates will approximately be one order of magnitude greti@n the target high
school size.

4. We expect some of the usersiinto be current students in the target high school.
We now try to determine which ones. For each candidate K, we usereverse
lookupto determine its friends in the core. Specifically, for each K, we deter-
mine the set of friends in the core set for each of the fourgméidn years:

Gi(u)={veC; : ue Flv)}, i=1,234. 1)

Clearly eachG;(u) C F(u). Note that to obtain th&r;(u)’s, the attackedoes
not have to obtain the profile pages or friend lists of any of thersisn the large
candidate sek. In fact, useru’s friend list may not even be directly available to
strangers.

5. For each candidate € K, the attacker calculates the fraction of users in each
of the core class sets with whom the candidate is friends tlal calculates the



maximum of these four fractions. Specifically, the attadadculates

o G

C1<i<a |Gy

z(u) )

6. The attacker rank orders the userimmccording to their(u) values, from highest
to lowest. The attacker chooses a threshatdthe vicinity of the total number of
students attending the high school (which can typicallydetl from Wikipedia
or some other source). The attacker then considers the fitsidents as current
students in the target high school (as well as the studerniseirsetC’). Let T’
denote the set afstudents and/ = T'U C’. The attacker also classifies each such
studentu € T into a graduating year according to the highést(v)|/|C;| value,
i=1,2,3,4.

At the end of these steps, the attacker has a set of OSN Hsdralieved to be
students at the target high school. The attacker has alssifiéal all the students i
by graduation class year. For each student, by knowing thle $ihool, the attacker
knows the current city; by knowing both the student’s lagshaaand current city, the
attacker can often determine the student’s home address/ter registration records.
The attacker can also estimate birth year from the gradugar.

Note that the attack relies on the attacker’s ability to mbéesmall set of core users,
that is, finding a set of users for whom the attacker knows wétitainty that the users
are in the high school and knows their graduation year. Bezdloe search function
only returns registered adults who make their high schoblipua priori the core set
will have no students in the first three years of high schoal few in the last year.
However, because a significant high-school students lieditatheir birth dates when
creating accounts when they were under 13 (in order to civemtithe age restriction
due to the COPPA law), itis indeed possible to obtain a cdre@® the search function
including students distributed across the four years. Atge that the attack is passive,
that is, without attempting to establish friend links wittyaof the students.

4.2 Attack Performance

The setH, and the classification of its members by graduation yeasptained by
statistical inference and therefore may contain errorsekample, some of the users in

H may be false positives, that is, they are not current stsdarhe target high school.
Furthermore,H may not contain all of the students M. Two important measures
for the performance of the attack are tiaction of students fromd/ found given by
|[HNM|/|M]|, and thenumber of false positivegiven by| H — M |. Note that by varying

the value of the thresholdthe attacker can trade off these two performance measures:
increasing should increase the fraction of students found but shosid iakcrease the
number of false positives. In this paper we estimate thesasures for the test high
school.

4.3 Enhanced attack

We now describe an important enhancement of the attack hwhkiguires a relatively
small amount of additional crawling. In trenhanced attackafter rank ordering the



z(u)'s and selecting a threshold we download the public profile pages of the first
t(1 + €) users. (In this paper, we use= 1 throughout.) Denote this set of users by
T+. For each useu in T+, we then check the user’s profile to see if he indicates he is
currently a student in the target high school. If so, we me¥eom T+ to C, thereby
increasing the size of the core set. After doing this fonall T+, we recalculatér; (u)

for eachu € T+ andi = 1,2, 3,4, and proceed from Step 5 in the Basic Approach.

In addition to these approaches, there are many possibiistiesione may construe
based on th&7;(u) data. It is also possible to explore traditional machinerizey
approaches. As the purpose of our research is to demontsiedtasibility of the attack
rather than fully optimize it, we do not pursue these optatians here.

4.4 Filtering

In order to possibly improve the performance of the basic emuanced attacks, we
also examine filtering out some of the candidate users. Titesifig variation, as with
the enhanced attack, requires that the attacker downl@splublic profiles of the first
(1+¢)t users in the candidate set. After downloading these profiiesattacker applies
filtering rules to eliminate candidates who are likely forraidents at the target high
school (and have transferred out or have already graduatéelused the following
filter rules:

— Graduate SchoolThe candidate specifies a graduate school in the public @rofil
page.

— Different High SchoolThe candidate providemehigh school and that high school
is different from the target high school.

— High school graduation yearThe candidate provides a high-school graduation
year that is not in the current year or in the subsequent jears.

— Current city: The candidate provides a current city other than the cityhictvthe
high school resides.

4.5 Estimating the Crawling Effort

Most OSNs employ anti-crawling techniques to protect thia @& their membersand
the performance of their sites. Typically, if a member basasuspiciously (for exam-
ple, if he tries to access an overly large amount of user pofil a short amount of
time), the member’s account will be temporarily, or pernrdhe disabled. Therefore
another important measure is the crawling effort requioggerform the attack.

For the Basic Attack, the crawling effort has three compdsi€n) the number of
HTTP GETSs sent to obtain the IDs of the seed ugg(hlote that with AJAX, multiple
HTTP GETs may need to be sent to get the entire pag#))the number of HTTP
GETs sent to obtain the public profile pages of the seed usess (iii) the number
of HTTP GETSs sent to obtain the friend lists of each of the aers (again sending
multiple GETs via AJAX). The approximate number of HTTP GEEst is therefore
given byA - R+ |S| +|C| - f/p, whereA is the number of accounts usefil,is the
number of HTTP GETSs sent per account when gathering the &tefl is the average
number of friends a student has, gnis the number of friends gathered with a single
HTTP request. (Currently, Facebook uges 20).



For the enhanced attack, we additiondlly download the profile pages of an ad-
ditional (1 + €)t users, where is roughly the number of students in the target school,
and(i7) download the friend lists for the augmented core set. Ini&e&we will show
that the total number of requests for a typical school is kfoalboth the basic and
enhanced attacks.

5 Results for High School
5.1 Data Sets

In order to estimate the success of the attack, we applied dhe US high school,
which we refer to as HS1. We collected the data for HS1 in Ma@iR. HS1 is a smalll
private urban high school with about 360 students. For figils ichool, we were able to
obtain, through a confidential channel outside of Facebthakcomplete student lists
(segmented by graduation year) for the high school, andcalsplete alumni lists for
recent graduation years. These lists enable us to evahmteitcess of the attack. HS1
has a relatively high churn rate, with 10-20% of the studéatssferring in and out of
the high school every year. Because of the high churn rateaithallenging problem
to determine an accurate estimate of the current snapstie sfudent body. However,
we will see that even with this high churn rate, the basiacattaovides good results.

For the HS1 students in the 2012, 2013, 2014, and 2015 gladuzasses, we
were able to find the Facebook IDs and public profile page$Mir= 325 students.
We did this essentially by running the basic attack on HSdjrig the users who were
ranked the highest, and checking for their names in the grouth list. We were not
able to find the Facebook IDs for about 10% of the student bo#hs4. Most of these
remaining students most likely do not have Facebook acsoArgmall number of them
may have accounts with alias names that we could not matdietground-truth list.
The 325 students are roughly evenly distributed over the years; for 112 students
(34%) their friend lists are publicly available.

5.2 Initial Seed Set

We obtained initial seed sets from Facebook’s Find Friemthhaising two accounts for
HS1. Tablé R provides a summary of the data collected fortigils school. As shown

in Table[2, for HS1, we found 18 core users (with friend ligtep 6,282 candidates.
For the enhanced attack, we obtained 22 (extended) corgfeséhis high school. The

number of core users is roughly 5% of the number of studentseiischool.

Table 2. Seeds, core users, and candidates for the target high school

High school# of students# of students# of seedg# of core users # of  |# of extended
on Facebook candidates core users

|HS1 | 362 | 325 [ 352 | 18 | 6,282 | 22 |




5.3 Crawling Effort

Table[3 summarizes the approximate crawling efforts reglio collect the data sets
for HS1. Note that the effort is quite small, with the numb&HI TP requests sent
being about twice the number of students in the target higbador the basic attack,
and about five times the number of students in the target liigba for the enhanced
attack.

Table 3. Crawling effort

Facebook |HTTP requestgProfile |[Requests for Total requests| Total requests
accounts used for seeds | pages| friend lists |for basic attack|for enhanced attack

[HS]] 2 | 34 | 352 [ 360 | 746 | 1,576 |

5.4 Results for HS1

Recall that for HS1 there are 325 students having Facebamuats. Also recall that
we have the complete ground-truth information for HS1 (itke Facebook IDs and
graduation years for all of the 325 students). The resuftsdth the basic and enhanced
attacks, with and without filtering, are shown in Table 4 furesholds ranging from
200 to 500. The set of users in each column includes the cems (sr extended core
users for the enhanced attack). In the notatigp, « is the number of users from the
set of 325 students that are found; anid the number of users, from the setwofisers,
that are classified in the correct classification year. Wefese#e top 200, 300, and
400 cases, the enhanced attack with filtering gives the beglts; for the top 500 case,
the enhanced attack without filtering gives somewhat bettaults than the enhanced
attack with filtering.

Table 4. Results for HS1 (which has 325 Facebook users)
| | Top 200] Top 300] Top 400] Top 500]
Basic attack without filtering  [140/112|206/162|271/224|301 /254
Basic attack with filtering 148/122(196/165|259 /227|299 /264
Enhanced attack without filterings9,/155(231/211 (261 /239|304 /281
Enhanced attack with filtering |175/158|232/211|272/250|299/276

We see that the filtering indeed reduced the number of falsitiys for the thresh-
old of top 200, top 300, and top 400 users. But for the largezstold, the filtering
actually increased the number of false positives. This eaaxXplained as follows. On
one hand, when we increase the threshold beyond 400, we asity/Ifadse positives,
since there are not many true positives remaining. On ther éthnd, the filtering also
accidentally filters out some of the true positives, givingoaerall decrease in perfor-
mance.

As an example, let us suppose that the attacker decides theismhanced attack
with filtering, and considers the top 400 users as studeitSin Examining the column
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Fig. 1. Overall performance of enhanced attack for HS1

for 400 students in Tablg 4, we see that with this choice afshold, 272 (84%) of

the 325 students are included in the attacker’s set. So highthreshold, the attacker
finds 84% of the high school student body (having Facebookwads) with 128 false

positives (32%). Moreover, of these 272 students, 250 (92%@ been classified in the
correct graduation year. If the attacker wants to reducéalse positives, the attacker
can declare only the top 200 users as students, in which base dre only 25 (13%)

false positives, with 54% of the students found, of which 98fé classified in the

correct graduation year. If the attacker can accept a langmber of false positives, he
may instead choose the top 500 students, which would indaée of the high school

student body having Facebook accounts. We show these éssifoa different choices

of threshold for the enhanced attack with filtering in Figlide 1.

The results of obtaining 84% of the students in the high sklodavhich 92% are
classified in the correct year, with 32% false positives anearkable, particularly when
considering the 10-15% annual churn rate at the high scMaly students attend HS1
for a short period of time. They make friends with the othadshts during their period
of study, then their families move to another city. We malyuakpected the 128 false
positives (from the set of top 400 users) and found that abalfibf them were former
students at HS1. For the other half of the false positivesy thake very little public
information available, so it is difficult to determine if thare former students or not
(although most likely are since they have a large numberiefdis in HS1).

5.5 Summary of Results

As discussed in Sectidd 3, when using Facebook’s Find Fsi¢tadtal to search for
users in a target high school, Facebook takes precautigm®tect minors by not re-
turning any registered minors. We have shown that an attaeckth relatively little



crawling effort, can discover the majority of the studerittha target high school. For
example, we obtained 83% of all the students in HS1, witrefalssitive rates of 32%.
Moreover, for each high school student in the list, the &#acan determine the stu-
dent’s graduation year with a high-level of accuracy. Aagler can then create profiles
with varying degrees of information for the high-schoolsunts, as well as a variety of
means to contact the students.

6 Related work

There is substantial previous work on using statisticarance to infer private informa-
tion about OSN users. Zheleva and Getoor [20] proposed igebs to predict gender
and political views of users in four real-world datasetsl{iding Facebook) using gen-
eral relational classification and group-based classifinatiernigan and Mistree [14]
demonstrated a method for accurately predicting the sexuahtation of Facebook
users by analyzing friendship associations. Other pai@8(43.17] have also examined
inferring private information from social networks. Thosnet al. examine scenarios
where conflicting privacy settings between friends willeakinformation that at least
one user intending to remain private [18]. Becker and Chéhififerred many differ-
ent attributes of Facebook users, including affiliatiore,aguntry, degree of education,
employer, high school name and grad year, political vielati@nship status, university
and zip code using the most popular attribute values of tagassiends. Dey et all [12]
examine a large dataset and develop a methodology to estagas of Facebook users.
Mislove et al. [16] proposed a method of inferring user htttés by detecting commu-
nities in social networks, based on the observation thatsusi#h common attributes
form dense communities.

All of the above studies focus on inferring information abadults. To our knowl-
edge, this is the first paper that identifies the privacy mobih OSNs for minors, and
also the first paper to quantify the extent of the privacy &pk The problem is chal-
lenging since, for registered minors, little informatimgluding friend lists, is available
to an attacker. The attack makes use of two key propertieoufenm OSNs(:) many
minors lie about their age and are therefore consideredsldythe OSN; andii) us-
ing reverse lookup, an attacker can construct a user'sdiisheven if the user hides
her friend list to everyone.

7 Conclusion

In this paper we have shown how a privacy law for protectiniddobn’s privacy can
inadvertently increase minor's exposure to third partieecebook and other Online
Social Networks (OSNSs) take precautions to prevent strarfgem using their services
to extensively profile minors. But because a significanttforcf minors lie about their
ages, we show how many of the precautions can be circumvgmigithg both lying
and truthful minors at risk. For a given target high schod, described an attack of
using an OSN to profile the current students in the high schide attack finds the
majority of the students in the school, and for each studeild®a profile that includes
information that is not normally available to strangergluding current city, current
school, graduation year, high-school friends, and eséthhirth year.



Although the COPPA law indirectly exacerbates the thirdypprivacy problem for
minors, we are certainly not arguing that governments shabhndon enacting laws
to protect the online privacy of children. We believe, hoagthat the laws must be
carefully designed and consider leakages to third-paasaesell as to first-parties.
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