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Abstract. Lawmakers, children’s advocacy groups and modern society at large
recognize the importance of protecting the Internet privacy of minors (under 18
years of age). Online Social Networks, in particular, take precautions to prevent
third parties from using their services to discover and profile minors. These pre-
cautions include banning young children from joining, not listing minors when
searching for users by high school or city, and displaying only minimal infor-
mation in registered minors’ public profiles, no matter how they configure their
privacy settings.
In this paper we show how an attacker, with modest crawling and computational
resources, and employing data mining heuristics, can circumvent these precau-
tions and create extensive profiles of tens of thousands of minors in a targeted ge-
ographical area. In particular, using Facebook and for a given target high school,
we construct an attack that finds most of the students in the school, and for each
discovered student infers a profile that includes significantly more information
than is available in a registered minor’s public profile. An attacker could use such
profiles for many nefarious purposes, including selling theprofiles to data bro-
kers, large-scale automated spear-phishing attacks on minors, as well as physical
safety attacks such as stalking, kidnapping and arranging meetings for sexual
abuse.
Ironically, the Children’s Online Privacy Protection Act (COPPA), a law designed
to protect the privacy of children, indirectly facilitatesthe attack. In order to by-
pass restrictions put in place due to the COPPA law, some children lie about their
ages when registering, which not only increases the exposure for themselves but
also for their non-lying friends.

1 Introduction

It is generally recognized that protecting the Internet privacy of minors (under 18 years
of age in the US) is important, with modern society manifesting this concern in many
ways. The US government, through the Children’s Online Privacy Protection Act (COPPA)
[3], requires commercial Web sites to obtain affirmative consent from parents before
children under 13 can create an account. Many consumer, privacy and child advocacy
groups continue to actively lobby governments to provide better privacy protection for
minors [4]. The US Congress is currently considering new bills to strengthen online
safeguards for children and teens [6], [8].

Online Social Networks (OSNs) additionally take measures to protect the privacy
of minors. Facebook, for example, treats minors and adults with distinctly different



policies related to their public profiles, how members can find each other, and how
they can contact each other [2]. Facebook currently bans young children (under 13)
from joining, does not list minors when searching for users by high school or city, and
displays only minimal information in registered minors’ public profiles, no matter how
they configure their privacy settings.

In this paper we show how a third party, with modest crawling and computational
resources, and employing data mining heuristics, can circumvent these precautions and
create extensive profiles of tens of thousands of minors in a targeted geographical area.
In particular, using Facebook and for a given target high school, we construct an attack
which finds most of the students in the school, and for each discovered student infers
a profile which includes significantly more information thanis available in a registered
minor’s public profile. The additional information minimally includes, for each discov-
ered student, the student’s current city, current high-school, graduation year, inferred
birth year, and list of school friends. The generated profiles of about half of the iden-
tified minors also include varying amounts of additional information, including shared
photos and wall postings. The information is collectedpassively, that is, without at-
tempting to establish friend links with any of the students.As discussed in Section 2, an
attacker could use such profiles for many nefarious purposes, including selling the pro-
files to data brokers, large-scale automated spear-phishing attacks on minors, as well as
physical safety attacks such as prospecting candidate children for stalking, kidnapping
and arranging meetings for sexual abuse.

Using off-line channels, it is difficult for an attacker to obtain complete lists of
students attending a given target school. For example, in the course of the research for
this paper, while seeking ground-truth data, we contacted administrators of four high
schools and asked them to provide us with a list of names of allstudents currently
attending their schools, with assurances of keeping the lists entirely confidential as well
as not mentioning the names of the schools in this study. But the administrations of these
high schools would not provide the lists, even with such assurances, fearing potential
lawsuits from parents or other legal actions. High-school websites today also do not
publicly provide lists of current students.

It is also difficult for an attacker to obtain complete lists of students attending a
given target school directly from OSNs. As of May 2013, and documented in this paper,
Facebook takes explicit measures to prevent people from obtaining school lists directly
from its site. Although Facebook allows its members to search for other members who
are associated with any given high school or city,the search results returned by the
service do not include registered minors; for a high school search, they only include
members who are registered as currently being 18 years or older, with the vast majority
of the results being alumni of the high school. Because of this measure, it is not possible
for an attacker todirectly use Facebook’s search service to collect the names of the
students at any target high school and attempt to profile them.

Ironically, the privacy leakages described in this paper are indirectly caused by the
COPPA law, which was designed to protect minors’ privacy. Given economic costs,
social concerns, and technical issues, most online services — including Facebook and
Google+ — choose to avoid the COPPA obligations by banning users younger than 13.
Upon creating an account, these sites ask users for their birth date to determine if they



are 13 or older. If the user indicates being under 13 years of age, the site prevents the
user from creating an account. The key observations and ingredients behind our attack
are the following:

1. In order to circumvent the age restriction (due to COPPA),many under-13 users lie
about their age to gain access to online social networks whencreating their accounts
[15]. For example, in order to gain access to Facebook, an 11-year-old boy may say
he is 13 years old or may even say he is over 18 when registering.

2. Several years later, when the lying minor enters high school, his registered age very
possibly will be 18 or older. The OSN will therefore considerhim an adult although
he is actually a minor.

3. When searching for users by high school, Facebook (and Google+) only returns
members who are registered adults. But a small fraction of these registered adults
will in truth be minors.

4. By identifying the minors returned by the search results,and performing statisti-
cal processing on their friend lists, we show it is possible to discover most of the
students in the target high school and, for each discovered student, create a profile
that contains significantly more information than should beavailable in a minor’s
public profile.

Thus, the COPPA law has inadvertently set the stage for widespread discovery and
inference of minors’ private information.

To demonstrate the feasibility of the high-school profilingattack, we carried it out
on one high school. Our institution provided us with an IRB toperform the research
under the condition that we keep private all collected and inferred information about
individuals and only release aggregated results. For the target high school, we were able
to obtain, through a confidential off-line channel, ground-truth information including
the names of all the students in the high school and their graduating classes.

To our knowledge, this is the first paper that(i) identifies the third-party privacy
leakage problem in OSNs for minors,(ii) quantifies the extent of the privacy leakage,
and(iii) using measurement and analysis, investigates and quantifies the impact of a
privacy law on privacy leakage. As part of responsible disclosure, we informed both
Facebook and Google about the attack. This paper is a short version of a full paper,
which additionally analyzes three high schools, studies privacy leakage when there is
no age restriction, studies one defense, and characterizesthe information available in
profiles [11].

2 Consequential Threats
Suppose an attacker, with modest crawling and computational resources, for a given
target high school, is able to determine all the students in the school and profile them,
with the profiles containing a varying amount of information, but minimally including
full name, profile picture, gender, current city, high school name, graduation year (i.e.,
grade), high-school friends and inferred birth year1. For a given high-school, we call the

1 A public Facebook profile for a minor at most contains name, profile picture and gender.
Thus the attacker’s constructed profiles additionally contain current city, high school name,
graduation year, high-school friends, inferred birth year, and for many students much more
information.



collection of these profiles thehigh-school profiles. Moreover, suppose the attacker has
a means to send messages directly to many of the students, andcan send friend requests
to all of the students. We now describe some of the consequential threats.

The first major threat is that of data brokers collecting high-school profiles and sell-
ing them to others, such as advertisers, college recruiters, and employment agencies.
Because the teen market surpasses US$200 billion in the US alone, it is not surpris-
ing that data brokers are already seeking to compile dossiers on children [9] [7]. By
leveraging the information in the high-school profiles, data brokers can also enhance
the profiles by linking them with other personal data available online and from public
records. For example, by obtaining voter registration records (which most states make
available for a small fee), the data broker can use the last name and city in the high-
school profiles to link the students to parents in the voter registration records,thereby
determining the street address of many of the students. For those students with friend
lists in the high-school profile, if a parent appears in the friend list, then the street-
address association can be done with greater certainty. As another example, for many
students, the first name, last name and city in the high-school profiles can be linked with
Skype profile information in the Skype directory, thereby augmenting the profile with a
means of calling and videoconferencing with the teenager.

The second major threat is that of a pedophile, who seeks to use the Internet to
arrange sexual encounters with children. For example, recently a man allegedly used
Facebook to arrange meetings and have indecent contact withseven different girls, rang-
ing in age from 13 to 15. The district attorney for the case stressed the importance of
minors “not sharing personal information online, like fullnames, ages, addresses, phone
numbers and school information” [5]). A pedophile could launch the high-school profil-
ing attack himself, using the acquired profiles to prospect for victims. As a first step, the
attacker could use the profiles to narrow down the candidatesin the target community.
The attacker could then leverage the profile information to perform social engineering
attacks and establish online contact with the candidates.

Finally, the profiles could also be used to fuel a large-scaleand highly personal-
ized spear-phishing attacks against minors. Messages could automatically be generated
which mention the target students’ high schools, graduation years, and friends, tricking
the targets into installing malware on the family computer,for example.

3 Preliminaries

Throughout this paper we define aminor to be any person who is currently under 18
years old. Anyone 18 years or older is said to be anadult. Note that most students
currently attending a high school are minors. (A fraction ofthe final-year students may
be adults, with the fraction increasing each month in the school year.) OSNs typically
require users to specify their birth date (day, month, and year) when they register. As
discussed in the Introduction, some users may lie about their birth dates when creating
accounts in order to circumvent the minimum age requirement. A user is said to be a
registered minorif the OSN believes the user is currently a minor based on the registered
birth date. We define aregistered adultin a similar manner. In the context of Facebook,
we say a user (say, Alice) is astrangerto another user (say, Bob) if all the following
conditions are satisfied:(i) Alice is not a friend of Bob; (ii) Alice is not a friend of



friend of Bob (that is, Alice and Bob have no mutual friends);and(iii) Alice does not
belong to any of Bob’s school or work networks.

3.1 Facebook and Registered Minors

In Facebook, registered minors have a different experiencewith privacy than do regis-
tered adults. We now highlight the differences that are relevant to the current study. Ta-
ble 1 shows the information about a user available to a stranger for when the user keeps
the default settings and for when the user configures the setting for maximum sharing
(worst case). A check in the box means the information is available to the stranger for
the specific scenario. As shown in Table 1, when a stranger visits a registered minor’s
profile page, only a limited amount of information is available to the stranger: at most
the user’s name, profile photo, networks joined, and gender are available. (Typically
less, depending on how the user configured her privacy settings. For example, typically
less than 10% of registered minors specify network.) Further, the “Message” button will
never be visible to a stranger. We say thatonly minimal information is available about a
user(registered minor or adult) if a stranger, when visiting theuser’s public profile, sees
at most name, profile photo, networks joined, and gender, andthe “Message” button is
not available. It follows that if a stranger visits a user’s public profile and more than the
minimal information is available, then the user must be a registered adult.

Table 1.Facebook: Default and worst-case information available tostrangers

Default for Default for Worst-case for Worst-case for
Reg. minorsReg. Adults Reg. Minors Reg. Adults

Name, Gender, Networks,
Profile Photo X X X X

HS, Relationship,
Interested In X X

Birthday X

Hometown, Current City,
Friendlist X X

Photos X X

Contact Information X

Public Search X X

OSNs typically provide a friend-search feature, allowing its users to find new friends
from different parts of their past and current lives, including friends from previous high
schools. Facebook provides this feature in its “Find Friends Portal” [1], where a user
can search for potential friends by inputting either hometown, current city, high school,
mutual friend, college or university, employer, or graduate school. When a stranger
does a high school search by the high school name, Facebook returns a few hundred
users who are associated with the target high school. The stranger can also attempt
to obtain additional users by creating additional fake accounts. We wrote a script that
collects users in this manner. The script takes as input the target high school’s Facebook
ID, a username and password for a fake account, and outputs several hundred unique
Facebook user IDs. We observed in the course of experiments thatFacebook does not



return any registered minors when a stranger searches with the Find Friends Portal. We
verified this claim by carrying out an experiment with a high school for which we have
the complete list of current students at the high school, as well as the complete list of
recent alumni.

In summary, in an attempt to act responsibly towards minors,Facebook takes some
precautions to protect minors’ privacy. We observed and verified that Facebook does
not return registered minors when a stranger searches by high school. Also, when a
stranger visits a registered minor’s public profile page, only limited information is made
available, no matter how the minor configures the privacy settings. In particular, a
minor’s high school, graduation year, and friend list are never directly available to a
stranger.

3.2 Legal and Ethical Considerations

To perform the research described in this paper, we implemented customized crawlers
that visit public Web pages in Facebook and download the HTMLsource code of each
Web page. Our parser then extracted relevant data from the HTML source code and
stored the data in an SQL database.

Crawling data in OSNs is an ethically sensitive issue. One question that arises is
if it is ethically acceptable and justifiable to conduct crawling experiments in social
networks? We believe that the only way to reliably estimate success rates of attacks in
the real-world is to use realistic experiments. We nevertheless took several precautions
while crawling. First, we only accessed user information that was publicly available.
Second, by implementing sleeping functions and limiting our study to one high school,
the crawling was not particularly aggressive and didn’t perturb the performance of Face-
book.

We also obtained IRB approval for this work from our university. As part of respon-
sible disclosure, we informed both Facebook and Google about the attack in October
2012. Because of the sensitive nature of the information we gathered and inferred, we
will not be making our data sets public and we will not explicitly identify the high
school involved.

4 The High School Profiling Attack

We now describe our basic version of the high-school profiling attack. The attacker
begins by selecting a target high school. LetM be the set of all the students currently
attending the target high school with active accounts in theOSN. The goal of the attack
is to find most of the students inM and obtain (or infer) as much profile information
as possible about each of those students. We do not require the attacker to be an OSN
friend, or a friend-of-a-friend, of any of the students inM , that is, the attacker may be
a stranger to all the students in the high schoolthroughout the duration of the attack.
With sufficient computational resources, the attack could therefore be launched against
hundreds or even thousands of high schools.



4.1 The Basic Attack: Exploiting Lying Minors

For any useru in the OSN, letF (u) be the user’s current set of friends. For some
users,F (u) will be visible on the user’s public profile; for other usersF (u) will not be
publicly available. The attack in its most basic form operates as follows.

1. The attacker inputs the name of the target high school intothe OSN’s high-school
search function. The search function returns a list of members who are associated
with the target high school. The attacker may use a script to automatically scroll
down the page (thereby sending additional HTTP requests with AJAX) in order to
get a longer list of members. The attacker may also use multiple accounts when
searching. We refer to the set of all the members found in thismanner as theseeds
and denote the set byS.

2. The attacker uses a crawler to download the public profile pages for each of the
seeds, parses the pages, and determines the users who indicate they currently attend
the target high school (by listing their high school as the target high school and
providing a graduation year that is the current year or a future year). LetC′ be
the subset of seeds who explicitly indicate (in their publicprofiles) that they are
currently students in the target high school. (Most of the users inC′ will be minors
who, several years earlier when under 13, lied about their age during registration.)
Let C be the subset of users inC′ who make their friend lists public. We refer to
C as thecore set. As we will see, the number of core users is typically fairly small,
on the order of 5% of the number of students in the high school.For each user in
setC, we know the user’s graduation class year. Assuming that thehigh school is a
four-year school, denoteC1, C2, C3, andC4, for students in the first, second, third,
and fourth school years in the core setC.

3. For each studentu ∈ C, the attacker downloads the friend list,F (u), from the
OSN. LetK be the set of all friends obtained from the core users, that is,

K = ∪u∈CF (u).

We refer toK as thecandidate set. Our experiments show that the number of can-
didates will approximately be one order of magnitude greater than the target high
school size.

4. We expect some of the users inK to be current students in the target high school.
We now try to determine which ones. For each candidateu ∈ K, we usereverse
lookupto determine its friends in the core. Specifically, for eachu ∈ K, we deter-
mine the set of friends in the core set for each of the four graduation years:

Gi(u) = {v ∈ Ci : u ∈ F (v)}, i = 1, 2, 3, 4. (1)

Clearly eachGi(u) ⊆ F (u). Note that to obtain theGi(u)’s, the attackerdoes
not have to obtain the profile pages or friend lists of any of the users in the large
candidate setK. In fact, useru’s friend list may not even be directly available to
strangers.

5. For each candidateu ∈ K, the attacker calculates the fraction of users in each
of the core class sets with whom the candidate is friends, andthen calculates the



maximum of these four fractions. Specifically, the attackercalculates

x(u) = max
1≤i≤4

|Gi(u)|

|Ci|
(2)

6. The attacker rank orders the users inK according to theirx(u) values, from highest
to lowest. The attacker chooses a thresholdt in the vicinity of the total number of
students attending the high school (which can typically be found from Wikipedia
or some other source). The attacker then considers the firstt students as current
students in the target high school (as well as the students inthe setC′). Let T
denote the set oft students andH = T ∪C′. The attacker also classifies each such
studentu ∈ T into a graduating year according to the highest|Gi(u)|/|Ci| value,
i = 1, 2, 3, 4.

At the end of these steps, the attacker has a set of OSN usersH believed to be
students at the target high school. The attacker has also classified all the students inH
by graduation class year. For each student, by knowing the high school, the attacker
knows the current city; by knowing both the student’s last name and current city, the
attacker can often determine the student’s home address from voter registration records.
The attacker can also estimate birth year from the graduation year.

Note that the attack relies on the attacker’s ability to obtain a small set of core users,
that is, finding a set of users for whom the attacker knows withcertainty that the users
are in the high school and knows their graduation year. Because the search function
only returns registered adults who make their high school public, a priori the core set
will have no students in the first three years of high school and few in the last year.
However, because a significant high-school students lied about their birth dates when
creating accounts when they were under 13 (in order to circumvent the age restriction
due to the COPPA law), it is indeed possible to obtain a core set from the search function
including students distributed across the four years. Alsonote that the attack is passive,
that is, without attempting to establish friend links with any of the students.

4.2 Attack Performance

The setH , and the classification of its members by graduation year, isobtained by
statistical inference and therefore may contain errors. For example, some of the users in
H may be false positives, that is, they are not current students at the target high school.
Furthermore,H may not contain all of the students inM . Two important measures
for the performance of the attack are thefraction of students fromM found, given by
|H∩M |/|M |, and thenumber of false positives, given by|H−M |. Note that by varying
the value of the thresholdt the attacker can trade off these two performance measures:
increasingt should increase the fraction of students found but should also increase the
number of false positives. In this paper we estimate these measures for the test high
school.

4.3 Enhanced attack

We now describe an important enhancement of the attack, which requires a relatively
small amount of additional crawling. In theenhanced attack, after rank ordering the



x(u)’s and selecting a thresholdt, we download the public profile pages of the first
t(1 + ǫ) users. (In this paper, we useǫ = 1 throughout.) Denote this set of users by
T+. For each useru in T+, we then check the user’s profile to see if he indicates he is
currently a student in the target high school. If so, we moveu from T+ to C, thereby
increasing the size of the core set. After doing this for allu ∈ T+, we recalculateGi(u)
for eachu ∈ T+ andi = 1, 2, 3, 4, and proceed from Step 5 in the Basic Approach.

In addition to these approaches, there are many possible heuristics one may construe
based on theGi(u) data. It is also possible to explore traditional machine learning
approaches. As the purpose of our research is to demonstratethe feasibility of the attack
rather than fully optimize it, we do not pursue these optimizations here.

4.4 Filtering

In order to possibly improve the performance of the basic andenhanced attacks, we
also examine filtering out some of the candidate users. This filtering variation, as with
the enhanced attack, requires that the attacker download the public profiles of the first
(1+ǫ)t users in the candidate set. After downloading these profiles, the attacker applies
filtering rules to eliminate candidates who are likely former students at the target high
school (and have transferred out or have already graduated). We used the following
filter rules:

– Graduate School:The candidate specifies a graduate school in the public profile
page.

– Different High School:The candidate providesonehigh school and that high school
is different from the target high school.

– High school graduation year:The candidate provides a high-school graduation
year that is not in the current year or in the subsequent threeyears.

– Current city:The candidate provides a current city other than the city in which the
high school resides.

4.5 Estimating the Crawling Effort

Most OSNs employ anti-crawling techniques to protect the data of their membersand
the performance of their sites. Typically, if a member behaves suspiciously (for exam-
ple, if he tries to access an overly large amount of user profiles in a short amount of
time), the member’s account will be temporarily, or permanently, disabled. Therefore
another important measure is the crawling effort required to perform the attack.

For the Basic Attack, the crawling effort has three components: (i) the number of
HTTP GETs sent to obtain the IDs of the seed usersS (Note that with AJAX, multiple
HTTP GETs may need to be sent to get the entire page.);(ii) the number of HTTP
GETs sent to obtain the public profile pages of the seed users in S; (iii) the number
of HTTP GETs sent to obtain the friend lists of each of the coreusers (again sending
multiple GETs via AJAX). The approximate number of HTTP GETssent is therefore
given byA · R + |S| + |C| · f/p, whereA is the number of accounts used,R is the
number of HTTP GETs sent per account when gathering the seed list, f is the average
number of friends a student has, andp is the number of friends gathered with a single
HTTP request. (Currently, Facebook usesp = 20).



For the enhanced attack, we additionally(i) download the profile pages of an ad-
ditional (1 + ǫ)t users, wheret is roughly the number of students in the target school,
and(ii) download the friend lists for the augmented core set. In Section 5 we will show
that the total number of requests for a typical school is small for both the basic and
enhanced attacks.

5 Results for High School

5.1 Data Sets

In order to estimate the success of the attack, we applied it to one US high school,
which we refer to as HS1. We collected the data for HS1 in March2012. HS1 is a small
private urban high school with about 360 students. For this high school, we were able to
obtain, through a confidential channel outside of Facebook,the complete student lists
(segmented by graduation year) for the high school, and alsocomplete alumni lists for
recent graduation years. These lists enable us to evaluate the success of the attack. HS1
has a relatively high churn rate, with 10-20% of the studentstransferring in and out of
the high school every year. Because of the high churn rate, itis a challenging problem
to determine an accurate estimate of the current snapshot ofthe student body. However,
we will see that even with this high churn rate, the basic attack provides good results.

For the HS1 students in the 2012, 2013, 2014, and 2015 graduating classes, we
were able to find the Facebook IDs and public profile pages for|M | = 325 students.
We did this essentially by running the basic attack on HS1, finding the users who were
ranked the highest, and checking for their names in the ground truth list. We were not
able to find the Facebook IDs for about 10% of the student body at HS1. Most of these
remaining students most likely do not have Facebook accounts. A small number of them
may have accounts with alias names that we could not match to the ground-truth list.
The 325 students are roughly evenly distributed over the four years; for 112 students
(34%) their friend lists are publicly available.

5.2 Initial Seed Set

We obtained initial seed sets from Facebook’s Find Friend portal, using two accounts for
HS1. Table 2 provides a summary of the data collected for thishigh school. As shown
in Table 2, for HS1, we found 18 core users (with friend lists)and 6,282 candidates.
For the enhanced attack, we obtained 22 (extended) core users for this high school. The
number of core users is roughly 5% of the number of students inthe school.

Table 2.Seeds, core users, and candidates for the target high school

High school # of students# of students# of seeds# of core users # of # of extended
on Facebook candidates core users

HS1 362 325 352 18 6, 282 22



5.3 Crawling Effort

Table 3 summarizes the approximate crawling efforts required to collect the data sets
for HS1. Note that the effort is quite small, with the number of HTTP requests sent
being about twice the number of students in the target high school for the basic attack,
and about five times the number of students in the target high school for the enhanced
attack.

Table 3.Crawling effort

Facebook HTTP requestsProfile Requests for Total requests Total requests
accounts used for seeds pages friend lists for basic attack for enhanced attack

HS1 2 34 352 360 746 1, 576

5.4 Results for HS1

Recall that for HS1 there are 325 students having Facebook accounts. Also recall that
we have the complete ground-truth information for HS1 (i.e., the Facebook IDs and
graduation years for all of the 325 students). The results for both the basic and enhanced
attacks, with and without filtering, are shown in Table 4 for thresholdst ranging from
200 to 500. The set of users in each column includes the core users (or extended core
users for the enhanced attack). In the notationx/y, x is the number of users from the
set of 325 students that are found; andy is the number of users, from the set ofx users,
that are classified in the correct classification year. We seefor the top 200, 300, and
400 cases, the enhanced attack with filtering gives the best results; for the top 500 case,
the enhanced attack without filtering gives somewhat betterresults than the enhanced
attack with filtering.

Table 4.Results for HS1 (which has 325 Facebook users)

Top 200 Top 300 Top 400 Top 500

Basic attack without filtering 140/112 206/162 271/224 301/254

Basic attack with filtering 148/122 196/165 259/227 299/264

Enhanced attack without filtering169/155 231/211 261/239 304/281

Enhanced attack with filtering 175/158 232/211 272/250 299/276

We see that the filtering indeed reduced the number of false positives for the thresh-
old of top 200, top 300, and top 400 users. But for the larger threshold, the filtering
actually increased the number of false positives. This can be explained as follows. On
one hand, when we increase the threshold beyond 400, we add mostly false positives,
since there are not many true positives remaining. On the other hand, the filtering also
accidentally filters out some of the true positives, giving an overall decrease in perfor-
mance.

As an example, let us suppose that the attacker decides to usethe enhanced attack
with filtering, and considers the top 400 users as students inHS1. Examining the column
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Fig. 1. Overall performance of enhanced attack for HS1

for 400 students in Table 4, we see that with this choice of threshold, 272 (84%) of
the 325 students are included in the attacker’s set. So with this threshold, the attacker
finds 84% of the high school student body (having Facebook accounts) with 128 false
positives (32%). Moreover, of these 272 students, 250 (92%)have been classified in the
correct graduation year. If the attacker wants to reduce thefalse positives, the attacker
can declare only the top 200 users as students, in which case there are only 25 (13%)
false positives, with 54% of the students found, of which 90%are classified in the
correct graduation year. If the attacker can accept a largernumber of false positives, he
may instead choose the top 500 students, which would include92% of the high school
student body having Facebook accounts. We show these estimates for different choices
of thresholdt for the enhanced attack with filtering in Figure 1.

The results of obtaining 84% of the students in the high school, of which 92% are
classified in the correct year, with 32% false positives are remarkable, particularly when
considering the 10-15% annual churn rate at the high school.Many students attend HS1
for a short period of time. They make friends with the other students during their period
of study, then their families move to another city. We manually inspected the 128 false
positives (from the set of top 400 users) and found that abouthalf of them were former
students at HS1. For the other half of the false positives, they make very little public
information available, so it is difficult to determine if they are former students or not
(although most likely are since they have a large number of friends in HS1).

5.5 Summary of Results

As discussed in Section 3, when using Facebook’s Find Friends Portal to search for
users in a target high school, Facebook takes precautions toprotect minors by not re-
turning any registered minors. We have shown that an attacker, with relatively little



crawling effort, can discover the majority of the students at the target high school. For
example, we obtained 83% of all the students in HS1, with false-positive rates of 32%.
Moreover, for each high school student in the list, the attacker can determine the stu-
dent’s graduation year with a high-level of accuracy. An attacker can then create profiles
with varying degrees of information for the high-school students, as well as a variety of
means to contact the students.

6 Related work

There is substantial previous work on using statistical inference to infer private informa-
tion about OSN users. Zheleva and Getoor [20] proposed techniques to predict gender
and political views of users in four real-world datasets (including Facebook) using gen-
eral relational classification and group-based classification. Jernigan and Mistree [14]
demonstrated a method for accurately predicting the sexualorientation of Facebook
users by analyzing friendship associations. Other papers [19,13,17] have also examined
inferring private information from social networks. Thomas et al. examine scenarios
where conflicting privacy settings between friends will reveal information that at least
one user intending to remain private [18]. Becker and Chen [10] inferred many differ-
ent attributes of Facebook users, including affiliation, age, country, degree of education,
employer, high school name and grad year, political view, relationship status, university
and zip code using the most popular attribute values of the user’s friends. Dey et al. [12]
examine a large dataset and develop a methodology to estimate ages of Facebook users.
Mislove et al. [16] proposed a method of inferring user attributes by detecting commu-
nities in social networks, based on the observation that users with common attributes
form dense communities.

All of the above studies focus on inferring information about adults. To our knowl-
edge, this is the first paper that identifies the privacy problem in OSNs for minors, and
also the first paper to quantify the extent of the privacy leakage. The problem is chal-
lenging since, for registered minors, little information,including friend lists, is available
to an attacker. The attack makes use of two key properties in modern OSNs:(i) many
minors lie about their age and are therefore considered adults by the OSN; and(ii) us-
ing reverse lookup, an attacker can construct a user’s friend list even if the user hides
her friend list to everyone.

7 Conclusion

In this paper we have shown how a privacy law for protecting children’s privacy can
inadvertently increase minor’s exposure to third parties.Facebook and other Online
Social Networks (OSNs) take precautions to prevent strangers from using their services
to extensively profile minors. But because a significant fraction of minors lie about their
ages, we show how many of the precautions can be circumvented, putting both lying
and truthful minors at risk. For a given target high school, we described an attack of
using an OSN to profile the current students in the high school. The attack finds the
majority of the students in the school, and for each student builds a profile that includes
information that is not normally available to strangers, including current city, current
school, graduation year, high-school friends, and estimated birth year.



Although the COPPA law indirectly exacerbates the third party privacy problem for
minors, we are certainly not arguing that governments should abandon enacting laws
to protect the online privacy of children. We believe, however, that the laws must be
carefully designed and consider leakages to third-partiesas well as to first-parties.
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