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Applications of PSI: Common Interests
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Classical Definition for PSI

nd security communities
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ooth parties obtain X nY), multi-party PSI (>2 participants), etc.
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They do not really match that well



Classical Definition (limitation)

* Traditional PSI always reveals the intersection

* [ntersection set itself could be:
 Sensitive: threat information
« Commercial asset: customer list
 Personal info: friend list, hobbies, preferences

* Intersection should only be revealed when

NeCesSaly (i.e., the interaction satisfying some policy P(+))
» e.8., the size exceeds some threshold number
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More “Privacy-Friendly” PSI
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Oblivious Transfer for a Sparse Array (OTSA)
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Oblivious Polynomial Evaluation (OPE)

, -, a, Of a polynomial p
a homomorphic encryption:



OTSA from Oblivious Polynomial Evaluation -

(V= &) z; = Encpr(ri - p(yi) + d;)
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be decrypted to d;

will be decrypted to random



Construction of OTSA

N z; = Encp(r; - p(y) + d;)
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el using zero-knowledge proofs (details in the paper)

worse than O(n log n) via generic approac
//////// O(mn) ( than O(nlogn) via g e roach)

(honest-but-curious) in the paper
.
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PSI with Access Structure




Secret Sharing

“qualified” subsets:
{51, 52,54, S5}
{Sll S3,54, SS}

151, 52,53, 54, S5}






secretShare(s) — {s1,53, ..., S; }

\V = o f
zi = Encyi(r; - px(v) + 5)
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b decrypted to s;

e decrypted to random



- & SecretShare(s) = {s1,55, ..., Sy}

e bnc, (1 px(y) + s1)
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sfies the access structure
r can reconstruct the secret s !
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PSI w/ AS
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PSI with Access Structure from STAS

reconstruct the secret s
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N Y satisfies the access structure



?/ﬁ access structure
can learn X' nY', which is essentially X nY



PSI with Access Structure

Y' = {yills, ..., ymlls}

// lisfies the access structure
,,M/ arn X' nY’, which is an empty set



Concluding Remarks

:l' Under submission




