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Location-based services (LBSs)

» Personalize the service provided to the user according to his
current position.

» Example:
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» Main types of LBS:

1. LBS depending only from the individual position of the user.
2. Collaborative LBS whose global output is a function of the
locations of many users.

» Non-interactive scenario: sanitization of location data.
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Example of LBS: Collaborative traffic monitoring

T \

'9 To Maple Tree road
| PYYRiN £TA 1:16 min. 61 miles

Sébastien Gambs Inference attacks on location data



Location, a new type of personal data
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Location, a data massively collected

Les données personnelles, le graal de I'économie
des Smartphones - Résultats Saison 2 Android

La géolocalisation, reine des données
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What the General Data Protection Regulation says about

anonymized data

“To ascertain whether means are reasonably likely to be
used to identify the individual, account should be taken
of all objective factors, such as the costs of and the
amount of time required for identification, taking into
consideration both available technology at the time of
the processing and technological development.”

Consequence: evaluation of risk of de-anonymization should take
into account the ressources needed to conduct the re-identification

and should be done on a regular basis.
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System model of LBS

Location sources

; Wireless network LBS provider

id request Lat Long I]::>

(from Maria Louisa Damiani)

» Possible approach: provide users with the possibility to define
rules specifying with whom, how and at which level of
granularity their location data is shared.

» Trust issue: the LBS provider has to be trusted in respecting
and enforcing these rules.
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Adversary model

» To provide strong privacy guarantees the LBS provider should
also be considered as a possible adversary (in addition of an
external attacker).

» Main reason: Once the location data has been collected it is
very difficult to control how it is used and disseminated.

» Main privacy issue: richness of the data in terms of its
inference potential (points of interests and their semantics,
mobility prediction, inference of demographic attributes).
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Types of location data

» Abstract example of location data:
< id, coordinates, timestamp, other_information >
» More concretely:

» id = identifier of the user or a device that belongs to him,

» coordinates = latitude and longitude (ex: GPS), identifier of
an area (ex: cellular antenna) or a particular place (ex: name
of a subway station),

> timestamp = time and day,

» other_information = strength of the signal, estimation of the
uncertainty on the position, ...

» Remark: the collect of mobility can be frequent (ex: each
minute) or sporadic (ex: when the user performs a geolocated

query).
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Pseudonymization is not an alternative to anonymization

Replacing the name of a person by a pseudonym = preservation of
the privacy of this individual

A Face Is Exposed for AOL Searcher No. 4417749
@he Nework Tmes

(Extract from an article from the New York Times, 6 August 2006)

Same phenomenon is true for location data. Example: if the
granularity is too small, the pair home-work becomes unique for a
large fraction of the population (Colle and Kartridge 09).
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Inference attack

» Joint work with Marc-Olivier Killijian (LAAS-CNRS) and
Miguel Nufiez del Prado (now Universidad del Pacifico,
previously LAAS-CNRS).

> Inference attack: the adversary takes as input a location
dataset (and possibly some background knowledge) and tries
to infer some personal information regarding individuals
contained in the dataset.

» Main objective: to quantify the privacy risks linked to the
disclosure of location data.

» We may not even be able to model this a priori knowledge.

» Remark: maybe my data is private today but it may not be so
in the future due to the public release of some other data.
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Possible objectives of an inference attack on location data

1. ldentification of important places, called Point of Interests
(POI), characterizing the interests of an individual.

» Example: home, place of work, gymnasium, political
headquarters, medical center, ...

2. Prediction of the movement patterns of an individual, such as
his past, present and future locations.

3. Linking the records of the same individual contained in the
same dataset or in different datasets (either anonymized or
under different pseudonyms).

4. Discover social relations between individuals.

» Example: people that are in the vicinity of each other on a
frequent basis.

5. Prediction of demographic attributes.
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Identification of home and place of work

Suppose that you have access to the GPS traces of the car of an
individual in which the name of the person has been replaced by a
pseudonym randomly generated.

Heuristic to identify the home:
» Choose the last stop before midnight.
Heuristic to identify the place of work:
» Choose the most “stable” location during the day.

Reverse geocoding: maps the coordinates of a location to a
physical address.

=

Yellow Pages: associate a physical address with a list of possibles
candidates.
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|dentification of POls through clustering algorithm

(SPRINGL'10)

» Clustering: form of unsupervised learning that aims at
grouping together objects that are similar (intra-similarity)
while putting in separate clusters objects that are different
(inter-dissimilarity).

» Inference attack:

1. Delete all mobility traces in which the person is in movement.
2. Run a clustering algorithm on the remaining traces in order to
discover significant clusters.
3. Return as POI the median of each cluster.
Validation issue: how to evaluate the quality of the POls
returned if we do not have access to the “ground truth”?

Sébastien Gambs Inference attacks on location data 14



Identification of the house of a taxi
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Identification of the house of a taxi
(view from GoogleMaps and StreetView)
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Mobility Markov chain (TDP'11)

» Objective: to represent in a compact way the mobility
behaviour of an individual.
» The states of the chain are POls and a transitions represents
the probability from moving from one POI to another.
» Construction :
» Remove all moving traces.
» From the resulting traces, extract the POls by running a
clustering algorithm.
» Label each trace with the corresponding POl and compute the
transitions probabilities.

» Temporal variant of the model (DYNAM'11): decompose the
time into slices, the label of a stage corresponds to POI/time
slice. A\

i,
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Example of mobility Markov chain
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Understanding the semantic of a POI through the

structure of the mobility model

v

Main idea: the structure of the mobility Markov chain gives
information on the semantic of a particular POI.

Example 1: “home” is generally the state of the Markov chain
that has the highest number of incoming transitions.

Can also be inferred by finding the POI that has the highest
probability in the stationary vector.

Example 2: “work” is in general of the state of the Markov
chain that is the ending point of the transition leaving from
“home” having the highest probability.
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Predicting the next location (MPM'12)

» Prediction technique: from the actual location, choose te
transition leaving from this POI that has the highest
probability and predicts the corresponding POI.

» Evaluation method: splitting of the mobility traces between a
training set and a testing set (50%-50%).

» The mobility Markov chain is learnt from the training set and
his prediction rate is evaluated in the testing set.

» Variant of the method: to remember the n last visited states
(instead of simply the current one).

» Example: a user has visited “work” and then “supermarket”,
which POl is the one visited next by the user?
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Experimental results

> The prediction method was tested on 3 mobility datasets
(synthetic, Phonetic, Geolife) with n varying between 1 and 3
(best prediction rate obtained for n = 2).

» Results: success rate of the prediction between 70 and 95%.
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De-anonymization attack via MMC (Trustcom'13)

» Objective: find an individual in an anonymized mobility
dataset.

» Assumption : the adversary has been able to observe in the
past the mobility of the some individuals present in the
dataset.

» Main idea: to compute a distance metric between 2 MMCs
quantifying the difference between two mobility behaviours.
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Overview of the de-anonymization attack
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De-anonymization attack via MMC

» Design of different distance metrics (geometrical, topological,
logical) between MMCs and different way to combine the
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» Best de-anonymization rate: 45% (by combining 2 pred.).

» Remark: the possibility of repeatedly de-anonymizing users is much
more damaging to privacy that showing the uniqueness of the
characteristics of an individual at a particular occasion.
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Privacy analysis of large geolocated datasets (HPDIC'13)

» Main issue: to be able to perform a privacy analysis on large
scale datasets.

» Approach taken: develop implementation of the inference
attacks based on the MapReduce paradigm (joint work with
Izabela Moise).

» Implementation based using Hadoop, the open-source version
of MapReduce.

» Can be used to analyze large scale datasets in a matter of
minutes.
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Reconstruction of the social graph (work in progress)

» Main objective: to be able to predict that two persons share a
social link based on their mobility data.

» Example: predicting that two persons share a social link
based on their check-ins in Foursquare.

» Approach taken: create a predictor for a social link based on
the distance between mobility models.

dataset
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Use of inference attacks for profiling

siness Traveler

Young & Edgry Nighiife

Macrosense enables companies to:

Better understand customers using existing data, without requiring
any change in behavior

Segment and cluster customers into marketing groups based on actual
unbiased behavier with unprecedented accuracy and relevance

Personalize recommendations and advertisements based on popularity
with "people like me"

Automatically find and present the most relevant suggestions to a
particular audience

Identify group influencers

Sense Networks, acquired by YP (Yellow Pages) in January 2014
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Defining and quantifying location privacy

» Back to the fundamental question: what does it mean to

have a “good” location privacy?

» To be hidden inside a crowd gathered in a small area?

» To be alone in a desert?

» To have a behavior indistinguishable from those of a
non-negligible number of other individuals?

» To be unlinkable between different positions?

» Proposed answer: to prevent the inference of sensitive
information from the location data revealed (rather than
focusing on protecting the location itself).

Sébastien Gambs Inference attacks on location data 28



Example of Call Details Records
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This is the end!

Thanks for your attention.
(Questions?
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