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Abstract: Gmail’s confidential mode enables a user to
send confidential emails and control access to their content through setting an expiration time and passcode,
pre-expiry access revocation, and prevention of email
forwarding, downloading, and printing. This paper aims
to understand user perceptions and motivations for using Gmail’s confidential mode (GCM). Our structured
interviews with 19 Gmail users at UNC Charlotte show
that users utilize this mode to share their private documents with recipients and perceive that this mode encrypts their emails and attachments. The most commonly used feature of this mode is the default time expiration of one week, and the least used feature is the
pre-expiry access revocation. Our analysis suggests several design improvements.
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1 Introduction
Email content is not end-to-end encrypted by default,
and therefore is vulnerable to unintended disclosure during transmission. Various tools exist for achieving email
privacy through end-to-end encryption between email
sender and receiver. Among these, GNU Privacy Guard
is notable. Similarly, many email service providers provide support for Secure/Multipurpose Internet Mail Extensions (S/MIME) and Pretty Good Privacy (PGP) in
their clients. However, studies on these tools have shown
that end-users struggle with configuring end-to-end encryption on their emails [43, 46, 58].
Gmail—the most popular email service provider for
personal and business use [33]—introduced the “confi-
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dential mode” in 2018 for ephemeral email communication and access control. This helps protect sensitive
information from unauthorized access. Users can set a
message expiration date, revoke message access at any
time, and require an SMS verification code to access
messages [21, 24]. The feature is available for use with
various devices e.g., laptops, mobile phones, and tablets
[22].
Gmail’s confidential mode does not encrypt email
content and uses its own mechanism for ensuring confidentiality. When this mode is used in an email, Gmail
removes the email body and any attachments from the
recipient’s copy of the email. These are replaced with a
link to the email’s content. Gmail clients then make the
linked content appear as if it is part of the email. Thirdparty mail clients display a link in place of the content
[24, 35]. The confidential mode also prevents recipients
from forwarding, copying, printing, or downloading messages, including attachments. However, it does not prevent recipients from taking screenshots or photos of the
messages or attachments (similar to Snapchat). Recipients may still be able to copy or download these messages or attachments through other means such as saving the HTML page.
A wide amount of literature exists on the usability
and effectiveness of end-to-end email encryption tools.
However, to the best of our knowledge, user perceptions
and motivations for sending private emails using other
confidentiality tools, such as Gmail’s confidential mode,
have not been explored. This paper seeks to answer the
following research questions:
1. What motivates users to use the confidential mode?
2. What are users’ perceptions of confidential mode?
3. Do users understand the features of this mode i.e.,
expiration time, permission restriction, and preexpiry access revocation?
We conducted a structured interview-based study with
19 Gmail users at a university who have experience with
using its confidential mode feature. Our results show
that users use this mode to share their confidential private documents with recipients and perceive that this
mode encrypts their emails and attachments. The most
commonly used feature of this mode is the default time
expiration of one week, and the least used feature is the
pre-expiry access revocation. Our analysis has several
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design implications. Firstly, the users should be made
aware of GCM and its features while attaching files in
emails. Similarly, mechanisms other than documentation should be developed to inform users regarding associated risks/limitations(e.g., screenshots and lack of
encryption). Moreover, usability of some of the features
can be improved. For instance, using a read receipt for
"pre-expiry access revocation".
The remainder of this paper is organized as follows. Section 2 provides background on GCM. Section 3
presents the most relevant literature to this work. Section 4 describes the methodology of our study, and the
results are presented in Section 5. Section 6 provides a
discussion of our findings. Section 7 concludes our paper
with the main takeaways.

2 Gmail’s Confidential Mode
Google introduced a service in early 2018, namely Gmail
Confidential Mode (GCM), which provides Gmail users
with built-in access controls for their emails. The GCM
icon is represented by a lock with a timer symbol, as
shown in Figure 1 (a). Users can turn on the confidential
mode by clicking on this icon. GCM’s features allow
Gmail users to do the following:
– Set an expiration date by specifying the amount of
time the email will be accessible to the recipient.
– Set an SMS passcode (one-time passcode) to verify
the recipients who can access the messages.
– Revoke access to messages before their scheduled
expiration date.
– Prevent recipients from forwarding, copying, printing, or downloading message contents or attachments.
When users compose an email with "confidential mode"
turned on, they can adjust the confidential mode’s settings (as shown in Figure 1 (b)) by managing the expiration time and setting an SMS passcode. Once a user
clicks the confidential mode button, it sets the default
confidentiality features such as a default expiration time
of one week. The subject line will remain, but the body
text will disappear once the expiration date has elapsed.
When Gmail users send a confidential email to recipients
who use a different email service, such as Outlook.com,
the recipient will receive an email containing a link with
a one-time code generated by Google before viewing the
message (see Figure 2). They can additionally be requested to confirm their identities by requiring a pass-
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code sent to their phone number. However, the SMS
passcode feature is limited to certain regions (America,
Europe, Australia, and some countries in Asia) [21].
GCM therefore prevents unauthorized access by
protecting emails that include sensitive information.
However, there are limitations. A confidential email is
sent over TLS, a secured subnetwork, however it is not
completely secure, so emails sent outside an improperly
configured server or containing individual attachments
won’t be encrypted [53]. Thus, confidential mode emails
are not end-to-end encrypted. In addition, the confidential mode doesn’t prevent recipients from taking screenshots or photos of the messages or attachments or saving the HTML page. Another issue is that Google will
have access to recipient’s phone number (to send the
passcode) without their consent. Markert et al.[28] experimented with a phishing attack that mimicked the
GCM’s look and showed how attackers could obtain the
one-time passcode (2FA) sent via SMS, which was received by Google’s two-factor authentication. Motivated
by the above factors, we investigated how users perceive
email security and privacy when using GCM.

3 Related Work
The literature most relevant to our work falls under
three categories: 1) adoption of security/privacy tools,
2) mental models of encryption and 3) ephemeral communication.

3.1 Adoption of Security Tools
Several factors and motivations behind the adoption of
security tools in various contexts have been investigated.
For instance, Alkaldi and Renaud [3] identified the factors such as poor advertisement and lack of trustworthiness, that impact users’ decision to adopt smartphone
password managers. Similarly, ease-of-use, required cognitive efforts, and trustworthiness have been identified
as key factors that influence the adoption of two-factor
authentication [11, 23, 37]. Other studies have looked at
users’ perceptions and motivations for (not) following
computer security advice (updating software, using a
password manager, using two-factor authentication, and
changing passwords frequently) [15] and smartphone security advice (using a screen lock, updating the device’s
software, deleting suspicious text messages, and using
secure Wi-Fi) [2].
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(a) Gmail’s confidential mode button
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(b) Features (defaults) of Gmail’s confidential mode

Fig. 1. Email composition window showing Gmail confidential mode

Abu-Salma et al. identified significant obstacles that
influence users’ decisions about not adopting secure
communications and found that most participants did
not understand end-to-end encryption, utilized incompatible tools, and had incorrect mental models about
how encryption works [1]. Also, poor usability hinders
the adoption of security and privacy tools. For instance,
user interface design problems lead to users’ failure to
utilize secure tools for creating PGP encrypted emails
[18, 58]. However, some of the secure messaging applications (e.g., WhatsApp and Signal) hide the encryption
details, and the users are unable to perform the authentication ceremony without adequate instructions [52].
Other studies [19, 38] have examined the adoption
and use of secure email tools by users, exploring why
these tools are not widely adopted. For instance, researchers [19] have identified barriers that hinder the
adoption of encrypted email in the workplace. The participants did not consider using it frequently due to technical factors, usability and social considerations. Another study [42] demonstrated that when secure email
tools are integrated with webmail, such as Gmail, they
have a greater chance of being adopted by average users.
We add to the existing literature by understanding
users’ motivations for using GCM features.

common security threats. They found that people’s perceptions of information security are based on six factors:
knowledge about threats, threats’ impact on people, the
ability to perceive the severity of a threat, the ability
to control the threat, the possibility that the threat will
occur, and awareness of threats.
Understanding users’ mental models can help improve risk communication [7] and help them make the
right security decisions [56]. Routi et al. found that users
have a perception that using automatic encryption tools
causes security issues whereas systems with manual encryption are trustworthy [44]. Wu et al. [59] identified
users’ (mis)conceptions about encryption in terms of
functional (e.g., access control) and structural mental
models. Another study showed that even after receiving
educational training about end-to-end encryption, users
were still confused about information integrity and authenticity [4]. Additionally, Krombholz et al. [27] identified the misconceptions about HTTPS by asking participants to think aloud while drawing their thoughts
related to different scenarios.
We examined users’ perceptions of GCM in terms
of encryption, ephemerality, and access control.

3.3 Ephemeral Communication
3.2 Mental Models of Encryption
Human behavior depends on differences in perceptions
and perceived intelligence [45]. Huang et al. [25] investigated the factors that influence people’s perceptions of

Ephemeral content/self-destructing messages automatically disappear from the recipient side after the message
has been viewed or after a certain amount of time has
elapsed.

User Perceptions of Gmail’s Confidential Mode

(a) Message being composed
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Ephemeral messaging is being widely used in social media applications such as Snapchat (direct messages and stories), Facebook (stories), and Instagram
(stories) for achieving access control and privacy [51]
[49]. Taking a screenshot of the content triggers a notification to the other party. Thus, these social media
apps implement confidentiality [41] through the feature
of self-destructing messages [29]. Similarly, some messaging applications such as WhatsApp have recently introduced a self-destruct feature, allowing a user to set
an expiration time to a message [12].
Researchers have found that users adopt ephemeral
content based on motivations such as fear of missing out,
trust, immediacy, and social pressure to obtain gratification [5, 8]. The messages can also be captured by other
methods [14] without alerting the receiver’s application.
Self-destructing messages are not permanently deleted
after their timeout [26, 31, 36, 39].
We extend this work by evaluating the email expiration feature of Gmail’ s Confidential Mode since the
concept of ephemerality is new to emails.

4 Methodology

(b) Message sent (sender’s view with revoke access option)

In order to understand the user perceptions and motivations of GCM, we conducted structured interviews
with 19 participants from UNC Charlotte, who were
aged 18 and above, had personal Gmail accounts, and
had used GCM. The interview structure and format followed Watson et al.’s design for exploring user perceptions about Google+ circles [57]. Moreover, we used a
usable security expert’s feedback to remove potential
biases and misunderstandings in our questions.

4.1 Study Design

(c) Message sent (receiver’s view)
Fig. 2. Email composed using Gmail confidential mode

Eligible participants were invited to the usability lab
on campus for in-person interviews or online meetings
via Zoom. The participants who completed the study
in-person, read and signed the consent form, whereas
for the participants who were interviewed online, we
verbally read the consent form and asked them if they
agreed to participate.
We utilized our lab’s desktop computer for the inperson participants, while the online participants used
their own devices during the study. In both settings,
the audio was recorded. For the lab participants, audio was recorded using interviewer’s smartphone, while

User Perceptions of Gmail’s Confidential Mode

during Zoom interviews, the audio was recorded using
Zoom’s record feature which additionally recorded the
entire session (with participant’s permission) including
instances where participants shared their screen. However, no personal/confidential information of the uninvolved persons was captured during screen sharing.
For instance, during email composition, the message
window was maximized to hide inbox emails from the
background. Similarly, to show past GCM email, participants zoomed into a GCM email to show only the
part that contained GCM icon or related statement
such as “Content is expired”. We only used the audio/
text(captions) files from Zoom interviews in our analysis
and any video/screen share files automatically captured
were deleted after data collection.
The collected data comprised participants’ motivation for using GCM and their understanding of how it
works. The participants were first asked a set of demographic questions (age, education, gender, job, and
technical level) and questions regarding their motivations for using confidential mode, i.e., whether they used
it for specific people or a particular content type, and
why they used it. The interview questions are listed in
the Appendix A.1.
Next, the participants performed a set of tasks, including, composing a confidential mode email and thinking aloud as they performed the task. We were interested in knowing what confidential mode meant to the
participants, whether they confused it with encryption,
and whether they understood the mode’s features for
achieving confidentiality.
In the last task, the participants were asked to review a few of their past confidential mode emails and
answer a set of questions related to these emails. The remote participants were requested to share their screen.
However, they stopped screen-sharing when viewing
their past GCM emails. In this part, we investigated
whether the participants understood the features of this
mode for achieving confidentiality, permission restriction, expiration time, and pre-expiry access revocation:
– Expiration Time: We asked whether participants
were aware that they could set an expiration date on
the message and that the recipient would no longer
be able to view the message after it expired.
– Authentication: We asked whether participants
were aware that they could require an SMS passcode for the recipient to access messages.
– Pre-Expiry Access Revocation: We asked
whether participants were aware that they could
remove message access at any point before the set
expiry time.

–
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Permission Restriction: We asked whether participants were aware that this mode ensures that the
recipient does not forward, download, or print the
email, but that the recipient could still take screenshots.

Therefore, we asked the participants whether they set
an expiration date on the content, required an SMS
passcode, revoked message access, and prevented the
recipient from forwarding, downloading, or printing the
content of and attachments to their emails. If a participant’s response was yes, they were asked what they used
these features for, why they chose them, and what was
their confidence rating in using these features. Those
who did not use these features were asked to explain
why they decided not to use them.
Each interview session lasted for an average of 25
minutes. The participants were thanked for their time,
and rewarded with a $5 Starbucks gift card. The study
was approved by the university’s Institutional Review
Board (Protocol #19-0556).

4.2 Analysis Method
We collected qualitative data and utilized an inductive
approach for our analysis. The audio of each interview
was recorded and transcribed. Two researchers coded
the transcribed audio data independently. The two sets
of coded data were then compared and discussed to
produce final codes after resolving any disagreements.
For this reason, we did not conduct Cohen’s Kappa test
(inter-rater agreement). The entire codebook is added
in the Appendix A.2.

4.3 Recruitment
Participants were recruited through a mass email sent
via a research announcement to all faculty, staff, and
students at our university. Interested individuals proved
their eligibility in a privacy-preserving manner by only
showing us the portion of a previous GCM email that
included the GCM icon or statements such as “This
message was sent via confidential mode” or “Content
is expired”.
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4.4 Demographics
We interviewed 19 participants from UNC Charlotte as
shown in Table 1. Participants were asked a set of demographic questions, such as age, gender, highest level
of education completed, occupation and technical skill
level.
The majority of our participants were female (N=
12, 63.2%), whereas 7 participants were male (36.8%).
17 of our participants were aged 18–39 years. Regarding
the highest level of education achieved, 7 of the participants had completed high school, 4 had completed a
bachelor’s degree, 4 had completed a master’s, 2 had
completed associate’s, and 1 had completed a doctorate. Our participants were mostly students, but few of
them had full-time employment. Besides that, we did
not collect any specific information about each student’s
major. However, the majority of those who answered
the occupation question provided their major. Others
also provided their current level of education with the
highest level they have completed. 14 participants rated
their technical skills as high, whereas 5 participants
rated them as low (on a scale from 1 to 10) with 1 being
low and 10 being high.

Major1
Information
Systems
-

Female

Occupation
PhD student
Nursing
assistant
Student

Male

Student

Female

Associate’s Male

Instructor/
Student
Student

22

Bachelor’s

Female

Student

P8

29

Bachelor’s

Female

Student

P9

19

Male

Student

P10

47

High
school
Doctorate

Male

Professor

P11

34

Master’s

Female

Student

P12
P13

22
19

Bachelor’s
High
School

Male
Female

Computer Science
Computer Science
Mathematics
and Computer
Science
Computer
Science
and
Business
Administration
Chemical Engineering
Computer Science
Curriculum
Instruction and
Educational
Policy
Health
Informatics
Criminal Justice
Computer Science

P14

22

Female

P15

19

Female

Student

Meteorology

P16

53

High
School
High
School
Bachelor’s

Student
Employee
at restaurant/Student
Student
Communications

Male

-

P17

30

Master’s

Male

IT consultant
Student

P18

19

P19

33

High
Female
School
Associate’s Female

#
P1

Age
30

Education
Master’s

Gender
Female

P2

20

Female

P3

20

P4

26

High
school
High
school
Bachelor’s

P5

38

Master’s

P6

19

P7

5 Results
We used an inductive approach to analyze the collected
qualitative data. The coding procedures were described
in Section 4.2. Below, we report the questions and the
main codes derived from participants’ responses.
After the participants answered demographic questions, they were asked about their email usage, i.e.,
which email service providers they used and how often they used them. All of our participants used Gmail.
Other email services reported were Yahoo (5 participants), Hotmail (4 participants), and Outlook (4 participants). The majority of our participants used Gmail
every day compared to the other email services.
We also asked the participants about their frequency of use of GCM. We wanted to know how long
they had used GCM and how frequently they had used
it. We found that most participants had used GCM since
last year (2020), while four of them had been using it
since 2019. A majority of our participants used GCM
one or more times per week.
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Tax Associate
Student

-

Electrical and
Computer
Engineering
Accounting
Media Communications

Table 1. Participant demographics
1 Major was not explicitly collected

5.1 Motivations for Using Gmail’s
Confidential Mode
To answer our first research question “What motivates
users to use the confidential mode?", we asked participants what made them start using GCM. We believe
that users’ perceptions highlight how confidential emails
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have been approached, impacting their willingness to
share confidential content and attachments.
Participants reported a variety of reasons for using GCM. The most pronounced reason was sharing
confidential documents (12/19). The majority of our
interviewees began using GCM for sending sensitive
documents, including personal identification documents
(e.g., driver’s licenses, passports, financial statements,
or medical records).
We also noticed that participants used GCM to prevent unauthorized access (4/19). They were concerned
about unauthorized people accessing their confidential
documents or accidental sharing with the wrong people. Participants used GCM’s default time expiration
after one week, to allow recipients to access information
temporarily (4/19).
P8: “Initially, when I wanted to share my information with a third party where I didn’t want them to have
that for a long time, I used it when I wanted to add my
name to the existing new lease. So they asked me for
some documents ... but I didn’t want them to have it for
too long so I sent it through confidential mode so they
could just view it. ... After some time it just expires."
Another reason given by interviewees for using
GCM was curiosity (3/19), which led them to explore
GCM’s security features to make better security decisions. For instance,
P5: “Actually, I’m curious about my confidentiality.
... So that’s what raised my attention. I felt like it will
meet my requirements specially when I send some really
critical information and I don’t want the other person
to reuse it in a different way than as I had wanted."
A few participants mentioned that they started using GCM thinking that it was encrypted. For example,
P15 stated that she was confident that she was sending an encrypted email with confidential mode when
sharing patient information related to the Health Insurance Portability and Accountability Act (HIPAA). Also,
two participants valued their data privacy when sharing confidential content. They clarified that it provided
more privacy to their email content and attachments,
perceiving that no one would see the email except the
recipients.
Furthermore, a number of participants expressed
that their motivation for utilizing GCM was remote confidential information sharing since they could not hand
over important documents physically once the pandemic
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started. Another participant (P16) received a suggestion to use GCM from his work colleague. He then suggested this mode to other people.
Next, we asked the participants what type of email
content they used GCM for. We found that 19 participants used GCM to send private documents, which
was similar to their motivation for using GCM. These
documents included legal documents between two companies, work-related documents, financial records, personal information (e.g., private pictures, as shown in
the quote below), governmental and tax documents,
and medical information (e.g., patient records, pet files,
immunization records). Also, participants used GCM to
share private non-work-related documents with family
members, such as parents and spouses (3/19).
(P5): “I would say things that should be really very
private between me and the person that I send them
to. Sometimes I may do that if I’m sending pictures of
mine. I would really like to keep their privacy, and I
don’t want them to be kept forever. So, mainly they are
for personal information."
Our study found that participants attached various
files or documents, such as PDFs, Excel files, scanned
images, Word files, and text messages in their GCM
emails.
Next, the participants were asked to whom they sent
GCM emails and why they chose to share with them.
We observed that participants sent confidential emails
to several recipients. This included family members and
close relatives (11/19) (e.g., parents, spouses, partners,
or friends), administrative team members (7/19) (e.g.,
upper management, company manager, government officials, school offices, or admissions officers), financial
employees (7/19) (e.g., financial managers or bank consultants), for teamwork (3/19) (e.g., clients, classmates,
teammates), medical personnel (2/19) (e.g., doctors,
veterinarians), and a leasing office (1/19).
Participants also stated their reasons for sharing
confidential emails with these recipients. A number of
participants mentioned that they couldn’t physically
share confidential documents once the pandemic had
started (4/19), so GCM served as a solution. Another
reason (4/19) was that the administrative team (e.g.,
company manager, admissions officers) requested that
they share confidential documents that related to their
work. Participants also reported that the recipients of
these documents requested them to be sent privately
(3/19). Moreover, a few participants either trusted the
receiver (2/19) or used GCM to prevent unauthorized
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access (2/19). One participant (P5) also mentioned that
she could use GCM to achieve privacy while using the
internet without using a VPN:
(P5): “So once the pandemic started, it gave me
time to be able to just try all these things out, different
services and such. I had privacy concerns, because I just
hadn’t been using internet, without a VPN. There was, I
think, a few years ago there was like a wave of hacks of
personal emails and that’s what kind of like inspired me
to look into kind of making sure that my information is
private."
Table 2 summarizes the themes of participants’ motivations, the type of content that is used in GCM
emails, and the type of recipients who received GCM
emails.
Motivation for Using GCM
Sharing confidential documents
Prevent unauthorized access
Encryption
Curiosity
Replacement for physical
Information sharing during pandemic
Requirement of sharing work documents
Type of content in GCM
Private non-work-related documents
Work-related documents
Financial records
Governmental and tax documents
Legal documents
Medical documents
Type of recipients in GCM
Family members and close relatives
Administrative team members
Financial employees
Teamwork at school office
Medical personnel
Leasing office staff

# Participants
(12/19)
(4/19)
(2/19)
(3/19)
(2/19)
(2/19)
(1/19)
# Participants
(3/19)
(5/19)
(5/19)
(3/19)
(1/19)
(2/19)
# Participants
(11/19)
(7/19)
(7/19)
(3/19)
(2/19)
(1/19)

Table 2. Summary of motivations for using GCM along with the
type of content and recipients in GCM emails

5.2 Perceptions of GCM
Our second research question was “What are users’
perceptions of confidential mode?" We asked the
participants to compose a confidential email related
to this interview experience and think aloud as they
complete this task. After the task was completed, participants were asked how the confidentiality was be-
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ing achieved, and whether the composed email was encrypted. We asked participants to perform this task as it
would enable them to articulate their best understanding of the topic and discuss their thoughts on how confidentiality could be achieved in this mode and whether
the composed email was encrypted or not.
Participants showed us how they composed the
email in confidential mode. They started by clicking
on the button of the confidential mode. After seeing
the GCM settings dialog box, they started explaining
how they use them. They demonstrated how they could
modify these settings. For example, some participants
changed the default expiration date or chose not to use
SMS passcode when they used this mode. We found that
participants experienced the GCM as intuitive to use.
The features’ evaluation is discussed in depth in the following sections and Table 3 summarizes participants’
perceptions of GCM regarding achieving confidentiality
and encryption.

5.2.1 Confidentiality
When asked how confidentiality was achieved in this
mode, many participants explained that it was accomplished by using one of the confidential mode features.
These included setting an expiration date (8/19); enabling authentication (4/19); disabling options to forward, copy, print, and download the emails (9/19); and
including confidential links (2/19). One participant also
mentioned that GCM is achieving confidentiality by enabling a high level of encryption. Each theme is described in detail below.
Setting an Expiration Date. Participants explained that confidentiality in this mode is achieved by
choosing an expiration date. This feature prevents a recipient from being able to view confidential messages
after a certain time. For example, one of the participants (P2) commented, “I usually set my confidential
mode to expire like within a week. So, I know that they’ve
gotten it, but then the email, like after a week expires."
Enabling Authentication. Four participants
clarified that the confidentiality of the message was
achieved through the use of second factor for authentication (SMS passcode generated by Google). The recipients received an SMS passcode through a text message
to access their confidential messages. For instance, one
participant (P18) mentioned: “Because this information cannot be leaked or be handed to the wrong people
so in case this email is being sent to the wrong recipient,
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or in case of anything, due to the passcode, they cannot
access it."
Enabling a High Level of Encryption. One participant (P6) mentioned the availability of stronger encryption when a GCM email was sent: “When the email
is normally sent, there’s the basic encryption, that it
goes through, but [it] is saved permanently. But this one
has a high degree of encryption."
Including a Confidential Link. Two participants
mentioned that including a link to content in their email
meant it was confidential and that the link expired after a certain amount of time. For instance, one of them
(P16) commented: “ Instead of whatever it is that I’m
sending to them... [and they are] receiving a copy of it,
and having that copy reside physically on their computer, they’re just getting a link to whatever it is I’m
sending them and can be expired."
Disabling Options to Forward, Copy, Print,
and Download. Participants also perceived that confidentiality was maintained by preventing recipients from
accidentally sharing their emails (e.g., forwarding, copying, printing, and downloading). For example, one (P5)
said: “Disabling the ability of the receiver to edit or
share this email with others.... So besides confidentiality, which I consider keeping my private information
with high privacy.... So, there will be high integrity and
confidentiality. So I would feel really secured with that
option."

5.2.2 Encryption
Participants were asked whether their email was encrypted. If they thought so, they explained how it was
encrypted and why. We found that 11 participants perceived that their GCM email was encrypted, whereas 5
participants were not sure if it was encrypted. Surprisingly, only 3 participants stated that sending an email in
confidential mode does not mean that it is encrypted.
Table 3 summarizes user perceptions regarding confidentiality and encryption in GCM.
Encrypted: Participants were convinced that
email in this mode was encrypted due to their trust
in Google services. For instance, one participant (P12)
said: “Yes, I believe so. I’d say, you know, I trust Google,
and I have faith and confidence in the services that they
provide." Other participants perceived it as encrypted
since it used security features such as an SMS passcode
or time expiration. For example, one (P7) noted that,
“by pushing that button it is being encrypted and by do-
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ing so in a certain amount of days, it will get deleted
itself."
Not Sure: A number of participants were unsure
whether GCM emails were encrypted since they had no
knowledge of the hidden process of how confidentiality
worked. For example, one (P10) stated: “I don’t know
enough about the sort of inner working of the mode,
whether it’s truly encrypted but my guess is that it is an
extra layer of [secure link], I mean that’s where you keep
the confidentiality.... I don’t think I know quite enough
about how confidentiality works and if it’s truly all encrypted, or there’s a secure socket kind of secure SSL
layer."
Not Encrypted: Surprisingly, 3 participants assured that the GCM email was not encrypted because
of their understanding of encryption and decryption as
one stated below:
P16: “The email is not encrypted, because of a few
reasons. If it was encrypted, the recipient would have to
know how to decrypt it. And that’s unlikely. And just the
way that Gmail confidential mode works, it doesn’t really
work by encryption. It works by sending them a link to
whatever it is I’m sending them, which will remain on
a Google server."

Confidentiality in GCM
By setting an expiration date
By enabling authentication
By disabling options to forward, copy, print
By including confidential links
By enabling a high level of encryption
Encryption in GCM
Via security features
Unsure
Does not exist

# Participants
(8/19)
(4/19)
(9/19)
(2/19)
(1/19)
# Participants
(11/19)
(5/19)
(3/19)

Table 3. Summary of user perceptions of GCM regarding achieving confidentiality and encryption

5.3 Security Features of GCM
To answer our third research question, “Do users
understand the individual features of GCM i.e.,
permission restriction, expiration time, and preexpiry access revocation?", we asked participants to
evaluate their last few (1 to 3) emails that they sent
in confidential mode and answer a set of questions related to their use of each feature, as shown below. We
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wanted to know whether participants used these features in their emails and, if so, why they used them
(if any), why they chose not to use them (if any), and
what confidence they had in using these features on a
scale from 1 to 5, where 5 indicated high confidence. The
questions are included in the Appendix section A.1. Table 4 summarizes participants’ reasons for (not) using
GCM features.

5.3.1 Expiration Time
Gmail users can set an expiration time after which the
email will not be visible to the recipients. The expiry
date options include one day, one week, one month,
three months, or five years. We found that 15 of our
participants had set an expiration date on the content
in their last emails, whereas the other three did not.
Participants who responded yes, were asked what
this feature meant and why they chose to use it. They
reported that they used this feature to prevent unauthorized access (4/15), to have temporal access (10/15),
and to set content restrictions (1/15).
Participants set an expiration time to the confidential email within a week, including attachments, such as
identification documents, to prevent unauthorized people from accessing it and misusing the content. Also,
participants explained that setting an expiration time in
the emails containing confidential documents prevents
unauthorized access even if the user’s email account is
accidentally left logged in at multiple devices/locations.
One participant (P8) explained that she used this
feature to restrict the recipient from downloading, printing, or using the information later. Also, a number of
participants specified the expiry time in terms of hours
or days. They stated that sensitive information (such
as medical documents, tax documents, family gifts, and
personal documents) would disappear and would no
longer be vulnerable to any data leaks or information
hacking. For instance,
P5: “Because I wanted this data to not be available
for long term storage. And because it will be invalid after sometime. So, I use that feature to make sure it will
only be available within the time I designated. I would
like to get this picture destroyed as soon as possible.
This may encourage me to share some private pictures
but for very a short time to make sure it will not be
abused by others."
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Participants expressed their confidence in setting
an expiration time as follows. Seven participants were
strongly confident (5) using this feature (see the quote
from P5), whereas four and three participants expressed
their confidence at 4 and 3, respectively. One participant
(P1) rated her confidence at 2.5 stating that she was
unsure whether the confidential email was still in the
cloud after the expiration date.
Few participants did not choose a short expiration
time because of the concern that emails might delete
themselves before they were read by recipients or because of the type of email account this email was used
for (work vs. personal accounts).

5.3.2 Authentication
Gmail users can set an SMS passcode (a one-time passcode) generated by Google to verify the recipients who
can access the confidential messages. We found that 8
participants required an SMS passcode in their emails,
whereas 11 participants did not select an SMS passcode
in their GCM emails.
Participants set passcodes for recipients to prevent
unauthorized access to their emails (4/8),to use twofactor authentication for extra security (2/8), to ensure
email privacy (2/8), and to ensure message safety (1/8).
Participants who required an SMS passcodes for the
recipients stated their confidence in setting them. Three
participants were extremely confident about using this
feature, whereas four participants expressed strong confidence. One participant, (P1), expressed only moderate confidence in the technology.
Eleven participants explained why they did not use
an SMS passcode in their GCM email. The themes that
emerged from their responses were as follows: using another security tool (1/11), using for specific accounts
(1/11), avoiding any confusion (2/11), being convenient
(4/11), trusting the recipient (1/11), considering it unnecessary (1/11), and not knowing the passcode (1/11).
For example, one participant (P7) utilized another
security tool, stating that she used VPN to secure the
messages when sending emails to recipients. Another
reason an SMS passcode was not used in the confidential
email was that it was only used on a work account,
and not on a personal email account, as one participant
(P11) commented, “So it was my company requirement,
it was not my personal thing, so I just abide by what they
told me to follow."
In addition, a number of participants did not utilize
an SMS passcode in their GCM emails to avoid confu-
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sion due to the recipients’ low technical expertise. Other
participants stated that choosing not to use an SMS
passcode made it more convenient and comfortable for
recipients to access their confidential email. Also, one
participant stated that this feature was not needed in
the confidential email.
Another theme that emerged from participants’ responses was the trust between the receiver and sender.
For example, one participant (P2) trusted his family
members and said:
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no reason to revoke message access in their confidential
email, and they did not need to utilize this feature. For
instance,
P18: “I didn’t see it [as] 100% necessary. If its in
confidential mode, there shouldn’t be a reason to revoke
it unless it was the wrong recipient or we have to do
anything like that, then that’s another issue."

5.3.4 Permission Restriction
“So we all trust each other that, you know, we’re not
going to need to have a text message sent to our phone
in order to access the email.... We want a way that no
one accidentally sends something by mistake. So that’s
why the SMS just seemed like an additional step that
wasn’t necessary for our purposes."

5.3.3 Pre-Expiry Access Revocation
Confidential mode allows Gmail users to remove access
to email content early before it expires. We found that
most participants (14) did not revoke message access in
any of their last emails. Further, five participants did
not know what revoking message access meant and its
purpose. Only one participant used this feature once,
thinking that the receiver might not open their email.
Fourteen participants did not revoke email access
before the expiration date for the following reasons:
trusted the recipients (5/14), there was already an
access restriction (e.g., expiration date) (4/14), and
thought it was unnecessary (4/14). One participant also
stated that content was not super sensitive (birth certificates (1/14)) and thus did not require revoking access.
Therefore, some participants already trusted and
knew the identity of recipients, such as friends, administrators, or family members, which led them not to
choose message access revocation before it expired. Also,
a number of participants expressed that setting an expiration time for their confidential email was adequate
for achieving the goal of using GCM. For example,
P16: “I just didn’t need to use it, I felt like the expiration date would be adequate. I didn’t know when the
person was going to look at the message. And I didn’t
want to keep up with it, it was easier to just let it expire
instead of having to actively revoke it."
A few participants stated that they were not aware
of pre-expiry access revocation and how it works. Moreover, they did not understand the primary purpose of
using this feature in general. Other participants found

GCM allows users to prevent the recipient from forwarding, copying, printing, or downloading message contents.
We asked our participants about their experiences with
preventing recipients from forwarding, downloading, or
printing their last emails. As a result, 14 participants
stated that the confidential mode would prevent recipients from doing that. However, 5 participants said that
this mode would not prevent recipients from doing that.
We asked those who mentioned that recipients
couldn’t forward, download, or print emails about how
this was accomplished. The majority of participants
(10/14) stated that GCM by default prevents recipients
from forwarding, copying, printing, or downloading message content or attachments. Also, some participants
(3/14) were unsure whether recipients could forward,
copy, print, or download message content or attachments in their last emails since they considered alternative methods that the recipients might use. Another
participant stated that the sharing of private information among employees is done by following workplace
rules such as not printing or forwarding confidential
documents. For example, one participant (P7) mentioned:
“So, most of the time it is a work culture and kind
of expected that we do not print the private information
that you know may end up in an unauthorized person’s
hands, so most of the time it is known but I’ve never
been in a situation where I’ve had to tell someone that
please do not print this."
Participants were also asked whether there were
other ways in which the recipients could copy the content in their email. The methods identified by the participants were as follows: screenshots taken from the computer or smartphone screen (12/14), third-party programs to bypass security (1/14), and screen records using recording tools (1/14).
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Even though participants mentioned other methods
that recipients might use to capture the confidential
content, many of them were still moderately confident.
Participants stated their confidence on a scale from 1 to
5 (where 5 was strongly confident), about ensuring that
the recipient could not forward, download, or print the
email. Four participants were strongly confident since
they trusted the receiver, while seven were moderately
confident at a level of 3.
On the other hand, a few participants stated that
they were unsure whether this mode would prevent
recipients from forwarding, downloading, or printing
the content. They believed that it was not required to
prevent recipients (family members) from sharing or
downloading the content. For example,
P9: “So I never really had to prevent them from
sharing or something like that, but for my personal documents, it is my family that accesses the files, and I
never did that with my family and classmates."

6 Discussion
6.1 User Understanding/Expectations of
GCM
According to the Electronic Frontier Foundation (EFF)
[20], “Google can see the contents of your messages and
has the technical capability to store them indefinitely, regardless of any ’expiration date’ you set. In other words,
Confidential Mode provides zero confidentiality with regard to Google." Our participants stated that confidentially is being achieved when GCM is used by clicking the "confidential mode" button and selecting one of
its features. They expected confidentiality with regards
to recipients and that the email will be fully deleted
from recipient’s inbox after expiration time. They also
had expectations with regards to Google, but assumed
that Google will have access to their email content. According to most participants, their GCM is encrypted
and secure, and only receivers can read their confidential emails until they expire, after which the recipients
will no longer have access to these emails. Some participants, however, indicated that Google also reads their
encrypted emails in addition to the recipients before the
time limit has expired. Thus, participants had a low understanding of encryption and confidentiality.
Table 5 summarizes the levels of participants’ understanding of each GCM feature, interpreted from their

(Using) Expiration Time
Prevent unauthorized access
Grant temporal access
Set content restrictions
(Not using) Expiration Time
Email deletion
Type of email account
(Using) Authentication
Prevent unauthorized access to emails
Use 2F authentication for extra security
Ensure email privacy
Ensure message safety
(Not using) Authentication
Using another security tool
Using it for specific accounts
To Avoid any confusion
Being convenient
Trusting the recipient
Unnecessary
Not knowing the passcode
(Using) Pre-expiry Access Revocation
Receiver might never open email
(Not Using) Pre-expiry Access Revocation
Trust the recipients
Other access restrictions exist
It is unnecessary
Content is not super sensitive
(Using) Permission Restriction
Provided by GCM by default
Following workplace rules
Recipients use alternative methods
(Not using) Permission Restriction
Not required to prevent recipients from
sharing or downloading content
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# Participants
(4/15)
(10/15)
(1/15)
# Participants
(2/4)
(2/4)
# Participants
(4/8)
(2/8)
(2/8)
(1/8)
# Participants
(1/11)
(1/11)
(2/11)
(4/11)
(1/11)
(1/11)
(1/11)
# Participants
(1/1)
# Participants
(5/14)
(4/14)
(4/14)
(1/14)
# Participants
(10/14)
(1/14)
(3/14)
# Participants
(5/5)

Table 4. Summary of participants’ reasons for (not) using GCM
features

open-ended responses on what each feature is, why they
chose it, how they use it, and their confidence in correctly using it. High-understanding refers to correctly
answering all four questions, medium-understanding
refers to answering half of these questions correctly,
whereas low-understanding means answering less than
2 questions correctly. "Usage" term represents the portion of participants who used this feature and not how
frequently they used it. These levels were finalized with
mutual agreement between the two coders. Participants
trusted Google services, believing that GCM was encrypted and that its features (SMS code and expiration
time) implemented the encryption process. Their trust
in Google services confirms the findings of the Watson
et al. study [57], who stated that participants who used
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Understanding
Usage

Expiration time
High
High

Pre-expiry access revocation
Low
Low

SMS passcode authentication
High
Low

Permission restriction
Medium
High
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Encryption
Low
NA

Table 5. A summary of participant understanding and usage rating of GCM features

Google+ had a higher level of trust in Google with regard to their personal information.
The majority of the participants had a higher understanding of the expiration time and SMS passcode
features for achieving confidentiality, as shown in Table
5. In contrast, participants had a moderate understanding of GCM’s pre-expiry access revocation. Moreover,
participants had a good comprehension of GCM’s authentication feature, and that it was enabled based on
their preferences. Many participants set an SMS passcode (one-time passcode) in their emails for adding a security layer to prevent unauthorized access and ensure
message safety and privacy. The expiration time feature
was also well understood by the participants. They did
not revoke access to messages after setting an expiration
date, believing that there was no need to do so or preventing such a scenario where the message was deleted
before it had been viewed. Participants agreed that the
confidential mode prevented recipients from forwarding, copying, printing, and downloading message contents through the permission restriction feature. However, when they started to think about other methods
of capturing confidential documents (e.g., screenshots),
they strongly relied on the trust relationship with the
recipient. They believed that there was no need to revoke access to messages for trusted recipients.

6.2 GCM Usage
Our participants were able to compose a confidential
email using GCM with an expiration time and permission restriction without any issues. However, it appeared
that participants did not set an SMS passcode when
they used this mode since setting an SMS passcode was
inconvenient to use especially when the recipients are
older and less tech savvy. Moreover, some did not revoke
access to a message after setting an expiration date in
order to prevent a scenario where it was deleted before
the recipient had viewed the message.
Table 5 (the second row) shows that a majority
of the participants frequently used the expiration time
and permission restriction, whereas they used the other
features (access revocation and authentication) less frequently due to usability issues.

The types of confidential private documents shared
included tax documents, passports, financial statements, medical records, and photos. Therefore, participants used GCM for sharing sensitive documents both
in person-to-person and person-to-business context. The
documents included both non-work and work-related
documents. The non-work documents were shared with
close friends and relatives, such as parents, spouses, and
partners. On the other hand, many participants shared
work related documents with formal relationships, such
as an office team. Users who shared work-related documents were more concerned about the third-party
threats e.g., entities other than Gmail and the recipient gaining access to email content.
Many participants began to use GCM after the onset of the COVID-19 pandemic as they faced difficulties
in sharing their sensitive documents physically. They
aimed to prevent access by the wrong person. Furthermore, due to the deletion of these documents from recipients’ inboxes, recipients can only temporarily access
the information.

6.3 Design Implications
There are certain risks when users send private information via the confidential mode (GCM), contrary to
users’ belief that it is end-to-end encrypted and completely confidential. Moreover, certain GCM features are
less used to avoid unforeseen circumstances. Therefore,
our findings suggest several design improvements.
– Improve risk communication
Effective risk communication involves delivering the
risk information in a way that motivates users to
make secure decisions [10, 30, 40]. For instance,
the walk-through technique provides instructions on
what users can do through the interaction. It has
been used to support users learnability and improve
the code quality and user experience of using new
systems [6, 16]. In our study, we found that some
of the participants believed that GCM uses a high
level of encryption for their messages and attachments. Thus, we suggest that Gmail users should
be informed that GCM does not add end-to-end encryption via a walk-through of the GCM features
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–

(for new users) together with the misconceptions
we found in our study.
Another approach to inform Gmail users that GCM
does not add end-to-end encryption is by showing
an icon of broken/non-existent email encryption.
For example, in security warnings, engaging users
through meaningful cues (such as icons and words)
allows them to comprehend the context of the messages [60].
Provide the GCM email sender with a read
receipt
We found that participants did not revoke access
to messages after setting an expiration date in order to prevent a scenario where the message was
deleted before it had been viewed. Therefore, we
recommend that the sender be informed once the recipient has read the confidential message and clicked
on the link e.g., by providing a read-receipt to the
sender (similar to WhatsApp’s blue-tick idea [9]).
Secondly, a machine-learning based approach (similar to Pielot et al. [34]) can be used to estimate the
amount of time after which the recipient is likely
to read the email (based on recipient’s past phone
usage). This information can assist the sender in
revoking access after the email has been sent or
in choosing the appropriate expiration time while
sending the GCM email.

–
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Watermark refers to a piece of hidden information
(for example, text, image), which can be more or less
transparent to the original document while providing individualized tracking for sensitive documents,
copyright protection, and data authentication (e.g.,
ownership proof, copying prevention) [47]. We found
that GCM does not prevent recipients from taking
screenshots/photos of the received messages and attachments. The attachments (e.g., PDF, images)
could be watermarked to prevent recipients from
leaking sensitive photos similar to the feature provided by the email encryption tool Virtru [54], i.e.,
when documents are shared externally, they can
be watermarked with authorized recipients’ names,
helping prevent data leaks and giving senders another mechanism to keep the sensitive data protected [48].
Improve the notification message about using GCM when including email attachments.
Gmail users who have not turned on the confidential mode in the past receive a notification message
especially when they attach files to their emails, asking them to try using GCM to keep their information safe. Figure 3 shows Gmail’s existing notification displayed (once) to Gmail users who have never
used GCM. We recommend modifying it by including short description of confidential mode features
(e.g., expiration date, access revocation before the
expiration date) to its increase usage. The notification can be ignored if it provides no value to the user
[32]. On the other hand, relevant and timely notifications have the power to reach users and capture
their attention [55].

6.4 Limitations and Future Work

Fig. 3. A notification message is shown if a user has not turned
on the confidential mode in the past

–

Add watermarking feature in the email attachments

Our work is not without limitations. Firstly, there is a
demographic bias in our sample. A majority of the participants were young (less than 30 years) due to recruitment from a university. The sample size is also small and
not gender-balanced since the pandemic caused difficulties in recruiting/determining eligibility of participants
over MTurk via GCM email screenshots. The high level
of technical skill reported could be a result of participants being recruited from campus. An area of improvement would be to expand the study by including nonuniversity participants in order to get a more diverse
sample.
Secondly, we did not use a standardized questionnaire such as the Affinity for Technology Interaction
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(ATI) [17], the Security Behavior Intentions Scale (SeBIS) [13] or the Internet Skills Scale [50] to measure
technical expertise since our main goal was not to
compare the perceptions of technical experts and nonexperts. However, this can be a future extension of this
work.
Moreover, since UNC Charlotte has disabled
Gmail’s confidential mode, the faculty, staff, and students can’t send Gmail messages in confidential mode
using their university accounts. Therefore, our participants used their personal Gmail accounts for the study.
The encryption question asked from the participant
to get their perception of whether GCM uses encryption
may be too simplistic and not account for real-world nuances. A more detailed approach could have been a less
technical or indirect way of asking the same question.
There are several future directions for this work. It
is possible to expand it via a quantitative online study.
The questions for such study can be based on the findings from the interviews. Another interesting path could
involve a simple browser extension that directly inserts
risk communication notifications into Gmail’s web interface. The effectiveness of these notifications could also
be measured.

7 Conclusion
We conducted a qualitative interview-based study with
19 Gmail users, investigating their motivations for using confidential mode as well as their understanding
of each feature for achieving confidentiality (e.g., permission restriction, expiration time, authentication, and
pre-expiry access revocation).
The participants used GCM to share their confidential/private documents with recipients both in personto-person and person-to-business context. Moreover,
they perceived GCM to be end-to-end encrypted and
confidential. The most commonly used feature of confidential email was the default time expiration within
a week, and the least used feature was the pre-expiry
access revocation.
Our analysis has several design implications. Firstly,
the users should be made aware of GCM and its features while attaching files in emails. Similarly, mechanisms other than documentation should be developed to
inform users regarding associated risks. Moreover, usability of some of the features can be improved. For
instance, using a read receipt for "pre-expiry access revocation".
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A Appendix
A.1 Script for In-Person Interview
Good morning/afternoon!
Thank you for coming. My name is Elham Al Qahtani - I am a Ph.D. student working under Dr. Mohamed
Shehab’s supervision. This study focuses on Gmail users
who have sent confidential mode emails. The purpose of
the study is to gather information about user motivations for using Gmail’s confidential mode in emails and
their understanding of how it works. Please read the
consent form before we start. If you agree to participate,
you will first sign/confirm your agreement and answer
a set of demographic and motivation of use questions,
you will then perform a few tasks such as composing
an email and reviewing a set of your past emails. After
that, you will be asked a second set of questions related
to these emails. The session will last around 25 minutes.
You will receive a $5 Starbucks card as a reward for your
participation.
Demographic questions:
1. How old are you?
2. What is the highest level of education you have completed?
3. What is your gender?
4. What is your occupation?
5. What is your technical expertise on a scale from
1-10 where 10 is very technical?
Email and GCM usage questions:
1. Which email service providers do you use?
2. How often do you use each?
3. How long have you been using Gmail confidential
mode?
4. How often do you use Gmail confidential mode?
Let’s now focus on your motivations for using
Gmail’s confidential mode
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1. What made you start using Gmail confidential
mode?
2. How are you using Gmail confidential mode in your
emails?
3. What type of email content do you use Gmail confidential mode for?
4. What type of documents or files do you attach in
these emails?
5. Who do you send these emails to?
6. Why did you decide to share these emails with
them?

–

–

If
–

–

If
–
–

–
Task: Could you show me how you would compose a confidential email for someone about this
interview experience. Please think aloud as you
perform this task
1. When you use this mode, how is confidentiality being achieved?
2. Is your email encrypted? How and Why?

–

If
–

Can you state your confidence in revoking
message access at any time on a scale from
1-5, where 5 is strongly confident?
participant said “No”
Could you explain why you chose not to use
this feature?
the participant said “Yes”
Please explain how you achieved that?
Do you think there are other ways that the
recipient can use to copy the content in your
email? Can you tell me how?
Can you state your confidence in ensuring
that the recipient doesn’t forward, download, or print the email on a scale from 1-5,
where 5 is strongly confident?
participant said “No”
Could you explain why you were able to do
so?

Thank you for your participation
Task: Now please review the last few emails (1 to
3 emails) that you sent in confidential mode. The
next set of questions are related to the emails the
reviewed emails:
1. Did you require an SMS passcode in any of these
emails?
– If participant said “Yes”
– What is it for? Why did you choose it?
– Do you require an SMS passcode for the recipient to access messages?
– Can you state your confidence in requiring
passcode feature on a scale from 1-5, where
5 is strongly confident?
– If participant said “No”
– Could you explain why you chose not to use
this feature?
2. Did you set an expiration date on the content in any
of these emails?
– If participant said “Yes”
– What is it for? Why did you choose it?
– Can you state your confidence in setting an
expiration date on the content of your email
on a scale from 1-5, where 5 is strongly confident?
– If participant said “No”
– Could you explain why you chose not to use
this feature?
3. Did you revoke message access in any of these
emails?
– If participant said “Yes”
– What is it for? Why did you do it?

A.2 Codebook With Code Frequencies

Code
Motivation:
Sharing
confidential documents

Motivation:
Prevent
unauthorized access

Motivation: Encryption

Motivation: Curiosity

Motivation:
ment
for
sharing

Replacephysical

Motivation:
Sharing
during pandemic
Motivation: Work requirement

Description
Send sensitive documents to recipients
(e.g., driver’s licenses,
financial statements)
The unauthorized user
gains access to confidential documents using
different methods
The perception that
users are sending an
encrypted email with
confidential mode
Explore the security features to make better security decisions
Share confidential information remotely since
they are unable to deliver important documents physically
Share confidential information during the pandemic
Sharing confidential information via GCM is a
work requirement

Frequency
12

4

2

3

2

2

1
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Code
Content:
Non-workrelated documents
Content: Work-related
documents
Content:
Financial
records
Content: Governmental
documents
Content: Legal documents
Content: Medical documents
Recipients: Family and
relatives

Recipients: Administrative team

Recipients:
employees

Financial

Recipients:
at school

Teamwork

Recipients: Medical personnel
Recipients: Leasing office staff
Sharing-with-recipients:
Sharing during pandemic
Sharing-with-recipients:
Requested by administrative team
Sharing-with-recipients:
Requested by recipients
Sharing-with-recipients:
Trust the receiver
Sharing-with-recipients:
Prevent
unauthorized
access
Sharing-with-recipients:
Achieve privacy
Confidentiality: Setting
an expiration date

Description
Share non work-related
documents with close
friends and relatives
Share documents related to work
Share financial documents (e.g., bank statements)
Share
governmental
documents (e.g., tax
documents)
Share legal documents
(e.g., contracts)
Share medical documents (e.g., patient
records)
Send confidential emails
to family members and
close relatives (e.g., parents, friends)
Send confidential emails
to administrative team
members (e.g., company manager)
Send confidential emails
to financial employees
(e.g., bank consultants)
Send confidential emails
for teamwork (e.g.,
classmates)
Send confidential emails
to medical personnel
(e.g., veterinarians)
Send confidential emails
to a leasing office
Sharing confidential information once the pandemic started
Administrative team request users to share confidential documents that
are related to their work
Recipients request users
to privately share confidential documents
Users trust recipients
when they share confidential documents
Prevent
unauthorized
users from accessing
confidential documents
Users achieve privacy
without using a VPN
when GCM is used
The expiration date ensures confidentiality

Frequency
3

Code
Confidentiality:
Enabling authentication

5

Confidentiality:
Disabling
options
to
forward, copy, print
Confidentiality: Including confidential links

5

3

1
2

Confidentiality:
Enabling encryption
Encryption: Via security
features
Encryption: Unsure

11

7

Encryption: Does not
exist
Expiration-Time: Prevent
unauthorized
access

7
Expiration-Time: Have
temporal access
3

2

Expiration-Time:
Set
content restrictions

1
4

No-Expiration-Time:
Email deletion

4
No-Expiration-Time:
Type of email account
3

2

2

SMS passcode: Prevent
unauthorized access

SMS passcode: For extra security

1
SMS passcode: Ensure
email privacy
8

Description
Authentication ensures
confidentiality by using
SMS passcode
Enabling
confidential
mode prevents forward,
copy, print
Include a link to the
content that expires after a certain period of
time
Using GCM with highlevel encryption
The security features of
GCM ensure that email
is encrypted
Unsure whether the
email is encrypted or
not
GCM email is not encrypted
Using the time limit
feature, users prevent
unauthorized
people
from viewing emails for
as long as they need.
The time limit feature
enables temporary access to the confidential
email by recipients

Frequency
4

The time limit feature restricts the recipient from downloading,
printing, or using the
confidential information
Due to the possibility
that emails might get
deleted before the recipients read them, users
don’t use the feature
Users do not use this
feature due to the type
of account they have
(e.g., personal or work)
Users set an SMS
passcode for recipients
to prevent unauthorized
access to their emails
Users set an SMS passcode to use two-factor
authentication for extra
security
Users set an SMS passcode to ensure email privacy

1

9

2

1
11

5

3
4

10

2

2

4

2

2
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Code
SMS passcode: Ensure
message safety
No-SMS passcode: Using another security tool

No-SMS passcode: Using for specific accounts

No-SMS
passcode:
Avoiding confusion

No-SMS passcode: Being convenient

No-SMS
passcode:
Trusting the recipient

No-SMS passcode: Unnecessary

No-SMS passcode: Not
knowing an SMS passcode
No-Access Revocation:
Trusting the recipient

No-Access Revocation:
Using access restriction

No-Access Revocation:
Unnecessary

No-Access Revocation:
Not super sensitive

Description
Users set an SMS passcode to ensure content
safety
Users do not set an
SMS passcode because
other security tools are
in place
Users do not set an
SMS passcode for specific email account (e.g.,
personal or work)
Users do not set an SMS
passcode to avoid any
confusion due to the recipients’ low technical
expertise
Users do not set an SMS
passcode because it is
more convenient for recipients to access their
confidential email
Users do not set an SMS
passcode because of the
trust between the receiver and sender
Users do not set an
SMS passcode perceiving that this feature is
not needed in the confidential email
Users do not set an SMS
passcode because they
are not aware about it
Users do not revoke access to messages before
their scheduled expiration date due to the
trust between the receiver and sender
Users do not revoke access to messages since
other GCM features are
being used (e.g., expiration time)
Users do not revoke access to messages perceiving there is no reason or need to revoke
message access in their
confidential email
Users do not revoke access to messages perceiving that the content
is not super sensitive
(e.g., birth certificates)

Frequencies
1

Code
No
knowledge-Access
Revocation: Not aware

1

Permission-Restriction:
Default settings

1

2

4

Permission-Restriction:
Following
workplace
rules
Permission-Restriction:
Recipient use alternative methods

1
Copy-Content: Screenshots
1
Copy-Content:
party programs

Third-

Copy-Content:
records

Screen

1

5

4

4

1

Description
Users do not know what
revoking message access
meant and its purpose
Users perceive that
GCM by default prevents recipients from
forwarding,
copying,
printing, or downloading message content or
attachments
In the workplace, employees share private information based on defined rules
Users
are
unsure
whether
recipients
could forward, copy,
print,
or
download
message content or
attachments due to alternative methods that
the recipients might use
Users perceive that recipients could copy the
content in their email
using screenshots
Users perceive that recipients could copy the
content in their email
using third-party programs
Users perceive that recipients could copy the
content in their email
using recording tools

Frequencies
5

10

1

3

12

1

1

