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Abstract: Browsing privacy tools can help people protect their digital privacy. However, tools which provide
the strongest protections—such as Tor Browser—have
struggled to achieve widespread adoption. This may be
due to usability challenges, misconceptions, behavioral
biases, or mere lack of awareness. In this study, we test
the effectiveness of nudging interventions that encourage the adoption of Tor Browser. First, we test an informational nudge based on protection motivation theory
(PMT), designed to raise awareness of Tor Browser and
help participants form accurate perceptions of it. Next,
we add an action planning implementation intention,
designed to help participants identify opportunities for
using Tor Browser. Finally, we add a coping planning
implementation intention, designed to help participants
overcome challenges to using Tor Browser, such as extreme website slowness. We test these nudges in a longitudinal field experiment with 537 participants. We find
that our PMT-based intervention increased use of Tor
Browser in both the short- and long-term. Our coping
planning nudge also increased use of Tor Browser, but
only in the week following our intervention. We did not
find statistically significant evidence of our action planning nudge increasing use of Tor Browser. Our study
contributes to a greater understanding of factors influencing the adoption of Tor Browser, and how nudges
might be used to encourage the adoption of Tor Browser
and similar privacy enhancing technologies.
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1 Introduction
Concerns about digital privacy are widespread [11, 34],
and can lead to measurable increases in online selfcensorship [48]. Privacy enhancing technologies (PETs)
can address those concerns. A substantial number of
people are already using some form of PET to protect
themselves—for example, ad blockers, private browsing,
and VPNs are widely adopted [67]. Unfortunately, these
tools are somewhat or completely ineffective against
the privacy threats people find most concerning, such
as online observation by advertisers [67]. Adoption of
tools with stronger protections, such as Tor Browser,
lag significantly [67]. Some individuals who could benefit from Tor Browser’s protections may not be using
it due to misconceptions, behavioral biases, or mere
lack of awareness [67]. Furthermore, usability challenges
associated with Tor Browser may also inhibit adoption [21, 83]. In either case, nudging interventions targeting those different hurdles may help end-users adopt
Tor Browser. Nudges are designed to help people align
their behavior with their expressed preferences [4].
In this study, we tested combining three types
of nudging interventions to increase adoption of Tor
Browser. First, we used an informational intervention
based on protection motivation theory (PMT) [35, 54,
55], designed to raise awareness of Tor Browser and help
people form accurate perceptions of it. In addition, we
helped some participants form action planning (AP) implementation intentions [12, 60], to help them identify
and take advantage of opportunities to use Tor Browser.
Finally, we helped some participants form coping planning (CP) implementation intentions [12, 60], to assist
them in overcoming challenges associated with using
Tor Browser, such as extreme website slowness. We conducted a longitudinal field experiment to test whether
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these nudges would increase adoption in the real world
(§ 3). We found that our PMT-based nudge made participants 1.8x more likely to use Tor Browser than those
in our control group. Furthermore, our coping-planning
nudge made participants who reported encountering
challenges using Tor Browser 2.6x more likely to use Tor
Browser in the following week. However, we did not find
statistically significant evidence of our action planning
nudge increasing use of Tor Browser.
In addition to these pre-planned hypothesis tests
(§ 4.1), we also conducted several exploratory analyses
(§ 4.2-4.8). First, we analyzed the effect of our treatments on participants’ perceptions of Tor Browser, to
better understand the mechanism of our interventions
(§ 4.2). Our nudges affected the factors we targeted, although in two areas participants’ perceptions changed
in directions we did not expect (i.e., threat susceptibility and threat severity). Next, we analyzed participants’ reasons for using or not using Tor Browser (§ 4.3),
as well as the activities they used Tor Browser for
(§ 4.4). Many participants reported using Tor Browser
for its privacy protections, and participants reported using Tor Browser to perform a variety of privacy-sensitive
activities, including reading the news, accessing Not
Safe For Work content (e.g., pornography), and shopping. We also analyzed the challenges encountered by
participants when trying to use Tor Browser (§ 4.5).
Participants most commonly reported encountering extremely slow websites and websites not working, two
challenges explicitly addressed in our coping plan templates (Figure 5). In addition, we trained a logistic regression model to identify factors associated with using Tor Browser (§ 4.7). We found that the most influential factor was participants’ expressed intentions to
use Tor Browser. Finally, our long-term follow-up survey showed that our PMT-based nudge increased usage
of Tor Browser, even after five weeks had passed since
participants saw the nudge (§ 4.8).
Overall, our results suggest that nudges can encourage many people to try using Tor Browser, and that
some will continue to use Tor Browser long term. However, obstacles to using Tor Browser remain, showing
the value of coping planning nudges and other solutions
to help overcome those obstacles.

2 Related Work
First, we discuss the state of web browsing privacy
(§ 2.1). We explain how Tor Browser may help peo-
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ple protect their privacy, but that misconceptions about
Tor Browser and usability challenges associated with
Tor Browser are impediments to greater adoption. Next,
we describe how nudges have been used to help people
protect their privacy and adopt security technologies
(§ 2.2). Finally, we draw on the literature to propose
three different nudges which might increase adoption of
Tor Browser, which are the subjects of our study (§ 2.3).

2.1 Web Browsing Privacy
Digital privacy is a complex topic, in part due to the
many entities involved in common online activities. For
example, when a website is loaded in a web browser,
the website itself has access to the visitor’s IP address,
which is often associated with a real-world physical location [80]. Additionally, the website may contain advertisements, which give advertisers visibility into the
visitor’s activities. Some advertisers are embedded on
a significant percentage of popular websites [39], allowing them to fingerprint, profile, and target advertisements to users across websites [15, 38]. Network operators (e.g., internet service providers, employers, or
schools) also have visibility into traffic metadata, including the identities of websites visited [28]. Finally, other
entities may gain access to information about people’s
browsing activity through various means. For example, a
family member with physical access to one’s device may
view one’s browser history, or law enforcement may acquire information about one’s browsing via a subpoena
to a website operator [27].
In the face of this complexity, effective and usable privacy tools can help ordinary people protect
their privacy. Privacy tools have been developed for
a variety of use cases (e.g., messaging [59] and payments [70]), but in this study we focus on private web
browsing. Tor Browser [73] is a very effective technology for private web browsing, addressing all the privacy
threats we listed above. Other privacy tools, such as ad
blockers [39] and private browsing mode [19, 29], are
more limited in what protections they provide [67]. Tor
Browser is designed to make each users’ browsing indistinguishable from the browsing of thousands of other
users [71]. Tor Browser provides these protections by
routing browsing traffic through the Tor network, and
by adding various privacy and security enhancements to
the open-source Firefox web browser [49]. However, Tor
Browser’s strong privacy protections come with a cost
to usability, and adoption of Tor Browser is lower than
that of other privacy tools [67].
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Multiple studies have explored the usability of Tor
Browser. Norcie at al. tasked participants with using Tor
Browser in a controlled environment, in order to identify usability issues [44]. Several common issues were
discovered, such as it being difficult to distinguish Tor
Browser from users’ regular browsers, and Tor Browser
taking a long time to launch. The authors and the Tor
Project made changes to address these issues, and a
subsequent study showed benefits from many of their
changes [44]. Gallagher et al. tasked students with using
Tor Browser as their primary browser for one week [21].
The researchers used in-situ questionnaires to gather
information about usability issues. Some of these issues
can be fixed through technical changes to Tor Browser
itself, and we contributed a fix for one such issue [65].
However, Tor Browser users themselves can learn to mitigate other usability issues. For example, if a given website blocks traffic from the Tor network, Tor Browser
users can switch to an alternative website. In our study,
we test helping users cope with such challenges. Gallagher et al. and Story et al. studied common misconceptions about Tor Browser [22, 67]. For example, some
people overestimate Tor Browser’s security protections,
thinking it can protect them from card fraud. We addressed this and other misconceptions when describing
Tor Browser to our participants.
In summary, Tor Browser provides strong privacy
protections for web browsing, but associated misconceptions and usability challenges present challenges to
broader adoption. As we discuss in the next sections,
nudging interventions may help people overcome these
obstacles and start using Tor Browser.

2.2 Privacy and Security Nudges
There are many situations in which people’s behavior
doesn’t seem to align with their stated preferences. The
privacy paradox is a classic example, in which people
expose themselves to privacy risks despite expressing
a desire for privacy [23, 61], due to uncertainty about
risks, the contextual nature of privacy, and dark patterns promoting overexposure [2, 3]. When properly
implemented, behavioral nudges are a promising way
to help people achieve their stated desires for privacy.
Nudges originated in the psychology and behavioral economics literature [69], but have been widely applied to
privacy and security [4]. For example, Almuhimedi et al.
used nudges to show users the data collection behavior
of apps on their smartphones [7, 8]. These nudges encouraged some users to restrict apps’ access, and similar
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nudges are now integrated into the iOS platform [40].
Also, Albayram et al. and Al Qahtani et al. used informational videos to encourage people to enable secure
smartphone lock screens [5, 6]. As another example,
Story et al. used informational and planning nudges to
encourage people to adopt secure mobile payment systems like Apple Pay [66]. Each of these studies used
different types of nudges, tailored to the particular scenario. In the next section, we explain the types of nudges
we used to encourage adoption of Tor Browser.

2.3 Nudging for Browsing Privacy
We used a nudge based on protection motivation theory
(PMT) to motivate participants to use Tor Browser [35,
54, 55]. PMT nudges have been successfully used to increase security-related behavior [5, 6, 66]. PMT suggests that people are most likely to protect themselves
when they perceive threats to be severe (threat severity),
they consider themselves to be at risk (threat susceptibility), they feel empowered to take protective actions
(self-efficacy), they think those actions are likely to be
effective (response efficacy), and they think the actions’
costs are low (response costs) [42, 82]. We created an
intervention to address these factors of PMT. We designed this intervention to help participants form accurate perceptions of these factors, thereby motivating
them to follow their implementation intention plans.
However, successfully protecting one’s privacy while
using Tor Browser is not as straightforward as simply
using Tor Browser for all online tasks. For example, a
user might reveal their identity when typing their name
into a website or logging into their email account [72].
Thus, Tor Browser provides the most privacy benefits
when it is used for particular privacy-sensitive activities that do not require revealing one’s identity (e.g.,
searching for health-related information). It might be
challenging to remember to switch from one’s default
browser to Tor Browser for particular activities. Additionally, people are likely to encounter certain usability issues when using Tor Browser (§ 2.1). Implementation intention nudges [24] could help people remember to use Tor Browser and to overcome challenges associated with using it. Implementation intentions are
context-activated plans for achieving some goal. They
are often specified in an “if-then” format, where a person performs a certain goal-directed action if they are
in a certain situation [45, 57]. The literature suggests
that implementation intentions work by helping people
recognize opportunities for action [1, 79] and by help-
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ing people perform the action automatically when the
opportunity arises [13, 32]. Implementation intentions
designed to help people overcome anticipated obstacles
are referred to as coping plans [12, 60]. Implementation intentions concerned with helping people initiate
actions without special consideration to obstacles are
referred to as action plans. We study the effectiveness
of using coping plans and action plans to encourage
Tor Browser use. Our action plans are designed to help
participants remember to use Tor Browser when they
perform certain privacy-sensitive activities. Our coping
plans are designed to help participants overcome the usability challenges they encounter. Story et al. used action plans to increase adoption of Apple Pay [66], but to
the best of our knowledge we are the first to test coping
plans in the domain of privacy and security.

3 Method

Survey #1

Survey #2

Recruitment

Control

Survey #3

Survey #4

Survey #5

Follow-up

Follow-up

Three
weeks later

PMT
PMT+AP
CP
One week
later

One week
later

Fig. 1. An overview of the surveys in our study.

to see whether they had used Tor Browser in the intervening week. A week gave participants time to perform
activities they might only do on certain days (e.g., weekends). Each type of nudge was administered only once
to each participant. Participants could request a link to
their nudges.
Figure 1 shows an overview of the surveys in our
study, and complete survey materials are included in
Appendix A.1. Next, we describe the contents of each
survey in detail.

3.1 Overview
The goal of our study was to test whether nudges
based on protection motivation theory (PMT), action
planning (AP) implementation intentions, and coping
planning (CP) implementation intentions could increase
real-world adoption of Tor Browser. In total, we had four
treatment conditions: Control, PMT, PMT+AP, and
PMT+AP+CP. Comparing use of Tor Browser between
the treatment conditions allowed us to see the effects of
our interventions. The PMT nudge was designed to motivate participants to use Tor Browser, the action planning nudge to help participants identify opportunities to
use Tor Browser, and the coping planning nudge to help
participants overcome challenges associated with using
Tor Browser (§ 2.3). The literature suggests that implementation intention plans are most effective when people are strongly motivated [41, 58], so we tested our implementation intentions together with our PMT nudge.
We administered our coping planning nudge one week
after the initial interventions, to give participants time
to encounter challenges using Tor Browser. Note that
the PMT+AP and PMT+AP+CP conditions did not
diverge until Survey 3, so for the purposes of describing
them in our protocol and in our data analyses we refer
to them as the same condition until that point.
Our study used a longitudinal design because we
needed to give participants time to use Tor Browser
in their everyday lives. After administering each treatment, we checked back with participants one week later

3.2 Survey Design
Survey 1
We recruited participants from the Prolific crowdsourcing platform [47]. We sought to recruit participants who
would be motivated to adopt Tor Browser and who
would have the ability to install it on their devices.
To identify these participants, we employed a screening survey, Survey 1. To qualify for Survey 1, participants had to live in the United States, speak English,
be at least 18 years old, and have a Windows, macOS, or
Ubuntu operating-system1 running on their computer.
In Survey 1, we asked about people’s use of privacy
enhancing technologies, devices, and web browsers. We
also asked whether they felt comfortable installing software on their devices and how interested they would
be in preventing four threats to their online privacy.
Participants had to meet multiple criteria to qualify for
our experiment. First, in the past week they must have
used either private browsing mode or a VPN, as long
as the VPN usage wasn’t primarily for work. Second,
in the past week they must not have used Tor Browser.

1 Our goal was to measure use of Tor Browser, irrespective of
device type. However, we wanted to ensure all participants had
devices compatible with Tor Browser. We selected these three
operating systems because they were available as prescreening
criteria on the Prolific platform.
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Third, on multiple days in the past week, they must
have used a web browser on a laptop or desktop. Additionally, we asked which devices they had used at least
once in the past week, and compared their responses
to those about web browser usage; we required their
responses to be consistent, and this served as our attention check. Fourth, participants must have indicated
that they were generally comfortable installing software
on their laptop or desktop. Finally, participants must
have indicated they were “Very interested” in preventing at least one of the privacy threats we described.
These criteria were designed to help us recruit participants who we thought would be motivated and able to
install and use Tor Browser. Based on their responses
to Survey 1, we invited all qualifying participants to
our experiment. Our experiment began in Survey 2, and
continued in Surveys 3 and 4, which we invited participants to one week after they completed the previous
survey.

Survey 2
In Survey 2, we randomly assigned participants to our
treatment conditions. Those in the control group only
saw a short description of Tor Browser: “Tor Browser is
an alternative web browser.” Those in the PMT treatment were shown a description of privacy threats (Figure 2), the protection offered by Tor Browser (Figure 3),
and instructions for installing and using Tor Browser
(Figure 16, in appendix). We also addressed common
misconceptions (Figure 18, in appendix) and usability
issues (Figure 19, in appendix), and offered technical
details to those who were interested (Figure 17, in appendix). Participants in the PMT+AP treatment were
given the same information as the PMT treatment, but
were also given a chance to form an action plan to
help them remember to use Tor Browser for privacysensitive browsing activities (Figure 4). Note that the
fourth treatment, the PMT+AP+CP treatment, did
not diverge from the PMT+AP treatment until Survey
3. Finally, we asked demographic questions and questions related to perceptions of Tor Browser and privacy
threats.

Survey 3
We invited participants to Survey 3 one week later. In
this survey, we measured whether people set up and
used Tor Browser following Survey 2, and whether they
encountered any challenges when trying to use it. We
also asked those in the PMT+AP and PMT+AP+CP
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Many different organizations can gather information about
your browsing activity. Here are just a few examples:
–
Advertisers can see which websites you visit [81]. By
tracking your browsing, advertisers can learn about your
interests, and they may show you annoying or embarrassing ads
–
Every website you visit receives information about you
which can be used to infer the city or even neighborhood
in which you live [46]
–
Your internet service provider sees every website you
visit, and there are few laws preventing them from selling
that information [43]
–
The government can request that companies give them
information [26] about your online activities
And unfortunately, most browsing tools offer only partial
protection against these privacy threats. For example:
–
Private browsing only partially hides your browsing
from advertisers, and does nothing to hide your location
from websites or your browsing from your internet service
provider or the government.
–
Most VPNs do nothing to hide your browsing from advertisers, many VPNs keep logs which can be accessed by
the government [31], and some VPNs even spy on their
users [25]
–
Ad blockers only partially hide your browsing from advertisers, and do nothing to protect against other privacy
threats

Fig. 2. As part of our PMT-based intervention, we informed participants about threats to their browsing privacy. We primarily focused on threat susceptibility, although we also touched on threat
severity [42]. In accordance with Story et al.’s recommendations,
we addressed well-defined threats and common misconceptions
about other tools’ protections [67].
Thankfully, there is a tool called Tor Browser which is effective at protecting against these kinds of privacy threats.
Tor Browser is a web browser which makes web browsing
anonymous. It does this by making each user’s browsing indistinguishable from the browsing of thousands of other users
around the world. If you use Tor Browser correctly, you can be
confident your browsing is hidden from advertisers, your internet service provider, and even the government. Tor Browser
also hides your location from the websites you visit. Tor
Browser is available for free [74] and is simple to use.
Fig. 3. As part of our PMT-based intervention, we informed participants about the protections offered by Tor Browser. In this
text, we addressed response efficacy and response cost [42].

conditions whether they had followed their action plans
for using Tor Browser. Those in the PMT+AP+CP condition who reported encountering challenges using Tor
Browser were given the opportunity to form a coping
plan to overcome the challenges. We included two predefined plan templates corresponding to two challenges
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Survey 4
One week later, we invited participants to Survey 4.
Again, we asked whether participants had set up and
used Tor Browser following Survey 3. We also asked
again about perceptions of Tor Browser and privacy
threats. In addition, we asked those in the PMT+AP
and PMT+AP+CP conditions whether they followed
their plans, and whether their plans were helpful to
them. Finally, we asked whether participants were interested in an optional follow-up survey.

Survey 5
Three weeks after completing Survey 4, we invited participants who had expressed interest to Survey 5. Survey 5 was similar to Survey 4, asking about usage of Tor
Browser and Tor Browser-related perceptions.

3.3 Compensation

Fig. 4. We encouraged participants in our PMT+AP condition
to form an action plan to help themselves use Tor Browser in
the coming week. The template is designed to help participants
formulate a plan and then mentally rehearse it in an “if-then”
format [24, 45, 57]. The template also includes an opportunity for
participants to form a strong commitment to their plan [24].

identified by Gallagher et al. [21]. Figure 5 shows our
coping plan for participants who reported encountering extremely slow websites, which recommended that
participants use the “New Circuit” button to fix this
problem. Figure 5 also shows our coping plan for participants who reported encountering websites which didn’t
work in Tor Browser; in this case, we recommended
that participants use alternative websites, and we suggested alternatives for YouTube and Reddit. Both of
these challenges were encountered by participants in our
pilot study. Finally, Figure 20 in the appendix shows
the open-ended template we showed participants who
reported encountering other challenges.

We estimated survey durations based on the longest
treatment (PMT+AP+CP). We estimated Surveys 1,
2, 3, 4, and 5 to take four, eight, six, three, and three
minutes, respectively. The median times taken by our
participants for each survey were 2.4, 6.8, 2.2, 3.0, and
2.9 minutes, respectively. We aimed to compensate participants at least $12/hour. Thus, we paid $0.80 for Survey 1, $3.50 for successful completion of the experiment,
and $1.00 for Survey 5. The actual median rates of compensation were $20.00/hour for Survey 1, $16.48/hour
for the experiment, and $20.87/hour for Survey 5. Since
our survey questions were time sensitive, we required
participants to answer Surveys 2, 3, and 4 within two
days of being invited. We allowed up to one week for
Survey 5.

3.4 Hypothesis Tests
We pre-planned four one-tailed tests of two independent proportions: First, comparing usage of Tor
Browser reported in Survey 3, between the control
and PMT groups. Second, comparing usage of Tor
Browser reported in Survey 3, between the PMT
and PMT+AP groups. Note that this uses data collected before the PMT+AP+CP group diverged from
the PMT+AP group. Third, comparing usage of Tor
Browser reported in Survey 4, between the PMT+AP
and PMT+AP+CP groups. Finally, comparing usage
of Tor Browser reported in Survey 4, between the
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Fig. 5. We encouraged participants in our PMT+AP+CP condition who encountered challenges using Tor Browser to form coping
plans to overcome the challenges [12, 60]. The plan on the left was shown to participants who reported encountering extremely slow
websites. It explains a possible solution to the problem, and gives participants the opportunity to mentally rehearse the solution in an
“if-then” format [24, 45, 57]. The plan on the right was shown to participants who reported encountering websites that did not work.
It suggests participants identify alternative websites and visit those if they encounter problems again. Similar to the plan on the left, it
also uses an “if-then” format and helps participants mentally rehearse their plan. Note that by the time of publication, the issue with
Reddit referenced in the plan appears to have been resolved, and Reddit can now be accessed directly using Tor Browser.

PMT+AP and PMT+AP+CP groups, including only
those who reported encountering challenges, since only
they were presented with opportunities to form coping
plans. Our hypothesis was that each treatment would
progressively increase usage of Tor Browser (e.g., that
PMT+AP would increase usage to a greater extent than
PMT alone).
We conducted a small pilot study (n = 116 completed Survey 1) to test our surveys and to gather data
for our power analysis. Based on effect sizes observed
in our pilot and budgetary constraints, we determined
effect sizes of interest, and used these to determine our
sample size. We only describe our power analysis for
the final test listed above, since this showed the greatest number of required participants. Our pilot showed

that of those in the PMT+AP+CP treatment who reported encountering challenges in Survey 3, 71.4% went
on to use Tor Browser in the following week, as reported
in Survey 4. Our effect size of interest was 30% (i.e., if
71.4% of those in the PMT+AP+CP treatment use Tor
Browser, we want to detect if 41.4% or fewer of those
in the PMT+AP treatment use it). This corresponds to
h = 0.62, a medium to large effect. For 80% power at
α = 0.05, G*Power showed we need 33 participants in
each group. In our pilot, only 28% reported encountering challenges, which suggests that 118 participants are
needed in each group in order to have an estimated 33
participants in each group when running the tests.
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We pre-registered our protocol on Open Science
Framework prior to collecting the data used for our analysis [63, 64].

3.5 Data Collection
We began collecting data in March 2021 and completed collecting data in May 2021. We spread recruitment across multiple days of the week, since participants’ behavior might vary by day (e.g., weekday vs
weekend). Our goal was for at least 118 participants
to complete the experiment in each treatment group.
Our pre-registration described weekly recruitment of
the minimum number of participants needed to replace
dropouts. We followed this procedure for two weeks,
then used data about our dropout rates to estimate the
size of a final batch of replacement participants, sized
so that additional batches would not be needed.
Of the 1,870 participants who responded to Survey 1, 689 qualified for our experiment. To ensure high
quality data, we reviewed participants’ free text responses. We rejected one participant who gave a loweffort response. In total, 537 participants completed our
experiment. Of these participants, there were 148 in
the control group, 124 in the PMT group, 125 in the
PMT+AP group, and 140 in the PMT+AP+CP group.

3.6 Thematic Coding
We analyzed participants’ free text responses as part of
several exploratory analyses (§ 4.3, § 4.4, and § 4.5) using thematic analysis [14]. For each analysis, the lead annotator began by developing a draft codebook. Next, the
lead annotator and another annotator coded a batch of
responses from a set of randomly selected participants.
Then, the annotators reconciled their codes, and potentially refined the codebook. If they made any changes
to the codebook, they reapplied the codes to any earlier batches. The annotators repeated this process until
the coding task was complete. The numbers we report
in our paper are based on dual-coding, so we have high
confidence that we applied our codes consistently.

Comparison
Control vs PMT
PMT vs PMT+AP
PMT+AP vs PMT+AP+CP
Comparison, for those who
encountered challenges
PMT+AP vs PMT+AP+CP
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Use of Tor Browser
S3: 14.9% vs 24.2%
S3: 24.2% vs 29.8%
S4: 34.4% vs 40.0%

Odds
Ratio
1.83
1.33
1.27

p-value
0.026
0.125
0.173

S4: 42.3% vs 65.9%

2.64

0.027

Table 1. Our pre-planned tests for the effect of our treatments
on participants’ self-reported use of Tor Browser. “S3” and “S4”
indicate that the Tor Browser usage data came from Surveys 3
and 4, respectively. For odds ratios, 1.5, 2, and 3 are the conventional thresholds for small, medium, and large effect sizes,
respectively [68]. Results significant at α = 0.05 are bolded.

4 Results
4.1 Effect of Nudges on Use of Tor
Browser
To determine the effect of our treatments on participants’ use of Tor Browser, we conducted four one-tailed
tests of two independent proportions. The results are
shown in Table 1. Note that our PMT and action planning (AP) interventions were administered in Survey 2,
and our coping planning (CP) intervention was administered in Survey 3. Treatments were layered, such that
those in the PMT+AP+CP condition saw all three interventions. Also, in each survey we asked about use of
Tor Browser since the previous survey.
The results show that our PMT-based informational
treatment made participants 1.8x more likely to report
using Tor Browser in the week between Surveys 2 and 3
than those in our control condition (p = 0.026). Our action planning intervention did not significantly increase
use of Tor Browser relative to the PMT-only treatment
(p = 0.125). For participants who reported encountering challenges using Tor Browser, our coping planning
intervention made them 2.6x more likely to report using Tor Browser in the following week (p = 0.027).
When all participants are analyzed, we do not see a
significant effect from our coping planning intervention
(p = 0.173), which is unsurprising since only those who
reported encountering challenges were given the opportunity to form coping plans. In summary, we have statistically significant evidence of a small effect from our
PMT-based intervention and a medium effect from our
coping planning intervention.
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Survey
2
2
2
2
2
2
3
4
4
4
4
4
4
4

Variable
Perception of threat susceptibility
Perception of threat severity
Perception of self-efficacy
Perception of response efficacy
Knowledge of how to use Tor Browser
Expressed intention to use Tor Browser
Expressed intention to use Tor Browser
Expressed intention to use Tor Browser
Perception of threat susceptibility
Perception of threat severity
Perception of self-efficacy
Perception of response efficacy
Knowledge of how to use Tor Browser
Perception of privacy control

p-value
0.001
0.008
<0.001
<0.001
<0.001
<0.001
0.001
0.142
0.661
0.035
0.490
0.179
<0.001
0.874

2
0.027
0.018
0.041
0.030
0.217
0.117
0.032
0.010
0.003
0.016
0.005
0.009
0.033
0.001

Table 2. The results of Kruskal-Wallis tests measuring whether
these variables differed between our treatment groups. The survey numbers in which the data were collected are shown in the
leftmost column. p-values significant at α = 0.05 are bolded,
representing tests where the null hypothesis was rejected. Effect
sizes are estimated as 2 values where 0.01, 0.08, and 0.26 are
conventional thresholds for small, medium, and large effect sizes,
respectively [36, 78].

4.2 Perceptions of Tor Browser
We were also interested in the effect of our interventions
on participants’ perceptions of Tor Browser. We asked
about participants’ perceptions using Likert scale questions. We analyzed these questions using Kruskal-Wallis
tests, testing whether perceptions differed between our
treatment groups. The results of our tests are shown in
Table 2. For the significant results, we performed pairwise comparisons between the treatment groups using
Dunn post-hoc tests, employing the Holm-Bonferroni
method to control for Type I error.
The results suggest that our interventions affected
participants’ perceptions. In Survey 2, after administering the PMT and action plan nudges, the following factors differed significantly between our treatment
groups: threat susceptibility (Figure 6), threat severity (Figure 7), self-efficacy (Figure 8), response efficacy
(Figure 9), self-reported knowledge of how to use Tor
Browser (Figure 10), and intentions to use Tor Browser
(Figure 11). In Survey 3, we administered the coping
plan nudge and we only asked again about expressed
intention to use, finding it still to be significant (Figure 12). In Survey 4, we asked again about all these
variables at the end of our experiment. In Survey 4, only
changes to threat severity (Figure 13) and knowledge of
Tor Browser (Figure 14) remained significant. Graphs
of non-significant results are shown in Figures 21-25 in
the appendix.
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As expected, the results show that our PMT intervention increased perceptions of self-efficacy, response
efficacy, knowledge of how to use Tor Browser, and
intention to use Tor Browser. Surprisingly, our action
planning nudge appeared to negate the increase in perceptions of threat susceptibility from our PMT nudge
(Figure 6). Perhaps our participants’ plans to use Tor
Browser made them feel more protected against online
observation. We further discuss this in our limitations
section (§ 5). Also, our PMT nudge reduced perceptions
of threat severity (Figure 7). This might be because our
descriptions of privacy threats did not emphasize the
most severe possibilities (Figure 2), and perhaps participants’ fears in the abstract are greater than those
pertaining to the threats we described. This is not necessarily a problem, since our PMT-based nudge is designed to help participants form accurate perceptions
of threats and protective responses, rather than to motivate participants to the greatest extent possible (e.g.,
by exaggerating threats). It is notable that by Survey 4,
we no longer observe significant differences in intention
to use Tor Browser or in perceptions of threat susceptibility, self-efficacy, or response efficacy. This suggests
that some of our nudges’ effects diminish over time, but
as we discuss in Section 4.8, our Survey 5 data suggest
that use of Tor Browser may persist long-term. We did
not ask about perceptions of privacy control in Survey
2; since we do not see differences in Survey 4, it is unclear whether our nudges ever had an effect on these
perceptions (further discussed in § 5).

4.3 Why Do or Don’t People Use Tor
Browser?
At multiple points throughout our study, we asked participants about their reasons for either installing or using Tor Browser, or for not doing so. We collected multiple responses from all 537 participants who completed
our experiment. We coded these responses to identify
common themes, stopping after reaching code saturation. In total, we coded 558 free text responses from 150
randomly selected participants. Table 6 in the appendix
shows our codebook.
Participants most commonly explained that they
used or installed Tor Browser because they wanted to
test it out. For example, P33 wrote that they installed
Tor Browser “To try it out, to see if I would like using it.” Participants also commonly mentioned the Tor
Browser’s privacy protections. For example, P90 used
Tor Browser “because I did not want my browsing to
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Fig. 6. This question measured perceptions of threat susceptibility. Our PMT nudge increased perceptions of threat susceptibility,
but our action planning nudge appears to negate this increase.
Post-hoc tests: Control vs PMT, p<0.001; Control vs PMT+AP,
p=0.072; PMT vs PMT+AP, p=0.023.

Fig. 10. This question measured self-reported knowledge of how
to use Tor Browser. Our PMT nudge increased knowledge of how
to use Tor Browser. Post-hoc tests: Control vs PMT, p<0.001;
Control vs PMT+AP, p<0.001; PMT vs PMT+AP, p=0.947.

Fig. 7. The question measured perceptions of threat severity.
Our PMT nudge reduced perceptions of threat severity. Posthoc tests: Control vs PMT, p=0.017; Control vs PMT+AP,
p=0.014; PMT vs PMT+AP, p=0.788.

Fig. 11. This question measured intention to use Tor Browser.
Our PMT nudge increased intentions to use Tor Browser. Posthoc tests: Control vs PMT, p<0.001; Control vs PMT+AP,
p<0.001; PMT vs PMT+AP, p=0.096.

Fig. 8. This question measured perceptions of self-efficacy. Our
PMT nudge increased perceptions of self-efficacy. Post-hoc tests:
Control vs PMT, p<0.001; Control vs PMT+AP, p<0.001;
PMT vs PMT+AP, p=0.991.

Fig. 9. This question measured perceptions of response efficacy.
Our PMT nudge increased perceptions of response efficacy. Posthoc tests: Control vs PMT, p=0.002; Control vs PMT+AP,
p=0.001; PMT vs PMT+AP, p=0.887.

Fig. 12. In Survey 3, we asked again about intention to use Tor
Browser. Post-hoc tests: Control vs PMT, p=0.652; Control
vs PMT+AP, p=0.039; Control vs PMT+AP+CP, p=0.001;
PMT vs PMT+AP, p=0.200; PMT vs PMT+AP+CP, p=0.021;
PMT+AP vs PMT+AP+CP, p=0.652.

Fig. 13. At the end of the experiment, we asked again about
perceptions of threat severity. Although the Kruskal-Wallis test
was significant, no post-hoc tests were significant at α = 0.05.
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4.4 What Activities Do People Use Tor
Browser For?

Fig. 14. At the end of the experiment, we asked again about selfreported knowledge of how to use Tor Browser. Our PMT nudge
increased self-reported knowledge of how to use Tor Browser, and
this persisted to the end of our experiment. Post-hoc tests: Control vs PMT, p=0.003; Control vs PMT+AP, p=0.008; Control vs PMT+AP+CP, p=0.002; PMT vs PMT+AP, p=1.000;
PMT vs PMT+AP+CP, p=1.000; PMT+AP vs PMT+AP+CP,
p=1.000.

affect my history or be available to my ISP.” Similarly,
P62 explained that they used Tor Browser “to keep my
browsing of adult oriented websites private. If nothing I
am doing is illegal [then] the government can keep their
nose out of it.” Participants also cited our study as an
influence on their behavior. For example, P76 installed
Tor Browser because “I was interested in trying it, particularly after reading the information provided across
the first few surveys on this topic.” Also, P42 explained
that they wanted to test their coping plan, writing that
they used Tor Browser “To check and see if your tip for
faster loading speeds by clicking on lock and clicking on
‘New Circuit for this Site’ works. It was a definite help
with faster loading speeds.”
Participants gave different reasons for not installing
or using Tor Browser as well. Most commonly, participants explained that they did not need Tor Browser.
For example, participants gave answers such as “I don’t
need it” (P15), “I have no use for it” (P100), and “I
did not need any extra internet privacy” (P149). This
is notable, because we intentionally recruited participants who we thought would be highly motivated to
use Tor Browser – recruitment required that participants were recent users of either private browsing or a
VPN, and “very interested” in preventing at least one
privacy threat we described. It was also common for
participants to cite busyness or forgetfulness as reasons
for not using Tor Browser. For example, P120 explained
that “I forgot to be honest, it’s been a busy week.”

In Survey 2, we gave the 265 participants in our
PMT+AP treatment group the opportunity to form action plans to use Tor Browser. In their action plans,
we invited participants to list privacy-sensitive activities they might perform using Tor Browser. Of these
265 participants, 231 wrote at least one activity in the
supplied plan template. In total, participants wrote 598
activities, which we coded to identify common themes.
Our codebook is shown in Table 7 in the appendix.
First, we note that in 192 cases, participants indicated that they preferred not to disclose details of activities. In these cases, there is no way to determine whether
or not the participant actually had an activity in mind.
If the participant did have an activity in mind, there
is no way to determine the type of activity. This must
be considered when interpreting the prevalence of the
other themes we discovered, since participants may be
less likely to disclose particularly sensitive browsing activities. The next most common theme was online shopping, which applied to 55 activities. For example, P497
wrote that they planned to use Tor Browser for “browsing Amazon to prevent following advertisements.” This
appears consistent with Mani et al.’s finding that traffic
to www.amazon.com accounts for a large percent of Tor
network traffic [37]. Other common activities included
those related to finance, the news, Not Safe For Work
content (e.g., pornography), and medical topics. Watching videos and accessing YouTube were also commonly
described.
When we followed up over the course of the experiment, overall we found that participants reported performing 407 of the 598 activities they described (68.1%).
Furthermore, of the 407 activities they performed, participants reported using Tor Browser for 180 of these
activities (44.2%). Table 7 in the appendix includes
a breakdown of which types of activities participants
performed and which they used Tor Browser for. Tor
Browser was used in at least some cases for nearly all
the types of activities participants described.

4.5 What Challenges Do People
Encounter When Trying to Use Tor
Browser?
In Survey 3, we asked the 244 participants who reported
having ever used or tried to use Tor Browser whether
they had encountered any challenges doing so. Partici-
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Fig. 15. Challenges encountered by participants trying to use Tor
Browser. Note that participants could select multiple challenges.
We coded participants’ explanations of their “Other” challenges

pants could indicate that they had not encountered any
challenges, select a predefined challenge (i.e., “Websites
were extremely slow” or “Websites did not work”), or
describe an “Other” challenge. The two predefined challenges were identified by Gallagher et al. [21], and we
also observed them in our own pilot study. As shown in
Figure 15, the majority of participants reported encountering some form of challenge. Additionally, 41 participants described an “Other” challenge. We coded these
responses to identify common themes. Our codebook
is shown in Table 8 in the appendix. The challenges
of websites being slow or not working were common in
both participants’ multiple choice selections (Figure 15)
and in their free text responses (Table 8 in the appendix). This suggests that our coping plan templates
(Figure 5) did address participants’ greatest challenges.
Our findings are also consistent with prior work [21].

4.6 Did Participants Form and Follow
Coping Plans?
Of the 138 participants who reported encountering challenges, 44 were in our PMT+AP+CP treatment, and
so were offered the opportunity to form a coping plan
to address their greatest challenge. 26 completed the
“Websites were extremely slow” template, in which we
explained how to use the “New Circuit” button. Of
these participants, 13 reported clicking the “New Circuit” button when we asked the following week. Two
participants completed the “Websites did not work”
template. One participant planned to use “Old Reddit”
to access Reddit, and the other planned to use Facebook’s onion service to access Facebook. When we followed up one week later, the first participant reported
successfully using “Old Reddit” in Tor Browser, while
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the other participant reported not accessing Facebook
in the previous week. Finally, 12 participants completed
the “Other challenges” template. Participants supplied
a diverse set of responses, such as adjusting their mindset, conducting additional research, and employing external tools (e.g., a third-party password manager). We
did not think it would be helpful to code such a small
number of diverse responses, so we have simply included
them all in Table 9 in the appendix. Among these responses, only four participants reported following their
plans to overcome “Other challenges.”
Our study design did not allow us to directly measure the efficacy of participants’ coping plans for overcoming challenges (i.e., because we did not instrument participants’ devices). However, we did collect free
text responses about perceived helpfulness of the plans.
Several participants confirmed that their coping plans
helped them overcome the challenges they encountered.
For example, P33 wrote: “Using the regular reddit web
address didn’t work but old reddit did.” Also, P42 wrote:
“Clicking on ‘New Circuit for this Site’ works. It was a
definite help with faster loading speeds.”

4.7 What Factors Are Associated with
Using Tor Browser?
Our pre-registered hypothesis tests showed the effect
of our treatments on adoption of Tor Browser (§ 4.1).
However, we were interested in whether other factors
might also influence adoption. Thus, we trained a logistic regression model containing our treatments, demographic factors, and perceptions of Tor Browser. Our
model’s outcome variable was usage of Tor Browser in
either Survey 3 or Survey 4. Our model contains the
20 explanatory variables shown in Table 3. Note that
for gender, “Female” is the baseline; for income, “Less
than $10,000” is the baseline; for employment, “Working (paid employee)” is the baseline; for education, high
school or less is the baseline; for living situation, living alone is the baseline; and for treatment, the control group is the baseline. Also, we included an interaction effect between the “encountered a challenge”
factor and the PMT+AP+CP treatment, because our
pre-registered hypothesis tests found evidence of this
interaction. We encoded our Likert scale questions as
binary variables (e.g., “Strongly disagree” and “Somewhat disagree” as 0, “Somewhat agree” and “Strongly
agree” as 1). We excluded 18 participants who supplied
incomplete demographic information, leaving us with
519 participants to train our model. The Hosmer and
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Variable
Age
Non-female
Income: $10,000 - $19,999
Income: $20,000 - $39,999
Income: $40,000 - $59,999
Income: $60,000 - $79,999
Income: $80,000 - $99,999
Income: $100,000 or more
Employment: Self-employed
Employment: Student
Employment: Not employed
Employment: Retired
Education: College or associate degree
Education: Graduate degree
Computer-related background
Living with: Domestic partner
Living with: Children
Living with: Parents
Living with: Other family
Living with: Roommates
Previously heard of Tor Browser
Previously used Tor Browser
Knows other users of Tor Browser
Installed prior to the study
S1: Perception of privacy control
S2: Perception of threat severity
S2: Perception of threat susceptibility
S2: Perception of response efficacy
S2: Perception of self-efficacy
S2: Knowledge of how to use Tor Browser
S2: Intention to use Tor Browser
S3: Encountered a challenge
Treatment: PMT
Treatment: PMT+AP
Treatment: PMT+AP+CP
Treatment: PMT+AP+CP x Challenge
Constant

p-value
0.593
0.068
0.293
0.573
0.892
0.330
0.348
0.645
0.067
0.688
0.346
0.180
0.441
0.721
0.350
0.338
0.449
0.237
0.105
0.761
0.731
0.256
0.543
0.094
0.242
0.110
0.322
0.307
0.330
0.239
<0.001
0.516
0.015
0.013
0.010
0.051
0.001

eβ
0.991
1.723
0.363
1.616
0.891
0.431
0.440
0.673
0.384
1.220
0.641
3.483
1.303
0.859
1.283
1.370
1.272
0.617
2.043
1.204
1.118
1.490
1.220
1.978
1.348
1.599
1.384
1.649
1.544
1.725
20.666
1.249
0.343
0.327
0.284
3.298
0.015

Table 3. Our logistic regression model for predicting use of Tor
Browser in either Survey 3 or Survey 4. eβ indicates the change
in odds of using the tool for a one unit change in the variable (or
when the variable is true). p-values significant at α = 0.05 are
bolded. p-values significant at α = 0.10 are italicized.

Lemeshow goodness of fit test did not find evidence of
poor model fit (p = 0.631). We did not find evidence
of multicollinearity, as all VIFs were less than 10. Our
model explains approximately 37.8% of the variance in
Tor Browser usage (Cox and Snell R2 = 0.378).
Our model suggests that the most influential predictor of Tor Browser use is intention to use Tor Browser;
participants who indicated intention to use Tor Browser
in the coming week were 21x more likely to use Tor
Browser than those who didn’t. The model also suggests that when other factors are controlled for, our
treatments make participants less likely to adopt Tor
Browser than the control condition. However, our ear-

Treatment
Control
PMT
PMT+AP
PMT+AP+CP

Treatment
Control
PMT
PMT+AP
PMT+AP+CP
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Use of Tor Browser
In S4
In S5
Overall
24.3%
15.4%
28.7%
29.1%
27.3%
43.6%
33.0%
32.2%
43.5%
41.5%
29.2%
49.2%
Use of Tor Browser, by those
who encountered challenges
In S3
In S4
In S5
Overall
24.2%
33.3%
15.2%
42.4%
50.0%
42.9%
35.7%
60.7%
56.5%
42.9%
47.6%
71.4%
68.3%
41.5%
78.0%
In S3
14.7%
26.4%
29.8%

Table 4. Use of Tor Browser across our study. Note that this table only includes the 491 participants who completed Survey 5,
our long-term follow-up survey. Of these participants, 123 reported encountering challenges using Tor Browser. In Surveys 3
and 4, we asked participants whether they had used Tor Browser
since the previous survey. Since Survey 5 was sent three weeks
after Survey 4, in Survey 5 we instead asked whether participants
had used Tor Browser in the past week. The “Overall” column
shows the percent of participants who reported using Tor Browser
at any time during the study.

lier tests show that our treatments increased intention
to use and actual use of Tor Browser (Figure 11 and
§ 4.1). Thus, these results simply show that those who
intended to use Tor Browser despite being in the control group were even more likely to use it than those we
nudged who then expressed intentions to use it.
We have several results which are not significant at
α = 0.05, but would be significant at α = 0.10. First,
the model suggests that those in the PMT+AP+CP
treatment who encountered a challenge (i.e., who were
given opportunities to form coping plans) were 3.3x
more likely to use Tor Browser than those in the control group who did not encounter challenges. Next, the
model suggests that those who are self-employed may
be less likely to adopt Tor Browser. Finally, the model
suggests that non-females and those who installed Tor
Browser prior to the study may be more likely to use it.

4.8 Will Participants Become Long-term
Users of Tor Browser?
We found that our PMT and coping planning nudges
increased use of Tor Browser in Surveys 3 and 4, respectively (§ 4.1). However, our exploratory analyses suggest
that some of our nudges’ effects on participants’ perceptions fade over time (§ 4.2). In Survey 5, we collected
Tor Browser usage data three weeks after Survey 4, so
this data may reveal whether the effects of our treat-
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Comparison
CONTROL vs PMT
PMT vs PMT+AP
PMT+AP vs PMT+AP+CP
Comparison, for those who
encountered challenges
PMT+AP vs PMT+AP+CP

Use of Tor Browser
S5: 15.4% vs 27.3%
S5: 27.3% vs 32.2%
S5: 32.2% vs 29.2%

Odds
Ratio
2.05
1.26
0.87

p-value
0.011
0.211
0.691

S5: 47.6% vs 41.5%

0.78

0.678

Table 5. One-tailed tests of two independent proportions, run on
our Survey 5 data. Results significant at α = 0.05 are bolded.

ments persist over time. Table 4 summarizes use of Tor
Browser across our study.
We reran our hypothesis tests on our Survey 5
data, and the results are shown in Table 5. Weeks after our interventions, the difference between the Control and PMT conditions remains statistically significant (p = 0.011), with an effect size similar to what
we observed in Survey 3 (Table 1). This suggests that
our PMT intervention contributes to long-term adoption of Tor Browser. However, we no longer find our coping planning intervention to significantly increase use of
Tor Browser. Although our coping planning intervention temporarily increased adoption of Tor Browser in
Survey 4 (Table 1), we do not have evidence that it
increases long-term use of Tor Browser. One possibility is that between Surveys 3 and 4, these participants
used Tor Browser to test their coping plans; after testing
their coping plans, they may not have continued using
Tor Browser at higher rates. It is possible their coping
plans benefited them in ways that are not reflected in
these numbers (e.g., using Tor Browser with the same
frequency, but Tor Browser being more pleasant to use).

5 Limitations
Our recruitment method and qualification criteria limit
the generalizability of our findings (§ 3.2). For example,
our results would likely differ if we recruited from countries where access to Tor Browser is restricted, or if we
recruited less tech-savvy participants [53].
A limitation of our study design is that we rely on
self-reported use of Tor Browser, making us reliant on
participants’ honesty and memory. We mitigated this
limitation by reassuring participants that it was optional to use Tor Browser. Also, in most cases, we only
required participants to recall their behavior in the past
week. We considered an alternative design in which we
would monitor participants’ behavior using an instru-
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mented Tor Browser. However, awareness of our observation might alter participants’ behavior, and browser
instrumentation might not capture use of Tor Browser
across multiple devices.
Dropout in our study was higher than in other studies we have conducted, but we have no evidence to suggest that this negatively impacted our results. Of the
689 people we invited to participate in our experiment,
77.9% completed our entire experimental protocol (i.e.,
Survey 2, Survey 3, and Survey 4). We lost 6.4%, 9.6%,
and 7.9% of participants between Surveys 1 and 2, Surveys 2 and 3, and Surveys 3 and 4, respectively. Of the
537 participants who completed our experiment, all but
two requested an invitation to Survey 5, our optional
long-term follow-up survey. Of the participants invited
to Survey 5, 91.8% completed Survey 5. Our dropout
rates may be partly due to our longitudinal study design, which employed multiple surveys over multiple
weeks. It may also be partly due to bugs in the Prolific platform which we encountered while running our
study [51, 52] which may have interfered with participation. A Pearson Chi-Square test did not find any evidence of dropout differing between our treatment groups
(p = 0.649), and a Pearson Chi-Square test did not find
evidence of Survey 5 completion differing by use of Tor
Browser during the experiment (p = 0.372).
Another limitation is that our instructions for using Tor Browser were based on a conservative threat
model. For example, we recommended that participants
not log into online accounts in Tor Browser to avoid
deanonymizing themselves. However, it may not be
necessary to take this precaution if one is only concerned about protecting one’s privacy from one’s ISP.
We decided against more detailed instructions explaining these nuances, since our intuition was that it might
either overwhelm participants or cause them to misunderstand the extent of Tor Browser’s protections.
Finally, we identified two instances where improvements to our surveys might make our results clearer.
First, we saw that our action planning nudge appeared
to negate the increase in perceptions of threat susceptibility from our PMT nudge (Figure 6). Perhaps our
participants’ plans to use Tor Browser made them feel
more protected against online observation, since they
anticipated using it. But since we were interested in motivation to adopt Tor Browser, we wanted to measure
participants’ perceptions of threat susceptibility when
they were not using Tor Browser. Alternative phrasing
could have removed this ambiguity (e.g., “If you do not
use Tor Browser, what do you think is the likelihood
of others observing your web browsing activity?”). Sec-
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ond, we did not ask about perceptions of privacy control
in Survey 2; since we do not see differences in Survey
4, it is unclear whether our nudges ever had an effect
on these perceptions. It would have been better to ask
about privacy control in Survey 2 as well.

6 Discussion and Future Work
Our results suggest that there are opportunities to increase adoption of Tor Browser using nudging techniques, particularly those based on protection motivation theory (PMT). Certainly, not everyone is interested
in using Tor Browser (§ 4.3 and Figure 11). However,
our nudging techniques show that many people are willing to give it a try (Table 4), and that our PMT-based
nudge can encourage a significant percentage to continue using Tor Browser in the long term (§ 4.8). We
also tested nudges based on action and coping planning
implementation intentions. Although we did not find evidence of these plans further increasing long-term adoption of Tor Browser (§ 4.8), those who were given the
opportunity to form coping plans were more likely to
use Tor Browser in the subsequent week (§ 4.1).
Future work should investigate whether our nudges
have effects beyond simply increasing tool usage. First,
it is worth testing whether our PMT-based nudge also
contributes to more effective use of Tor Browser. For
example, our instructions reminded participants that
Tor Browser’s protections are reduced if one logs in to
websites. Future work could confirm that our instructions help people use Tor Browser effectively. Second,
although our action planning nudge was designed to
help people identify opportunities to use Tor Browser, it
did not significantly increase the number of participants
who reported using Tor Browser in the previous week.
An alternative outcome variable we could not measure
was consistency of using Tor Browser: does someone
always remember to use Tor Browser for a particular
privacy-sensitive activity? A future study could measure whether action plans help in this respect. Also, it
should be noted that we intentionally recruited participants who had prior experience with private browsing
mode and VPNs (§ 3). Similar to Tor Browser, private browsing mode can be enabled for privacy-sensitive
browsing; perhaps our action plan template was less
helpful to those already familiar with private browsing,
since they might be accustomed to the usage model encouraged by our action plan. Future work could test
whether our action plan is more effective for a more
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general audience. Third, our study showed that participants frequently encountered challenges using Tor
Browser (§ 4.5). In particular, it was common for participants to report extreme slowness or websites not working in Tor Browser. To help participants mitigate these
and other challenges, we tested several coping plans
(Figures 5 and 20). Although we did not find evidence
of our coping plans leading to long-term increases in
use of Tor Browser, we did see evidence of an effect in
the week after participants formed their coping plans,
perhaps due to participants using Tor Browser to test
their coping strategies (§ 4.3). Combined with participants’ positive feedback about their coping plans, it
seems worth testing whether coping plans like ours have
effects beyond what we measured in our study. For example, coping plans may help people persevere in using Tor Browser when they encounter challenges, rather
than simply switching to a different browser after encountering a difficulty. Future work could study how
people react to Tor Browser’s usability challenges, and
whether coping plans have an impact.
Several things should be considered when translating our results to a real-world deployment of nudges.
First, our participants knew our nudges were part of a
research study. However, how people respond to information depends on which entity delivers that information [18, 33]. Our nudges might be more or less effective
depending on how people perceive the entity administering the nudges. Tor Browser itself might serve as
a trusted messenger for nudges, perhaps incorporating
nudges into the browser’s homepage, or displaying them
in the UI when various challenges are encountered. For
example, if Tor Browser can determine that a website
is blocking Tor users, Tor Browser might explain this
and recommend using an alternative website. Second,
we only recruited participants who we thought would
be highly motivated to use Tor Browser (§ 3). Specifically, we recruited participants who had prior experience
with other privacy tools, and who expressed a high level
of interest in preventing at least one privacy threat Tor
Browser can protect against. Our intuition was that it
would be easier to detect the effects of our nudges among
these participants in our experiment; perhaps similar
targeting should be employed when deploying nudges in
the wild. Nudging someone to adopt Tor Browser when
it does not meet a need for them, or when they are not
sufficiently motivated to overcome challenges associated
with using it, may be problematic. Most notably, people
have limited time to devote to privacy and security, so
engaging with advice which is unlikely to be followed has
a cost to the recipient [30]. Determining the best way
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to target nudges like ours remains a question for future
work. As Tor Browser becomes more usable over time,
it might make sense to more broadly deploy nudging to
encourage adoption.
Multiple stakeholders can increase the usability of
Tor Browser. In particular, website operators may benefit from better supporting users of Tor Browser. Our
participants shared that they used Tor Browser for
many innocuous activities, including shopping, reading the news, and researching medical topics (§ 4.4).
Many websites are supported by advertising revenue,
and although adoption of ad blockers is widespread [67],
Tor Browser actively discourages the use of ad blockers [77]. Thus, websites may have a financial incentive to support Tor Browser users. To support users of
Tor Browser, website operators should start by testing
that their websites work properly in Tor Browser. If
their website is hosted using Cloudflare, they can simply enable Cloudflare’s Onion Routing [16] feature. Tor
Browser’s usability may also be improved through technical enhancements to the Tor Browser and the Tor network [9, 17, 75], and by volunteers contributing computing resources to increase the Tor network’s capacity [76].
Finally, future work is needed to test whether PMT,
action planning, and coping planning nudges can increase effective adoption of other privacy and security
technologies. For example, an action plan might help
people remember to use a password manager, and a coping plan might help people persevere if a website does
not work properly with their password manager. As another example, an action plan might help people remember to use an encrypted messaging app. If one of the person’s friends cannot receive encrypted messages because
the friend does not have the app installed, a coping plan
could encourage the person to tell their friend to install
the app. For both password managers and encrypted
messaging apps, a PMT nudge could motivate people
to use the tools by helping them form accurate perceptions of the threats the tools protect against, and of the
protections the tools can offer.

7 Conclusions
In the face of widespread privacy concerns, privacy enhancing technologies offer the possibility of returning
control to users. Privacy tools like ad blockers are widely
adopted, but other tools, like Tor Browser, are far less
commonly used. Is this due to some inherent property of Tor Browser (e.g., is it too slow?), or is there
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certain information which might convince more people to adopt Tor Browser? To address this question,
we tested whether three nudges could increase adoption of Tor Browser: a nudge based on protection motivation theory (PMT), an action planning implementation intention nudge, and a coping planning implementation nudge. Our longitudinal field experiment showed
that our coping planning nudge increased short-term
use of Tor Browser (§ 4.1), and our PMT-based nudge
increased both short- and long-term use of Tor Browser
(§ 4.8). Of course, in the future the usability of Tor
Browser might be improved in various ways, but our
results suggest that a significant percentage of people
are ready to start using Tor Browser today, and that
nudges can help them do so. Simultaneously, it is important to realize that Tor Browser only addresses particular privacy needs. For example, it cannot prevent a
social media company from sharing information about
one’s profile, or an email provider from analyzing one’s
emails. For these and other challenges, a combination of
different privacy enhancing technologies and legal regulations may be appropriate. In cases where technologies
can help, we hope our nudging research will prove helpful in increasing their adoption.
In particular, the Tor Project and other privacy
advocacy groups should consciously incorporate PMTrelated factors into their messaging, since our results
show that PMT nudges can motivate people to become
long-term users of Tor Browser. Our action and coping
plans may also help people use Tor Browser more effectively, although further research may be needed to fully
understand their effects. Nudging users of Tor Browser
to form action plans could help users remember to use
Tor Browser more consistently. With some changes in
format, an action planning nudge could be deployed on
the Tor Browser start page. Coping plans could also
be integrated into Tor Browser. For example, if a user
of Tor Browser encounters a challenge (e.g., a website
blocking Tor traffic), Tor Browser could detect this and
help the user respond appropriately (e.g., by suggesting alternative websites). Tor Browser is configured to
use DuckDuckGo as the default search engine; in this
way, the browser is already nudging users away from
using Google, which sometimes blocks Tor traffic. Researchers and privacy advocates should also investigate
whether PMT, action planning, and coping planning
nudges might help people use other technologies, such
as password managers and encrypted messaging apps.
In conclusion, we hope nudges will help increase
adoption of Tor Browser and other technologies, giving
people greater security and privacy.
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A Appendix
A.1 Survey Materials
A.1.1 Survey 1
Researchers at Carnegie Mellon University are conducting a research study to understand people’s use of web
browsing-related tools.
All participants are asked to answer the screening
questions below.
Based on your answers to the screening questions,
we will determine your eligibility for our Survey #1. If
you are eligible, Survey #1 will take about 4 minutes to
complete. Only some of the participants who take Survey #1 will be invited to participate in four follow-up
surveys (Surveys #2, #3, #4, and #5).
In what country do you currently reside?
(United States, Other country)
Which operating system does your primary personal
computer run?
(Windows, macOS, Ubuntu, Other, I don’t know)
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Use/Install Code

Description

NOVELTY
PRIVACY

Wanting to test out Tor Browser, compare it to other browsers, etc.
Installing/using Tor Browser for its privacy protections. We count “not seeing ads”
as a privacy issue (i.e., intrusion upon seclusion). We count listing topics which
would commonly be considered privacy-sensitive (e.g., medical).
Installing/using Tor Browser explicitly because of the study (e.g., if they think we
asked them to use it, that it is required, they made a promise to do so, or they
explicitly state that their plan or the study information is influencing them).
Installing/using Tor Browser for security protections. We count listing topics which
would commonly be considered security-sensitive (e.g., logging into your bank
account).
Installing/using Tor Browser for vague positive reasons. If their other answers
remove the ambiguity, it’s okay to use the other answers to inform the choice of
a different code.
For accessing inaccessible content (e.g., viewing country-specific content, paywalls, censored content, piracy, them accessing dark web sites, etc.).
Thinking it would be easy to install/use.
Hearing/reading good things about Tor Browser (aside from those in the survey
itself), or knowing others who use it. Not applicable if you heard about it before,
but don’t specify whether you heard good things or not.
For one’s work or school.

STUDY

SECURITY

VAGUE_POSITIVE

CONTENT
HIGH_SELF_EFFICACY
GOOD_REVIEWS

JOB
Not Use/Install Code
NOT_NEEDED

Not needing Tor Browser, whether stated generally, or for a particular reason (e.g.,
I don’t need that level of protection, my needs are already met by another tool,
etc.).
NOT_INSTALLED
Not using Tor Browser because it’s not installed.
BUSY
Not having time to install/use Tor Browser (e.g., general busyness, vacation, being
away from devices, etc.).
FORGOT
Forgetting to install/use Tor Browser.
LOW_SELF_EFFICACY
Thinking it would be difficult, inconvenient, etc. to install/use. More vague than
the explicit difficulties mentioned for USABILITY.
USABILITY
Usability challenges, such as Tor Browser being slow, websites not working, not
functioning or opening (e.g., due to antivirus software), etc.
SAFETY_DOUBTS
Doubting that Tor Browser is safe to install/use.
RESEARCH
Needing to do more research before installing/using Tor Browser.
VAGUE_NEGATIVE
Not installing/using Tor Browser for vague negative reasons. For example, writing
just “I’m not interested,” or “I’m lazy”. If their other answers remove the ambiguity,
it’s okay to use the other answers to inform the choice of a different code.
DEVICE
Device-related limitations discouraging installation/use of Tor Browser (e.g., workplace prohibitions on installation, lack of disk space, a slow computer, etc.).
LOW_RESPONSE_EFFICACY Doubting that Tor Browser is effective at protecting one’s privacy, or doubting
that anything can be done to protect one’s privacy.
LOGINS
Tor Browser not being useful for activities that require logging in.
BAD_REVIEWS
Hearing/reading bad things about Tor Browser from sources that are clearly other
than the survey itself, or finding it suspicious that they’ve heard nothing about it
before.
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Number
of Occurrences
36
34

21

10

9

6
4
3

1

80

53
32
30
19
16
15
13
13

7
5
4
4

Table 6. Throughout our study, we asked participants whether they had installed or used Tor Browser, and their reasons for either
doing so or not doing so. We collected multiple responses from all 537 participants who completed our experiment. We stopped coding
after reaching code saturation; in total, we coded 558 free text responses from 150 randomly selected participants. Note that codes are
not mutually exclusive, and that we count each code at most once per participant.
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Activities Code

Description

Described

Performed

PNTD

Either the literal text “prefer not to disclose,” or something
close to it.
Looking up information about consumer products, regardless of intention to purchase.
Looking up information about financial products (e.g.,
stocks, bitcoin), mortgages, banking, insurance, salaries,
applying to jobs, etc.
A vaguely defined activity, such as “using a search engine”
or “researching things.”
Looking up information about politics, celebrities, current
events, document leaks, etc.
Pornography or other “Not Safe For Work” content.
Accessing medical information. Includes personal care and
cannabis.
Watching videos, movies, or streaming. We don’t assume
that all pornography is video-based. Since there is a “community” aspect to YouTube, simply mentioning “YouTube”
isn’t enough to assume this code applies.
Using YouTube.
Looking up information about non-celebrities (e.g., ex’s,
friends, background checks) or similar entities (e.g., employers, competitors).
Websites about hobbies (e.g., emulation, listening to music), reading stories, blogs, etc.
Not plans or activities. For example, “none”. Or “I will
install Tor Browser.”
Activities which are well-described but difficult to categorize.
Travel-related browsing.
Using a generically specified social media website (e.g.,
“social media,” “dating website,” “forums,” “anonymous
messaging”).
Using Google search.
Apartment hunting, researching schools, wedding venues,
etc.
Using Reddit.
Using another named website.
Pirating music, software, etc.
Using Wikipedia or other wikis. Wikileaks doesn’t count,
since it isn’t actually a wiki.
Accessing email.
Using Amazon.
Using Facebook.
Accessing the dark web.
Using Twitter.
Accessing religious information.
Accessing legal information.
Using LinkedIn.
Using Pinterest.

192

100

Performed
Using Tor
Browser
33

55

39

13

49

35

8

49

41

25

40

29

17

36
33

29
21

15
11

26

18

10

25
20

22
11

12
4

16

10

7

16

0

0

14

11

4

12
12

7
8

4
4

11
10

9
9

7
9

9
9
7
7

8
7
5
5

6
4
2
4

7
4
4
2
2
2
2
1
1

6
3
3
2
2
0
0
1
0

0
1
2
2
1
0
0
0
0

SHOPPING
FINANCIAL

VAGUE
NEWS
NSFW
MEDICAL
VIDEOS

YOUTUBE
SNOOPING

OTHER_ENTERTAINMENT
N_A
MISC
TRAVEL
OTHER_SOCIAL

GOOGLE
LOCAL
REDDIT
OTHER_NAMED
PIRACY
WIKI
EMAIL
AMAZON
FACEBOOK
DARK_WEB
TWITTER
RELIGION
LEGAL
LINKEDIN
PINTEREST

172

Table 7. In Survey 2, we gave participants in our PMT+AP treatment group the opportunity to plan to use Tor Browser for privacysensitive activities. Each participant was given the option to list up to three activities, so in some cases they contributed multiple times
to the counts of the same codes. Also, note that codes were not mutually exclusive; for example, it was common for the VIDEOS and
YOUTUBE codes to occur together. The “Described” column shows the number of activities with each code described in participants’
plans. The “Performed” column shows the number of activities participants reported performing in either Survey 3 or Survey 4. The
“Performed Using Tor Browser” column shows the number of activities participants reported performing using Tor Browser in either
Survey 3 or Survey 4.
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Challenges Code

BIT_SLOW
VAGUE

Description

Websites were somewhat slow, but not extremely slow.
A vaguely defined challenge, or it’s unclear whether there was a challenge at all.
For example, “It didn’t work.”
SEARCHING
Difficulty finding pages (e.g., poor results from DuckDuckGo).
NOT_WORKING
An answer substantially the same as the predefined “Websites did not work” option
(e.g., CAPTCHAs). Problems likely originating from the website, rather than the
browser.
N_A
Clearly not a challenge “encountered when trying to use Tor Browser.” For example, “I don’t need it,” or using the free text fields to explain other responses (e.g.,
“I made a mistake earlier in the survey”).
FEATURES
Lacking features (e.g., bookmarks, ad blockers, login persistence, etc.).
CONNECTION
Tor Browser taking time or failing to connect to the Tor network.
CONFUSED
Expressing confusion about how to use Tor Browser, or what it is for.
EXTREMELY_SLOW
An answer substantially the same as the predefined “Websites were extremely
slow” option (e.g., that might be mitigated by creating a new circuit).
IP_RELATED
IP address-related issues. Don’t make inferences when coding (e.g., don’t assume
that a CAPTCHA is IP-related, unless the participant explicitly makes that connection).
LANGUAGE
Pages appearing in the wrong language.
LOW_RESPONSE_EFFICACY The participant doesn’t believe Tor Browser can protect their privacy.
CONFIGURATION
Configuration being a challenge.
NO_CHALLENGE
An answer substantially the same as the predefined “I did not encounter any
challenges” option.
COST
Tor Browser costing money.
SPACE
Lack of space on one’s device.
NOT_ALLOWED
Not being allowed to install or use Tor Browser due to company policies, etc.
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Number
of Occurrences
9
7
5
4

4

4
3
2
2
2

2
1
1
1
1
1
1

Table 8. In Survey 3, we asked participants whether they had encountered challenges when trying to use Tor Browser. Some participants indicated that they had encountered a challenge other than those we listed. All participants were given a free text field to explain
these challenges, and those in the coping planning treatment were asked to explain further. We coded such responses from 41 different
participants, 3 of whom we determined not to have actually encountered a challenge (i.e., their free text responses were only coded
with as “N_A”). Note that codes were not mutually exclusive, and if participants gave two free text responses, their responses might
have different codes. However, we count each code at most once from each participant.
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Challenge

Coping Plan

I thought it was only for .onion sites and got confused! I
was under the impression it was only for accessing hidden
sites on the internet, like .onion domains and the silk road
as was discussed in the first studies
I was not always able to open websites, even when they had
"are you a human?" checks because they somehow saw me
as not a legitimate access request
It was very difficult for me to save images from my search.
viewing the image or image source only worked half the
time. The web was a little slow but nothing bad. It was just
frustrating to try and download images
I used Tor the only time several years ago. I vaguely recall
it being a bit slower, but don’t know that this reflects the
current situation.
I tried to use TOR on my phone, even with the work-arounds
offered it simply didn’t work. I wasn’t able to get it to function on my phone.

I will engage with more tutorials and review the previously provided guide on actually using the tor browser.

Functionality is limited because privacy protection is based
so much on individual sites’ policies (e.g. if I go to Google
Maps or YouTube) that it doesn’t actually help that much
Migrating bookmarks and other personalization such as
passwords was either difficult or not present (which I understand the password portion). It was frustrating using it
for any activities that required usage of account or cookiebased websites. This is because the passwords and accounts
don’t save, for obvious reasons.
The browser itself is not stable. When I launched the browser
the popup screen to load it got stuck a couple of times.
Then when I finally did "search" it took so long I gave up
and looked up the information on Google Chrome instead.
Sometimes some sites were slow but it was manageable. No
challenges, just slower than usual. Videos play back just fine,
the initial load time is just slow.

I don’t really like DuckDuckGo so I was trying to use Google
but every time I did it was in German. I have a hard time
remembering to use it and when I do remember, I am usually
not willing to wait for it to load. I like using Google search,
but I see why they use DuckDuckGo as the default. The
results on DuckDuckGo aren’t terrible but I know there are
some times when its hard to find what I’m looking for.
It seemed a little slower than my other browsers but I
wouldn’t describe it as "extremely slow."
It wouldn’t let me install it because it said I was lacking
space on my computer.
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Reencountered Followed
Challenge?
Plan?
No
Mostly
yes

I think I will just have to open those sites
in another browser

No

No

It looks like its a somewhat common issue
for android users, which is where I used Tor.
An image would only have the "save image"
option half the time.
When I re-download it I’ll keep in mind the
security benefits the browser offers and how
this outweighs any lag.
I plan to keep researching and see if there
is a different method to get TOR on my
smartphone. Also I plan to try to download
TOR on my laptop just to see what my
options for private browsing when I’m not
working are.
Sorry, to be honest, you cannot get around
this. It’s not a matter of my individual will.

No

No

No

Mostly
no

Yes

Yes

Yes

No

The best next step would be to use an independent password manager if I ever want to
use Tor Browser again. Services like 1Password exist for a solid reason, so it might not
be a bad idea to look into it.

Yes

Mostly
no

I have no idea how to cover come this since
it’s a tech issue that I don’t have control
over.

Yes

Mostly
no

So if it becomes a real big issue, I would
look at disconnecting from TOR, and relaunching. Perhaps I could find a faster Peer
to connect to that isn’t as slow. Worst case,
if say watching a video, I could pause it, let
it buffer and then proceed.
I can add the Tor browser to my task bar
next to the other browsers so I will remember to use it. I could also leave it open so
that it is ready for me to use when I need
it.

No

Yes

Yes

Mostly
yes

Any additional challenges that I encountered I’d search in DuckDuckGo to learn
more about.
Buy a new computer? But that would cost
a lot of money. I don’t know what I could
delete that I don’t need.

Yes

No

Yes

Mostly
no

Table 9. In Survey 3, we gave participants in our PMT+AP+CP treatment group who reported encountering challenges using Tor
Browser the opportunity to form coping plans to overcome their challenges. Participants who did not select a listed challenge (i.e.,
“Websites were extremely slow” or “Websites did not work”) were given an open-ended plan template (Figure 20). This table contains
these participants’ responses, lightly edited for clarity. In Survey 4, one week later, we checked whether participants reencountered the
challenges they described, and whether they followed their plans to overcome the challenges.
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Do you speak English?
(Yes, No)
What is your age in years?
___
Based on your answers to our screening questions, we
have determined that you are eligible for Survey #1.
Please review the details below:
[Consent form]
Have you read and understood the information above?
(Yes, No)
Do you want to participate in this research and continue
with the survey?
(Yes, No)
Private Browsing
Note that "private browsing" is referred to as "Incognito" in Google Chrome and "InPrivate" in Microsoft
Edge.
Have you heard of private browsing before?
(Yes, No, Unsure)
[If Yes]
Have you used private browsing before?
(Yes, No, Unsure)
[If Yes]
When did you most recently use private browsing?
(Today, In the past week, In the past month, In the
past year, More than a year ago)
VPNs
Have you heard of VPNs before?
(Yes, No, Unsure)
[If Yes]
Have you used a VPN before?
(Yes, No, Unsure)
[If Yes (i.e., used a VPN before)]
Do you use a VPN primarily for work purposes?
(Yes, primarily for work purposes; No, primarily for
other purposes; About equally for work and other purposes)
[If Yes (i.e., used a VPN before)]
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When did you most recently use a VPN?
(Today, In the past week, In the past month, In the
past year, More than a year ago)
Tor Browser
Have you heard of Tor Browser before?
(Yes, No, Unsure)
[If Yes]
Have you used Tor Browser before?
(Yes, No, Unsure)
[If Yes]
When did you most recently use Tor Browser?
(Today, In the past week, In the past month, In the
past year, More than a year ago)
In the past week, which of the following types of
devices did you use at least once?
(Smartphone, Tablet, Laptop computer, Desktop computer)
In the past week, how often did you use a web
browser on each of the following devices?
[Answer options are shown in a response matrix. Rows
are labeled with device types: Smartphone, Tablet,
Laptop computer, Desktop computer, Other device(s).
Columns are labeled with the answer options: Every
day, On multiple days, On one day, Never.]
[If a response other than Never was selected for Laptop
or Desktop]
In general, are you comfortable installing software on
your [laptop or desktop]?
(Yes, No, Unsure)
Rate your level of disagreement or agreement with
the following statement:
“I think I have control over my online privacy.”
(Strongly disagree, Somewhat disagree, Somewhat
agree, Strongly agree)
How interested or uninterested would you be in preventing advertisers from seeing the websites you
visit?
(Not at all interested, Slightly interested, Moderately
interested, Very interested)
How interested or uninterested would you be in preventing the websites you visit from seeing what
physical location you are browsing from?
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(Not at all interested, Slightly interested, Moderately
interested, Very interested)
How interested or uninterested would you be in preventing your internet service provider from seeing the websites you visit?
(Not at all interested, Slightly interested, Moderately
interested, Very interested)
How interested or uninterested would you be in preventing the government from seeing the websites
you visit?
(Not at all interested, Slightly interested, Moderately
interested, Very interested)

A.1.2 Survey 2
Researchers at Carnegie Mellon University are conducting a research study to understand people’s use of web
browsing-related tools.
This survey is Survey #2 in the “Research Study for
Internet Users” that you previously gave your consent to
participate in. It will take up to 8 minutes to complete
this survey. If you complete Survey #2, Survey #3, and
Survey #4 within 2 days of each survey invitation,
you will be compensated $3.50 total. We will invite you
to each survey one week after you complete the previous
survey.
There are no right or wrong answers to any of our
questions, so please answer honestly. Also, please take
the time to read the information in this survey
carefully. All links to external resources are optional:
your compensation will not be affected by whether you
follow them.
[Control Group]
Tor Browser is an alternative web browser.
[PMT, PMT+AP, and PMT+AP+CP Groups]
[Threat information: Figure 2]
[Response information: Figure 3]
Please review these materials about Tor Browser.
[Usage and installation instructions: Figure 16]
[Optional technical details: Figure 17]
[Frequently asked questions: Figure 18]
[Common Problems: Figure 19]
If you want to use Tor Browser, we encourage
you to install it now [74]. It only takes a minute to
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install Tor Browser. However, you do not have to install
Tor Browser if you do not want to: your compensation
will not be affected.
[PMT+AP and PMT+AP+CP Groups]
[Action plan: Figure 4]
For your convenience, here is a link to the information
about Tor Browser that we showed you earlier:
Tor Browser Setup, Use, and FAQ
If you want to use Tor Browser in the coming week,
we encourage you to fill out the plan, since it may help
you remember to use Tor Browser. However, you do
not have to use Tor Browser if you do not want to:
your compensation will not be affected. Do you want to
continue without writing any activities?
(Yes, I would like to continue without writing any activities)
[PMT, PMT+AP, and PMT+AP+CP Groups]
Thank you for reviewing this information about Tor
Browser.
What do you think is the likelihood of others observing your web browsing activity?
(Very unlikely, Somewhat unlikely, Somewhat likely,
Very likely)
How concerned or unconcerned would you be if
others observed your web browsing activity?
(Not at all concerned, Slightly concerned, Moderately
concerned, Very concerned)
Rate your level of disagreement or agreement with
the following statement:
“I think I know how to use Tor Browser.”
(Strongly disagree, Somewhat disagree, Somewhat
agree, Strongly agree)
How easy or difficult do you think it would be for
you to use Tor Browser?
(Very difficult, Somewhat difficult, Somewhat easy,
Very easy)
Rate your level of disagreement or agreement with
the following statement:
“If I use Tor Browser, I will prevent others from observing my web browsing activity.”
(Strongly disagree, Somewhat disagree, Somewhat
agree, Strongly agree)
Do you know anyone who uses Tor Browser?
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(Yes, No, I’m not sure)
Is Tor Browser currently installed on one of your devices?
(Yes, No, I don’t know)
[If Yes (i.e., Tor Browser is installed)]
When did you install Tor Browser?
(Prior to taking this survey, While taking this survey)
[If Yes (i.e., Tor Browser is installed)]
Please explain why you installed Tor Browser.
___

What gender do you identify with?
(Male, Female, Non-binary, Other: ___, Prefer not to
answer)
What best describes your employment status?
(Working, paid employee; Working, self employed; Student; Not employed; Retired; Prefer not to answer)
Have you ever worked in or studied in a computerrelated field? (Computer Science, IT support, etc.)
(Yes, No)

[If I don’t know (i.e., whether Tor Browser is installed)]
Please explain why you do not know whether you have
Tor Browser installed.
___

What is the highest level of school you have completed
or degree you have earned?
(Less than high school, High school or equivalent, College or associate degree, Master’s degree, Doctoral degree, Professional degree, Other: ___, Prefer not to
answer)

[If No or I don’t know (i.e., whether Tor Browser is
installed)]
Rate your level of disagreement or agreement with the
following statement:
“I intend to install Tor Browser in the next week.”
(Strongly disagree, Somewhat disagree, Somewhat
agree, Strongly agree)

Please estimate what your total household income will
be for this year:
(Less than $10,000; $10,000 - $19,999; $20,000 - $39,999;
$40,000 - $59,999; $60,000 - $79,999; $80,000 - $99,999;
$100,000 or more; Prefer not to answer)

Rate your level of disagreement or agreement with
the following statement:
“I intend to use Tor Browser in the next week.”
(Strongly disagree, Somewhat disagree, Somewhat
agree, Strongly agree)
What is your overall opinion of Tor Browser? (Please
write a few sentences)
___
[PMT, PMT+AP, and PMT+AP+CP Groups]
This is a link to the information about Tor Browser
that we showed you earlier:
Tor Browser Setup, Use, and FAQ
Would you like us to send you a message on Prolific
containing this link?
(Yes, No)
[PMT+AP and PMT+AP+CP Groups]
This is a link to your plan for using Tor Browser:
My Plan for Using Tor Browser
Would you like us to send you a message on Prolific
containing this link?
(Yes, No)

Please indicate which other people, if any, live in your
household.
(Domestic partner, e.g., spouse, boyfriend/girlfriend,
etc.; Children; Parents; Other family; Unrelated roommates; I live alone; Other: ___, Prefer not to answer)

A.1.3 Survey 3
Researchers at Carnegie Mellon University are conducting a research study to understand people’s use of web
browsing-related tools.
This survey is Survey #3 in the “Research Study for
Internet Users” that you previously gave your consent to
participate in. It will take up to 6 minutes to complete
this survey. If you complete both Survey #3 and Survey
#4 within 2 days of each survey invitation, you
will be compensated $3.50 total. We will invite you to
Survey #4 one week after you complete this survey.
There are no right or wrong answers to any of our
questions, so please answer honestly. Also, please take
the time to read the information in this survey
carefully.
[If not installed, or unsure whether installed]
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How do I use Tor Browser?
Tor Browser works just like a regular web browser, with a few
key differences:
–
You should not log into accounts when using Tor
Browser. If you log into an account, you will reveal your
identity.
–
Every time you quit Tor Browser, it erases your browsing
history. You should quit Tor Browser periodically,
so your browsing patterns do not identify you.

Frequently Asked Questions
Who uses Tor Browser?
Citizens avoiding government censorship [20], journalists [56],
and many other people [62] use Tor Browser.

So you should not completely replace your regular browser
with Tor Browser, since you should use your regular browser to
log into your email, social media, etc. Instead, we recommend
using Tor Browser for specific, privacy-sensitive activities,
such as for viewing sensitive information on Wikipedia or
YouTube.

Is Tor Browser useful for torrenting files?
No: Tor Browser is intended for loading websites, and the
similarity in name of Tor and BitTorrent is purely coincidental. Torrenting files over Tor is not recommended [10].

How do I install Tor Browser?
Tor Browser is a free tool run by a non-profit and volunteers. If
you would like to use Tor Browser, please download and install
it from this webpage: https://www.torproject.org/download/
Fig. 16. As part of our PMT-based intervention we informed
participants about how to use and install Tor Browser. We also
reminded participants that Tor Browser is free. This text was
designed to increase participants’ perceptions of self-efficacy and
to reduce perceptions of response cost [42].
How does Tor Browser work? (Optional: Click here to reveal)
Tor Browser works by making you look the same as the
thousands of other Tor Browser users. It combines several
technologies to do this. For example, it uses encryption to
hide your browsing from your internet service provider and
from the operators of the Tor network itself. Also, by
automatically erasing browsing history each time it is closed,
Tor Browser prevents tracking cookies from connecting your
browsing sessions. You can read more about Tor Browser’s
technology here [71].

Is it legal to use Tor Browser?
Yes: In the United States, free speech laws mean that it is
completely legal to use Tor Browser. However, Tor Browser is
blocked in countries which employ censorship, like China.

Does using Tor Browser protect me from malware or
hackers?
No: Tor Browser provides no additional protections against
malware or hackers.
Does using Tor Browser guarantee that I will be anonymous?
No: Tor Browser initially provides anonymity, but if you log
into internet accounts (e.g., your email account) or identify
yourself through other ways (e.g., Googling your name) in
Tor Browser, you will reveal your identity. But when used
correctly, Tor Browser provides strong privacy protections:
law enforcement has successfully caught some criminals who
commit crimes using Tor Browser [50], but such investigations
are time-consuming and expensive.
What if I accidentally log into an account using Tor
Browser?
To become anonymous again, you should clear Tor Browser of
all account-related data by either quitting Tor Browser or by
clicking the “New Identity” button.

This is a simple diagram showing how websites load in Tor
Browser. Your browsing goes through three randomly selected
servers in the Tor network. This is done so that no single
server in the Tor network can connect you to the websites you
are browsing. Also, websites see the Tor network instead of
your home internet connection, so they cannot connect your
browsing back to you.
Fig. 18. We use an FAQ to address common misconceptions
about Tor Browser, particularly those identified by Story et
al. [67].

Fig. 17. For more technically inclined participants, we offered
technical details about how Tor Browser works. To avoid overwhelming participants, this information was hidden until the
heading was clicked.
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Common Problems
–
Browsing with Tor Browser will be a bit slower. This
is because Tor Browser protects your privacy by routing
your browsing through different servers around the world.
–
Some websites block Tor Browser users, since spammers sometimes use Tor Browser. If this happens, we recommend trying to use a different website.

Fig. 19. We briefly addressed two common challenges to using
Tor Browser [21, 83]. Norcie et al. and Gallagher et al. suggest
that making users aware of such usability issues may make users
more willing to tolerate them in exchange for greater privacy [21,
44]. Awareness of these issues may also help participants form
accurate perceptions of response cost [42].

In Survey #2, you indicated that you [did not have][did
not know whether you had] Tor Browser installed on
any of your devices.
Since completing Survey #2 on $DATE, have you
installed Tor Browser?
(Yes, No)
[If Yes] Please explain why you installed Tor Browser.
___
[If No] Please explain why you did not install Tor
Browser.
___
If you are interested in installing Tor Browser but
require technical assistance, you are welcome to message us on Prolific to request help.
Rate your level of disagreement or agreement with
the following statement:
“I intend to install Tor Browser in the next week.”
(Strongly disagree, Somewhat disagree, Somewhat
agree, Strongly agree)
Since completing Survey #2 on $DATE, have you
used Tor Browser?
(Yes, No, I don’t know)
Since completing Survey #2 on $DATE, on which
days did you use Tor Browser, if any?
($DATE, $DATE - 1, $DATE - 2, . . . )
[If Yes (i.e., used Tor Browser)]
Please explain why you used Tor Browser.
___
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[If No (i.e., did not use Tor Browser)]
Please explain why you did not use Tor Browser.
___
[If I don’t know (i.e., whether they used Tor Browser)]
Please explain why you do not know whether you used
Tor Browser.
___
[PMT+AP Group, if wrote at least one activity]
In Survey #2, you made a plan to protect your privacy
when performing privacy-sensitive browsing activities.
Since completing Survey #2 on $DATE, which
of the following privacy-sensitive activities have you
performed, if any?
($ACTIVITY_1, $ACTIVITY_2, $ACTIVITY_3)
[If performed $ACTIVITY_N]
When performing the [first/second/third] activity
(“$ACTIVITY_N”), did you use Tor Browser?
(Yes, No, I don’t know)
[If No (i.e., did not use Tor Browser) or I don’t know
(i.e., whether they used Tor Browser)]
Have you ever tried to use Tor Browser?
(Yes, No, I don’t know)
[If used or tried to use Tor Browser]
Which of the following challenges have you encountered
when trying to use Tor Browser, if any?
I did not encounter any challenges, Websites were extremely slow, Websites did not work, Other:___)
[If multiple choices were selected]
Which of these challenges was the greatest obstacle to
using Tor Browser?
(Websites were extremely slow, Websites did not work,
Other: “$OTHER_CHALLENGE”)
[If PMT+AP+CP Group, and Websites were extremely
slow]
[Figure 5, left]
[If PMT+AP+CP Group, and Websites did not work]
[Figure 5, right]
[If PMT+AP+CP Group, and Other]
[Figure 20]
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Other challenges

A.1.4 Survey 4

In a few sentences, describe the other challenge(s) you
encountered when trying to use Tor Browser.
___

Researchers at Carnegie Mellon University are conducting a research study to understand people’s use of web
browsing-related tools.
This survey is Survey #4 in the “Research Study for
Internet Users” that you previously gave your consent to
participate in. It will take up to 3 minutes to complete
this survey. If you complete this survey within 2 days
of the survey invitation, you will be compensated
$3.50 total for participating in our study.
There are no right or wrong answers to any of our
questions, so please answer honestly. Also, please take
the time to read the information in this survey
carefully.

Take a couple minutes to identify ways to overcome
the challenge(s). It may be helpful to search the web for
solutions.
In a few sentences, write a plan to overcome the challenge(s).
___
Check the box below after telling yourself:
[ ] If I encounter challenges, then I will follow my plan
to overcome them.
Fig. 20. We encouraged participants in our PMT+AP+CP condition who encountered challenges using Tor Browser to form coping plans to overcome the challenges [12, 60]. This plan template
was shown to participants who reported encountering a challenge
other than those we listed. The template gives participants the
opportunity to mentally rehearse their plan in an “if-then” format [24, 45, 57].

If you want to use Tor Browser in the coming week,
we encourage you to fill out the plan, since it may
help you overcome challenges associated with using Tor
Browser. However, you do not have to fill out or use the
plan if you do not want to: your compensation will not
be affected. Do you want to continue without filling out
the plan?
(Yes, I would like to continue without filling out the
plan)
Rate your level of disagreement or agreement with
the following statement:
“I intend to use Tor Browser in the next week.”
(Strongly disagree, Somewhat disagree, Somewhat
agree, Strongly agree)
[If PMT+AP+CP Group, and reported a challenge]
This is a link to your plan(s) for using Tor Browser:
My Plan(s) for Using Tor Browser
(Information about your latest plan will appear shortly
after you submit this survey)
Would you like us to send you a message on Prolific
containing this link?
(Yes, No)

[Installation and usage checkup, the same as in Survey #3]
[Action plan checkup, the same as in Survey #3]
[If PMT+AP+CP Group, and made the “Websites
were extremely slow” plan]
In Survey #3, you made a plan to click the “New Circuit” button if you encountered extremely slow websites
when using Tor Browser.
Since completing Survey #3 on $DATE, did
you encounter extremely slow websites when using Tor
Browser?
(Yes, No, I don’t know)
[If I don’t know]
Please explain why you do not know whether you encountered extremely slow websites when using Tor
Browser.
___
Since completing Survey #3 on $DATE, did
you click the “New Circuit” button?
(Yes, No)
[If PMT+AP+CP Group, and made the “Websites
did not work” plan]
In Survey #3, you made a plan to use alternative websites if particular websites did not work for you in Tor
Browser.
Since completing Survey #3 on $DATE, which of
the following websites did you try to visit with Tor
Browser, if any?
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($ORIGINAL_WEBSITE_1,
$ORIGINAL_WEBSITE_2,
$ORIGINAL_WEBSITE_3)
[If $ORIGINAL_WEBSITE_N]
Since completing Survey #3 on $DATE, did
$ORIGINAL_WEBSITE_N work when you tried
to visit it with Tor Browser?
(Yes, every time I tried to visit it; Yes, but only some
of the times I tried to visit it; No, it never worked)
Since completing Survey #3 on $DATE, which
of the following alternative websites did you try to
visit with Tor Browser, if any?
($ALTERNATIVE_WEBSITE_1,
$ALTERNATIVE_WEBSITE_2,
$ALTERNATIVE_WEBSITE_3)
[If PMT+AP+CP Group, and made the “Other” plan]
In Survey #3, you described the challenge(s) you encountered when trying to use Tor Browser:
“$CHALLENGE”
Since completing Survey #3 on $DATE, did
you encounter the challenge(s)?
(Yes, No, I don’t know)
[If I don’t know]
Please explain why you do not know whether you encountered the challenge(s).
___
In Survey #3, you described your plan to overcome
the challenge(s):
“$PLAN”
Since completing Survey #3 on $DATE, did
you follow your plan?
(Yes, Mostly yes, Mostly no, No)
[If formed an action or coping plan]
Were your plans helpful or not helpful? Please explain
in a few sentences.
___
Rate your level of disagreement or agreement with
the following statement:
“I think I have control over my online privacy.”
(Strongly disagree, Somewhat disagree, Somewhat
agree, Strongly agree)
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What do you think is the likelihood of others observing your web browsing activity?
(Very unlikely, Somewhat unlikely, Somewhat likely,
Very likely)
How concerned or unconcerned would you be if
others observed your web browsing activity?
(Not at all concerned, Slightly concerned, Moderately
concerned, Very concerned)
Rate your level of disagreement or agreement with
the following statement:
“I think I know how to use Tor Browser.”
(Strongly disagree, Somewhat disagree, Somewhat
agree, Strongly agree)
How easy or difficult do you think it would be for
you to use Tor Browser?
(Very difficult, Somewhat difficult, Somewhat easy,
Very easy)
Rate your level of disagreement or agreement with
the following statement:
“If I use Tor Browser, I will prevent others from observing my web browsing activity.”
(Strongly disagree, Somewhat disagree, Somewhat
agree, Strongly agree)
Rate your level of disagreement or agreement with
the following statement:
“I intend to use Tor Browser in the next week.”
(Strongly disagree, Somewhat disagree, Somewhat
agree, Strongly agree)
Would you like to share any other thoughts about
this study or about Tor Browser?
___
You are eligible to complete a final, optional survey
(Survey #5), which would take up to 3 minutes to
complete. If you complete Survey #5 within 7 days
of being invited, you will be compensated an additional $1. You would receive your invitation in three
weeks.
Your compensation will not be otherwise affected:
you will receive $3.50 of compensation shortly after
completing this survey (Survey #4).
Would you like to be invited to Survey #5 in three
weeks?
(Yes, No)
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A.1.5 Survey 5
Researchers at Carnegie Mellon University are conducting a research study to understand people’s use of web
browsing-related tools.
This survey is Survey #5 in the “Research Study for
Internet Users” that you previously gave your consent to
participate in. It will take up to 3 minutes to complete
this survey. If you complete this survey within 7 days
of being invited, you will be compensated $1.
There are no right or wrong answers to any of our
questions, so please answer honestly. Also, please take
the time to read the information in this survey
carefully.
[Installation checkup, the same as in Survey #3]
[Note that for the use and plan checkups, we only ask
about activity in the past week, since multiple weeks
had passed since Survey #4. See an example below.]
In the past week, have you used Tor Browser?
(Yes, No, I don’t know)
[Use checkup, the same as in Survey #3]
[Action plan checkup, the same as in Survey #3]
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How easy or difficult do you think it would be for
you to use Tor Browser?
(Very difficult, Somewhat difficult, Somewhat easy,
Very easy)
Rate your level of disagreement or agreement with
the following statement:
“If I use Tor Browser, I will prevent others from observing my web browsing activity.”
(Strongly disagree, Somewhat disagree, Somewhat
agree, Strongly agree)
Rate your level of disagreement or agreement with
the following statement:
“I intend to use Tor Browser in the next week.”
(Strongly disagree, Somewhat disagree, Somewhat
agree, Strongly agree)
What is your overall opinion of Tor Browser? Has
your opinion changed since the beginning of the study?
(Please write a few sentences)
___
Would you like to share any other thoughts about
this study or about Tor Browser?
___

[Coping plan checkups, the same as in Survey #4]
Rate your level of disagreement or agreement with
the following statement:
“I think I have control over my online privacy.”
(Strongly disagree, Somewhat disagree, Somewhat
agree, Strongly agree)

A.2 Insignificant Effects on Perceptions of
Tor Browser

What do you think is the likelihood of others observing your web browsing activity?
(Very unlikely, Somewhat unlikely, Somewhat likely,
Very likely)
How concerned or unconcerned would you be if
others observed your web browsing activity?
(Not at all concerned, Slightly concerned, Moderately
concerned, Very concerned)
Rate your level of disagreement or agreement with
the following statement:
“I think I know how to use Tor Browser.”
(Strongly disagree, Somewhat disagree, Somewhat
agree, Strongly agree)

Fig. 21. This question measured intention to use Tor Browser.
We did not find statistically significant differences in Survey 4.
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Fig. 22. This question measured perceptions of threat susceptibility. We did not find statistically significant differences in Survey
4.

Fig. 23. This question measured perceptions of self-efficacy. We
did not find statistically significant differences in Survey 4.

Fig. 24. This question measured perceptions of response efficacy.
We did not find statistically significant differences in Survey 4.

Fig. 25. This question measured perceptions of privacy control.
We did not find statistically significant differences in Survey 4.
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