Free and Open

COMMUNICATIONS

Il 0N the [Internet

Automated Detection of IPv6 Privacy Leakage in Home Networks

Ali Zohaib Amir Houmansadr
University of Massachusetts Amherst University of Massachusetts Amherst

This work is licensed under the Creative Commons Attribution 4.0 International License. To view a copy of this license visit

https://creativecommons.org/licenses/by/4.0/ or send a letter to Creative Commons, PO Box 1866, Mountain
View, CA 94042, USA.

Free and Open Communications on the Internet 2023(1), 30-34

© 2023 Copyright held by the owner/author(s).



https://creativecommons.org/licenses/by/4.0/

Automated Detection of IPv6 Privacy Leakage in Home Networks

Ali Zohaib
University of Massachusetts Amherst

Abstract

A promising feature of IPv6 is allowing devices to change
their IP addresses periodically, thereby enhancing privacy
against surveillance and censorship. However, legacy deploy-
ments of IPv6 are known to leak device identities, as the
IP addresses associated with each device are a function of
the device’s MAC address. To address this privacy leakage,
the community has developed privacy extensions to the IPv6
addressing mechanism.

Unfortunately, despite the many efforts towards privacy-
preserving addressing standards, the use of (the leaky) legacy
addressing is prevalent across the IPv6 address space, espe-
cially among residential routers and Internet of Things (IoT)
devices. This specifically exposes home broadband users to
a variety of tracking and surveillance risks. Recent research
shows that even a single leaky device can compromise the
whole home network it resides in, i.e., allowing an adversary
to track all users across that network, correlate users’ activities
over time, or extract users’ precise geolocation.

We observe that because of the large number of devices
with different configurations, users are largely unaware of
what devices on their home network might be using the leaky
legacy IPv6 addressing. In addition, users trust their ISPs for
adopting privacy best practices for IPv6 but lack visibility
into their policies. For instance, a user may not know if their
ISP rotates their network prefix. In this paper, we develop
and present a tool that allows users with minimal technical
expertise to scan their local home networks to identify the
[Pv6-leaking devices and observe their ISP’s prefix rotation
policy.

1 Introduction

IPv6 came into existence nearly two decades ago. Its deploy-
ment, however, has seen a large uptick in recent years, primar-
ily because of the increased demand for Internet-connected
devices in mobile and residential broadband networks. As
of September 2022, Google reports almost 40% of its traf-
fic is IPv6 [4] and APNIC data shows 32.9% of the global
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Internet users are capable of using IPv6 [1]. This growth in
IPv6 usage requires a deeper focus on its security and privacy
aspects. Of particular concern is the address generation mech-
anism that embeds hardware identifiers in user addresses, also
known as SLAAC EUI-64 addressing [22]. As network in-
terfaces have globally unique and static hardware identifiers,
i.e., Media Access Control (MAC) addresses, IPv6 addresses
that carry MAC addresses expose sensitive information to the
upper layers of the network stack. This creates an array of
privacy threats that could enable an adversary to track users
across networks, perform address-based activity correlation,
carry out device fingerprinting or extract a user’s precise ge-
olocation [5]. Given the aforementioned privacy concerns,
most newer devices and operating systems use modern pri-
vacy standards such as privacy extensions to generate random
addresses.

However, despite the many efforts made to improve privacy
in IPv6 addressing, recent works show that long-standing con-
cerns with legacy addressing across the IPv6 address space
still plague the IPv6 ecosystem and can be effectively ex-
ploited to compromise user privacy [15, 16,18, 19]. In [16],
researchers demonstrate that if a home network router, com-
monly referred to as customer premises equipment (CPE),
is using a legacy addressing standard that relies on EUI-64
(Extended Unique Identifier), it can be used as a tracker for
other devices on the home network that uses [Pv6 using active
measurements. In [19], Saidi et al. broaden this finding and
report that even if the CPE and the ISP employ best privacy
practices such as using privacy extensions and prefix rotation,
the presence of a single device on a home network that uses
a EUI-64 address can in-turn act as an identifier for all IPv6-
enabled devices on the network thereby affecting the whole
end-user network’s privacy. They identify that IoT devices
are a major source of this privacy leakage in consumer home
networks. Further, Rye et al. [15] present a sophisticated tech-
nique that can allow an attacker to extract a user’s location
that is accurate up to the street level, based on their IPv6
address.

In this context, we observe the source of the majority of
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Figure 1: An EUI-64 IPv6 address constructed by embed-
ding the 48-bit Media Access Control (MAC) address in the
interface identifier portion.

IPv6 addressing problems lie in the different configurations
of IPv6 standards in different devices ranging from CPEs to
smart devices. Residential home-network users are largely
impacted by privacy-leaking IPv6-enabled devices but there
is a lack of visibility and awareness about the risks among
end-users. Users purchase and may own devices without the
knowledge of IPv6 support in them. Additionally, users trust
their ISPs for employing privacy best practices (e.g prefix
rotation) but cannot easily know their policies. Our motivation
behind this work is to empower and educate end-users about
their home IPv6 network.

We would like to provide users, who have minimal
technical expertise to gain insight into the potential privacy
leakage that is caused by legacy addressing configuration
on devices on their home networks. To this end, we create
a tool that allows users to locally scan their home networks
to enumerate the IPv6-enabled devices on their network and
identify devices that use legacy addresses. Additionally, our
tool enables users to observe the IPv6 prefixes assigned by
their ISP to their home networks over a period of time to
identify their prefix rotation policy if there exists one. We
also discuss the possible solutions and future directions that
could enable an overall privacy-preserving IPv6 ecosystem.

Availability: Our implementation of the tool is freely avail-
able at https://github.com/SPIN-UMass/v6localscan. The
tool is developed in Python and can be currently run on
Linux/macOS-based systems. Pre-compiled binaries and ap-
plication files for respective operating systems will be made
available soon.

2 Background

In this section, we briefly introduce IPv6 concepts and
discuss the security and privacy problems that are relevant to
this work.

Addressing Schemes: IPv6 extends the address space to 128
bits per address from the 32 bits per address of IPv4. Of the
128 bits, the first 64 bits are associated with the routing prefix

and the last 64 bits are dedicated to LAN-specific information
which may be assigned in different ways. Addressing
schemes include Stateless Address Auto Configuration
(SLAAC) [8,9,20-22], Dynamic Host Configuration Protocol
Version 6 (DHCPv6) [13] and manual assignments. While
in DHCPv®6, the router assigns the full 128-bit addresses to
hosts, with SLAAC, the router sends the network portion of
an address that may be up to 64 bits to the clients. Clients
can then, themselves, choose the host part that constitutes
the least significant 64 bits of the address. This host part is
also called the interface identifier or IID. Historically, the
host part was generated using a deterministic function of the
interface’s IEEE hardware Media Access Control (MAC)
address known as the Extended Unique Identifier - 64 Bit
(EUI-64). Figure 1 shows how an EUI-64 based address
is generated. At first, in the last 64 bits of an address, the
Universal/Local bit is set, then the bytes 0xFFFE are inserted
between the third and fourth bytes of the MAC address. Since
EUI-64 addresses are derived from MAC addresses, they
are globally unique but expose to layer-3 the host’s layer-2
information such as the manufacturer, model or operating
system. Additionally, they can be used to track devices across
networks and correlate activity over time [6].

Privacy Extensions As a solution to the problem of fixed
addresses, privacy extensions [9] are used in most modern
devices wherein the client chooses a random lower 64-bit
interface identifier that changes frequently.

Prefix Rotation: Since ISPs assign unique prefixes to clients,
IP-based tracking is possible when prefixes are static. As a
solution to this problem, some providers provide ’temporary
mode’ DHCPv6 where prefixes assigned to customers change
periodically.

3 Related Work

The prevalence of EUI-64 addresses in the IPv6 address space
is documented in multiple works [15-17]. A recent study by
Zirngibl et al. [23] highlighted the presence of 282 million
EUI-64 based addresses derived from 22.7 million MAC ad-
dresses in the active IPv6 Hitlist [7] service. Similarly, Rye
et al. [16] reported a large number of CPEs that used EUI-64
IIDs and showed how users can be tracked despite the pre-
fix rotation by the ISPs. They also present a privacy attack
in [15] on residential routers based on EUI-64 addresses that
allows an attacker to observe the precise location of a user
by inferring the BSSID of the user’s WiFi via their router’s
Wide Area Network (WAN) interface MAC address and using
the BSSID to geo-locate user through wardriving (geoloca-
tion) databases. In [19], researchers passively collected traffic
data from a large European ISP to analyze the possibility of
tracking customer networks based on a single EUI-64 address.
They found that 19% of all customers of the ISP had at least
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one device running a legacy addressing scheme and show that
even a single device using a EUI-64 address can defeat the
purpose of ISP-deployed prefix rotation and privacy exten-
sions adopted by other device vendors. They highlight that
IoT devices contribute the most to the privacy-leakage.

Another body of work that our work is related to is home
network scanners. IoT-Inspector [11] is one such tool that
targets users who wish to understand how the smart devices
at their home, communicate with the Internet. Nevertheless, it
only focuses on IPv4-running devices. IPv6 local scanning is
available in tools such as NMap [12] and SI6 Network’s IPv6
Toolkit [3]. However, we observe that these tools require a
certain level of technical expertise to operate or do not provide
a graphical user interface.

4 Methodology and Implementation

In this section, we describe the requirements for our tool, our
methodology and enlist the implementation details.

4.1 Requirements

Our main requirement in creating the tool is to make it easy
to install and run. Another requirement is to have a friendly
User Interface (UI) that allows a user to easily scan and see
the devices. A web interface would incentivize users to run
the tool and visualize their IPv6-enabled home network.

4.2 Implementation

Compared to the task of globally scanning all IPv6 addresses,
where the size of the address space becomes a challenge,
local scanning is much simpler. RFC 7707 [10] notes the
scanning of a local network can be done with Internet Control
Message Protocol version 6 (ICMPv6) echo requests. Unlike
IPv4, IPv6 does not support broadcast messages. Hence, to
enumerate [IPv6-enabled devices, ICMPv6 echo requests are
sent to the multicast address group. There is a shortcoming
to this approach though; because the implementations vary
on different devices based on different standards, not all
devices respond to the echo requests. For instance, as noted
in [10], Windows systems (Vista, 7, etc.) do not respond to
such requests. Therefore, similar to other local scanning tools,
we use other types of ICMP probes to elicit responses from
devices.

Our tool operates as follows:

» Upon running the tool, a packet sniffer listens for IPv6
packets on the network. Any multi-cast packets received
such as Neighbour Solicitation or Router Advertisement
messages are captured to initialize the enumeration of
IPv6-enabled devices. At the same time, the tool opens
up a browser window showing the list of discovered

devices. Figure 2 shows a screenshot of the web interface
listing all devices that are recognized by the tool.

* ICMPv6 echo requests are sent to the multicast address
££02::1 for each of the source addresses configured on
the machine based on the announced prefixes. As noted
in [10], because the source addresses are different for
each of the echo requests, devices on the network also
respond with different source addresses, allowing the
enumeration of most of the addresses in use on the local
network.

* To elicit responses from devices that do not respond to
ICMPv6 multicast echo requests, we send ICMPv6 pack-
ets with an unrecognized option of type 10xxxxxx. This
results in devices responding with ICMPv6 Parameter
Problem error messages.

* We then send multiple SSDP and mDNS requests to the
multicast address ££02: : £b to collect information about
other devices and active services on the network.

Observing Prefix Assignments from the ISP: To observe
the prefixes assigned by the ISP to the user, we collect prefix
information from Router Advertisement messages. The
delegated prefix is part of the message that allows a client
to self-assign a full address via SLAAC. The tool saves
this information to the user directory with the respective
timestamp. Since prefix rotation may occur after different
time lengths from ISPs (depending on their policy), running
the tool over a period of time would reflect the changing
prefix in the user interface, if the end user’s ISP uses a prefix
rotation. Figure 2 shows the graph that can be viewed to
observe the number of the unique prefix assigned to the client
over time.

Manufacturer Labelling: After enumerating the IPv6-
enabled devices, we filter the devices that use EUI-64 based
addresses. By reversing the process that is shown in Figure 1,
the MAC address can be extracted from a EUI-64 address
i.e removing the ££: fe bytes from the IID and checking for
the U/L but. We then collect the first three bytes of the MAC
address that constitute the Organization Unique Identifier
(OUI) of the manufacturer. For the mapping, we use the IEEE
OUI database [14] that contains details about the name and
address of the manufacturer that registered the OUI. Since
we are only focusing on devices with EUI-64 addresses, in
the majority of the cases, the tool is able to resolve the or-
ganizational details. We acknowledge that determining the
manufacturer of a device’s network interface may not always
provide a complete identification of the device. To improve
our identification methods, we plan to incorporate techniques
that may require collecting network traffic from devices in
the future. It is to note that in the current version of the tool,
we do not collect any kind of user data, and the tool runs and
stores data locally.
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Figure 2: A screenshot of our tool’s web interface that shows a list of IPv6-enabled devices on the network. Devices with MAC
addresses embedded in their IPv6 addresses are highlighted. Observed prefixes announced by the router are shown at different
timestamps in the right dropdown box. In this example, there is no prefix rotation employed by the ISP.

5 Discussions

The identification of devices running legacy IPv6 address-
ing standards in home networks is the first step toward the
development of a privacy-preserving IPv6 ecosystem. The
immediate question that follows is what can a user do about
such devices? The most straightforward solution to avoid
privacy leakage via EUI-64 MAC addresses is to employ ran-
dom address mechanisms on all IPv6-enabled devices be it
the router, gateway, mobile, or any IoT device. Unfortunately,
although privacy-preserving techniques for IPv6 addressing
have been around for as long as IPv6 itself, millions of de-
vices still continue to use EUI-64 addresses. A change away
from this requires action from both hardware and software
vendors but we see mixed reactions from both. For instance,
in [15], Rye et al. give an account of a large CPE manu-
facturer that failed to acknowledge that their devices were
leaking MAC addresses via EUI-64 despite being presented
with clear evidence. On the other hand, other large manu-
facturers like Apple are in full support of IPv6 privacy and
employ the best practices [2]. We believe this problem is not
just of systems but also of policy, regulation, and culture. This
would require efforts from all stakeholders including device
manufacturers, OS developers, ISPs, and users. We propose
that device manufacturers and operating systems developers
should self-regulate their products to use privacy extensions
by default. ISPs should develop a policy to use prefix rotation
for all IPv6 assignments. And customers should check and
ask for details about devices/Internet services they purchase
so manufacturers and ISPs are pressurized to undertake the
best IPv6 privacy practices.

6 Future Work

While the current version of the tool that we have built works
locally, in the next iteration of this work and similar to [11],
we plan to crowd-source labeled data in a privacy-preserving
manner via our tool to generate a dataset of loT/mobile/CPE
devices and manufacturers that employ legacy IPv6 standards
on their devices. We aim to improve device identification by
using techniques such as network traffic analysis and allow-
ing users to add self-identified labels. This will enable us to
gather more accurate data on device names and manufacturers
while ensuring that personally identifiable information is not
collected. Given enough users are able to run our tool on their
home networks, it would enable a larger characterization of
manufacturers (more specifically devices) that is not possible
via active probing. Our hope is that insights from our tool
will encourage more users to scan their home networks and
generally increase awareness about IPv6.

Conclusion

In this paper, we address the issue of privacy leakage in IPv6-
enabled home networks from an end-user’s point of view.
We first enumerate the potential issues that have been shown
to impact IPv6 users. We then present a tool that provides
users an insight to the user about the IPv6 deployment on
their network to view 1) prefixes assigned to them by their
ISP and whether they are rotated 2) the [Pv6-enabled devices
that use legacy configurations of the standard. We hope our
work would encourage more users to understand the issues
pertaining to IPv6 privacy so they can drive the efforts to
develop a more privacy-preserving IPv6 ecosystem.
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