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Abstract

This paper presents a measurement study of trust-anchor distribu-
tion in the Russian Android ecosystem. We analyze applications dis-
tributed through RuStore, a domestic marketplace promoted in Rus-
sia after the 2022 sanctions, in order to examine how APKs bundle
certificate material and related trust-configuration artifacts indepen-
dently of the operating system trust store. Our analysis combines
ecosystem-wide measurement with a weighted top-application view
to study how application packaging and software supply chains can
expand the effective trust boundary of TLS. We discuss the implica-
tions for mobile trust, software supply chains, and the assumption
that TLS remains a sufficient fallback against hostile networks.
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1 Introduction: TLS Trust Anchors in the
Russian Android Ecosystem

Transport Layer Security (TLS) is widely treated as the mechanism
that preserves confidentiality and authenticity against on-path
adversaries. In discussions of censorship circumvention, mobile
security, and Internet freedom technologies, it is often assumed
that once application traffic is protected by TLS, network opera-
tors can observe metadata but cannot meaningfully terminate or
impersonate encrypted connections without triggering certificate
warnings [10, 38].

That assumption depends on more than the TLS protocol alone.
TLS authentication is only as strong as the certificate authority
(CA) relationships accepted by the client. When a client accepts a
certificate chain anchored in a trusted root, it implicitly delegates
authority over endpoint authentication to the entity controlling
that root [1, 17]. If that trust relationship fails, TLS may remain
cryptographically valid while providing little protection against an
adversary capable of issuing certificates trusted by the client.

This problem becomes especially important in environments
where state actors combine network control with influence over
trust infrastructure. In such settings, the power to issue certificates
from a trusted authority can enable transparent TLS interception
if those certificates are accepted by devices or applications [1, 3].
Russia provides a particularly important case study. Following the
2022 sanctions imposed after the full-scale invasion of Ukraine,
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Russia accelerated the development of domestic digital infrastruc-
ture, including a national certificate authority commonly known as
the Russian Trusted Root CA and a domestic Android distribution
channel, RuStore [9]. This raises a broader question with direct
relevance to Internet freedom: to what extent has state-associated
trust moved beyond the operating system trust store and into the
application layer itself?

Prior work has documented weaknesses in TLS trust, including
certificate validation failures in deployed software, TLS intercep-
tion by intermediaries, and the security consequences of custom
trust handling in deployed applications [4, 11, 36]. Other work has
examined the security and privacy properties of mobile ecosys-
tems in politically distinct national environments, including recent
analyses of national app ecosystems [15]. Yet comparatively lit-
tle attention has been paid to how state-associated trust anchors
propagate through mobile application packages themselves, and
how application packaging and software dependencies may silently
expand the effective trust boundary beyond the operating system.

On Android, applications can alter trust relationships by bundling
certificate material inside the APK, defining custom network_se
curity_config policies, loading trust stores through application
code, or relying on third-party SDKs that introduce their own trust
artifacts [27]. As a result, the effective trust configuration expe-
rienced by the user may differ substantially from the operating
system default, even when the user has not explicitly installed any
additional certificate authorities.

In this paper, we study the structural distribution of trust an-
chors in the Russian Android ecosystem. We conduct a large-scale
static analysis of applications distributed through RuStore and com-
plement that ecosystem-wide view with a focused analysis of the
most widely used Russian applications weighted by download share.
Our goal is to examine how application packaging and software
supply chains can expand the effective trust boundary of TLS in a
politically distinct mobile ecosystem, including whether repeated
certificate artifacts across unrelated applications are consistent with
shared dependency or supply-chain propagation [39].

The remainder of this paper proceeds as follows. Section 2 re-
views the TLS trust model and prior incidents involving government-
controlled certificate authorities. Section 3 describes the adversary
model considered in this work. Section 4 presents our dataset con-
struction and analysis pipeline. Section 5 reports empirical mea-
surements of certificate distribution and trust configuration across
the RuStore ecosystem and the top-app subset. Section 6 discusses
the broader implications for mobile application security, software
supply chains, and the limits of treating TLS as a sufficient fallback
against state-level network adversaries.
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Our contributions are:

o A large-scale measurement of certificate bundling and state-
associated trust-anchor inclusion in applications distributed
through the RuStore Android marketplace.

e Evidence that Russian state-associated trust anchors are con-
centrated in widely used apps when exposure is weighted
by top-app download share.

o Evidence that repeated internal certificate file paths across
unrelated applications are consistent with shared-SDK or
software-supply-chain propagation rather than isolated man-
ual inclusion.

e Evidence that bundled Russian trust anchors frequently co-
occur with explicit trust-configuration artifacts, indicating
that application trust in this ecosystem often extends beyond
the default operating system trust store.

2 Background

This section reviews the TLS trust assumptions and application-
level trust mechanisms that motivate our measurement of bundled
certificate material in RuStore applications.

2.1 The TLS Trust Model

TLS provides confidentiality, integrity, and endpoint authentication
for communication between a client and a server [30]. In the stan-
dard model, the server presents an X.509 certificate, and the client
accepts that certificate only if it chains to a trusted root certificate
authority (CA) [2]. The security of TLS therefore depends not only
on the protocol itself but also on the certificate authorities the client
is willing to trust.

Modern operating systems and browsers ship with curated trust
stores containing many root CAs. Unless additional constraints
such as certificate pinning or name constraints are imposed, any
trusted CA may be able to authenticate arbitrary domains. In prac-
tice, TLS security depends on both protocol design and trust-store
governance.

2.2 Certificate Authorities and Application
Trust

On most consumer devices, trust stores are maintained by platform
vendors such as Android, i0S, Windows, or macOS. In practice,
however, applications do not always rely exclusively on the system
trust store. Prior work has shown that deployed software frequently
implements its own TLS handling or custom certificate validation
behavior [5, 11, 25, 29].

Android applications can alter trust relationships in several ways.
They may bundle certificate material directly inside the APK, define
custom trust policies through network_security_config, load
trust stores from application resources, or implement certificate
validation logic in code [12, 27]. These mechanisms allow an appli-
cation to extend or alter the set of certificate authorities it trusts
beyond those provided by the operating system.

2.3 TLS Interception and Trusted Roots

TLS interception occurs when an intermediary terminates an en-
crypted connection and establishes a separate TLS session with
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the intended server. This can occur without certificate warnings if
the intermediary presents a certificate chaining to a root trusted
by the client or the application’s own trust configuration [4]. Such
mechanisms are commonly used in enterprise security products
and can also be employed by network operators or state-controlled
infrastructure when devices or applications trust certificates issued
under their control [4, 18, 28, 31].

2.4 State Network Control and
Government-Operated CAs

Many countries have deployed centralized network infrastructure
designed to monitor, filter, or regulate internet traffic [7, 9]. In the
Russian Federation, legislation adopted in the late 2010s authorized
deployment of traffic management equipment commonly referred
to as Technical Means for Countering Threats (TSPU), which sup-
ports centralized filtering and routing enforcement across major
operators [8, 14, 26, 37].

Concerns about government-enabled TLS interception are not
hypothetical. In 2019, users in Kazakhstan were instructed to install
a government-issued root certificate enabling interception of en-
crypted traffic without browser warnings [28]. Major browser ven-
dors later blocked the certificate even when installed locally [23, 24],
illustrating both the feasibility of large-scale TLS interception and
the importance of trust-store governance.

More recently, the Russian Federation introduced a domestic
certificate authority known as the Russian Trusted Root CA [8, 9,
28]. This raises a distinct question for the Android ecosystem: not
merely whether trust in such a CA appears at the platform level,
but whether trust in that authority has propagated into application
packages themselves.

2.5 Mobile Application Ecosystems in
Politically Distinct Contexts

Prior work has identified security weaknesses in mobile network-
ing stacks and WebView-based application architectures [6, 22,
32]. Other work has examined how app ecosystems interact with
censorship, availability controls, and regional regulatory environ-
ments [13, 15, 19, 21, 34].

Most directly relevant to this paper, Konyukhov [20] showed that
several widely used Russian Android applications embed the Rus-
sian Trusted Root CA and, in case-study testing, accept certificates
issued by it during TLS validation. That result motivates the larger
ecosystem question we study here: how widely state-associated
trust anchors are distributed across Android applications in the
RuStore ecosystem, and how application-level trust configuration
may expand the effective TLS trust boundary beyond the operating
system trust store.

3 Threat Model

We consider a network adversary whose capabilities are consistent
with state-operated or nationally coordinated network infrastruc-
ture. The adversary’s objective is to observe, infer, or manipulate
user traffic protected by Transport Layer Security (TLS) without
triggering certificate validation errors on the client device.
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3.1 Adversary Capabilities

We assume an adversary positioned within national or regional
network infrastructure, for example through traffic management
equipment deployed at internet service providers, exchange points,
or upstream operators [9, 26]. Under this model, the adversary can
observe traffic between user devices and remote services, inject or
modify packets in transit, and terminate or proxy connections.

In addition, the adversary may be able to issue TLS certificates
from a certificate authority trusted by the client device or applica-
tion [28]. This may occur if a state operates or influences a certifi-
cate authority trusted by client software, if interception certificates
are installed locally, or if applications include additional certifi-
cate authorities within their own trust configuration [27]. When a
client accepts certificates issued by such an authority, the adversary
can authenticate TLS connections to arbitrary domains without
triggering certificate validation errors.

3.2 Adversary Goals

The adversary seeks to use this position to achieve one or more of
the following outcomes:

o identify which services or domains a user is accessing;

e inspect application traffic nominally protected by TLS; and

o selectively block, degrade, or disrupt connections to specific
services.

Unlike traditional TLS attacks, this model does not rely on crypto-
graphic weaknesses or certificate-validation bugs. Instead, it relies
on the interaction between network control and trust relationships
accepted by the client.

3.3 Adversary Limitations

We do not assume that the adversary compromises the user’s device
or operating system. In particular, we assume that the operating
system behaves according to its documented trust policies, that
TLS implementations correctly perform certificate validation, and
that the cryptographic primitives used by TLS remain secure.

Under these assumptions, TLS sessions may remain cryptograph-
ically valid even when traffic is intercepted by an intermediary
trusted by the client.

3.4 Scope of Measurement

Our empirical analysis focuses on the structural distribution of
certificate authorities within Android application packages rather
than on full runtime validation behavior. Specifically, we measure
whether applications distributed through the RuStore ecosystem
bundle certificate material that could expand the set of trust anchors
available to the application’s TLS validation logic independently of
the operating system trust store.

This provides a scalable way to examine how application pack-
ages modify the effective TLS trust boundary. While static analysis
cannot by itself determine whether a given certificate is exercised at
runtime, it reveals which authorities are available to the application
and therefore capable of influencing TLS authentication under the
adversary model above.
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4 Methodology

This section describes the datasets and analysis pipeline used to
measure trust-anchor distribution in Android applications distributed
through the RuStore ecosystem. Our goal is to determine how fre-
quently applications include certificate material that can expand
trust beyond the operating system trust store, whether that material
includes certificates associated with the Russian national PKI, and
whether such patterns are concentrated in the ecosystem’s most
widely used applications.

4.1 Study Scope

We study the Russian Android application ecosystem as a case
study of TLS trust under adversarial PKI conditions. Russia pro-
vides a particularly relevant environment because it combines a
domestic application distribution ecosystem, a state-controlled cer-
tificate authority introduced after the 2022 sanctions, and network
infrastructure capable of large-scale traffic control [9, 26].

Rather than surveying multiple countries superficially, we exam-
ine one ecosystem in depth and ask whether applications distributed
through Russian channels include trust anchors that expand the
set of certificate authorities recognized by the application.

4.2 RuStore Corpus Construction

We built a corpus of Android applications distributed through RuS-
tore, a Russian Android application marketplace promoted as a do-
mestic alternative to Google Play following the 2022 sanctions [35].
Our collection pipeline consisted of four stages: package enumera-
tion, payload download, APK extraction, and corpus normalization.

First, we enumerated package identifiers from RuStore using a
Playwright-based crawler that visited public catalog and search-
result pages, executed dynamically loaded content, scrolled result
pages until no new application entries appeared, and extracted pack-
age identifiers from application URLs. We deduplicated package
identifiers across all crawled pages before attempting downloads.
This stage yielded 1,535 unique package identifiers.

Second, we attempted to download the corresponding applica-
tion payloads from RuStore’s backend API. Of the 1,535 enumerated
packages, 1,426 downloads succeeded, while the remaining pack-
ages could not be retrieved because of missing download links,
API-side failures, or persistent transport errors suggesting that the
application was no longer available.

Third, we normalized the downloaded artifacts into a consistent
APK corpus. Some RuStore payloads were direct APK files, while
others were ZIP bundles containing embedded APKs. In addition to
extracting APKs from files with standard extensions, we inspected
remaining payloads by file signature and archive structure in order
to recover valid APKs from APK-structured files that lacked stan-
dard extensions. Payloads that could not be parsed as APKs were
excluded.

This normalization process initially identified 1,295 APKs from
files with standard APK or ZIP structure. Signature-based inspection
recovered additional valid APKs from files with nonstandard or
missing extensions. The final normalized corpus contained 1,394
analyzable APKs.
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4.3 Static APK Analysis Pipeline

Each APK in the normalized corpus was analyzed using a static
pipeline designed to identify bundled certificates and related trust-
configuration artifacts. For each application, we unpacked the APK
and inspected its resources, assets, and certificate-bearing files.
The analysis recorded certificate subjects, fingerprints, and file
paths within the package. This process was automated using file-
extension searches, certificate parsing, string matching over ex-
tracted resources and configuration files, and manual spot checks
of representative outputs.

Across the 1,394 analyzed applications, this process produced
an inventory of 7,445 certificate records, of which 4,608 contained
SHA-256 fingerprint information. We use certificate record to refer
to a certificate-like artifact observed at a particular path inside an
APK. Some records lacked SHA-256 fingerprints because the artifact
could not be parsed directly as a complete X.509 certificate, for
example because it was contained in a keystore, was malformed or
encoded, or was identified through path or configuration evidence
rather than direct certificate parsing.

Our analysis focuses on the structural presence of certificate
authorities within application packages rather than on full runtime
TLS behavior. Specifically, we measure how frequently applications
distributed through RuStore include certificate material that could
expand or otherwise modify the set of trust anchors available to
the application’s TLS validation logic.

We therefore focus on four classes of artifacts:

(1) certificates corresponding to the Russian Trusted Root CA
or subordinate Russian state certificates;

(2) Huawei Mobile Services (HMS) trust stores and related key-
store files;

(3) other bundled certificate files indicating that an application
includes additional certificate material within the APK; and

(4) explicit trust-configuration artifacts, including Android net-
work security configuration files, custom trust-anchor defi-
nitions, and indicators of certificate pinning logic.

For Russian trust anchors, we combined subject-string matching
with canonical fingerprint validation. Certificates whose subject
fields contained identifiers such as “Russian Trusted Root CA” or
“Russian Trusted Sub CA” were first identified via string matching.
These candidates were then validated against known SHA-256 fin-
gerprints observed in the corpus to ensure consistent identification
across applications.

4.4 Classification Criteria

Using the extracted certificate inventory, we classified applications
according to whether they bundled additional certificate material
and whether that material included specific trust anchors or trust-
configuration signals of interest.

An application was classified as bundling any certificate if the
APK contained one or more certificate-bearing files such as . cer,
.crt, .pem, .der, or BKS keystores.

An application was classified as bundling the Russian CA if
it included a certificate whose subject or fingerprint matched the
Russian Trusted Root CA or its subordinate CA.

An application was classified as bundling Huawei trust stores
if it contained characteristic HMS keystore artifacts such as hmsr
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ootcas.bks, hmsincas.bks, or grs_sp.bks. These files are asso-
ciated with Huawei SDK dependencies and indicate the presence
of Huawei trust infrastructure within the application package [16].

An application was classified as having custom trust con-
figuration if it included artifacts indicating trust behavior be-
yond the default operating system trust store, including explicit
network_security_config policies, custom trust-anchor declara-
tions, or code-level indicators associated with certificate pinning or
custom certificate handling. Applications not meeting this criterion
were treated as relying on default trust behavior for the purposes
of the weighted top-app analysis.

Because bundled certificate material does not by itself demon-
strate how an application performs TLS validation at runtime, we
treat these categories as structural evidence of additional trust an-
chors or trust-modifying behavior included within the application
package.

4.5 Top-Application Metadata and Weighted
Exposure Analysis

The full RuStore corpus allows us to measure ecosystem-wide preva-
lence, but raw APK counts do not fully capture likely user exposure.
We therefore conducted a second analysis focused on the most
widely used Russian applications.

For this stage, we enriched the APK analysis output with applica-
tion metadata collected from RuStore, including application name,
category, and coarse download-popularity information. We then
constructed a top-app subset consisting of the 100 most-downloaded
applications according to RuStore’s popularity metadata for which
both trust-analysis results and popularity metadata were available.

Using this subset, we computed a weighted exposure view of
trust-anchor distribution. Rather than counting each APK equally,
this analysis weights findings by download share derived from
the RuStore popularity metadata for each application. Specifically,
we collected the download-count labels displayed on RuStore app
pages, converted those counts into numeric estimates, and then
normalized them across the top-app subset so that each applica-
tion’s weight reflects its share of total observed downloads in that
subset. This allows us to distinguish long-tail prevalence from con-
centration in applications with the greatest apparent user reach.

We used the same trust classifications in the top-app analysis
as in the full-corpus analysis. In particular, we examined the dis-
tribution of Russian CA bundling across the top-app subset as a
function of whether an application was classified as having custom
trust configuration under the definition above. Applications in the
complementary category were treated as exhibiting default trust
behavior.

This second analysis answers a different question from the full-
corpus measurement. The corpus-wide results show how wide-
spread trust-anchor expansion is across the RuStore ecosystem as a
whole. The weighted top-app results show whether those patterns
are concentrated in the applications most likely to shape real-world
user risk.

4.6 Certificate Path Clustering

To distinguish between developer-specific configuration and broader
software supply-chain effects, we analyzed the file paths under
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which Russian certificates appeared within APKs. When a certifi-
cate appears in many applications under the same or closely related
internal paths, this suggests propagation through shared SDKs, li-
braries, or build pipelines rather than independent manual inclusion
by each developer [15].

We therefore grouped applications by certificate path and counted
the number of unique APKs containing each path. This clustering
analysis allowed us to identify recurrent paths such as res/raw/
rootca_ssl_rsa2022.cer, res/raw/russian_trusted_root_c
a.cer, and related variants.

4.7 Ecosystem Attribution

To understand how broadly Russian trust anchors are distributed
across the mobile ecosystem, we grouped applications by package
prefix in order to identify major vendor families whose applications
include the Russian CA. This allows us to estimate whether the
behavior is confined to isolated applications or distributed across
major ecosystem actors.

This attribution step identified Russian CA inclusion across ap-
plications associated with major ecosystem actors such as Ozon,
Yandex, VK, MTS, Mail.ru, and 2GIS.

4.8 Threat Relevance

Our measurement is motivated by a threat model in which a net-
work adversary can intercept TLS connections if it can present
certificates chaining to a certificate authority trusted by the appli-
cation.

Under standard WebPKI assumptions, TLS security depends on
the integrity and independence of the certificate authority ecosys-
tem [2]. In the Russian setting, the relevant question is whether
trust anchors associated with the national PKI have propagated
into the application layer in ways that expand the set of certificate
authorities recognized by mobile applications, especially among
the applications most likely to be installed and used at scale.

If applications include such trust anchors and a network ad-
versary is capable of issuing certificates from those authorities,
TLS connections may be intercepted through a TLS proxy while
remaining cryptographically valid from the client’s perspective.

5 Results

We now examine how frequently applications distributed through
RuStore bundle additional certificate material and how often those
certificates include Russian state trust anchors. We first report re-
sults from the full RuStore corpus in order to characterize ecosystem-
wide prevalence, distribution, and trust-configuration patterns. We
then present a separate top-app weighted analysis to determine
whether these patterns are concentrated in the applications most
likely to shape real-world user exposure.

5.1 Certificate Bundling Prevalence in the Full
Corpus

Across the 1,394 APKSs in our corpus, we observe widespread inclu-

sion of certificate material within application packages. As Table 1

shows, nearly half of all analyzed applications bundle at least one
certificate or trust store within the APK itself. More notably, over
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one quarter of the applications bundle the Russian Trusted Root
CA or its subordinate certificate among their artifacts.

Table 1: Certificate bundling in RuStore applications

Category Count Percent
Total analyzed 1,394 -
Bundling any certificate 691 49.6%
Bundling Russian Trusted Root/Sub CA 399 28.6%
Bundling Huawei HMS trust stores 191 13.7%
Bundling both Russian CA and Huawei HMS 127 9.1%

These results indicate that application packages frequently in-
clude certificate material that can extend or otherwise modify the
set of certificate authorities available to the application beyond
those present in the operating system trust store.

5.2 Russian CA Distribution Across the
Ecosystem

To determine whether Russian trust anchors appear only in isolated
applications or across recognizable application families, we grouped
applications by package prefix. Table 2 reports both app-level preva-
lence and certificate-record counts. The app-level columns count
each APK once, while the certificate-record column counts repeated
Russian CA artifacts within APKs. This distinction avoids conflating
repeated certificate files with unique applications while preserving
the structural signal that some application families package Russian
CA material multiple times across resource paths.

Table 2: Russian CA prevalence and repeated certificate arti-
facts by package prefix

Package Prefix CA Apps Total Apps Percent CA Records
ru.yandex 14 14  100.0% 17
com. yandex 13 13 100.0% 18
ru.ozon 12 15 80.0% 26
com. vk 6 6 100.0% 17
ru.mts 4 4 100.0% 13
ru.mail 4 4 100.0% 11
ru.dublgis 2 2 100.0% 22
ru.sberins 1 1 100.0% 12

These package prefixes correspond to major components of the
Russian digital ecosystem, including e-commerce platforms, map-
ping services, telecommunications providers, social networks, and
large technology platforms. The presence of Russian trust anchors
across these prefixes suggests that the certificates appear in ap-
plications associated with widely used services rather than being
confined to isolated or obscure packages.

5.3 Supply-Chain Distribution of Certificates

To determine whether the Russian CA is included independently by
individual developers or propagated through shared dependencies,
we analyzed the internal paths under which the certificates appear
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within APK resources. Table 3 lists the most common file paths
containing Russian CA certificates.

As Table 3 shows, the most common path, res/raw/rootca_s
sl_rsa2022.cer, appears in 81 distinct applications. The recur-
rence of identical paths across many different applications suggests
that the certificate is introduced through shared SDK dependen-
cies, libraries, or build pipelines rather than through independent
developer decisions.

Table 3: Most common file paths containing Russian CA cer-
tificates

Path Apps
res/raw/rootca_ssl _rsa2022.cer 81
res/Y0.cer 54
res/raw/russian_trusted_root_ca.cer 53
res/raw/russian_trusted_sub_ca.cer 51
res/WN.cer 51

This pattern is consistent with software supply-chain propa-
gation, where trust anchors introduced by a dependency become
embedded across many downstream applications [15].

5.4 Secondary Trust-Store Artifacts: HMS

We also examine the overlap between applications bundling Rus-
sian trust anchors and those including Huawei Mobile Services
(HMS) trust-store artifacts. We include HMS because it is a com-
mon, recognizable example of SDK-associated trust material in the
corpus, not because we treat it as equivalent to the Russian Trusted
Root CA or as carrying the same threat-model implications.

We identified 191 applications containing Huawei trust-store
artifacts such as hmsrootcas.bks. Among these, 127 applications
also include the Russian Trusted Root CA. This overlap indicates
that part of the RuStore application ecosystem includes artifacts
associated with both Russian PKI infrastructure and Huawei mobile
service components within the same application packages.

We treat this as a secondary structural observation about lay-
ered trust configuration rather than as the central result. It does
not imply a unified trust policy or coordinated operational rela-
tionship between these infrastructures. Instead, it illustrates the
compositional nature of application-level trust configuration, where
regional platforms, SDKs, and packaged certificate stores can coex-
ist inside the same APK.

5.5 Trust Configuration Artifacts

While certificate bundling provides one indication of expanded
trust boundaries, Android applications may also modify TLS trust
behavior through explicit security configuration mechanisms such
as network_security_config, certificate pinning, or policies
governing acceptance of user-installed certificate authorities.

Table 4 summarizes these artifacts among applications bundling
the Russian CA.

To better understand how bundled certificates interact with ap-
plication trust configuration, we examined additional trust-related
artifacts within the APK corpus. Certificate bundling alone does
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not reveal how an application handles trust decisions in practice,
so we looked for additional trust-configuration mechanisms that
clarify how bundled trust anchors fit into broader application trust
behavior.

Table 4: Trust artifacts in apps bundling the Russian CA

Artifact Apps
Apps bundling Russian CA 399
Apps with network_security_config 304
Apps defining custom trust anchors 130
Apps with certificate pinning indicators 294
Apps with pinning + network policy 226

First, we identified applications that define an explicit networ
k_security_config policy. Among the 399 applications bundling
the Russian Trusted Root or Subordinate CA, 304 include a ne
twork_security_config file defining custom trust configura-
tion. Of these, 130 applications explicitly define custom certifi-
cate trust anchors within the configuration. This indicates that
bundled Russian trust anchors often appear alongside application-
level trust policies rather than as isolated embedded files. Appli-
cations that bundle the Russian CA but do not expose an explicit
network_security_config may still load certificate material
through application code or embedded libraries, or the certificate
may be present as an unused or inherited artifact.

Second, we searched for indicators of certificate pinning logic
within application code, including references to libraries such as
OkHttp’s CertificatePinner [33]. Among the applications bundling
the Russian CA, 294 include code references associated with cer-
tificate pinning mechanisms. Of these, 226 simultaneously define a
network_security_config policy. The co-occurrence of pinning
indicators and explicit network security configuration suggests that
many of these applications combine multiple trust mechanisms
rather than relying on a single source of trust policy.

Finally, we examined applications that explicitly trust user-installed
certificate authorities. Across the full corpus, 271 applications in-
clude policies allowing certificates installed by the user to act as
trusted roots. Among these, 134 applications also bundle the Rus-
sian Trusted Root CA.

Overall, these artifacts show that trust relationships within the
RuStore ecosystem often differ from the default operating system
trust store. Applications commonly combine bundled certificates,
custom network security policies, certificate pinning logic, and user
certificate trust, producing trust configurations that differ from
standard WebPKI assumptions.

We now ask whether this pattern is concentrated in the applica-
tions most likely to matter in practice.

5.6 Top-Application Exposure Weighted by
Download Share

Raw APK counts do not fully capture user exposure. We therefore

weight the top-app analysis by download share to distinguish long-

tail prevalence from concentration in applications most likely to
shape exposure at scale.
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Top 100 Apps: Weighted Download Share by Trust Configuration

IS
I=)

w
vl

No Custom Trust
|

15.6 9

30 5

T

©

o

c

25

[=]

o

=

-20 7

'9

=

h7 ] o

I~ -15 ¢

= ®

€ - 2.9 &
]

a -10
s}
-5
]
No RU CA Bundles RU CA

Figure 1: Weighted distribution of top-app download share
by Russian CA inclusion and whether an application was
classified as having custom trust configuration. Russian
CA bundling is concentrated in the most widely used
applications, especially among apps in the custom-trust-
configuration category.

As Figure 1 shows, Russian state-associated trust anchors are
heavily concentrated in the most widely used applications. Across
the top-app subset, 81.4% of weighted download share is associated
with applications that bundle the Russian Trusted Root or Subordi-
nate CA, compared with 18.5% for applications that do not. This
concentration is especially pronounced among applications classi-
fied as having custom trust configuration: within that group, 93.2%
of weighted download share is associated with apps bundling the
Russian CA, compared with 6.8% for apps in the same category that
do not. Even among applications not classified as having custom
trust configuration, the weighted distribution still favors Russian
CA inclusion: 72.6% of weighted share in that group comes from
apps bundling the Russian CA.

These results show that Russian trust-anchor propagation is
not merely a long-tail property of the RuStore ecosystem. It is
concentrated in the applications most likely to shape user exposure
at scale, and is especially pronounced among apps classified as
having custom trust configuration.

6 Discussion

This section discusses what our measurements imply for application-
level TLS trust, software supply-chain propagation, and the limits
of treating TLS as a fallback defense against hostile network infras-
tructure.

6.1 Application-Level Trust Expansion

Modern mobile operating systems maintain curated trust stores that
define which certificate authorities may authenticate TLS connec-
tions. These stores are typically governed by platform vendors and
subject to external scrutiny. In practice, however, applications may
include additional certificate authorities within their own packages,

18

Tolley et al.

define custom trust policies, or dynamically load trust stores during
runtime [12].

Our results show that this is not marginal in the RuStore ecosys-
tem. In the full corpus, nearly half of the analyzed applications bun-
dle certificate material, and more than one quarter include the Rus-
sian Trusted Root CA or its subordinate certificate. In many cases,
these trust anchors co-occur with additional trust-configuration
artifacts such as network security policies or certificate pinning
indicators. The top-app weighted analysis sharpens this point fur-
ther: Russian CA bundling is not merely common, but concentrated
in the applications most likely to shape user exposure at scale.

When applications include additional trust anchors, the effective
set of certificate authorities available to the application may differ
from those present in the operating system trust store. As a result,
the trust relationships experienced by users are shaped not only by
platform governance but also by application packaging, embedded
resources, and dependency choices. In this sense, the practical trust
boundary of TLS extends beyond the operating system and into the
application layer itself.

6.2 Software Supply-Chain Propagation

The clustering of identical certificate artifacts across many unre-
lated applications points to shared software components rather
than independent developer decisions.

Several certificate paths appear repeatedly across dozens of appli-
cations, indicating that the Russian CA is likely distributed through
SDKSs, shared libraries, or build tooling integrated into application
development pipelines. This resembles other forms of supply-chain
propagation observed in mobile ecosystems, where a dependency
introduced by one component can appear across large numbers of
downstream applications [15].

This changes how trust enters the ecosystem. If certificates were
being added independently by each developer, the resulting trust
relationships might be interpreted as a series of isolated local deci-
sions. When trust anchors propagate through shared dependencies,
they can spread broadly across the application layer with limited
visibility and little end-user awareness. Decisions made upstream
in one library or build pipeline can therefore reshape trust across
many downstream applications.

6.3 Interactions with Alternative Mobile
Infrastructure

Our measurements also reveal overlap between applications bundling
Russian trust anchors and those incorporating Huawei Mobile Ser-
vices (HMS) trust stores. In particular, 127 applications in the corpus
contain artifacts associated with both ecosystems.

We do not claim that this overlap alone establishes a unified
trust architecture or a shared operational policy. However, it shows
that parts of the RuStore ecosystem are assembled from compo-
nents associated with multiple alternative mobile infrastructures.
As software distribution ecosystems diversify beyond the tradi-
tional Google Play model, application trust relationships may in-
creasingly reflect combinations of regional platforms, SDKs, and
service dependencies rather than a single globally governed stack.

For this paper, the Huawei overlap is a secondary structural
observation: it shows that application trust configuration in the
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RuStore ecosystem is not only expanded, but layered and composi-
tional.

6.4 Implications for TLS Security Assumptions

TLS is often invoked as the reason encrypted application traffic
remains secure against on-path adversaries. That intuition is only
partially correct. The security guarantees of TLS depend not only
on cryptographic protocol design but also on which authorities the
client is willing to trust [2].

Our results show that these trust relationships are shaped not
only by operating system vendors, but also by application packaging
practices and software supply chains. When certificate authorities
associated with national infrastructure propagate into application
packages, they expand the set of authorities capable of authenti-
cating TLS connections within those applications. In such settings,
the familiar fallback claim—that TLS still protects users even if the
network is hostile—becomes less stable, because the relevant trust
boundary may already have moved into the APK.

This point is especially important in environments where net-
work operators or state-linked infrastructure possess the ability to
issue certificates from such authorities. In those cases, encrypted
connections may remain cryptographically valid even when traffic
terminates at an intermediary trusted by the client. The issue is
therefore not a break in TLS as a protocol, but a redistribution of
trust that changes who can successfully impersonate the endpoint
without triggering certificate errors.

6.5 Limitations

This study has several limitations.

First, our analysis relies primarily on static inspection of APK
files and does not by itself determine whether bundled certificates
are actively exercised during TLS validation at runtime. Applica-
tions may include certificate material for purposes unrelated to TLS
authentication, and additional dynamic analysis would be required
to determine how these artifacts influence specific connections in
practice.

Second, our dataset is limited to applications distributed through
the RuStore ecosystem. While RuStore is an important distribu-
tion channel within the Russian mobile ecosystem, applications
obtained through other marketplaces may exhibit different trust
configurations. At the same time, this focus is intentional: our goal
is not to characterize all Android applications everywhere, but to
study one politically and infrastructurally meaningful ecosystem
in depth.

We also do not compare RuStore packages against matched ver-
sions of the same applications from Google Play, other Android
marketplaces, or iOS application stores. Such a comparison would
help separate trust material that is specific to RuStore-distributed
builds from certificate and trust-configuration practices already
present in upstream or cross-marketplace releases. We leave this
matched-build comparison to future work, including the question
of whether Russian trust anchors are introduced in RuStore-specific
builds, inherited from vendor-controlled release processes, or dis-
tributed across multiple application channels.

Finally, our study does not attempt to evaluate the operational
policies of the certificate authorities identified in the dataset. The
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presence of a certificate within an application package does not by
itself imply active traffic interception or any particular issuance
practice.

Despite these limitations, the measurements presented here show
that certificate authorities associated with national infrastructure
can propagate widely through application ecosystems, and that
this propagation is especially pronounced among high-exposure
applications. These findings highlight the importance of examining
trust relationships not only at the level of the operating system trust
store, but also within application packaging, dependency chains,
and software supply networks.

7 Conclusion

In this paper, we examined how certificate authorities associated
with national infrastructure propagate into a mobile application
ecosystem through bundled trust anchors and related trust con-
figuration artifacts. Using a corpus of 1,394 Android applications
distributed through the RuStore marketplace, we conducted a static
analysis of certificate material embedded in APKs and measured
how frequently applications extend trust beyond the operating
system trust store.

Our results show that application-level trust expansion is com-
mon in the RuStore ecosystem. Nearly half of the analyzed applica-
tions bundle certificate material, and more than one quarter include
the Russian Trusted Root CA or its subordinate certificate among
their bundled artifacts. Recurrent certificate file paths across many
unrelated applications indicate propagation through shared SDKs,
libraries, or build pipelines rather than isolated developer decisions.
We also find that Russian trust anchors frequently co-occur with
explicit trust-configuration artifacts, and that this pattern is con-
centrated in the applications most likely to shape user exposure at
scale.

These findings highlight a broader structural property of TLS
security. TLS is often treated as the mechanism that preserves se-
curity against hostile networks, but its effective guarantees depend
not only on protocol design or operating system trust stores, but
also on which authorities applications choose to trust. When ap-
plications bundle additional trust anchors, the practical boundary
of TLS trust moves outward from platform governance into APK
contents, dependency chains, and software supply networks.

As states increasingly develop domestic digital infrastructure,
including national certificate authorities, application marketplaces,
and alternative mobile service ecosystems, the interaction between
software supply chains and trust-anchor distribution may play an
increasingly important role in shaping the security properties of
mobile environments. Future work should investigate how bundled
trust anchors influence runtime TLS validation behavior and how
platform governance mechanisms might better account for trust
relationships introduced at the application layer.
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