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ABSTRACT This risk landscape is shaped by evolving regulatory oversight

Once user data leaves mobile devices, its fate becomes largely
opaque within government and telecom ecosystems. In this work,
we study the backend infrastructure of seven Pakistani government
and telecom apps to examine how server-side systems shape post-
device data exposure. We introduce a classification of high-risk
domains based on ownership, jurisdictional signals, security pos-
ture, and functional role, enabling a systematic characterization of
the backend infrastructures associated with our app corpus and the
sensitive data they handle beyond the device boundary.

We analyze these apps using static and dynamic analysis, HTTPS
interception, multi-resolver DNS resolution, and a geolocation en-
semble comprising five independent services — MaxMind, IPinfo,
ip-api, DBIP, and BGPView/RIPE — with CDN-aware attribution,
alongside WHOIS/BGP-based infrastructure mapping. Across ap-
proximately 172 observed domains, we identify four active first-
party endpoints handling highly sensitive data, including identity
credentials, location information, and communication metadata.
Three of these endpoints rely on domestic infrastructure associated
with local administrative entities based on ASN and registry-level
signals. The remaining endpoint is served through U.S.-based CDN
infrastructure despite being organizationally associated with Pak-
istan. We further observe backend designs that consolidate sensitive
data flows into a small number of endpoints, with limited disclo-
sure of data retention and deletion policies in app store listings and
privacy documentation. These findings indicate that device-centric
security analyses can underestimate exposure, as backend infras-
tructure placement and jurisdictional context play an important
role in shaping data governance and visibility.
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1 INTRODUCTION

Every time a user logs into a mobile app, submits personal informa-
tion, or shares their location, that data traverses a complex backend
infrastructure invisible to the user. In Pakistan, such data flows oc-
cur within an ecosystem where infrastructure-level exposure risks
have been repeatedly documented, with prior incidents involving
state-aligned systems affecting millions of users [14, 15, 18, 35, 40,
74, 88].
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and state-level monitoring capabilities, including increased filter-
ing, surveillance, and enforcement during politically significant
events such as the May 9, 2023 protests and the February 8, 2024
elections [10, 12, 22, 68, 92] — measures reported as deployed or fa-
cilitated by government and regulatory authorities [41, 68]. Related
legal and technical developments have further expanded lawful
access and interception infrastructure [17, 19, 20, 24, 41].

Mobile apps introduce a distinct and underexplored exposure
surface. Unlike web services, they routinely transmit structured
identifiers — national identity numbers, location data, device identi-
fiers, and communication metadata — to backend systems invisible
to end users, making jurisdictional placement and infrastructure
configuration key determinants of data exposure. Prior work [64]
studied device-level security in seven leading Pakistani apps, iden-
tifying insecure credential storage and weak authentication, but
device-centric analysis does not capture how exposure evolves after
transmission to backend infrastructure.

In this paper, we extend analysis to the network and infrastruc-
ture layer. We develop a classification of high-risk domains based on
ownership, jurisdictional signals, security posture, and functional
role, and apply it to our app corpus to systematically character-
ize the backend infrastructure processing sensitive user data after
it leaves the device. Our analysis combines static and dynamic
measurement techniques — HTTPS interception, multi-resolver
DNS lookups, CDN!-aware attribution, and a five-service geoloca-
tion ensemble (MaxMind [78], IPinfo [72], ip-api [71], DBIP [55],
BGPView [46], RIPEstat [31]) — along with WHOIS [70] and BGP-
based mapping. Across seven apps, we identify approximately 172
unique domains (40 first-party, 132 third-party). Focusing on the
first-party subset, we find sensitive data concentrated within a small
number of endpoints, amplifying infrastructure-level exposure risk.
We identify three structural patterns:

(1) Direct Administrative Control. Government-
operated endpoints such as api.pmdu.gov.pk and
gpapi.punjab.gov.pk centralize sensitive data
under public sector administration. The endpoint
shanakht.nadra.gov.pk resolves to CDN infrastructure
but remains under NADRA? administrative control.
Indirect Control via Telecom Ecosystems. Telecom-operated
endpoints such as myzongapp-nlbt.zong.com.pk operate
under private entities but include policy-based disclosure
provisions enabling access under legal or regulatory condi-
tions.
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A Content Distribution Network (CDN) is a distributed infrastructure that caches
and delivers content from geographically distributed edge servers.
2NADRA = Pakistan’s National Database and Registration Authority.
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Figure 1: Coverage of Security Mechanisms Across Recent Studies on Pakistan’s Ecosystem.

(3) Domestic Infrastructure Exposure. Most first-party endpoints Filling that gap draws on infrastructure measurement techniques
are hosted within domestic infrastructure, increasing ex- from adjacent work. Multi-resolver DNS studies reveal how recur-
posure to jurisdictional access and regulatory compulsion sive and anycast setups obscure service ownership [50, 85], and
under applicable legal frameworks. legacy DNS vulnerabilities persist even into next-generation mobile

networks [61]. Geolocation databases vary significantly in accu-
racy [59, 86], motivating ensemble approaches, while CDN studies
2 RELATED WORK show edge-based hosting decouples apparent location from admin-
istrative jurisdiction [49, 75, 81] — directly relevant to endpoints like
shanakht.nadra.gov. pk, which resolves to Akamai infrastructure
in the United States while remaining under NADRA’s control.
Studies of China [58] and Iran [42, 77] establish how domestic
hosting mandates and legal compulsion operate together, and cross-
border flow analysis confirms that backend jurisdictional placement
determines applicable legal regimes [51]. Our work bridges these
threads by combining mobile traffic analysis, domain resolution
tracing, and infrastructure attribution with a five-source geoloca-
tion ensemble and CDN-aware jurisdictional inference — introduc-
ing a structured classification of high-risk domains across owner-
ship, security posture, functional role, and jurisdictional signals
that prior work addresses in isolation but does not operationalize
jointly.

This work builds directly on two recent studies of the Pakistani dig-
ital environment. Habib et al. [64] analyzed seven leading Pakistani
apps, identifying plaintext credential storage, weak authentica-
tion, and machine-in-the-middle vulnerabilities — but their analysis
stops at the device boundary, leaving backend infrastructure, DNS
configurations, and hosting jurisdiction unexamined. Amnesty In-
ternational’s Shadows of Control [20] documents lawful interception
systems and regulatory gaps that create structural conditions for
state access. Together, they establish the technical vulnerability
surface and surveillance context of Pakistani mobile apps; what
neither provides is the infrastructure measurement layer that con-
nects them. Legal developments — PECA amendments, expanded
surveillance mandates, and interception frameworks [17, 19, 24] —
sharpen this gap further.

The broader mobile measurement literature has characterized

data exposure at the device and traffic layers. TaintDroid [56],
Haystack [89], and ReCon [90] establish taint tracking, traffic-level 3 COORDINATED DISCLOSURE

leakage detection, and real-time app-to-server inspection as foun- All seven apps listed in Table 1 are publicly available on the Google
dational techniques, while advertising SDK research demonstrates Play Store [9] and APKPure [8]. Our study focuses on analyzing
that backend infrastructures operated by third parties can aggre- server-side exposure risks while adhering to established ethical
gate user data across applications, motivating analyses beyond the guidelines for security measurement research. To minimize unin-
mobile device [48, 57, 76]. The backend infrastructure layer — who tended impact, we followed responsible measurement practices
controls the servers, where they are hosted, and under which le- and ensured that all experiments were conducted on researcher-
gal regimes they operate — remains comparatively underexplored,; controlled accounts. Network measurements were performed in a
infrastructure-layer vulnerabilities in SDN configuration [62] and non-invasive manner, avoiding configurations that could introduce
cloud resilience [63] further illustrate this blind spot. unnecessary load or disrupt production services.
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Table 1: Ethical Disclosure Timeline for Analyzed Apps.

# App Title Email / Complaint Date
1. Pak Identity [28] Apr 07, 2025
2. Pakistan Citizen Portal [29] Apr 07, 2025
3. Qeemat Punjab [30] Apr 08, 2025
4, SIMOSA [32] Apr 13, 2025
5. My Zong [27] Apr 13, 2025
6. My Telenor [26] Apr 13, 2025
7. UPTCL [33] Apr 13, 2025

We contacted the developers of each app to disclose potential
security and privacy findings. These disclosures were intended to re-
port empirically observed behaviors rather than to elicit or validate
developer intent regarding API or service usage. Table 1 reports the
date of the first disclosure email sent to each developer; multiple
follow-up messages were also issued where applicable, although
only the initial contact date is shown for clarity and consistency.
The developers of My Zong [27] and My Telenor [26] acknowledged
receipt; My Zong additionally requested a detailed report, which
we provided. We received an automated acknowledgment from
UPTCL [33], with no further follow-up at the time of writing. For
Pak Identity [28], Pakistan Citizen Portal [29], Qeemat Punjab [30],
and SIMOSA [32], we did not receive substantive responses despite
follow-up through official channels.

We also observed changes across app versions. In the updated
version of Pak Identity, we observed the inclusion of a root detec-
tion mechanism, indicating an evolution in client-side hardening
compared to earlier analyzed versions. Moreover, one telecom end-
point (theomancy.app.telenor.com.pk) was actively observed
during the 15-month measurement period and included in our
initial dataset based on the evidence collected at that time. The end-
point was subsequently deprecated before manuscript preparation.

4 BACKGROUND AND THREAT CONTEXT

This section provides the context needed to interpret our findings.
We first characterize jurisdictional risk within Pakistan by iden-
tifying governance environments where legal, administrative, or
technical mechanisms may increase the likelihood of sensitive user
data being accessed. We then explain why backend infrastructure
should be interpreted in terms of organizational control and jurisdic-
tion rather than physical server location. This distinction motivates
our infrastructure attribution methodology and the interpretation
of jurisdictional exposure throughout the remainder of the paper.

What Makes a Jurisdiction High-Risk?

We define high-risk jurisdictions as governance contexts where mon-
itoring capabilities, uneven oversight, and coercive enforcement
may increase the likelihood of sensitive user data being accessed
through legal or administrative channels. This is a contextual clas-
sification for Pakistan rather than a formal model. Figure 2 and
Table 2 summarize this framing.> We evaluate each jurisdiction
across six dimensions: Internet Shutdowns, Location Surveillance,
Social Media Monitoring, Network-Level Monitoring, Backend Data

3See Figure 6 in Appendix A for a map of the referenced regions.
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Figure 2: Radar Chart of Digital Threat Profiles Across
High-Risk Jurisdictions in Pakistan.

Access, and Arrests & Disappearances. Each is rated Low, Medium, or
High based on documented and inferred patterns of digital control.
These ratings contextualize inferred exposure and do not imply
uniform or deterministic behavior within a jurisdiction.

4.0.1 Balochistan. Balochistan exhibits medium exposure to In-
ternet shutdowns, with high exposure to location surveillance and
enforcement-related arrests. Shutdowns during unrest are well
documented [38], alongside strong evidence of location-enabled
surveillance in enforcement contexts [39, 53, 54, 80, 82, 83]. Arrests
and disappearances further reinforce elevated risk [39]. Evidence
for backend data access remains insufficient (IE).

4.0.2 Khyber Pakhtunkhwa (KP) and Former FATA. This region
shows episodic but persistent risk, especially through Internet shut-
downs during security operations [1, 43, 73, 79]. Network-level
monitoring is present via ISP infrastructure [68]. Evidence for loca-
tion surveillance and backend data access remains limited (IE).

4.0.3 Urban Centers: Karachi, Lahore, Islamabad. Urban centers
exhibit structurally persistent but heterogeneous risk. Location
surveillance is reported during protests, including geofencing and
targeted enforcement [10, 22, 66, 67, 94]. Social media and network-
level monitoring are widespread, consistent with reported China-
style firewall expansion [12, 21, 68], while backend data access is
evidenced through reported database leaks, including those involv-
ing NADRA [35].

4.0.4 Interior Punjab and Interior Sindh. Interior Punjab and inte-
rior Sindh show moderate but persistent risk.* Expanded filtering
has increased social media and network-level monitoring, with doc-
umented location surveillance during protest-related arrests [91].

“The terms interior Punjab and interior Sindh refer to areas of the respective provinces
outside the major metropolitan centers (e.g., Lahore and Karachi, respectively). They
are informal geographic descriptors rather than official administrative divisions.
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Table 2: Digital Threat Profiles Across High-Risk Jurisdictions in Pakistan

# Dimension Balochistan KP & FATA! Urban Centers Interior Punjab & Interior Sindh
1. Internet Shutdowns Medium [38] Medium [34, 73] Medium [37] Medium [37]

2. Location Surveillance High [54, 80, 82, 83] Low? Medium [3] Medium [91]

3. Social Media Monitoring Medium [17] Medium [17, 93] High [68] Medium [93]

4. Network-Level Monitoring Medium [21] Medium [1, 21, 43] Medium [21] Medium [21]

5. Backend Data Access Low? Low? High [2, 6] High [5]

6.  Arrests & Disappearances High [39, 69] Medium [36] Medium [22] Medium [45, 91]

! Although FATA merged with KP in 2018, we retain separate labels for consistency with the geolocation sources used in our analysis [87]. ? IE = Insufficient Evidence.

40
60 App Title Function
35 1. Pak Identity National ID Services
50M+ 50M+ 50M+ 35 2. Pakistan Citizen Portal ~ Grievance Redressal
30 50 3. Qeemat Punjab Agri-Price Monitoring
45 = 4 SIMOSA Account Services
- £ 5. My Zong User Services
g % W0 = My Telenor Service Management
9 20 35 E  7.upPTCL Account Management
E o E
g 30 5
8 15 25 £ Domain Legend:
20 5 M First-party Domains
10 Third-party Domains
10M 10M 15 ® Downloads
12 10 M Government Apps
> 5 M Telco Apps
:
0 0
Pak Pakistan Qeemat SIMOSA My Zong My Telenor = UPTCL
Identity Citizen Portal ~Punjab

Figure 3: Domain Inventory from Popular Pakistani Mobile Apps.

Modern backend services are commonly deployed across cloud
platforms and CDNs, where anycast routing and distributed infras-
tructure can obscure the physical location of origin servers. As a
result, precise server geolocation is often difficult to determine with
high confidence and is not, by itself, a reliable indicator of data
governance.

Instead, governance follows the organizational entity operat-
ing the infrastructure. Government agencies, contractors, cloud
providers, and hybrid operators determine the legal and administra-
tive mechanisms governing data access, retention, and disclosure.
Accordingly, our analysis emphasizes ownership attribution and
country-level jurisdictional inference, which can be established
with substantially greater confidence than precise physical server
location while remaining directly relevant to governance and legal
exposure.

5 METHODOLOGY

This section describes our methodology for collecting backend
infrastructure data and inferring infrastructure ownership, juris-
diction, and server-side exposure characteristics.

5.1 App Acquisition and Ethical Setup

We obtained the official apps from the Google Play Store and in-
stalled them on a rooted Motorola Moto G7 Plus device. The in-
stalled APKs were then extracted from the device using APK Ex-
tractor [4] and transferred to an Ubuntu 22.04 analysis workstation
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via adb [7]. All experiments were conducted from a researcher-
controlled environment in the United States using dedicated test
accounts.

We performed HTTPS-based interaction testing over a 15-month
period to identify stable backend endpoints and recurring data
flows across app updates, systematically capturing runtime com-
munication patterns over repeated sessions. DNS resolution and
jurisdictional inference were then conducted over a dedicated 100-
day period to characterize backend infrastructure while reducing
the influence of transient routing changes and CDN dynamics.

5.2 Threat Model

We consider a threat model in which backend infrastructure may be
misconfigured, vulnerable, or subject to administrative access, en-
abling exposure of sensitive app data after transmission. Client-side
compromise and TLS-breaking attacks are out of scope, consistent
with prior work [64].

Our analysis focuses on exposure risks arising from backend
infrastructure, organizational control, and jurisdiction rather than
client-side behavior. We additionally consider state-affiliated and
hybrid actors, including entities operating commercial infrastruc-
ture under regulatory or legal authority (e.g., telecommunications
providers). We do not assume active exploitation; instead, we iden-
tify structural and administrative pathways through which trans-
mitted data could plausibly be accessed.
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Figure 4: A Framework for Server Region and Jurisdictional Inference using DNS, Geolocation, and Infrastructure Signals.

5.3 Static and Dynamic App Analysis

We used the Mobile Security Framework (MobSF) [11] to extract
embedded domains, API endpoints, and third-party dependencies
from app binaries. We then manually classified domains as first-
or third-party based on (i) domain ownership consistency with
the official app provider, (ii) presence in official documentation
or app functionality flows, and (iii) absence of external service
indicators such as analytics, advertising, or cloud/CDN providers.
Domains flagged by MobSF as suspicious were further reviewed
for unexpected or anomalous behavior. Figure 3 summarizes the
resulting domain inventory. For example, the Pak Identity app
includes 4 first-party and 22 third-party domains.>

For dynamic analysis, we deployed a custom root certificate via
mitmproxy to capture HTTPS traffic. Where apps enforced certifi-
cate pinning or root detection, we used Frida [13] to selectively
bypass these protections for measurement purposes.

5.4 Server-Side Data Exposure Assessment

We identify backend domains handling sensitive data through re-
peated observations of network traffic, request payloads, and server
responses. Each observed data element is mapped to one of eight
mutually exclusive categories (see Figure 5). We model exposure
as a function of (i) data sensitivity and (ii) infrastructural and ad-
ministrative properties of the receiving domain, distinguishing
between functionally expected transmission (®), structurally risky
exposure (%), and non-essential data (M). Classification was per-
formed through independent review by three researchers, with
disagreements resolved by consensus; full criteria and examples are
provided in Appendix D. We do not treat data collection itself as
a vulnerability; instead, we assess whether observed transmission
is proportionate to app functionality and whether the receiving
infrastructure introduces jurisdictional or administrative risk.

5.5 Control and Governance Inference

We infer data control using a combination of technical and docu-
mentary signals. Direct control is identified through official domains
(e.g., .gov, .pk) and validated ownership records. Indirect control is

5The full list of first-party domains across the seven apps is given in Appendix C, and
the complete domain inventory is available in Appendix B, due to space constraints.
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inferred from organizational relationships, hosting arrangements,
and privacy policy language indicating disclosure “as required by
law” or under licensing agreements. We further analyze privacy
policies to assess whether users are provided mechanisms for data
deletion and whether retention periods are explicitly specified. We
recorded absence of such disclosures as “not specified (NS)”, rather
than interpreted as absence of policy.

5.6 Server Region and Jurisdictional Inference

We infer server region and jurisdiction using a single-vantage, multi-
source measurement framework (see Figure 4). Our objective is
robust attribution under modern network abstractions, including
CDNs and anycast routing, rather than exact physical localization.

5.6.1 DNS Resolution Procedure. We resolve domains using dig
and nslookup, extracting A, AAAA, and full CNAME chains. We
perform recursive resolution until terminal IP addresses are ob-
tained. To mitigate resolver bias, we query multiple DNS resolvers,
including the local resolver, Google Public DNS [60], and Cloudflare
DNS [52].

5.6.2 Geolocation Ensemble. We queried each resolved IP across
K =5 independent geolocation services: MaxMind [78], IPinfo [72],
ip-api [71], DBIP [55], and BGPView [47]/RIPE [31]. Each service
returns:
9k (ip) = (ck> bie» Xg)s

where c; denotes country, I denotes city, and x; denotes ge-
ographic coordinates. We normalized the coordinates as: X =
round(x, 3).

Centroid Artifact Handling. To account for fallback coordinates
used by geolocation databases when precise localization is unavail-
able [59, 86], we define Fy as the set of known default coordinates
commonly returned by major geolocation providers [65]°:

Fo = {(0.0, 0.0), (38.0, —97.0), (37.751, —97.822), (51.507, —0.128),
(39.904, 116.407), (55.756, 37.617), (20.0, 77.0), (30.0, 70.0),

(35.0, 105.0)}
®These coordinates correspond to country- and region-level geographic centroids

commonly returned as fallback values by commercial geolocation databases when
precise resolution is unavailable.
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Pak Identity
(shanakht.nadra.gov.pk)
(Figure 7 - 8 in Appendix E)
Pakistan Citizen Portal
(api.pmdu.gov.pk)

(Figure 9 - 12 in Appendix F)
Qeemat Punjab
(gpapi.punjab.gov.pk)
(Figure 13 - 14 in Appendix G)

SIMOSA
(anon.example.com)

My Zong
(myzongapp-nlbt.zong.com.pk)
(Figure 15 - 16 in Appendix H)
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(Figure 17 - 19 in Appendix I)

UPTCL
(anon.example.com)
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Figure 5: Empirical Data Categories transmitted by Apps to Backend Domains via Network Traces.

We additionally define 7, as the set of empirically observed cen-
troids, i.e., coordinates that appear frequently across measurement
sources:

. Hk: % =%}
7:8 = {X : T >Tq.

The effective centroid set is defined as F = ¥y U Fe. We set
7 = 0.5, corresponding to majority agreement across independent
measurement sources. An IP is classified as centroid-biased and
excluded from downstream inference if a dominant fraction of its
observations map to centroid-like coordinates:

ks e P
K

5.6.3 CDN and Edge Detection. We identify CDN mediation using
ASN metadata, CNAME inspection, and known infrastructure fin-
gerprints (e.g., Akamai, Cloudflare, Fastly, Imperva). When CDN
usage is detected, resolved IPs are treated as edge nodes, and juris-
dictional attribution is assigned to the controlling ASN rather than
the observed edge location.

5.6.4 Aggregation and Confidence Estimation. We compute
majority-vote estimates for country, city, and coordinates: ¢, [, .
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We define Confidence, denoted C, as cross-source agreement:

_ |{k : agreement}|

¢ K

Confidence is reported separately at the country, city, and co-
ordinate levels, with country-level confidence treated as the most
stable indicator.

5.6.5 Infrastructure Attribution. We augment geolocation with
ASN-level analysis using WHOIS [70], RIPEstat [31], ARIN [25],
APNIC [44], and BGPView [47]. These signals capture administra-
tive ownership and routing metadata and are treated as higher-
confidence indicators of operational control than IP-based geoloca-
tion.

5.6.6 Distinguishing Location and Jurisdiction. We distinguish be-
tween (i) geolocation estimates derived from IP resolution and (ii)
infrastructure jurisdiction derived from ASN ownership and routing
registries. The latter reflects administrative control over infrastruc-
ture, while the former reflects observed network placement, which
may be influenced by CDNs and routing policies.



An Empirical Study of Backend Infrastructure in Leading Pakistani Mobile Apps

Free and Open Communications on the Internet 2026(2)

Table 3: Infrastructure Attribution and Jurisdictional Inference for first-party domains handling sensitive data.

(a) Infrastructure Attribution (DNS Resolution, ASN Ownership, and Observed Control Signals).

Domain Infrastructure / Administrative Jurisdiction Hosting Data Governance
ASN Control (Observed) Location (DS! / RDD? / DRP?)

shanakht.nadra.gov.pk Akamai Prolexic NADRA (State Pakistan CDN-mediated Yes* / Yes* / NS°
(AS213120) Agency) (edge abstraction)

api.pmdu.gov.pk Direct Hosting Cybernet / NTC® Pakistan Pakistan Yes* / Yes* / NS®

(AS24440 / AS9541) (State Agency)

gpapi.punjab.gov.pk Direct Hosting Punjab IT Board Pakistan Pakistan Yes* / Yes* / NS°
(AS59323) (Provincial Gov.)

myzongapp-nlbt.zong.com. pk Telecom backend CMPak’ / Zong Pakistan Pakistan Yes* / Yes* / NS®
(AS59257)

theomancy.app.telenor.com.pk | Inactive / deprecated Telenor Pakistan Not observable Not applicable Yes* / Yes* / > 1 Year

1 DS = Data Sharing. 2 RDD = Request Data Deletion. > DRP = Data Retention Period. * “Yes” indicates that data sharing/deletion mechanisms are observable or contractually

implied under regulatory compliance (e.g., lawful access / government request frameworks). > NS = Not Specified. ® NTC = National Telecommunication Corporation. 7 CMPak =
China Mobile Pakistan.

(b) Geolocation Consensus and Confidence

Domain P Country City Coordinates Confidence (Ceountry / CDN
(coord) Ceity / Ceoord)
shanakht.nadra.gov.pk 199.46.39.31 United States | Cambridge | (37.751, -97.822)F 0.67 / 1.00 / 0.33 Yes
api.pmdu.gov.pk 203.101.184.112 Pakistan Islamabad (33.723, 73.043) 0.67/0.33/0.33 No
gpapi.punjab.gov.pk 103.226.217.186 Pakistan Lahore (30.0, 70.0) 0.67 /1.00/0.33 No
myzongapp-nlbt.zong.com.pk 209.150.154.153-156 Pakistan Rawalpindi (30.0, 70.0)" 0.67 /0.50 / 0.33 No
theomancy. app. telenor.com.pk - - - - - -

" Centroid artifact detected and excluded from coordinate-level inference. Confidence reflects cross-source agreement across geolocation services. DNS resolution was consistent

across local, Google, and Cloudflare resolvers.

5.7 Limitations

Our analysis is conducted from a single U.S.-based research en-
vironment and may not capture routing, resolution behavior, or
application-level behavior (e.g., geolocation-dependent features
or localization logic) that may vary across regions or regulatory
environments.

Measurements reflect infrastructure state during the study period
and should be interpreted as a reproducible snapshot rather than a
continuous characterization. Geolocation outputs are influenced by
CDN routing, anycast deployment, and database inaccuracies; con-
fidence scores reflect cross-source agreement rather than ground
truth, and the centroid-filtering threshold (z = 0.5) prioritizes pre-
cision over recall in jurisdictional inference. ASN-based attribution
reflects administrative ownership rather than physical data location,
which may differ in CDN-mediated deployments.

First- and third-party classification was performed manually and
may misclassify edge cases involving white-label infrastructure
or undisclosed affiliations. Overall, we interpret our findings as a
conservative, externally observable estimate of jurisdictional ex-
posure rather than a definitive characterization of backend system
internals.

6 FINDINGS

We identify a primary backend domain per app and perform geolo-
cation and jurisdictional inference using the ensemble framework
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in Section 5, focusing on high-risk domains. Results from K = 5
sources are aggregated via majority vote, with uncertainty cap-
tured through cross-source confidence and centroid-based artifact
detection. Figure 5 shows hosted personal data types, and Table 3
summarizes infrastructure attribution and geolocation consensus.”

6.1 Pak Identity — shanakht.nadra.gov.pk

shanakht.nadra.gov.pk is the primary authentication endpoint
for Pak Identity app, transmitting national identity numbers, creden-
tials, and location data to NADRA backend infrastructure (Figure 7,
Figure 8, Appendix E). DNS resolution reveals CDN-mediated rout-
ing via Akamai (AS213120), with the terminal IP (199.46.39.31) corre-
sponding to a Prolexic edge node in the United States. Geolocation
results show moderate country-level agreement toward the United
States (Ceountry = 0.67), perfect city-level agreement on Cambridge
(Ceity = 1.00), and low coordinate confidence (Ceoorg = 0.33).
Centroid artifacts are present in a subset of responses, including
(37.751,—97.822), a known fallback coordinate in #y. The combina-
tion of CDN mediation and centroid artifacts yields a low-confidence
geolocation estimate. Jurisdiction is therefore attributed to NADRA
rather than the observed edge location.

"We observed incomplete DNSSEC deployment across the five high-risk domains in
Table 3; however, as apps rely on TLS for end-to-end encryption, this does not expose
user data in transit. No open ports beyond 80 and 443 were identified, indicating a
limited externally exposed attack surface.
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6.2 Pakistan Citizen Portal — api.pmdu.gov.pk

api.pmdu.gov.pk handles credential transmission and identity
verification for the Pakistan Citizen Portal app (Figure 9, 10, 11,
and 12 in Appendix F). DNS resolution returns a direct A record
(203.101.184.112) with no CDN indirection, attributed to AS24440 /
AS9541 (Cybernet / NTC), indicating government-aligned hosting.
Geolocation sources consistently attribute the domain to Pakistan
(Ceountry = 0.67), with low city-level agreement (Ceity = 0.33) and
low coordinate confidence (Cyoorg = 0.33). No centroid artifacts
are detected, indicating that uncertainty arises from cross-provider
inconsistency rather than fallback behavior. Combined with di-
rect domestic hosting, this domain represents a high-confidence
Jjurisdictional attribution under high-uncertainty localization.

6.3 Qeemat Punjab — qpapi.punjab.gov.pk
gpapi.punjab.gov.pk serves as the backend for the Qeemat Pun-
jab app, receiving location and identity data. DNS resolution returns
a direct A record (103.226.217.186) attributed to AS59323 (PITB?),
confirming provincial government ownership. Geolocation sources
consistently attribute the domain to Pakistan (Ccountry = 0.67),
with strong city-level agreement on Lahore (Cjty = 1.00) but low
coordinate confidence (Ccoord = 0.33). The coordinate (30.0, 70.0)
is identified as a centroid artifact and excluded from inference. Un-
certainty is therefore driven by fallback coordinate behavior rather
than disagreement across sources. This domain reflects stable juris-
dictional attribution under centroid-biased localization.

6.4 My Zong — myzongapp-nlbt.zong.com.pk

myzongapp-nlbt.zong. com. pk is the primary backend for the My
Zong app, handling call records, SMS metadata, and account cre-
dentials. DNS resolution returns four A records (209.150.154.153—
156) under Zong authoritative DNS, attributed to AS59257 (CM-
Pak / Zong). Across all IPs, ensemble inference consistently iden-
tifies Pakistan as the country-level jurisdiction (Ccountry = 0.67),
with city-level estimates split between Rawalpindi and Islamabad
(Ceity = 0.50) and low coordinate confidence (Ceorg = 0.33). The
coordinate (30.0, 70.0) is consistently flagged as a centroid artifact
and excluded from inference. Geolocation outputs are structurally
consistent but non-convergent at the city level. Although privately
operated, this domain is subject to indirect state access under tele-
com regulatory and disclosure frameworks (Section 5.5).

6.5 Restricted-Observability Cases

Three apps exhibit restricted observability due to deployment or
app-level constraints. These cases are not excluded arbitrarily;
rather, they reflect real-world conditions under which backend
infrastructure may intentionally limit measurement visibility.

My Telenor’s backend (theomancy . app. telenor. com. pk) was
observed to be deprecated during the measurement period, with
DNS queries returning no A/AAAA records and no reachable ser-
vice endpoints. Attribution relies on historical DNS records linking
the domain to Telenor Pakistan. We treat this as a no-observation
condition, reflecting temporal infrastructure changes rather than
measurement failure.

8PITB = Punjab Information Technology Board.
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SIMOSA [32] and UPTCL [33] implement SSL pinning, prevent-
ing HTTPS interception and runtime traffic inspection despite our
attempts to bypass it. This behavior is consistent with hardened app
deployments and directly limits observable network measurements.
As a result, geolocation inference cannot be performed using dy-
namic traffic signals. Instead, our analysis relies on static evidence,
including the fact that both apps retrieve data from remote servers.

These cases are excluded from confidence-based aggregation to
preserve the integrity of the ensemble methodology, which requires
observable geolocation outputs across sources. However, their ab-
sence of observable signals is itself informative, reflecting either
intentional hardening (SSL pinning) or backend instability (domain
deprecation), both of which influence exposure and attribution in
practice.

7 DISCUSSION AND CONCLUSION

Our analysis shows that sensitive user data is concentrated in a
small set of first-party backend domains across the five apps for
which backend traffic was successfully analyzed. These domains
handle highly sensitive information, including national identity
numbers, credentials, location data, and communication metadata,
creating significant exposure points where compromise could affect
large user populations.

Geolocation analysis reveals a consistent pattern: country-level
attribution is stable (primarily Pakistan), while fine-grained local-
ization remains uncertain. For shanakht.nadra.gov.pk, Akamai
CDN edge nodes in the United States illustrate the separation be-
tween delivery infrastructure and administrative control. Jurisdic-
tional attribution is generally more stable than raw IP geolocation,
though it remains inference-based.

Telecom-operated domains add further complexity. Zong- and
Telenor-associated domains centralize communication metadata un-
der distinct legal and policy frameworks, creating indirect exposure
pathways beyond those of state-operated infrastructure. Backend in-
frastructure is also dynamic: the theomancy . app. telenor.com. pk
domain was deprecated during the study period, complicating lon-
gitudinal measurement.

Geolocation confidence is stronger at the country level than at
the city level, underscoring the need to report uncertainty rather
than binary labels. None of the analyzed apps provide meaningful
data deletion guarantees, suggesting persistent backend retention.
A central implication of our results is that privacy risk arises not
only from communication with expected service providers, but
from the breadth of sensitive data collected, limited transparency
regarding its retention and handling, and its concentration within a
small number of backend systems. Such concentration amplifies the
consequences of security compromise and may expose user data
to multiple organizational and legal jurisdictions. These findings
support stronger data-minimization and transparency practices for
systems that aggregate sensitive user information.
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Figure 7: Pak Identity [28] App: Authentication Request.

Request | Response | Connection Timing

HTTP/1.1 200 0K

Server: nginx
Date: Sun, 25 Feb 2024 20:13:07 GMT
Content-Type: application/json
Content-Length: 1046

Connection: keep-alive
X-Content-Type-Options: nosniff
X-XSS-Protection: 1; mode=block
Cache-Control: max-age=0

Pragma: no-cache

Expires: Sun, 25 Feb 2024 20:13:07 GHT

p ity: max -age=15724800; incl
X-Frame-Options: DENY
Referrer-policy: no-referrer
Accept-Ranges: bytes

Json @edit | &Replace | @) View: auto ~

{
“citizenNumber®: *
"CurrentVerificationRate": null,
email": * P
“encrypt ionDecrypt ionEnabled": true,
"encryptionDecryptionKey”: "uzwH/zup gItELtSVTgNEnOXiSTy
"fullName": "
“maximunTopupLinitForIndividual”: null,
“mobileNumber:
“refreshToken: "eyJnbGc1013TUzZUXM1J9. eyJzdWI101)zaGF 1aWIZQBFzdS5 1ZHU1LCIPYXQi0]ESMDGAOTESNTCS InVACCTEMTCHODGSOTE
"toRedirect”: “home”,
“token”: "eyIhbGci01)IUZUXMLIS. eydzW101)2aGE1aWIZQGFZASE1ZHUILC.
"verificationStatus": "verified"

116yGEF inHXABLE

ESNTCSINVACCT AN30.1F

Figure 8: Pak Identity [28] App: Authentication Response.

in the analysis. Figure 6 is based on official government boundary
data [84, 95].

B DOMAIN DIRECTORY

Tables 4 and 5 present the domains with which the seven leading
Pakistani apps interact. The IP addresses listed alongside each do-
main correspond to those observed in the MobSF reports; additional
IP addresses may be associated with these domains in practice. IP
addresses not reported by MobSF are denoted as “Not Listed".

C FIRST PARTY DOMAINS
Table 6 lists the first-party domains of the seven leading Pakistani
apps.

D DATA CLASSIFICATION CRITERIA

This section defines the criteria we used to classify server-side data
exposure. Our framework organizes observed and inferred trans-
missions by sensitivity and evaluates whether their transmission is
functionally required and contextually appropriate.
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D.1 Sensitivity Ordering

We define eight data categories ordered by their potential for iden-
tity linkage, re-identification, and downstream harm (see Figure 5).

Authentication credentials and personally identifiable informa-
tion (PII) constitute the highest-sensitivity tier due to their direct
role in identity resolution and account compromise. Sensitive per-
sonal attributes (e.g., gender, religion, blood group, nationality)
represent legally or socially sensitive information that may enable
discriminatory inference or profiling.

Location data is treated as high sensitivity due to its capacity
to enable tracking and behavioral inference. Socioeconomic and
relational attributes are considered sensitive where they support
profiling, targeting, or coercion.

Behavioral data (e.g., call and SMS records) is classified as contex-
tually sensitive, particularly in telecom apps where regulatory obli-
gations may apply. Device identifiers are assigned lower standalone
sensitivity but are considered linkage-enabling when combined
with higher-sensitivity attributes.

D.2 Transmission Class Definitions

We define three classes of data transmission based on functional
necessity and exposure risk.

D.2.1  Functionally Expected (® ). This class includes transmissions
required for the app’s core functionality, where omitting the data
would impair or prevent service delivery. Classification is based on
functional necessity relative to the app’s declared purpose.

For example, My Telenor and My Zong transmit call and SMS
records to backend infrastructure as part of telecom service provi-
sioning. Similarly, the transmission of PII for authentication, billing,
or account management is considered functionally necessary when
directly required for service operation.

D.2.2  Structurally Risky (% ). This class captures transmissions
where the data is either (i) not strictly required for the stated func-
tionality of the app, or (ii) sent to infrastructure whose ownership,
jurisdiction, or aggregation context increases exposure risk.

Pak Identity (shanakht.nadra.gov.pk) transmits authentica-
tion credentials, CNIC information, location data, and additional
personal attributes to a centralized government-controlled end-
point. While identity verification may require CNIC transmission,
the aggregation of multiple sensitive attributes within a single
backend increases exposure and concentration risk.

Pakistan Citizen Portal (api.pmdu.gov.pk) transmits attributes
such as gender, religion, and blood group, which are not strictly
necessary for grievance redressal functionality. Qeemat Punjab
(gpapi.punjab.gov.pk) transmits precise location data and ex-
tended household and socioeconomic attributes (e.g., guardian
identity, relationship, and profession), exceeding the minimum
functional requirements of a price-information service.

D.2.3 Non-Essential Non-Sensitive (M). This class includes low-
sensitivity operational signals such as device MAC address, IP ad-
dress, and operating system version. While not directly identifying
in isolation, these attributes may contribute to re-identification or
linkage when combined with higher-sensitivity datasets.
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Table 4: Domain Inventory for Major Pakistani Mobile Apps (Part 1).

Habib et al.

1. Pak Identity App

Domain IP Address Domain IP Address

api.eu.labs.idemia.com 13.53.153.148 2. www.nadra.gov.pk 23.62.226.163

3. prd.lkms.xantav.com 18.238.109.25 4 unikrew-faceoff-licensing.azurew 65.52.250.96
ebsites.net
5. pinterest.com 151.101.128.84 6. www. shoutcastserver.com 108.186.91.98
7. experience.idemia.com 18.155.173.86 8. play.google.com 142.251.116.138
9. | unikrew-faceoff-telemetry.azurew 65.52.250.96 10. www. google.com 142.251.186.99
ebsites.net
11. shanakht.nadra.gov.pk 199.46.39.31 12. sonarcloud.io 52.222.169.52
13. visa.nadra.gov.pk 104.22.14.154 14. github.com 140.82.113.3
15. www . facebook. com 57.144.134.1 16. zoom.net Not Listed
17. plus.google.com 142.251.186.102 | 18.| licensing.prod.veridium-dev.com 3.64.32.202
19. nrclocator.nadra.gov.pk 23.62.226.171 20. maps.google.com 142.250.113.101
21. www.zetetic.net 18.238.96.105 22. www.smpte-ra.org 52.20.185.129
23. Www. server.com 172.67.196.208 24. twitter.com 104.244.42.193
25. api.us.labs.idemia.com 13.49.114.57 26. www.w3.org 104.18.22.19
2. Pakistan Citizen Portal App
1. www. googleapis.com 142.250.114.95 2. api.pmdu.gov.pk 203.101.184.112
3. schemas.android.com Not Listed 4. upload. ffmpeg.org 213.36.253.119
5. pagead?2.googlesyndication.com 142.250.114.156 | 6. play.google.com 142.251.116.138
7. f-droid.org 37.218.243.72 8. github.com 140.82.113.4
9. www . facebook . com 57.144.134.1 10.| mobile.events.data.microsoft.com 52.182.143.213
11. cdn.pmdu.gov.pk 202.83.164.226 12. app-measurement.com 142.250.115.139
13. web.citizenportal.gov.pk 202.83.164.211 14. plus.google.com 142.251.186.100
15. www. instagram.com 57.144.134.34 16. pmdu. pmo. gov.pk Not Listed
17. www.openssl.org 34.49.79.89 18. in.appcenter.ms 4.152.45.255
19.| citizenportalpk-4e813.firebaseio. 34.120.206.254 20. WWW. amazon . com 23.194.102.89
com

21. twitter.com 104.244.42.193

3. Qeemat Punjab App

1. gpapi.punjab.gov.pk 103.226.217.186 | 2. rasta.punjab.gov.pk 103.111.161.144
3. android.bugly.qqg.com 14.22.7.199 4. api.onesignal.com 104.16.160.145
5. pinkribbon.org.pk 82.180.142.168 6. 103.226.216.242 103.226.216.242
7. rqd.uu.qq.com 43.135.106.42 8. schemas.android.com Not Listed
9. efenergy.punjab.gov.pk 103.226.216.162 | 10. maps.google.com 142.250.113.100
11. plus.google.com 142.251.186.139

4. SIMOSA App
1. apps. jazz.com.pk 119.73.65.137 2. xml.org 104.239.240.11
3. www. youtube. com 142.251.116.93 4. ktor.io 13.224.53.110
5. myjazz-b2c.firebaseio.com 35.190.39.113 6. play.google.com 142.251.116.102
7. cdnjs.cloudflare.com 104.17.24.14 8. jazzapp.page.link 142.251.186.132
9. jazzgames.hub.gamepix.com 18.238.96.123 10. github.com 140.82.114.3
11. www . facebook. com 57.144.134.1 12. usrpic. jazz.com.pk Not Listed
13. selfcare-msa-prod. jazz.com.pk 119.73.65.219 14. business-api.tiktok.com 23.47.52.132
15. business-api.tiktok.com 23.47.52.132 16. api.ipify.org 104.26.13.205
17. www.instagram.com 57.144.134.34 18. selfcare-cms-prod. jazz.com.pk 119.73.65.225
19. jazzselfcare.page.link 142.251.116.132 | 20. socialplus. jazztv.pk 43.163.57.158
21. sync. jazzdsp.com 119.160.110.35 22. api.mixpanel.com 130.211.34.183
23. fonts.googleapis.com 142.251.186.95 24. xmlpull.org 185.199.110.153
25. selfcare.jazz.com.pk 119.73.65.136 26. bajaoapp.page.link 142.251.116.132
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Table 5: Domain Inventory for Major Pakistani Mobile Apps (Part 2).

27. www. jazz.com.pk 54.167.163.183 | 28. twitter.com 104.244.42.129
29. www.w3.org 104.18.22.19 30. www.slf4j.org 195.15.222.169
5. My Zong App
1. docs. pushwoosh. com 18.238.96.62 2. www. zong. com. pk 104.22.70.205
3. myzong-bf@55. firebaseio.com 35.201.97.85 4. myzongapp-nlbt.zong.com.pk 209.150.154.153

5. . facebook. com Not Listed 6. graph.s Not Listed
7. schemas.android.com Not Listed 8. cp.pushwoosh.com 46.4.253.88
9. goo.gl 142.250.114.139 | 10. apimegw.zong.com.pk 111.119.186.74
11. issuetracker.google.com 142.250.113.102 | 12. facebook. com 57.144.134.1
13. s.api.pushwoosh.com 135.181.230.81 14. api.rollbar.com 35.201.81.77
15. ns.adobe.com Not Listed 16. business-api.tiktok.com 23.47.52.146
17. graph-video.s Not Listed
6. My Telenor App
1. developers.facebook.com 57.144.134.141 2. youtrack. jetbrains.com 63.33.88.220
3. d1gsed78v7koll.cloudfront.net 18.238.102.158 | 4. mobileanalytics.useinsider.com Not Listed
5. xenon-66b61.firebaseio.com 35.190.39.113 6. android.googlesource.com 142.250.114.82
7. theomancy.app.telenor.com.pk 37.111.152.93 8. www. youtube.com 142.251.116.93
9. facebook. com 57.144.134.1 10. ns.adobe.com Not Listed
11. schemas.android.com Not Listed 12. vidly.tv 195.201.181.152
13. play.google.com 142.251.116.102 | 14. gw-asargon.kryptons.com.pk 104.18.0.55
15. telenor.page.link 142.251.186.132 | 16. .facebook.com Not Listed
17. github.com 140.82.113.4 18. issuetracker.google.com 142.251.116.139
19. mobile.useinsider.com 162.159.134.61 20. goo.gle 67.199.248.12
21. business-api.tiktok.com 23.66.3.70 22. hsargon.kryptons.com. pk 54.251.71.119
23. tpchat.mindbridge.co 116.71.133.253 | 24. graph.s Not Listed
25. commons . apache.org 151.101.2.132 26. easypay.easypaisa.com.pk 103.150.82.5
27. xepro-sports.telenor.com.pk Not Listed 28. graph-video.s Not Listed
29. api.mixpanel.com 107.178.240.159 | 30. www. telenor.com.pk 104.18.12.112
31. goonj.tv 35.177.22.210
7. UPTCL App
1. accounts.google.com 142.251.116.84 | 2. developers. facebook.com 57.144.134.141
3. console.firebase.google.com 142.251.116.100 | 4. mua.cricwick.net Not Listed
5. webview.golootlo.pk 18.238.109.88 6. xml.org 104.239.240.11
7. google.com 142.251.116.100 | 8. facebook. com 57.144.134.1
9. ns.adobe.com Not Listed 10. schemas.android.com Not Listed
11.| media-route-prd-superapp.apps.ocp- | 202.125.152.128 | 12. play.google.com 142.251.116.102
isb-prod.ptclgroup.com
13. myufone-4404b.firebaseio.com 35.190.39.113 14. pagead2.googlesyndication.com 142.250.113.154
15. webchat®@1.ufone.com 203.135.2.43 16. www. google.com 142.251.186.103
17.| firebaseremoteconfigrealtime.googl 142.250.115.95 | 18. firebase.google.com 142.250.115.101
eapis.com
19. .facebook.com Not Listed 20. github.com 140.82.113.3
21. www. googleadservices.com 142.251.116.155 | 22. issuetracker.google.com 142.250.113.138
23. goo.gle 67.199.248.13 24. business-api.tiktok.com 23.66.3.68
25. webchat@2.ufone.com 203.135.2.43 26. app-measurement.com 142.250.115.100
27. graph.s Not Listed 28.| firebase-settings.crashlytics.com 142.251.186.94
29. chatbot.ptcl.com.pk 221.120.226.12 30. developer.android.com 142.251.116.139
31. graph-video.s Not Listed 32. xmlpull.org 185.199.109.153
33.| firebaseinstallations.googleapis.c 142.251.186.95 | 34. goo.gl 142.250.114.139
om
35. www.w3.org 104.18.23.19 36. api.whatsapp.com 57.144.135.32
37. www.slf4j.org 195.15.222.169
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Table 6: First-Party (F) Domains, Their Associations, and Intended Purposes.

Intended Purpose ‘ Association Domains (~ 40)

1. Pak Identity App
(i) www. nadra. gov. pk; (ii) shanakht.nadra.gov.pk; (iii) visa.nadra.go
v.pk; (iv) nrclocator.nadra. gov.pk;

National Database &
Registration Authority
(NADRA) [16]

1.| Identity Control,
E-Governance.

2. Pakistan Citizen Portal App
(i) api.pmdu.gov.pk; (ii) cdn.pmdu. gov. pk; (iii) web.citizenportal.go

2. Complaint and Prime Minister’s

Grievance Performance Delivery Unit | v.pk; (iv) pmdu.pmo.gov.pk; (v) citizenportalpk-4e813.firebaseio.c
Redressal. (PMDU) [23] om;
3. Qeemat Punjab App
3. Agricultural Government of Punjab, (i) gpapi.punjab.gov.pk; (ii) rasta.punjab.gov. pk; (iii) efenergy.pun
Product Price Pakistan jab.gov.pk; (iv) pinkribbon.org. pk;
Control.

4. SIMOSA App
(i) apps. jazz.com.pk; (ii) myjazz-b2c. firebaseio.com; (iii) jazzapp.p
age.link; (iv) jazzgames.hub.gamepix.com; (v) usrpic.jazz.com.pk;
(vi) selfcare-msa-prod. jazz.com.pk; (vii) selfcare-cms-prod. jazz.c
om. pk; (viii) jazzselfcare.page.link; (ix) socialplus. jazztv.pk; (x)
sync. jazzdsp.com; (xi) selfcare. jazz.com. pk; (xii) www. jazz.com. pk;

5. My Zong App

4.| Mobile Network

Services and
Customer

Engagement

Jazz (Formerly Mobilink)

5.| Telecom Solutions Zong (CMPak) (i) www. zong. com. pk; (ii) myzong-bf0@55. firebaseio. com; (iii) myzongap
& User Interaction p-nlbt.zong.com.pk; (iv) apimegw.zong.com. pk;
6. My Telenor App
6.| Telecom Solutions Telenor (i) theomancy.app.telenor.com.pk; (ii) telenor.page.link; (iii) easyp

& User
Connectivity

ay.easypaisa.com.pk; (iv) xepro-sports. telenor.com. pk; (v) www. tel
enor . com. pk;

7. UPTCL App
(i) webview. lootlo. pk; (ii) media-route-prd-superapp.apps.ocp-isb-
prod.ptclgroup.com; (iii) myufone-4404b.firebaseio. com; (iv) webcha
t@1.ufone.com; (v) webchat@2.ufone.com; (vi) chatbot.ptcl.com.pk;

Ufone and Pakistan
Telecommunication
Company Limited (PTCL)

7.| Wireless Solutions
& User Interaction.

D.3 Inferred Data

Dotted markers indicate data categories inferred as likely trans-
mitted based on app behavior, UI flows, or traffic patterns, but not
directly confirmed through decrypted payload inspection. This ap-
plies to UPTCL and SIMOSA, where full traffic visibility was not
achieved.

including the citizen number, mobile number, and password, have
been redacted because they appear in plaintext. Figure 7 shows
the client’s authentication request to the server, with the plaintext
password redacted. Figure 8 shows the server’s response, with the
plaintext citizen number and mobile number redacted.

F PAKISTAN CITIZEN PORTAL APP

This subsection presents representative snapshots of the test results
for the Pakistan Citizen Portal app. Figure 9 shows the device cre-
dentials transmitted to the api.pmdu.gov.pk server during login.
Figure 10 and Figure 11 show sensitive user credentials returned in
the server’s response. User credentials have been redacted because
they appear in plaintext. Figures 12a and 12b show the PII, including
location coordinates, transmitted when a user submits a suggestion
or complaint.

D.4 Adjudication of Ambiguous Cases

Ambiguous classifications were independently reviewed by three
researchers. Decisions were based on each app’s declared function-
ality (as stated in Play Store descriptions and privacy policies) and
observed network behavior.

Disagreements were resolved through consensus. The guiding
criterion was whether the transmission is reasonably expected
given the app’s stated purpose, and whether the receiving infras-
tructure introduces additional exposure risk beyond functional
necessity.

G QEEMAT PUNJAB APP

E PAKIDENTITY APP

This subsection presents representative snapshots of the test re-
sults for the Pak Identity app. User credentials of interest are high-
lighted with orange rectangles in all figures. Sensitive credentials,
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This subsection presents representative results for the Qeemat Pun-
jab app [30]. Figure 13 shows that the app transmits PII, including
gender, guardian name, physical address, and national identity
number, to its backend server at gpapi . punjab.gov.pk. Figure 14
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Request| Response Connection Timing
k/api/cit

enportal/v3/cit

Content-Type: app Lication/json; charset=UTF-8
Content-Length: 667

Connection: Keep-Alive
Accept-Encoding: gzip
User-Agent: okhttp/3.10.0

150N & Edit| &Replace | @)

{
"device_imeit: "",
"device_imei2": "*,

"device mac_address": "
"device_model no": "Motorola moto g(7) plus”,
"device name": "Motorola moto g(7) plus”,
"device os_ver": "10",

"device_type": "Android",

"ip4_local": "

"ip4_public": ",

"ip6_local": "
"ip6_public": "",

"ogin": "NJEXMDEN]A3MTExMHy04",

"ogin_type": "Y25pYw:
"password": "YWJjZDEyMz
"push_token": "crjon2rzRinDMg_-VzR-Bv :APA91DENOTq2nn09yiNQEITTp-BQDUINKOTWLXM1U3N1ebitha2g)e]L 2d6 ueF 962
"versio g2

"versio 12070

Figure 9: Pakistan Citizen Portal [29] App: Authentication
Request.

Request | Response | Connection Timing

HTTP/1.1 200 OK

Date: Mon, 11 Mar 2024 05 15 GMT
Server: Apache/2.4.29 (Ubuntu)
Cache-Control: no-cache, private

X-RateLimit-Remaining: 4
Access-Control-Allow-Origi
Vary: Accept -Encoding
Content-Encoding: gzip
Content-Length: 1201
Content-Type: application/json

Strict-Transport-Security: max -age=31536000; includeSubDomains; preload

[decoded gzip] jSON @ dit| &Replace | @)

"datan: {

"blocked_reason”

"blocked_remarks"
"blood_group_id": 7

"blood_group_title": '
onion

“cnic_verified”: 0,
"disabled”: o,

"district_id":
"district_title"

Figure 10: Pakistan Citizen Portal [29] App: Authentication
Reply.

shows that the app also transmits users’ precise location coordinates
when they submit a suggestion or complaint.

H MY ZONG APP

Figure 16 shows that the app transmits an at-risk user’s mobile
number to its backend server at myyzongapp-nlbt.zong.com.pk
as part of a request to retrieve the user’s call history. Figure 15
shows the server’s response, which includes detailed call records
containing contacted mobile numbers and the date, time, and dura-
tion of each call.

I MY TELENOR APP

Figure 17 shows that an at-risk user’s mobile number is trans-
mitted in the app’s network traffic to the backend server at
theomancy.app.telenor.com.pk. Figures 18 and 19 show the
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Request | Response | Connection Timing

"full_name" X

"gender":

"id": 8772438,

"jwt_auth_token": "eyJOeXAi0iJKV1QilLCJIhbGei0iJIUZIAN1J9.eyIpe3Mi0iJodHRWO lwwXCOheGkucG1kdS5nb3YL
"landline": @,

"mailing_address": " |

"mobile":

[

"mobile_format" Iy
"mobile_operator_id": 5,
"profession”: "

“"province_id": 6,

“push_token": "Grjen2rzRimbMg -VzR-Bv:APAZ1bENOrq2nn09yihQESTIp- BQLULMKOIWLXMIUINIeb1tha2gle]Lac
“qualification’:

"qualification id": 14,

"qualification _title": '

“religion_id": 1,

“religion_title"™: "

“remarks™: ",
"residence_country_id": 1,
Fresidence_country_fitle": "

"tehsil 1d": o,
"tehsil titlen: ",
"urdu_name": ",
"username": "',
"visually impaired": ®

Figure 11: Pakistan Citizen Portal [29] App: Authentication

Reply (Continued).

Fevuest | IRespamse Ml ConmectonMITiRIAg

POST https

HTTP/1.1

Authorization: Bearer -
eyJ0eXA101IKV1QiLCINbGEi01ITUZIINIIS. ey Jpc3Mioi. CcL2FWaVvY2

wvdjNCL2NpdG 16ZW5cL uTiwiaWFoT ITH1LCJ 1eHALOE:

DBLd2JWeUJZzR3hUTNNENLTSINNLY1iI60DC3MjQzZ0CWicHI 21 01Y2V10DcZOTNIYZNNYTdkZ] LiNDJIiODIWYThKYZCZYTgyZDQuOTMZMCI9
AQRiunra4ha7Ar§ 7ATAVUKYALAYANACKVENTI SQIDA =

/api.pndu. gov. pk/api/suggestions/va/suggest ion/regist

Content-Type: application/json; charset=UTF-8§
Content-Length: 1126

Host: api. pndu.gov.pk

Connection: Keep-Alive

Accept-Encoding: gzip

User-Agent: okhttp/3.10.0

Json @Edit | &Replace || @) View:auto ~

"address
“category_id": "2888",

"citizen id": "8772438",

"citizen_role": "07,

"complaint_priority_id": "1",

"country_id": "1,

"department_id": "1336",

"details": "The biometric verification for overseas Pakistani student takes a long time.",
"device_imei": ",

"device_imei2": "",

“device_mac_address”: "
"device_model_no": "Motorola moto g(7) plus”,
"device_name": "Motorola moto g(7) plus”,

"device_os_ver": "10",
"device_type": "android”,
“district_id": "326",

“"No Address found!",

(a) Complaint Submission with PII.

Request | Response Connection Timing
"device_os_ver": "10",

"device_type": "android",

natstrict ta"; "aze"

"gps_address": "No Address found!",

Tgps_tatitude"; "33, 4156095",

"gps_tongitude": "-111.9034738"

"hide identity”: "6", ]

Tipa_tocal": ‘

"ipa_publich: ",
"ip6_local”: *
"1p6_public”

"province id": "6",

"push_token": "crjen2rzRinDMq_-VzR-Bv:APAS1bENOI TIp M1U3N1eb1th42gJe]L2d6r
"smart_search": "6",

"source_entity 1d": "1"

"special field value": ",

"subject": "Regarding Biometric Verification ",

"version_code”: "1",
“version_name": "1.9"

(b) Complaint Submission with PII (continued).

Figure 12: Pakistan Citizen Portal [29] App: Complaint
Submission with PII.
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Request | Response Connection _Timing

POST https://qpapi.punjab.gov.pk/api/User/UpdateProfile N HTTP/1.1

Content-Type: application/json

Authorization: Bearer

€yJhbGei01ITUZTINITSINRSCCITKPXVCIS. 1LZAIL 2NsYWLt
CY9UYM11T;0iMDMyMjg10TY40TALLCI LeHAL CyI6InF1Zu: UZ292LBr LiwiYXVKI j0iU2Ftc6x1Q
XVkaWVuY2UifQ. TVPtJwFgaybo_e_6112U6_Ws5LcYqWOO0aGIWbinpOSA

X-API-KEY: M52Z0+b85Qeem@tPunjabEGLU LY+nn9P3LIZXWZA=

HashKey: 05J1p8FubroscsY 1bRIOBT26835=

User-Agent: Dalvik/2.1.0 (Linux; U; Android 10; moto g(7) plus Build/QPWS30.61-21-18-7-12)

Host: qpapi.punjab.gov.pk

 Connection: Keep-Alive

Accept-Encoding: 9zip

Content-Length: 369

JSON @Edit| &Replace || @) View: auto ~

Figure 16: Mobile Number Visibility in the My Zong App
[27].

"userIp" tFoqL ="

Figure 13: PII Collection for the Qeemat Punjab App [30].

Request | Response Connection Timing

POST https://qpapi.punjab.gov.pk/api/Complaint/AddSuggestion HTTP/1.1

Content-Type: application/json

Authorization: Bearer

eyIhbGei0iJTUZTANITSINRSCCIBTKPXVCIS . ey JodHRWO18V zA1L21 NSYWLE
Cy9UYW11T;0iMDMyMjg10TY40TAILCI LeHAL0]ESHTAXMZgOMKSIMLZCYT6TNFLZWIhdC5WAWSqYWIUZ292LnBr Tiwi YXVKTj01U2FtcGx1Q
XVKaWVuY2UifQ. TVPtIwFgaybo_e_6i1zU6_Ws5LCYqwO0aG9wbinpOsA

X-API-KEY: Ms220+b85Qeem@tPunjabEGLUj LY+NnIP3LIZXWZA=

HashKey: 05) p8Fubr9scsY 1bRIOBT2G83s=

User-Agent: Dalvik/2.1.0 (Linux; U; Android 10; moto g(7) plus Build/QPWS30.61-21-18-7-12) |

Host: qpapi . punjab. gov.pk

Connection: Keep-Alive

Accept-Encoding: gzip

Content-Length: 203

JSON @ kdit || & Replace | @) View: auto ~

{

Hangs.",
“The app Hangs often.",
“MCEHXBVrb2RFLEahC+Xx1dUSK1tFoqLVUTPy rV2Ey Y="

"userID"

Figure 14: Location Data Collection in Qeemat Punjab App
[30].

Figure 15: Call/SMS Records for the My Zong App [27].

user’s call and SMS history, including contacted mobile numbers
and timestamps.

Figure 19: SMS Records for the My Telenor App [26].
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