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Abstract
In June 2025, Iran enacted a nationwide Internet shutdown, cul-
minating its already strict censorship apparatus. While Internet
shutdowns happen regularly, insights into these shutdowns are
notoriously difficult to obtain: their timing is hard to predict, and
measurements are often impossible. In this paper, we present unique
measurements surrounding Iran’s 2025 Internet shutdown in June,
which we acquired during a regular analysis of Iran’s censorship
apparatus. We contextualize our findings of Iranian DNS, HTTP,
TLS, and QUIC censorship during the shutdown with measure-
ments from platforms such as Cloudflare Radar and user reports.
Our measurements show that Iranian censorship changed before
and after the shutdown, marking preparation and recovery periods.
For instance, QUIC censorship went into effect before and stayed
in effect after the shutdown, while DNS over TCP censorship was
only present briefly before the shutdown and resumed working
afterwards. We also measured general network instabilities, espe-
cially for UDP, after the shutdown and the disabling of certain
middleboxes. Our findings indicate that the Iranian censor enforced
its shutdown using fine-grained techniques instead of relying on
an all-or-nothing blackout. We advertise for continued measure-
ments of the Iranian censor and hypothesize that future shutdowns
in censoring countries could be detected during their preparation
phase.
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1 Introduction
Internet censorship is utilized to prevent free access to the Inter-
net, and is prevalent in many countries [5, 25, 36, 39]. Censoring
countries deploy long-running systems that dissect and block a
plethora of protocols such as HTTP [17], DNS [2, 17], TLS [8, 28],
and QUIC [13, 40]. Besides this so-called deep packet inspection
(DPI), censors resort to disabling specific protocols or all Internet
traffic during particularly sensitive events [4, 25, 30].

Censorship in Iran. Iran has a long history of censoring the In-
ternet through restrictive DPI measures [5, 22, 25]. Previous re-
search has analyzed Iran’s censorship apparatus extensively [6–
8, 17, 22, 28], with only China’s censorship infrastructure receiving
more attention [25]. Besides their long-runningDPI censorship, Iran
resorts increasingly to Internet shutdowns: since June 13, 2025, Iran
has enacted 4 Internet outages [15, 16, 33, 37] across the country.
In this paper, we present, contextualize, and interpret measurement
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results we acquired before, during, and after Iran’s Internet outage
from June 18, 2025 until June 25, 2025. Recent work by Cui et al. [11]
shed light on the shutdown from an outside perspective; we provide
unique evaluations from inside Iran.

Contributions. Censorship measurements surrounding Internet
outages are challenging, as the beginning of an outage is usually
difficult to predict, and access to vantage points during the outage
is impossible. Data from long-running platforms such as OONI or
Cloudflare, and user reports can be gathered after the blocking,
but their insights are often limited in detail [10]. During Iran’s
Internet outage in June 2025, we ran unrelated tests of its DPI in-
frastructure. By chance, we were able to collect and record unique
measurement results of Iran’s HTTP, DNS, TLS, and QUIC cen-
sorship surrounding the Internet outage. Our measurements show
that certain censorship events went into effect before the outage
and stayed after it was lifted. For instance, QUIC has been blocked
in Iran before the overall shutdown went into effect and persisted
after it, while DNS over TCP was blocked before the shutdown but
enabled when the block was lifted. Overall, our unique analysis
shows that an Internet outage is not necessarily a big switch event,
but can instead be preceded and succeeded by various censorship
measures and long-term effects.

In summary, we contribute the following:
• We present unique censorship measurements of HTTP, DNS,
TLS, and QUIC before and after Iran’s Internet outage from
June 18, 2025 until June 25, 2025.

• We show that large-scale censorship of DNS over TCP and
QUIC was enabled before the outage, facilitating early detec-
tion of future shutdowns.

• Weprovide pcap files of ourmeasurements for future analysis.1
• We contextualize our measurement results with other sources
and user reports.

2 Iranian Internet Shutdown
The Internet shutdown in Iran lasted from June 18 to June 25, 2025,
and followed Israel’s attack on Iran on June 13. Initial network dis-
ruptions starting June 13 led to the complete shutdown on June 18.
The effects on international Internet traffic are visible in Cloudflare
Radar data (Figure 1), showing HTTP traffic reaching near-zero
levels by June 18.

2.1 Scan Timeline
We collected censorship data from a VPS located in Iran (AS57497)
from June 1 to July 7, 2025, by issuing requests to a reference server
under our control in Germany, following a similar approach to that
of Jin et al. [21] and Lange et al. [22]. We scanned 9,000 domains2

1Collection of measured pcap files, https://github.com/UPB-SysSec/
InsightsIntoAnIranianInternetShutdownPcaps
2We initially scanned all 100,000 domains but could only scan 9,000 domains right
before the shutdown. We limit our results to those 9,000 domains.
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Figure 1: Timeline of the shutdown in June composed of Cloudflare Radar [9] data annotated with events surrounding the
shutdown and the execution phases of Scan 1-3. The shaded red area denotes the total outage in Iran lasting two days. Initial
network disruptions started five days prior, shaded in orange. During the partial recovery phase after the outage, the VPS
remained unreachable.

from the Tranco top 100,000 domain list [23]3 for the protocols
DNS [27], HTTP [14], TLS [12], and QUIC [20]. We included each
domain in a DNS request, the HOST header of an HTTP GET re-
quest, and the SNI extension in a TLS ClientHello message, wrapped
inside a QUIC Initial Packet when evaluating QUIC censorship. We
sent our requests to our reference server and observed potential
censorship behavior. Each of the 9,000 domains was scanned 25
times per protocol. However, due to an unexpected Internet shut-
down during our scans, we had to split the scan executions around
the shutdown. Divided by the Internet shutdown, we conducted two
primary scans before and after the shutdown (Scan 1 and Scan 3),
each with 15 and 10 repetitions per domain and per protocol, re-
spectively. In addition to these scans, we also performed a scan of
the 9,000 domains with 5 repetitions per domain and protocol right
before the shutdown (Scan 2). In each scan, a domain was consid-
ered censored if we did not retrieve the expected byte sequence in
more than 50% of the requests. Figure 1 compares the execution
time of our scans with Internet shutdown events.

After conducting the initial scan (Scan 1), we noticed the first
connectivity issues to the VPS after Israel attacked Iran on June
13, resulting in unstable SSH sessions and scans exceeding run-
time limitations. In the scan conducted right before the Internet
shutdown (Scan 2), we scanned 9,000 domains of the Tranco top
10,000 list before completely losing access to the VPS on June 18 at
approximately 14:00 UTC (17:30 local time in Iran). We regained
access to the vantage point on June 25 at 10:30 UTC (14:00 local
time in Iran) after periodically checking accessibility via ICMP ping
and SSH since June 22. After regaining access, we conducted our
final scan (Scan 3).

3https://tranco-list.eu/list/YLQQG/1000000, Accessed: 18 May 2025

2.2 Scan Results
In the following, we detail the results of our conducted scans
(Scan 1–3) and relate them to each other in the context of the
Internet shutdown. Table 1 depicts the number of domains that
were censored during each scan period. Following the initial net-
work disruptions between Scan 1 and Scan 2, we observed increased
connection instability during our scans and outages of the DNS
over TCP, DNS over UDP, and QUIC protocols.

2.2.1 Before the Shutdown (Scan 1). In Scan 1, we observed regular
domain-dependent censorship behavior in Iran. For the protocols
DNS, HTTP, and TLS, we observed about 15% of queried domains
being censored. The censored domains mostly overlapped across
protocols with a total of 1,216 domains (13.51%). In addition, we did
not observe QUIC censorship in Scan 1.

2.2.2 Initial Disruptions (Scan 2). In the time after Israel’s at-
tack on Iran, up until the shutdown, we observed first censorship
changes compared to previously captured traffic in Scan 1. In gen-
eral, we observed increases in dropped TCP and UDP packets across
the scanned protocols following Israel’s attack on Iran. UDP packet
drops were most pronounced for QUIC, with 100% of Initial packets
dropped, resulting in a complete QUIC blockage. We also observed
strict DNS over TCP blocking: 96.44% (8,680) of requested domains
were not resolvable during Scan 2. The TCP handshakes of our
requests were completed, indicating that the blockage targeted the
DNS over TCP protocol. While most DNS over TCP requests were
dropped, 320 domains received a server response, and requests to
21 domains were subject to active censorship via injected IP ad-
dresses. Table 1 shows a significant increase in censored domains
in Scan 2 compared to Scan 1 for DNS over TCP and QUIC. For the
remaining protocols, we observed temporary blockings, causing a
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Table 1: Censorship development across Scan 1–3 for 9,000
domains of the top 10,000 Tranco list. This table depicts
the percentage of domains we deem censored across mul-
tiple connection attempts. We observed different behav-
ior: DNS/TCP was censored before the shutdown, while
DNS/UDP was affected by UDP instabilities after the shut-
down. QUIC was blocked entirely.

Protocol Scan 1 Scan 2 Scan 3

DNS/UDP 1,361 (15.12%) 1,509 (16.77%) 8,026 (89.18%)†

DNS/TCP 1,361 (15.12%) 8,701 (96.68%)* 1,384 (15.38%)
HTTP 1,375 (15.28%) 1,730 (19.22%) 1,412 (15.69%)
TLS 1,351 (15.01%) 1,555 (17.28%) 1,369 (15.21%)
QUIC 1 (0.01%) 9,000 (100%)‡ 9,000 (100%)‡

Total 9,000 9,000 9,000
* No server response after successful TCP handshake
† Not domain-specific, caused by general UDP transport instabilities
‡ Complete QUIC blocking

slight increase in censored domains. During the temporary block-
ings, every scanned domain experienced packet drops, including
domains otherwise censored by response injections.

The scan results of Scan 2 indicate that additional censorship
measures were applied before the Internet shutdown on June 18.
Thus, we postulate that these measures were preliminary steps
towards the complete shutdown. Cui et al. [11] argue that localized
shutdown drills are performed before the nationwide shutdown.

2.2.3 Shutdown and Initial Recovery. Our vantage point in Iran
was unreachable for 7 days from June 18 to June 25. The last scan
results of Scan 2 were captured at approximately 13:10 UTC, which
is 16:40 local time in Iran (UTC+3:30). We noticed the VPS being
unreachable via SSH and ICMP ping at approximately 14:00 UTC,
which implies that the vantage point was cut off from the Internet
between 13:10 and 14:00 UTC on June 18. This matches Cloudflare
Radar data [9], which shows a significant drop in HTTP traffic at
13:00 UTC on June 18, reaching near-zero levels by 20:00 UTC.4 We
regained access to the VPS on June 25 at 10:30 UTC after periodically
checking reachability via SSH and ping since June 22. Although
Cloudflare Radar shows partial recovery of traffic since June 21,
SSH access to our VPS was unaffected. Reportedly, traffic did not
recover for all Iranian networks at the same time [24, 26], which
could explain the unreachability until June 25.

2.2.4 Censorship After the Shutdown (Scan 3). After gaining ac-
cess to our vantage point on June 25, we continued our evaluations.
Similar to Scan 2 before the shutdown, QUIC remained completely
blocked after the shutdown. In contrast, DNS over TCP censorship
returned to the levels we measured in Scan 1. For the other queried
TCP-based protocols, HTTP and TLS, we also observed no signifi-
cant difference compared to Scan 1. Our scan results suggest that
TCP-based traffic was no longer significantly affected by measures
induced by the Internet shutdown. In contrast, we observed a signif-
icant increase in packet drops for DNS over UDP requests in Scan 3.
4https://radar.cloudflare.com/ir?dateStart=2025-06-12&dateEnd=2025-06-28, Ac-
cessed: 20 April 2026

<title>NTL1</title>
...

<iframe src="http ://

10.10.34.36/?type=Invalid
Keyword&policy=MainPolicy

"...>

(a) Observed TTL values: 53–55

<title>NTE1</title>
...

<iframe src="http ://

10.10.34.36/?type=Invalid
Keyword&policy=MainPolicy

"...>

(b) Observed TTL values: 186–188

Figure 2: The two types of HTTP blockpages: Both include
the same iframe, but use different HTML titles and IP TTLs.
We did not encounter the NTE1 blockpage on June 11th.

This development is observable in Table 1 for the 9,000 domains
scanned in Scan 2. Requests to the same domains at other times
were not dropped.

We observed changing censorship policies across Scan 1-3 for
QUIC and DNS over TCP; the affected domains remained largely
consistent. Across the queried protocols, we determined 5 domains
whose censorship status changed between Scan 1 and Scan 3. We
attribute the changing censorship behavior to common updates of
the lists of censored domains.

2.2.5 Injection Patterns. During our scans, we observed two differ-
ent HTTP blockpages injected by the Iranian censor (see Figure 2):
One titled NTL1 and another titled NTE1. We noticed that the NTL1
and NTE1 blockpages also had unique IP TTL values of 53–55 and
186–188, respectively. TCP RST injections for censored TLS and
DNS over TCP packets exhibited the same pattern of TTL values.
We suggest that these two injection patterns stem from separate
injectors, as was the case in previous work [2, 28, 38]. This claim
is corroborated by the fact that we could only observe the NTL1
blockpage and injected TCP packets with a TTL of 53–55 on June
11th. We consider it more likely that a whole injector was inac-
tive than that an injector disables an injection pattern for a single
day. We could not discern similar patterns for DNS injections: all
injected UDP packets had TTL values in the range 186–190.

2.3 Related Work
The impact of the Internet shutdown in Iran was observed from
multiple perspectives, including user reports on GitHub, Cloudflare
Radar data, and OONImeasurements. Amore comprehensive report
is provided by Miaan Group et al. [26], gathering traffic and ser-
vice usage data, as well as comparing the shutdown with previous
shutdowns in Iran. In the following, we give an overview of related
data and work regarding the Internet shutdown and compare them
to our observations.

OONI. OONI measurement data5 available via the OONI Ex-
plorer [29] shows a drop in probe executions for the web connectiv-
ity test in Iran from June 13 to June 26. This observationmatches the
reduced traffic to Cloudflare in this timeframe and coincides with
our observations of reduced connectivity starting June 13, followed
by the complete shutdown starting June 18. OONI probe executions
dropped to zero after we lost access to the vantage point on June 19
and remained near-zero on June 20, with the last successful probe
5https://explorer.ooni.org/chart/mat?probe_cc=IR&since=2025-05-28&until=2025-
07-09&time_grain=day&axis_x=measurement_start_day&test_name=web_
connectivity, Accessed: 20 April 2026
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execution on June 18 at 12:55 UTC. The number of OONI probe
executions rose again on June 21, consistent with Cloudflare traffic
partially recovering that day.

Miaan Group et al. Report. The report published by Miaan Group
et al. [26] gathers data from Cloudflare, IODA, and Kentik and
provides a detailed breakdown of the shutdown. It reports initial
disruptions of Internet traffic from June 13 to June 17, with reduced
connectivity observed by IODA and Cloudflare. They further report
on the shutdown from June 18 to June 21 based on Cloudflare Radar,
IODA, and Kentik data showing Internet traffic at a near-zero level.
From June 21 to June 25, Miaan Group et al. report a partial recovery
of international Internet traffic, staying below the levels of before
June 13. Internet connectivity only recovered for a few networks,
explaining why we did not notice any improvements at our vantage
point. On June 25, Internet connectivity is again at expected levels,
which matches our regaining access to the VPS. After the recovery,
they report on a further disruption on July 5 from 20:00 to 0:00
UTC, which we, however, did not notice in our scans.

User Reports. During the shutdown, GitHub remained accessible
through a whitelisted IP address [18]. This allowed Iranian citizens
to communicate via GitHub and share their observations and expe-
riences during the shutdown and afterwards. As most communica-
tion during the shutdown focused on circumventing restrictions,
we focus on the reports regarding the network situation after the
complete shutdown. While the Internet was accessible again after
June 25, reports state that certain protocols were still disabled. This
affected QUIC, which was still blocked after the shutdown [34, 35],
as well as TLS ServerHello [34]. Also, UDP transport remained
unstable [31]. In Scan 3, we observed QUIC being blocked com-
pletely and DNS over UDP experiencing severe packet drops, which
matches the GitHub reports. For the ongoing TLS blockage, we can
not verify the result, because we only sent ClientHello messages
in our scans.

Cui et al.’s Shutdown Characterization. Similar to our work, Cui
et al. [11] analyzed and characterized the June shutdown by moni-
toring service-level activities. They categorized the shutdown into
phases of localized shutdown drills that preceded the complete shut-
down and recovered afterwards. They further point out the progres-
sive nature of the shutdown by monitoring increasing numbers of
affected services throughout the shutdown phases. We complement
Cui et al.’s analysis of service-level traffic from outside Iran with
measurements from inside Iran. We come to a similar conclusion:
Iran’s Shutdown in June 2025 was not a single event but a cascade
of subsequent mechanisms.

3 Discussion
Vantage Point Limitation. As we executed our scans from a single

vantage point inside Iran, our results do not necessarily apply to
other networks inside Iran. For instance, our vantage point was not
affected by the partial Internet recovery following the shutdown.
The heterogeneity of Iranian censorship is further corroborated by
the potential existence of multiple middleboxes (see Section 2.2.5).
While we invite future work to analyze the heterogeneity of Iranian
censorship, we stress the difficulty of acquiring vantage points.

Can Future Shutdowns Be Predicted? Our observations surround-
ing Iran’s Internet shutdown in June 2025 suggest that Internet
shutdowns are fine-grained. Instead of relying on BGP withdrawals
or routing announcements, the Iranian censor applied sophisticated
service-level measures [11, 19]. Before the total blackout, we no-
ticed individual protocols (QUIC and DNS over TCP) being blocked
in Scan 2, possibly as a preliminary step towards the complete shut-
down. This means that long-term measurements could have found
indications of this shutdown before it happened. Similar shutdown
preparations were also noticed for Iran’s Internet shutdown in Jan-
uary 2026 [1]. While we propose that future shutdowns could be
detectable, we invite future work to explore this.

Further Shutdowns. Since the Internet shutdown in June 2025,
the Iranian government has induced two further blackouts: one
lasting from January 8 to February 1, 2026, and another lasting
from February 28 until May 25, 2026. While the Internet shutdown
in June 2025 shows an evolution of Internet censorship measures
compared to previous Iranian Internet disruptions in 2019 and
2022 [26], the shutdowns that followed the shutdown discussed in
this paper include further restrictions. This includes the disruptions
of the domestic Iranian Internet (NIN), which remained unaffected
during the June shutdown [19], and disruptions of satellite Internet
access [3, 32]. These further shutdowns showed that even in the
same country, not all shutdowns are implemented equally.

Ethical Considerations. We minimized the impact of our anal-
yses on servers and infrastructure while maximizing the benefit
to people affected by censorship. During our evaluation, we never
sent potentially censored requests to real-world servers; instead,
we exchanged them between our controlled vantage points. While
renting our vantage point in Iran, we confirmed that neither the
company nor any of its affiliates is on the sanctions list of the
European Union. Our institutional sanctions officer approved our
approach. We also strongly believe that our evaluations provide
greater benefit to people affected by censorship than to censors.

4 Conclusions
In this paper, we present unique measurement insight into the
Iranian Internet shutdown in June 2025. Our measurements show
that DNS over TCP and QUIC were censored in preparation for
the shutdown, with QUIC censorship persisting afterward. These
behaviors align with independent measurements by Cloudflare
Radar and user reports, which indicate that the complete shutdown
lasted around two days, but the preparation and recovery period
lasted four and five days, respectively. Due to its distinct preparation
period, this shutdown—and potentially future shutdowns—could be
predicted before coming into effect. As this would enable affected
people to prepare for an otherwise spontaneous event, we hope to
enable a discussion about the predictability of Internet shutdowns.
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