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Abstract
Mobile telehealth apps can provide valuable services, but they raise
significant privacy and security concerns, as they collect health-
related and other sensitive personal information. We conducted
two surveys (𝑁 = 1, 256 total) to examine US users’ privacy ex-
pectations about Android telehealth and teletherapy apps’ data
practices and legal privacy protections for the data they collect,
gaps between those expectations and actual practices and protec-
tions, and how privacy perceptions and behavioral intentions are
affected by privacy disclosures. In Survey 1, we explored partici-
pants’ privacy perceptions and intentions about 10 telehealth apps,
first after reading just the general description from the Google Play
Store, then after reading the Data Safety section (DSS). Survey 2
explored broader privacy expectations regarding telehealth apps,
regulatory awareness, and preferred legal protections.

Findings indicate that participants perceived apps provided by
independent developers as less likely to protect privacy than apps
offered by healthcare providers. However, participants often had
inaccurate privacy expectations and overestimated legal safeguards,
potentially leading to uninformed privacy decisions. DSSs signifi-
cantly affected participants’ expectations about data practices and
legal protections and their likelihood of using the app—but while
DSSs often increased participants’ confidence in their privacy ex-
pectations, they did not necessarily improve their accuracy.

Keywords
Privacy, Transparency, Health Apps, mHealth, HIPAA

1 Introduction
The swiftly-growing market of mobile apps that aim to help con-
sumers manage their health (mHealth or health apps) encompasses
a variety of applications, including remote medical and psychother-
apy consultation, advice and information, medication adherence,
mental health support, and contact tracing. These technologies
come with significant benefits to users [29, 75, 95], but also privacy
and security risks [45, 71, 73, 97, 117] that users of such apps worry
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about [7, 39, 53, 99, 103]. Previous research indicates that US health
app users’ limited understanding of privacy laws and app function-
alities can result in privacy expectations that are not met [41, 66]
and uninformed decisions that can be detrimental to users. It is
therefore important to investigate disparities between users’ pri-
vacy expectations and the actual privacy practices of health apps.

We focus on health apps for several reasons. Firstly, users con-
sider medical data particularly sensitive [20, 68, 70, 77, 82]. Previous
studies indicate that users often misunderstand and worry about
health apps’ data practices [19, 62, 63, 67, 76], yet fail to utilize pri-
vacy/security features to safeguard their health data [98]. Secondly,
privacy and security concerns can impede the adoption of emerg-
ing mHealth services that are otherwise essential, as they offer
increased access to and reduced costs for healthcare [7, 11, 80, 123].
Finally, misunderstanding of regulations like HIPAA might lead
users to expect legal protections for their privacy when using apps,
while in reality, many health apps and their operations may fall
outside these legal protections, often providing less robust privacy
safeguards than anticipated by the users [32, 33].

We focused on telehealth (including teletherapy) apps due to the
particular risk of privacy confusion, given that some of them are
subject to HIPAA and some are not (i.e. some are legally considered
“covered entities” and some “non-covered”). This presents an oppor-
tunity to test potential differences in user perceptions between apps
with different legal statuses. Moreover, telehealth and teletherapy
apps are likely to collect especially sensitive information, poten-
tially including identifiable medical records.

We ran two surveys in the US to answer these research questions:
• RQ1:What are participants’ privacy expectations about
data practices of teleheath apps, and are they different from
actual observed data practices?

• RQ2: What are participants’ privacy attitudes and behav-
ioral intentions about teleheath apps?

• RQ3: What is the impact of telehealth apps’ Data Safety
sections on participants’ a) privacy expectations, and b)
privacy attitudes and behavioral intentions?

• RQ4: What factors affect participants’ privacy attitudes
and behavioral intentions regarding telehealth apps?

• RQ5: What are participants’ expectations and prefer-
ences about legal privacy protections for data collected
by telehealth apps?
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In Survey 1 (𝑁 = 855), we showed participants a Google Play
Store description of one of ten Android telehealth apps. We asked
what they thought the apps’ data practices were (RQ1), what privacy
laws the data recipients are subject to (RQ5), howwell the appwould
protect their privacy, how confident they were of understanding its
data practices, and how likely they would be to download it (RQ2,
RQ4). We then showed the app’s Data Safety section and repeated
the questions (RQ3). We also compared participants’ expectations
with data from app testing and with the relevant legal text, to assess
whether expectations were accurate and whether the Data Safety
sections impacted accuracy (RQ1, RQ3a, RQ5).

In Survey 2 (𝑁 = 401), we delved deeper into participants’ expec-
tations about data practices and legal protections. We asked about
participants’ impressions of telehealth apps in general (rather than
specific apps), and also asked what legal protections participants
would prefer (RQ1, RQ5).

We found that many participants had incorrect or unrealistic
expectations about data flows, and overestimated legal safeguards.
In their current form, telehealth apps’ Data Safety sections (AKA
privacy nutrition labels) provide incomplete, vague, and sometimes
confusing information, and by boosting overconfidence rather than
privacy awareness, they can lead to uninformed privacy decisions
and violate users’ expectations. These insights inform suggested
improvements to privacy disclosures, and recommendations for
aligning legal protections with telehealth app users’ expectations.

In sum, the main contributions of this research are:

• Quantified empirical evidence regarding the impact of pri-
vacy nutrition labels on the accuracy of users’ expectations,
their confidence in understanding data practices, their beliefs
about privacy protections and regulatory safeguards, and their
decisions to install or use a telehealth app.

• Data-driven recommendations to help to enhance trans-
parency and support telehealth users in forming accurate
expectations about data practices and legal protections, and
making informed privacy decisions for health data.

2 Related Work
2.1 User Perceptions and Transparency

Challenges in Health Apps
A number of studies have found that privacy and security concerns
can hinder the adoption of mHealth technologies [7, 11, 56, 80, 123].
Users worry about data breaches, misuse, and targeted advertis-
ing [19, 39, 42, 76, 99]. These concerns are heightened when apps
handle sensitive information that could lead to social stigma or dis-
crimination, such as data related to mental health or HIV [20, 68, 82].
Interview participants were muchmore hesitant about sharing their
mental health data via a telehealth app than sharing it directly with
providers or researchers [92]. A literature review noted that older
adults’ privacy concerns about telehealth depend heavily on details
of context, as does their willingness to adopt telehealth despite those
concerns [80]. Despite these privacy risks, users may still share
their health data if they perceive the health benefits as outweighing
the potential threats [18, 21, 80]. Additionally, many users fail to
utilize security features like authentication passcodes to safeguard
their health data [98], due in part to usability barriers [3].

Prior research has indicated that data-sharing practices in health
apps lack transparency, raising concerns and complicating users’
ability to control data flows [7, 78]. For instance, mHealth users
want to better understand what data is collected, with whom it is
shared, and how it is used [3, 39]. User review analysis showed
that participants often find permissions in mHealth apps irrele-
vant to the core functionality, or unclear about their purpose [37].
Participants in another study had inaccurate expectations about
data permissions in mHealth apps [3]. Meanwhile, health apps’
privacy policies, if they are even provided at all, are typically
vague about these details while not addressing users’ most press-
ing concerns [35, 74, 101], are lengthy and difficult to understand
[3, 31, 37, 81, 87], and can be changed at any time by develop-
ers [35, 86]. Similar problems have been found in extensive prior
research on privacy policies [e.g. 34, 65, 72]; it seems health apps
are no exception, despite the sensitive data they collect.

Motivation for Our Study. Prior work highlights serious user
privacy concerns and lack of transparency in health apps. Our study
assesses the effectiveness of privacy nutrition labels in closing the
transparency gap, identifies their shortcomings, and offers recom-
mendations for improving user awareness of telehealth apps’ data
practices and legal privacy protections.

2.2 Privacy Nutrition Labels
To counter difficulties with comprehension of privacy policies, re-
searchers have proposed a “privacy nutrition labels” framework
to provide users with clear, standardized information about how
their data is collected, used, and shared by digital platforms [47, 48],
similar to how nutrition labels on food products inform consumers
about the contents and health implications of what they are con-
suming. Researchers have conceptualized the application of privacy
nutrition labels in mobile apps [49], websites [47, 90], as well as
Internet-of-Things devices [13, 24–26]. This research has shown
that standardized privacy nutrition labels have potential to im-
prove user experience compared to more traditional transparency
mechanisms like privacy policies, as well as users’ discovery and
comprehension of information about data practices, enabling com-
parison across technological devices and services with diverse data
practices and impacting decisions to purchase, install, or use them.

Although the idea became popular in the research community in
2009 after the publication of a study by Kelley et al. [47], the concept
was first implemented in app marketplaces in 2020 by Apple and
2022 by Google. In App Privacy sections of the app descriptions
on Apple’s App Store, users can see what data types the app is
collecting, what it is used for, and whether it is linked to users or
used to track them [5]. Data Safety sections in Google’s PlayStore
shows users what data types are collected or shared by the app, for
what purposes that data is used, and what security practices are
implemented [79]. These app privacy nutrition labels are populated
with information self-reported by the developers. Prior work has
shown that developers find it challenging to accurately report data
practices, especially if the apps collect extensive amounts of user
data, and oftenmakemistakes, misinterpret terms, or face ambiguity
when reporting data practices [9, 51, 57]. This can lead to labels
that are inaccurate and misleading [51, 54, 55, 119], outdated [8, 58],
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or inconsistent across platforms [50, 88], with app permissions [51]
or privacy policies [46, 102].

In addition to developers, users also suffer from usability issues
with mobile privacy nutrition labels. In interviews with iPhone
users, many were unaware of Apple’s privacy labels, were not
satisfied with inability to control data flows via labels, and often
misunderstood them, due to their confusing structure and con-
fusing or unknown terms [120]. The vagueness of the language
decreased user trust in the labels. Another interview study [60]
discovered that many participants did not expand the details in pri-
vacy nutrition labels, were confused about the definitions of terms,
found information to be vague and insufficient, and questioned the
accuracy of the labels. Some participants in both studies [60, 120]
had misconceptions that app marketplaces (rather than or in addi-
tion to app developers) created the privacy label. Privacy nutrition
labels in both Apple and Google app marketplaces do not or only
partially address users’ privacy and security related questions and
concerns [121]. Participants were missing key information about
who their data is shared with, retention policies, permission lists,
whether their data is sold, and how their data is secured.

Motivation for Our Study. Prior research on privacy labels is
focused on technical measurement, while studies with app users
are limited. While providing qualitative insights about usability
[60, 120] and quantified insights on whether they address common
privacy and security questions [121], to the best of our knowledge,
no prior work has investigated and quantified the impact of privacy
labels on the accuracy of users’ expectations, their confidence in
understanding data practices, and their beliefs about privacy protec-
tions and regulatory safeguards—nor their decision to install or use
a health app. Finally, no prior work on privacy labels focused on
health apps in specific.

2.3 Existing Legal Protections
TheHealth Insurance Portability andAccountability Act (HIPAA) [14]
is a federal US law that sets a standard to protect medical records
and other personal health information. HIPAA applies to certain in-
dividually identifiable health-related information (“protected health
information,” or PHI) handled by “covered entities” with proper
user authorization, which include most healthcare providers, health
plans, healthcare clearinghouses, and their “business associates.”
While HIPAA’s requirements for handling PHI, including privacy
and security measures, and breach notification requirements, apply
to health apps developed and distributed by covered entities like
healthcare providers or insurance companies, they do not apply to
the many health apps offered by companies that are not covered
entities (unless such sharing is explicitly mentioned in the privacy
policies and Business Associate Agreements) [14]. For instance, an
application developed by a healthcare provider for use in remote
patient counseling would be covered by HIPAA [109].

However, a health app that contains information generated
by the consumer, like a blood pressure tracking app or a period-
tracking app, would not [33, 89, 105, 109]. Legal analyses have high-
lighted gaps in legal protections for health app data [89, 106, 116].
For example, HIPAA does not apply to health apps used by con-
sumers to transmit their own PHI to covered entities, for example
apps where doctors can list their services and offer appointments, or

to apps that do not collect identifiable health information [33, 109].
Even if a health app both transmits PHI to and from covered entities,
it is still exempt from HIPAA, if the app is understood to be using
the PHI on behalf of the consumer instead of the entity [109, 110].

Other privacy regulations, like FDA guidance [30] and the FTC’s
breach notification requirements for providers that handle consumer-
provided electronic health records [28], are similarly complex and
limited. For example, apps that do not make false or misleading
claims, are unlikely to cause significant harm, or provide more
benefits than harm are not subject to FTC enforcement [28]. A
patchwork of state-specific privacy laws that govern health data
(e.g., CCPA, Illinois Biometric Information Privacy Act, Virginia’s
Genetic Data Privacy Law) further convolute the understanding of
legal privacy protections [32]. These complexities in privacy reg-
ulations coverage may result in users of some health apps having
incorrect beliefs about their data being protected by HIPAA.

Indeed, prior research has identified gaps in users’ understanding
of legal protections for mobile and online data and how they apply
to them [40, 108], and in users’ comprehension of consumer data
flows [61, 83, 94], including health data tracking [41].

Motivation for Our Study. Prior work has not focused on
accuracy of users’ expectations about health data. Investigating
these disconnects, and the sources of users’ misunderstandings of
legal protections, can help enhance transparency and support users
in making informed privacy decisions about health data.

3 Methods
We began both surveys by providing definitions of telehealth plat-
forms (“a mobile app, website, or web app that helps you find, make
or attend virtual or in-person appointments with physical or mental
health care providers”). At the end of both surveys, we assessed
participants’ privacy attitudes, opinions, and prior experiences with
health apps, and other background that could help contextualize
their responses. Survey questions we analyzed can be found in
Appendix E for Survey 1 and Appendix F for Survey 2.

3.1 Survey 1
3.1.1 Survey Design In Survey 1, we asked participants to read the
Google Play Store description of a particular telehealth app and
answer questions about it. Each participant saw only one randomly-
assigned app from a total pool of 10 Android apps, divided into
two conditions. The pool included 5 apps provided by independent
developers (for the Independent condition) and 5 apps associated
with healthcare providers (for the Provider condition).

In the Independent condition, we asked participants to imagine
they don’t have a regular healthcare provider, so needed to find a
service to help them get a doctor’s appointment, and that they found
an app provided by an independent developer (not associated with
any particular insurance, healthcare system, or medical provider).
In the Provider condition, we told participants that their healthcare
provider told them to find and book an appointment using the
provider’s app.

After showing the participants a screenshot of the Play Store
description for their assigned app, we asked multiple-choice ques-
tions about whether they had prior experience with this app, and
Likert-scale questions about how likely they were to download it,
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and how well they thought it would protect their privacy. We then
asked multiple-choice questions about their expectations of what
data the app could collect, for how long it would be stored, with
whom it could be shared, for what purposes those recipients could
use the data, whether those recipients would be required by law to
comply with various privacy regulations, and a Likert-scale ques-
tion about participants’ level of confidence in their understanding
of the apps’ data practices based on the Play Store description.

We next asked participants to read a screenshot of the full Data
Safety section (DSS) for that app from the Play Store. After showing
the DSS, we asked them to answer the same set of questions as
before. We also asked participants whose self-reported likelihood of
downloading the app or perceived privacy protection had changed
about the reasons for those changes.

When showing the app descriptions and the DSS, we did not
allow them to advance the screen before 90 seconds elapsed. We
recorded their total reading time, and asked them to self-report how
carefully they read the information. We used screenshots instead
of sending users to the actual Google Play Store to ensure internal
validity by making sure all participants saw the same information,
to control the amount of time they spent on each page, and to pre-
vent them from accessing additional out-of-scope information (e.g.,
reviews or privacy policies). Screenshots of the app descriptions
and DSSs were captured on 6 March 2024 and can be found in the
supplementary materials at https://bit.ly/3WU5bFb; we also include
two illustrative examples in Appendix §B.

3.1.2 App Selection We wanted to compare users’ expectations
not only before and after their exposure to DSSs, but also with the
actual data practices of the apps.We used a dataset of telehealth data
practices measured via dynamic traffic analysis between August
2022 and October 2023 [116], which used custom instrumentation
developed to capture network traffic on Android phones [84, 91,
118]. The dataset tested Android apps that are free to download,
though many would require payment or insurance to use the full
set of features. Human testers followed an interaction protocol for
finding a doctor and making an appointment, ending when they
were asked to pay or confirm an appointment (which occurred at
different points depending on the app) [116].

We included both apps provided by independent developers and
by healthcare providers themselves (clinics, hospital networks, or
health insurance companies) because, for the most part, HIPAA
classifies the former type as non-covered entities, and the latter
as covered entities. The primary distinction between covered and
non-covered entities is the nature of their interaction with PHI and
their legal responsibilities under HIPAA.1 We were curious if that
distinction affects users’ expectations of privacy. We also hypoth-
esized that users may have different levels of trust and perceived
freedom of choice between the independent and providers’ apps.
We included 5 apps per condition to test whether users’ opinions
differ significantly across apps within the Independent and Provider
categories, or whether there are relatively generalizable patterns
between the two groups.

1Covered entities must comply with HIPAA privacy, security, and breach notification
rules, ensuring the protection of PHI. Non-covered entities are not directly subject to
HIPAA regulations, although they may incur obligations under HIPAA if they receive
PHI indirectly through business associate agreements (BAA) with covered entities.

Out of 68 telehealth apps then available in the traffic analysis
dataset,2 we selected the 10 shown in Table 1, which are equally split
between covered and non-covered entities and diverse in number of
downloads (between 10K and 1M) and in data collection and shar-
ing practices. We excluded apps with fewer than 10K downloads,
specialty-focused apps (e.g., dermatology), and those with recent
negative press around privacy (e.g., GoodRX), to avoid biasing the
results. All Provider apps and two Independent apps claimed HIPAA
compliance in their privacy policy, while three Independent apps
admitted HIPAA non-compliance or omitted that information. All
Provider apps and three Independent apps provided a wide range
of health services (we call these Generic apps), while two of the
Independent apps specifically focused on mental health services.

3.2 Survey 2
Survey 2 explored participants’ opinions and beliefs about legal
privacy protections in telehealth apps in general, without showing
information for any specific app. We asked about participants’ ex-
pectations about sharing of personally identifiable data and medical
data with various recipients, privacy policy update communica-
tions, recipients’ obligations to comply with privacy regulations,
and bounds on the data uses permitted by those regulations. Then
we asked participants what restrictions they desired for sharing of
data collected by telehealth apps, and what data types, recipients,
and recipient purposes of use those restrictions should apply to.

3.3 Participant Recruitment and Ethics
We recruited participants for both surveys from the online platform
Prolific in May 2024. Using Prolific’s screening criteria, we selected
a gender-balanced sample of US Android users over 18 years old.
Prolific supplied additional demographic information. Participants
from Survey 1 were blocked from responding to Survey 2.

We first conducted three cognitive walkthroughs with the user-
testing service UserFeel, to test comprehension and flow. Initially,
we had planned to run Surveys 1 and 2 as a single survey, but
walkthrough interviews demonstrated it was too lengthy. To reduce
fatigue and burden, and to avoid anchoring general perspectives
we solicited in Survey 2 to the specific apps shown in Survey 1,
we decided to split the surveys. We then conducted pilots with
50 participants for each, to estimate average times and as a final
check for any potential errors. As we identified no mistakes and
no need for further shortening, we include the pilot results in the
analysis. We excluded all participants in either survey who failed
one or both attention checks, or indicated that they no longer
used an Android phone. Median times for included participants
were 19 minutes for Survey 1 and 15.7 minutes for Survey 2. We
compensated participants USD $5.25 and $3.93, respectively.

We obtained IRB approvals prior to conducting the research. All
participants provided informed consent.

3.4 Analysis
Defining Accuracy of Expectations About Data Practices We as-

sessed the accuracy of participants’ expectations about the apps’

2Eventually, Webster et al. [116] found 409 Play Store apps that allowed users to make
medical appointments, including 209 US-based apps. When we designed our study,
they were still validating data and so far had only 68 US-based apps validated.
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Table 1: Summary of information about apps used in Survey 1. (As of 5 December 2023.)

App name Origin Downloads (in
thousands)a

App type Self-reported HIPAA
compliance

Developer

K Health | 24/7 Virtual Care Provider 1,000 Generic Yes K Health, Inc.
Amwell: Doctor Visits 24/7 Provider 1,000 Generic Yes American Well Corp.
Doctor On Demand Provider 1,000 Generic Yes Included Health, Inc.
PlushCare: Online Doctor Provider 100 Generic Yes Accolade, Inc.
Galileo Health: Medical Care Provider 50 Generic Yes Galileo, Inc.
Direct Health for Patients Independent 100 Generic Yes Bender Medical Group, Inc.
ReGain - Couples Therapy Independent 100 Therapy Not mentioned BetterHelp, Inc.
Teen Counseling Independent 100 Therapy Not mentioned BetterHelp, Inc.
MEDIFI for Patients Independent 50 Generic Yes Medifi
Forward - Primary Care For You Independent 10 Generic No Forward

data practices by comparing their responses to the dynamic analy-
sis dataset [116], which we used as ground truth. For the items for
which ground truth was available,3 we calculated the false negative
rate based on each particular app’s data practices as defined by
the ground truth, by dividing the number of false negatives by the
number of actual positives. False negative rates thus represent the
proportions of cases when participants thought that a particular
data type is not collected, that data is not shared with certain re-
cipients, or that data is not used by recipients for certain purposes,
but the ground truth showed that data is actually collected, shared,
or used by recipients for that purpose.4

We focus on reporting and comparing false negatives because
they reflect participants’ most dangerous misconceptions that may
violate their privacy expectations and most harm their privacy
decision-making. These false negative rates represent a lower bound
of unexpected data practices, as further app testing, beyond the
paywall and appointment scheduling phase, might have revealed
more extensive data collection and sharing practices not captured
in the traffic analysis dataset. We do not report false negative rates
for personal identifiers because the ground truth showed that they
were not collected by any of the target apps.

Defining Accuracy of Expectations About Legal Protections We
assessed the accuracy of participants’ expectations about legal pro-
tections by comparing their responses to the actual applicability of
privacy regulations. Section 5 of the FTC Act applies to all apps in
3Ground truth was assessed for collection (i.e., data being sent to the app’s servers) of
all except two data types (video and audio recordings, which would not happen unless
an actual appointment occurred). We assessed ground truth for two data recipients
(third-party advertisers/trackers and third-party analytics companies). Ground truth
about recipients’ purposes of use could be reasonably inferred in three cases (providing
medical treatment, processing payments, and analytics).
4As we collected screenshots specifically for this study, they do not match collection
times for the ground truth dataset [116], raising the possibility that participants’
expectations might have had different accuracy results if they had seen the earlier
DSSs. We therefore checked historical app descriptions and DSS overviews using the
Wayback Machine [? ] and APKMirror [? ], comparing information about the version
used for ground truth (or the closest available version) with our screenshots. We found
that two apps had changed their DSS overviews, with our screenshots listing more
categories of data collected than the earlier versions. However, comparing this to the
ground truth, this resulted in only one case where one data category (financial info)
had been inaccurately omitted from the DSS overview for the ground truth version of
one app but was added in the screenshot version, so the effect on false-negative results
was likely quite minimal. Two apps did not yet have DSSs at the time of ground truth
collection, and the other six did not show any changes in DSS overviews regarding
data practices for which we calculated participants’ accuracy.

our study, the GDPR does not apply because all participants were
US residents and the apps are US-based, and COPPA does not apply
because all the participants were adults (COPPA only applies if chil-
dren themselves are using an app). Whether HIPAA and the FTC’s
Health Breach Notification Rule (HBNR) apply depends not only on
the specific combination of app type, data recipient, and purpose,
but also on other factors like BAAs and user consent. Here we are
most interested in the false positive rates: the proportion of cases
where participants thought data recipients are required by law to
comply with a particular privacy regulation, but in reality they are
not required to do so. To calculate false positive rates, we divided
the number of false positives by the number of actual negatives.
We focus on false positives because they reflect participants’ most
dangerous misconceptions about legal protections that actually do
not exist. Because the FTC Act applies to all apps in our study, there
could not be any false positives. We also did not calculate false
positives for HIPAA and the FTC’s HBNR because of the nuanced
conditions for when they apply to telehealth apps outlined above.

Quantitative Analysis For measurement scales (e.g. privacy atti-
tudes), we used mean values for each participant.

To account for non-normally distributed data, we used the non-
parametric Wilcoxon Signed-Rank and McNemar tests to compare
participants’ responses before and after exposure to DSSs (and
Fisher’s exact test when there were less than 5 observations). We
applied Bonferroni correction [96] to p-values in pairwise tests to
account for multiple comparisons. For the regression analysis, we
used Cumulative Link Mixed Models (CLMMs), suitable for non-
independent data in multiple-measurement studies [16, 104]. For
effect sizes, we report odds ratios (OR) that represent a measure
of the change in the dependent variable occurring for a one-unit
increase in the predictor variable, holding all other variables con-
stant. Variance Inflation Factor (VIF) analysis confirmed absence of
significant multicollinearity in all regression models [69, 114]. We
used robust standard errors to mitigate heteroskedasticity revealed
by the Breusch-Pagan test in two of the regression models [12].

Qualitative Analysis To analyze the open-ended responses, two
coders independently developed initial codebooks based on themes
that emerged in the responses. They met, discussed, and merged
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the two codebooks. Then they coded the data using the final code-
book, calculated the agreement rate, and discussed and resolved
disagreements, eventually reaching a 100% agreement rate.

3.5 Limitations
Ecological Validity. To ensure relative similarity in the context of
the role-playing task, we used hypothetical scenarios that may not
represent users’ actual insurance coverage, although we controlled
for it in the regressions. In addition, to avoid potential updates in
the app information during the study, and to avoid confounding
factors related to the real-world variations in users’ app store navi-
gation patterns, we asked participants to read the screenshots of
app descriptions and expanded views of DSSs instead of interacting
with the actual Google Play store pages. Thus, our study has high
internal validity, and illustrates the upper bound of participants’
expectations about data practices in telehealth apps based on read-
ing or at least skimming app descriptions and DSSs. Future work
can explore how users’ perspectives change when they naturally
interact with the app store pages (including decisions on how to
navigate app descriptions, collapsed DSS sections, user reviews, and
privacy policy links), and when they are driven by the real-world
user needs, preferences, and circumstances.

App Selection and Ground Truth Methods. To avoid user fatigue
and keep the number of factors manageable, we limited the number
and types of health apps that we included in the survey. In addi-
tion, we focused on Android apps because the ground truth dataset
is specific to Android, and no similarly detailed datasets exist for
iOS apps. Nevertheless, our results show interesting insights about
differences in participants’ privacy expectations between the In-
dependent and Provider conditions, and that these expectations
are relatively similar across apps within each condition. Future
work can explore users’ perspectives on other types of health apps,
including iOS apps. Having chosen Android, we used Google Play
Store descriptions as it is the largest Android marketplace outside
China [6]. Future work could compare data safety formats used in
differentmarketplaces. As noted in §3.4, we focus on false negatives—
rather than false positives—because the ground truth methodology
[116] did not capture data collection or sharing that would have
occurred after the point of payment or appointment confirmation.
We thus could not confidently determine false positives. Future
work could include data practices beyond the paywall.

Interactions. To keep survey length manageable, we explored
expectations about data types, recipients, and purposes in isolation.
Future work could assess (e.g., with factorial vignettes) which data
users expect to be shared with which recipients, for which purposes.

4 Results of Survey 1
4.1 Participants
We aimed to collect at least 770 responses for Survey 1, based on
sample size calculations to achieve statistical power. We recruited
910 participants; after discarding 55 (as described in §3.3), we in-
cluded the remaining 855 responses in the analysis.

We obtained a balanced sample in terms of gender, age (between
18 and 76 y.o., with average of 42), and education. Our sample
was predominantly white (71%). The majority (76%) did not have
education or work experience in computer science or information

technology fields, but most used smartphone apps frequently (73%),
and were employed full-time (76%) or part-time (24%).

The majority (88%) said they had used telehealth platforms on
either laptop/desktop computers or smartphone/tablet at least once.
Almost half (47%) said that their healthcare provider/doctor recom-
mended the last telehealth platform they used, while 20% found it
themselves, 19% followed an insurance company’s recommenda-
tion, and 7% relied on a friend’s recommendation. About 53% of
participants had experienced a privacy or security violation in the
past, but only 10% said it involved medical information. Only 9% of
participants have no health insurance, while 2% don’t know what
insurance they have. Figure 8 in Appendix A provides a summary
of participants’ demographics and background.

After seeing an app description, 97% said they hadn’t used the
app before, 1.5% recalled using it, and the rest did not remember.
Thus, our results predominantly reflect the opinions of participants
viewing the app description and DSS for the first time, which is
representative of most app store users’ experiences when they look
for an app to address their needs.

4.2 Findings
For brevity, we will refer to participants’ responses after they read
the app description (but before reading the DSS) as ex-ante and
after they read the DSS as ex-post.

4.2.1 Expectations about Data Practices (RQ1 & RQ3a) This sec-
tion examines participants’ expectations (including false negatives)
about data types collected by the telehealth apps (Table 2), recipi-
ents of that data (Table 3), purposes for which recipients will use
the data (Table 4), and data retention periods (Table 5), and how
those expectations changed after exposure to DSS. Expectations are
also visualized in Appendix C, Figures 3–6. Note that “All of the
above” responses are included in the expectations about individual
data types and privacy regulations, and in the measures of false
negatives and false positives.

While there were variations between individual apps in expecta-
tions about some of the individual data practices, we did not observe
meaningful patterns in these variations. Therefore we focus on re-
porting aggregated results, as individual apps’ data practices are
out of scope for this research.

Data Types. The majority of participants expected telehealth
apps to collect nearly all data types we asked about, except informa-
tion about children (Table 2). (This is not surprising as the vignettes
did not mention children, and participants may not have thought
about what would happen if they tried to make an appointment for
a child.) For most data types, participants had false negative rates
below 30%. However, we found a false negative rate of between 33%
and 54% for financial information, device identifiers and device in-
formation, and user interaction data, among cases where technical
app analysis demonstrated those data types were collected. (Data
about children had an even higher false negative rate, 62%; again,
likely because the vignettes did not mention children.)

After exposure to DSSs, expectations about the collection of de-
mographics, health data, signup credentials, insurance information,
and physical attributes significantly decreased, and the false nega-
tive rates for these data types (except physical attributes) increased.
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On the other hand, expectations about the collection of location,
financial information, device identifiers and device information,
user interactions, and personal identifiers significantly increased,
while the false negative rates for these data types (except personal
identifiers) decreased.

Recipients. Most participants thought that doctors and care provider
employees would have access to collected information, and a major-
ity thought insurance companies and payment processing services
would as well (Table 3). In contrast, expectations regarding access
by different third-party recipients were lower, but quite varied,
ranging from analytics companies (40% ex-ante and 43% ex-post),
to third parties outside the US (16% ex-ante and 18% ex-post). False
negative rates were between 59% and 68% for third-party analytics
companies’ and third-party advertisers’ access to the user data.

After exposure toDSSs, expectations that doctors and care providers,
insurance companies, and pharmacies that provide medications to
the user would access the data decreased significantly, while ex-
pectations that no one but the user would have access increased
significantly. On the other hand, expectations that payment pro-
cessing services, the app’s developers, and government increased
significantly. Exposure to the DSS did not change the rate of false
negatives about recipients.

Recipients’ Purposes of Use. Most commonly, participants be-
lieved that recipients would use telehealth app data for provid-
ing medical treatment, communicating with users, processing pay-
ments, complying with legal obligations, for analytics, or for secu-
rity purposes (Table 4). Interestingly, about a third of all participants
thought that it would be used for marketing and advertising or to
sell to or share with third-party companies.

After exposure to DSSs, fewer participants expected their data
to be used for providing medical treatment and selling or sharing
with third-party companies, while more participants expected it
to be used to comply with legal obligations, for analytics, and for
security protections. Exposure to DSSs significantly decreased the
rate of false negatives about the use of data for analytics (from
40% to 22%), but increased it for the purpose of providing medical
treatment (from 11% to 17%). The rate of false negatives remained
slightly below 30% for payment purposes both ex-ante and ex-post.

Data Retention. After exposure to DSSs, participants’ expecta-
tions about data retention periods significantly changed (Table 5).
The proportion of participants who thought that the data would
be deleted only upon user request increased (33% ex-ante vs. 60%
ex-post), while the expectations of deletion after a certain period
of time (30% ex-ante vs. 15% ex-post) or after a goal is achieved
(7% ex-ante vs. 4% ex-post), and the expectation that it will be kept
indefinitely (29% ex-ante vs. 18% ex-post) significantly decreased.

4.2.2 Privacy Attitudes and Intentions (RQ2 & RQ3b) Here we focus
our analysis on perceptions about how well the app protects user
privacy (Perceived Privacy), confidence in understanding app’s data
practices (Confidence), and likelihood of downloading/using the app
(Likelihood). We also tested differences between individual apps
within the Independent and Provider conditions, but found that
they were not significant (except slightly lower ex-ante Likelihood
of using the two Therapy apps compared to the Generic apps), and
thus we do not report app-specific analyses below.

Perceived Privacy in Telehealth Apps. More than half of the partici-
pants (61% ex-ante and 58% ex-post) thought that the app protected
user privacy well. However, some thought the app protected it
poorly (8% ex-ante and 22% ex-post). Participants who gave nega-
tive or neutral ex-ante scores explained in open-ended responses
that they wanted the app description to have more information
about data practices (45%) and privacy protections specifically (24%),
and proof or guarantees of those protections being effective (25%).
Those who gave negative or neutral ex-post scores said they wanted
the telehealth apps to engage in less data collection/storage/use
(23%), and for DSSs to provide details about data recipients (18%).
Both ex-ante and ex-post, about 19% gave such scores due to a
sense of resignation and general lack of trust that companies can
effectively protect user privacy.

Perceived privacy protection levels significantly changed after
exposure to the DSS (𝑝 < 0.00001). Specifically, they decreased for
30% and increased for 21% of participants. In open-ended responses,
participants explained their increased perceptions of privacy pro-
tection mostly with improved transparency (26%)—and specifically
with added details about recipients (17%), recipients’ purposes of
use (15%), and data types being collected (14%)—as well as reas-
surance that the app is not selling user data to third parties (12%).
Decreased protection perception, in turn, was associated with the
realization of excessive data collection (9%) and sharing (8%), or use
of data for purposes that participants did not like (7%), including
advertising and marketing (5%).

Confidence in Understanding Data Practices. Participants’ confi-
dence that they understand the app’s data practices has changed
after exposure to DSSs (𝑝 < 0.00001). Specifically, it decreased for
9% and increased for 58% of participants. Moreover, the proportion
of participants who rated their confidence as low has decreased
(49% ex-ante vs 17% ex-post, 𝑝 < 0.00001), while the proportion of
participants who rated their confidence as high has increased (21%
ex-ante vs 45% ex-post, 𝑝 < 0.00001).

Participants explained ex-ante low confidence predominantly by
the lack (62%) or incompleteness (30%) of information about data
practices. In contrast, after reading the DSSs, barely any participants
explained their low confidence with the lack of any information
about data practices (62% ex-ante vs. 5% ex-post, 𝑝 < 0.00001), but
rather with the incompleteness of information presented in DSSs
(33%). Reasons that were not very common ex-ante were often
mentioned as explanation of the low confidence ex-post, including
the abundance of terminology/jargon (11% ex-ante and 29% ex-
post), low clarity or vagueness (16% ex-ante and 29% ex-post), and
description length (17% ex-ante and 20% ex-post).

Likelihood of Using the Telehealth App. About half the partici-
pants said they were unlikely to use the app (46% ex-ante and 51%
ex-post), while about a third said they were likely to do it (35%
ex-ante and 32% ex-post).

Based on open-ended responses, the main reasons for low Like-
lihood of using the app were utilitarian, such as perceptions that
the app would not be helpful (e.g., would not provide accurate di-
agnoses) or relevant (especially for the therapy apps) (31% ex-ante
and 30% ex-post). Many participants did not want to download
the app because they already had another similar health app (21%
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Table 2: Expectations about what types of user data are collected by telehealth apps.

Data type Expectations False negative rate
Ex-ante Ex-post p Ex-ante Ex-post p

Contact info 94% 93% 0.3964 6% 7% 0.3964
Demographics 94% 85% ↓ <0.0001 6% 15% ↑ <0.0001
Health info 89% 81% ↓ <0.0001 10% 17% ↑ <0.0001
Signup credentials 86% 82% ↓ 0.0070 14% 20% ↑ 0.0021
Insurance info 82% 73% ↓ <0.0001 14% 23% ↑ <0.0001
Physical attributes 78% 71% ↓ <0.0001 19% 25% 0.3017
Location 75% 78% ↑ 0.0433 27% 20% ↓ 0.0309
Financial info 67% 79% ↑ <0.0001 33% 21% ↓ <0.0001
Device identifiers 58% 67% ↑ <0.0001 43% 34% ↓ <0.0001
Video recordings 57% 54% 0.0992
Audio recordings 55% 54% 1
Device info 54% 69% ↑ <0.0001 47% 32% ↓ <0.0001
User interactions 52% 66% ↑ <0.0001 54% 34% ↓ <0.0001
Personal identifiers 46% 52% ↑ 0.0014 N/A N/A
Info about children 40% 37% 0.0969 62% 63% 0.9131
All of the above 17% 26% ↑ <0.0001
Other 1% 1% 0.7893
No data is collected 0% 0% 0.4795

Table 3: Expectations about which recipients have access to user data collected by telehealth apps.

Recipients Expectations False negative rate
Ex-ante Ex-post p Ex-ante Ex-post p

Doctors and care providers 91% 83% ↓ <0.0001
Insurance companies 62% 55% ↓ 0.0002
Payment processing services 52% 59% ↑ 0.0009
Pharmacies that provide medications to the user 50% 46% ↓ 0.0253
Parent company of the care provider 41% 40% 0.5596
3rd party analytics 40% 43% 0.1324 62% 59% 0.2000
Parent company of the app’s developer 38% 41% 0.6085
App’s developers 34% 43% ↑ <0.0001
3rd party advertisers 32% 31% 0.7372 68% 66% 0.3750
Pharmaceutical companies 30% 31% 0.4434
Government 19% 25% ↑ 0.0001
3rd parties outside US 16% 18% 0.1491
Informal caregivers 6% 6% 0.3865
No one other than the user 2% 4% ↑ 0.0006
Other users 2% 2% 0.2812
Other 2% 2% 0.0763
General public 1% 2% 0.0665

ex-ante and 15% ex-post), had insurance coverage and reimburse-
ments concerns (18% ex-ante and 9% ex-post) or other cost-related
concerns (13% ex-ante and 9% ex-post). Some participants were also
skeptical of the virtual healthcare services as opposed to in-person
doctor visits (18% ex-ante and 10% ex-post). While privacy concerns
were not a common reason for low ex-ante Likelihood of using the
app, worries about the extent of data collection (18%) and lack of
adequate privacy and security protections (10%) were relatively
more common reasons for low ex-post Likelihood.

Participants’ Likelihood of using the app significantly changed
after the exposure to DSSs (𝑝 = 0.0001). Specifically, it decreased for
18% and increased for 12% of participants. Participants attributed
their change of mind predominantly to an improved understanding

of the app’s data practices (79%) and data protection levels (76%),
the app’s functionalities (43%), and the app’s quality (35%).

4.2.3 Drivers of Privacy Attitudes and Intentions (RQ4) To under-
stand the relationships between the main dependent variables
(DVs)—Perceived Privacy, Confidence, and Likelihood—and par-
ticipants’ personal characteristics, attitudes, and experiences, we
ran regression analysis. In this subsection, unless we explicitly
mention ex-ante or ex-post, the finding applies to both variables.

We found significant positive relationships between the three
main DVs. Participants with higher Perceived Privacy rated higher
their Confidence in understanding the app’s data practices and
Likelihood of using the app. Participants with higher Confidence
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Table 4: Expectations about which purposes recipients use data collected by telehealth apps for.

Purposes of use by recipients Expectations False negative rate
Ex-ante Ex-post p Ex-ante Ex-post p

For providing medical treatment 89% 83% ↓ 0.0001 11% 17% ↑ <0.0001
For communication purposes 73% 75% 0.4521
For payment purposes 73% 72% 0.5384 27% 29% 0.5384
To comply with legal obligations 64% 68% 0.0292
For analytics 62% 77% ↑ <0.0001 40% 22% ↓ <0.0001
For security protection 48% 66% ↑ <0.0001
For marketing and advertising 40% 37% 0.1824
To sell to or share it with third-party companies 31% 27% 0.0119
For executing a merger/acquisition 11% 12% 0.6061
Other 0% 1% 1.00

Table 5: Expectations about the data retention periods for data collected by telehealth apps.

Retention period Ex-ante Ex-post p-value

The data won’t be stored at any point 1% 1% 0.4545
Delete immediately after the goal of use is achieved 7% 4% ↓ 0.0183
Delete after a certain period of time (e.g., 3 months, 1 year, etc.) 30% 15% ↓ < 0.0001
Keep until user requests deletion 33% 60% ↑ <0.0001
Keep indefinitely 30% 18% ↓ <0.0001
Other 1% 1% 0.7539

rated higher the Perceived Privacy and Likelihood of using the
app. Similarly, higher Likelihood of using the app was associated
with higher Perceived Privacy and Confidence in understanding the
app’s data practices. (See Tables 9–11 in Appendix D for details.)

Participants rated their Likelihood of use and the Perceived Pri-
vacy of the Independent telehealth apps lower than the Provider
apps. This aligns with the observation that 57% thought that a
Provider app would protect user privacy better, while only 11% of
participants thought that an Independent app would do better.

Privacy attitudes and experiences significantly impacted the
main DVs as well. Using the IUIPC sub-scale indices, higher levels
of privacy concern about data collection were associated with lower
Perceived Privacy and ex-ante Confidence; higher levels of concern
about lack of control over personal data was associated with lower
Likelihood of using the app; and greater privacy awareness was
associated with higher Confidence, ex-ante Perceived Privacy, and
ex-ante Likelihood of using the app. Prior experiences with privacy
violations were associated with lower Confidence in understanding
the app’s data practices and lower ex-post Likelihood of using it.

Personal characteristics and experiences also had an effect on
some of the DVs. Women rated ex-post Perceived Privacy protec-
tion levels 39% higher than men. Black participants rated ex-post
Perceived Privacy 40% lower and ex-post Likelihood of using the
app 81% higher than white participants. Participants with education
or work experience in the information technology fields rated ex-
ante Perceived Privacy 29% lower than participants without such
experience. Greater experience with smartphones was associated
with higher Likelihood of using the app. Participants who reported
more frequent use of telehealth apps in general rated their Confi-
dence and Likelihood of using the app higher than less frequent
users and non-users of telehealth apps. Participants with health

insurance had lower ex-ante Likelihood of using the telehealth
apps in our study. This is not surprising, because many insurance
providers in the US offer access to telehealth platforms as part of
their services [112]. Participants who admitted that they read the
app description in more detail had higher ex-ante Perceived Privacy
levels, while those who said they read the DSSs in more detail had
higher ex-post Confidence in understanding apps’ practices.

4.2.4 Expectations about Regulatory Protections (RQ5) Table 6 sum-
marizes participants’ expectations about which privacy regulations
the potential data recipients are required to comply with; the find-
ings are also visualized in Figure 7 in Appendix C. After including
“All of the above” responses in the responses for individual regula-
tions, we found that about 90% of participants thought the recipients
they selected are required by law to comply with HIPAA. These
expectations were between 56% and 71% for other regulations we
asked about. After exposure to DSSs, the number of participants
who believed that the recipients they selected would be required
to comply with the GDPR, the FTC Act, and/or FTC’s HBNR, or
who chose “All of the above”, significantly increased. The rates of
false positives were high (62-71%) for the GDPR and COPPA, and
increased for the GDPR after reading DSSs.

When we asked about telehealth apps in general (not the spe-
cific app they’d seen earlier), 44% of participants thought the data
they collect is protected by HIPAA in all circumstances (which is
incorrect because HIPAA only protects covered entities). About a
third did not know whether any circumstances would cause the
waiving of HIPAA protections. Among the remaining 21% who
mentioned various circumstances for HIPAA exemptions, many hy-
pothesized that certain data types (e.g., those not related to health)
(30%), anonymized (7%) or publicly available data (7%), or certain
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recipients (10%), such as third-party companies (6%) or govern-
ment and law enforcement agencies (9%), might not be covered by
HIPAA. Some believed that the need to use telehealth app data in an
emergency or life-threatening situation (9%), or the user’s explicit
consent (5%), could waive HIPAA protections. Finally, 3% thought
that HIPAA does not apply if the app is based in or is provided to
users in a location not governed by HIPAA (e.g., outside the US).
Some noted that poor enforcement (13%) or apps’ non-compliance
with HIPAA requirements (8%) could also be a factor. No one sug-
gested that HIPAA applicability could depend on whether the app
is provided by a covered vs. a non-covered entity. Overall, many
participants had low confidence in their understanding of the re-
quirements for HIPAA compliance, with twice as many choosing
likely yes or no responses, rather than definitely yes or no.

5 Results of Survey 2
5.1 Participants
We aimed to collect at least 385 responses for Survey 2. In total, 441
participants completed the survey. After excluding 40 responses
(as described in §3.3), we analyzed the remaining 401.

We obtained a balanced sample in terms of gender, education,
and age (between 19 and 71 y.o., average 41 y.o.) , Our participants
were predominantly self-identify as white (66%). The majority were
employed full-time (74%) or part-time (24%), while 12% were stu-
dents. Most did not have education or work experience in computer
science or IT (75%), and used smartphone apps frequently (73%).

Most participants (87%) had used telehealth platforms at least
once. Almost 48% of participants experienced a privacy or security
violation/incident in the past, of whom 13% said it involved med-
ical information. Figure 8 in Appendix A provides a summary of
demographics and background.

5.2 Findings
This section summarizes details of participants’ responses about
regulatory protections for telehealth apps in general (not the specific
10 Android apps tested in Survey 1).

Expectations about Regulatory Protections (RQ5) Participants’ ex-
pectations of what telehealth apps are required to do by law if
they want to share users’ PHI with other entities or organizations
differed depending on the intended purpose of use (see Table 7).
Obtaining additional explicit consent was the most common answer
for almost all of the purposes of use (except complying with legal
obligations), chosen by 24–41% of participants. Limiting recipients’
purpose of use or obtaining explicit consent in addition to limiting
the purpose of use were second most common answers for all the
purposes, except marketing/advertising and selling/sharing data
with third parties (whereas 27% and 29% of participants thought
that telehealth apps are not allowed to share user data for those
purposes with other entities/organizations at all). A smaller pro-
portion of participants, 19%, thought that telehealth apps are not
required to do anything when sharing user data with other entities
for the purposes of complying with legal obligations or for exe-
cuting merger/acquisition. For other purposes of use, only a small
proportion of participants (8–12%) thought that telehealth apps are
not required to do anything when sharing user data.

Moreover, most participants expected telehealth apps to notify
users about updates to their privacy policies, whereas 70% also
expected to be required to provide consent to the changes, and 27%
did not expect to be required to re-consent.

Preferences about Regulatory Protections Most participants said
they prefer privacy regulations to require telehealth apps to ob-
tain additional explicit user permission before sharing user data
(60%), followed by limiting recipients’ purposes of use (44%), and
preventing telehealth apps from sharing the data at all (27%). Sev-
eral participants suggested other restrictions, like not allowing sale
of the data under any circumstances, or giving users full control
over their data (2%), and 1% said that telehealth apps should not
be required to do anything particular when sharing user data with
other entities or organizations.

6 Discussion
6.1 Gaps in Expectations about Data Practices
While false negative rates were rather low for collection of
most data types that users usually input themselves, they
were higher for metadata. On the one hand, it is possible that
data collection that happens in the background is more obscure to
telehealth app users (see Lin et al. [59] for similar evidence not spe-
cific to health apps). On the other hand, based on their open-ended
responses, participants may be less familiar with what information
such data types as device identifiers, device information, and user
interactions actually contain (in line with prior work on app pri-
vacy labels in general [60, 120]). False negatives were also high for
financial information, perhaps because participants did not think
through whether they might be charged for a medical appoint-
ment (especially given that the false negative rate was similar for
Independent vs. Provider apps).

Participants’ expectations about access by recipients be-
yond those directly involved in providing care ormedications,
or administering insurance claims and payments, were low.
Less than half of participants expected user data to be shared with
third parties, parent companies, and governments. Similarly, few
participants expected user data to be shared with advertisers or
used for advertising, and many have incorrect expectations about it.
Thus, data sharing with third-parties and use of data for marketing
violates the privacy expectations of many telehealth users.

Interestingly, although over 60% of participants expected user
data to be used by recipients for analytics, only about 40% expected
data recipients to be third-party analytics companies or the app’s
developers—the most likely entities to perform such analytics. In ad-
dition, only slightly over half of the participants expected data to be
shared with payment processing services, although a substantially
higher proportion expected the apps to collect financial information.
These insights signal that participants have incomplete men-
tal models of data flows in telehealth apps, and do not always
understand the involvement of third-party companies.

6.2 Impact of Privacy Nutrition Labels
Exposure to Data Safety sections had both positive and neg-
ative impacts on participants’ privacy expectations. On the
one hand, DSSs decreased the rates of false negative expectations
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Table 6: Expectations about privacy regulations with which recipients are required by law to comply.

Regulations Expectations False positive rate
Ex-ante Ex-post p Ex-ante Ex-post p

HIPAA 90% 89% 0.0648
GDPR 67% 71% ↑ 0.0021 67% 71% ↑ 0.0030
COPPA 63% 64% 0.1956 62% 64% 0.2314
FTC Act 56% 62% ↑ < 0.0001
FTC’s HBNR 59% 64% ↑ 0.0003
All of the above 40% 48% ↑ < 0.0001
Other 2% 1% 0.2207
None 4% 5% ↑ 0.0164

Table 7: Expectations about what telehealth apps are required to do if they want to share users’ personally-identifiable health
information (PHI) with other entities or organizations.

Purpose of use by recipients Obtain
additional
explicit per-
mission

Limit purpose (re-
quire the entity to
only use PHI for
this purpose)

Both obtain addi-
tional explicit per-
mission and limit
purpose

Telehealth apps
are not allowed
to share PHI with
any entity at all

Telehealth apps
are not required
to do anything
when they share

For providing medical treatment 36% 21% 28% 6% 8%
For payment purposes 30% 25% 24% 13% 8%
For analytics (incl. to support technical functionality,
or to improve the app)

28% 23% 23% 15% 11%

For marketing and advertising 36% 10% 19% 27% 8%
To comply with legal obligations 24% 27% 24% 6% 20%
For executing a merger/acquisition 26% 17% 22% 16% 19%
For security protection 32% 20% 25% 13% 9%
For communications with users 36% 20% 22% 9% 11%
To sell to or share it with third-party companies 41% 7% 17% 29% 6%

about metadata collection, and data use for analytics. Initially, users’
privacy expectations revolved primarily around data types, recipi-
ents, purposes, and regulations directly related to healthcare. How-
ever, DSSs increased participants’ expectations about more general-
purpose or less obvious data practices and applicable regulations,
like collection of financial information and metadata, and data use
by payment services, developers, and governments, e.g., for com-
plying with legal obligations (and not just HIPAA), for analytics, or
for security protection.

On the other hand, DSSs increased rates of false negatives for
some data types that users usually input themselves, as well as data
being used for the purpose of providing medical treatment, and
increased the rates of false positives for protection under the GDPR.
We hypothesize this decrease in accuracy may be due in part to
confusion between data collected and data shared, and in part to
inaccuracies in or omissions from DSSs (see §2.2 for an overview
of similar issues not specific to health apps).

DSSs also boosted participants’ Confidence in understanding
apps’ data practices, despite the significant increase in false nega-
tives for some of those data practices. In other words, DSSs pro-
moted overconfidence among many participants, even when
they did not increase the accuracy of their expectations. In
open-ended responses, many noted that the app descriptions rarely
contained any information about privacy at all. In contrast, al-
though participants negatively judged DSSs for excessive length,

vagueness, and jargon, few described DSSs as lacking privacy infor-
mation. Thus, although imperfectly delivered, privacy disclosures
in DSSs did boost participants’ Confidence, compared to having no
or very minimal information from app descriptions only.

Moreover, we found that greater Confidence was associated with
greater Perceived Privacy and Likelihood of using the app. This
means that the current design of the DSS may at the same time
promote incorrect privacy expectations and boost a false sense of
Confidence, thus encouraging users to install telehealth apps that
will likely violate those expectations.

The direct impact of DSSs on Perceived Privacy protection
levels and Likelihood of using the app was also mixed, and
depended on the specifics of the data practices that the DSSs
presented. For some participants, the improved transparency and
the reassurance that the app is not sharing data with or selling it to
third parties improved Perceived Privacy and Likelihood of using
the app. For other participants, DSSs revealed a greater extent of
data collection, sharing, and use than they expected, which reduced
their Perceived Privacy and Likelihood of using the app. Moreover,
DSSsmay have shifted participants’ focus from utilitarian reasoning
based on reading app descriptions towards more privacy-aware
reasoning for deciding whether to install and use a telehealth app.
Specifically, privacy concerns were less common reasons for low
initial Likelihood to use telehealth apps, compared to insurance
coverage, reimbursement and cost concerns, or skepticism about
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virtual care. In contrast, many participants attributed changes in
their Likelihood of using telehealth apps to privacy-related reasons
after reading the DSSs. This is in line with prior work in non–
health specific contexts showing that saliently presenting privacy
information increased not only participants’ awareness of data
practices [22], but also the impact of this information on their
decisions and behaviors [1, 2, 43, 107, 115].

Despite greater transparency about data practices compared to
app descriptions, many participants still viewed telehealth
apps’ DSSs as lacking details about data recipients, purposes
of use, and types of data collected, and using unclear termi-
nology and jargon. This echoes prior findings that privacy nutri-
tion labels across app domains do not address users’ privacy and se-
curity questions and concerns, or do so only partially [60, 120, 121].

6.3 Design Recommendations
As DSSs did have some effect in shifting participants’ focus from
utilitarian to more privacy-aware reasoning, we recommend dis-
playing such privacy information more prominently in the app
stores. However, our findings about participants’ expectations high-
light gaps in their understanding of telehealth apps’ data practices,
even after seeing the DSSs, suggesting improvements are needed.

For DSSs to increase not just confidence, but also accuracy of ex-
pectations, they should more clearly differentiate between data col-
lection and sharing (e.g. via visualizations or icons), fix inaccuracies,
address vagueness in wording, and decrease confusing terminol-
ogy. In particular, DSSs should move beyond broad categories and
offer more specific and contextually-relevant examples of
the types of data collected within each category. For instance,
currently, DSSs simply say that payment information is collected or
shared for a vague “app functionality” purpose, leaving the user to
guess whether this means paying for appointments or medications
or something else, and do not mention recipients. Telehealth apps
should clarify what financial information is collected, what it is used
for, and who it is shared with. Similarly, instead of the vague label
“Health Information,” telehealth apps could specify whether, e.g.,
medication lists, appointment history, audio or video recordings of
appointments, or therapy notes are collected or shared.

Disclosures should also clarify what kinds of “analytics” and
“personalization” the apps use data for, and whether it involves
third party companies, as this was a common source of confusion
among our participants. Relately, disclosures should better explain
the meaning of terms for metadata, such as device identifiers, along
with contextual explanations of what it is used for and why it is
shared. For example, “Location data is used to match you with
doctors in your area” is more informative than just “Location” that
is used for “App functionality.” Such contextual justifications have
been shown to improve transparency, increase trust, and mitigate
user concerns and decision-making fatigue for a variety of app
types [36, 38, 49, 59].

It is especially important to inform users about whether less-
expected recipients, such as third-party or parent companies,
advertisers, or government entities, get access to the data,
as without this information most participants (often incorrectly)
assumed that only recipients directly involved in healthcare, in-
surance claims, and payment processing access user data. Such

less-expectable information should be highlighted more saliently
(e.g., in a brighter color, or with a warning icon), and included
in the short summary about Data Safety in Google Play (before
users click on “See details”). Brief, clear summaries are particularly
useful in the telehealth context, where a sense of urgency about
getting medical attention may cause users to make especially fast
app assessments and decisions.

These details could be implemented as interactive progressive
disclosures to further reduce user fatigue and information
overload, which can lead to poor decisions, as well-documented
in usable privacy/security literature [e.g., 15, 100, 113]. Prior work
has shown that information about data practices can be overlooked
when presented only before an app is downloaded [120], and is
more likely to be noticed and remembered when shown after down-
load [10]. Thus, to increase effectiveness, pre-installation labels
could be combined with just-in-time [27, 93] and contextual [23, 93]
permissions and notices. Progressive disclosure could reduce the
cognitive burden arising from integrating notices with choices,
which has been identified in prior non–health specific work [15, 17].

In addition, telehealth apps could allow users to easily access
and export their data (as is independently important for health
records). Easy access would allow users to update their beliefs,
and compare privacy disclosures with the evidence of actual data
collected. App stores could add a reporting functionality to allow
users to report inaccuracies in DSSs (based on the exported data
file, requested permissions, or direct experiences with the app).
Regulators that enforce legal privacy protections could also collect
users’ feedback about inaccuracies in disclosures and violations of
privacy expectations, via similar reporting features or online forms.

6.4 Comparisons of Participants’ Expectations
for Legal Protections with Reality

The way HIPAA defines covered entities differs from how
participants conceptualize them. Because telehealth apps collect
health information, almost all participants in our study assumed
that HIPAA would apply to both Independent and Provider apps,
while in reality there are nuanced circumstances defining covered
entities. These gaps indicate that HIPAA’s definitions of covered
and non-covered entities do not align with users’ expectations and
may lead to incorrect assumptions about the regulatory protections
against potential privacy violations that these recipients may cause
to telehealth app users.

Meanwhile, participants expected higher levels of privacy protec-
tion in Provider apps than Independent apps. Healthcare providers
are seen as experts in health-related matters and as bound by pro-
fessional ethics and regulations, which may enhance their credibil-
ity [85]. Established healthcare brands have built reputations that
can influence perceptions of their apps [52, 122]. Smaller Indepen-
dent developers may thus find it harder to gain trust.

People who do not have health insurance—and are thus more
likely to use Independent apps—are already more likely to be eco-
nomically disadvantaged. If greater privacy concerns about Inde-
pendent apps reduce willingness to use them, it could widen social
disparities by limiting access to potentially more affordable virtual
healthcare—but those who do use Independent apps will not have
the same regulatory privacy protections as users of Provider apps.
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Participants had some misconceptions about HIPAA ex-
emptions. In contrast with their confusion about whether Indepen-
dent apps are covered entities (and thus whether HIPAA protections
apply), in some cases, participants thought HIPAA provides less
coverage than it actually does. For instance, some suggested third
party companies do not have to comply with HIPAA, while in real-
ity business associates are required to comply if the app itself is a
covered entity. Some incorrectly thought HIPAA would not apply
to government-run healthcare entities.

Participants incorrectly expected notification of changes.
While most participants thought telehealth apps are required to no-
tify users about changes in privacy policies and obtain new consent,
no federal laws explicitly mandate such notification or re-consent.

There is a gap between expected and desired legal privacy
protections. While 60% of participants wanted telehealth apps
to obtain informed user consent prior to sharing PHI with other
entities, only 41% of participants thought that consent is currently
required when sharing with or selling data to the third parties, 36%
thought that consent is required when sharing data for market-
ing and advertising, and even fewer participants expected it for
other purposes. Similarly, while 44% of participants would like the
telehealth app to require data recipients to limit use of PHI to a
specific purpose, only 27% of participants believed that telehealth
apps currently do so.

6.5 Policy Recommendations
The gaps between users’ expectations and preferences about legal
protections and reality should be narrowed.

In the short term, it is important to improve users’ awareness
and understanding of legal privacy protections for telehealth
apps. For example, privacy disclosures and FAQs (in app stores and
on app websites, as well as in privacy policies) can directly address
common misconceptions and clarify which local privacy regula-
tions the specific telehealth app and data recipients are required to
comply with, and what privacy protections these regulations ensure.
Offering such information in multiple languages and formats (e.g.,
tables, images, audio, video) will improve accessibility for users with
a variety of needs and levels of technical skill. For instance, for US
users, app stores could mandate disclosure of whether the telehealth
apps they host are covered or non-covered entities according to
HIPAA, what other federal or state regulations may apply, and what
the legal boundaries of their privacy protections are. Telehealth apps
could undergo voluntary privacy risk and compliance assessments
facilitated by third-party auditors, certification programs, or app
stores. Use of clear standardized visual trust signals such as icons
or badges to represent verification of, e.g., HIPAA compliance (for
Provider apps) or other protections for health data (for Independent
apps) could facilitate public awareness about privacy protections,
increase credibility, and encourage telehealth apps tomeet data- and
risk-management standards. In-app feedback mechanisms could
allow users to signal confusion or discomfort, prompting tailored
educational outreach via email or in the app.

Healthcare providers can also emphasize the distinction between
the legal protections their patients will get with the Provider app
compared to an Independent telehealth app, to help patients un-
derstand the risks and benefits of using these apps. Policymakers

can require developers to update their privacy disclosures (includ-
ing DSSs) regularly to reflect any changes in their data practices
and ensure that users have access to the most current information.
In partnership with healthcare providers, insurers, and advocacy
groups, government agencies can disseminate factual information,
e.g., through infographics, FAQs, webinars, and community events,
correcting myths about HIPAA protections and summarizing likely
data practices of different types of telehealth apps.

In the long term, policymakers can align legal protections for
telehealth apps with users’ expectations by expanding legal
requirements so that all telehealth apps collecting health data (not
just those affiliated with providers) have to follow privacy standards
similar to HIPAA, regardless of business agreements and purpose
of data sharing/use. For example, policymakers should require not
only HIPAA-covered apps but also Independent apps, to obtain
substantive informed consent before collecting PHI. In addition,
participants did not expect many of the healthcare operations uses
that HIPAA currently allows. Thus, policymakers should consider
expanding legal protections beyond PHI, as in recent guidance
from HHS noting that even the name of an app can give away
information about someone’s health status [111].

Additionally, based on our findings about preferences, we rec-
ommend policymakers require active user consent for major
privacy policy changes rather than assuming implicit acceptance,
implement standardized update notifications across telehealth
apps, including a summary of key changes, and set mandatory
data retention limits. Further, policymakers could create a federal
registry of telehealth apps to facilitate monitoring of these apps’
data practices and adherence to regulated privacy protections.

Finally, development of clearer privacy regulations for telehealth
apps will require collaboration between policymakers, healthcare
organizations, consumer advocacy groups, and other key stakehold-
ers. Ideally, such collaborations should be international, as many
telehealth apps operate globally.

7 Conclusion
This research contributes quantitative evidence about how tele-
health app users and non-users reason about data flows in those
apps; how their beliefs about data flows and legal privacy pro-
tections affect their perception of the apps; and how Data Safety
sections affect the nature and accuracy of their beliefs.

We found that participants’ expectations about telehealth apps’
data collection, sharing, and retention practices, and about recipi-
ents’ use of data, were changed by reading DSSs (rather than just
app descriptions), but that such changes often resulted in less accu-
rate expectations. However, reading DSSs tended to lead to partici-
pants feeling more confident in their expectations (again, whether
correct or not)—but had mixed effects on perceptions about how
well the app protected their data and how likely they were to use it.

Participants’ expectations about what legal privacy protections
apply to the activities of telehealth apps and data recipients were
also affected by DSSs, generally leading to higher expectation of
protection. However, this was not always correct, and we noted a
particular gap where many participants expected HIPAA rules to
apply to a much broader set of entities than they actually do.
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Table 8: Summary of participants’ background.

Survey 1 Survey 2
Gender
Men 50% 50%
Women 48% 47%
Non-binary 2% 2%
Prefer not to say 1% 0%

Race or ethnicity
White 71% 66%
Asian 6% 8%
Black 13% 15%
Mixed 7% 8%
Other 2% 3%
Prefer not to say 0% 0%

Highest level of education completed
No formal qualifications 0% 0%
Secondary education 2% 3%
High school diploma 21% 22%
Technical/community college 24% 22%
Undergraduate degree 38% 36%
Graduate degree 12% 16%
Doctorate degree 3% 2%
Don’t know / Not applicable 0% 0%

Smartphone experience
I rarely use my smartphone for anything
other than calling and texting

1% 2%

I occasionally use a few different apps on my
smartphone

15% 14%

I often use a lot of different apps onmy smart-
phone

73% 70%

I understand the technical details of how my
smartphone works and can create apps my-
self

12% 14%

Used telehealth platforms on desktop/laptop
Never 23% 24%
Less than once a year 20% 20%
Once or several times a year 37% 39%
Once or several times a month 16% 12%
Once or several times a week 4% 4%
Once or several times a day 0% 2%

Used telehealth platforms on smartphone/tablet
Never 23% 25%
Less than once a year 18% 20%
Once or several times a year 38% 33%
Once or several times a month 16% 13%
Once or several times a week 4% 6%
Once or several times a day 1% 2%

Total number of participants 855 401
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B Example Screenshots of an App from the Study

Figure 1: App description. Figure 2: Data Safety section.
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C Visualization of Responses from Survey 1

Contact info

Demographics* 

Health info* 

Signup credentials*

Insurance info*

Physical attributes*

Location*

Financial info*

Device identifiers* 

Video recordings

Audio recordings

Device info*

User interactions*

Personal identifiers*

Info about children

All of the above*

Other

No data is collected

0% 25% 50% 75% 100%

ex-ante ex-post

Figure 3: Expectations about what types of user Data are
collected by telehealth apps. Asterisks indicate significant
differences between ex-ante and ex-post expectations.

Doctors and care 
providers*

Insurance companies*

Payment processing 
services*

Pharmacies that provide 
medications*

Parent company of the 
care provider

3rd party analytics

Parent company of the 
app's developer

App's developers*

3rd party advertisers

Pharmaceutical 
companies

Government*

3rd parties outside US

Informal caregivers

No one other than the 
user*

Other users

General public

Other

0% 25% 50% 75% 100%

ex-ante ex-post

Figure 4: Expectations about Recipients having access to user
data collected by telehealth apps. Asterisks indicate signifi-
cant differences between ex-ante and ex-post expectations.
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For providing medical 
treatment*

For payment

For communication

To comply with legal 
obligations

For analytics*

For security 
protection*

For marketing and 
advertising

To sell to or share it 
with third-parties

For executing a 
merger/acquisition 

Other

0% 25% 50% 75% 100%

ex-ante ex-post

Figure 5: Expectations about which purposes recipients use
data collected by telehealth apps for. Asterisks indicate signif-
icant differences between ex-ante and ex-post expectations.

Keep until user requests deletion*

Delete after a certain period of time*

Keep indefinitely*

Delete after the goal of use is achieved*

Won't be stored at any point

Other

0% 20% 40% 60%

ex-ante ex-post

Figure 6: Expectations about how long telehealth apps keep
the data they collected. Asterisks indicate significant differ-
ences between ex-ante and ex-post expectations.

HIPAA

GDPR*

COPPA
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FTC Act*

All of the above*

None*

Other

0% 25% 50% 75% 100%

ex-ante ex-post

Figure 7: Expectations about privacy regulations with which
recipients are required to comply. Asterisks indicate signifi-
cant differences between ex-ante and ex-post expectations
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D Regression Analysis (Survey 1)

Table 9: Factors affecting the Perceived Privacy protection level.

Predictors
Dependent variable: Perceived Privacy
Ex-ante Ex-post

𝛽 OR 𝑝 𝛽 OR 𝑝

M
ai
n
eff

ec
ts App type (base: Provider apps)

Independent apps -0.2919 0.7469 0.0317 -0.2850 0.7520 0.0340
Confidence 0.5248 1.6901 <0.0001 0.5832 1.7917 <0.0001
Likelihood of use 0.3203 1.3775 <0.0001 0.7249 2.0645 <0.0001
Reading extent 0.4548 1.5758 0.0001 0.0344 1.0350 0.7768

Pr
iv
ac
y
be

li
ef
s IUIPC (Control) 0.0440 1.0450 0.7315 0.1068 1.1127 0.4149

IUIPC (Awareness) 0.5033 1.6542 0.0036 0.1860 1.2044 0.2899
IUIPC (Collection) -0.5504 0.5767 <0.0001 -0.5784 0.5608 <0.0001
Prior privacy violation (base: No)
Yes -0.2340 0.7914 0.1019 -0.2472 0.7810 0.0803
Prior medical privacy violation (base: No)
Yes -0.1034 0.9018 0.6486 -0.2909 0.7476 0.1893

D
em

og
ra
ph

ic
s

Age 0.0093 1.0094 0.1095 -0.0026 0.9974 0.6515
Gender (base: Male)
Female 0.1314 1.1404 0.3482 0.3287 1.3892 0.0187
Non-binary 0.6453 1.9065 0.2228 0.1570 1.1700 0.7498
Education -0.0456 0.9554 0.4686 -0.0375 0.9632 0.5455
Ethnicity (base: White)
Asian -0.3516 0.7035 0.2227 -0.1036 0.9016 0.7136
Black 0.0442 1.0452 0.8217 -0.5049 0.6035 0.0114
Mixed -0.1995 0.8192 0.4402 -0.2686 0.7645 0.2727

B
ac
kg

ro
un

d Experience in a technical field (base: No)
Yes -0.3400 0.7118 0.0382 -0.1013 0.9037 0.5318
Smartphone experience 0.0907 1.0950 0.5022 0.0316 1.0321 0.8094
Frequency of telehealth use (on desktop) -0.1037 0.9015 0.1432 -0.0376 0.9631 0.5969
Frequency of telehealth use (on smartphone/tablet) 0.0561 1.0577 0.4318 0.0249 1.0252 0.7258

End of table
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Table 10: Factors affecting Confidence in understanding the app’s data practices.

Predictors
Dependent variable: Confidence

Ex-ante Ex-post
𝛽 OR 𝑝 𝛽 OR 𝑝

M
ai
n
eff

ec
ts App type (base: Provider apps)

Independent apps 0.2021 1.2240 0.1276 -0.1232 0.8841 0.3582
Likelihood of use 0.2797 1.3227 <0.0001 0.1476 1.1590 0.0150
Perceived Privacy 0.5908 1.8053 <0.0001 0.4766 1.6106 <0.0001
Reading extent -0.2180 0.8042 0.0572 0.5528 1.7382 <0.0001

Pr
iv
ac
y
be

li
ef
s IUIPC (Control) -0.0487 0.9525 0.6911 0.0552 1.0567 0.6629

IUIPC (Awareness) 0.3512 1.4207 0.0318 0.6739 1.9620 0.0001
IUIPC (Collection) -0.2529 0.7765 0.0118 -0.1487 0.8618 0.1475
Prior privacy violation (base: No)
Yes -0.6224 0.5367 <0.0001 -0.3134 0.7310 0.0260
Prior medical privacy violation (base: No)
Yes 0.0226 1.0229 0.9182 0.2325 1.2617 0.2904

D
em

og
ra
ph

ic
s

Age 0.0030 1.0030 0.5833 -0.0076 0.9924 0.1862
Gender (base: Male)
Female -0.1068 0.8987 0.4294 -0.1392 0.8701 0.3131
Non-binary -0.6474 0.5234 0.2188 -0.5696 0.5657 0.2588
Education 0.0158 1.0160 0.7934 0.0183 1.0184 0.7644
Ethnicity (base: White)
Asian -0.2315 0.7933 0.4223 -0.0982 0.9065 0.7275
Black 0.0805 1.0838 0.6657 0.5912 1.8062 0.0029
Mixed -0.2688 0.7643 0.2904 0.1670 1.1818 0.4956

B
ac
kg

ro
un

d Experience in a technical field (base: No)
Yes 0.1057 1.1115 0.5067 0.0764 1.0794 0.6402
Smartphone experience 0.1235 1.1315 0.3294 0.1346 1.1440 0.3061
Frequency of telehealth use (on desktop) 0.0760 1.0790 0.2760 -0.0367 0.9640 0.5965
Frequency of telehealth use (on smartphone/tablet) 0.2098 1.2335 0.0029 0.2485 1.2821 0.0004

End of table
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Table 11: Factors affecting the Likelihood of downloading and using the app.

Predictors
Dependent variable: Likelihood of use
Ex-ante Ex-post

𝛽 OR 𝑝 𝛽 OR 𝑝

M
ai
n
eff

ec
ts App type (base: Provider apps)

Independent apps -0.6887 0.5022 <0.0001 -0.2791 0.7565 0.0465
Confidence 0.3118 1.3659 <0.0001 0.2221 1.2487 0.0054
Perceived Privacy 0.5269 1.6936 <0.0001 0.8427 2.3226 <0.0001
Reading extent 0.2092 1.2327 0.0805 0.0975 1.1024 0.4455

Pr
iv
ac
y
be

li
ef
s IUIPC (Control) -0.4325 0.6489 0.0012 -0.3515 0.7036 0.0082

IUIPC (Awareness) 0.4546 1.5756 0.0092 0.2714 1.3118 0.1248
IUIPC (Collection) -0.0831 0.9203 0.4331 -0.1278 0.8800 0.2232
Prior privacy violation (base: No)
Yes -0.1833 0.8325 0.2048 -0.2949 0.7446 0.0424
Prior medical privacy violation (base: No)
Yes -0.2244 0.7990 0.3316 0.1125 1.1190 0.6288

D
em

og
ra
ph

ic
s

Age 0.0031 1.0031 0.6043 0.0100 1.0101 0.1041
Gender (base: Male)
Female 0.0194 1.0196 0.8917 -0.1264 0.8813 0.3835
Non-binary 0.5220 1.6853 0.3405 0.5270 1.6938 0.3059
Education -0.1254 0.8821 0.0508 -0.0966 0.9079 0.1290
Ethnicity (base: White)
Asian 0.0548 1.0564 0.8448 -0.1540 0.8573 0.5868
Black 0.0806 1.0839 0.6969 0.0486 1.0498 0.8127
Mixed -0.1722 0.8418 0.5269 -0.0649 0.9372 0.8090

B
ac
kg

ro
un

d

Experience in a technical field (base: No)
Yes 0.1157 1.1226 0.4911 -0.1985 0.8200 0.2385
Smartphone experience 0.3153 1.3707 0.0231 0.3452 1.4123 0.0118
Frequency of telehealth use (on desktop) 0.1035 1.1091 0.1556 0.0992 1.1043 0.1848
Frequency of telehealth use (on smartphone/tablet) 0.2606 1.2977 0.0003 0.2787 1.3214 0.0002
Insurance plan (base: No insurance)
PPO-type plan -0.5470 0.5787 0.0204 -0.3168 0.7284 0.1863
HMO-type plan -0.5472 0.5786 0.0242 -0.3581 0.6990 0.1479

End of table
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E Survey 1
[The full survey instrument, including questions that were not relevant for the analysis, can be found in supplementary materials at https://bit.ly/3CGK02q.]

Welcome to the survey about mobile health apps (also often called telehealth apps) that help people connect with doctors. In this survey
we will show you information about different mobile telehealth apps and ask your opinions about them. Some of those questions will be
about your expectations; there are no right or wrong answers; we really just want to learn about your opinions. Although some of the
information or scenarios in the survey will be hypothetical, please try to answer as closely as you can to what your response in real life
would have been.

[consent form]
[health app experience] A telehealth platform is a mobile app, website, or web app that helps you find, make and attend virtual or

in-person appointments with physical or mental health care providers. On average, how often do you use such telehealth platforms, for
making appointments or for other services? [In random order:]
- Accessing telehealth platforms from a desktop computer/laptop
- Using telehealth apps on a smartphone or tablet/iPad
[Grid of response options] 1 - Never, 2 - Less than once a year, 3 - Once or several times a year, 4 - Once or several times a month, 5 - Once or
several times a week, 6 - Once or several times a day

[telehealth apps]What telehealth platforms have you used in the past?
[telehealth provider] [If ’Never’ is not selected] How did you find the last telehealth app you used? 1 - I found it myself, 2 - My friend

recommended it, 3 - My insurance company or HMO recommended it, 4 - A healthcare provider/clinic/doctor (not an HMO) recommended
it, 5 - I don’t remember, 6 - Other (please specify)

[Participants are randomly assigned to either Independent or Provider condition]

Stage 1: App Description
[For Independent condition] Imagine that you are not feeling well and you decide to seek medical help. You don’t have a regular

healthcare provider, so you search for a service to help you find and book an appointment with a doctor. You find the app shown below. This
app is provided by an independent developer, not associated with any particular insurance, healthcare system, or medical provider.

[For Provider condition] Imagine that you are not feeling well and you decide to seek medical help. Your healthcare provider says that
you can find and book an appointment with a doctor using their app shown below.

Please read the app description below carefully, because the rest of the survey will be about it. Then answer the questions about this app.
(You won’t be able to advance to the next page before reading the information below, so please take your time to read it.)

[Screenshot of the app description.]
[Record time that participants spent on the app description screen. Set a timer that delays showing the ‘Next’ button by 90 seconds, to encourage

reading the full app description.]
[self-reported reading of the app description] How much of the information on the previous screen did you read? (Please answer

honestly; your answer won’t affect your compensation for the survey). 1 - I did not read any of it, 2 - I read only titles/headlines, 3 - I
skimmed it, 4 - I read most of it, 5 - I read all of it

[prior usage of the app] Have you used this app before? 1 - No, 2 - Yes, 3 - I don’t remember
[attention check question 1] When you answer this question, could you please select never as a response option? 1 - Never, 2 - Rarely,

4 - Sometimes, 5 - Often, 6 - Always
Initial evaluation
[likelihood to download the app] [If selected Yes for prior usage] How likely are you to use this app? ([If answered No or I don’t remember

for prior usage] How likely are you to download and use this app?) 1 - Very unlikely, 2 - Somewhat unlikely, 3 - Neutral, 4 - Somewhat likely,
5 - Very likely

[reason for not willing to use] [If Somewhat or Very Unlikely is selected] Why are you not likely to [piped: use/download and use] this
app?

[privacy perception] How well do you think this app protects user privacy? 1 - Very poorly, 2 - Somewhat poorly, 3 - Neither poorly,
nor well, 4 - Somewhat well, 5 - Very well

[desired changes in privacy] [If Somewhat well or Very well are NOT selected] What would need to change in the [app description (in
Stage 1) /additional information about the app (in Stage 2)] for you to think that the app protects user privacy well?

[expectations of data collection] In general, what information do you expect this app to collect about users? Choose ALL that apply.
[In random order] 1 - Financial information (credit card details, bank credentials, etc.), 2 - Medical and health information (current and past
health conditions, symptoms, diagnoses, lab results; prescriptions and medications; health monitoring data, such as heart rate, step count,
activity level; doctors’ session details and notes; physician name and specialty; medical record number), 3 - Contact information (name, email,
phone number, mailing address), 4 - Location (exact location, neighborhood, city), 5 - Demographics (age, date of birth, gender, ethnicity,
education, occupation, etc.), 6 - Personal identifiers (driver license, SSN, passport, etc.), 7 - Device information (device manufacturer, device
model, screen size, operating system, web browser, etc.), 8 - Device identifiers (IP address, serial number or IMEI/MEID, advertising ID, etc.),
9 - User activities and interactions (including buttons and links the user clicked, anything the user searched in the app, pages visited, time
spent on pages, etc.), 10 - Signup credentials (username, password, account number), 11 - Insurance information, 12 - Video recording of a
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session/appointment, 13 - Audio recording of a session/appointment, 14 - Physical attributes (height, weight, etc.), 15 - Information about
children, 16 - Other (please specify), 17 - All of the above [exclusive answer, not randomized], 18 - No data will be collected [exclusive answer,
not randomized]

[If selected ‘No data’, skip the questions about Recipients, Purposes, and Storage. Otherwise, ask the questions below.]
[expectations of data sharing/access] In general, who do you think will have access to the collected information? Choose ALL that

apply. [In random order] 1 - No one, other than the user themself [exclusive answer, not randomized], 2 - Doctors or care provider employees,
3 - Pharmacies that provide medications to the user, 4 - Parent company of the care provider, 5 - Insurance companies, 6 - Employees of
the company that developed the app, 7 - Parent company of the app developer, 8 - Government entities, 9 - Pharmaceutical companies
that do research and make medications, 10 - Third-party advertisers and trackers, 11 - Third-party analytics companies (that analyze app
performance), 12 - Third-parties outside of the US, 13 - Payment processing services (credit card companies, etc.), 14 - Informal caregivers
(e.g. friends, family), 15 - Other users of the app, 16 - The general public, 17 - Other (please specify) [not randomized option]

[expectations of data use] In general, for what purposes do you expect the recipients you selected in the previous question to use the
collected information? Choose ALL that apply. [In random order] 1 - For providing medical treatment (and other primary services related
to healthcare, e.g. scheduling and reminding about appointments, etc.), 2 - For payment purposes, 3 - For marketing and advertising, 4 -
For analytics, to support technical functionality of the app, understand how users interact with the app (what users click, search, etc.), or
to improve the app, 5 - To comply with legal obligations (e.g. regulations, government data requests, fulfill a law enforcement request or
court order), 6 - For executing a merger/acquisition with another company, 7 - For security protection (e.g. fraud detection and prevention,
protecting users’ data, etc.), 8 - For communication purposes (e.g. to contact users to resolve issues, respond to user queries, etc.), 9 - To sell
to or share it with other companies, 9 - Other (please specify) [not randomized option]

[expectations of data storage] In general, how long do you expect this app to store the data it collects? 1 - The data won’t be stored at
any point, 2 - Delete data immediately after the goal of use is achieved (e.g. after meeting with the doctor) or legal obligations are met, 3 -
Delete after a certain period of time (for example, 3 months, 1 year, etc.), 4 - Keep until user requests deletion of the data, 5 - Keep indefinitely,
6 - Other (please specify)

[ease of understanding] Based on the [app description (in Stage 1) / additional information about the app that (in Stage 2)] you read,
how confident are you that you understand the app’s data practices (what information the app collects, how it uses it, who has access to it,
how long it is stored)? 1 - Very low confidence, 2 - Medium-low confidence, 3 - Medium confidence, 4 - Medium-high confidence, 5 - Very
high confidence

[reason for low confidence in understanding - app description] [If Very or Medium-Low Confidence is selected] Please explain why
you do not feel confident you understand the app’s data practices, based on the [app description (in Stage 1) / additional information about
the app that (in Stage 2)] you read. Choose ALL that apply. [In random order] 1 - I didn’t find any information about data practices, 2 - Too
much terminology/jargon, 3 - Unclear/vague wording, 4 - Description was too long to read in detail or absorb, 5 - Information about data
practices was incomplete, 6 - Other (please specify)

[expectations of recipients’ compliance] Now think of the recipients that you assumed earlier would have access to your information
collected by the app. Do you think these recipients are required by law to comply with any of the following privacy regulations? Choose
ALL that apply. [In random order] 1 - General Data Protection Regulation (GDPR), 2 - Health Insurance Portability and Accountability Act
(HIPAA), 3 - FTC’s Health Breach Notification Rule, 4 - Children’s Online Privacy Protection Act (COPPA), 5 - Federal Trade Commission
Act (FTC Act), 6 - Other (please specify) [not randomized], 7 - All of those regulations [exclusive answer, not randomized], 8 - None of those
regulations [exclusive answer, not randomized]

Stage 2: Data Safety section
Now, imagine that you noticed additional information about this app. Please read this information below carefully. Then answer the questions
about it. (You won’t be able to advance to the next page before reading the information below, so please take your time to read it.)

[Screenshot of the Data Safety section.]
[Record time that participants spent on the screen. Set a timer that delays showing the ‘Next’ button by 90 seconds.]
[self-reported reading of the data safety sections] How much of the information on the previous screen did you read? (Please answer

honestly; your answer won’t affect your compensation for the survey). 1 - I did not read any of it, 2 - I read only titles/headlines, 3 - I
skimmed it, 4 - I read most of it, 5 - I read all of it

Now that you have had a chance to read additional information, we will ask your opinions about the app again. Although some of your
opinions may have changed, we don’t necessarily expect that to happen, so please don’t feel like they need to be different.

Final evaluation [Repeat the Initial Evaluation questions but with the wording for Stage 2]
[self-reported change in the likelihood to download the app] How likely are you to [download / download and use] this app now,

after reading more information about it? [In random order] 1 - More likely than before, 2 - Less likely than before, 3 - Same as before
[reasons for changed willingness to download] [If final likelihood to download is different from the initial] What influenced your

willingness to download or use the app? Choose ALL that apply. [In random order] 1 - I better understood the app’s functionalities, 2 - I
better understood the app’s data practices, 3 - I better understood the app’s data protection level, 4 - I better understood the app’s quality, 5 -
Other (please explain)
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[final privacy perception] How well do you think this app protects user privacy now, after learning more about the app? [In random
order] 1 - Better than I thought before, 2 - Worse than I thought before, 3 - Same as I thought before

[reasons for changed privacy perceptions] [If final privacy perception is different from the initial] What influenced your perception of
how well the app protects user privacy?

Exit survey
[attention check question 2] After reading the description of this question, could you please choose sometimes as your answer? 1 -

Never, 2 - Rarely, 3 - Sometimes, 4 - Often, 5 - Always
Now let’s talk about telehealth apps in general (not about the specific apps we just asked you about).
[privacy perceptions of insurance-provided vs independent apps] Which type of telehealth app do you think is more likely to

do a better job of protecting users’ privacy? 1- An app provided by an insurance company or healthcare system/provider is more likely
to protect privacy better, 2 - An app from an independent developer/service (not associated with any insurance company or healthcare
system/provider) is more likely to protect privacy better, 3 - Both are equally likely to protect privacy to about the same degree

[insurance] Do you have medical insurance? 1 - I have a PPO, POS, or a similar plan (you choose from a wide variety of doctors), 2 - I
have an HMO plan (you choose among doctors that are part of a specific healthcare system), 3 - Other insurance plan (please specify), 4 - I
don’t have any insurance, 5 - I don’t know

[requirement for HIPAA compliance] In general, are there any circumstances where you think data collected by telehealth apps is
NOT protected by the Health Insurance Portability and Accountability Act (HIPAA)? 1 - Definitely no, 2 - Likely no, 3 - I don’t know, 4 -
Likely yes, 5 - Definitely yes

[circumstances for no HIPAA protection] [If Likely or Definitely yes] In your opinion, under what circumstances will the data collected
by telehealth apps NOT be protected by HIPAA?

[mobile OS]What is the operating system on your personal smartphone? 1 - Android, 2 - iOS (on iPhone), 3 - Other (please specify), 4 - I
don’t know

[tech experience] Do you have education or work experience in any of the information technology fields (such as Computer Science,
Software Engineering, App Development, etc.)? 1 - Yes, 2 - No

[smartphone experience] What best describes your level of technical experience with smartphones? 1 (Novice user) – I rarely use my
smartphone for anything other than calling and texting, 2 (Regular user) – I occasionally use a few different apps on my smartphone, 3 (Power
user) – I often use a lot of different apps on my smartphone, 4 (Expert user) – I understand the technical details of how my smartphone
works and can create apps myself

[privacy attitudes] [IUIPC validated scale[64]. In random order.]
[experience with prior privacy/security violations] Have you ever experienced an information privacy or security violation/incident?

1 - No, 2 - Yes
[timing of violation] [If Yes is selected] When did you experience an information privacy or security violation/incident? 1 - Less than a

month ago, 2 - 1-6 months ago 3 - 6-12 months ago, 4 - More than a year ago
[description of violation] [If Yes is selected] Please briefly describe the privacy or security violation/incident you experienced.
[experience with prior privacy violations in medical privacy space] Have you ever experienced a medical information privacy or

security violation/incident? 1 - No, 2 - Yes
[timing of medical violation] [If Yes is selected] When did you experience a medical information privacy or security violation/incident?

1 - Less than a month ago, 2 - 1-6 months ago, 3 - 6-12 months ago, 4 - More than a year ago
[description of medical violation] Please briefly describe the medical privacy or security violation/incident you experienced.
[comments (optional)] Do you have any comments about the study?
[goodbye screen]

F Survey 2
[The full survey instrument, including questions that were not relevant for the analysis, can be found in supplementary materials at https:
//bit.ly/42LcW3J.]

Welcome to the survey about mobile health apps (also often called telehealth apps) that help people connect with doctors. In this survey
we will show you information about different mobile telehealth apps and ask your opinions about them. Some of those questions will be
about your expectations; there are no right or wrong answers; we really just want to learn about your opinions.

Although some of the information or scenarios in the survey will be hypothetical, please try to answer as closely as you can to what your
response in real life would have been.

[consent form]
[health app experience] A telehealth platform is a mobile app, website, or web app that helps you find, make and attend virtual or

in-person appointments with physical or mental health care providers. On average, how often do you use such telehealth platforms, for
making appointments or for other services? [In random order:]
- Accessing telehealth platforms from a desktop computer/laptop
- Using telehealth apps on a smartphone or tablet/iPad
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[Grid of response options] 1 - Never, 2 - Less than once a year, 3 - Once or several times a year, 4 - Once or several times a month, 5 - Once or
several times a week, 6 - Once or several times a day

[telehealth apps]What telehealth platforms have you used in the past?
[attention check question 1] When you answer this question, could you please select never as a response option? 1 - Never, 2 - Rarely,

4 - Sometimes, 5 - Often, 6 - Always
[privacy policy update communication] In general, do you expect telehealth apps to communicate to users about updates to their

privacy policies in the future? 1 - No, I expect to check for updates myself, 2 - Yes, I expect the app to communicate the changes but not to
require me to consent to the changes, 3 - Yes, I expect the app to communicate the changes and to require me to consent to the changes, 4 -
Other (please provide details)

Next, we will ask you some questions about what privacy regulations currently say about telehealth apps. It is ok if you are not sure
about your answers, we just want to know about your expectations.

For the purpose of the questions on this page, let us clarify that we define personally-identifiable health information as health or medical
information that is stored alongside the information that can identify you.

[current regulatory protection] According to your understanding of health privacy regulations, if a telehealth app wants to share your
personally-identifiable health information with another entity/organization for the following purposes, what is the app required to do?

[Grid, with Action (as columns):] 1 - Obtain additional explicit permission from you before sharing, 2 - Require that entity/organization to
agree they will ONLY use the data for this purpose, 3 - Both obtain additional explicit permission from you and require that entity/organization
to agree they will ONLY use the data for this purpose, 4 - They are not allowed to share with any other entity/organization at all, 5 - They
are not required to do anything when they share
[Purposes (as rows) in randomized order, as in Survey 1]

[attention check question 2] After reading the description of this question, could you please choose sometimes as your answer? 1 -
Never, 2 - Rarely, 3 - Sometimes, 4 - Often, 5 -Always

Now, instead of focusing on the current regulation, we will ask you some questions about what privacy regulations should be protecting
(regardless of whether you think they already do that or not). It is ok if you are not sure about your answers, we just want to know your
opinions.

[desired restrictions] How would you prefer privacy regulations to restrict the sharing of data collected by telehealth apps? Choose
ALL that apply. 1 - Require the app to obtain additional explicit user permission before sharing, 2 - Require the receiving entity/organization
third party to agree they will ONLY use the data for specified purposes, 3 - Prevent the telehealth apps from sharing the data [exclusive
answer], 4 - Other (your answer), 5 - They should not be required to do anything when they share [exclusive answer]
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