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Abstract
The privacy properties of Tor Browser and the privacy sensitivity
of its user base preclude the collection of traditional telemetry and
analytics to understand the problems users face. To address the
lack of telemetry and analytics, we developed ReporTor, a plugin
to facilitate anonymous, voluntary reporting of problems during
naturalistic browsing via Tor Browser. We confirmed the utility and
effectiveness of ReporTor by reporting the problems we encoun-
tered during a month of naturalistic web browsing via Tor Browser.
Reports submitted via ReporTor enabled nuanced, in-depth analysis
of the causes underlying the reported problems. Integrating Repor-
Tor into Tor Browser can leverage its anonymous user-driven issue
reporting to surface the challenges users encounter when visiting
websites with Tor Browser. Analyzing and addressing the reports
can enhance the user experience of Tor Browser for everyday web
browsing.
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1 Introduction
Tor Browser [75] is an essential privacy-protecting tool that allows
users to browse online resources with a level of anonymity far
greater than that possible with other browsers. Each day, millions
across the globe use Tor Browser to protect their privacy, ensure
online safety, and assert civil liberties when engaging in online
activities. Tor Browser is considered indispensable by many indi-
viduals from various vulnerable populations, such as civil rights
activists, journalists, whistleblowers, etc. As online tracking—for
advertising, surveillance, or otherwise [26, 58]—becomes increas-
ingly challenging to counter [57], greater adoption of Tor Browser
as a privacy-protective mechanism is important for everyone.
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The level of anonymity Tor Browser can provide inherently
increases with the number of users [20]. As a result, the utility
and protection that Tor Browser can offer can be enhanced by
mainstream adoption. However, users of Tor Browser tend to face
challenges that are not typically encountered when using other
browsers. For instance, the mechanisms of Tor Browser that guard
against privacy-invasive features of websites make many websites
practically unusable. Moreover, Internet infrastructure services,
such as firewalls or Content Delivery Networks (CDNs), often flag
users of Tor Browser as potentially malicious [40]. Such issues
specific to Tor Browser create a subpar user experience compared to
alternate browsers in which users do not face these obstacles, albeit
at the cost of compromised privacy [30]. Uncovering and fixing the
user experience challenges faced while using Tor Browser would
not just benefit the users who experience these problems, but could
also help promote greater adoption of Tor Browser by others, thus
enhancing anonymity for the entire user base [20].

Many user experience problems in web browsers can be iden-
tified and mitigated by analyzing telemetry and analytics of user
activities. Most web browsers automatically collect telemetry (un-
less users opt out). However, the privacy properties and privacy-
sensitive user base of Tor Browser preclude automated collection
of traditional telemetry and analytics. The unavailability of teleme-
try and analytics makes it challenging to detect and address the
problems users of Tor Browser encounter.

Reporting problems regarding Tor Browser requires users to use
one or more burdensome external tools, such as GitLab, Tor support
forum, Tor mailing list, Internet Relay Chat (IRC), Signal, Telegram,
etc. There are no first-party or third-party tools to collect and
process user reports about Tor Browser without significant manual
effort from the users and Tor Project. Researchers have proposed
crowdsourcing as a means to address these shortcomings of Tor
Browser [30]. To enable that approach, we designed, implemented,
and evaluated a Tor Browser plugin called ReporTor1 to gather
anonymous, voluntary structured user-driven reports on issues
experienced when browsing via Tor Browser. ReporTor aims to
address the current lack of telemetry, analytics, and contextual user
feedback regarding the user experience of accessing websites using
Tor Browser.

1 The source code of ReporTor is available at: https://doi.org//10.7278/S5d-f8b6-satb.
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We evaluated the utility and effectiveness of ReporTor through
the following research questions:

• RQ1: Can an anonymous user-driven issue-reporting mech-
anism facilitate the collection of useful data from motivated
users about the problems they face during everyday online
browsing via Tor Browser?

• RQ2: Can issue reports from motivated users of Tor Browser
enable a deeper understanding of the underlying causes of
the problems encountered?

We addressed these research questions by evaluating the use of
ReporTor during naturalistic web browsing via Tor Browser. Since
users of Tor Browser tend to be highly privacy-sensitive, they are
hesitant to respond to solicitations for research studies and can de-
mand stringent conditions for participation [31]. Reporting visited
websites to untrusted parties, such as researchers, raises additional
privacy concerns, thus making it challenging to recruit privacy-
conscious users of Tor Browser. Moreover, because of current user
experience challenges, most individuals—regardless of whether they
use Tor Browser—likely deem it prohibitively burdensome to use it
as the primary means of web browsing over a long period. Since
these challenges make it infeasible to collect meaningful real-world
data from external participants, we evaluated ReporTor with an
autobiographical approach in which we (i.e., the five authors of
the paper) used it ourselves during a month of naturalistic web
browsing with Tor Browser. The evaluation involved three types
of data: anonymous issue reports submitted via ReporTor, online
questionnaires completed at the end of the day, and semi-structured
interviews at the end of the study.

We found that ReporTor effectively facilitates continuous anony-
mous collection and reproduction of issues users face during every-
day web browsing. ReporTor issue reports gather information on
problems at the time they are encountered. Responses to the daily
questionnaires and post-study interviews helped identify improve-
ments to enhance ReporTor to seek additional pertinent input.

Our work makes the following contributions:

• We provide ReporTor, an open-source Tor Browser plugin
that enables users to submit anonymous reports of issues as
they arise during naturalistic web browsing.

• We demonstrate that ReporTor can enable motivated users of
Tor Browser to file structured issue reports during everyday
web browsing.

• We show that domain experts can analyze issue reports sub-
mitted through ReporTor to identify their likely causes.

• We identify future improvements to ReporTor based on the
insight from our data.

Our findings make the case for the inclusion of ReporTor within
Tor Browser to support the efforts to make Tor Browser suitable
for everyday browsing for a diversity of users.

In the sections that follow, we first describe the Tor ecosystem
and situate our work in the literature on Tor, with a focus on its
use and user experience. We then present the design of ReporTor to
collect anonymous structured issue reports from users. We proceed
to report the insight gained by analyzing the data and apply it to
offer recommendations to enhance ReporTor. We conclude with a
call for integrating ReporTor within Tor Browser.

2 Background
While most web traffic is encrypted to protect the content from
eavesdropping during transmission, it is still possible for various
parties to use the metadata about the traffic to identify who is com-
municating with whom. Moreover, the destination websites have
access to the transmitted content in decrypted form and know the
Internet Protocol (IP) address from which the access originates. The
Tor network is designed to anonymize web traffic to prevent eaves-
droppers from identifying users and to keep destination websites
from knowing the IP addresses of end-user devices. We summa-
rize how the Tor network enables anonymous communication to
provide the background necessary to contextualize our research
findings and contribution.

2.1 The Tor Network
Tor [21] is an overlay network that provides anonymity by routing
network traffic through multiple hops using a variant of onion
routing [32] to protect the information going over the network and
to hide who is communicating with whom. At the end of the multi-
ple hops, the traffic is directed to the requested Internet resource
by exiting the Tor network via an exit node. To the resource, the
request appears to originate from the exit node, thus shielding the
identity of the end user making the request. The multiple hops
protect the user’s identity from the exit node as well. The list of
all active Tor nodes and a marker of whether they are exit nodes
is made publicly available to enable clients to connect to the Tor
network. The design of the Tor network permits an exit node to be
owned and operated by anyone, including malicious actors, without
impacting the operational integrity and trustworthiness as long as
a certain fraction of nodes is non-malicious [21].

The Tor network is a “low latency anonymity system” [50] in
which users avoid deanonymization attacks, such as most classes
of traffic analysis, by blending in with a large number of others,
called an anonymity set. In such anonymity systems, the amount of
achievable anonymity for any participating individual is positively
correlated with the total number of users. An increase in the number
of users increases the amount of noise in the network, thus making
it harder to single out patterns that could identify individuals [20].

Like any network, the Tor network can transmit legal and il-
legal content. Many companies have reported a high number of
cyberattacks arriving by the way of the Tor network [9]. For this
reason, many organizations block traffic from some or all Tor exit
nodes [40]. Similarly, online content providers, such as websites and
apps, typically employ security mechanisms to flag potentially ma-
licious network accesses [78]. For instance, sources of suspicious
traffic get flagged by CDNs, such as CloudFlare [12], or similar
services. Unlike other networks, it is challenging to differentiate
between legitimate and malicious traffic on the Tor network be-
cause diverse traffic from multiple sources is lumped together at
the exit nodes. As a result, if even a single actor associated with
an exit node gets flagged as malicious, it can negatively impact all
others whose traffic passes through that exit node.

All traffic in the Tor network destined for the general Internet
must pass through one of the designated exit nodes. The Tor net-
work additionally includes onion services that can be accessed only
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via the Tor network using .onion addresses [84]. When users con-
nect to onion services, the traffic is contained entirely within the
Tor network without needing an exit node. The Tor network can
anonymize any Transmission Control Protocol (TCP) based applica-
tion, such as instant messaging, IRC, Secure Shell (SSH), and more.
However, the most common use of the Tor network is for browsing
the web [45].

2.2 Tor Browser
Tor Browser [75] is a privacy-enhancing fork of the Firefox browser.
Unlike a regular web browser, Tor Browser provides anonymity by
interacting with the Tor network rather than directly connecting
to Internet addresses. Therefore, access to Internet resources via
Tor Browser is often impacted by blocks on traffic originating from
the Tor network. Such blocks cause legitimate users of Tor Browser
to be treated differently compared to those who access the same
resources via non-anonymous browsers [40].

To anonymize traffic by countering potential browser finger-
printing [37] at the application layer, Tor Browser implements
several privacy-enhancing measures, such as providing a uniform
User-agent string that specifies the browser version, returning less
granular responses to time queries from servers, etc. [53]. Settings
in Tor Browser can prevent websites from leveraging potentially
privacy-compromising mechanisms, including but not limited to
loading JavaScript over unencrypted (i.e., HyperText Transfer Pro-
tocol [HTTP]) connections.

3 Related Work
A majority of research on Tor is not directly relevant to the user
experience because it is focused on the underlying technical aspects
and deficiencies of the Tor network [4, 15, 27, 47, 85] or on Tor net-
work measurements [11, 17, 45, 64, 67, 71]. In contrast, our work
facilitates anonymous reporting and analysis of the issues affect-
ing the user experience while browsing websites via Tor Browser.
Therefore, we situate our work in the literature involving users,
use cases, and the user experience/usability of Tor Browser and the
Tor network. In addition, we summarize the research relevant to
the functionality of ReporTor and the autobiographical method we
used to evaluate it.

3.1 Tor Users and Uses
The privacy and anonymity characteristics of Tor make it challeng-
ing to obtain information about its users [53]. As an alternative,
researchers have examined Tor network traffic to understand how
people use such anonymity systems [62, 65, 66]. For instance, Son-
ntag and Mayrhofer [67] found that 46% of Tor network traffic was
for the web and 51% for BitTorrent, with other types of traffic mak-
ing up less than 2% each. Gallagher et al. [31] interviewed Tor users
and noted that experts and non-experts interact with Tor differently.
Similarly, through semi-structured interviews and an online sur-
vey, Winter et al. [84] found that users have an incomplete mental
model of Tor onion services, find it difficult to track them, and face
challenges authenticating their legitimacy. For example, Fassl et al.
[29] found that some non-experts believe the security folklore that
they can protect themselves from the Tor network or increase their
general security by accessing the Tor network over a Virtual Private

Network (VPN). A few studies have compared the practices of Tor
users with those of the general public. For instance, Mani et al. [45]
collected data from several Tor network relay nodes under their
control and found that Tor and non-Tor users visit similar websites.

The studies mentioned above provide initial insight into the
motivations and practices of Tor users. However, the studies rely
on decontextualized network measurements or user self-reports,
both of which lack the detail necessary for a nuanced understanding
of the challenges users face when using Tor Browser, especially for
everyday tasks. ReporTor addresses this gap by enabling users of
Tor Browser to submit anonymous reports on issues they encounter
during naturalistic web browsing.

3.2 Tor User Experience
Using the Technology Acceptance Model (TAM), Harborth et al.[34,
35] found that usability can be a barrier to adopting Tor Browser.
Even though improving the user experience can help increase their
user bases and, in turn, the achievable anonymity, research on the
user experience of low-latency anonymity systems, including Tor,
is limited [20].

There is some research on improving the user experience of
browsing over the Tor network and boosting the awareness and
adoption of Tor Browser. Victors et al. [80] proposed a privacy-
respecting system to make it easier for Tor users to find onion
services. More recently, Story et al. [70] investigated informational
and planning nudges to increase the use of Tor Browser. However,
the efforts mentioned above focused on specific features (e.g., onion
services [80]) or techniques (e.g., nudges [69]), rather than covering
Tor Browser user experience as a whole as we do in our work.

Our work builds on Gallagher et al.’s [30] research on natu-
ralistic use of Tor Browser in which non-expert undergraduates
used Tor Browser by default for a week, reporting issues when-
ever they switched to another browser. Gallagher et al. [30] found
that broken website functionality and network latency were the
most common reasons for switching to another browser. While
our research similarly used naturalistic web browsing with Tor
Browser, our approach differs from that of Gallagher et al. [30] in
several ways: (i) we addressed the limitations of the data collection
approach of Gallagher et al. [30] by designing and deploying Repor-
Tor as a browser plugin, rather than relying on browser switches as
proxies for problems; (ii) we collected more relevant, detailed, and
structured information on issues at the time they were encountered;
(iii) we covered naturalistic web browsing over a period more than
four times longer, facilitating the submission of more reports per
user and more detailed analyses of the reported issues; and (iv) we
gathered reports from domain experts who could provide more
detailed and nuanced input because of their inherent interest in im-
proving Tor Browser, akin to motivated users of Tor Browser. These
differences enabled us to demonstrate the utility of ReporTor for
facilitating anonymous, voluntary user-driven reporting of issues
encountered during naturalistic web browsing via Tor Browser. In
addition, our analyses of the reported issues confirm, complement,
and extend the insight provided by Gallagher et al. [30] regarding
the user experience of Tor Browser.

395



Proceedings on Privacy Enhancing Technologies 2026(1) Micallef et al.

3.3 Reporting User Experience Issues
In Human-Computer Interaction (HCI) research, issue reports are
commonly leveraged to uncover problems related to the user expe-
rience. User reporting of issues is an effective means of identifying
real-world usability challenges [5, 7, 41, 55, 60, 82, 83]. Petrie and
Power [55] examined differences between user-reported and expert-
identified problems across interactive websites and found that user
reports often capture real-world issues not included in expert eval-
uations.

Beyond website usability, Winckler et al. [82, 83] developed inci-
dent reporting systems that enable end users to report problems
they encounter in their work activities to relevant authorities. Simi-
larly, Kopackova et al. [41] developed a tool to encourage residents
to improve their neighborhoods by reporting problems with the
public infrastructure. ReporTor can similarly facilitate the discov-
ery of problems by enabling motivated users to submit anonymous
reports on issues encountered while using Tor Browser.

As a testimony to the need, importance, and utility of privacy-
preserving telemetry, a recent project from the Internet Security
Research Group, Divvi Up [22], seeks to collect telemetry data from
the crowd in a private way by using the privacy-preserving ag-
gregation protocol, Prio [14]. Prio employs multiple non-colluding
servers to compute aggregate statistics over encrypted user reports.
While useful, relying only on aggregated statistics from automati-
cally gathered telemetry is insufficient to pinpoint the root causes
of reported issues, as is possible with the data reported manually
by end users. ReporTor can complement tools such as Divvi Up
by providing a privacy-preserving mechanism for end users of Tor
Browser to provide richer data about the issues they encounter as
they browse.

3.4 Autobiographical Research Approaches
We evaluated the utility and effectiveness of ReporTor with an
autobiographical approach. In autobiographical research, the re-
searcher engages with the research topic from the perspective of
the self [19, 79]. Such research can be carried out using a variety
of methods, such as autoethnography [3, 24, 39], personal narra-
tives [42, 56], autobiographical accounts [10, 48], microphenomenol-
ogy [54, 56], etc. Autobiographical methods enable researchers to
gain understanding from first-hand experience, which can facilitate
richer analysis and lead to deeper insight [44, 51, 52]. Autobio-
graphical experiences can produce authentic, vivid descriptions
that add depth, context, and nuance [6]. Moreover, autobiograph-
ical approaches can uncover unique experiences often missed by
other methods.

However, the personal connection of the researcher to the topic
under investigation may introduce subjectivity and bias in data col-
lection and interpretation [79]. For instance, the researcher being
deeply involved in the research might present ethical challenges re-
garding objectivity and confidentiality [23, 25, 46]. Further, the
generalizability of the findings from autobiographical research
might not be readily verifiable because of the inherently small
sample size [44]. Despite the above limitations, autobiographical
approaches can be valuable in many situations, especially when
combined with other methods to generate a more comprehensive
understanding [6].

In research on usable privacy and security, autobiographical
methods can provide a first-person perspective that traditional ap-
proaches typically exclude. For example, an autoethnographic study
in which the researcher kept a five-month diary uncovered that
even security experts found it challenging to perform authentica-
tion ceremonies in secure messaging apps because of issues such as
cognitive load, social awkwardness, and forgetfulness [28]. Several
studies on smart home devices have relied on autobiographical
approaches and surfaced insight related to privacy and security
issues. For instance, an autoethnographic diary, combined with
reflexive analysis to investigate the challenges with smart home
cybersecurity, highlighted that autobiographical methods provide a
space for experts to reflect on their own experiences to understand
what knowledge and actions might be reasonable to expect from
end users [77]. Similarly, researchers have leveraged autoethnog-
raphy to provide longitudinal insight into the process of learning
to live with smart home technologies and their privacy implica-
tions for everyday domestic practices and routines [1]. Hine [38]
incorporated autoethnographic elements in a reflexive ethnogra-
phy that highlighted the ‘dataveillance’ capacities of smart home
technologies and underscored the need to capture user perspectives
on privacy. In that vein, an autoethnographic study of the Amazon
Echo smart speaker pointed to significant privacy concerns related
to continuous audio data collection [49].

The above research efforts demonstrate the utility of autobio-
graphical methods to investigate privacy and security issues ex-
perienced by end users in real-world contexts. Inspired by these
efforts, we leveraged our own browsing experiences to evaluate the
utility and effectiveness of ReporTor. To ensure rigor and minimize
the methodological shortcomings of autobiographical approaches
mentioned above, we collected the independent experiences of five
researchers (instead of a single person, as is typically the case in
autobiographical approaches). Moreover, we gathered three types
of data to capture relevant contextual detail and triangulate insight
across data sources. Our approach is similar to the industry practice
of ‘dogfooding’ [36] in which organizations first deploy and evalu-
ate their products internally with real-world naturalistic use by their
employees, including those who developed the products [16, 72].

4 ReporTor Plugin
The design of ReporTor1 had two primary goals: (i) collecting in-
formation that could provide insight into the issue being reported,
and (ii) providing an interface that integrates with Tor Browser.
Importantly, we needed to ensure that we achieved the above goals
while maintaining the privacy of those reporting information via
ReporTor.

We took initial design inspiration from the data collection in-
strument Gallagher et al. [30] used to collect issue reports from
the participants in their study. However, instead of using a Python
script to ask questions whenever a user switches away from Tor
Browser as Gallagher et al. [30] did, we packaged ReporTor as
a browser plugin to integrate the reporting mechanism within
Tor Browser. Because ReporTor is a plugin embedded within Tor
Browser, users can invoke it to report an issue at any time. Thus,
ReporTor enables users to submit information at the time an issue
is encountered, regardless of whether the problem caused the user
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Figure 1: A screenshot of the ReporTor plugin for anony-
mously reporting issues encountered when browsing with
Tor Browser.

to change browsers, consult a different online resource, or respond
in another way. Apart from being in the plugin format that can be
accessed quickly by pressing a button, ReporTor reduces the report-
ing burden by automating the input of some data (e.g., the Uniform
Resource Locator [URL] of the current website) for inclusion in the
report.

Packaging the reporting mechanism as a browser plugin intro-
duced unique User Interface (UI) challenges, such as fitting the UI
within the maximum permitted size for a plugin window. It was
necessary to consider such constraints early in the design. We used
an iterative design approach, starting with the problems identified
by Gallagher et al. [30] to create a set of initial reporting choices to
solicit information on an issue: (i) Resource is blocked or inaccessi-
ble; (ii) Some content appears broken; (iii) All page content appears
broken; (iv) Excessive or impossible CAPTCHAs; (v) Server displays
error messages; and (vi) Other. Next, we used non-functional UI
mockups to seek feedback from a diverse set of undergraduates,
graduate students, and postdoctoral scholars from the research
group of the last author without requiring them to install and use
ReporTor. Those providing feedback had expertise in cybersecurity
and/or HCI, but were unconnected to the research on the design
and development of ReporTor.

We revised the initial questions and answer options based on
the feedback on the UI mockups and continued the iterative design
approach by having three authors pilot ReporTor by using it for a
week. The pilot confirmed the operational robustness of the plugin
and the database used to collect the reports. Based on our experi-
ences during the pilot, we made a few additional refinements to the
ReporTor UI and to the common issues listed as answer options.
For example, we decided to provide the ‘Unusual traffic detected
from your network’ message as a separate option even though it is
a subset of the broader category ‘Resource is inaccessible’ because
the pilot revealed that the Google-specific error message [33] was

encountered relatively frequently. Figure 1 shows the revised list
of options.

The security protections of Tor Browser prevented us from au-
tomatically capturing the exit node or copying its IP address from
the interface that displays the current circuit. Moreover, the circuit
information that shows the IP address of the exit node cannot be
kept visible while entering information in ReporTor, and the user
cannot select and copy information from the circuit display. There-
fore, the user must first memorize or jot down the IP address of
the exit node to enter it in the report. The pilot revealed that the
excessive cognitive burden and effort of typing the IP address of the
exit node led to annoyance and caused inadvertent errors because
of typos. To alleviate the burden, we implemented an auto-complete
feature by periodically retrieving the publicly posted list of Tor exit
nodes. We used the list to enable the selection of the exit node from
a drop-down while typing the full IP address and to narrow the
available choices as the user typed. Figure 1 shows a screenshot of
the ReporTor UI after the above refinements.

Thosewho encounter issues accessing awebsitewith Tor Browser
can click the ReporTor icon in the toolbar, provide the requested
information, and submit the report. As shown in Figure 1, Repor-
Tor automatically captures the URL of the website in the currently
active tab, but strips off query parameters, if any, for privacy protec-
tion. Users can report issues by choosing one or more of the most
common problems listed. ReporTor includes an ‘Other’ option that
enables users to report additional problems. Users can optionally
use a text box to add open-ended detail, such as contextual infor-
mation that could help explain and diagnose the issue. The report
additionally asks users to specify the exit node of the Tor circuit
used to access the website and the current Tor Browser security
level [74] since either could be relevant to diagnosing the issue
being reported. Users need to enter the exit node and security level
manually because ReporTor does not have access to request the
dynamically chosen exit node for a circuit directly from the Tor
control port or to read the browser configuration to obtain the
current security level.

The ‘Send Report’ button transmits the information over the Tor
network and saves it in a password-protected database hosted as
a Tor onion service. The operational setup ensures that all data
remains within the encrypted Tor network, thus being shielded
from cyberattacks against Tor that are based on monitoring traffic
that leaves Tor exit nodes. To enable cross-checking the times of
publicly knownwebsite outages, the server onwhich the database is
hosted adds a timestamp when saving each report to the database.

5 Evaluation of ReporTor
We addressed the research questions listed in Section 1 with a func-
tional, real-world deployment of ReporTor that involved multiple
types of data collection (see Figure 2). Specifically, all five authors
(see Section 5.4 for author backgrounds) set Tor Browser as their
default browser on their primary computers (i.e., the computer used
the majority of the time for work and personal tasks) and used it
as such for the entire month of November 2022. We strove not to
use another browser during this period unless unavoidable (e.g.,
because a required resource was inaccessible via Tor Browser). Dur-
ing the month of web browsing with Tor Browser as the default, we
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Figure 2: The figure shows the organization of the study pro-
cedures used to collect data using three methods: reporting
issues, completing a daily questionnaire, and responding to
a post-study interview. Whenever we encountered an issue,
we submitted a report regarding the problem. The report
was transmitted over the Tor network and stored in a data-
base hosted as an onion service. Additionally, we completed
a questionnaire each day of the study and participated in a
post-study interview.

used ReporTor for anonymously reporting the issues we encoun-
tered as we engaged in routine browsing just as we would have
naturalistically with any other browser. In addition, we completed
short daily questionnaires reflecting on the use of ReporTor. After
the monthlong data collection, the second author interviewed the
other four authors using a semi-structured interview protocol.

5.1 Method Selection
Since ReporTor is targeted at users motivated to report issues, we
needed to recruit current users of Tor Browser because non-users
cannot be expected to be sufficiently motivated and experienced to
submit reliable issue reports. Because of their heightened desires
for privacy, Tor Browser users tend to be reluctant to participate
in research studies, especially in those such as ours that require
reporting information about their browsing destinations to other
parties. In a prior study, we found it challenging to recruit a modest
sample of 17 Tor users for an hourlong interview [31]. Requiring
consistent engagement with ReporTor over an extended period
amplifies the recruitment challenges and raises the potential for
introducing bias because of attrition over time, making it practically
infeasible to employ standard evaluation approaches. To overcome
the recruitment and retention challenges, we leveraged the set
of five authors as a reasonable proxy for motivated users of Tor
Browser.

Since we were interested in evaluating the utility of ReporTor in
real-world contexts, we avoided decontextualized approaches, such
as a cognitive walkthrough that follows a structured protocol with
predetermined tasks [68, 81]. While helpful in evaluating the usabil-
ity of the UI, such approaches are unsuitable for our objective of
understanding how ReporTor can facilitate in context reporting and

analysis of issues encountered during naturalistic web browsing
via Tor Browser. Therefore, we used an autobiographical approach
aligned with established HCI research methods and industry dog-
fooding practices (see Section 3.4).

The autobiographical approach enabled us to overcome recruit-
ment and retention challenges unique to our research and obtain
rich, authentic data from motivated users of Tor Browser without
compromising the validity of the results. By combining the contex-
tual reports with daily questionnaires and post-study interviews,
we captured experiences of using ReporTor at a level of detail that
would have been challenging to obtain through conventional user
studies with users of Tor Browser or role-playing exercises with
experts or non-experts. We leveraged the diversity in our team’s
ages, genders, education levels, and expertise (see Section 5.4 below)
to address the limitations of the autobiographical approach and
strengthen our insight. As Tor Browser was not our default browser
before the study, we approached the encountered issues without
preconceived workarounds, ensuring authentic engagement with
the problems as they arose.

5.2 Data Collection
To evaluate ReporTor and ensure that it facilitated the collection of
useful reports, we gathered reports on the issues the five authors
faced during naturalistic web browsing via Tor Browser. In addition,
we leveraged the daily questionnaires and post-study interviews
to verify that the collected issue reports were understood correctly
and to identify how ReporTor could be improved.

5.2.1 In-situ Issue Reports. During the entire month of the study,
the authors used ReporTor (see Figure 1) to report the issues they
encountered during normal web browsing carried out with Tor
Browser. Across all authors, we obtained 119 reports over themonth.
Since the reports are anonymous, we cannot associate a specific
author with a given report. To evaluate that ReporTor facilitates
reporting with sufficient information to identify the root cause(s)
of the reported issue, the second author manually attempted to
replicate each reported issue (see Section 5.5).

5.2.2 Daily Questionnaires. During the pilot, we observed that
the issue reports sometimes could not capture all information con-
nected to the user experience. For example, it is sometimes possible
to access an inaccessible website by obtaining a new exit node by
refreshing the Tor circuit. If it required several circuit refreshes to
gain access, the intermediate refreshes were typically not captured
in the collected reports because it was too cumbersome to report
the same issue in quick succession with different exit nodes. In
addition, the pilot revealed that some user experience issues were
not connected to a single instance, but cumulative. For example, the
unpredictability in accessing desired websites could build frustra-
tion and apprehension that cannot be captured in individual issue
reports because it accumulates over many such experiences. We
included daily questionnaires in the evaluation protocol to capture
such aspects on an ongoing basis in a timely manner and identify
how ReporTor could be improved to collect such information. Each
daily questionnaire included the following questions:
• When you encountered issues using Tor Browser, which of the
following solutions did you attempt? (None; Switching browsers;
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Refreshing the circuit; Changing the browser security level; Load-
ing alternative versions of the website [e.g., from the Internet
archive]; and Other. Please specify:)

• What problems or frustrations did you encounter when using
Tor Browser today that were not captured in the reports you
submitted via ReporTor?

• What did you notice about your browsing experience with Tor
Browser today that you appreciated or liked?

During the study period, each author received a daily email with a
link to that day’s questionnaire. The email was sent automatically
each day at a time each author specified at the beginning of the
study. Since questionnaire responses were anonymous, we assigned
each author a unique identifier to include in the questionnaire
responses to enable us to group responses by respondent. Only
the second author had access to the mapping between the unique
identifiers and the individual authors. We deleted the mapping
after grouping the questionnaire responses of each respondent
at the end of the data collection. Across all authors, we received
109 questionnaire responses over the course of the month. We
applied the insight from the questionnaire responses to identify
how ReporTor could be improved to make the reporting simpler
and more user-friendly and facilitate more informative reports.

5.2.3 Post-Study Interviews. After the monthlong study period,
the second author conducted semi-structured interviews with the
other four authors. Since the second author led the analysis of the
interview data, we deemed it unnecessary to interview the second
author. The interview protocol included the following questions:
• Overall, whatwas it like to use Tor Browser as the default browser?
• How many issue reports did you submit per day on average?
• How did the number of issue reports you submitted each day
change over the month? Why?

• How often did you switch to another browser during the study?
Why?

• What did you observe about your browsing habits and patterns
during the study?

• What are your suggestions for improving ReporTor?
• What are your suggestions for improving Tor Browser?
• Is there anything else you would like to mention?
The interview responses enabled us to capture detail and nuance
that contextualized the submitted reports and helped us understand
where ReporTor succeeded and where it needed improvement (see
Section 6.3).

5.3 Ethical Considerations
We submitted the above evaluation protocol for review by the
Institutional Review Board (IRB) of the University of Utah. The
submitted protocol was designed for study participation by any
user (i.e., not just the researchers) and specified explicitly that we
aimed to understand how the encountered issues affect users and to
administer daily questionnaires and conduct interviews in addition
to submitting issue reports through ReporTor. The IRB considered
the research to be evaluation of a tool (i.e., ReporTor) and not
human-subjects research that requires its approval. Regardless, we
carefully considered ethical aspects and took several steps to ensure
ethical conduct of the research.

When designing ReporTor, we minimized the risk of identifying
individuals in several ways: not asking for identifiable information
in the reports; not collecting metadata that could potentially iden-
tify the person filing the report; not collecting the query parameters
in website addresses as these sometimes contain sensitive infor-
mation; not collecting timestamps from the reporting computers
since they could reveal the user’s current timezone; transmitting
reports over the encrypted Tor network rather than in plaintext
over the regular Internet; and storing the anonymous reports in a
database accessible only to the second author. As mentioned in Sec-
tion 6.3, our approach to prevent accidental inclusion of sensitive
information in the reported URLs might need further hardening
to guarantee that links with individually identifying information
would not be exposed in a larger-scale real-world deployment. That
said, we emphasize that submitting a report is voluntary and re-
quires explicit user action (i.e., there is no automated continuous
data collection of browsing destinations). If a user feels that report-
ing a URL would compromise anonymity, the user can choose not
to report the issue. In other words, it is possible to browse with Tor
Browser without reporting anything via ReporTor.

Even though we evaluated ReporTor within our trusted team, we
collected the data with appropriate privacy-protecting safeguards,
such as anonymizing the data using anonymous identifiers. As men-
tioned above, we employed similar precautions when collecting
responses to the daily questionnaires by assigning each author a
unique identifier to link all responses of the same person across
multiple days without requiring personally identifying informa-
tion, such as names. As noted above, only the second author knew
the link between an identifier and the individual and deleted the
linking information after pooling the questionnaire responses by
respondent. We anonymized the transcripts of the semi-structured
interviews before analysis. Thus, all raw data, regardless of the
collection method, was anonymized prior to analysis. Only those
authors involved in the data analysis had access to the raw data.
In addition, all questions were limited to inquiring about the user
experience and did not involve sensitive/uncomfortable topics or
personal information.

5.4 Author Backgrounds
Our varied individual backgrounds and expertise in cybersecurity
and HCI make us well-suited to employ the above autobiographical
research approach as a collective. The first author holds a Ph.D. in
usable cybersecurity and conducts research on protecting online
personal information as a Senior Lecturer in Computer Science
at a university in the United Kingdom. The second author was a
Computer Science Master’s student in the United States at the time
of data collection and is currently a penetration tester in industry
with more than three years of experience in offensive and defensive
information security. The third author is an Assistant Professor
in Computer Science focusing on cybersecurity at a university
in Portugal and is involved in the Tor community as a Tor Core
Contributor. The fourth author is an undergraduate in Computer
Science in the United States interested in the social aspects of cy-
bersecurity and computing. The fifth author is a tenured professor
of Computer Science in the United States with multiple decades of
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academic and industry experience in researching usable privacy
and security.

5.5 Data Analysis
To evaluate ReporTor by answering our research questions, we
conducted an in-depth analysis of each issue report submitted via
ReporTor in conjunction with analyzing the open-ended responses
from the daily questionnaires and semi-structured interviews.

5.5.1 Issue reports. Each report represents a specific issue expe-
rienced at a specific exit node at a specific time. While an exact
reproduction of these conditions cannot be achieved, it is possible
to visit the reported URL from the same exit node (assuming the
node is active and has the same IP address). Even then, external
conditions, such as the threat score that various CDNs assign to that
IP address, could be different at the time of verification compared to
when the issue was reported. Additionally, several URLs in the issue
reports required authentication and could not therefore be checked.
Despite these challenges, the second author browsed to each of the
URLs included in the issue reports from several exit nodes and ob-
served the JavaScript console and the Network tab within the Web
Developers Tool console of Tor Browser. The process reproduced
roughly half of the reported issues exactly as described. We could
additionally reproduce some of the other issues, but not with the
specifics in the issue report. We could not replicate the remainder of
the issues due to a variety of reasons, such as page load errors, time-
outs potentially linked to low-bandwidth Tor circuits, exit nodes
that could not be accessed despite multiple refreshes of the Tor cir-
cuit, etc. It is likely that some of these issues are non-deterministic
and cannot be replicated reliably. Nonetheless, our investigation of
the URLs from the issue reports was vital to uncovering discrepan-
cies between the user experience and the technical root causes of
the reported issues.

5.5.2 Open-ended responses. The first two authors acted as inde-
pendent coders to analyze the open-ended responses in the daily
questionnaires and the transcripts of the semi-structured interviews.
The two coders independently generated an initial list of codes by
examining the daily questionnaire responses. Following a meeting
between the two coders, one of them consolidated the two lists
into a single set. The two independent coders then used the consol-
idated list to code the daily questionnaire responses using thematic
analysis [8]. While the coders were free to suggest refinements to
the existing codes and add codes to the list as warranted, no new
codes emerged during the coding. Subsequently, the two indepen-
dent coders used the same list of codes to code the transcripts of
the post-study interviews, refining existing codes or adding new
ones as warranted. The coders achieved an inter-rater agreement
of 0.789 using Cohen’s kappa [59].

5.6 Limitations
While the small number of reporters may have impacted our find-
ings, our diverse backgrounds (see Section 5.4) temper that limi-
tation, especially since our research differs from more traditional
studies in which the goal is to generate generalizable insight re-
garding users and/or issues with specific websites, networks, etc.
We obtained a reasonable sample of 119 issue reports to achieve

our research goal of demonstrating the utility of the structured
information captured by ReporTor for providing insight regarding
the causes of the reported issues and identifying improvements to
ReporTor. The commonalities in the issues we collectively encoun-
tered during the study indicate that these are likely to be common
across browsing destinations. That said, evaluating the real-world
operation of ReporTor does not require that the participants and
the reported URLs be representative of current users of Tor Browser
and their browsing destinations, respectively. Moreover, represen-
tativeness of the URLs in relation to current users of Tor Browser is
not a suitable metric for our research because ReporTor is designed
to support the goal of enhancing the user experience of Tor Browser
to facilitate adoption by current non-users.

We judged the effectiveness of ReporTor based on the ability to
reproduce the reported problems and/or identify their root causes
based on the information in the issue reports. Relying on the quality
of the information obtained via ReporTor was the most reasonable
evaluation metric given the need to employ an autobiographical
research approach. Metrics that rely on directly soliciting opinions
about ReporTor would not have been appropriate given that we are
the developers of ReporTor.

Despite our domain expertise in privacy and security, we could
not always easily attribute specific causes to each issue we en-
countered because of unclear, misleading, or inaccurate error mes-
sages or the non-deterministic nature of the issues. The difficulty
in readily determining the reasons behind the encountered issues
underscores that appropriate evaluation of ReporTor could not have
been carried out with participants who lacked the motivation to
determine relevant information to include in the issue reports.

Because of the holiday period (Thanksgiving in the United States)
during the data collection month and lower levels of browser use
in general (possibly because of the use of apps and mobile devices),
we obtained fewer ReporTor reports and daily questionnaire re-
sponses than we anticipated. Reporting could additionally have
been affected by the social desirability bias that prevented report-
ing of issues on websites deemed unsuitable to reveal to others.
However, as explained above, our research is not dependent on
the representativeness of the reported URLs and is thus unaffected
by the inclusion or exclusion of specific websites. Moreover, is-
sues encountered repeatedly were typically reported only once to
avoid repeated reporting of the same matter or because of proac-
tive switching to another browser for accessing websites known to
present issues based on previous experience of visiting the website
in Tor Browser. As a result, the reports undercount the extent to
which we encountered issues. Although we received fewer reports
than expected, the three types of data we collected (i.e., anonymous
issue reports, daily questionnaires, and post-study interviews) pro-
vided sufficient information to evaluate ReporTor and answer our
research questions.

6 Evaluation Results
We deployed ReporTor as a functional proof-of-concept to con-
firm its effectiveness as a tool that enables motivated users of Tor
Browser to report issues they experience during everyday browsing
(RQ1). We evaluated the utility and effectiveness of ReporTor for
understanding the issues in depth and surfacing their underlying
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Figure 3: Distribution of the issues reported via ReporTor
showing “Resource Inaccessible” as the most frequently re-
ported issue.

causes by analyzing the individual issue reports we collected dur-
ing the real-world deployment (RQ2). Analyzing the issue reports
additionally revealed aggregated insight across the issues (see Sec-
tion 6.2). Further, the deployment helped us identify how the user
experience of ReporTor could be improved (see Section 6.3).

6.1 Individual Issue Reports
ReporTor proved valuable during its monthlong deployment, facili-
tating the collection of 119 detailed issue reports covering 84 distinct
URLs. The standardized reporting mechanism enabled consistent
reporting across problems, providing rich contextual information
that would have been difficult to capture through conventional
reporting mechanisms and support channels. We categorized the
reported URLs using SimilarWeb [61] and analyzed them based on
popularity rankings. The reported URLs spanned a range of website
categories: Arts and Entertainment; Business and Consumer Ser-
vices; Computers, Electronics, and Technology; E-commerce and
Shopping; Education; Finance; Food and Drink; Health; Home and
Garden; Jobs and Careers; Law and Government; News and Media;
References andMaterials; Science and Education; Sports; Travel and
Tourism; and Vehicles. Most reported URLs came from relatively
popular domains (i.e., SimilarWeb rankings 1–10,000), though some
reported issues included less frequently visited websites.

As described in Section 5.5, the second author used the data
in the issue reports to investigate each URL and replicate the re-
ported problems. We found that ‘Resource Inaccessible’ was the
most frequently reported issue (61% of submitted reports), followed
by ‘CAPTCHAs,’ ‘Broken Content,’ ‘Other issues,’ and ‘Timeouts’
(see Figure 3). Notably, the structure of ReporTor reports contains
timeouts as a separate category, enabling a more nuanced analysis
despite the end result being similar (i.e., the resource being inac-
cessible). Our attempts to replicate the reported problems revealed
several distinct themes:

6.1.1 Resources Inaccessible. Nearly half (46%) of the reports that
indicated ‘Resource Inaccessible’ included another problem in them
as well. For instance, ‘CAPTCHAs’ were reported in 23% of reports
with ‘Resource Inaccessible.’ Overall, 14% of the reports included
either or both of these issues. The issue reports enabled us not just
to replicate the reported problems but also to determine that the
inaccessibility of resources seems to have been caused by two types
of traffic blocks:
• Explicit Blocks: Some content providers explicitly block Tor
traffic by choice or unknowingly due to their CDN or Web Appli-
cation Firewall (WAF) configuration. For example, websites that
use the Akamai Bot Manager [2] (e.g., AirBnB) are inaccessible
over Tor.

• Dynamic Blocks: Dynamic Tor blocks do not directly block Tor
traffic. Such blocks typically result from various abuse detection
systems deployed to block, rate-limit, or scrutinize potentiallyma-
licious IP addresses. Because Tor exit nodes pool large amounts
of traffic from diverse users, they are significantly more likely
to be flagged as potentially malicious, thus triggering protective
measures against potential abuse [62]. The Cloudflare CDN, for
example, does not block Tor users by default, but its aggressive
IP scoring system leads to Tor users being disproportionately
blocked in practice. One common manifestation of such occur-
rences is the ‘Unusual traffic detected from your computer’ error
message reported in 5% of the issue reports.

Though these problems have been encountered and reported in
previous work, facilitating their identification and surfacing the re-
lationship between inaccessible resources and CAPTCHAs demon-
strates the utility of the data collection facilitated by ReporTor.

6.1.2 CAPTCHAs. ReporTor surfaced several CAPTCHA-related
issues. In most instances (70%) in which CAPTCHAs were reported,
‘Resource Inaccessible’ was also reported. The descriptive comments
in these reports mentioned infinite press and hold CAPTCHAs,
excessive CAPTCHAs, and CAPTCHAs with unreachable servers.
Content providers and CDNs typically show CAPTCHAs to clients
with IP addresses suspected to be malicious or automated (i.e., bots).
Since these protective mechanisms do not account for Tor traffic
being inherently different from regular Internet traffic, users of Tor
Browser often get bombardedwith CAPTCHAs. Gallagher et al. [30]
briefly discussed CAPTCHAs as an aspect of differential treatment
of Tor traffic. Although we could not establish with certainty what
caused the CAPTCHAs, the additional detail in the ReporTor reports
allowed us to uncover two common types of problems: an excessive
number of CAPTCHAs and CAPTCHAs that do not display or
function properly. The latter problem often made it impossible to
access the underlying website.

6.1.3 Broken Content. ReporTor captured several instances of ‘Bro-
ken Content,’ with 17% of the reportsmentioning this issue. Replicat-
ing these problems using the descriptive information in the reports
revealed that the broken content resulted from the following causes:
• JavaScript: Most ‘Broken Content’ reports were related to
JavaScript. Tor Browser blocks JavaScript for better security and
privacy, depending on the security slider setting. All reports of
broken content indicated that the security slider was set to the
‘Safer’ setting, which does not block JavaScript on Secure HTTP
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(HTTPS) websites. Upon checking the websites reported as hav-
ing broken content, we discovered that some instances of broken
content were (at least partially) differential treatment in disguise.
Specifically, several reported websites showed the HTTP 403
error (i.e., an error indicating that access to the requested re-
source was forbidden) when accessed through Tor Browser but
not Firefox. The blocked resources included advertising platforms
(such as https://t.co, an X/Twitter domain). Other blocked content
included JavaScript files that deal with cookie consent dialogs.

• Authentication: Ten issue reports (8%) contained an
authentication-related URL. The reports revealed that a
website would load initially, only for the authentication to fail
subsequently.

ReporTor issue reports enabled the discovery that many websites
which appear broken in Tor Browser are actually engaging in differ-
ential treatment of Tor traffic, thus demonstrating that the data col-
lection mechanism is superior to that used by Gallagher et al. [30].

6.1.4 Timeouts. Analysis of the ReporTor reports revealed that
‘Network Timeouts’ caused by the server taking too long to respond
were mentioned in 5% of the issue reports. The reasons for the error
are not always related to Tor [63]. The issue reports submitted via
ReporTor enabled us to replicate the issues using the descriptive
information entered by the submitter. We found that a few websites
connected to these issue reports load successfully in Tor Browser.
However, URLs within the utah.edu domain failed with a timeout
even after trying to access them via several different exit nodes. The
above observation implies that some timeouts are likely an indirect
form of explicit Tor blocking in which the server does not respond,
instead of responding with a message confirming the block.

6.1.5 Other issues. The issue reports surfaced various other issues
encountered when browsing with Tor Browser. The flexible report-
ing structure, which included predefined options and an open-ended
text field, enabled reporting problems that may have otherwise gone
unreported. We reviewed each issue report that indicated ‘Other
Issues’ to characterize the reported problems. The examination led
to the discovery of issues not captured by prior research on the
user experience of Tor Browser. When ‘Other issues’ was one of
several reported problems, the descriptive comments helped reclas-
sify the reported issue as one of the other types mentioned above.
The ability to connect individual problems reported by users to
larger systemic issues demonstrates the effectiveness of ReporTor
as a comprehensive tool that bridges the gap between quantitative
metrics and qualitative user experiences.

The examination of reports categorized exclusively under ‘Other
Issues’ surfaced a few additional problems:

• The password manager LastPass [43] allows access over the Tor
network, but it is turned off by default. Trying to log into LastPass
via Tor Browser results in a ‘Cannot identify country based on IP
address’ message without indicating the existence of the option
to enable access over Tor.

• Many media players, such as YouTube, use adaptive stream-
ing [13] to adjust the quality of the video playback based on
available bandwidth. Adaptive streaming in Tor Browser fre-
quently results in media players delivering the content at the

lowest quality (i.e., 144p), making video streams incomprehensi-
ble.

• Tor Browser defaults to encrypted (i.e., HTTPS) connections un-
less the user specifies otherwise. The HTTPS-only mode prevents
access to unencrypted (i.e., HTTP) websites even on the local
network or localhost. In addition, when legitimate websites redi-
rect their insecure (i.e., HTTP) URLs to the corresponding secure
(i.e., HTTPS) ones, Tor Browser displays an error rather than
following the redirect.

• Following links to Zoom meetings using Tor Browser begins a
download of the installation file for the Zoom application rather
than opening the installed Zoom software.

Without the structured reporting capabilities of ReporTor, these
diverse issues would likely be treated as isolated incidents rather
than recognized as user experience concerns warranting further
investigation.

6.2 Aggregated Insight Across Issue Reports
The structured data collected through ReporTor can facilitate the
generation of aggregated insight across multiple issue reports. Un-
like previous research approaches and current support channels,
the structured data enables quantitative analysis of issue frequency
along with qualitative understanding of user experiences, revealing
patterns that could otherwise remain undetected.

6.2.1 Uncertainty Toward Outcomes. One of the important con-
tributions of the issue reports is the documentation of outcome
uncertainty when using Tor Browser. We used the timestamping
and categorization of the ReporTor reports to compare separate
attempts at accessing the same resource, providing concrete evi-
dence of the unpredictable nature of Tor connectivity. The reports
confirmed that all participants experienced this uncertainty. For
instance, the issue reports documentedmultiple caseswhere refresh-
ing the circuit resolved the issue sometimes but failed in seemingly
identical scenarios. Similarly, we leveraged the structured reporting
to quantify CAPTCHA-related uncertainties, recording instances
where the user encountered varying numbers of CAPTCHAs with
unpredictable functionality. The quantification facilitated by the
structured reports helped identify patterns across websites by pool-
ing similar individual experiences across websites.

6.2.2 Problem Attribution. The deployment of ReporTor uncov-
ered significant challenges end users face in attributing causes to
the problems they encounter. The analysis of the open-ended text
within the issue reports revealed that it was sometimes difficult
for the person reporting the issue to figure out why the problem
occurred and whether it was possible to address it. For example, if
a website loaded partially, it was challenging to determine what
caused it to stall and if andwhen the remaining elements would load.
The reports indicated that the limited ability to identify whether
the problem was specific to Tor or caused by external factors was
particularly frustrating. The frustration underscores the need to
help users accurately understand the nature of the problems they
encounter when browsing websites with Tor Browser. The data
collected by ReporTor, specifically the URL and the time the report
was submitted, could be used to check known website outages and
inform users if an outage caused the encountered issue.
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6.2.3 Unfamiliar Languages. ReporTor documented language-
related challenges through its issue categorization options and
metadata collection. The exit node locations included in the user
reports helped confirm the finding of Gallagher et al. [30] that
language-related access issues typically result from circuits that
end in exit nodes from locales with languages unfamiliar to the
user. Language-related problems can be annoying and significantly
degrade the overall user experience, making routine browsing tasks
unnecessarily burdensome.

6.3 User Experience of ReporTor
The above findings derived from the deployment of ReporTor demon-
strate that the information included in the issue reports was in-
strumental in understanding the causes of the reported issues. For
instance, the deployment of ReporTor enabled a more nuanced
understanding of the differential treatment of Tor traffic and its
likely causes. In this regard, the issue reports collected via ReporTor
were significantly richer and more informative than those in past
work in which users reported problems experienced when using
Tor Browser [30].

While we did not encounter any significant problems in using
ReporTor during the monthlong deployment, the daily question-
naires and post-study interviews pointed to a few improvements to
the functionality and user experience of ReporTor. Manually typing
the IP address of the exit node was the most cumbersome aspect of
reporting issues:

“I had a lot of instances when the exit node was not
present in the dropdown list. Most of the time, I needed
to enter the node myself.” — Senior Lecturer, United
Kingdom, Interview

The technical challenges that necessitate manual entry of the exit
node can be overcome by integrating ReporTor within Tor Browser,
thus permitting direct access to relevant information, such as the
nodes in the Tor circuit, the current setting of the security slider,
the version of Tor Browser, etc. Making it faster and more conve-
nient for users to submit reports that include information on such
factors that materially influence the problems experienced could en-
hance the analysis of the reported issues. Similarly, ReporTor could
benefit from a mechanism to help users quickly report previously
reported issues that are encountered again, thus facilitating a better
understanding of the frequency with which users encounter spe-
cific issues. While our approach of anonymizing URLs by stripping
off query parameters was adequate and reasonable for an initial de-
ployment within a trusted team (especially since the reporting was
voluntary), it is not foolproof. For example, the approach would not
anonymize URLs containing identifying information. To strengthen
the anonymity of reported URLs, users could be permitted to edit
the URLs before submission as one of us suggested:

“Let me edit the URL because there are a lot of individ-
ual identifiers, content identifiers, etc. that don’t really
matter [to the problem being reported].” — Assistant
Professor, Portugal, Interview

Prior to broader deployment, ReporTor can be easily and quickly
updated to enable users to edit the URL before submitting the report
in case they wish to anonymize the URL beyond the automatic
stripping off of query parameters.

7 Discussion, Implications, and Future Work
Our evaluation of ReporTor (see Section 6) demonstrated its utility
and effectiveness as an anonymous issue-reporting tool to enable
motivated users of Tor Browser to report the challenges they en-
counter during everyday browsing and provide information to
facilitate reproducing the issues by those processing the reports
(RQ1). We confirmed that the reports facilitate reproduction of the
reported issues for deeper insight into the underlying causes of
the reported problems (RQ2). In addition, our approach generated
aggregated insight across issue reports that surfaced higher-level
inconveniences (RQ2). Below, we highlight the broader utility of
ReporTor compared to alternatives, discuss larger-scale deployment
of ReporTor, reflect on our methodological approach, and point out
implications of our work for improving the user experience of Tor
Browser.

7.1 Utility of ReporTor in Comparison to
Alternatives

Unlike privacy-invasive browsers, Tor Browser does not automat-
ically collect telemetry that could help identify problems and im-
prove user experience because such collection conflicts with its
mission of providing anonymity. The lack of telemetry makes it
challenging to detect user experience issues in Tor Browser at
scale. Though other reporting options exist [73], all of them require
substantial manual effort from users as well as the Tor Project.
Moreover, many of these options require posting through an ac-
count on Tor forum or a third-party platform. In addition to the
burden of account creation and sign-in, such forms of interaction
may be deemed undesirable by users with heightened anonymity
needs, as is the case with the user base of Tor Browser. Further,
some of the forums are publicly accessible, thus burdening moder-
ators with removing identifying information that users may post
accidentally and hateful or illegal content that trolls may post to
harm the reputation of Tor. To sidestep these challenges, ReporTor
implements anonymous crowdsourced issue reporting to gather
more information on problems faced by users of Tor Browser with-
out requiring them to interact with anyone or to create an account
on any service. Compared with alternatives, ReporTor provides
significant advantages, such as less burdensome anonymous report-
ing, more nuanced and contextual information gathering, easier
deployability, and better extensibility.

Compared to the current support channels of the Tor Project,
ReporTor imposes less burden on users and the Tor Project. Cur-
rent report resolution practices in the Tor Project require large
amounts of manual effort. User reports must be manually parsed
because they could come in many different formats and may not
contain the detail the Tor Project needs to reproduce and address
the reported problem. If the number of reports submitted were to
spike suddenly, the Tor Project would need to allocate additional
manual effort to separate those that contain previously reported
issues from those reporting new problems. The structured data
provided by ReporTor reports could help detect a large percent-
age of duplicates automatically, thus substantially reducing human
effort and enabling scaling through automated issue parsing and
classification. For issues that require additional information beyond
the structured data, ReporTor allows users to enter open-ended
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text so that the Tor Project can investigate the root causes of the
reported issues. It is important to note that ReporTor is not intended
to replace the current mechanisms for reporting issues that the Tor
Project already provides. Instead, it complements these methods to
encourage more end users to report the issues they encounter with
sufficient detail for the Tor Project to identify the root causes. The
existing reporting methods might be preferable when troubleshoot-
ing an issue requires interactive discussion between the user and
the Tor Project.

Our findings provide evidence that ReporTor effectively facili-
tates a deeper and more nuanced understanding of user experience
problems encountered in Tor Browser than that achieved with the
tools and methods employed in prior research efforts. For example,
Gallagher et al.’s [30] method of prompting users to fill out a ques-
tionnaire whenever they switched to another browser or closed Tor
Browser could not identify the root causes of the reported issues.
In contrast, reports filed through ReporTor provide structured data
that can be leveraged to identify the root causes of many reported
issues. The example of differential treatment highlights the higher
utility of ReporTor. The reports gathered by Gallagher et al. [30]
treated differential treatment as a single category, while reports
collected via ReporTor enabled us to expand on different types of
differential treatment and their likely causes. ReporTor additionally
enabled us to shine light on evolving trends in the user experience
of Tor Browser, such as lower latency and less frequent incorrect
geolocation. Moreover, we confirmed many of the findings regard-
ing the user experience of Tor Browser reported in the literature
and uncovered additional detail on their root causes.

For real-world deployment, Gallagher et al.’s [30] approach is
unrealistic and would not scale because it requires end users to
install new software external to Tor Browser, which many Tor users
simply would not do. ReporTor instead empowers users to submit
reports in context and at the time they encounter issues. If adopted
by Tor Browser, ReporTor would be instantly available at scale to
all Tor Browser users and is already available as an open-source
plugin. Unlike the custom script employed by Gallagher et al. [30],
ReporTor is easily extensible because of the streamlined update
mechanism available to browser plugins.

Comparing ReporTor to similar tools is challenging, as it is the
first tool that allows users to submit anonymous issue reports with-
out the burden of side-channel communication while browsing
with Tor Browser. Studies that assessed Tor network usage through
network measurements and server status responses [66, 67] are
the closest to our work. However, such assessments do not capture
sufficient detail and nuance on the issues encountered by the end
users of Tor Browser. For example, a website that appears acces-
sible in network measurements might present users with infinite
CAPTCHAs, making it inaccessible in practice. The open-ended
comments in the issue reports submitted via ReporTor played a
key role in deciphering plausible causes that are not apparent in
network-based data. The comments can benefit developers and
researchers who wish to analyze and reproduce the problems. The
comments can additionally help aggregate insight across issue re-
ports even when the root causes of the problems are not apparent
to the end users filing the reports (see Section 6.2). Our experience
with ReporTor further suggests that the crowdsourcing approach
can be instrumental in surfacing differential treatment on a larger

scale. We hope that enabling end users to flag and raise awareness
of problems in accessing online content would incentivize content
creators to address the issues and serve their content in Tor-friendly
ways.

The utility of the ReporTor issue reports could be enhanced with
a few refinements. For instance, ReporTor could include additional
types of reports in which users can report issues without tying them
to specific URLs. Such non-URL-specific reports could be leveraged
to flag higher-level inconveniences, such as latency spikes, that
may apply across multiple URLs. The higher-level reports could
be scaffolded with prompts similar to the questions we used in the
daily questionnaires and post-study interviews to gather relevant
data. For example, users reporting an issue could be provided the
option to describe their attempts to resolve the issue, along with
the outcomes of these efforts.

7.2 Large-Scale Deployment of ReporTor
Our findings indicate that ReporTor can facilitate large-scale anony-
mous collection of user-reported telemetry that can help measure
the extent and severity of the problems users face and prioritize
the efforts to address them. Future work to deploy ReporTor at a
larger scale in the real world consists of two independent threads.

Apart from making the URL field editable before submitting an
issue report, ReporTor could be enhanced to collect issue reports
with threshold encryption for single-server private data aggregation
using a method such as that proposed by Davidson et al. [18]. Ongo-
ing work has developed a prototype implementation of a solution
based on the STAR protocol [18], leveraging threshold encryption, a
remote randomization server, and an aggregation server to decrypt
received reports. With the approach implemented in the prototype,
the reported data can be decrypted only after 𝑘 (> 1) reports with
an identical URL are received. The prototype ensures that no indi-
vidual can submit a report for a given URL more than once, thus
guaranteeing that reports for the URL would be decrypted only
after multiple users report it. The approach provides URL privacy
by trading off utility. Reports about rarely visited websites are un-
likely to be decrypted, while those about frequently visited websites
can be available quickly. As a result, reports of website problems
that impact more users will be available without much delay, thus
permitting the issues to be identified and addressed faster. Once
the work matures beyond its current prototype stage, we plan to
integrate it within ReporTor to anonymize the URL associated with
an issue report. Although the technique could render many reports
unreadable if the set of reporters is small (such as in our research),
it is unlikely to be an issue if the functionality is deployed at scale
(e.g., to all users of Tor Browser).

As mentioned earlier, several limitations of ReporTor can be
overcome simply by its inclusion within Tor Browser. We will
engage with the Tor Project and the Tor developer community
to facilitate the integration of ReporTor functionality within Tor
Browser.

7.3 Methodological Reflection
Our approach of evaluating our own tool in a real-world deploy-
ment by using it ourselves and documenting our own experiences
helped us overcome the difficulties inherent to recruiting current
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users of Tor Browser [31]. As indicated by previous research with
non-expert users of Tor Browser [30], if we had instead turned to
recruiting current non-users to use Tor Browser by default for a
month, it is unlikely that the participants would have diligently
submitted detailed reports with relevant technical detail and con-
text. It was critical for us to ensure that the issue reports contained
sufficiently reliable and high-quality information to enable us to
evaluate the utility and effectiveness of ReporTor in diagnosing the
problems experienced while browsing websites with Tor Browser.
Involving multiple researchers with diverse backgrounds and do-
main expertise helped ensure that a single person’s experiences did
not disproportionately influence the findings. Moreover, collecting
data via three distinct methods (i.e., issue reports, daily reflections,
and post-study interviews) enabled us to triangulate across the
data sources and develop a more comprehensive understanding of
how ReporTor could be improved. Based on this experience, we call
for greater acceptance and adoption of methods that leverage re-
searcher experiences as an alternative to more traditional methods
when studying user experience in contexts that pose insurmount-
able access difficulties and privacy-related challenges in recruiting
end users.

7.4 Implications for Tor Browser
The insight we gained from our ReporTor deployment could be
applied to enhance the user experience of Tor Browser.

7.4.1 Privacy-Preserving Crowdsourcing. Our findings demonstrate
that a privacy-preserving voluntary reporting mechanism can en-
able Tor Browser to crowdsource information gathering on prob-
lems encountered by end users and overcome some of the disad-
vantages of the lack of telemetry and analytics. Such a mechanism
could be extended to support additional features that use reports
from the crowd to enhance the user experience for everyone. For
instance, if multiple user reports indicate that a website presents
problems, Tor Browser could proactively warn anyone trying to
access it about the issues and offer manual or automatic mitigating
actions, such as refreshing the circuit to obtain a different exit node.
Such a proactive approach can save the time and effort involved in
attempting to access websites that are known to be inaccessible or
problematic in Tor Browser.

7.4.2 Routing to Less Popular Exit Nodes. The onion routing cur-
rently employed by the Tor network allocates circuits based on the
bandwidth of the nodes, with higher-bandwidth nodes handling
more traffic. Our findings indicate that the resulting higher traffic
at the high-bandwidth exit nodes makes them more likely to be
flagged as malicious, leading to dynamic blocks. Lower-bandwidth
exit nodes that handle less traffic may be less likely to be flagged for
anti-bot checks such as CAPTCHAs. Allowing users to configure
Tor Browser to favor circuits that exit at nodes with less traffic
could reduce the chances of running into dynamic blocks and al-
leviate the problem of dealing with excessive anti-bot measures,
albeit at the expense of potentially higher latency. Since malicious
actors are likely to favor higher bandwidths, avoiding the most
popular nodes could additionally reduce the risk of a user sharing
an exit node with such parties and getting flagged or blocked as a
consequence. It is, however, important to note that the Tor Project

advises against specifying individual exit nodes as it can compro-
mise anonymity [76]. Further research is needed to investigate
the extent to which the proposed approach of disfavoring high-
bandwidth exit nodes can circumvent dynamic blocks, increase
latency, and impact the user experience.

8 Conclusion
ReporTor is a plugin that enables users to report challenges in
accessing websites through Tor Browser. By using ReporTor to re-
port the problems encountered during a month of naturalistic web
browsing with Tor Browser, we demonstrated the utility and effec-
tiveness of the reports for identifying the causes of the problems
and surfacing aggregated insight across issues. ReporTor provides
a more structured and less burdensome reporting mechanism that
improves substantially on similar approaches in prior research and
complements existing Tor support channels. Our deployment of
ReporTor revealed that the data collected through ReporTor is in-
strumental in understanding the underlying causes of the reported
issues. Integrating ReporTor within Tor Browser can enable large-
scale anonymous user reporting that empowers end users to flag
problems and facilitate fixes to the challenges they experience. Ana-
lyzing the issue reports and addressing the problems could improve
the user experience and encourage more use of Tor Browser by
current users and increase its adoption by non-users. ReporTor is
thus a step toward achieving the larger vision of making usable
anonymity protection available to everyone by promoting broader
adoption of Tor Browser for everyday web browsing.
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A Categories and Ranking of URLs in Each Report

Report
Number Domain Category Global Rank

1 adventofcode.com Computers, Electronics, and Technology – Programming and
Developer Software

199,459

2 airbnb.com Travel and Tourism – Accommodation and Hotels 171
3 allrecipes.com Food and Drink – Cooking and Recipes 590
4 ally.com Finance – Banking, Credit, and Lending 2,575
5 americanexpress.com Finance – Banking, Credit, and Lending 334
6 americanexpress.com Finance – Banking, Credit, and Lending 334
7 argentina.gob.ar Law and Government – Government 1,120
8 azlyrics.com Arts and Entertainment – Music 6,928
9 bankofthewest.com Finance – Banking, Credit, and Lending 1,262,662
10 bensbargains.net E-commerce and Shopping – Coupons and Rebates 1,720,379
11 blackbeltwiki.com Sports – Martial Arts 191,641
12 capitalone.com Finance – Banking, Credit, and Lending 198
13 chase.com Finance – Banking, Credit, and Lending 115
14 chevrolet.com Vehicles – Makes and Models 5,877
15 coursera.org Science and Education – Education 560
16 csrankings.org Science and Education – Math 141,257
17 delta.com Travel and Tourism – Air Travel 704
18 digitalocean.com Computers, Electronics, and Technology – Web Hosting and

Domain Names
7,275

19 digitalocean.com Computers, Electronics, and Technology – Web Hosting and
Domain Names

7,275

20 dilbert.com Arts and Entertainment – Humor 445,147
21 dilbert.com Arts and Entertainment – Humor 445,117
22 doodle.com Science and Education – Biology 7,382
23 doodle.com Science and Education – Biology 7,382
24 duckduckgo.com Computers, Electronics, and Technology – Search Engines 45
25 espn.com Sports 86
26 espncricinfo.com Sports 279
27 fda.gov Health – Pharmacy 7,025
28 flyfrontier.com Travel and Tourism – Air Travel 3,295
29 google.com Computers, Electronics, and Technology – Search Engines 1
30 google.com Computers, Electronics, and Technology – Search Engines 1
31 google.com Computers, Electronics, and Technology – Search Engines 1
32 google.com Computers, Electronics, and Technology – Search Engines 1
33 google.com Computers, Electronics, and Technology – Search Engines 1
34 google.com Computers, Electronics, and Technology – Search Engines 1
35 google.com Computers, Electronics, and Technology – Search Engines 1
36 google.com Computers, Electronics, and Technology – Search Engines 1
37 google.com Computers, Electronics, and Technology – Search Engines 1
38 google.com Computers, Electronics, and Technology – Search Engines 1
39 google.com Computers, Electronics, and Technology – Search Engines 1
40 hackthebox.com Computers, Electronics, and Technology – Computer Security 16,982
41 hertz.com Travel and Tourism – Car Rentals 5,296
42 homedepot.com Home and Garden 183
43 hotels.com Travel and Tourism – Accommodation and Hotels 651
44 ieee.org Science and Education 3,300
45 imgflip.com Arts and Entertainment 6,671
46 indeed.com Jobs and Careers – Jobs and Employment 40
47 instagram.com Computers, Electronics, and Technology – Social Networks and

Online Communities
4
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Report
Number Domain Category Global Rank

48 jblearning.com Science and Education – Universities and Colleges 20,390
49 joyoftech.com Arts and Entertainment – Humor 3,985,757
50 kayak.com Travel and Tourism 911
51 krispitech.com Computers, Electronics, and Technology 812,941
52 lastpass.com Computers, Electronics, and Technology 4,391
53 list-manage.com Computers, Electronics, and Technology – Email 541
54 medium.com Business and Consumer Services 319
55 mit.edu Science and Education – Universities and Colleges 731
56 momondo.co.uk Travel and Tourism 79,177
57 nature.com Science and Education – Biology 1,705
58 news.google.com News and Media 118
59 nih.gov Health 153
60 nyu.edu Science and Education – Universities and colleges 5,280
61 nytimes.com News and Media 73
62 nytimes.com News and Media 73
63 orcid.org Science and Education 8,606
64 orcid.org Science and Education 8,608
65 ostechnix.com Computers, Electronics, and Technology – Programming and

Developer Software
209,858

66 overleaf.com Science and Education – Math 2,105
67 overleaf.com Science and Education – Math 2,105
68 piazza.com Science and Education – Education 11,268
69 protonmail.com Computers, Electronics, and Technology 123,386
70 qualtrics.com Business and Consumer Services – Business Services 796
71 qualtrics.com Business and Consumer Services – Business Services 796
72 qualtrics.com Business and Consumer Services – Business Services 796
73 qualtrics.com Business and Consumer Services – Business Services 796
74 questdiagnostics.com Health 3,007
75 rei.com Sports 1,255
76 ryanair.com Travel and Tourism – Air Travel 603
77 sciencedirect.com Reference Materials – Dictionaries and Encyclopedia 482
78 sciencedirect.com Reference Materials – Dictionaries and Encyclopedia 482
79 slack.com Computers, Electronics, and Technology – Social Networks and

Online Communities
428

80 slack.com Computers, Electronics, and Technology – Social Networks and
Online Communities

428

81 southwest.com Travel and Tourism – Air Travel 568
82 spotify.com Arts and Entertainment – Music 68
83 swan.ac.uk Science and Education – Universities and Colleges 385,872
84 swan.ac.uk Science and Education – Universities and Colleges 385,872
85 swansea.ac.uk Science and Education – Universities and Colleges 48,137
86 teamblind.com Finance 3,465
87 thehill.com News and Media 1,489
88 thoughtco.com Science and Education – Education 11,334
89 torproject.org Computers, Electronics, and Technology – Computer Security 18,299
90 tribpub.com News and Media 770,299
91 twitter.com Computers, Electronics, and Technology – Social Networks and

Online Communities
5

92 usnews.com News and Media 1,075
93 utah.edu Science and Education – Universities and colleges 8,874
94 utah.edu Science and Education – Universities and colleges 8,874
95 utah.edu Science and Education – Universities and colleges 8,874
96 utah.edu Science and Education – Universities and colleges 8,874
97 utah.edu Science and Education – Universities and colleges 8,874
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Report
Number Domain Category Global Rank

98 utah.edu Science and Education – Universities and colleges 8,874
99 utah.gov Law and Government – Government 5,572
100 utcourts.gov Law and Government – Government 98,603
101 utcourts.gov Law and Government – Government 98,603
102 utcourts.gov Law and Government – Government 98,603
103 uvu.edu Science and Education – Universities and Colleges 51,445
104 virustotal.com Computers, Electronics, and Technology – Computer Security 3,112
105 voterrecords.com Law and Government 22,187
106 walmart.com E-commerce and Shopping – Marketplace 87
107 walmart.com E-commerce and Shopping – Marketplace 87
108 walmart.com E-commerce and Shopping – Marketplace 1,814,471
109 way.com Travel and Tourism – Air Travel 35,592
110 webmd.com Health – Health Conditions and Concerns 698
111 webmd.com Health – Health Conditions and Concerns 698
112 wellsfargo.com Finance – Banking, Credit, and Lending 180
113 wsu.edu Science and Education – Universities and Colleges 25,008
114 wundeground.com Science and Education – Weather 1,208
115 yewtu.be Computers, Electronics, and Technology 21,266
116 youtube.com Arts and Entertainment – TV Movies and Streaming 2
117 zoom.us Computers, Electronics, and Technology 60
118 zoom.us Computers, Electronics, and Technology 60
119 zoom.us Computers, Electronics, and Technology 60
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