Ad Personalization and Transparency in Mobile Ecosystems:
A Comparative Analysis of Google’s and Apple’s EU App Stores

David Breuer” Lucas Becker* Matthias Hollick
TU Darmstadt TU Darmstadt TU Darmstadt
Darmstadt, Germany Darmstadt, Germany Darmstadt, Germany
dbreuer@seemoo.tu-darmstadt.de Ibecker@seemoo.tu-darmstadt.de mbhollick@seemoo.tu-darmstadt.de
Abstract operating systems, most apps are still installed via the platform’s
Smartphones have become the primary interface to the Internet default app stores [90]. While Android allows to install apps without
for many users, making app stores an essential part of the mo- a store via sideloading, this workflow is inconvenient for daily use.
bile ecosystem. Apple’s App Store and Google’s Play Store form a Apple recently introduced a similar feature in iOS 17.5, reacting to
duopoly of the two largest app stores, both of which offer targeted the European Union’s (EU’s) introduction of the Digital Markets
advertisements in their store ecosystems. Consequently, their need Act (DMA), but offering this only within the EU and limited to
for user data to improve the targeting of ads conflicts with users’ developers with at least one million app installs per year [21]. The
desire for privacy. Users have to trust the statements given in pri- resulting duopoly forces users to rely on the first-party app store
vacy policies that are often scattered over multiple places and have of their chosen platform.
no way of overseeing how their data is used for ad targeting. The Consequently, Google and Apple possess substantial control
European Union passed several regulations, most notably the DSA over these ecosystems [33], and, by extension, over mobile users,
and DMA, addressing this transparency issue. The implementation which depend on their platform’s app store to make full use of
of these laws, however, must be audited to ensure their effective- their devices. Both Google and Apple profit from their respective
ness. Unfortunately, the transparency measures implemented in app stores by demanding service fees [16, 64] and selling in-store
the context of advertising and the ad-targeting mechanisms in app advertisements [15, 61]. For effective and hence most profitable
stores have received little attention so far. In this work, we analyze advertising it is beneficial to target advertisements in order to reach
the first-party ad tracking ecosystem on Apple’s and Google’s app the desired audience [97]. Such targeting requires information on
stores. We measure the effects of different account parameters and the users and leads to a potential conflict of interest between the
interest patterns on the ads these accounts receive. Furthermore, platform operator wishing to sell profitable advertisements and
we study the transparency measures implemented by the platforms. the user wanting to protect their privacy [98]. While both compa-
While we only detect rare occurrences of targeted advertising, we nies enforce rules on third-party app developers on how they are
find Google’s recommendations to be highly personalized. We no- allowed to track a user’s behavior to ship personalized advertise-
tice multiple issues with the realization of transparency measures ments [57, 67], these limitations do not apply to themselves. The
that affect their effectiveness and, in our opinion, contradict corre- resulting risks range from the manipulation of individual users by
sponding EU laws. exploiting personal vulnerabilities [93] to large-scale, politically
motivated campaigns [2, 76, 80]. Responding to these risks, law-
Keywords makers have passed laws to regulate and increase the transparency

of online advertising systems. Most prominent in this context is
the Digital Services Act (DSA) in the EU. However, to an outside
observer, the mobile ecosystems of Google and Apple are highly
complex black-boxes, despite these regulations aimed at increasing
transparency. The DSA forces very large online platforms to pub-

First-party tracking, advertising transparency, targeted advertising,
app store privacy, i0S, Android, DSA.

1 Introduction

App stores are the gateway to obtaining applications on mobile lish repositories listing all distributed ads, but without trustworthy
phones. As such, these app stores are an integral part of the mobile audits, the datasets published might not reflect reality, either in-
ecosystem. Users have to rely on them to install apps they need for tentional or due to implementation issues. For these reasons, we
their daily lives, such as banking apps or instant messengers. The study the first-party tracking and advertising behavior in Google’s
global mobile app store ecosystem is divided into two major players, and Apple’s mobile app store ecosystems to increase transparency
Google’s Play Store (Android) and Apple’s App Store (i0S) [91], of how ad-targeting is applied and to gain insights into whether
despite the mobile app market being estimated at around 289 billion existing transparency measures are effective.

USD in 2024 [100]. Although there exist third-party stores for both We therefore formulate the following main research questions:
“Both authors contributed equally to this research. e RQ1: How do Google and Apple personalize ads and rec-

- — - - ommendations in their mobile app stores? What are the
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tion 4.0 International License. To view a copy of this license @ differences?

visit https://creativecommons.org/licenses/by/4.0/ or send a BY . RQZ: Do Google’s and Apple’s app store advertising comply
letter to_ Creative .Commons, PQ Box 1866, Mountam View, CA 94042, USA. with the transparency measures of the EU’s DSA?
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Fundamentally, we address these questions by performing informa-
tion flow experiments: We construct accounts with specific parame-
ters or interests, so-called personas, and measure the ads displayed
to them. We repeat these measurements to get a representative
sample size and then evaluate them to deduce correlations between
the persona we signaled towards the platform and the outputs
(the ads) we received. We also use the privacy and personalization
controls that Apple and Google offer to study their effects on the
ads we observe. Further, we compare our results to the provided
advertisement transparency repositories to analyze whether they
are consistent with our experiments. Unfortunately, we find multi-
ple implementation issues in the provided transparency measures,
limiting the use of this comparison.

In summary, our paper claims the following main contributions:

o We present a methodology to examine black-box advertising
in smartphone app stores, including an open-source automa-
tion framework. We focus our study on user targeting of app
store ads and recommendations.

e We give insights into the advertisement ecosystems of Ap-
ple’s App Store on iOS and Google’s Play Store on Android.
Our measurements amount to more than 4 million ads and
recommendations from over 250 accounts.

e We describe inconsistencies in Google’s app recommender
system as part of the Play Store.

e We identify shortcomings of Apple’s and Google’s imple-
mentation of DSA advertisement transparency rules.

e We publish our source code and dataset to aid future research.

2 Related Work

In response to the opaqueness of tracking and targeting mecha-
nisms employed by the advertising industry, researchers have been
studying advertisement systems to uncover their behavior. A fre-
quently used approach is to consider the respective advertisement
ecosystem a black box, where only inputs (such as interactions with
the system) and outputs (i.e., the resulting ads) can be observed.
Researchers formulate insights into the tested black-box system by
correlating inputs and corresponding outputs [73, 74, 85, 95].

Crowd-sourcing of ad targeting data. There are different ap-
proaches to constructing the dataset required for this process. One
branch of research uses crowd-sourcing to record the interactions
performed by real humans and the ads they are shown [45, 68, 71].
While crowd-sourcing enables the creation of large and diverse
datasets that closely reflect the real-world usage of ad ecosystems,
its effectiveness depends on the access to willing participants.
Additionally, researchers have little control over the specific
profiles (i.e., signaled interests and behavioral patterns) of users
and cannot keep influencing factors fixed.

Persona construction. An alternative way to map inputs to out-
puts is to construct artificial personas that are used for interactions
with the target system. Often used to detect ad-related tracking
on the Internet, a typical pattern is to use a separate web browser
profile for each persona. A persona is established by interacting
with sites that are associated with a specific interest or character-
istic and keeping the resulting client-side state. Later, a persona’s
state is used to measure outputs (i.e., ads) that can be linked to
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the previously signaled profile of the persona. Existing prior work
targets primarily the web [1, 25, 26, 31, 34, 83]. Igbal et al. [69]
examine the Alexa Echo smart speaker ecosystem, although they
still rely on the web for measuring ads. In contrast, we use personas
to infer targeting mechanisms in the previously unstudied area of
first-party tracking in mobile device app stores. Compared to the
web advertising ecosystems studied in previous works, mobile first-
party tracking happens within authenticated and closed ecosystems
that introduce further challenges, which we discuss in Section 8.4.

Third-party tracking on mobile platforms. Advertisement-related
tracking practices on mobile platforms have been studied before,
often with a focus on advertising libraries shipped with apps [27,
72,78, 88]. Works of a similar research direction have analyzed how
apps can use permissions to leak sensitive data [30, 86] and how
permission-related dialogues are perceived by users [82]. Our work
is orthogonal to these works since we study tracking performed on
the platform by first parties, which, due to their function, already
are in possession of sufficient permissions to access sensitive data.

First-party tracking on mobile platforms. Prior work on first-party
tracking on Android and iOS focused primarily on the data transmit-
ted to Google and Apple [75], and other Android OEMs [79]. With
respect to Apple’s App Store, previous work found that user inter-
actions in the store are logged and transmitted meticulously [84].
These studies cover only the network traffic sent to the first-parties,
while we focus on the behavior of their black-box systems instead.
Additionally, the association of search keywords and advertised
apps has been investigated on iOS [94]. Here, the authors focused
more on the relationship between competing apps and favored
search keywords. We, in contrast, address questions related to user
targeting and transparency.

Cross-device tracking. As we are limited to a fixed number of
devices, cross-device tracking, in which advertisers link a user’s
different devices, is relevant when evaluating our data. Cross-device
tracking on websites has been studied before [29, 89, 99]. The ap-
proach of Solomos et al. [89] is the closest to ours, since they also
use artificial personas to detect targeted ads that result from cross-
device tracking. In contrast to their work, we analyze mobile app
store ecosystems and consider cross-device tracking as only one
aspect of our analysis.

3 The mobile in-store advertisement ecosystem

In the following, we provide an overview of Apple’s and Google’s
advertisement systems in their app stores by compiling publicly
available information and introducing relevant EU regulations.

3.1 Advertiser View

Advertisers must create ad campaigns in order to get their ads
shown in the app stores. Apple and Google offer web interfaces
for this purpose. The option to set a maximum budget and bid is
common to both interfaces. This is crucial, as the final decision on
which fitting ads are shown to a user is based on an auction [17, 59].
In the following, we summarize the advertiser options presented
on Apple’s and Google’s web interfaces.
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Apple. Apple differentiates between two advertiser programs:
Apple Ads Basic and Apple Ads (formerly Search Ads Basic and
Search Ads Advanced). In the basic version, advertisers can only
select a monthly budget, a maximum Cost-Per-Install (CPI) bid, and
targeted countries. Apple claims to automatically choose the best
targeting parameters per app and ads are only shown within the
search results of the App Store [17]. Apple Ads allows developers
to define their audience by a set of features: gender, age, device
(e.g., iPhone or iPad), customer type, and location. Customer type
allows targeting new users, users who have already downloaded the
advertised app before, or users who installed other apps from the
same developer. As a location, only wider areas can be selected, e.g.,
alarger city in Germany [23]. Advertisers can place their ads on the
Today tab, Search tab, search results page, or product page [9]. If the
search results are chosen, advertisers can additionally define a set
of keywords that are matched with the search queries of App Store
users, and define time spans over the day in which this ad campaign
is active. Apple Ads is billed Cost-Per-Tap (CPT), where advertisers
must pay for every click on an ad. The web UI offers no interest-
based targeting options outside the search results placement [17].

Google. In contrast to Apple’s Ul Google’s advertiser web in-
terface [61] offers detailed targeting options. Besides demographic
features, including parental status and household income, Google
allows targeting more fine-grained locations than Apple, down to
rural towns in our experiments. Advertisers can choose from a large
pool of specific interests or target groups that have experienced spe-
cific life events (e.g., graduation or marriage), and Google indicates
whether these groups are willing to buy. Furthermore, advertisers
can specify custom interest groups based on freely defined key-
words, visited websites, or used apps. The personalization options
exceed Apple’s, thus confirming Google’s core business model is
advertising. To our knowledge, detailed options of Google’s adver-
tiser view are not publicly documented, but they publish data on
targeting options as part of their real-time Bidding API [47].

3.2 Recommendations

Apple and Google operate recommender systems that suggest apps
to users [12, 51]. It is opaque to users whether these systems are
based on the same data as the advertisement systems, and if those
are combined or separated. For recommendations, advertisers can-
not specify any campaigns. The platform chooses recommended
apps without any prior application or payment. Hence, these rec-
ommendations are not treated as advertisements, but have a similar
effect on customers.

3.3 Privacy Policies

Apple and Google provide privacy policies in the EU as enforced by
the General Data Protection Regulation (GDPR). In the following,
we summarize their privacy practices regarding in-store advertise-
ment and user tracking as stated in their privacy policies.

Apple. Apple’s privacy policies are scattered over multiple lo-
cations. Apple provides a general privacy policy in combination
with a summary [7, 22], individual privacy documents on every
service [18], individual privacy labels for every app [14], and their
Advertising Privacy Policy acting as a guideline for developers [4].
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Apple distinguishes between ads based on contextual information
and profile information [6]. The former is available at the moment
the user opens the app store. This includes, e.g., the search term,
the current content of the viewed page, the Operating System (OS)
version, language settings, or the device’s location. The latter is
accumulated over time before the ad is served. In this process,
the ad platform uses information such as store interaction, profile
information such as name, age, or gender, and interaction with
other apps controlled by the store operator.

For ads based on profiling, Apple groups users into segments of
at least 5,000 people based on account information and interaction
history with the App Store, News or Stocks app, and other Apple
services like Music or Books. Apple Pay Transactions, Health app
data, sexual orientation, religious beliefs, and political affiliations
are excluded from their advertisement platform. Minors do not
receive ads, and users can opt out of profiling-based ads in their
App Store settings. Apple claims their “advertising platform does
not track you” [6], which they define as not joining user data with
data from other parties and not selling personal data to data brokers
in the context of advertising.

Google. Similar to Apple, Google offers several websites with
privacy statements. They provide a central privacy policy [51],
multiple documents specifying their privacy practices for their in-
dividual services [3, 55], and information on their ad ecosystem for
developers [48]. On their privacy web blog, they state their support
in favor of privacy regulations [62]. They have also published a
white paper on “Responsible Data Practices” [63].

According to their privacy policies, Google uses all data they
collect from users and other parties to personalize recommendations
and ads. They do not use data on health, race, religion, and sexual
orientation for advertising, nor do they use data from Gmail, Google
Drive, and Google Photos. Ads are not personalized if a user is
underage. Every user can turn off the personalization of ads in their
account settings. They define a list of sensitive categories consisting
of alcohol, dating, gambling, pregnancy and parenting, and weight
loss that users can exclude from their received ads [60]. They do
not state what they regard as contextual and profile information.

3.4 EU Regulations

The most influential EU regulations affecting the smartphone app
store ecosystem are the DSA [43], the DMA [42], and the GDPR [41].
In the following, we summarize the articles relevant to our work.

Digital Services Act. The DSA defines how online platforms
within the EU must ensure consumer safety. It contains additional
strict rules for Very Large Online Platforms (VLOPs) and Very Large
Online Search Engines (VLOSEs). These are platforms that have
at least 45 million monthly users in the EU and are designated
as VLOPs and VLOSEs by the European Commission. As Apple’s
App Store and Google Play are defined as VLOPs, all articles of the
DSA must be applied [32]. Article 26 defines transparency rules
for advertisements delivered through the respective platform. In-
formation on who is responsible for an ad and why it is shown to
the user must be available. Additionally, it prevents advertisements
based on the profiling of certain personal features defined in Article
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Treatment

Control

Figure 1: Measurement procedure of a single experiment pair:
In Step o, we create accounts for each persona instance,
and in Step @), we reset each device. During Step €), we
install apps for our interest-based treatment personas. In
Steps @ and @), we conduct our measurements before and
after opting out of personalization.

9 GDPR, such as political opinion, religion, health data, and sex-
ual orientation. Article 39 DSA extends this for VLOPs and forces
platforms to provide the data through an online repository with
API access, including information on how often an ad is delivered.
Articles 27 and 38 define similar transparency rules for recommen-
dations on the platform and ensure that consumers can opt-out of
profiling-based recommendations. Article 28 prohibits the deliv-
ery of personalized ads to minors. Articles 34 and 35 define that
VLOPs must assess their risks to society, report on that, and provide
safeguards within their systems for risk prevention. Additionally,
Article 14 defines transparency rules for a platform’s terms and
conditions, and Article 25 forbids manipulative online interfaces.

Digital Markets Act. The DMA focuses on fairness in competi-
tion between EU-defined gatekeepers and other businesses. For each
gatekeeper, core platforms are identified, and Article 5(2) prohibits
the combination of user data of a core platform and other services
of a gatekeeper. As iOS, Apple’s App Store, Google Play, and Google
Android are defined as core platforms, Apple and Google are forbid-
den to combine user data collected by these services [33]. Article
5(2) can be relaxed through consumer consent.

General Data Protection Regulation. The GDPR defines bound-
aries for companies’ data collection and strengthens consumers’
rights against data misuse. It has been in force since 2018 and obliges
companies to handle all user data transparently. Data minimization
is emphasized, and data processing is limited to legal bases stated
in Article 6. Additionally, it allows consumers to obtain a copy of
their data and revise or delete it. One major improvement since its
commencement is that companies now write more precise privacy
policies and explain their data handling in greater detail [77].

4 Methodology

To address our research questions, we need insights into the func-
tionality of the platform’s infrastructure that go beyond the publicly
available information. Fundamentally, this scenario can be consid-
ered as a black-box information flow problem [95], where we aim
to measure the influence of information flows to Google’s and
Apple’s app stores on the resulting in-store advertisements. We de-
liberately restrict our information flow problem to advertisements
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shown in the smartphone app stores, instead of also using advertise-
ments from other services of the platform provider (e.g., YouTube in
Google’s case). The reason for this design decision is that we seek to
compare Google’s and Apple’s ecosystems, meaning that we have
to restrict ourselves to the subset of options available on both plat-
forms. Since Apple at the time of our experiments only advertises
in their app store [6], we focus on app store advertisements.

4.1 Overview

To measure the effect of information flows, we follow the approach
outlined by Tschantz et al. [95] and always perform measurements
twice: In the treatment group, we signal some property or behavior
that we want to test (a so-called persona, see Section 5). In the
control group, we repeat the same procedure but without signaling
the behavior, as depicted in Figure 1. By this approach, we can
compare the resulting output flows from the treatment to the control
group. By simultaneously measuring the treatment and the control
group (referred to as measurement pair), we limit the impact of
temporal effects, such as different times of the day or shifts in the
currently active advertisers.

4.2 Experiment Procedure

In the following, we give an overview of the individual steps of
each experiment, as shown in Figure 1. The technical details of
these steps are explained in Section 4.4, and we explain our design
choices in Section 4.5.

@ Account creation. The first step of each experiment is the ac-
count creation phase. We create Apple and Google accounts
in a separate environment that consists of a web browser and
a smartphone (Samsung Galaxy S20 running Android 13).
We use Chromium for Google accounts, and Safari and Fire-
fox for Apple accounts. We partially automate this process
using Selenium [87], but have to solve captchas manually to
avoid bot detection mechanisms. The data used to populate
these accounts is fixed, varied only according to the personas
specified in Section 5. On both platforms, we enable all per-
sonalization settings where applicable, including Google’s
option to combine user data of all of their services [52].

We use eSIMs from a German service provider for the SMS-
based verification step required during the account creation.
Each account is tied to one eSIM. During account creation,
we install these eSIMs sequentially on a separate Android
smartphone dedicated solely to this task. This smartphone’s
internet access is limited to the API endpoints of our service
provider that are necessary for eSIM activation. This way,
we prevent any direct information leakage to either Apple or
Google during the eSIM card installation. Such leakage could
tie together different eSIMs and the singular device used to
create accounts, tainting our experiments. The creation of
Apple accounts requires an existing email address, for which
we use email addresses reflecting the name of the created
account hosted on our own email server.

After creating a new account, we wait at least three days
before using it for our experiments. This time span is derived
from Apple’s documentation [8] and worked well for both
Apple and Google accounts.
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@ Device setup. We fully reset each device at the beginning of
an experiment. Then, we log in to the account under test.

@ Signaling. The third phase of our experiments is the signaling
phase. We install a set of apps with the respective account
under test in case of our interest-based personas.

O Measurement. In our fourth experiment phase, we measure
the ads our personas receive. We extract ads and recom-
mendations on smartphones from Google’s Play Store and
Apple’s App Store app. We use UI automation to open and
scroll through the respective app store to achieve this. For
each detected ad and recommendation, our setup writes the
full name of the advertised app into our database. A back-
ground script on our server then fetches additional data
regarding those apps directly from Apple’s and Google’s
app store APIs. As we use the exact app store name of the
examined apps, we can precisely match them through the
store APIs. The retrieved metadata includes the app’s store
category, which is used later in our experiments.

© Non-personalized measurements. In phase five, we repeat
measurements after turning off personalization to study the
effects of opting out of personalized ads. This results in
further subgroups within each measurement, distinguishing
between the personalized and non-personalized subgroups.

Repetitions. We perform measurements of each persona multiple
times with identical parameters and fresh accounts to get a more
representative sample size. This leads to multiple accounts being
associated with the same persona. The number of accounts per
persona is listed in the Appendix in Table 2. While these accounts
all entail the same persona characteristics, they do not reflect the
same user. Each account is assigned a unique email address and
SIM card. For example, we created our shopping persona five times
for each platform, with individual accounts, email addresses, and
SIM cards, so we can repeat the shopping measurement five times
on each platform and increase our sample size.
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Ad Database

Figure 3: Overview of our experiment architecture.

4.3 Extracted Items

We extract the following ads and recommendations (referred to as
items) from the respective app stores for our measurements.

Ads. Apple and Google show ads in various places in their re-
spective app store apps on i0S or Android. Apple displays a single
ad on the Search tab (see Figure 2b) and on the Today tab (see Fig-
ure 2c). Apple’s App Store also displays an ad after performing a
search and on an app’s page, which we exclude due to their con-
textual nature, as these ads only appear after explicit user input. In
Google’s Play Store, ads on the main page are placed in scrollable
containers marked as “Sponsored” (see Figure 2a), of which there
can be multiple instances on the main page. Similar to Apple’s App
Store, the Play Store displays a single ad on the search page and an
ad after performing a search. We ignore the former since we can
get a higher volume of ads from the main page, and we exclude the
latter because it is contextual.

Recommendations. In addition to ads, both platforms feature UI
elements that recommend or “suggest” a selection of apps to the
user. Unlike ads, these recommendations are not paid for by the
app’s developers and are not part of the bidding process. The app
distribution of recommendations might differ substantially from
the distribution of ads. This also means that the distribution of rec-
ommended apps is supposedly unrelated to advertising budgets and,
therefore, less skewed towards apps with high advertising budgets.
Their characteristics can, therefore, grant additional insights into
the interest estimation of the platform operators.

4.4 Experiment Setup

To evaluate the results of our experiments, we need to control all
user-facing inputs to the system under test [95]. In this section,
we describe our test environment, discuss all experiment input
parameters and explain how we handle them.

Figure 3 gives an overview of our experiment architecture. We
use two Android smartphones (Samsung Galaxy S22+ and S23
running Android 14) and two iPhone 15 devices (running iOS 17.4)
to run the related control and treatment experiment pairs in parallel.
All smartphones are connected via USB to our experiment host
(Mac Studio 2022 with macOS 14.5) running all our automation
code. They are connected via WiFi to a router that forwards all
traffic to and from a university-wide internet access network. Our
setup blocks DNS requests to gdmf.apple.com to prevent the iPhones
from automatically updating their operating system.
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All information necessary to conduct the individual experiments,
e.g., Apple and Google account login credentials, eSIM credentials,
or persona details, as well as our experiment results, are stored in a
PostgreSQL database that our experiment host accesses.

Physical devices. We use real devices to originate our informa-
tion flows from. Better scaling alternatives would have been to use
either emulated devices or to reverse engineer and re-implement
relevant protocols (see for example [28]). We consider both of these
alternatives infeasible. First, emulated devices are, without further
tweaking, easily detected [70]. We cannot rule out that their use
has a significant impact on the way that ads are distributed. Second,
reverse engineering all relevant protocols to match real information
flows with sufficient precision is labor-intensive and error-prone,
given the large set of components involved in our experiments.
Similar to using emulated devices, subtle differences to interac-
tions performed by real devices might lead to dissimilar behavior.
We shuffle devices between treatment and control groups to limit
potential effects due to different device models.

Region and IP address. Our test devices are placed in a single
building in Germany and are not moved during the experiments.
We route our traffic through the university’s network at the same
location, thus achieving consistent location data via IP- and GPS-
based localization. While this still allows grouping accounts by a
common service provider, we found the alternative of using VPNs
to mask our locations infeasible due to an increased occurrence of
bot prevention checks [35]. Additionally, we share an IP address
range with other legitimate device users of the university network.

Device automation. Our framework runs fully automated and
does not require human interaction after initiation. We use the
following tools to control the smartphones during our experiments.

On iOS, we use cfgutil to configure WiFi settings, execute a
device reset, and perform the initial setup. This tool is part of
Apple Configurator [13], which is designed to set up iPhones for
companies. We have modified cfgutil to skip the manual Terms
of Service agreement on the iPhones. We use devmodectl [20] to
enable the developer mode on the iPhones after first start.

On Android, we use the AoAv2 protocol [56] to perform the
initial setup and to enable developer mode by emulating a keyboard.

After the initial setup, we use XCode UI tests [24] to perform
our experiments on the iPhones and Google Ul Automator [66]
to control the Android smartphones. We have written scripts to
perform the following tasks on all devices through UI automation:
eSim insertion and ejection, Apple or Google account login and logout,
app installation, applying privacy preferences, and ad measurement.

4.5 Preliminary Experiments

We conducted preliminary experiments to tune our experiment’s
parameters to the system and devices under test.

Time between signal and measurement. For Android, we signaled
an interest in finance by installing related apps, and repeatedly
measure ads for a prolonged time of up to 20 days. In these experi-
ments, we found that for Google’s Play Store the initial time until a
clear response to our signal was measurable amounted to roughly
10 days. We define a clear signal response as a visible change in
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the distribution of ad categories, e.g., visible between the two bars
on the left of Figure 4a. Since we also observed that a strong signal
was still present weeks after these 10 days passed, we decided for
a “waiting” period of 14 days. For Apple’s App Store, we found 7
days to be a sufficient waiting period until measuring.

On both platforms, we detected the effect of signaling the finance
interest even if the associated account had been logged out of
the device for the waiting period. This observation allows us to
interleave signal and measurement steps of different experiments. In
addition, we confirmed that the effect of opting out of personalized
ads becomes visible almost immediately, which is why we only wait
10 minutes before starting with the non-personalized groups.

App interaction. We open each app briefly after installing to send
a stronger signal since this action is transmitted to both Google
and Apple. This is apparent in Google’s Activity Centre [65], and in
Apple’s case, we observed this behavior in the network traffic of a
jailbroken iPhone. As this can only be investigated on a jailbroken
device and, while conducting this research, no publicly available
jailbreak exists for i0OS 17.4, we rely on data extracted from the
network traffic of an iPhone 8 running iOS 16.7.8.

Amount of ads per time interval. We performed preliminary ex-
periments to infer how many ads we can retrieve in a given period
before running into rate limits of the respective store. Google’s Play
Store presents users with more ads than Apple’s App Store. This
means that by scrolling through the front page without resetting
the app’s state, we observe 126 ads on one page of the Play Store,
while we can retrieve only two ads from the App Store without
restarting the app: One ad on the Today tab and one ad on the
Search tab. We re-open the respective app store to retrieve addi-
tional ads. However, after measuring ads for a prolonged time, the
number of ads we can get drops drastically, falling to around 12 ads
per iteration on the Play Store and no ads at all on the App Store.

For this reason, we throttled our measurement process. We ex-
tract (in total) at least 252 ads per measurement run from the Play
Store and 120 ads from Apple’s App Store. After extracting the
targeted number of ads, our script waits until a full hour has passed
since the beginning of the measurement run to account for rate
limits before starting the next measurement iteration. While we
could have throttled both platforms to the same amount of extracted
ads, we decided to extract as many ads as possible per platform
to strengthen the validity of each platform’s experiments. Due to
ad-availability patterns in our preliminary experiments, we run the
measurement process on Android three times and two times on i0S
for each account, resulting in extraction times of three hours for
Android devices and two hours for iPhones. We measure only two
times on i0OS since the number of ads fluctuates heavily in the third
measurement run. These fluctuations prolong the time needed to
get 120 additional ads by a non-deterministic amount, thus making
it infeasible to schedule experiments properly.

Cross-account effects. Since we only have a limited number of
devices for experiments, reusing them might lead to two issues.

First, Apple and Google could transfer the interests of one ac-
count to a subsequently logged-in account, tainting the measure-
ment. To study this behavior, we perform additional tests, where
we log in to two accounts (control/treatment) on two devices in
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parallel, where we measure a clear difference between control and
treatment after signaling. Then, we log in to two accounts associ-
ated with neutral personas and compare them. We did not detect
any differences between those two accounts, which resemble the
difference between the former two accounts, and hence, we con-
clude that no measurable cross-account effects exist. Nevertheless,
we reset all devices before logging in to Apple or Google accounts.

Second, Apple and Google could use the device type to assign
a specific interest category, leading to different results depending
on the device on which an account is logged in. We analyze the
results from our baseline experiment to examine such a potential
behavior. We group our extracted data by device and search for
patterns where repetitions of certain ads or recommendations on
the same device are closer than repetitions on the other. Here, we
again found no such pattern for either platform.

5 Persona Design

Personas reflect the input parameters to our black-box information
flow experiment. We assign them to all our accounts and limit each
persona to one modified test input. All other experiment parameters
remain unchanged to ensure the outcome of our test originates from
our test input. We divide our personas into three types based on
their test input: Neutral, Account Parameters, or Interest-based. Their
exact parameters are specified in Table 3 in the Appendix.

5.1 Neutral Persona

We use neutral personas for the control groups and for a baseline
experiment comparing two control groups to each other. We assign
these personas common values such as names to make them a fit-
ting representation of a typical user within Germany. The account-
parameter-based and interest-based personas use the values of the
neutral persona for all parameters except the one being tested.

When creating Apple or Google accounts for our personas, we
must specify static account parameters, including name, age, email,
and gender. However, there are slight differences between Apple
and Google. For an Apple account, we need to provide a valid email
address, while Google offers to create a Gmail address for each
Google account. The email prefix is always constructed out of the
first and last name of the account and a six-digit number. We use
Alex Miiller as the neutral account name. It consists of the most
common names in Germany [92] and is gender neutral. There is no
option to provide a gender when creating an Apple account. For
Google Accounts, a gender must be selected, so we chose the option
prefer not to say as the most neutral option. For the mandatory birth
field, we use the first of January 1990, which results in an age of 34
years at the time of our experiments. Our neutral persona does not
install any app from the app store.

5.2 Account Parameters Persona

Both companies use account information for personalization ac-
cording to their privacy policies [6, 51]. For this reason, our second
type of personas examines the influence of different ages, genders,
and names on the examined advertisement platforms.

Age. We split our age personas into three clusters: Young adults
(25 years), middle-aged adults (50 years), and seniors (85 years). We
choose these clusters to cover a broad range of different generations.
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Apple and Google do not serve ads to minors [6, 54]. Therefore, we
do not create underage personas. During our preliminary experi-
ments on Google’s Play Store some accounts were flagged as minors
and did not receive ads. Hence, we can confirm this behavior.

Gender. Apple states to derive a gender from the account
name [6], and we assume a similar behavior by Google. To inspect
this behavior, we use the account name parameter to signal a
gender to the platform while still using Google’s gender option
prefer not to say. We design our gender personas by using the
most common first names in Germany for people born in the
year 2000 for a given gender: Maria, Sophia, Julia, Laura, Anna,
Alexander, Maximilian, Lukas, Philipp, and Daniel [92]. The last
name is always Miiller.

Name. We want to test the influence of common names of other
cultures on the received ads and recommendations. For this, we use
the most common names in Turkey and China as representatives
for large non-European cultural groups in Germany [44]: Mehmet
Yilmaz and Zhang Wei [81, 96].

5.3 Interest-Based Persona

For our third type, personas are defined by their behavior instead of
their static account parameters. We restrict our interaction with the
advertisement platforms to the app stores for comparability reasons
(see Section 4). Therefore, the behavioral input to our experiments is
interactions within the app stores, i.e., app store search queries, app
installations, and app launches via the app store UL Apps shipped
with the OSs are not installed via an app store, and we assume
these apps have no impact on our experiments. Even if these apps
were reported to the store operator, they would be present in all
experiments and, therefore, be part of our baseline.

We assign a set of 30 apps to each persona. These apps are
installed and opened during the signaling step. We create a set of
apps for all personas using the top free app charts of the respective
store categories, where possible. For personas not directly mapped
to an app store category, we curate a list of free apps that reflect
the persona’s interest. For example, we search for apps that track
food consumption to reflect the interest of our weight loss persona
and add the top search results to the respective app list.

First, we curate two personas that signal generic interests: Fi-
nance and Shopping. These personas are intended to reflect typical
user interests combined with a strong monetary incentive on the
advertiser’s side, and should, according to our intuition, produce a
strong effect. Our other interest-based personas are chosen to re-
flect topics that are linked to potential risks as outlined by the DSA.
For these, we pick Alcohol Sobriety, Parenting, Gambling, Weight
Loss, and Dating. These are the topics that Google deems sensitive,
offering the option to opt out of receiving associated ads (see Sec-
tion 3.3). We exclude the Dating interest due to the need for age
verification when installing adult-targeted apps. We test this op-
tion by marking the corresponding topic in these personas’ Google
account settings as sensitive.! Finally, we design a Mental Health
persona according to Article 34 DSA.

'We exclude the sobriety persona from this process, which was not marked as sensitive
due to a malfunction of our tooling.
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Table 1: Permutation test results with chi-squared as the test statistic and 9,999 performed permutations (R = 9,999). We
use the category distribution of measurement pairs as input (C = Control, T = Treatment, P = Personalized, NP = Non-
Personalized). Significant pairs are written first, with the number of insignificant pairs in parentheses (¢ = 0.05). Sum of Play
Store recommendations differs from the sum of ads due to missing recommendation data. Stable results are marked in bold.

Platform Baseline Account Parameters Interest Groups

NP/NP P/NP-C P/NP-T P/P | NP/NP P/NP-C P/NP-T P/P | NP/NP P/NP-C P/NP-T P/P
Play Store (Ads) 5 (0) 5 (0) 5(0) 5(0) 19 (3) 22 (0) 21 (1) 22(0) 33(2) 34 (1) 33(2) 35(0)
Play Store (Rec.) 3(2) 0(5) 005 1(4) ] 1009 6(13) 6(13) 7(12)| 34(0) 1(33) 4(30) 34(0)
App Store (All) 05) 005 0() 0(5)| 0(23) 1(22) 1(22) 0(23)| 0(39) 0(39) 0(34) 0(34)
App Store (Search tab) | 0 (5) 0(5) 0(5) 05| 0(23) 1(22) 1(22) 0(23)| 0(34) 1(33) 0(34) 0(34)
App Store (Today tab) 0(5) 0(5) 0(5) 0(5 | 0(23) 0(23) 0(23) 0(23)| 034 0(34 0(34) 0(34)

6 Evaluation

In our evaluation, we analyze the extracted ads and recommenda-
tions (both referred to as items) regarding their category distribution
and frequency. We interpret our data using statistical means of
permutation testing and the Jaccard similarity index. Finally, we
manually inspect our data to uncover further peculiarities.

We explain our key evaluation methodologies in the following
paragraphs and provide detailed results of the two examined plat-
forms in Sections 6.1 and 6.2.

Category distribution. We group the extracted items of each ex-
periment by their respective store category and calculate the cate-
gory distribution for each experiment. Figure 4 shows exemplary
results of one Shopping persona experiment. Apple and Google
state categories for each app within their stores, e.g., Finance or
Shopping, and we fetched those during our experiments (see Section
4.2). To simplify the interpretation, we group all Gaming-related
categories into one group.

Frequency. We calculate the frequency of extracted items by
counting all occurrences of ads or recommendations of each experi-
ment. We identify all items by their name (see Section 4.2). Figure 5
shows the frequency of extracted ads over multiple experiments.

Permutation testing. We follow the methodology of [95] and use
permutation testing to detect significant differences between our
experiment groups. Our test statistic is chi-square. In contrast to
Pearson’s chi-square test, permutation tests do not assume the pop-
ulation distribution under test [46]. We execute 9,999 permutations
for each test and use a significance level of 0.05. We use the category
distribution of ads or recommendations for these tests. In Table 1,
we list the number of significant experiment pairs.

Jaccard similarity index. We use the Jaccard index to inspect our
frequency data and detect trends in the similarity of experiment
pairs that do not show significant differences according to our
permutation tests. A low Jaccard index indicates a low similarity.

Dataset. In total, we extracted 257,820 ads and 378,057 recom-
mendations as part of our main experiments. We created 249 Apple
or Google Accounts using 213 eSIMs. We conducted our experi-
ments from December 2024 to January 2025. In conjunction with our
preliminary experiments, we extracted 1,130,243 ads and 3,514,632
recommendations with 362 Accounts using 281 eSIMs.
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6.1 Google’s Play Store

In this subsection, we analyze the data measured on Android smart-
phones. On Android, we observe considerable differences between
the personalization of ads and recommendations. For this reason,
Android-related tables and figures are arranged by this aspect.

Inconclusive permutation test results for ads. Our permutation
test results for the category distribution of ads, depicted in the first
row of Table 1, consistently indicate that samples are drawn from
different distributions. Here, the three persona types exhibit similar
characteristics, showing no differences in personalization patterns
of the baseline, interest groups, and account-parameter-based per-
sonas. However, our baseline persona uses the same neutral persona
type for control and treatment. Since the baseline always produces
significant permutation tests, we conclude that the test results are
unsuited to detect personalization effects in this setting.

Personalization settings do not affect reccommendations. The re-
sults for recommendations differ from those for ads. For the baseline
persona, the majority of measurement pairs produce insignificant
tests, so we cannot prove that they are drawn from different distribu-
tions. This result matches our intuitive expectation for the baseline
persona. The tests for the account-parameter-based persona result
in a mix of significant and insignificant cases. The test results for the
interest-based persona are most pronounced. Here, the differences
between control and treatment are always significant. But, when
comparing personalized to non-personalized pairs within treatment
or control groups, the test results are mostly insignificant (see Ta-
ble 1). These results imply that disabling personalization does not
affect the recommendations. This effect is also visible in the category
distribution of recommendations (see Figure 4a).

Persona-induced personalization effects. We observe multiple in-
stances of personalization effects indicated by changes in the dis-
tribution of categories. The most pronounced case for ads is in the
Shopping persona, where three out of five treatment measurements
show strongly increased frequency of ads from the shopping cate-
gory compared to the control group (see excerpt in Figure 4a and
full Figure 8h in the Appendix). The Chinese name persona of the
account-parameter type shows an increased number of games in
three out of five treatment measurements, while there is no such
pattern for the Turkish name persona. All other personas do not
show apparent differences between control and treatment in the
category distribution of ads.
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Figure 4: Category distribution of one measurement pair (C = Control, T = Treatment) of the shopping persona before and after
deactivating personalized ads (P = Personalized, NP = Non-Personalized). Full data in the Appendix, Figures 8h and 9h.

For recommendations, the effects of our signaling procedure have
pronounced effects on the category distribution for most interest-
based personas. These effects are visible in Figures 8h to 8l in the
Appendix, where the frequency of a specific category starkly in-
creases compared to the control group. This increase is consistent
within all measurements and persists after opting out of personal-
ization. The permutation tests support this observation since they
are always significant between control and treatment for interest-
based personas, and they also indicate that these effects stay after
disabling personalization. Another observation for recommenda-
tions is that the interest-based personas Gambling and Sobriety (see
Appendix, Figures 8m and 8n) only show subtle changes between
control and treatment. This difference from the other interest-based
personas could be due to the fact that these personas do not have a
clear mapping to a single app category.

We further quantify these results by comparing the Jaccard simi-
larity of the extracted items (see Appendix, Figure 6). For both ads
(left-hand column) and recommendations (right-hand column) the
Jaccard similarity indicates the same characteristics observed by
the category distribution. For ads, this means no clear difference be-
tween different groups, while recommendations show a pronounced
difference between control and treatment for interest-based per-
sonas (see Appendix, Figure 6f), but not for account-parameter-
based personas or the baseline.

Ad campaigns. Figure 5a shows how often a specific ad occurs
in each measurement. It highlights that some ads occur in almost
every measurement, while the majority only appears in some of
them. Sorted by their total number of appearances, their frequency
gradually drops down to single occurrences over our dataset. This
characteristic implies that a small set of developers allocates a large
enough advertising budget to steadily be included in our measure-
ments, while most developers pay for a lesser number of impres-
sions. For recommendations, the distribution is similarly, but with
spikes of apps that only appear in specific personas (see Figure 5b).

Unique items. When looking at ads that appear uniquely in a
single experiment group, we notice the following: Our shopping
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persona got a selection of nine different shopping or fashion ads
that exclusively appeared in the treatment group. These appeared
in three of the five treatment extractions. This is consistent with
our observation that the shopping persona is the only instance with
visible personalization effects. More interestingly, the parenting
persona got four unique ads that have kids as their primary audi-
ence: ‘Sago Mini World: Kids Games’, ’Montessori Preschool, kids
3-7’, ’Sago Mini School (Kids 2-5)’, and one toy-related ad: 'TLEGO®
Builder’. These are all concentrated in a single measurement, which
leads to the assumption that this specific account has been assigned
a “parenting” interest?. The Gambling treatment group has one
instance with eleven unique game ads, compared to 0.3 unique
game ads per instance on average. Hence, we hypothesize that our
gambling persona has been categorized as “mobile gaming” interest.

There is a higher amount of recommendations that uniquely
appear in single experiment groups compared to ads. Some frequent
examples include: Anxiety and Al therapist apps that are unique to
the mental health persona, baby monitor and apps targeted toward
kids for the parenting persona, fasting and workout apps for the
weight-loss persona, and various habit trackers for our sobriety
persona. This degree of personalization seems to imply that Google
is able to correctly identify the interests of these personas, even
if their classification does not always match our intention for a
persona (e.g., mobile gaming instead of gambling). It seems that
Google does not directly apply this information for the targeting of
ads, since we did not measure similar effects there.

6.2 Apple’s App Store

Our results from Apple’s App Store show less clear personalization
patterns than those from Google’s Play Store. We observe a steady
distribution of ads along the App Store categories throughout all
experiments. While the results fluctuate, there are only little signs of

2 Another potential explanation is that marking the “pregnancy and parenting” topic
as sensitive was unsuccessful for this instance, either due to an issue with our tooling
or because of an error on Google’s side. We noticed multiple cases where the MyAd-
Center UI was slightly broken and options were missing. Unfortunately, opting out of
personalization resets sensitive topics, so we could not verify this setting in retrospect.
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Figure 5: Heatmaps that show how often items occur per mea-
surement (frequency). Rows represent an ad or recommenda-
tion for a specific app. Columns are individual measurements
sorted by time. Rows and columns are evenly selected over
the available data. Rows that are all-zero because of this sam-
pling method are omitted.

our personas being targeted. This is supported by our permutation
tests that indicate a significant difference between merely four
personalized to non-personalized pairs within the ads extracted
from the Search tab (see Table 1). Looking at Figure 4b, this behavior
can be observed in our category distribution by the example of our
shopping persona. A slight difference is visible between the control
and treatment groups of the Search tab, while a higher difference is
visible between the personalized and non-personalized groups.

We assume that this behavior is caused by two factors: The
limited number of ads we can measure in a feasible amount of time
and a low degree of personalization.

No personalization of recommendations. We detect no variation
between the individual measurements of recommendations. The
recommendations consist mainly of mobile games across all ex-
periments. Because of that, we exclude them from our evaluation
of Apple’s App Store and focus on the differences between the ad
placement options Apple offers on their iOS App Store, which are
the Today and the Search tab.

Differences between ad placement options. First, we examine the
differences between iOS’ two ad placement options, the Today tab
and the Search tab. Our permutation tests do not show any signifi-
cant differences in the ad distributions extracted from the Today
tab (see Table 1). The mean Jaccard similarity between the person-
alized treatment and control groups is consistently higher on the
Today tab than on the Search tab with all our persona types (see
Appendix, Figure 7). The equivalent non-personalized treatment
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and control groups show similar behavior. We constantly measure
comparatively low Jaccard indices between the personalized and
non-personalized groups.

We conclude that a basic level of personalization exists that is
higher on the Search tab than on the Today tab. We consistently
measure differences between groups with and without active per-
sonalization. The difference between our control and treatment
groups is very low compared to the aforementioned personalized
and non-personalized groups, and there are multiple explanations
for this behavior. On the one hand, the measurable sample size
might be too small, and on the other hand, the personalization on
Apple’s App Store might be very subtle.

Figure 4b shows these results using the example of the category
distribution of one of our Shopping persona experiments. On the
Today tab, the distribution is the same between measurement pairs.
On the Search tab, the distribution differs slightly between mea-
surements, but no clear pattern is evident. The most apparent effect
is visible between the Search and Today tab ad distribution, which
indicates the ads of the two placement options stemming from dif-
ferent populations. This effect is evident consistently throughout
our experiments (see Appendix, Figure 9).

Less ad diversity on Today tab. We observe frequent drops in the
measurement rate on the Today tab during our experiments. After
an unspecific amount of time, we do not receive any ads on the
Today tab. We do not get an ad more than two times within one
measurement run on the Today tab and not more than three times
on the Search tab within two hours. In conjunction with that, we
measure fewer distinct ads on the Today tab than the Search tab.

We assume a small set of large companies compete for Today tab
ad placements. Smaller companies may be unable to compete with
these companies regarding advertisement budgets, and their ads
are less often shown here. There seems to be a rate limit by Apple
that every ad is only shown twice within two hours. We assume
that this policy is in place to ensure the diversification of ads on the
Today tab. Nevertheless, it is ineffective, as only large ad campaigns
are shown on the Today tab.

A subset of these large ad campaigns is visible in Figures 5¢
and 5d. In total, we observed a group of 45 ads throughout our
experiment period in every measurement. The majority of these
reoccurring ads are shown on the Today tab.

High personalization impact of account parameters. We experi-
ence more distinct results from experiments involving account pa-
rameters such as gender and age (see Appendix, Figures 7c and 7d).
Our interest-based persona experiments do not yield conclusive
results but fluctuate strongly across calculated category distribu-
tions. This behavior correlates to Apple’s advertiser web UI, which
presents no options for interest-based targeting on the Today and
the Search tab. Still, we measure a light amount of interest-based
personalization from Apple’s opaque targeting mechanics.

In our gender group, we observe the app BeTidy: Cleaning Sched-
ule in three out of five female accounts. Apps like Business Card
Scanner by Covve, OANDA: Forex & Stocks Trading, or ONLOGIST |
Drive & earn money are only observed through our male accounts.
We do not observe effects based on culturally significant names.
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Baseline experiment. Our iOS baseline experiment shows
a low mean Jaccard similarity between the personalized and
non-personalized pairs. Additionally, we find a high similarity
between control and treatment groups (see Appendix, Figure 7a).
We observe a higher frequency of gaming ads and a lower
frequency of finance apps in the non-personalized group. The
clear distinction between accounts with active and inactive
personalization indicates general ad personalization on Apple’s
App Store and a measurable effect of the corresponding opt-out
functionality, consistent with our aforementioned results.

7 Compliance and Transparency Issues

In this section, we discuss compliance issues in relation to the DSA
as well as other transparency problems related to RQ2.

7.1 Ad Transparency Datasets

Per Article 39 of the DSA, Google and Apple must provide ad
transparency datasets for advertising within the EU. We initially
intended to refer to these datasets as ground truth to evaluate our
experiments but found them affected by several issues.

Google’s Ad Transparency Center. Google’s Ads Transparency
Center can be accessed using either the web interface [53] or
Google’s BigQuery cloud infrastructure [58]. Access using the cloud
API allows for arbitrary complex queries, which exceeds the simple
filters that are possible using the web interface.

The data shown on the web interface seems incomplete com-
pared to the records in the BigQuery dataset. We noticed multiple
instances where the web interface does not show any text ads for
an advertiser in the Play Store. The dataset, however, lists multi-
ple matching entries. The creative_page_url field, which usually
links to the respective page on the web interface, resolves to a
page-not-found error in these entries.

The dataset schema defines a field called surface_serving_stats to
distinguish “the platform where the ad served [sic]. Possible values
are: SEARCH, MAPS, PLAY, SHOPPING, YOUTUBE” [50]. These
values correspond to the options in the web interface.

When comparing the observable ads in Google Play with the
ads in the Google Ad Transparency Center, it becomes evident
that the advertisements displayed in Google’s Play Store are not
represented in the Ad Transparency dataset. We found multiple
instances where apps that we encountered in the Play Store did
not appear in a matching format in the Ad Transparency Center.
When looking up ads attributed to the corresponding apps and the
related advertisers in the Ads Transparency Center, only video ads
are shown, while filtering for either text or image ads yielded no
results. However, the ads displayed in the app store are clearly not
video ads since they only display a static image accompanied by
text (see Figure 2a). Manual inspection of these video ads reveals
that they do not correspond to the ads seen in Google’s Play Store.
In addition, we obtain the same results when directly querying
the downloaded dataset. We hence conclude that the ads shown in
Google’s Play Store are entirely missing from the Ad Transparency
dataset, which contradicts Article 39 DSA, and we suspect that
instead, these ads are part of Google’s AdMob Service and are
shown in third-party apps [49].
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Apple’s Ad Repository. Similar to Google, Apple provides a web
interface [10] and an API [11] for its Ad Repository including doc-
umentation [5]. We did not detect missing entries by comparing
randomly selected samples of our dataset to Apple’s Ad Repository.
However, the provided details of an ad do not contain any infor-
mation on the number of service recipients. This information is
explicitly required as part of the ad repositories by Article 39(2),
point (g) DSA. However, Apple only lists the aggregated numbers
of total service recipients per country as part of their transparency
report [19]. While Article 39(2), point (g) is not precisely clear, if
the recipients must be listed per ad, we argue that Article 39(1)
refers to“an advertisement” and extends Article 26, which refers to
individual ads. Additionally, it would be of more value to the public
and our research community to gain knowledge about individual
ads and in line with Recital 95 DSA, which states that ad reposito-
ries should “facilitate supervision and research into emerging risks
brought about by the distribution of advertising online”

7.2 Store Ul Issues

In this subsection, we discuss two cases where missing information
from the app stores leads to reduced advertising transparency.

Unmarked contextual ads in the Play Store. When performing a
search in the Play Store, a single ad is shown at the top of the result
list. Semantically, this ad matches the executed query. However, in
all observed cases, these ads were never marked as contextual in the
“Why you’re seeing this ad” info but only as a product of the time
and day and the general location. We argue that this conflicts with
Article 26(1), point (d), which requires “meaningful information” to
be presented “directly and easily accessible from the advertisement.”
Recital 68 clarifies that contextual ads should be marked as such.

Missing advertiser name in Apple’s App Store. In Apple’s App
Store, the “About this Ad” section states targeting information asso-
ciated with the ad. However, this page does not contain information
on the advertisers themselves, only a link to the app’s store page.
Since the store page does not clarify the natural or legal person on
whose behalf this ad is presented or from whom it is paid, we argue
that this violates Article 26(1), point (b) DSA. Apple claims that the
ad is always displayed on behalf of the app developer. Still, this fact
is stated implicitly and not in a “clear, concise and unambiguous”
fashion to “each individual recipient” as Article 26 DSA requires.

8 Discussion

The results of our analysis show interesting differences between
Apple’s and Google’s app store ecosystems. Furthermore, we de-
tected multiple transparency issues of these systems in regard to the
DSA. In the following, we answer RQ1 to RQ3 by combining our
experiment results with our analysis of the app store ecosystems.

8.1 RQ1 - Mobile App Store Personalization

Apple and Google differ unambiguously in the amount of ads within
their app stores and the intensity of personalization. In this section,
we compare Apple’s and Google’s advertisement approaches.

Privacy policies. Both companies do not present their policies in
a single document but scatter privacy-relevant information over
multiple documents. This appears to be confusing from a user’s
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perspective and leads to misleading privacy assumptions, and we
recommend that companies avoid this.

A difference lies within the data sources used for personalization.
Google operates multiple platforms that are used as input to its
advertisement system, such as its search engine, YouTube, Ads,
Android, and Maps [51]. While a general combination of this data
is not allowed under Article 5(2) DMA (see Section 3.4), Google
frequently asks its users to agree to link their services. While we
expect most users to consent to this at some point, the general
process of how companies obtain user consent is not within the
scope of this study and should be studied further.

While Apple operates multiple services themselves too, they
constrain the input to their advertisement system to a subset of
their services (see Section 3.3). In addition, they do not operate
services similar to Google Search, YouTube, and Ads.

Advertiser view. Our analysis of the advertiser user interface
confirms the differences in their privacy policies. The level of detail
for targeting specific user groups is exceptionally high through
Google’s interface. In contrast, Apple only allows targeting broad
demographic features. Nevertheless, it remains opaque how Ap-
ple uses the data stated in their privacy policy for personalized
advertisements because the advertiser options do not reflect these
options. Interestingly, Apple states in their advertiser documenta-
tion that 78% of users did opt out of personalized advertising in
2024, and ads that target demographic features are not shown to
users who did opt out [23]. This might encourage more advertisers
to favor contextual ad campaigns over personalized ones.

Intensity of personalization. Our experiments show differences in
the personalization intensity of the compared systems. We observe
the strongest personalization effects in Google’s recommender sys-
tem. With the same accounts, we observe fewer ads that stem from
personalized content. We assume this is caused by the distribu-
tion of advertisement budgets. While recommendations are not
paid for by app developers, Google only displays ads from paying
advertisers. This reduces the pool of eligible ads and also skews
the ad distribution towards apps and categories that have a prof-
itable business model. Simultaneously, smaller advertisers with
limited budgets compete with large companies, which leads to a
concentration of large apps being advertised prominently.

This effect is even more explicit in Apple’s App Store. Regardless
of the persona type, we consistently observe the same large apps
advertised across all experiments. Due to the fewer personalization
and ad placement options, we assume the competition between
advertisers is higher than in Google’s Play Store. Ads from smaller
advertisers are only shown on the Search tab after a prolonged
measurement time, which are infeasible to extract.

We observe different personalization effects depending on the
persona type. On Apple’s App Store, we measure a higher impact of
account parameters on personalized ads than our signaled interest.
On Google’s Play Store, this effect is reversed, which corresponds
to our insights into the respective platforms’ privacy policies and
advertiser views. Regarding the influence of culturally significant
names on targeting, we only observe more gaming ads for our
Chinese persona in Google’s Play Store.
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Temporal effects. We observe strong temporal effects across all
our experiments. The distribution of ads is dependent on the respec-
tive time-bound ad campaigns. Successive experiments were more
likely to receive the same ad than other experiments. However, the
distribution of the ad categories stays approximately the same.

8.2 ROQ2 - DSA Compliance

During our research, we detect DSA infringements regarding adver-
tisement transparency. We have identified a discrepancy between
certain DSA articles and the implementations of Apple and Google
(see Section 7). Both companies have been fined by the European
Commission several times in the past for antitrust reasons or abu-
sive app store rules [36-40].

While we strongly appreciate the effort of the DSA to enforce
advertisement transparency, we notice a current research gap in the
monitoring of closed platforms concerning compliance with EU reg-
ulations. In conjunction with independent researchers, EU agencies
should oversee the platform’s advertisement and recommender sys-
tems and constantly improve regulations. With this work, we hope
to provide methodology and tooling to inspire fellow researchers
to inspect locked-down systems.

8.3 RQ3 - Sensitive Topics

During our experiments, we found no indications that Google vio-
lates its rules regarding ads shown to sensitive personas. Users can
mark a set of topics as sensitive and do not receive any related ads.

Nevertheless, our analysis proves this does not apply to recom-
mendations that are not marked as advertisements. Our sensitive
personas received a significant number of recommendations for
apps that are subject to a sensitive topic. For example, our weight
loss persona received recommendations for dieting and fitness apps
while receiving no ads for such apps. While this does not directly
infringe on their privacy policy, we are convinced that a user can
reasonably expect not to get any recommendations or ads for topics
that are explicitly marked as sensitive. This behavior can lead to
“negative consequences to the person’s physical and mental well-
being” [43] applicable to Article 34 of the DSA and, thus, should be
treated as a potential systemic risk. Although Apple does not allow
its customers to mark specific topics as sensitive, we conducted
the same experiments on i0S. However, we could not detect any
patterns that indicate targeting of sensitive topics.

8.4 Hurdles Analyzing First-Party Ecosystems

We encountered several systemic obstacles while conducting this
research, originating from the opaqueness of the platforms.

First, we had to acquire hundreds of phone numbers, including
SIM cards, to create a sufficient number of accounts. This necessity
increases the effort required to research the store ecosystems. More-
over, some potentially interesting app categories, such as dating
apps, require age verification to install them. We could not provide
any of the available verification measures at the required scale.

Secondly, we needed to design and implement a system to au-
tomate our experiments on two distinct platforms. The respective
app stores are deeply integrated into the OSs and transmit several
device identifiers in each HTTP request [75]. Because of this, we
refrain from obtaining the ads purely through API calls or from an
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emulated device, as we could not ensure the validity of our data. The
notable disadvantages of this approach are that our experiments
are expensive to scale due to the requirement for physical devices
and that we have to reuse mobile phones for multiple personas.
Since device identifiers are sent to Apple and Google, they are able
to track this reuse of devices. Our preliminary experiments tested
for such cross-account effects and failed to measure any. Therefore,
we assume that they refrain from cross-account tracking for ad
targeting, as it would endanger users’ privacy when re-selling used
devices. Nevertheless, we shuffle devices between measurements
to account for potential device effects on our measurements. In
addition, frequent but subtle UI changes in the app stores lead to
issues that have to be resolved manually.

Thirdly, we experienced severe rate limits and banning of our
test accounts, limiting the number of ads we could measure on
each platform. Google started to require captchas to log in to our
accounts, increasing the manual effort for our study. Although
we successfully requested the re-activation of banned accounts,
we cannot rule out that they have been tainted by this process.
Overall, these obstacles resulted in smaller datasets, especially for
i0S, and less generalizable statements on the tracking ecosystems of
Apple and Google. Furthermore, fraud detection algorithms could
influence our measurements to deviate from a normal user’s view.

9 Limitations and Future Work

We use one phone number for one Apple and one Google account
to maximize the number of accounts we can create. Hence, we have
to assume that Apple and Google do not collaborate to track phone
numbers beyond their own ecosystems. All the email addresses
used to create Apple accounts share the same domain. It is common
practice for people to share the same email provider, so we do not
assume that Apple links our accounts by their email domain.

We also perform all our measurements from the same geograph-
ical location, sharing the IP range of a university. Although we
think that this is necessary to prevent location-based effects in our
setting, follow-up works could study the effects the location has on
ad targeting in app stores. For example, platform operators could
assume that we are students or university employees when creating
the interest profiles of our accounts.

If Apple and Google address the shortcomings in their ad reposi-
tories (see Section 7), it could be promising to compare these data
sources to real measurements, as we originally intended.

Future work could evaluate the effects of emulated devices on
the quality of the measured data and, if negligible, scale up measure-
ments to get an even better picture of ad targeting. Especially on
i0S, we could not observe statistically significant targeting effects,
which might be a product of our limited sample size. Additionally,
our experiments can be extended to compare more smartphone
manufacturers and OS versions.

Another interesting aspect of future work is Google’s linking of
services. We limited our experiments to the app stores for compa-
rability reasons. A thorough study of how Google combines data
from all its services to provide advertisements might shed more
light on the mobile advertisement ecosystem by the example of a
very large advertisement platform.
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10 Conclusions

In this work, we provide insights into the advertisement and rec-
ommender systems of Apple’s App Store on iOS and Google’s Play
Store on Android. These closed-source platforms are tightly inte-
grated into the respective mobile OSs and classified as gatekeepers
by the EU, and thus, cannot be avoided by most consumers.

To the best of our knowledge, researchers have not yet stud-
ied these mobile app stores’ advertisement personalization and
transparency. To address this research gap, we conduct large-scale
measurements to perform a first analysis of those systems. In this
process, we identify deficiencies in their transparency implemen-
tations of current EU regulations, present significant differences
between Google’s advertisement and recommender system, and
share our experiences examining closed-source infrastructures to
identify future improvements to app stores and regulations.

We provide our open-source methodology and dataset to enable
researchers to examine those and similar systems to ensure user
privacy in the future. From a legislative perspective, we support the
idea of actionable transparency reports for personalization-based
advertisement and recommender systems.

Disclosure Process

We shared our results regarding advertisement transparency defects
with Apple and Google in February 2025. We received a detailed
reply from Apple in March 2025 and incorporated their statements
in Section 7. Google only provided an automated response and did
not comment on our inquiry. Further, we reported our findings to
the European Commission’s DSA enforcement team.

Ethical Considerations

Apple Ads and Google App Campaigns only charge advertisers
on CPI and CPT models (see Section 3). We have designed our
experiments to never click on an ad within the app stores, and
hence, have not caused any monetary loss for advertisers.

While we did exceed ordinary usage of the respective app stores,
our experiments avoid unnecessary server queries. For example,
we download app information only once per ad, even if the same
ad emerges multiple times. Additionally, we assume that even the
intense usage of two App Store and two Play Store instances is
negligible, in contrast to Apple’s and Google’s worldwide traffic.

Our experiments did not involve any human beings and, there-
fore, did not need the approval of our institutional review board.

Availability
We published our source code on https://github.com/seemoo-

lab/appstore-ad-tools and our dataset on https://doi.org/10.5281/ze
nodo.17037785.
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A Appendix

Section A.1 provides information on our experiments and the per-
sonas we used. In Sections A.2 and A.3, we provide supplementary
plots of our created dataset.

A.1 Persona and Experiment Details

Table 2 lists all conducted experiments. Table 3 specifies the param-
eters we use for our personas.

A.2 Jaccard Similarity Matrices

Figures 6 and 7 show the mean Jaccard similarity for our three
types of personas. Following our methodology, data extracted on
Android devices is split into ads and recommendations, while iOS
data is split into the Today and Search tab.

A.3 Category Distribution Data

Figures 8 and 9 depict the complete category distribution data of all
our main experiments. On Google’s Play Store, the recommendation
container was not always present when measuring ads, which
resulted in fluctuations in the amount of recommended apps that
we were able to obtain.

Proceedings on Privacy Enhancing Technologies 2026(1)

Table 2: Overview of all experiments and respective selected treatment and control personas.

Platform ‘ Treatment Persona ‘ Control Persona ‘ Number of Repetitions

Experiment Description

Gender Female Gender Male 5 Testing the effect of names associated with a gender.
Name - Chinese Neutral 5 Testing the influence of a Chinese name.
Name - Turkish Neutral 5 Testing the influence of a Turkish name.
Age Group 25 Age Group 50 3 Comparing a persona age of 25 to age 50.
Age Group 25 Age Group 85 3 Comparing a persona age of 25 to age 85.
Age Group 50 Age Group 85 3 Comparing a persona age of 50 to age 85.
Play Store | Shopping Neutral 5 Persona installing different shopping related apps.
(Android) | Finance Neutral 5 Persona installing different finance related apps.
Parenting Neutral 5 Persona installing different parenting related apps.
Mental Health Neutral 5 Persona installing different mental health related apps.
Weight Loss Neutral 5 Persona installing different weight-loss related apps.
Alcohol sobriety Neutral 5 Persona installing alcohol sobriety related apps.
Gambling Neutral 5 Persona installing different gambling related apps.
Neutral Neutral 5 Neutral persona with default parameters and no apps.
Gender Female Gender Male 5 Testing the effect of names associated with a gender.
Name - Chinese Neutral 5 Testing the influence of a Chinese name.
Name - Turkish Neutral 5 Testing the influence of a Turkish name.
Age Group 25 Age Group 50 3 Comparing an account birthday age of 25 to age 50.
Age Group 25 Age Group 85 3 Comparing an account birthday age of 25 to age 85.
Age Group 50 Age Group 85 3 Comparing an account birthday age of 50 to age 85.
App Store | Shopping Neutral 5 Persona installing different shopping related apps.
(i0S) Finance Neutral 5 Persona installing different finance related apps.
Parenting Neutral 5 Persona installing different parenting related apps.
Mental Health Neutral 5 Persona installing different mental health related apps.
Weight Loss Neutral 5 Persona installing different weight-loss related apps.
Alcohol sobriety Neutral 5 Persona installing alcohol sobriety related apps.
Gambling Neutral 5 Persona installing different gambling related apps.
Neutral Neutral 5 Neutral persona with default parameters and no apps.
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Table 3: Overview of our personas per platform.

Breuer et al.

Category | Persona | Name | Age | Associated Apps #Accounts
Gender Female | Top 5 female first names + Miller | 34 5
Gender Male Top 5 male first names + Miller 34 5
Name - Turkish | Mehmet Yilmaz 34 5
Account parameter | Name — Chinese | Zhang Wei 34 | - 5
Age Group 25 Alex Miiller 25 3
Age Group 50 Alex Miller 50 3
Age Group 85 Alex Miller 85 3
Shopping Alex Miiller 34 | Top 30 shopping apps 5
Finance Alex Miller 34 | Top 30 finance apps 5
Parenting Alex Miiller 34 | 30 curated parenting apps 5
Interest-based Mental Health Alex Miiller 34 | 30 curated mental well-being apps 5
Weight Loss Alex Miller 34 | 30 curated food tracker apps 5
Alcohol sobriety | Alex Miiller 34 | Top 30 sobriety tracker apps 5
Gambling Alex Miiller 34 | Top 30 casino apps 5
Neutral | Neutral | Alex Miller | 34 | - 55
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Figure 8: Category distribution of all Play Store measurements before and after deactivating personalized ads (C = Control,
T = Treatment, P = Personalized, NP = Non-Personalized). “Other” captures all categories that are consistently below 5%.
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Figure 8: Category distribution of all Play Store measurements before and after deactivating personalized ads (C = Control,
T = Treatment, P = Personalized, NP = Non-Personalized). “Other” captures all categories that are consistently below 5%.
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Figure 8: Category distribution of all Play Store measurements before and after deactivating personalized ads (C = Control,
T = Treatment, P = Personalized, NP = Non-Personalized). “Other” captures all categories that are consistently below 5%.
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Figure 8: Category distribution of all Play Store measurements before and after deactivating personalized ads (C = Control,
T = Treatment, P = Personalized, NP = Non-Personalized). “Other” captures all categories that are consistently below 5%.
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Figure 9: Category distribution of all App Store measurements before and after deactivating personalized ads (C = Control
T = Treatment, P = Personalized, NP = Non-Personalized). “Other” captures all categories that are consistently below 5%.
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Figure 9: Category distribution of all App Store measurements before and after deactivating personalized ads (C = Control,
T = Treatment, P = Personalized, NP = Non-Personalized). “Other” captures all categories that are consistently below 5%.
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Figure 9: Category distribution of all App Store measurements before and after deactivating personalized ads (C = Control
T = Treatment, P = Personalized, NP = Non-Personalized). “Other” captures all categories that are consistently below 5%.
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Figure 9: Category distribution of all App Store measurements before and after deactivating personalized ads (C = Control
T = Treatment, P = Personalized, NP = Non-Personalized). “Other” captures all categories that are consistently below 5%.
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Figure 9: Category distribution of all App Store measurements before and after deactivating personalized ads (C = Control,
T = Treatment, P = Personalized, NP = Non-Personalized). “Other” captures all categories that are consistently below 5%.
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