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Abstract
We present HyperVerITAS, a new zero-knowledge proof (ZKP)

system for image provenance that enables scalable, efficient, and

privacy-preserving verification of image transformations. Hyper-

VerITAS builds upon the sameminimal trust model asVerITAS (IEEE

S&P ’25), requiring trust only in the image source device, while treat-

ing the editing software as untrusted. Unlike VerITAS, which relies

on FFT-intensive SNARKs and suffers from high memory overhead

(up to 120 GB), HyperVerITAS leverages multilinear polynomial

encodings over the Boolean hypercube to dramatically reduce both

proving time and memory usage. Our design cleanly separates sig-

nature verification from image transformation, supports modular

integration of multiple polynomial commitment schemes (including

post-quantum constructions) and naturally extends to a wide range

of affine image transformations.

We implement HyperVerITAS with two distinct commitment

schemes (Brakedown and multilinear KZG) and evaluate it on full-

system pipelines involving cropping and grayscaling. On commod-

ity hardware (Apple M3, 36 GB RAM), HyperVerITAS generates

proofs for 33 MP images using only 27 GB of RAM and 6.6 min-

utes of proving time, whereas VerITAS fails to scale beyond 4 MP.

These results establish HyperVerITAS as a practical and scalable

ZKP system for secure and efficient image provenance.

Keywords
zero-knowledge proofs, privacy-preserving image provenance, dig-

ital signatures

1 Introduction
In today’s digital landscape, verifying the authenticity and prove-

nance of images has become a critical concern. From scientific

publishing to generative AI and secure documentation, there is an

increasing demand to reliably determine where an image originated

and how it may have been altered. This need becomes even more

pressing as digital media is widely disseminated across platforms,

often undergoing multiple rounds of processing and editing.

To address this, the Coalition for Content Provenance and Au-

thenticity (C2PA) [15] has introduced a standard that allows trusted
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Figure 1: Image Editing Pipeline with a Trusted Camera

devices – such as cameras and machine learning servers – to cryp-

tographically sign images at the point of capture or generation.

These digital signatures, implemented using standard schemes like

Schnorr [35], RSA [34], or ECDSA [20], attest to the authenticity

and integrity of the image at the time of creation. Major camera

manufacturers, including Sony, Leica, and Nikon, have begun in-

tegrating this functionality into their devices [25, 36]. Meanwhile,

companies such as OpenAI – also a C2PA partner – have initiated

efforts to embed attestations in AI-generated media [30].

These cryptographic attestations empower downstream users or

verifiers to validate the origin and integrity of an image—so long

as the image remains unaltered. However, images are rarely used or
published as-is. Transformations such as compression and resizing

are common for performance and bandwidth optimization, while

redaction, cropping, and filtering are applied for content refine-

ment or hiding sensitive information. These transformations are

often performed using third-party or open-source image editing

software. Unfortunately, even benign changes invalidate the origi-

nal signature, rendering it impossible to verify the edited image’s

provenance within the existing C2PA framework.

To accommodate post-capture transformations, the C2PA stan-

dard proposes extending the chain of trust to include the editing

software. In this model, each editing application is responsible for

re-signing the image after applying a transformation. While this

preserves verifiability, it introduces new security risks. Specifically,

it expands the trust model to include potentially untrustworthy

editing tools and devices, requiring them to manage cryptographic

signing keys securely. This assumption is particularly fragile in

the case of open-source software or consumer-grade applications,

where such guarantees are difficult, if not impossible, to enforce.

Threat Model. To address this limitation, Datta, Chen, and Boneh

[12] propose a more realistic and minimal trust model for the image

editing pipeline in Figure 1. In their approach, only the original

source device (e.g., camera or ML server) is trusted to sign the image.

The editing software, on the other hand, is treated as untrusted. No-
tably, this vision is already becoming a reality – Leica, for example,

is developing cameras that integrate secure enclaves to safeguard

signing keys within trusted execution environments [25].

The VerITAS System. Datta, Chen, and Boneh present an image

provenance system under this threat model called VerITAS, which
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leverages zero-knowledge proofs (ZKPs) to prove that an output

image 𝐼𝑇 is the result of a valid transformation 𝑇 applied to an

input image 𝐼 that was signed by a trusted source. ZKPs provide

both soundness, eliminating the need to trust the editor, and zero
knowledge, preserving the privacy of the input image. By leverag-

ing a highly efficient ZKP known as a ZK-SNARK (zero-knowledge

succinct non-interactive argument of knowledge), the resulting

proof 𝜋 – as well as the verification cost incurred by the end user

– remains significantly smaller than the input image and the com-

plexity of the transformation. But rather than using a monolithic

general-purpose ZK-SNARK, VerITAS decomposes the proof into

two components: (a) proof of knowledge of a valid signature, and

(b) proof of correct application of a specified image transformation.

For the signature verification component, VerITAS assumes a

hash-then-sign digital signature scheme using a lattice-based linear

hash function. Leveraging standard sigma protocols [10, 35], design-

ing such a ZKP then reduces to proving knowledge of a low-norm
pre-image vector 𝑥 under a compressing linear map such as𝑦 = A·𝑥
for a finite-fieldmatrixA. The authors design a custom proof system

for this step using the interactive oracle proof (IOP) and polynomial

commitment paradigm. For the image transformation component,

they use PLONK [16], an efficient general-purpose SNARK also

based on the IOP framework. This hybrid approach enables VerI-

TAS to handle high-resolution images—up to 30 megapixels – and

a range of real-world transformations with sub-15-minute proving

time on high-end machines.
1
Prior work on ZKPs for image trans-

formations either predates the C2PA standard [29] or scales only

to lower resolution images such as 720p (= 0.92 MP) [21].

Limitations of VerITAS. Despite its impressive scalability and

modular architecture, VerITAS exhibits several key limitations w.r.t.

scalability. Most notably, the prover’s memory consumption is pro-

hibitively high. Their experiments were conducted on a server with

131 GB of RAM, and memory usage during proof generation ranged

from 75 GB to 120 GB for a single 30 MP (∼90 MB) image. Such

requirements are far beyond what is available on typical commodity

hardware – e.g., laptops running standard image editing software.

Even with these substantial resources, the reported proof genera-

tion time remains in the sub-15-minute range. While proofs may

only need to be generated once per transformation, a scalable sys-

tem should strive for much faster runtimes to support real-world

deployment at scale.

Upon closer analysis, much of this overhead stems from the use

of univariate IOPs and univariate polynomial commitment schemes,

which incur substantial computational and memory costs due to the

extensive use of large FFTs for operations like polynomial division,

multiplication, and interpolation.

Secondly, although the image transformation proofs are compar-

atively lightweight, the reliance on general-purpose SNARKs like

PLONK [16] introduces additional costs. In particular, translating

image transformation logic into rank-1 constraint systems (R1CS)

constitutes a significant portion of the total proving time.
2

1
For this fastest implementation, VerITAS reports a proving time of 10.25 minutes for

proving knowledge of a pre-image under the linear hash function for a single-channel

of a 30 MP image, and an additional 3.37 minutes for proving correct application of a

grayscaling transformation on the same image.

2
Table 3 in the VerITAS ePrint version (https://eprint.iacr.org/2024/1066.pdf) separately

reports setup and proving times. As confirmed by their public codebase available

Another scalability bottleneck arises when an editor applies a

sequence of transformations – e.g., cropping followed by grayscale

conversion. In VerITAS, such a pipeline must be decomposed into

individual proofs with commitments to intermediate images, further

compounding the complexity, size, and runtime of the overall proof.

These limitations motivate the central question we investigate:

Can we design scalable zero-knowledge proof systems for image
transformations that support 30-megapixel images—while remaining

practical on commodity hardware?

In this paper, we explore new techniques for achieving this goal,

focusing on reducing prover complexity while preserving crypto-

graphic soundness and real-world applicability.

1.1 Our Contributions
We present HyperVerITAS, a zero-knowledge proof (ZKP) system
for image provenance that supports scalable verification of image

transformations while enabling efficient proof generation even

on commodity hardware. The key innovation in HyperVerITAS is

its use of multilinear polynomials over the Boolean hypercube, in
contrast to the univariate polynomials employed in prior work. This

design choice is motivated by growing evidence that multilinear

encodings lead to dramatically lower memory usage for SNARK

provers, particularly in scenarios where the witness is large [4, 7–9].

Our work is inspired by the architecture of VerITAS but takes

a different technical path. In particular, HyperVerITAS builds on

the insight of HyperPlonk [11], which showed how to generalize

the PLONK protocol to the Boolean hypercube, avoiding expen-

sive FFTs and significantly reducing prover memory. We adopt a

similar strategy to adapt VerITAS’s two-component design (signa-

ture verification and transformation verification) to the hypercube

domain—hence the name HyperVerITAS.
Formally, HyperVerITAS is a ZK-SNARK for the following rela-

tion, parameterized by a verification key vk of a digital signature

scheme Σ = (KGen, Sign,Ver) issued by a trusted image capture or

generation device:

𝑅vk = {((𝐼𝑇 ,𝑇 ); (𝐼 , 𝜎)) : 𝐼𝑇 =𝑇 (𝐼 ) ∧ Vrfy(vk, 𝐼 , 𝜎) = 1} . (1)

As in VerITAS, we split the relation into two sub-proofs:

(1) A ZKP of knowledge of a valid signature (𝐼 , 𝜎) under vk.

(2) A ZKP that a transformation 𝑇 was correctly applied to

obtain 𝐼𝑇 =𝑇 (𝐼 ).
Despite the conceptual similarity, the underlying proof systems

in HyperVerITAS differ significantly from those in VerITAS, espe-

cially in their reliance on multilinear polynomials encoded over the

Boolean-hypercube. Below, we describe both components in detail.

Proving Knowledge of a Signature. In our model, the image

source (camera or ML server) signs a hash of the original image.

Although SHA-256 is a natural candidate for this hash function,

proving knowledge of a large (e.g., 90 MB) preimage under SHA-

256 in ZK is computationally prohibitive. Even SNARK-friendly

hashes like Poseidon do not scale well: VerITAS reports memory

exhaustion for the PLONK prover for even 1MP images [12].

at http://github.com/zk-VerITAS/VerITAS, the reported setup time primarily reflects

the cost of generating the R1CS circuit and the extended private witness.
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To address this,HyperVerITAS supports twomodes, each tailored

to different deployment settings:

• Mode 1: Designed for constrained devices (e.g., C2PA en-

abled cameras).

• Mode 2: Designed for compute-rich environments (e.g., ML

servers such as those used by OpenAI).

Each mode uses a different hash function strategy that balances

prover and signer efficiency.

Mode 1 (Camera setting): Linear Hash with Range Proof. In this

mode, the image is hashed using a lattice-based linear hash function
(e.g., Ajtai’s hash [1]), which maps a high-dimensional image vector

into a smaller field vector using a random matrix. The resulting

hash is then signed using a conventional signature scheme such as

RSA, Schnorr, or ECDSA.

This linear structure is highly amenable to efficient zero knowl-

edge proofs as evidenced in prior work [6, 24]. VerITAS implements

this using univariate IOPs and FFT-based polynomial commitments.

In contrast, HyperVerITAS ports this approach to the multilinear

setting using Boolean-hypercube encodings, avoiding FFTs and en-

abling low-memory proving even on laptops. Despite its simplicity,

our evaluation shows that this yields significant gains in both speed

and memory – e.g., we are able to prove knowledge of the hash

pre-image for a 30 MP image in under 6.6 minutes (along with the

image transformation proof) using just 27 GB RAM on a standard

laptop (see Section 5.2.1).

However, Ajtai’s hash is only collision-resistant for low-norm
preimages, relying on the hardness of the Short Integer Solutions

(SIS) problem. To maintain soundness, we include a range proof
(inspired by HyperPlonk) that ensures the witness values fall within

a small range (i.e., [0,255]).

Our design is also modular in its use of polynomial commitment

schemes. We instantiate HyperVerITAS with five different schemes,

with the two most optimal schemes being:

• The PST scheme [31] - a multilinear variant [31] of the

pairing-based univariate KZG scheme [22], and

• A post-quantum, code-based scheme like Brakedown [17].

Surprisingly, despite the expensive pairing operations, our PST-

based variant outperforms VerITAS, which uses FRI – a code-based

FRI polynomial commitment [5]. We attribute these speedups to the

elimination of expensive FFT operations. Further, the linear hash

functions utilized by HyperVerITAS require lightweight computa-

tion, and it is feasible that a camera could run these operations. Note

that this requires cameras which support linear hash functions and

cryptographic operations in the hash-then-sign signature schemes.

But this is not an unreasonable expectation, as major camera manu-

facturers, including Sony and Leica, are already integrating various

hash-then-sign signature schemes into their devices [25, 36].

Mode 2 (ML Server setting): Commitment-as-Hash. In compute-

rich environments, we explore using a multilinear polynomial com-
mitment (PC) directly as the hash function. This approach treats the

commitment (e.g., via Brakedown) as a cryptographic hash to the

image data. Since these commitments are collision-resistant over

arbitrary domains, we eliminate the need for range proofs.

Although generating such a commitment is computationally ex-

pensive, we find that thememory footprint is significantly lower than

VerITAS. For example, computing the lattice-based hash in VerITAS

for a 30 MP image reportedly consumes over 20 GB of RAM—just

for hashing. Our PC-based hash avoids this by eschewing FFTs and

enabling streamed encoding of the image.

Furthermore, once the commitment is generated, the proof only

needs to demonstrate that the prover knows the committed image,

reducing the signature verification to a trivial check. As we detail

below, we fold this proof of knowledge into the image transforma-

tion proof itself, thereby eliminating most of the computational

overhead and enabling significant speed-ups over Mode 1.

Proving Image Transformation Correctness. A central insight

behind our design is that many common image transformations—

such as cropping, redacting, and even some non-linear operations

like grayscaling—can be expressed as affine functions over the

image pixel space. Specifically, transformations like cropping or

redacting can be represented as 𝐼𝑇 = A · 𝐼 + 𝑒 , where A is a publicly

known Boolean matrix that selects pixels to retain or modify, and 𝑒

is a constant vector (e.g., with entries set to 255 to simulate white-

out redactions). Even non-linear transformations like grayscaling,

which involve rounding, can be approximated by such affine rela-

tions over the integers, where 𝑒 captures the rounding error and

remains low-norm. We formally define the class of supported affine

functions in Section 3.2.

Building on this observation, we extend our linear pre-image

proof system to build a proof of knowledge of pre-image of affine

transformations. This approach enables substantial simplification

compared to VerITAS, which translates high-level transformation

logic into R1CS circuits—a process that dominates its prover run-

time. By avoiding R1CS, HyperVerITAS significantly reduces both

proving time and memory usage for common transformations.

For transformations like redaction, the offset vector 𝑒 is fixed

and can be made public. However, for operations like grayscaling,

𝑒 encodes per-pixel rounding errors, which may leak information

about the original image. In fact, revealing 𝑒 alongside the trans-

formed image may allow a malicious verifier to reconstruct the

original image with high fidelity. To preserve privacy in such cases,

we enhance our affine proof system to commit to the error vector

rather than reveal it, and attach a range proof to demonstrate that

the committed values lie within a small bounded range. In contrast,

VerITAS reveals the error vector 𝑒 , making it susceptible to the

privacy attack described above.

Our affine approach not only yields significant performance im-

provements, but also introduces powerful composability. When an

editing pipeline involves multiple sequential affine transformations-

such as cropping followed by grayscaling-the composition of these

operations remains affine. This allows HyperVerITAS to prove the

correctness of an entire transformation sequence via a single affine

proof. In contrast, a natural extension of VerITAS would require

committing to each intermediate image and generating separate

PLONK proofs for each transformation. This leads to substantial

overhead in the form of additional polynomial commitments, mul-

tiple R1CS circuits, and larger proof sizes. Overall, by natively

encoding image transformations as affine maps over the Boolean

hypercube, HyperVerITAS delivers a more scalable, modular, and

performant framework for transformation verification, especially

in complex editing workflows.
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Implementation. Our implementation builds on the HyperPlonk

IOP primitives provided by the Plonkish library to perform key

multilinear checks—such as sum-checks, range-checks, and product-

checks—over the Boolean hypercube. To showcase the flexibility of

ourmodular design, we instantiateHyperVerITAS using five distinct

multilinear polynomial commitment schemes: the PST scheme [31],

the code-based Brakedown scheme [17], Basefold [39], Basefold-

Fri [39], and ZeromorphFri [23]. While Plonkish natively supports

these various PCS, integrating them required us to reimplement

some of HyperPlonk’s IOP routines to interface with the Plonkish

API. Specifically, we implemented product check, multset check,

and range check. Our complete implementation—including the IOP

reimplementation and PCS integration—is publicly available at [19].

Currently, the prototype supports two representative transfor-

mations: cropping (a public affine transformation) and grayscaling

(a secret affine transformation). Thanks to the modular architecture,

the system can be easily extended to support additional transforma-

tions as described earlier. In our implementation, each image with 𝑛

pixels is represented as a 𝑛 × 3 matrix, where each row corresponds

to the three values (red, green, and blue) that represent one pixel

of the image, and each entry stores an integer in the range [0, 255].
The public implementation of VerITAS provides only the core

building block proofs such as grayscaling proof for all three chan-

nels, but support cropping proof and hash pre-image proof for a sin-

gle channel. For a fair comparison, we extend the VerITAS codebase

to handle three-channel (RGB) images and implement a complete

end-to-end system that proves the relation defined in Equation (1).

Evaluation. We conduct a detailed evaluation of HyperVerITAS

against VerITAS across two computing environments and for vary-

ing image sizes, focusing on the two representative transforma-

tions: crop and grayscale. Our experiments compare both systems’

performance in terms of proof generation time, prover memory

consumption, verification time, and proof size.

Commodity Hardware. We benchmark full-system implementa-

tions of VerITAS andHyperVerITAS on anAppleMacBook equipped

with an M3 chip and 36GB of RAM. This configuration better re-

flects the constraints of typical commodity hardware compared to

the 131GB RAM AWS server used in VerITAS’s original evaluation.

By full-system implementation, we mean a setup that proves both

knowledge of the signature and correctness of the image transfor-

mation across all three RGB channels. In summary, HyperVerITAS

instantiated with the Brakedown commitment scheme (HV[BD-

127]) successfully generates a proof for cropping a 33MP image in

just 6.6 minutes, while using only 27GB of memory (Table 3). In

contrast, VerITAS using FRI-based commitments (V[FRI]) runs out

of memory for images larger than 4MP. Even at this smaller size,

HyperVerITAS with the PST-based commitment scheme (HV[PST])

achieves roughly 50% faster proving times compared to VerITAS-

FRI. We discuss similar trends for grayscale in Table 7.

These results provide strong evidence that HyperVerITAS offers

substantial improvements in both memory efficiency and speed

on commodity hardware, primarily due to its use of multilinear

encodings and avoidance of FFT-heavy operations.

High-Memory Server. We also evaluteHyperVerITAS andVerITAS

on an AWS EC2 r5d.4xlarge instance with 128 GiB RAM and 16

vCPUs. As illustrated in Figure 7 and Figure 9, HyperVerITAS −

Brakedown consistently outperforms VerITAS in both full system

crop and grayscale, across a variety of PCS. Notably, HyperVerITAS

Brakedown (127) is able to generate crop and grayscale proofs for

33MP images, while VerITAS’s prover runs out of memory already

at 8MP for crop, and 4MP for grayscale. This demonstrates that

the affine encoding approach of HyperVerITAS leads to substantial

practical benefits even on high-end hardware.

Hashing Modes. We further compare the time and memory re-

quirements of computing the Mode 2 hash function in both sys-

tems. HyperVerITAS supports five PCS - based hash functions—

using PST, Brakedown, Basefold, BasefoldFri, and ZeromorphFri

— which are substantially more memory-efficient than the FRI-

based hash function used in VerITAS. As summarized in Table 4,

HyperVerITAS − Brakedown reports a PCS hash time of 4.18 sec-

onds and requires only 10.19 GB RAM, whereas VerITAS reports a

time of 19.84 seconds with 18.90 GB RAM in their experiments [12].

This validates our design choice to avoid FFT-heavy primitives in

favor of multilinear encodings over the Boolean hypercube.

Across both commodity and server-grade environments, Hyper-

VerITAS demonstrates superior scalability, faster proof generation,

and significantly reduced memory usage compared to VerITAS.

These benefits stem from our system’s native support for multilin-

ear encodings, its avoidance of FFTs, and its efficient handling of

affine image transformations. Full benchmarking results and repro-

ducibility scripts are available in our open-source repository [19].

Summary. HyperVerITAS introduces a scalable and memory - effi-

cient framework for zero-knowledge image provenance, leveraging

multilinear polynomial encodings over the Boolean hypercube. Our

contributions span theoretical design, practical engineering, and

empirical validation:

• We present a ZK-SNARK system optimized for mem-
ory efficiency, built upon multilinear IOPs and Boolean-

hypercube encodings, avoiding FFT-intensive operations

common in prior systems like VerITAS.

• We support two deployment modes tailored to real-world

use cases:

– A lightweight camera mode that uses a lattice-based

linear hash function along with range proofs for low-norm

enforcement.

– A server-grade mode where the hash is instantiated via

succinct multilinear polynomial commitments, enabling

stronger soundness guarantees without range proofs.

• Our design ismodular and commitment-agnostic, sup-
porting both pairing-based (PST) and post-quantum (Brake-

down) polynomial commitment schemes, with minimal inte-

gration overhead.

• We enable efficient affine transformation proofs, reduc-
ing the need to encode transformations as R1CS circuits

and allowing for composition of multiple edits within a sin-

gle proof—significantly reducing complexity and proof size

compared to VerITAS.

• Through our implementation and evaluation, we demon-

strate substantial practical gains: lower memory con-

sumption (even on commodity hardware), faster proof gen-

eration, and scalability to high-resolution (e.g., 30 MP) im-

ages—surpassing VerITAS across all key metrics.
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We believe HyperVerITAS offers the first practical and scalable

ZK framework for image transformation verification on commodity

hardware, making content provenance cryptographically robust

and broadly deployable.

1.2 Comparison with Other Related Work
Comparison with VIMz and TilesProof-MT. While the main

focus of our comparison is with VerITAS, there have been other

recent works that provide systems to prove image provenance for

large images on commodity hardware. VIMz [14] utilizes folding-

based ZK-SNARKS, where the transformation is proved in incre-

mental steps, reducing the memory overhead. TilesProof-MT’s [28]

approach is to split the image into different regions (called tiles),

and then the proofs are done with respect to these smaller tiles.

We provide a comprehensive comparison between HyperVerI-

TAS, VerITAS, VIMz, and TilesProof-MT in Section 5. While Hyper-

VerITAS outperforms VerITAS in almost all aspects, the comparison

with VIMz and TilesProof-MT reveals some trade-offs. VIMz and

TilesProof-MT offer even lower memory overheads than Hyper-

VerITAS, while also providing much smaller proofs (KBs vs MBs).

However, these approaches do suffer in that their prover is very

slow compared to HyperVerITAS’s prover. For 33MP images, Hy-

perVerITAS can generate proofs in roughly 6 minutes, while VIMz

takes nearly 2 hours, and TilesProof-MT takes over 30 minutes (for

the same relation). So depending on the application, one would use

HyperVerITAS over VIMz and TilesProof-MT, or vice versa.

Comparison to zkCNN. Although zkCNN [26] was built for

a different application domain, the work proposed a sum-check

based protocol to efficiently prove 2-D convolutions. Since certain

image transformations, such as blurring, can be viewed as convo-

lutions, the 2-D convolution protocol could be useful here as well.

For images of size 𝑛, the protocol introduced in zkCNN exhibits

prover time of 𝑂 (𝑛), while verifier time and proof size both have a

complexity of𝑂 (log2 𝑛). In comparison, our inner product protocol

that we use to prove image transformations has the same prover

runtime of𝑂 (𝑛), but the verifier time and proof size have a slightly

better complexity of 𝑂 (log𝑛).
Organization. Our work is organized as follows: Section 2 intro-

duces the syntax and relevant cryptographic tools used throughout

the paper, Section 3 presents the design of HyperVerITAS and the

protocols we developed, Section 4 details our implementation for

HyperVerITAS, and Section 5 contains the results for our compre-

hensive set of experiments and comparisons.

2 Preliminaries
Basic Notation. We denote the security parameter by 𝜆. We say

that a function 𝑓 : N → R≥0 is negligible in 𝜆 if for every 𝑘 ∈ N,
there exists a 𝜆0 ∈ N such that for every 𝜆 ≥ 𝜆0, we have that

|𝑓 (𝜆) | ≤ 1/𝜆𝑘 . We denote the output of a random process 𝐴(·)
by 𝑥 ← 𝐴(·). We denote the probability that an event 𝐴 happens

conditioned on an event 𝐵 by Pr[𝐴 | 𝐵 ]. We use [𝑘] to denote the

set {0, 1, . . . , 𝑘 − 1} for any 𝑘 ∈ Z≥0, and [𝑎 : 𝑏] to denote the set

{𝑎, 𝑎+1, . . . , 𝑏−1, 𝑏} for any 𝑎, 𝑏 ∈ Zwith 𝑎 < 𝑏. We use ⊙ to denote
matrix-vector or matrix-matrix multiplication. For any vectors u
and v, we denote the inner product of u and v by ⟨u, v⟩.

I Image in [256]𝑛×3
It Transformed image in [256]𝑚×3
T Image transformation T : [256]𝑛×3 → [256]𝑚×3
A Hash matrix A ∈ Fℎ×𝑛
⊙ Matrix-Matrix, Matrix-Vector multiplication

⟨u, v⟩ Inner product between vectors u, v
Table 1: Frequently Used Notation

When we define various protocols, we will use the following

syntax to denote public and private inputs. When we have a tuple

of inputs (𝑎, 𝑏, 𝑐;𝑑, 𝑒), the variables listed before the semicolon are

public, and the ones after are private. We often work with different

proof systems that are defined w.r.t. a relation which is a set of

statement/witness pairs, typically denoted by R.

We use F to denote fields throughout the paper. Generally, we

use lower case letters for scalar values, boldface lower case for

vectors, and boldface uppercase for matrices.

Notation for Polynomials. Amultilinear polynomial is a multivari-

ate polynomial that is linear in each of its variables (i.e no variable

has degree greater than two). The total degree of a polynomial is

the maximum of the sums of the degrees of the variables in each

monomial term. We will use x to denote vectors representing points
used for evaluation, and X to denote vectors of indeterminates. We

let B𝜇 denote the boolean hypercube, that is, B𝜇 := {0, 1}𝜇 .

Lemma 2.1 (Multilinear Extensions). For every function 𝑓 :

B𝜇 → F, there is a unique multilinear polynomial ˆ𝑓 ∈ F
[
𝑋1, . . . , 𝑋𝜇

]
such that ˆ𝑓 (b) = 𝑓 (b) for all b ∈ B𝜇 . We call ˆ𝑓 the multilinear
extension of 𝑓 , and ˆ𝑓 can be expressed as:

ˆ𝑓 (X) =∑
b∈B𝜇

𝑓 (b) · eq(b,X) ,
where eq(b,X) :=∏𝜇

𝑖=1
(b𝑖 · 𝑋𝑖 + (1 − b𝑖 ) (1 − 𝑋𝑖 )).

Lemma 2.2 (Schwartz-Zippel Lemma). Let 𝑓 ∈ F
[
𝑋1, . . . , 𝑋𝜇

]
be a non-zero polynomial of total degree 𝑑 over a finite field F. Let 𝑆
be any finite subset of F. Then we have that:

Pr

[
𝑓 (𝑟1, . . . , 𝑟𝜇) = 0

]
≤ 𝑑/|𝑆 | ,

where (𝑟1, . . . , 𝑟𝜇) are 𝜇 field elements selected independently and
uniformly from the set 𝑆 .

Notation for Images and Transformations. We define the fre-

quently used notation for images and transformations in Table 1.We

consider an image I ∈ [256]𝑛×3 where the columns can be thought

of as the three color channels of an image (red, green, blue), and 𝑛 is

the length of the image (in pixels). We use T : [256]𝑛×3 → [256]𝑚×3
to denote an image transformation, and It ∈ [256]𝑚×3 to denote a

transformed image. Let 𝐼𝑘×𝑘 be the 𝑘 × 𝑘 identity matrix.

2.1 Basic Cryptographic Tools
Definition 2.3 (Hash Function). A hash functionH = (KGen,

Eval) is defined with respect to a keyspace K , a message spaceM,
and range Y. The two algorithms ofH are defined as follows:

• k← KGen(1𝜆): The key generation algorithm takes as input
the security parameter, and outputs a key k ∈ K .
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• 𝑦 ← Eval(k,𝑚): The evaluation algorithm takes as input a
key k ∈ K and a message𝑚 ∈ M, and outputs a hash 𝑦 ∈ Y.

Note that Eval(k, ·) must be efficiently computable for all k ∈ K . In
this work, we work with compressing functions where | Y |<< | M |.
We will use H(k,𝑚) as a short hand forH .Eval(k,𝑚).

We require a weaker variant of standard collision resistance

which is restricted to pre-images with low norm.

Definition 2.4 (Low-Norm Collision-Resistant Hash Fam-

ily). For some integer 𝐵 > 0, a hash functionH is 𝐵-norm collision
resistant if for every PPT adversary A, there exists a negligible func-
tion 𝜖 such that for all 𝜆 ∈ N, we have that:

Pr


𝑚1 ≠𝑚2∧

H(k,𝑚1) = H(k,𝑚2)∧
||𝑚1 | |∞ ≤ 𝐵 ∧ ||𝑚2 | |∞ ≤ 𝐵

������ k←$H .KGen(1𝜆)
(𝑚1,𝑚2) ← A(k)

 ≤ 𝜖 (𝜆) .
We use Ajtai’s linear hash function whose security is based on

the hardness of the short-integer solutions problem [2].

Definition 2.5 (Linear Hash Family). The hash takes as input
a data vector v ∈ Z𝑛𝑞 . Given any matrix A ∈ Fℎ×𝑛𝑞 (where 𝑞 is prime
and ℎ < 𝑛), we define the lattice hash as:

HA (v) := A ⊙ v (mod 𝑞) . (2)

This lattice hash function is low norm collision-resistant under the
hardness of Short Integer Solution (SIS) problem [2]. An instance of the
SIS problem is defined by a random matrix A← Fℎ×𝑛𝑞 , and a set of
parameters ℎ, 𝑛, 𝑞, 𝐵 ∈ N, where 𝑞 is prime and ℎ < 𝑛. An adversary
solves an instance of the SIS problem if they can find a non-zero vector
v ∈ Z𝑛 such that | |v| |∞ < 𝐵 and A ⊙ v = 0 (mod 𝑞). Note that for
sufficiently large ℎ ∈ N, the SIS problem is conjectured to be hard for
any 𝑛, 𝑞, 𝑏 ∈ N such that 𝑞 > 𝑏 · poly(ℎ) and 𝑛 > ℎ · log

2
(𝑞).

We introduce another cryptographic primitive: digital signatures.

Definition 2.6 (Digital Signature). A digital signature scheme
is defined as Σ = (KGen, Sign,Vrfy), where the three algorithms
KGen, Sign, and Vrfy are defined as follows:

• (sk, vk) ← KGen(1𝜆): The key generation algorithm takes as
input the security parameter, and outputs a key pair (sk, vk).
• 𝜎 ← Sign(sk,𝑚): The signing algorithm takes as input the
signing key sk and a message𝑚, and outputs a signature 𝜎 .
• 𝑏 := Vrfy(vk,𝑚, 𝜎): The verification algorithm takes as input
the verification key vk, a message𝑚, and a signature 𝜎 , and
outputs a bit 𝑏 ∈ {0, 1}.

A digital signature scheme is secure if it satisfies two properties: cor-
rectness and strong unforgeability.

Correctness. A digital signature scheme Σ satisfies correctness
if for every 𝜆 ∈ N, and message𝑚 ∈ {0, 1}∗, we have that:

Pr

[
Vrfy(vk,𝑚, 𝜎) = 1

���� (sk, vk) ← KGen(1𝜆),
𝜎 ← Sign(sk,𝑚)

]
= 1 .

Strong Unforgeability. A digital signature scheme Σ satisfies
strong unforgeability if for every PPT adversary A, there exists a
negligible function 𝜖 such that for all 𝜆 ∈ N:

Pr

[
strongForgeA,Σ (1𝜆) = 1

]
≤ 𝜖 (𝜆) ,

where strongForgeA,Σ is defined in Figure 2.

strongForgeA,Σ (1𝜆)
1 : (sk, vk) ← KGen(1𝜆 ),𝑄 := ∅

2 : (𝑚∗, 𝜎∗ ) ← AO𝑠 (vk)
3 : return ( (𝑚∗, 𝜎∗ ) ∉ 𝑄 )∧

Vrfy(vk,𝑚∗, 𝜎∗ ) = 1

Oracle O𝑠 (𝑚)
1 : 𝜎 ← Sign(sk,𝑚)
2 : 𝑄 :=𝑄 ∪ { (𝑚,𝜎 ) }
3 : return 𝜎

Figure 2: Strong Unforgeability for Digital Signature Schemes

Game 𝐺𝑟𝑒𝑎𝑙 (1𝜆)
1 : pp← Setup(1𝜆 )
2 : (stmt,wit, st) ← A1 (pp, 𝑧 )
3 : if ( (stmt,wit) ∉ R) : return ⊥
4 : return viewA

2

(
⟨P (pp, stmt,wit),A2 (stmt, st) ⟩

)
Game 𝐺𝑖𝑑𝑒𝑎𝑙 (1𝜆)
1 : (pp, 𝜎 ) ← S(1𝜆 )
2 : (stmt,wit, st) ← A1 (pp, 𝑧 )
3 : if ( (stmt,wit) ∉ R) : return ⊥

4 : return viewA
2

(
SA2 (pp, stmt, 𝑧, 𝜎 )

)
Figure 3: Real and Ideal Games for Interactive Protocol

2.2 IOP Syntax, Security, Efficiency
Definition 2.7 (Interactive Argument of Knowledge). An

interactive protocol
∏

= (Setup,P,V) between a prover P and a
verifierV is an argument of knowledge for a relation R if the following
properties hold, where the common input is denoted by stmt, the
prover’s witness is denoted by wit, and the output of the verifier is
denoted by the random variable ⟨P(pp, stmt,wit),V(pp, stmt)⟩:
• Perfect Completeness: for all (stmt,wit) ∈ R, we have that:

Pr

[〈
P(pp, stmt,wit),V(pp, stmt)

〉
= 1

]
= 1 ,

where pp← Setup(1𝜆).
• Knowledge Soundness: There exists an expected PPT oracle ma-
chine E called the extractor such that given oracle access to
any pair of PPT adversarial prover algorithm (A1,A2) the
following holds:

Pr

[
⟨A2 (pp, stmt, st),V(pp, stmt)⟩ = 1

∧ (stmt,wit) ∉ R

]
≤ 𝜖 (𝜆) , (3)

where pp ← Setup(1𝜆), (stmt, st) ← A1 (pp), and wit ←
EA2 (pp, stmt).
• Public Coin: An interactive protocol is public coin if all ofV’s
messages (including the final output) can be computed as a
deterministic function given a random public input.
• Zero knowledge: An interactive protocol

∏
is zero-knowledge

if there is an expected PPT simulatorS such that for every PPT

adversary𝐴 = (A1,A2), and auxiliary input 𝑧 ∈ {0, 1}poly(𝜆) ,
we have that there exists a negligible function 𝜖 (𝜆) such that
for all PPT distinguishers D and all 𝜆 ∈ N:��
Pr

[
D

(
𝐺𝑟𝑒𝑎𝑙 (1𝜆)

)
= 1

]
− Pr

[
D

(
𝐺𝑖𝑑𝑒𝑎𝑙 (1𝜆)

)
= 1

] �� ≤ 𝜖 (𝜆) ,
where games 𝐺𝑟𝑒𝑎𝑙 and 𝐺𝑖𝑑𝑒𝑎𝑙 are defined as in Figure 3.
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We say that ⟨P,V⟩ is honest-verifier zero knowledge (HVZK)
if the adversary A2 honestly follows the verifier algorithm.

Definition 2.8 (Poly Interactive Oracle Proof (PIOP)). A
polynomial interactive oracle proof (PIOP) is a public-coin interactive
protocol for a polynomial oracle relation R = {(stmt,wit)}. The
relation is an oracle relation in that stmt can contain oracles to 𝜇-
variate polynomials over some field F. The oracles specify 𝜇 and the
degree in each variable. These oracles can be queried at arbitrary
points in F𝜇 to evaluate the polynomial at these points. The actual
polynomials corresponding to the oracles are contained in the pp and
the wit, respectively. We denote an oracle to a polynomial 𝑓 by [[𝑓 ]].
In every protocol message, the P sends multi-variate polynomial
oracles. The verifier in every round sends a random challenge. We
measure the following parameters for the complexity of a PIOP. The
prover time measures the runtime of the prover. The verifier time
measures the runtime of the verifier. The query complexity is the
number of queries the verifier performs to the oracles. The round
complexity measures the number of rounds. In our protocols, it is
equivalent to the number of oracles sent. The communication size is
the number of field elements sent by the prover to the verifier. The
size of the proof oracles is the length of the transmitted polynomials.
The size of the witness is the length of the witness polynomial.

Looking ahead, HyperVerITAS utilizes two main PIOPs as sub-

routines: the Lookup PIOP from HyperPlonk [11], and the Inner

Product PIOP (which can be proved using the classic sumcheck pro-

tocol from [27]). We define the corresponding relations and detail

asymptotic efficiency on the prover time, verifier time, and proof

size required by our work.

Definition 2.9 (Lookup Relation [11]). The lookup relation Rlk

is defined as:
Rlk =

{(
(t, [[𝑓 ]]); 𝑓

)
: ∀x ∈ B𝜇 , f (x) ∈ t

}
,

where t ∈ F2
𝜇−1, and 𝑓 is a degree 𝑑 multilinear polynomial with

𝑓 ∈ F[𝑋1, . . . , 𝑋𝜇].

HyperPlonk [11] built a PIOP for the look-up relation that is

knowledge sound with error 𝑂
(
2
𝜇+𝑑𝜇
|F |

)
. The prover runtime (TP

lk
)

is𝑂 (𝑑 log2 𝑑 · 2𝜇)F. The verifier runtime (TV
lk
) is𝑂 (𝜇)F. The query

complexity (Qlk) is 𝜇 + 3. The round complexity (RClk) is 𝜇 + 2.

The communication size (CSlk) is 𝜇F. The proof oracle size (OSlk)

is 2
𝜇+1 +𝑂 (2𝜇). The witness size (WSlk) is 𝑂 (2𝜇).

Definition 2.10 (Inner Product Relation). The inner product
relation Rip is defined as:

Rip =

{(
( [[𝑓 ]], 𝑔, 𝑐); 𝑓

)
: 𝑐 =

∑
x∈B𝜇

𝑓 (x) · g(x)
}
,

where 𝑓 , 𝑔 are multilinear polynomials with 𝑓 , 𝑔 ∈ F[𝑋1, . . . , 𝑋𝜇].

This relation can be proved using the classical sum-check proto-

col [27] for a degree-2 multivariate polynomial (i.e., 𝑓 · 𝑔). In our

implementation, we use HyperPlonk’s version of the sum-check

protocol which was proven to be knowledge sound with error
2𝜇

|F | ,
and reported the following asymptotics for degree 2 polynomials.

The prover runtime (TP
sc
) is 𝑂 (2𝜇+1)F. The verifier runtime (TV

sc
)

is𝑂 (𝜇)F. The query complexity (Qsc) is 𝜇+1. The round complexity

(RCsc) is 𝜇. The communication size (CSsc) is 𝜇F. The proof oracle
size (OSsc) is 2𝜇. The witness size (WSsc) is 𝑂 (2𝜇).

Game 𝐺𝑏 (1𝜆)
1 : pp← C.Setup(1𝜆 )
2 : 𝑚0,𝑚1 ← A(pp)
3 : (com, 𝑑 ) ← C.Commit(pp,𝑚𝑏 )
4 : return 𝑏′ ← A(com, 𝑑 )

Figure 4: Hiding Game 𝐺𝑏 for Commitment Schemes

2.3 Polynomial Commitments
Before we define polynomial commitment schemes, we first define

the general notion of a commitment scheme.

Definition 2.11 (Commitment Scheme). A commitment scheme
C = (Setup,Commit,Open) is tuple of three algorithms Setup,

Commit, and Open, defined as follows:
• pp← Setup(1𝜆): The setup algorithm takes as input the secu-
rity parameter 1𝜆 , and outputs the public parameters pp.
• (com;𝑑) ← Commit(pp,𝑚): The commit algorithm takes as
input the public parameters pp and a message𝑚, and outputs
a commitment com and an decommitment string 𝑑 .
• 𝑏 ← Open(pp, com,𝑚,𝑑): The opening algorithm takes as
input the public parameters pp, a commitment com, a message
𝑚, and a decommitment string 𝑑 , and outputs a bit 𝑏 ∈ {0, 1}.

A commitment scheme is secure if it satisfies hiding and binding.
Hiding. A commitment scheme is perfectly hiding if for all PPT

adversaries A, we have that:��
Pr[𝐺0 outs 1] − Pr[𝐺1 outs 1]

�� = 0 ,
where games 𝐺0 and 𝐺1 are defined as in Figure 4.

Binding. A commitment scheme is computationally binding if for
all PPT adversaries A, there exists a negligible function 𝜖 such that
for all 𝜆 ∈ N, we have that:

Pr


𝑚1 ≠𝑚2

∧Open(pp, com,𝑚1, 𝑑1) = 1

∧Open(pp, com,𝑚2, 𝑑2) = 1

 ≤ 𝜖 (𝜆) ,
where pp← Setup(1𝜆), and (𝑚1,𝑚2, com, 𝑑1, 𝑑2) ← A(pp).

Now, we define polynomial commitment schemes.

Definition 2.12 (Polynomial Commitment Scheme). A poly-
nomial commitment scheme PC = (Setup,Commit,Open,Verify)
allows one to commit to a multilinear polynomial 𝑓 ∈ F[X] (with 𝑛
variables) and provide evaluation proofs for the polynomial at a point
x ∈ F𝑛 . PC is a tuple of four algorithms Setup,Commit,Open,Verify

defined as follows:
• pp← Setup(1𝜆, 1𝑛): The setup algorithm takes as input the
security parameter 1𝜆 and the number of variables 𝑛, and
outputs the public parameters pp.
• com ← Commit(pp, 𝑓 ): The commit algorithm takes as in-
put the public parameters pp and a 𝑛-variable multilinear
polynomial 𝑓 , and outputs a commitment com.
• 𝑏 ← Open(pp, com, 𝑓 ): The opening algorithm takes as input
the public parameters pp, a commitment com, and a𝑛-variable
multilinear polynomial 𝑓 , and outputs a bit 𝑏 ∈ {0, 1}.
• ⟨P,V⟩ is an interactive protocol between the prover P and
verifierV that proves the relation Rev:
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Rev =

{(
(pp, com, x, 𝑦); 𝑓

)
:

Open(pp, com, 𝑓 ) = 1

∧ 𝑓 (x) = 𝑦

}
A polynomial commitment scheme is secure if it satisfies the prop-

erty of extractability.
Extractability. A polynomial commitment scheme satisfies ex-

tractability if the interactive protocol ⟨P,V⟩ is 𝜖-knowledge sound
(as in Theorem 2.7).

Multilinear PCS Instantiations. In this work, we use the

Brakedown [17] and PST [31] multilinear polynomial commitment

schemes. However, note that HyperVerITAS is a flexible scheme,

and can be instantiated with any other multilinear PCS, while still

retaining its efficiency.

For PST[31], we have the following asymptotics for an opening

proof, where the size of the committed polynomial is 𝑛, G denotes

group scalar multiplications (and group elements for proof size),

and P denotes pairings: prover time (TP
PST

op
(𝑛)) is 𝑂 (𝑛)G, verifier

time (TV
PST

op
(𝑛)) is𝑂 (log𝑛)P, and proof size (𝜋PST

op
(𝑛)) is𝑂 (log𝑛)G.

For Brakedown[17], we have the following asymptotics for an

opening proof, where the size of the committed polynomial is 𝑛,

and F denotes field operations (for proof size F represents field

elements): prover time (TP
BD

op
(𝑛)) is 𝑂 (𝑛)F, verifier time (TV

BD

op
(𝑛))

is 𝑂 (
√
𝑛)F, and proof size (𝜋BD

op
(𝑛)) is 𝑂 (

√
𝑛)F.

3 The Design of HyperVerITAS
We now formalize the relations and protocols for HyperVerITAS.

3.1 Overview
In this section, we provide the overall relation forHyperVerITAS.We

describe it as an “overall relation” because rather than proving the

relation in one shot, we prove components separately. We describe

our overall relation for HyperVerITAS in Definition 3.1.

Definition 3.1 (Overall Relation for HyperVerITAS). The
overall relation R(pp, vk,A), where the relation is parameterized by
the public parameters pp, the verification key vk of the digital signa-
ture scheme Σ, and a hash function 𝐴, is defined as:

R =


(
(It, comI,H, 𝜎, T); I

)
:

comI = Commit(pp, I)
∧ It = T(I) ∧ H = A ⊙ I ∧

I ∈ [256]𝑛×3 ∧ Vrfy(vk,H, 𝜎) = 1


Note that the overall relation is verymodular, and is broken down

into fourmain components. The first condition (comI = Commit(I))
ensures that the commitment is correctly generated. The second

condition (It = T(I)) verifies that we have a valid transformed

image. The next two conditions (H = A ⊙ I ∧ I ∈ [256]𝑛×3) check
that the prover knows a low-norm pre-image of the hash. The last

condition (Vrfy(vk,𝑚,H, 𝜎) = 1) simply ensures that the signature

is valid with respect to the message, verification key, and hash.

On Our Image Representation. Note that when we commit to

an image, we commit to each channel separately. This choice was

driven by prover efficiency, as committing to three smaller vec-

tors is more efficient, and the time for the three commitments

can be amortized by parallelization. As noted, some paralleliza-

tion is indeed possible in the commitment and opening phases, but

the benefit depends heavily on the underlying polynomial com-

mitment scheme. For example, even in linear-time schemes like

Brakedown[17], committing to a vector of size 2
25
(33 MP) is nearly

5x faster than committing to a vector of size 2
27

(which would

represent a flattened 3-channel image of 2
25
pixels, rounded to a

power of 2). Although this approach increases proof sizes by a few

group/field elements, depending on the underlying PCS, it decreases

prover time by reducing expensive commitment computations.

Also, due to modular nature of the relation, we are able to prove

different parts of the relation separately. In fact, we have tailored dif-

ferent proof systems for each condition of this relation. We describe

the general proof system for the correctness of the transformed

image in Section 3.2, and provide in text the specific instantiations

for the redacting and grayscaling protocols. We describe the proof

system for knowledge of a low-norm hash pre-image in Section

3.3. In the case where the hash is public, we can simply use the

verification algorithm of the signature scheme Σ to perform the

signature verification check.

3.2 Proving Correctness of Affine
Transformations

Most image transformations can be viewed as affine transforma-

tions, and this is the case for those we consider in this paper (crop-

ping, grayscaling, blurring, resizing). Rather than writing a separate

relation definition for each transformation, we instead create a gen-

eral relation for the correctness of an affine transformation.

We model an image transformation T as T(I) = L ⊙ I ⊙ R + E,
for some 𝐵 ∈ Z≥0, L ∈ Z𝑚×𝑛,R ∈ Z3×3, and E ∈ Z𝑚×3 such that

| |E| |∞ ≤ 𝐵. We note that in this case, we think of L as a transfor-

mation on the the channels individually (as in blurring, resizing),

while R acts as transformation on the image that acts linearly on

the interaction on the channels of images (as in grayscaling). Some

transformations, such as redaction, utilize the constant term E
as part of their definition, while other transformations, such as

grayscaling or resizing utilize E as an error term.

Our protocol handles a specific set of affine transformations:

those of the form T(I) = L ⊙ I ⊙ R + E, where I is modeled as an

𝑛 × 3 matrix (i.e., one column per channel). This includes a wide

range of natural transformations in the C2PA standard including

cropping, resizing, redacting, and grayscaling.

Remark 3.2. Note that if one flattens the image matrix I ∈ Z𝑛×3
into a vector i ∈ Z3𝑛 , a more general class of affine transformations
becomes definable. That is, T(i) = 𝑀 ⊙ i, where 𝑀 ∈ Z3𝑚×3𝑛 is
a matrix which defines an affine transformation from an 3𝑛-sized
input to an 𝑚-sized output. While our current formalism does not
capture the arbitrary affine maps in this broader space (e.g., when the
transformation matrix𝑀 is not a Kronecker product), our framework
is extensible: with minor changes, we could commit to the image as a
single 3𝑛-vector to support these cases. However, given that most real-
world transformations fall within our current formalism, we chose
this representation for its efficiency (see explaination in Section 3.1).

With this representation in mind, we now introduce our general

relation for affine transformations.

Definition 3.3 (Public Affine Relation). The public affine
relation Rpar is defined as:

Rpar =

{(
(It, comI, L,R, E); I

)
:

comI = Commit(pp, I)
∧ It = L ⊙ I ⊙ R + E

}
.
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Public Affine Protocol

(
(It, comI, L,R, E); I

)
1 : P calculates commitments to each column of I ⊙ R,

denote these as com(I⊙R) 𝑗 for 𝑗 ∈ [3] .
2 : V samples r←$ F𝑚 , and sends r to P .
3 : P and V compute 𝑐 𝑗 := ⟨r, (It − E) 𝑗 ⟩ for 𝑗 ∈ [3] .
4 : P and V compute v0 := r ⊙ L.

5 : P and V engage in an Inner Product Protocol for relation(
(v0, com(I⊙R) 𝑗 , 𝑐 𝑗 ) ; (I ⊙ R) 𝑗

)
∈ RipE for 𝑗 ∈ [3] .

6 : V accepts if they accept the three inner product arguments.

Figure 5: Protocol for the Public Affine Relation

The relation Rpar can handle any image transformation that can

be modeled as an affine transformation. Our protocol for proving an

instance of the relation Rpar is depicted in Figure 5. In this protocol,

the prover and verifier engage in inner product protocols to ensure

correctness of the transformation, one channel at a time.

Theorem 3.4. Suppose that the Inner Product Protocol is an Inter-
active Argument of Knowledge (Theorem 2.7). Then the Public Affine
Protocol in Figure 5 is an Interactive Argument of Knowledge.

Proof Sketch. Knowledge Soundness follows from the knowl-

edge soundness of the the inner product protocol and Freivald’s

algorithm. Zero-knowledge follows from the zero-knowledge of

the inner product protocol and the hiding property of the commit-

ments. □

Complexity of Public Affine Protocol.We discuss the com-

plexity of our public affine protocol below.

Theorem 3.5 (Complexity of Public Affine Protocol). Let
PC denote a polynomial commitment scheme. Let TP

PC

op
, TV

PC

op
, and

𝜋PC

op
denote the prover runtime, verifier runtime, and proof size of

an opening proof for the commitment scheme used. Let 𝜋PC

com
denote

the size of a commitment. Here, 𝑛 is the size of the original image,
and𝑚 is the size of the transformed image. We use F to denote field
operations and H to denote hash computations. Then the asymptotic
complexity of the Public Affine Protocol in Figure 5 is as follows:

• TP
PC

par
(𝑛,𝑚) := 𝑛𝑚 +𝑂 (𝑛)F +𝑂 (𝑚)H + 3TP

PC

op
(𝑛)

• TV
PC

par
(𝑛,𝑚) := 𝑛𝑚 +𝑂 (𝑚 + log𝑛)F +𝑂 (𝑚)H + 3TV

PC

op
(𝑛)

• 𝜋PC

par
(𝑛,𝑚) := 3 log𝑛F + 3𝜋PC

com
+ 3𝜋PC

op

Note that here we open each of the 3 commitments on a point, so
the opening complexity and proof size can be amortized by batching.

Remark 3.6. Technically speaking, the term 𝑂 (𝑛) in our complex-
ity analysis should be dominated by 𝑂 (𝑛𝑚). Despite this, we choose
to be explicit about the 𝑂 (𝑛) term as it helps us in asymptotic anal-
ysis of our gray-scaling and cropping protocol where the term 𝑛𝑚

decomposes to just𝑂 (𝑛) for sparse matrix-vector multiplications that
arise in gray-scaling and cropping.

Example: Redacting.We provide the concrete instantiation for

one of the public image transformations, redacting. More specif-

ically, we provide closed forms for the matrices L,R, E as in the

relations Rpar. These matrices describe the affine image transforma-

tions.

In the case of redacting, we want to remove some pixels, and

replace them with some color 𝑘 = (𝑘1, 𝑘2, 𝑘3) ∈ [256]3. Let 𝑆 =

{𝑖 ∈ [𝑛] |pixel 𝑖 is redacted} be the set of redacted pixels. We view

L as a diagonal matrix, that is, a matrix whose entries outside the

diagonal are all zero. Along the diagonal, we set L𝑖,𝑖 := 0 if 𝑖 ∈ 𝑆 ,
and L𝑖,𝑖 := 1 otherwise. Notice that if we set 𝐿𝑖,𝑖 = 0, when we

multiply L ⊙ I, we have that (L ⊙ I)𝑖,0 = (L ⊙ I)𝑖,1 = (L ⊙ I)𝑖,2 = 0

(that is, the pixel 𝑖 is set to 0). To simplify notation, we view the

diagonal as a vector d = (𝑑0, . . . , 𝑑𝑛−1), such that 𝑑𝑖 = 0 if 𝑖 ∈ 𝑆 , and
𝑑𝑖 = 1 otherwise. Let e = (𝑒0, . . . , 𝑒𝑛−1) such that 𝑒𝑖 = 1 if 𝑖 ∈ 𝑆 , and
𝑒𝑖 = 0 otherwise. We can view e as the vector adding the color over
the redacted pixels (once multiplied by the desired color). Note that

our error matrix has size 𝑛 × 3 since the transformed image has the

same dimensions as the original image. With this in mind, we can

then view the affine transformation for redacting as follows:

L = diag(d), R = 𝐼3×3, E =


𝑘1 · e0 𝑘2 · e0 𝑘3 · e0

.

.

.
.
.
.

.

.

.

𝑘1 · e𝑛−1 𝑘2 · e𝑛−1 𝑘3 · e𝑛−1

 .
Although it is typically fine to leave the term E public, there

some cases where revealing E leaks information about the original

image. We now define the relation Rsar for the secret version, where

the term E is kept private.

Definition 3.7 (Secret Affine Relation). The secret affine
relation Rsar is defined as:

Rsar =


(
(It, comI, comE, 𝐵, L,R); I, E

)
:

comI = Commit(pp, I)∧
comE = Commit(pp, E)

∧ ||E| |∞ ≤ 𝐵

∧ It = L ⊙ I ⊙ R + E


Note that this relation is an extension of the public variant. The

secret variant includes a commitment to E and a bound 𝐵 in the

statement, and has two new conditions. The protocol for the secret

variant is the similar the public variant, but it needs to include an

additional range check to ensure that | |E| |∞ ≤ 𝐵, that is, E has values
within the range [−𝐵, 𝐵]. In addition, the image transformation

check is done using two inner product protocols (rather than one

as done in the public protocol). We provide the protocol for proving

an instance of the relation Rsar in Figure 8 in Section B, along with

its security proof and complexity analysis.

Example: Grayscaling.We provide the concrete instantiation

for one of the private image transformations, grayscaling. More

specifically, we provide closed forms for the matrices L,R, E as in

the relations Rsar. These matrices describe the affine image trans-

formations. The standard grayscale algorithm is as follows:

y := Round(0.30 · r + 0.59 · g + 0.11 · b) ,
where r, g, b are the vectors that denote the red, green, and blue

channels of the image I, respectively. This computed value, y, will
be used for all three channels in the grayscaled image. The necessity

of the rounding function is due to the fact that the equation has

non-integer coefficients, so we may end up with non-integer values

for the grayscale channels. Thus, we round to the nearest integers

as pixels can only have integer values. Performing this rounding

introduces an error term relative to the linear equation; we define

66



HyperVerITAS Proceedings on Privacy Enhancing Technologies 2026(2)

Linear Hash Protocol

(
(comI,A,H); I

)
1 : P and V engage in a Public Affine Transformation Protocol

for relation

(
(H, comI,A, 𝐼3×3, [0]ℎ×3 ) ; I

)
∈ Rpar .

2 : P and V engage in a Lookup Protocol for relation(
( [256], com(I) j ) ; (I) 𝑗

)
∈ Rrc .

3 : V accepts if they accept the public affine transformation

argument and the three lookup arguments.

Figure 6: Linear Hash Protocol

that error as e := y − (0.30r + 0.59g + 0.11b). Note that for every
𝑖 ∈ [𝑛], we have that −0.5 ≤ e𝑖 < 0.5 and e𝑖 · 100 ∈ Z, thus
100 · y = (30 · r+ 59 · g+ 11 · b) + 100 · e. With this in mind, we can

then view the affine transformation for grayscaling as follows:

L = 𝐼𝑚×𝑚 , R =


30 30 30

59 59 59

11 11 11

 , E = 100 ·

e0 e0 e0
.
.
.

.

.

.
.
.
.

e𝑛−1 e𝑛−1 e𝑛−1

 .
3.3 Proving Knowledge of Low Norm Linear

Hash Pre-Images
We next describe the relation and protocol for proving knowledge

of low-norm hash pre-image, which is another component of the

overall relation (Definition 3.1). We need that the pre-image is low-

norm, as the short integer solution (SIS) problem only guarantees

that our hash function is collision resistant for low-norm inputs.

We now define the linear hash relation in Definition 3.8, which is

a variant of the relation Datta et al [12] introduced for their hash

pre-image proof.

Definition 3.8 (Linear Hash Relation). The linear hash rela-
tion Rlh is defined as:

Rlh =

{(
(comI,A,H); I

)
:

comI = Commit(pp, I)
∧ H = A ⊙ I ∧ I ∈ [256]𝑛×3

}
.

The linear hash protocol proposed by Datta et al. [12] utilizes

general purpose ZK-SNARKs (Groth16) to prove the relation, which

leads to costly proof generation times. Rather than utilizing expen-

sive general purpose ZK-SNARKs, we develop a protocol that uses

multilinear polynomial commitments. The protocol for the linear

hash relation is depicted in Figure 6. Notice that the hash pre-image

check can be modeled as an affine transformation, so we can use

the protocol developed for Rpar in Figure 5 for the second check.

We push the security proof and complexity analysis to Section C.

Optimizing Hash Pre-Image Prover Time. The hash pre-

image checkH = A⊙I can be optimized through the choice ofA. The
natural way to generateA is to sample random values for each entry.

Given that A ∈ Fℎ×𝑛 , the computation A ⊙ I will be expensive if A
is filled with non-zero values. Since we will deal with large images,

𝑛 will be large, meaning that A is a big matrix. Communicating and

loading this full matrix A will be expensive, and so having a fixed

way to generate A could be more optimal. VerITAS [12] instead

samples A by using a linear congruential generator, which means

that the prover and verifier can generate the matrix Awhen needed,

rather than having to store and communicate the whole matrix.

We could also generate A as a block matrix, where the blocks

along the diagonal have random values, and all other blocks are

filled with zeroes. Naturally, this leads to a sparse matrix, meaning

that A ⊙ I can be computed more efficiently. However, in this case,

security of SIS needs to be investigated.

Optimizing Hash Pre-Image Proof Size. The proof size can
also be optimized. Since we have that H ∈ F128×3, and we need 32

bytes to represent each element, the size of one column of H (i.e.

hash of one channel) will be 128 · 32 = 4096 bytes. If we leave the

hash size at 4096 bytes, it will be quite lengthy. We can shrink this

hash size further by composing our hash function with another

hash function such as Poseidon or SHA-256. VerITAS [12] uses

Poseidon to shrink their hash down from 4096 bytes to just 32 bytes

(per channel). However, to enable this solution, VerITAS employs a

general purpose ZK-SNARK for the hash pre-image proof, which is

expensive. As stated previously, we want to avoid using inefficient

general purpose ZK-SNARKs, and instead opt to use multivariate

methods for faster proof generation times.

Rather than composing the lattice hash with Poseidon, we could

instead compose with SHA-256, and use a specialized system such

as Binius [13] for the hash pre-image proof. The polynomial com-

mitment scheme compatible with the Binius proof system is adapted

from Brakedown [17], the primary polynomial commitment scheme

of choice for HyperVerITAS. This is an interesting direction to ex-

plore for future work.

4 Implementation
We implementedHyperVerITAS in Rust. More specifically, we imple-

mented HyperVerITASwith five different multilinear PCS: PST [31],

Brakedown [17], Basefold [39], BasefoldFri [39], and Zeromor-

phFri [23]. We used HyperPlonk’s [11] implementation for PST

and their IOP protocol instantiations. We utilized their IOP instan-

tiations to implement protocols for multset check, range check, and

our affine transformation IOPs. For our PST variation of HyperVer-

ITAS, we instantiate it using the arkworks [3] implementation of

the 256-bit scalar field of the BLS12-381 curve.

We used the plonkish_basefold github repository [32] for their

implementations of various multilinear PCS: Brakedown [17], Base-

fold [39], BasefoldFri [39], and ZeromorphFri [23]. Building on the

available code, we created protocols for product check, multset

check, range check, and our affine transformation IOPs. We used

the Blake2s hash function when doing the Fiat-Shamir Transform

to make our protocols non-interactive. For all variations of Hyper-

VerITAS, we instantiate them over 127-bit fields to provide secure

implementations. For the Brakedown variation, we also provide

implementations over 64 and 256-bit fields to offer different levels of

security. We chose to use the Goldilocks field and the Mersenne127

field implementations in plonkish_basefold repository for the 64-bit

and 127-bit scenarios, respectively. We used halo2’s[18] implemen-

tation of the scalar field of the Bn256 curve for the 256-bit scenario.

For optimization, we implemented a batch opening protocol for

the Brakedown PCS in the scenario where a single commitment is

opened at multiple points. The protocol is a variant of the general

batch opening protocol presented in HyperPlonk [11]. This opti-

mization drastically reduces the proof size for HyperVerITAS when

instantiated with Brakedown.

67



Proceedings on Privacy Enhancing Technologies 2026(2) Garrett Greiner, Toshi Mowery, Pratik Soni

We utilized VerITAS’s repository [37], VIMz’s repository [38],

and TilesProof-MT’s repository [33] to perform comparisons. In

the case of VerITAS, we implemented full system versions of crop

and grayscale for both the KZG and FRI variants. Aligned with the

suggestions in VerITAS’s paper, to create the full system version,

we run the single-channel hash pre-image proofs and image trans-

formations proofs in parallel. With this implementation, we can

perform a fair comparison between VerITAS and HyperVerITAS.

As for VIMz and TilesProof-MT, we utilized their existing code

to create circuits that worked for the images sizes we benchmark

with in this work (i.e powers of 2). For TilesProof-MT, we use tiles

with a size of 184756 pixels for cropping, and tiles with a size of

80000 pixels for grayscaling, as done in the original paper. Our

implementation of HyperVerITAS, as well as our extensions of the

other schemes, is available at [19].

4.1 Mode A: Camera
In this mode, recall that the image is hashed using a lattice based

linear hash function which is low-norm collision resistant (under

the hardness of the SIS problem). For a fair comparison with VerI-

TAS, we use the same SIS parameters in our tests: ℎ = 128, 𝐵 = 256

(max pixel value desired is 255), and set 𝑞 to be the bit-size of the

prime field used for the PCS implementation. Note that this means

for a hash h = A ⊙ v, we have that h ∈ F128, where F is a 𝑞-bit field.

In order to demonstrate the modularity of HyperVerITAS, we

provide a comprehensive implementation over five different multi-

linear PCS: PST, Brakedown, Basefold, BasefoldFri, and Zeromor-

phFri. Note thatHyperVerITAS could be extended to other PCS with

minimal integration – only requiring a PCS implementation that

links up with the plonkish_basefold repository. We compare these

variants of HyperVerITAS to VerITAS instantiated with KZG and

FRI. Through this comprehensive comparison, we demonstrate that

HyperVerITAS is more efficient that VerITAS on nearly all metrics

across a variety of PCS.

Further, we compare HyperVerITAS to schemes that employ

folding and tiling techniques: VIMz and TilesProof-MT. Through

this comparison, we provide a fair analysis of the various trade-offs

that come with using HyperVerITAS. For all systems, we provide

full system implementations for two image transformations: crop

and grayscale. Note that cropping is a public affine transformation,

while grayscale is a private affine transformation. Together, these

two image transformations provide an accurate representation of

HyperVerITAS’s workload for any image transformation.

4.2 Mode B: ML Model
In the ML scenario, recall that rather than using the linear hash, we

instead use multilinear commitment schemes to hash the images.

Then, the prover can generate a proof that the transformed image

was transformed from the image behind the commitment. This

results in a significant reduction in overhead for the prover, as they

no longer need to generate the expensive hash pre-image proof

that they needed to in Mode A.

For HyperVerITAS, a prover in Mode B would need to generate

the hash (i.e multilinear polynomial commitment to the image), and

then do either a public or private affine transformation protocol

to prove the image transformation. We report the time it takes for

HyperVerITAS to generate a hash in Mode B in Section 5.2.3.

5 Evaluation and Comparison
In this section, we present a comprehensive comparison of Hyper-

VerITAS (instantiated with five different PCS) with existing sys-

tems such as VerITAS [12], VIMz [14], and TilesProof-MT [28]. We

present an asymptotic efficiency comparison in Section 5.1 and

concrete experimental comparisons in Section 5.2.

5.1 Asymptotic Comparison
The asymptotics for prover runtime, verifier runtime, and proof size

are included in Table 2. Notice that HyperVerITAS’s prover is more

efficient than VIMz and TilesProof-MT, as when instantiated with

schemes like Brakedown, it avoids expensive group operations.

VIMz does 𝑂 (𝑛)G, and TilesProof-MT performs 𝑂 (𝑛)E. On the

other hand, HyperVerITAS performs primarily field operations,

particularly when instantiated with schemes such as Brakedown.

Notice that VerITAS performs 𝑂 (𝑛 log𝑛)F, while HyperVerITAS

manages with only 𝑂 (𝑛)F.
Notice that VIMz and TilesProof-MT have the smallest proof size.

Since 𝑐𝑛 is the number of columns in the original image, note that

log(𝑐𝑛) < log(𝑛), so the proof size of VIMz is very small. Similarly,

TilesProof-MT incurs a constant number of group elements for each

tile, and also provides log𝑘 hashes for each tile. TilesProof-MT opts

to use tiles of size 184756 for cropping, so this results in roughly

𝑘 ≈ 180 tiles for a 33MP image, so the proof sizes are relatively

small (compared to HyperVerITAS). Note that although VerITAS

performs more openings than HyperVerITAS, the schemes utilized

in VerITAS enable more efficient batching than our optimal scheme,

Brakedown, admits. This results in HyperVerITAS having larger

proof sizes when instantiated with schemes such as Brakedown.

A similar analysis can be applied for verifier runtime, as similar

trends hold there as well.

5.2 Experimental Comparison
We used two different environments to run tests. The first is a

laptop with 36GB RAM and an Apple M3 Chip. The second en-

viroment is an AWS EC2 r5d.4xlarge instance with 128 GiB RAM

and 16 vCPUs. We run full system implementations on both en-

vironments and benchmark all schemes over four metrics: prover

runtime, verifier runtime, prover peak memory use, and proof size.

Further, we use a variety of different image sizes to demonstrateHy-

perVerITAS’s ability to handle any images efficiently. We perform

experiments for two image transformations: crop and grayscale.

Note that while we discuss the results for cropping in this section,

reported numbers and analysis for grayscale is pushed to Section E

(see Figure 9, Tables 7 to 9).

On the commodity laptop, we compare the full system imple-

mentation of HyperVerITAS with those of VerITAS, VIMz, and

TilesProof-MT to demonstrate that HyperVerITAS is able to effi-

ciently prove image transformations for large input sizes, even

when computationally limited. For VerITAS, we record numbers for

the FRI and KZG variants. For HyperVerITAS, we record numbers

for the Brakedown (over 127 bit field) and PST variants. The results

are detailed in Section 5.2.1.
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Prover Runtime Verifier Runtime Proof Size

F,G, P,E,H TP
PC

com
(𝑛) TP

PC

op
(𝑛) F,G, P,E,H TV

PC

op
(𝑛) F,G,H 𝜋PC

com
(𝑛) 𝜋PC

op
(𝑛)

VIMz 𝑂 (𝑛) G, (𝑛+𝑚) H — — 𝑂 (1) G — 𝑂 (log(𝑐𝑛+𝑐𝑚)) G — —

TilesProof-MT 𝑂 (𝑛) E,𝑂 (𝑘) H — — 𝑂 (𝑘) P,𝑂 (𝑚) E, — 𝑂 (𝑘) G, — —

𝑂 (𝑘 log𝑘) H 𝑂 (𝑘 log(𝑘)) H
VerITAS 𝑂 (𝑛 log𝑛) F,𝑂 (𝑚) E 13 65 𝑛 F,𝑂 (1) P,𝑂 (1) E 65 𝑂 (1) F,𝑂 (1) G 13 65

This Work (crop) 𝑂 (𝑛) F,𝑂 (𝑚) H 12 42 𝑂 (𝑚) F,𝑂 (𝑚) H 42 9 log𝑛 F 12 42

This Work (gray) 𝑂 (𝑛) F,𝑂 (𝑛) H 16 55 𝑂 (𝑛) F,𝑂 (𝑛) H 55 11 log𝑛 F 16 55

Table 2: Asymptotic comparison (dominant operations) of proof systems. F=field operations, G=group scalar multiplications, P=pairing
operations, E=group exponentiations, and H=hash computations. PC denotes a polynomial commitment scheme, com denotes commit com-
plexities, and op denotes opening complexities. 𝑛 = size of original image,𝑚 = size of transformed image. 𝑐𝑛/𝑐𝑚 = number of columns in the
original/transformed image. 𝑘 = number of tiles used. Note that the opening complexity can be amortized via batching (depending on PC).

We also provide a more comprehensive comparison between

HyperVerITAS and VerITAS on the laptop. Specifically, we extend

our benchmarks for HyperVerITAS to include five multiliner PCS:

PST [31], Brakedown(over 64, 127, and 256 bit fields) [17], Base-

fold [39], BasefoldFri [39], and ZeromorphFri [23]. Through this

comparison, we show that HyperVerITAS is more efficient than

VerITAS over a variety of different PCS. The results are detailed

in Section 5.2.1. In order to demonstrate thatHyperVerITAS remains

more efficient than VerITAS when more computational resources

are available, we replicate this comparison on a high-memory AWS

server. The results are detailed in Section 5.2.2.

Lastly, to demonstrate HyperVerITAS’s efficiency in Mode B (i.e

the ML scenario), we also provide benchmarks for the runtime and

memory usage of hashing via multilinear polynomial commitments.

We provide results for all the PCS that we instantiateHyperVerITAS

with. The results are detailed in Section 5.2.3.

5.2.1 Full System Comparison on Commodity Laptop. We first pro-

vide a comprehensive comparison betweenHyperVerITAS, VerITAS,

VIMz, and TilesProof-MT to examine the various trade-offs between

the schemes. We considered four metrics: prover time (𝑇𝑝 ), verifier

time (𝑇𝑣), prover peak memory (𝑀𝑝 ), and proof size (𝜋 ). Table 3

contains results for the full proof system, where we crop 50% of

the original image. Notice that HyperVerITAS Brakedown has the

fastest prover time for all input sizes. For images of size 2
25
(∼33MP)

images, HyperVerITAS Brakedown’s prover is over 16x faster than

VIMz and 4.5x faster than TilesProof-MT. Note that HyperVerITAS

Brakedown is able to generate a proof for 33MP images on a laptop,

while VerITAS is only able to handle images up to size 2
22
(∼4MP).

For the largest input size VerITAS can handle, HyperVerITAS Brake-

down is ∼10x faster than VerITAS FRI, and over 20x faster than

VerITAS KZG.

We provide a more comprehensive comparison between Hyper-

VerITAS and VerITAS in the top graph of Figure 7. Notice that all

variants of HyperVerITAS have faster proof generation times than

VerITAS FRI and KZG (with the exception of HyperVerITAS Ze-

romorphFri at 2
21
). This demonstrates how the design choices of

HyperVerITAS drastically reduce proving time and memory usage,

as compared to VerITAS. Table 5 (in Section D) contains the corre-

sponding verifier runtime and proof size metrics for the schemes

presented in Figure 7. Notice that HyperVerITAS Brakedown’s ver-

ifier is comparable to VerITAS FRI’s for most input sizes, and is

over 2x faster at 2
22
. On the other hand, HyperVerITAS Brakedown

has much worse proof sizes than VerITAS FRI. However, Hyper-

VerITAS PST offers much smaller proof sizes than VerITAS, while

maintaining faster prover time and lower memory usage.

Although HyperVerITAS outperforms VerITAS in all aspects but

proof size, the comparison with VIMz and TilesProof-MT reveals

the trade-offs for using HyperVerITAS. Depending on the applica-

tion, one might prefer VIMz and TilesProof-MT for their minimal

memory usage and smaller proof sizes. VIMz and TilesProof-MT

achieve the lowest prover peak memory, needing only 9.4GB and

3.1GB RAM for 33MP images, respectively. Further, VIMz gener-

ates proofs with constant size of roughly 11KB, and TilesProof-MT

generates a proof of size 128KB for 33MP images. On the other

hand, HyperVerITAS Brakedown proofs are on the order of MB,

even for the smallest image size considered (2
19
). Further, VIMz’s

verifier runs in under a second for all sizes, the fastest of all schemes.

However, to generate a proof for a 33MP image, VIMz takes about 1

hour and 50 minutes, and TilesProof-MT takes roughly 30 minutes,

while HyperVerITAS takes roughly 6.6 minutes.

Note that we have implemented optimizations to help reduce the

proof size of HyperVerITAS Brakedown as much as possible. The

most significant optimization implemented was the batch opening.

The BatchEval protocol from HyperPlonk[11] enables a prover to

open multiple distinct commitments at multiple points via a single
opening proof. However, in order to leverage the full efficiency of

this protocol, the commitment scheme used needs to be homomor-

phic. Since Brakedown is not homomorphic, we were unable to

directly use this protocol. Therefore, we implemented a slight vari-

ant of this protocol where a prover opens a single commitment at

multiple points. The correctness and security of our variant follows

from the original protocol. This significantly decreased the number

of opening proofs, which drastically reduced the proof size.

Notice that the large proof sizes of HyperVerITAS-Brakedown

are not inherent toHyperVerITAS as a scheme, as our proof sizes for

HyperVerITAS PST are between 49-55KB. There are two main ways

in which we can further optimizeHyperVerITAS Brakedown, which

we leave for future work. The first direction is to develop a new
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TP (s) 2
19

2
20

2
21

2
22

2
23

2
24

2
25 MP (GB) 2

19
2
20

2
21

2
22

2
23

2
24

2
25

V[KZG] 69.4 139.4 286.3 621.6 — — — V[KZG] 9.8 18.0 23.4 28.7 — — —

V[FRI] 24.6 46.7 98.5 267.8 — — — V[FRI] 10.9 19.0 23.9 27.4 — — —

HV[PST] 16.1 31.9 67.1 143.8 327.8 — — HV[PST] 6.4 12.3 23.9 24.5 29.3 — —

HV[BD-127] 3.6 7.1 14.2 27.9 58.2 130.9 402.7 HV[BD-127] 2.0 3.7 6.8 14.2 22.4 26.3 27.4

VIMz 150.9 293.9 490.1 971.9 1763.0 3530.5 6729.9 VIMz 1.6 1.6 2.6 2.7 4.8 5.0 9.4

TP-MT 30.2 60.3 120.6 231.2 462.4 914.8 1829.5 TP-MT 3.1 3.1 3.1 3.1 3.1 3.1 3.1

TV (s) 2
19

2
20

2
21

2
22

2
23

2
24

2
25 𝜋 (KB) 2

19
2
20

2
21

2
22

2
23

2
24

2
25

V[KZG] 12.9 25.9 51.1 105.9 — — — V[KZG] 461.7 488.7 526.1 544.7 — — —

V[FRI] 1.5 2.8 5.2 19.0 — — — V[FRI] 780.5 821.9 892.9 940.3 — — —

HV[PST] 3.1 6.1 12.4 24.6 49.5 — — HV[PST] 49.1 50.7 52.3 53.9 55.5 — —

HV[BD-127] 1.3 2.5 4.5 8.6 16.4 32.9 62.9 HV[BD-127] 65034 85351 108422 147614 193756 270696 362980

VIMz 0.1 0.1 0.2 0.2 0.3 0.3 0.5 VIMz 10.1 10.1 10.4 10.4 10.7 10.7 11.0

TP-MT 4.9 9.8 19.6 37.5 74.9 148.3 296.7 TP-MT 2.1 4.2 8.5 16.3 32.5 64.3 128.7

Table 3: Full System Crop (50% of image) prover runtime (top left), prover peak memory (top right), verifier runtime (bottom
left), and proof size (bottom right) for VerITAS, HyperVerITAS, VIMz and TilesProof-MT (TP-MT) on a commodity laptop.

code based multilinear PCS that has better proof sizes. The second

direction is to optimize the hash pre-image proof size as discussed

in Section 3.3. Although the second direction will result in larger

prover time and memory usage, it will decrease the verification

time and proof size.

Figure 7: Prover runtime for full system crop (50% of original
image) on laptop (top) and AWS (bottom). We display the
peak memory of the prover (in GB RAM) for the final data
point bywriting the value next it. Note the y-axis is log scaled.

5.2.2 Full System Comparison on High-Memory Server. We also

compare the performance of HyperVerITAS and VerITAS on a high-

memory server similar to the one used in VerITAS’s paper to see

how the schemes compare when given more resources. Again, we

compare HyperVerITAS instantiated with PST, Brakedown (over 64,

127, and 256 bit fields), Basefold, BasefoldFri, and ZeromorphFri to

VerITAS instantiated with FRI and KZG. Here, we consider the full

system implementation where we crop 50% of the original image.

The results for prover runtime and memory are displayed in the

bottom graph of Figure 7, while Table 6 (in Section D) contains the

corresponding results for verifier runtime and proof size. Notice

that all variants of HyperVerITAS have faster proof generation

times than VerITAS FRI and KZG on all input sizes. On the server,

VerITAS is able to generate proofs for images of size 2
23
, one power

greater than on the laptop. HyperVerITAS Brakedown instantiated

over a 256-bit field is even able to generate proofs for larger images

than VerITAS FRI (which uses the quadratic extension of a 64-bit

field), further showing the efficiency of HyperVerITAS.

5.2.3 Hashing with Polynomial Commitments. Recall that in Mode

B, the prover hashes by constructing a multilinear polynomial com-

mitment to the image. In the case of HyperVerITAS, we generate

three total commitments - one for each channel (red, green, blue).

We have provided prover runtime and peak memory usage for

computing these three commitments in Table 4. Notice that for

Brakedown, we achieve a PCS hash time of 4.18 seconds and use

only 10.19 GB RAM. For the FRI scheme, VerITAS reports a PCS

hash time of 19.84 seconds and use 18.90 GB RAM. These results

further demonstrate the efficiency of using multilinear PCS rather

than univariate ones.

PCS Commit Time (s) Peak Memory (GB)
PST 85.58 29.74

Brakedown 4.18 10.19

Table 4: Commitment Scheme Hash Times
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Secret Affine Protocol

(
(It, comI, comE, 𝐵, L,R); (I, E)

)
1 : P calculates commitments to each column of I ⊙ R,

denote these as com(I⊙R) 𝑗 for 𝑗 ∈ [3] .
2 : P calculates commitments to each column of (It − E) ,

denote these as com(It−E) 𝑗 for 𝑗 ∈ [3] .
3 : V samples r←$ F𝑚 and sends r to P .
4 : P computes 𝑐 𝑗 := ⟨r, (It − E) 𝑗 ⟩, sends 𝑐 𝑗 to V, for 𝑗 ∈ [3] .
5 : P and V engage in an Inner Product Protocol for relation(

(r, com(It−E) 𝑗 , 𝑐 𝑗 ) ; (It − E) 𝑗
)
∈ RipE for 𝑗 ∈ [3] .

6 : P and V compute v0 := r ⊙ L.

7 : P and V engage in an Inner Product Protocol for relation(
(v0, com(I⊙R) 𝑗 , 𝑐 𝑗 ) ; (I ⊙ R) 𝑗

)
∈ RipE for 𝑗 ∈ [3] .

8 : P and V engage in a Lookup Protocol for relation(
( [𝐵 ], comE ) ;E

)
∈ Rrc .

9 : V accepts if they accept the six inner product arguments

(in steps 5 and 7) and the lookup argument (in step 8).

Figure 8: Protocol for the Secret Affine Relation

do the evaluation. A common example is that given additive com-

mitments 𝐶𝑓 ,𝐶𝑔 to 𝑓 (x), 𝑔(x), we want to construct a commitment

to (1 − 𝑌 ) 𝑓 + 𝑌𝑔. Then (𝐶𝑓 ,𝐶𝑔) serves as such a commitment and

we can evaluate it at (𝑦, x) by evaluating (1 − 𝑦)𝐶𝑓 + 𝑦 ·𝐶𝑔 at x.

B Secret Affine Protocol
Here, we include the protocol for proving the Secret Affine Relation

Rsar as defined in Theorem 3.7. We also include the security proof

and the complexity analysis.

Theorem B.1. Suppose that the Lookup and Inner Product Pro-
tocols are Interactive Arguments of Knowledge (Theorem 2.7). Then
the Secret Affine Protocol in Figure 8 is an Interactive Argument of
Knowledge.

Proof Sketch. Knowledge Soundness follows from the knowl-

edge soundness of the lookup protocol, the inner product protocol,

and Freivald’s algorithm. Zero-knowledge comes from the zero-

knowledge of the lookup protocol, the inner product protocol, and

the hiding property of the commitments. □

Complexity of Secret Affine Protocol.We discuss the com-

plexity of our secret affine protocol below.

Theorem B.2 (Complexity of Secret Affine Protocol). Let
PC denote a polynomial commitment scheme. Let TP

PC

op
, TV

PC

op
, and

𝜋PC

op
denote the prover runtime, verifier runtime, and proof size of

an opening proof for the commitment scheme used. Let 𝜋PC

com
denote

the size of a commitment. Here, 𝑛 is the size of the original image,
and𝑚 is the size of the transformed image. We use F to denote field
operations and H to denote hash computations. Then the asymptotic
complexity of the Secret Affine Protocol in Figure 8 is as follows:

• TP
PC

sar
:=𝑛𝑚 +𝑂 (𝑛)F +𝑂 (𝑚)H + 3TP

PC

op
(𝑛) + 39TP

PC

op
(𝑚)

• TV
PC

sar
:=𝑛𝑚+𝑂 (𝑚+log𝑛)F+𝑂 (𝑚)H+3TV

PC

op
(𝑛)+39TV

PC

op
(𝑚)

• 𝜋PC

sar
:= (3 log𝑛 + 6 log𝑚)F + 3𝜋PC

com
(𝑛) + 12𝜋PC

com
(𝑚)

+ 3𝜋PC

op
(𝑛) +39𝜋PC

op
(𝑚)

Note that here we are opening 15 commitments on a total of 42
points, so the opening complexity and proof size can be amortized by
batching. The reduction in complexity varies by PCS (depending on
the kind of batching allowed).

C Linear Hash Protocol
Here, we include the security proof and complexity analysis for the

linear hash protocol in Figure 6.

Theorem C.1. Suppose that the Lookup and Inner Product Pro-
tocols are Interactive Arguments of Knowledge (Theorem 2.7). Then
the Linear Hash Protocol in Figure 6 is an Interactive Argument of
Knowledge.

Proof Sketch. Knowledge Soundness follows from the knowl-

edge soundness of the lookup protocol, the inner product protocol,

and Freivald’s algorithm. Zero-knowledge comes from the zero-

knowledge of the lookup protocol, the inner product protocol, and

the hiding property of the commitments. □

Complexity of Linear Hash Protocol. We describe the effi-

ciency of our linear hash protocol below.

Theorem C.2 (Complexity of Linear Hash Protocol). Let
PC denote a polynomial commitment scheme. Let TP

PC

op
, TV

PC

op
, and

𝜋PC

op
denote the prover runtime, verifier runtime, and proof size of an

opening proof for the commitment scheme used. Let 𝜋PC

com
denote the

size of a commitment. We use F to denote field operations and H to
denote hash computations. Then the asymptotic complexity of the
Linear Hash Protocol in Figure 6 is as follows:

• TP
PC

lh
:= TP

PC

par
(𝑛,ℎ) + 3TP

PC

lk
(𝑛)

• TV
PC

lh
:= TV

PC

par
(𝑛,ℎ) + 3TV

PC

lk
(𝑛)

• 𝜋PC

lh
:= 𝜋PC

par
(𝑛,ℎ) + 3CSlk (𝑛) + 9𝜋PC

com
(𝑛) + 36𝜋PC

op
(𝑛)

Note that here we are opening 12 commitments on a total of 39
points (we get three additional commitments from public affine rela-
tion, and open each one on a point), so the opening complexity and
proof size can be amortized by batching. The reduction in complexity
varies by PCS (depending on the kind of batching allowed).

D Crop Experiments
Here, we include the tables for verifier time and proof size for

the comparisons between HyperVerITAS and VerITAS on both the

laptop (Table 5) and AWS (Table 6).

E Grayscale Experiments
Here, we include the results for the grayscale counterparts to

the various experiments included in Section 5.2. More specifically,

in Section E.1, we provide the results for the grayscale experiments

on a commodity laptop (same set of experiments done for crop

in Section 5.2.1). Further, in Section E.2, we provide the results for

grayscale experiments on the AWS server (same set of experiments

done for crop in Section 5.2.2).
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TV (s) 2
19

2
20

2
21

2
22

2
23

2
24

2
25 𝜋 (KB) 2

19
2
20

2
21

2
22

2
23

2
24

2
25

V[KZG] 12.9 25.9 51.1 105.9 — — — V[KZG] 461.7 488.7 526.1 544.7 — — —

V[FRI] 1.5 2.8 5.2 19.0 — — — V[FRI] 780.5 821.9 892.9 940.3 — — —

HV[PST] 3.1 6.1 12.4 24.6 49.5 — — HV[PST] 49.1 50.7 52.3 53.9 55.5 — —

HV[BD-64] 1.4 2.4 4.4 8.1 15.8 29.9 59.4 HV[BD-64] 71325 94397 121005 167148 218922 311206 413312

HV[BD-127] 1.3 2.5 4.6 8.6 16.4 32.9 62.9 HV[BD-127] 65034 85351 108422 147614 193756 270696 362980

HV[BD-256] 7.2 14.1 27.3 53.9 106.5 — — HV[BD-256] 94414 121023 167166 218942 311226 — —

HV[BF] 1.1 2.0 3.9 7.8 — — — HV[BF] 52153 59387 67882 77852 — — —

HV[BF FRI] 1.0 1.9 3.7 7.4 14.9 — — HV[BF FRI] 28843 30473 32129 33810 35517 — —

HV[Z FRI] 1.2 2.4 5.2 — — — — HV[Z FRI] 5584 5874 6168 — — — —

Table 5: Full System Crop (50% of original image) verifier runtime (left) and proof size (right) for various instantiations of
VerITAS and HyperVerITAS on a commodity laptop.

TV (s) 2
19

2
20

2
21

2
22

2
23

2
24

2
25 𝜋 (KB) 2

19
2
20

2
21

2
22

2
23

2
24

2
25

V[KZG] 13.8 27.5 54.9 109.7 220.6 — — V[KZG] 461.7 488.7 526.1 544.7 563.2 — —

V[FRI] 2.2 4.4 8.8 17.7 33.5 — — V[FRI] 780.5 821.9 892.9 940.3 983.1 — —

HV[PST] 5.3 10.8 21.9 43.4 87.0 — — HV[PST] 49.1 50.7 52.3 53.9 55.5 — —

HV[BD-64] 2.4 3.9 7.5 13.7 26.8 50.4 99.9 HV[BD-64] 71325 94397 121005 167148 218922 311206 413312

HV[BD-127] 2.4 4.4 7.7 15.0 27.9 55.0 105.0 HV[BD-127] 65034 85351 108422 147614 193756 270696 362980

HV[BD-256] 11.6 22.7 43.5 86.2 168.9 333.9 — HV[BD-256] 94414 121023 167166 218942 311226 413333 —

HV[BF] 1.7 3.3 6.3 12.2 24.7 — — HV[BF] 52153 59387 67882 77852 89902 — —

HV[BF FRI] 1.6 3.1 6.1 12.3 24.9 — — HV[BF FRI] 28843 30473 32129 33810 35517 — —

HV[Z FRI] 1.9 3.9 7.9 16.0 — — — HV[Z FRI] 5584 5874 6168 6466 — — —

Table 6: Full System Crop (50% of original image) verifier runtime (left) and proof size (right) for various instantiations of
VerITAS and HyperVerITAS on the AWS server.

TP (s) 2
19

2
20

2
21

2
22

2
23

2
24

2
25 MP (GB) 2

19
2
20

2
21

2
22

2
23

2
24

2
25

V[KZG] 73.1 146.9 316.4 — — — — V[KZG] 10.3 19.2 24.1 — — — —

V[FRI] 26.3 52.5 123.1 — — — — V[FRI] 10.2 19.3 29.5 — — — —

HV[PST] 19.1 39.1 77.4 171.7 — — — HV[PST] 7.8 15.1 27.0 27.2 — — —

HV[BD-127] 4.4 8.6 17.0 33.6 71.1 184.9 — HV[BD-127] 2.5 4.8 9.1 18.3 27.4 28.4 —

VIMz 217.1 439.9 773.9 1548.0 2901.4 5785.3 10336.3 VIMz 2.2 2.5 4.3 4.3 8.5 9.0 12.6

TP-MT 109.8 219.5 423.4 831.1 1646.5 3293.1 6586.2 TP-MT 4.5 4.5 4.5 4.5 4.5 4.5 4.5

TV (s) 2
19

2
20

2
21

2
22

2
23

2
24

2
25 𝜋 (KB) 2

19
2
20

2
21

2
22

2
23

2
24

2
25

V[KZG] 13.9 27.8 59.4 — — — — V[KZG] 203.3 210.6 217.9 — — — —

V[FRI] 1.7 3.6 8.4 — — — — V[FRI] 516.9 543.8 590.0 — — — —

HV[PST] 2.6 5.1 10.4 20.6 — — — HV[PST] 46.7 48.1 49.5 50.8 — — —

HV[BD-127] 1.4 2.6 4.3 8.3 14.9 29.7 — HV[BD-127] 86710 113799 144562 196817 258340 360927 —

VIMz 0.2 0.2 0.3 0.3 0.5 0.5 1.1 VIMz 10.4 10.4 10.7 10.7 11.0 11.0 11.3

TP-MT 4.5 9.1 17.5 34.3 68.0 136.0 272.0 TP-MT 4.9 9.8 19.0 37.3 73.8 147.6 295.3

Table 7: Full System Grayscale prover runtime (top left), prover peak memory (top right), verifier runtime (bottom left), and
proof size (bottom right) for VerITAS, HyperVerITAS, VIMz and TilesProof-MT (TP-MT) on a commodity laptop.

E.1 Full System Comparison on Commodity
Laptop

We first provide a comprehensive comparison between HyperVer-

ITAS, VerITAS, VIMz, and TilesProof-MT to examine the various

trade-offs between the schemes. We considered four metrics: prover

time (𝑇𝑝 ), verifier time (𝑇𝑣), prover peak memory (𝑀𝑝 ), and proof

size (𝜋 ). Table 7 contains results for the full proof system, where we

apply a grayscale to the original image. Notice that HyperVerITAS

Brakedown has the fastest prover time for all input sizes up to 2
24
.

For images of size 2
24
, HyperVerITAS Brakedown’s prover is over

30x faster than VIMz and 17x faster than TilesProof-MT. Note that

HyperVerITAS Brakedown is not able to generate a proof for 33MP

images on a laptop, while VIMz and TilesProof-MT are able to do

so. Meanwhile, VerITAS is only able to handle images of size 2
21

(∼2MP) for both the KZG and FRI instantiations. For the largest

input size VerITAS can handle, HyperVerITAS Brakedown is 7x

faster than VerITAS FRI, and 18x faster than VerITAS KZG.

We provide a more comprehensive comparison between Hyper-

VerITAS and VerITAS in the top graph of Figure 9. Notice that all

variants of HyperVerITAS have faster proof generation times than

both VerITAS FRI and VerITAS KZG. This demonstrates how the de-

sign choices of HyperVerITAS drastically reduce proving time and
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Figure 9: Prover runtime for full system grayscale on a com-
modity laptop (top) and AWS (bottom). For each scheme, we
display the peak memory of the prover (in GB RAM) for the
final data point by writing the value next it. Note the y-axis
is log scaled.

memory usage, as compared to VerITAS. Table 8 contains the cor-

responding verifier runtime and proof size metrics for the schemes

presented in the top graph of Figure 9. Notice that HyperVerITAS

Brakedown’s verifier is comparable to VerITAS FRI’s for most input

sizes, and is about 2x faster on input size 2
21
. On the other hand,

as we saw with crop, HyperVerITAS Brakedown has much worse

proof sizes than VerITAS FRI. However, HyperVerITAS PST offers

much smaller proof sizes than VerITAS, while maintaining faster

prover time and lower memory usage.

E.2 Full System Comparison on High-Memory
Server

We also compare the performance of HyperVerITAS and VerITAS

on a high-memory server to see how the schemes compare when

given more resources. As with crop, we compare HyperVerITAS

instantiated with PST, Brakedown (over 64, 127, and 256 bit fields),

Basefold, BasefoldFri, and ZeromorphFri to VerITAS instantiated

with FRI and KZG. Here, we consider the full system implementa-

tion where we grayscale the original image. The results for prover

runtime and memory are displayed in the bottom graph of Fig-

ure 9, while Table 9 contains the corresponding results for verifier

runtime and proof size. Notice that all variants of HyperVerITAS

have faster proof generation times than VerITAS FRI and KZG on

all input sizes. On the server, VerITAS is able to generate proofs

for images of size 2
22
, one power greater than on the laptop. Even

HyperVerITAS Brakedown instantiated over a 256-bit field is able to

generate proofs for larger images than VerITAS FRI (which uses the

quadratic extension of a 64-bit field), further showing the efficiency

of HyperVerITAS.
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TV (s) 2
19

2
20

2
21

2
22

2
23

2
24

2
25 𝜋 (KB) 2

19
2
20

2
21

2
22

2
23

2
24

2
25

V[KZG] 13.9 27.8 59.4 — — — — V[KZG] 203.3 210.6 217.9 — — — —

V[FRI] 1.7 3.6 8.4 — — — — V[FRI] 516.9 543.8 590.0 — — — —

HV[PST] 2.6 5.1 10.4 20.6 — — — HV[PST] 46.7 48.1 49.5 50.8 — — —

HV[BD-64] 1.5 2.4 4.3 7.8 14.9 27.8 54.6 HV[BD-64] 95099 125861 161339 222862 291894 414939 551080

HV[BD-127] 1.4 2.6 4.3 8.3 14.9 29.7 — HV[BD-127] 86710 113799 144562 196817 258340 360927 —

HV[BD-256] 7.3 14.2 27.1 53.5 105.0 — — HV[BD-256] 125882 161361 222885 291919 414965 — —

HV[BF] 1.0 1.8 3.5 — — — — HV[BF] 65052 73935 84353 — — — —

HV[Bf FRI] 0.9 1.7 3.3 6.6 — — — HV[BF FRI] 36017 37980 39970 41985 — — —

HV[Z FRI] 1.1 2.2 4.6 — — — — HV[Z FRI] 6876 7220 7569 — — — —

Table 8: Full System Grayscale verifier runtime (left) and proof size (right) for various instantiations of VerITAS and HyperVerI-
TAS on a commodity laptop.

TV (s) 2
19

2
20

2
21

2
22

2
23

2
24

2
25 𝜋 (KB) 2

19
2
20

2
21

2
22

2
23

2
24

2
25

V[KZG] 13.9 27.7 55.6 111.1 — — — V[KZG] 203.3 210.6 217.9 225.3 — — —

V[FRI] 2.4 4.7 9.3 20.1 — — — V[FRI] 516.9 543.8 590.0 619.1 — — —

HV[PST] 4.1 8.3 16.6 33.3 66.2 — — HV[PST] 46.7 48.1 49.5 50.8 52.2 — —

HV[BD-64] 2.9 4.4 8.2 14.3 27.3 50.3 100.0 HV[BD-64] 95099 125861 161339 222862 291894 414939 551080

HV[BD-127] 2.5 4.7 7.8 15.1 26.7 53.9 100.7 HV[BD-127] 86710 113799 144562 196817 258340 360927 483972

HV[BD-256] 11.9 23.3 43.5 86.1 161.9 330.1 — HV[BD-256] 125882 161361 222885 291919 414965 551107 —

HV[BF] 1.6 2.9 5.6 10.8 — — — HV[BF] 65052 73935 84353 96566 — — —

HV[BF FRI] 1.5 2.8 5.5 10.7 21.5 — — HV[BF FRI] 36017 37980 39970 41985 44026 — —

HV[Z FRI] 1.8 3.5 7.0 14.4 — — — HV[Z FRI] 6876 7220 7569 7922 — — —

Table 9: Full System Grayscale verifier runtime (left) and proof size (right) for various instantiations of VerITAS and HyperVerI-
TAS on the AWS server.
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