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Abstract
Face recognition is now widely used in authentication, surveil-

lance, and social media, but it also raises serious privacy risks. Face

recognition models enable unauthorized identification of individ-

uals from publicly shared images, support mass surveillance and

tracking without consent, and allow inference of sensitive personal

attributes such as age, gender, or health conditions. Since biometric

data cannot be revoked like a password, once facial embeddings are

leaked, they can be exploited for identity theft and cross-platform

re-identification. To address these challenges, many deep learn-

ing based methods have been proposed to alter facial images so

that identity is concealed while the images remain useful for deep

learning tasks such as age estimation, attribute recognition, expres-

sion analysis, and face recognition for an authorized system. These

methods include pixel-level manipulation, generative adversarial

makeup, feature disentanglement, and key-based reversible encryp-

tions. However, most of them follow the idea of bounded distortion,

where the image is slightly altered for privacy preservation while

keeping the image quality and the corresponding deep learning

task accuracy intact. In this paper, we perform a detailed security

analysis of these deep learning based privacy-preserving methods

and show that these defense mechanisms are fundamentally inse-

cure. Using theoretical as well as extensive experimental analysis,

we demonstrate that a conditional GAN model can be trained to

reconstruct the original image from the privacy-preserving pro-

tected image. Our attack analysis on the ten best-known privacy-

preserving methods recovers the original from the protected image

with high accuracy. Our results expose the key limitations of exist-

ing deep learning based privacy preserving methods and stress the

need for privacy-preserving solutions based on stronger principles,

such as information theory or cryptography, while still ensuring

functionality for deep learning tasks.

Keywords
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1 Introduction
Face recognition has witnessed tremendous advancements over the

past decade, largely driven by deep learning [31, 37, 46]. Modern

convolutional and transformer-based architectures have achieved
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remarkable performance in deep learning tasks such as face recog-

nition [37, 46], expression recognition, age estimation, and demo-

graphic analysis [26, 41], etc. These systems now support a variety

of real-world applications, ranging from smartphone authentication,

border security to social media content moderation, and personal-

ized recommendation services [1, 2]. The success of these models

relies on the ability to automatically extract robust, discriminative

features from images, enabling high recognition accuracy even un-

der variations in pose, lighting, and expression [26, 37, 41]. As a

result, facial recognition technology has become both highly practi-

cal and deeply integrated into everyday digital experiences [1, 31].

Despite these advancements, the widespread deployment of fa-

cial recognition has raised significant privacy concerns. Unlike

passwords or other revocable credentials, biometric identifiers such

as facial features are permanent and inherently sensitive to mis-

use [27, 44]. Unauthorized access to these data can lead to iden-

tity theft, profiling, or surveillance by malicious actors, service

providers, or third parties. Users increasingly demand services that

rely on facial analysis, such as age-appropriate content filtering,

automatic photo tagging, or emotion-aware interfaces, without com-

promising the confidentiality of their biometric information. This

creates a fundamental trade-off between the accuracy of privacy

and deep learning task accuracy on images [18, 27, 44]. Increasing

privacy will also degrade the image quality, which in turn lowers

the performance of the corresponding deep learning task.

To address these issues, a diverse set of Deep Learning-based

Privacy-Preserving (𝐷𝐿𝑃𝑃 ) transformation methods has been pro-

posed. Pixel-level obfuscation methods, such as 𝑉𝑖𝑠𝑢𝑎𝑙𝑀𝑖𝑥𝑒𝑟 [21]

leverages Visual Feature Entropy (𝑉𝐹𝐸) to guide adaptive pixel

shuffling in the input image, where identity-revealing regions are

shuffled more aggressively, while preserving the textured areas

important for deep learning tasks. This region-adaptive method

effectively protects identity information without compromising

features, which is important for deep learning tasks. Adversar-

ial and makeup-based methods, including 𝐶𝐿𝐼𝑃2𝑃𝑟𝑜𝑡𝑒𝑐𝑡 [32] and

𝐷𝑖 𝑓 𝑓 -𝑃𝑟𝑖𝑣𝑎𝑐𝑦 [10], introduce subtle structured perturbations that

are visually realistic while effectively misleading face recognition

systems. 𝐶𝐿𝐼𝑃2𝑃𝑟𝑜𝑡𝑒𝑐𝑡 generates protected faces by adversarially

exploring the latent space of a pretrained generative model, restrict-

ing modifications to identity-preserving codes and applying natural,

makeup-like perturbations guided by text prompts. 𝐷𝑖 𝑓 𝑓 -𝑃𝑟𝑖𝑣𝑎𝑐𝑦

uses a diffusion-based framework, where conditional embeddings

are learned to guide the generation, and an identity-guidance mod-

ule ensures that the protected image deviates from the original

identity while maintaining image quality. The original image can

later be recovered only by an authorized user using the correct

keys.

𝐷𝑖𝑠𝑒𝑛𝑡𝑎𝑛𝑔𝑙𝑒𝑑 𝐷𝑒-𝐼𝐷 [43] separates identity and attribute fea-

tures, keeping non-identity attributes such as expression and pose
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unchanged while modifying the identity based on a password and

privacy level. The modified identity is then combined with the

preserved attributes to reconstruct de-identified images that retain

deep learning task-relevant features while protecting identity. Key-

based or reversible masking methods, including 𝑅𝑖𝐷𝐷𝐿𝐸 [20] and

𝐼𝑑𝑒𝑛𝑡𝑖𝑡𝑦 𝑇𝑟𝑎𝑛𝑠 𝑓 𝑜𝑟𝑚𝑒𝑟𝑠 [9], rely on invertible mappings and secret

keys to hide identity. Despite their methodological diversity, nearly

all these methods operate under the principle of bounded distortion,

𝑖 .𝑒 ., the transformed images remain visually and structurally similar

to the original in order to preserve deep learning task performance

and realism [4, 29].

Several recent studies have attempted to analyze the security of

𝐷𝐿𝑃𝑃 transformations to understand whether maintaining deep

learning task performance inevitably compromises privacy. In other

words, whether the existing 𝐷𝐿𝑃𝑃 transformations are vulnera-

ble to a learnable reconstruction attack, where the reconstruction

method is trained on protected and original image pairs to recon-

struct the original image from the protected image. 𝐹𝑎𝑛𝑡𝑜𝑚𝑎𝑠 [38]

introduced a unified framework for testing the reversibility of trans-

formation methods, showing that many visual transformations re-

main partially invertible due to the preservation of structural cues.

Master-KeyGAN [17] extended this analysis to deep learning–based

protection methods, namely, perceptual encryption methods such

as Learnable Encryption (𝐿𝐸) [33], Encryption-then-Compression

(𝐸𝑡𝐶) [34], and 𝐴𝑉 𝐼𝐻 [36]. The analysis showed that these percep-

tual encryption methods also retain recoverable visual information.

Theoretical studies, such as the Least-Privilege Principle (𝐿𝑃𝑃 ) [35],

and Conditional Entropy Bottleneck (𝐶𝐸𝐵) [8], further formalize

this trade-off between privacy and deep learning task performance,

proving that any representation-preserving task inevitably reveals

unintended information. Similarly, 𝐶𝑙𝑜𝑎𝑘 [24] also highlighted this

trade-off by empirically showing that suppressing identity features

enhances privacy but degrades task accuracy.

These studies collectively suggest that the principle of bounded

distortion, maintaining deep learning task performance by preserv-

ing visual or structural similarity between original and protected

images, remains the core source of vulnerability in existingmethods.

By preserving visual and structural features of the original image,

much of the underlying identity information remains encoded in

the obfuscated image [8, 17, 24, 35]. The key question, therefore, is

whether pixel shuffling, subtle adversarial perturbations, or latent-

space manipulations can fully remove identity cues while retaining

task-relevant features. If not, can an adversary reconstruct the orig-

inal image from these residual cues left by 𝐷𝐿𝑃𝑃 transformations?

Despite these critical concerns, no systematic evaluation has yet

been conducted to assess the true security effectiveness of these

defense methods.

In this work, we perform a detailed security analysis of existing

deep learning based privacy-preservation methods. We propose

𝐺𝐴𝑁 -𝐼𝑛𝑣𝑒𝑟𝑡 , a method based on a conditional𝐺𝐴𝑁 trained on pairs

of protected images and original images. The network learns to

approximate the inverse mapping of a bounded-distortion transfor-

mation, effectively reconstructing the original image. 𝐺𝐴𝑁 -𝐼𝑛𝑣𝑒𝑟𝑡

applicable across multiple 𝐷𝐿𝑃𝑃 transformation categories, such

as pixel-level manipulation, generative adversarial makeup, feature

disentanglement, and key-based reversible encryption. Through

extensive experiments on the ten best-known 𝐷𝐿𝑃𝑃 transforma-

tion methods, we demonstrate that high-fidelity reconstruction

is possible in all cases, highlighting the universal vulnerability of

bounded-distortion defenses.

The contributions of this paper are summarized as follows:

• We formally establish the limits of achievable privacy un-

der bounded-distortion constraints, showing that transfor-

mations constrained by deep learning tasks are inherently

invertible.

• We propose𝐺𝐴𝑁 -𝐼𝑛𝑣𝑒𝑟𝑡 , a framework that can be trained to

reconstruct the original images from their protected images

generated by 𝐷𝐿𝑃𝑃 transformation methods.

• We evaluate our attack across ten well-known representative

defenses, demonstrating consistent high-fidelity reconstruc-

tion.

2 Related Works
Privacy-preserving facial analysis has become an active research

area due to the widespread adoption of face recognition in au-

thentication, surveillance, and social applications. These methods

aim to protect sensitive identity information while maintaining

usability for deep learning tasks such as demographic estimation,

emotion recognition, and face verification. Existing methods can

be broadly categorized based on the underlying mechanism and

design philosophy, as described below.

2.1 Pixel-Level Manipulation
Pixel-Level Manipulation methods focus on altering pixel-level

structures to disrupt facial identity recognition while preserv-

ing sufficient information for detection and attribute inference.

𝑉𝑖𝑠𝑢𝑎𝑙𝑀𝑖𝑥𝑒𝑟 [21] introduces a 𝐷𝐿𝑃𝑃 transformation that uses Vi-

sual Feature Entropy (𝑉𝐹𝐸) to guide adaptive pixel shuffling. 𝑉𝐹𝐸

quantifies local pixel variation, where low 𝑉𝐹𝐸 areas (smooth re-

gions) often reveal facial identity cues, while high 𝑉𝐹𝐸 areas (tex-

tured regions) contain important features for deep learning tasks.

Based on this, 𝑉𝑖𝑠𝑢𝑎𝑙𝑀𝑖𝑥𝑒𝑟 applies region-based shuffling, assign-

ing larger windows to low 𝑉𝐹𝐸 areas for stronger obfuscation

and smaller windows to high 𝑉𝐹𝐸 areas to retain deep learning

task-relevant information. Overall,𝑉𝑖𝑠𝑢𝑎𝑙𝑀𝑖𝑥𝑒𝑟 demonstrates that

entropy-guided, region-adaptive transformations can effectively

protect identity information while preserving features critical for

deep learning tasks. Extending this idea,𝐴𝑉 𝐼𝐻 [36] combines pixel-

level disruption with carefully crafted adversarial perturbations

that retain important features for target deep learning tasks. 𝐴𝑉 𝐼𝐻

generates protected images that are difficult for unauthorized mod-

els to reconstruct, while allowing selective recovery by a designated

key model.

2.2 Generative Adversarial Makeup
Generative Adversarial Makeup methods leverage deep generative

models, such as 𝐺𝐴𝑁 s or diffusion models, to produce visually re-

alistic but privacy-preserving images. 𝐶𝐿𝐼𝑃2𝑃𝑟𝑜𝑡𝑒𝑐𝑡 [32] protects

facial privacy by slightly changing the face in the latent space of

a pretrained generative model. It modifies only the parts related

to identity, keeping the face close to the original to avoid visible
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artifacts. The method uses text-based makeup prompts (𝑒.𝑔., red lip-

stick and purple eyeshadow) to guide these changes, making them

look natural. This allows the protected faces to fool commercial

face recognition systems while still looking realistic in human eyes.

𝐷𝑖 𝑓 𝑓 -𝑃𝑟𝑖𝑣𝑎𝑐𝑦 [10] adopts a diffusion-based generative framework

to obfuscate identity while retaining deep learning task-relevant

information. It adds controlled noise to an image so the generated

protected image looks natural, but hides the original identity. The

identity features are changed while keeping pose, expression, and

background intact. 𝐷𝑖 𝑓 𝑓 -𝑃𝑟𝑖𝑣𝑎𝑐𝑦 uses an identity guidance mod-

ule to control denoising to ensure the protected image does not

match the original image in a face recognition system. A noise is

saved as a key, which also allows an authorized user to recover the

original image if needed. 𝐴𝑀𝑇 -𝐺𝐴𝑁 [11] uses synthetic makeup

as a medium for embedding adversarial features in natural-looking

images through 𝐺𝐴𝑁 s to enhance privacy without affecting visual

realism.

2.3 Feature Disentanglement
Feature Disentanglement methods operate in the latent represen-

tation space of deep neural networks, aiming to separate identity-

related features from deep learning task-relevant features. 𝐹𝑒𝑎𝑡𝑢𝑟𝑒

𝑆𝑢𝑏𝑡𝑟𝑎𝑐𝑡𝑖𝑜𝑛 [23] presents a 𝐷𝐿𝑃𝑃 framework that generates pro-

tected images through feature subtraction. The process begins by

extracting latent features using an encoder, followed by training

a generative model to accurately reconstruct these latent features.

The residual latent features, obtained by subtracting the recon-

structed latent feature from the original latent features, serve as the

protective latent feature. These residual latent features suppress

fine-grained visual details while retaining essential identity-related

information. To further enhance privacy, random channel shuffling

is applied to the residual latent features before decoding them back

into a protected image. This operation obscures the visual appear-

ance of a person in the protected image while preserving sufficient

identity information for deep learning tasks.

𝐷𝑖𝑠𝑒𝑛𝑡𝑎𝑛𝑔𝑙𝑒𝑑 𝐷𝑒-𝐼𝐷 [43] protects facial images by separating

identity and other facial features into different latent embeddings.

The identity embedding is modified in a controlled, password-

guided way to create a new, unreal identity, while features like

pose, expression, and background are preserved. A generator recon-

structs a protected image that does not match the original identity

but retains the original image attributes for deep learning tasks.

𝑃𝑅𝑂-𝐹𝑎𝑐𝑒 𝐶 [42] protects facial privacy by concealing visual iden-

tity cues, while preserving task-relevant information for deep learn-

ing tasks. It uses a two-stage process: first stage, use obfuscation

methods like blurring, pixelation, or face morphing to hide the

individual’s identity. In the second stage, a feature compensation

network restores non-identity attributes such as pose and expres-

sion. These features are combined with the obfuscated image to

enable deep learning tasks like emotion recognition, age estima-

tion, or identity verification without revealing the person’s identity.

Despite operating in high-level feature space, these methods are

limited by the near-bijective nature of latent transformations [3, 19].

2.4 Key-Based Reversible Encryption
Key-Based Reversible Encryption methods provide controlled,

password protected transformations of facial identities that can

be fully reversed. Instead of permanently altering a face, these

methods temporarily replace the original identity with an anony-

mous person’s face while preserving all other facial features and

image quality of the original images. 𝑅𝑖𝐷𝐷𝐿𝐸 [20] demonstrates

this idea by working in the latent space of 𝑆𝑡𝑦𝑙𝑒𝐺𝐴𝑁2 [16],

where facial identity is encrypted with password-based keys.

This allows the same face to be protected in multiple ways using

different passwords. The original identity can only be restored

with the correct password, while incorrect ones generate alternate

protected faces, ensuring privacy even against unauthorized

access. Extending this idea, 𝐼𝑑𝑒𝑛𝑡𝑖𝑡𝑦 𝑇𝑟𝑎𝑛𝑠 𝑓 𝑜𝑟𝑚𝑒𝑟𝑠 [9] advance

this concept by providing a unified architectural framework that

seamlessly integrates both protection and recovery processes

within a single deep learning model. Conditioned on discrete

password tokens, the model performs automated, photo-realistic

identity transformations while ensuring that authorized recov-

ery requires exact password matching. This unified method

eliminates the need for separate protection and reconstruction

models, streamlining the bidirectional identity transformation

process while maintaining security through password conditioning.

A key question arises: Does preserving visual realism and func-

tionality for deep learning tasks inherently retain significant iden-

tity information? Are 𝐷𝐿𝑃𝑃 methods across categories, such as

pixel-level manipulation, generative adversarial makeup, feature

disentanglement, and key-based reversible encryption, vulnerable

to learning-based reconstruction attacks due to bounded-distortion

constraints? This motivates the need to systematically evaluate

the effectiveness of 𝐷𝐿𝑃𝑃 transformation methods in protecting

identities against reconstruction attacks.

2.5 Existing Learnable Reconstruction Attack
Recent studies have attempted to analyze the security of 𝐷𝐿𝑃𝑃

transformations, particularly to examine whether transformations

preserving deep learning tasks retain recoverable identity features.

𝐹𝑎𝑛𝑡𝑜𝑚𝑎𝑠 [38] proposed a reconstruction attack to assess reversibil-

ity of 𝐷𝐿𝑃𝑃 transformations using a reconstruction model with

convolutional and linear layers trained on paired original and pro-

tected images (generated by blurring, pixelation, color transforma-

tion, and synthetic replacement). The attack was able to reconstruct

the original image from their protected image due to residual spatial

correlations between them. However, 𝐷𝐿𝑃𝑃 transformation meth-

ods [13, 22] are shown to be secure against the attack proposed

in 𝐹𝑎𝑛𝑡𝑜𝑚𝑎𝑠 . Subsequently, the Master-Key GAN attack [17] was

proposed to evaluate deep learning-based perceptual encryptions,

which is a type of 𝐷𝐿𝑃𝑃 transformation method for protecting the

visual content of the original image. A generator–discriminator

pair was trained by introducing adversarial, reconstruction, and

perceptual consistency losses to reconstruct protected images, ex-

posing that𝐷𝐿𝑃𝑃 transformation methods such as 𝐿𝐸 [33], 𝐸𝑡𝐶[34],

and 𝐴𝑉 𝐼𝐻 [36] inherently preserve identity recoverable features.

In a similar line, 𝐿𝑃𝑃 [35] theoretically established that preserving

features in the protected image for the deep learning task inevitably
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reveals unintended information, thus leading to a trade-off between

privacy and deep learning task performance.𝐶𝐸𝐵 [8] extended this

idea by showing that the original image can be recovered up to a

certain extent with a minimal deep learning task features preserved

in the protected image. Complementarily, 𝐶𝑙𝑜𝑎𝑘 [24] highlighted

the inherent trade-off between privacy and the performance of

deep learning tasks. Collectively, these works confirm that existing

𝐷𝐿𝑃𝑃 methods achieve privacy by maintaining bounded distortion,

which inevitably preserves identity features.

Algorithm 1: GAN-Invert Training Procedure (Batch-

based Optimization)

Input: Training set (𝑥, 𝑥), batch size 𝐵, learning rates

𝜂𝐺 , 𝜂𝐷 , loss weights 𝛼, 𝛽,𝛾, 𝜆, number of epochs

𝑁epoch, validation interval 𝑁val, patience 𝑁patience

Output: Trained generator 𝐺𝜃 and discriminator 𝐷𝜃
1 for epoch = 1 to 𝑁epoch do
2 for each batch {(𝑥 𝑗 , 𝑥 𝑗 )}𝐵𝑗=1 in Training set do
3 // Generate reconstructions for batch;

4 𝑥 ← 𝐺𝜃 (𝑥);
5 //Discriminator update

6 L𝐷 ← − 1

𝐵

∑𝐵
𝑗=1

[
log𝐷𝜃 (𝑥 𝑗 ) + log(1 − 𝐷𝜃 (𝑥 𝑗 ))

]
;

7 𝐷𝜃 ← 𝐷𝜃 − 𝜂𝐷 · ∇𝐷𝜃
L𝐷 ;

8 //Generator update

9 Lpixel ← 1

𝐵

∑𝐵
𝑗=1 ∥𝑥 𝑗 − 𝑥 𝑗 ∥22;

10 Lfeat ← 1

𝐵

∑𝐵
𝑗=1

∑
𝑙 ∥𝜙𝑙 (𝑥 𝑗 ) − 𝜙𝑙 (𝑥 𝑗 )∥22;

11 Lattr ← 1

𝐵

∑𝐵
𝑗=1 ∥A(𝑥 𝑗 ) − A(𝑥 𝑗 )∥22;

12 Ladv ← − 1

𝐵

∑𝐵
𝑗=1 log𝐷𝜃 (𝑥 𝑗 );

13 L𝐺 ← 𝛼Lpixel + 𝛽Lfeat + 𝛾Lattr + 𝜆Ladv;

14 𝐺𝜃 ← 𝐺𝜃 − 𝜂𝐺 · ∇𝐺𝜃
L𝐺 ;

15 end
16 // Validation

17 if epoch % 𝑁val == 0 then
18 Lval ← Validate(𝐺𝜃 , (𝑥, 𝑥));
19 if no improvement for 𝑁patience epochs then
20 break;

21 end
22 end
23 end
24 return 𝐺𝜃 , 𝐷𝜃

3 Methodology
In this section, we present our method, 𝐺𝐴𝑁 -𝐼𝑛𝑣𝑒𝑟𝑡 , which inves-

tigates the inherent invertibility of 𝐷𝐿𝑃𝑃 transformations, partic-

ularly those constrained by bounded-distortion. Such transforma-

tions are designed to obscure personal identity while retaining

information for deep learning tasks. However, because they operate

under the restriction of introducing only limited distortion, they

inevitably leave behind structured cues that can be exploited to

reconstruct the original image. We combine theoretical insights

with a practical reconstruction framework in 𝐺𝐴𝑁 -𝐼𝑛𝑣𝑒𝑟𝑡 , with

Figure 1: Overview of GAN-Invert training pipeline.

the aim of reconstructing the original images from their protected

images.

3.1 Problem Formulation
Recent 𝐷𝐿𝑃𝑃 methods aim to hide personal identity information

while keeping only the features needed for tasks such as age, gender,

or emotion classification. These methods usually assume that once

an image is transformed using a privacy-preserving method, it is im-

possible to recover the original image. Many frameworks also allow

users to apply these transformations locally with a private key or by

adjusting the distortion level before sharing the protected image on-

line or storing it on cloud platforms [9–11, 20, 21, 23, 32, 36, 42, 43].

However, this assumption is not always true in real-world situ-

ations. Having access to protected images, an attacker can per-

form a learnable reconstruction attack to recover the original im-

age [8, 17, 24, 35, 38]. For example, the attacker can be an adminis-

trator of the cloud storage where the protected images are stored,

or he/she may be a common friend of the owner of the protected

image on social media. Therefore, the security of 𝐷𝐿𝑃𝑃 methods

must be evaluated before being deployed in real-world applications.

Formally, let x be an original image and let 𝑓 be a 𝐷𝐿𝑃𝑃 transfor-

mation that creates a protected image x̂ = 𝑓 (x). The attacker’s goal
is to learn an inverse mapping 𝐺𝜃 such that 𝐺𝜃 (x̂) ≈ x. This recon-
struction task is treated as a conditional image generation problem,

where 𝐺𝜃 tries to produce a realistic and identity-consistent recon-

struction x̃ = 𝐺𝜃 (x̂). The effectiveness of our attack is evaluated

by its ability to reveal the correct identity from the reconstructed

image. However, the high visual quality reconstructions of our at-

tack shows that the attack is not limited to identity recovery but

also overcomes facial privacy. For example, methods such as 𝐴𝑉 𝐼𝐻 ,

𝑉𝑖𝑠𝑢𝑎𝑙𝑀𝑖𝑥𝑒𝑟 , 𝐹𝑒𝑎𝑡𝑢𝑟𝑒 𝑆𝑢𝑏𝑡𝑟𝑎𝑐𝑡𝑖𝑜𝑛, and 𝑃𝑟𝑜-𝐹𝑎𝑐𝑒 𝐶 aim to prevent

high-quality face recovery, yet our results demonstrate that the

original face can still be reconstructed.

Threat Model:We consider adversary operating under realistic yet

powerful assumptions. The adversary knows the transformation
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function 𝑓 and has access to a set of protected images x̂, however,
he/she does not have access to the corresponding original images

x. Furthermore, the adversary does not have access to user-specific

parameters, such as keys, identity labels, random seeds, or distor-

tion levels, used during the transformation 𝑓 . The attacker also has

access to a set of original images from a public dataset, which does

not include any individuals from the test set. The adversary con-

structs a surrogate dataset using a publicly available dataset (e.g.,

𝐶𝑒𝑙𝑒𝑏𝐴-𝐻𝑄) to train the reconstruction model𝐺𝜃 . As the transfor-

mation method 𝑓 is known to the adversary, therefore, it applies

the transformation method with its own key and distortion level to

collect a surrogate protected and original image pairs. These pairs

are then used to train 𝐺𝜃 that learns to approximate the inverse

mapping of 𝑓 .

Once trained, 𝐺𝜃 is applied to unseen protected images, gen-

erated by the same transformation methods 𝑓 with different pa-

rameters or user keys, to reconstruct the original images. The re-

constructed outputs x̃ =𝐺𝜃 (x̂) are evaluated in terms of identity

recognition (The adversary can use any public or fine-tune face

recognition model for testing the result). The adversary matches

the reconstructed images against a gallery of known identities col-

lected from public sources, representing individuals who are likely

to appear in the protected dataset. If there is a match, then the

attack is successful.

3.2 GAN-Invert Architecture
𝐺𝐴𝑁 -𝐼𝑛𝑣𝑒𝑟𝑡 is designed as a conditional generative framework to

reconstruct original images 𝑥 from protected images 𝑥 as shown

in Algorithm 1 and Figure 1. The training pipeline consists of a

generator 𝐺𝜃 , a discriminator 𝐷𝜃 , a feature extractor 𝜙 , and an

attribute predictor A. The generator 𝐺𝜃 produces a reconstructed

image 𝑥 = 𝐺𝜃 (𝑥) from a protected image 𝑥 , while the discrimi-

nator 𝐷𝜃 simultaneously learns to distinguish between original

images 𝑥 and reconstructed images 𝑥 . The feature extractor 𝜙 is a

pretrained face recognition network that guides the generator to

preserve identity-related information by aligning high-level feature

representations of 𝑥 and 𝑥 . The attribute predictor A ensures that

reconstructed images maintain facial attributes such as age, gender,

and expression, while reconstructing the original image from a

protected image.

To effectively perform the reconstruction, the generator adopts

a 𝑈 -𝑁𝑒𝑡 [28] style encoder-decoder architecture with skip connec-

tions, designed to perform conditional image-to-image translation

from protected images to reconstructions. The encoder consists of

convolutional layers with stride-2 downsampling, each followed by

batch normalization and LeakyReLU activation. This progressively

reduces spatial resolution while increasing feature dimensionality,

allowing the network to capture high-level semantic and identity-

related information hidden within the protected image. The encoder

produces a compact latent representation encoding both global fa-

cial structure and subtle local features. The decoder mirrors the

encoder through transposed convolution layers (or upsampling fol-

lowed by convolution), each followed by batch normalization and

𝑅𝑒𝐿𝑈 activation, progressively restoring the spatial resolution. Skip

connections between encoder and decoder layers allow low-level

visual information, such as edges, contours, and textures to be pre-

served. A final convolutional layer with𝑇𝑎𝑛ℎ activation outputs the

reconstructed image in the pixel domain. The generator is trained

using a combination of pixel-level reconstruction loss, feature-level

identity loss, attribute-preserving loss, and adversarial loss. The

adversarial loss encourages the generator to produce outputs that

lie on the manifold of natural faces, improving perceptual quality

and reducing artifacts. The generator loss is expressed as:

L𝐺 = 𝛼 Lpixel + 𝛽 Lfeat + 𝛾 Lattr + 𝜆Ladv, (1)

where 𝛼, 𝛽,𝛾 , and 𝜆 control the relative importance of each term.

The pixel-level loss (Lpixel) enforces local texture and structure

alignment, the feature-level loss (Lfeat) ensures identity preserva-

tion through a pretrained face recognition model, the attribute loss

(Lattr) maintains deep learning task relevant features on recon-

structed image, and the adversarial loss (Ladv) encourages realistic

reconstructions.

The discriminator follows a 𝑃𝑎𝑡𝑐ℎ𝐺𝐴𝑁 architecture, evaluating

local image patches instead of the entire image. It consists of con-

volutional layers with stride of 2 downsampling, each followed

by batch normalization and LeakyReLU activation. This produces

a spatial grid where each element corresponds to the discrimina-

tor’s assessment of a 70 × 70 patch. By operating at the patch level,

the discriminator ensures high-frequency detail consistency and

forces the generator to produce locally realistic facial textures. It is

a binary cross-entropy loss defined as:

L𝐷 = −E𝑥 [log𝐷 (𝑥)] − E𝑥 [log (1 − 𝐷 (𝐺 (𝑥)))] , (2)

Through this adversarial training, the discriminator continually

pushes the generator to improve realism at the patch level, while

the generator balances realism with reconstruction of the original

identity.

3.3 Loss Functions
To achieve high-quality reconstruction, 𝐺𝐴𝑁 -𝐼𝑛𝑣𝑒𝑟𝑡 minimize a

multi-objective loss function that balances pixel-level fidelity, se-

mantic identity consistency, attribute preservation, and visual re-

alism. Each component plays a distinct role in overcoming the

limitations of bounded-distortion transformations.

Pixel-Level Reconstruction Loss: The pixel-level loss directly
minimizes the ℓ2 distance between the reconstructed and original

images:

Lpixel =
[
∥𝐺𝜃 (𝑓 (𝑥)) − 𝑥 ∥22

]
. (3)

This term enforces alignment at the level of local textures and

structural details. Since bounded-distortion transformations are

constrained not to introduce drastic pixel changes, enforcing pixel-

wise similarity allows the model to exploit the subtle residual traces

of identity left behind. Although this loss often leads to overly

smooth reconstructions when used in isolation, it forms a neces-

sary foundation for accurate reconstruction.

Feature-Level Identity Loss: Pixel alignment alone does not guar-

antee reconstruction of high-level identity information, which is

critical for reversing 𝐷𝐿𝑃𝑃 transformations. To address this, we
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introduce a feature-based loss that compares representations ex-

tracted from a pretrained face recognition network 𝜙 :

Lfeat =
∑︁
𝑙

[
∥𝜙𝑙 (𝐺𝜃 (𝑓 (𝑥))) − 𝜙𝑙 (𝑥)∥22

]
, (4)

where 𝜙𝑙 (·) denotes the feature map at layer 𝑙 of a pre-trained

face recognition network. This loss imposes constraints on the

reconstructed image at multiple feature levels, where low-level

layers ensure that textures, edges, and fine details are preserved,

while high-level layers enforce that semantic and identity-related

features are maintained. By operating across these layers, the loss

ensures that the reconstructed image retains identity information

and perceptual fidelity, even if some pixel-level alignment is not

perfect, making it a powerful complement to the pixel loss.

Attribute-Preserving Loss:While identity reconstruction is the

primary focus, 𝐷𝐿𝑃𝑃 transformations are often designed to main-

tain functionality for deep learning tasks such as age prediction,

expression recognition, etc. To ensure that reconstructions remain

useful for these purposes, we introduce an attribute-preserving

loss:

Lattr =
[
∥A(𝐺𝜃 (𝑓 (𝑥))) − A(𝑥)∥22

]
, (5)

where A is a pretrained attribute predictor. This term encourages

the generator to preserve facial attributes such as gender, age, or

expression, thereby demonstrating that reconstruction not only

restores identity but also retains functionality for deep learning

tasks.

Adversarial Loss: Pixel-based losses tend to produce blurred out-

puts due to the averaging effect of ℓ2 minimization. To encourage

sharper and more realistic reconstructions, we optionally incorpo-

rate an adversarial objective:

Ladv =min

𝐺𝜃

max

𝐷𝜃

[log𝐷𝜃 (𝑥) + log(1 − 𝐷𝜃 (𝐺𝜃 (𝑓 (𝑥))))] . (6)

The discriminator 𝐷𝜃 distinguishes between real and reconstructed

images, forcing the generator to produce outputs that lie on the

manifold of natural faces. This adversarial regularization signif-

icantly improves perceptual quality and reduces the visibility of

artifacts.

3.4 Theoretical Analysis: Universality of
Reconstruction

We now formalize the claim that a 𝐷𝐿𝑃𝑃 transformation con-

strained by bounded distortion is invertible. This theoretical result

underscores the fundamental vulnerability of privacy-preservation

transformation methods that our proposed𝐺𝐴𝑁 -𝐼𝑛𝑣𝑒𝑟𝑡 framework

exploits to reconstruct the protected images.

Let 𝑥 ∈ 𝑋 ⊆ R𝐻×𝑊 ×𝐶 denote an original image, where 𝐻,𝑊 ,𝐶

are the height, width, and number of channels, respectively, and let

𝑥 = 𝑓 (𝑥) be its protected image generated by a 𝐷𝐿𝑃𝑃 transforma-

tion method 𝑓 : 𝑋 → 𝑍 , where 𝑍 ⊆ R𝐻×𝑊 ×𝐶 is the set of protected

images. The objective in 𝑓 is to induce semantic distortion in the

original image to get the protected image. In some 𝐷𝐿𝑃𝑃 meth-

ods the semantic distortion is directly performed [20, 43], and in

other cases, the distortion is performed by performing pixel-level

distortion [21, 36]. For our theoretical analysis, we consider the

second case, which is more generic. The 𝐷𝐿𝑃𝑃 method 𝑓 main-

tains a bounded-distortion property: whenever the pixel distortion

|𝑥 − 𝑥 | ≤ 𝛿 (𝑥 lies within a 𝛿 bound neighborhood of 𝑋 ), it follows

the semantic distortion |𝜙 (𝑥) − 𝜙 (𝑥) | ≤ 𝜖 , where 𝜖 > 0 bounds the

corresponding distortion in 𝑍 . This Lipschitz-like condition reflects

the requirement that 𝑓 introduces only controlled distortion, ensur-

ing that deep learning tasks relevant information is preserved even

as identity is obfuscated. The goal of a reconstruction model is to

learn a mapping 𝐺𝜃 : 𝑍 → 𝑋 that reconstructs 𝑥 =𝐺𝜃 (𝑥), where
the reconstructed image 𝑥 ≈ 𝑥 .

Theorem 3.1 (Universality of reconstruction). For any
bounded distortion transformation 𝑓 : 𝑋 → 𝑍 , there exists a neural
network 𝐺𝜃 : 𝑍 → 𝑋 such that for all 𝑥 ∈ 𝑋 and 𝑥 ∈ 𝑍 :

∥𝐺𝜃 (𝑓 (𝑥)) − 𝑥 ∥ ≤ 𝜂 (7)

where 𝜂 > 0 is an arbitrarily small reconstruction error.

Proof. Since 𝑋 is compact, it can be covered by 𝛿-balls 𝐵(𝑥𝑖 , 𝛿)
centered at 𝑥𝑖 ≈ 𝑥 , defined as

𝐵(𝑥𝑖 , 𝛿) = {𝑥 ∈ 𝑋 | ∥𝑥 − 𝑥𝑖 ∥ ≤ 𝛿}.

For any 𝑥 ∈ 𝐵(𝑥𝑖 , 𝛿), the bounded-distortion property implies

that 𝜙 (𝑥) ∈ 𝐵(𝜙 (𝑥𝑖 ), 𝜖). Hence, all obfuscated samples 𝑥 = 𝑓 (𝑥)
corresponding to inputs near 𝑥𝑖 are mapped within the 𝜖-bound

neighborhood of 𝑓 (𝑥𝑖 ). Consider an ideal inverse mapping 𝐺∗ :

𝑍 → 𝑋 by assigning each obfuscated neighborhood back to its

representative center, i.e.,

𝐺∗ (𝑥) = 𝑥𝑖 whenever 𝑥 ∈ 𝑓 (𝐵(𝑥𝑖 , 𝛿)) .

By construction, for any 𝑥 ∈ 𝐵(𝑥𝑖 , 𝛿),

∥𝐺∗ (𝑓 (𝑥)) − 𝑥 ∥ = ∥𝑥𝑖 − 𝑥 ∥ ≈ 0.

Although 𝐺∗ is piecewise constant and not realizable by standard

learning architectures, the universal approximation theorem [5, 25]

ensures that for any 𝜂 > 0, there exists a neural network 𝐺𝜃 such

that

∥𝐺𝜃 (𝑥) −𝐺∗ (𝑥)∥ ≤ 𝜂, ∀𝑥 ∈ 𝑍 .
Finally, by adding and subtracting the 𝐺∗ (𝑓 (𝑥)) in intermediate

terms of Eq. 7, we obtain:

∥𝐺𝜃 (𝑓 (𝑥)) − 𝑥 ∥ = ∥𝐺𝜃 (𝑓 (𝑥)) −𝐺∗ (𝑓 (𝑥)) +𝐺∗ (𝑓 (𝑥)) − 𝑥 ∥
≤ ∥𝐺𝜃 (𝑓 (𝑥)) −𝐺∗ (𝑓 (𝑥))∥ + ∥𝐺∗ (𝑓 (𝑥)) − 𝑥 ∥
≤ ∥𝐺𝜃 (𝑥) −𝐺∗ (𝑥)∥ + ∥𝐺∗ (𝑥 − 𝑥 ∥
≤ 𝜂.

This completes the proof. □

The above theorem establishes that bounded-distortion trans-

formations are universally invertible with negligible error by a

sufficiently expressive model. In section 6.4, we experimentally de-

termine the bounded distortion limits 𝛿 , 𝜖 corresponding to target

𝐷𝐿𝑃𝑃 methods and also the value 𝜂 corresponding to𝐺𝐴𝑁 -𝐼𝑛𝑣𝑒𝑟𝑡 .

In practice, this theoretical result is implemented via our 𝐺𝐴𝑁 -

𝐼𝑛𝑣𝑒𝑟𝑡 framework. To experimentally validate the theorem, we

train 𝐺𝜃 using a combination of pixel-level loss, feature-level loss,

attribute-preserving loss, and adversarial loss, which demonstrates

high-fidelity reconstruction while preserving identity-relevant in-

formation.
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4 Experimental Setup
4.1 Datasets
We evaluate𝐺𝐴𝑁 -𝐼𝑛𝑣𝑒𝑟𝑡 on multiple widely-used face datasets to

comprehensively assess reconstruction performance across diverse

demographics, image qualities, and real-world conditions. Our pri-

mary benchmark is the 𝐶𝑒𝑙𝑒𝑏𝐴-𝐻𝑄 [14] dataset, which contains

30, 000 high-resolution celebrity images spanning 6, 217 unique

identities with variations in age, gender, ethnicity, and facial ex-

pression. The dataset is split by identity into 80% for training and

20% for testing, ensuring that no individual identities overlap be-

tween train and test sets. To further validate the effectiveness and

generalizability of 𝐺𝐴𝑁 -𝐼𝑛𝑣𝑒𝑟𝑡 , we also include the 𝐹𝐹𝐻𝑄 [15]

dataset and the 𝐿𝐹𝑊 [12] dataset. 𝐹𝐹𝐻𝑄 dataset provides 70, 000

high-fidelity face images captured under controlled conditions with

a wide variety of identities, lighting, and poses. 𝐿𝐹𝑊 dataset offers

unconstrained, real-world images that reflect the challenges of in-

the-wild face recognition, including varied backgrounds, occlusions,

and head poses. Importantly, both 𝐹𝐹𝐻𝑄 and 𝐿𝐹𝑊 share no over-

lapping identities with𝐶𝑒𝑙𝑒𝑏𝐴-𝐻𝑄 , ensuring complete disjointness

across all datasets.

For our experiments, 𝐺𝐴𝑁 -𝐼𝑛𝑣𝑒𝑟𝑡 is primarily trained on the

𝐶𝑒𝑙𝑒𝑏𝐴-𝐻𝑄 dataset (80% training split of the dataset). The training

data is first processed to generate the corresponding protected im-

ages 𝑥 using the𝐷𝐿𝑃𝑃 transformations under study (𝑒.𝑔., pixel-level

Manipulation, Generative Adversarial Makeup, feature disentangle-

ment). For each original image 𝑥 in the training set, the protected

image 𝑥 = 𝑓 (𝑥) is generated and paired with its original image

as (𝑥, 𝑥), which are used to train the generator 𝐺𝜃 . For evaluation,

the model is tested on the held-out 20% split of the 𝐶𝑒𝑙𝑒𝑏𝐴-𝐻𝑄

dataset, ensuring that none of the test images are seen during train-

ing. Additional model evaluation experiments are performed on the

𝐹𝐹𝐻𝑄 dataset and the 𝐿𝐹𝑊 dataset to assess generalization under

different image distributions and uncontrolled conditions.

4.2 Target Deep learning Privacy-Preserving
Transformation Methods

We evaluate our attacks against a representative set of 𝐷𝐿𝑃𝑃 trans-

formations spanning the following four categories. To ensure con-

sistency and fair comparison across all 𝐷𝐿𝑃𝑃 methods, we use the

same set of four tasks: age estimation, gender prediction, race clas-

sification, and emotion recognition. We reported the mean accuracy

across these four tasks. Furthermore, in order to ensure uniform

evaluation of all 𝐷𝐿𝑃𝑃 methods, we fixed their task accuracy to

approximately ≈ 89% by calibrating their corresponding bounded-

distortion levels. This way, once the 𝐷𝐿𝑃𝑃 methods are configured,

corresponding protected images are generated for subsequent at-

tack evaluation.

Pixel-Level Manipulation: 𝑉𝑖𝑠𝑢𝑎𝑙𝑀𝑖𝑥𝑒𝑟 [21] and 𝐴𝑉 𝐼𝐻 [36] ap-

ply pixel shuffling and adversarial perturbations to obscure identity

while retaining structural cues.

Generative Adversarial Makeup: 𝐶𝐿𝐼𝑃2𝑃𝑟𝑜𝑡𝑒𝑐𝑡 [32], 𝐷𝑖 𝑓 𝑓 -

𝑃𝑟𝑖𝑣𝑎𝑐𝑦 [10], and 𝐴𝑀𝑇 -𝐺𝐴𝑁 [11] generate naturalistic transfor-

mations using GANs or diffusion models, balancing privacy and

visual realism.

Feature Disentanglement: 𝐹𝑒𝑎𝑡𝑢𝑟𝑒 𝑆𝑢𝑏𝑡𝑟𝑎𝑐𝑡𝑖𝑜𝑛 [23],

𝐷𝑖𝑠𝑒𝑛𝑡𝑎𝑛𝑔𝑙𝑒𝑑 𝐷𝑒-𝐼𝐷 [43], and 𝑃𝑅𝑂-𝐹𝑎𝑐𝑒 𝐶 [42] operate in

latent space to suppress identity while preserving deep learning

task-relevant features.

Key-Based Reversible Encryption: 𝑅𝑖𝐷𝐷𝐿𝐸 [20] and 𝐼𝑑𝑒𝑛𝑡𝑖𝑡𝑦

𝑇𝑟𝑎𝑛𝑠 𝑓 𝑜𝑟𝑚𝑒𝑟𝑠 [9] allow controlled reversible𝐷𝐿𝑃𝑃 transformation

method conditioned on secret keys.

These methods collectively provide a robust benchmark across

pixel-level, generative, feature-based, and key-based defenses. Our

evaluation emphasizes how 𝐺𝐴𝑁 -𝐼𝑛𝑣𝑒𝑟𝑡 can exploit residual infor-

mation preserved by each method, as guided by pixel-level, feature-

level, and attribute-preserving losses.

4.3 Evaluation Metrics
In order to evaluate the performance of our attack, we used two

main metrics: reconstruction quality and the extent of privacy

leakage. Please note that these metrics together represents 𝜂 in

Theorem 3.4.

Reconstruction Quality: Reconstruction quality is measured

based on Peak Signal-to-Noise Ratio (𝑃𝑆𝑁𝑅) [7], Structural Simi-

larity Index Measure (𝑆𝑆𝐼𝑀) [40], and Learned Perceptual Image

Patch Similarity (𝐿𝑃𝐼𝑃𝑆) [45] scores. 𝑃𝑆𝑁𝑅 evaluates pixel-level

similarity between reconstructed and original images, where higher

values indicate finer detail preservation in reconstructed images.

It ranges from 0 to∞ dB. 𝑃𝑆𝑁𝑅 value between 25dB and 40dB is

considered to be a good reconstruction quality. Whereas 𝑃𝑆𝑁𝑅

more than 40dB indicates that the reconstructed image is almost

identical to the original image. 𝑆𝑆𝐼𝑀 measures structural similarity

in luminance, contrast, and texture, ranging from 0 to 1, where

values above 0.7 denote good perceptual quality. 𝐿𝑃𝐼𝑃𝑆 quantifies

perceptual similarity using deep features, with lower scores in-

dicating higher semantic consistency between reconstructed and

original images. 𝐿𝑃𝐼𝑃𝑆 values below 0.3 are generally considered

good reconstruction quality. Additional details, along with a visual

example, are provided in Appendix A.

Privacy Leakage: Please note that the job of the privacy preser-

vation transformation methods is to alter the original image into

a protected image such that face recognition models fail to clas-

sify the identity of the protected image. Therefore, the objective

of an attack on privacy preservation transformation methods is to

reconstruct the original image from the protected, such that face

recognition models will classify the reconstructed image as the

original image. To assess the degree of privacy leakage, we measure

face recognition accuracy and identity preservation score of the

reconstructed image. Face recognition accuracy evaluates whether

state-of-the-art models (such as𝐴𝑟𝑐𝐹𝑎𝑐𝑒 [6],𝐶𝑜𝑠𝐹𝑎𝑐𝑒 [39]) can cor-

rectly classify the reconstructed image as the original image, thus

leaking the privacy by disclosing the facial identity. Therefore, face

recognition accuracy quantifies potential privacy leakage. Identity

preservation score quantifies the cosine similarity between embed-

dings of the original image and the reconstructed image, reflecting

how effectively feature-level identity cues are suppressed in the

reconstructed image. Together, these metrics offer a comprehensive

evaluation of privacy leakage while capturing both identity and

feature-level vulnerabilities.
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Figure 2: Visualization quality of original image reconstructions by GAN-Invert from protected images produced through DLPP
transformations.

4.4 Implementation Details
Architecture: The generator in 𝐺𝐴𝑁 -𝐼𝑛𝑣𝑒𝑟𝑡 follows a 𝑈 -𝑁𝑒𝑡 [28]

style encoder-decoder architecture with skip connections, specif-

ically designed for conditional image-to-image translation from

protected to reconstructed face images. The network consists of 7

encoder layers, 1 latent layer, and 7 decoder layers. Each encoder

layer employs a 4 × 4 convolution with a stride of 2, progressively

reducing the spatial resolution while increasing feature dimen-

sionality. The number of feature channels across the encoder is

{64, 128, 256, 512, 512, 512, 512, 512}. All layers except the first are
followed by batch normalization and LeakyReLU activations with a

negative slope of 0.2. The outputs of the encoder layers are stored

for skip connections to the corresponding decoder layers, enabling

the retention of low-level spatial information. The encoder pro-

duces a latent feature map of size 1 × 1 × 512, which encodes both

the global facial structure and fine-grained identity-specific details.

The decoder mirrors the encoder using transposed convolu-

tional layers (or upsampling followed by convolution) with kernel

size 4 × 4 and stride of 2. The decoder channels are {512, 512, 512,
512, 256, 128, 64, 3}. Each layer is followed by batch normalization

and ReLU activation. Skip connections concatenate the correspond-

ing encoder outputs at each stage, ensuring that edges, contours,

textures, and other low-level details are preserved and incorporated

into the reconstruction. The final layer is a 4 × 4 convolution with

a stride of 1, followed by a Tanh activation, which produces the

reconstructed image in the pixel domain. During training, the gen-

erator is optimized with a multi-objective loss combining pixel-level

reconstruction loss, feature-level identity loss, attribute-preserving

loss, and an adversarial loss provided by a 𝑃𝑎𝑡𝑐ℎ𝐺𝐴𝑁 discriminator.

This training strategy enables the generator to produce reconstruc-

tion images that are both visually realistic and semantically match

the original identity, effectively reversing 𝐷𝐿𝑃𝑃 transformations

while preserving the relevant features of the deep learning task in

the reconstruction images.

Feature Extraction Model: For identity preservation, we utilize a

pretrained 𝐴𝑟𝑐𝐹𝑎𝑐𝑒 [6] model. The feature-level loss is computed

by extracting the feature map of multiple layers pretrained𝐴𝑟𝑐𝐹𝑎𝑐𝑒 .

These feature maps capture both low-level texture details and high-

level semantic identity information. This multi-layer supervision

ensures that reconstructed images maintain discriminative facial

features.

Attribute Prediction Model: In our 𝐺𝐴𝑁 -𝐼𝑛𝑣𝑒𝑟𝑡 framework, fa-

cial attributes are estimated using the pretrained 𝐷𝑒𝑒𝑝𝐹𝑎𝑐𝑒 [30],

which provides reliable predictions for age, gender, race, and fa-

cial expression. 𝐷𝑒𝑒𝑝𝐹𝑎𝑐𝑒 achieves 97.35% accuracy for gender

classification and a mean absolute error of ±4.65 years for age

estimation, ensuring high-quality attribute supervision. These pre-

dictions are used to compute the attribute-preserving loss, guiding

the generator to maintain deep learning task-relevant information

in reconstructed images while still revealing identity-related cues.

Training:𝐺𝐴𝑁 -𝐼𝑛𝑣𝑒𝑟𝑡 is trained using the Adam optimizer with a

learning rate 𝜂𝐺 = 𝜂𝐷 = 0.001 and a batch size of 16. The training

objective combines four losses with corresponding hyperparam-

eters: pixel-level reconstruction (𝛼 = 0.3), feature-level identity

(𝛽 = 0.2), attribute-preserving (𝛾 = 0.4), and adversarial guidance

(𝜆 = 0.1). Pixel-level reconstruction loss enforces alignment of local

textures and structural details. Feature-level loss uses embeddings

from a pretrained face recognition network (𝐴𝑟𝑐𝐹𝑎𝑐𝑒) to preserve

identity cues. Attribute-preserving loss relies on a pretrained at-

tribute classifier (𝐷𝑒𝑒𝑝𝐹𝑎𝑐𝑒) to maintain the visual appearance of

the reconstructed images and facial attributes such as age, gender,

and expression. Adversarial loss, applied via a discriminator net-

work, encourages reconstructions to appear realistic and reduces

blurriness. Models are trained for 120 epochs with early stopping

based on validation performance to ensure high-fidelity outputs.

We train the attack model separately for each defense method, us-

ing the corresponding original image and protected image pairs as

training data. The trained model is then evaluated on disjoint and

unseen identities with protected images to measure attack general-

ization and privacy leakage under realistic conditions.

Hardware and Preprocessing: Experiments are conducted on

NVIDIA 𝐴6000𝐺𝑃𝑈 s with 48𝐺𝐵 memory. All images are resized

to 256 × 256 pixels and normalized to the range [−1, 1]. Random
horizontal flips are applied during training for data augmentation.
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Table 1: Reconstruction quality of a GAN-Invert model across all datasets. Higher PSNR/SSIM and lower LPIPS indicate better
reconstruction quality. Values reported in 𝜇 ± 𝜎 format, where 𝜇 is mean, and 𝜎 is standard deviation.

Method CelebA-HQ FFHQ LFW
PSNR↑ SSIM↑ LPIPS↓ PSNR↑ SSIM↑ LPIPS↓ PSNR↑ SSIM↑ LPIPS↓

VisualMixer 27.9 ± 0.04 0.81 ± 0.02 0.39 ± 0.03 27.2 ± 0.03 0.81 ± 0.03 0.40 ± 0.02 24.9 ± 0.04 0.75 ± 0.03 0.46 ± 0.03

AVIH 29.2 ± 0.03 0.89 ± 0.01 0.18 ± 0.02 28.8 ± 0.04 0.87 ± 0.02 0.19 ± 0.03 26.0 ± 0.03 0.83 ± 0.02 0.26 ± 0.03

CLIP2Protect 27.6 ± 0.04 0.85 ± 0.02 0.17 ± 0.02 27.0 ± 0.03 0.85 ± 0.03 0.18 ± 0.02 26.0 ± 0.04 0.80 ± 0.02 0.24 ± 0.03

Diff-Privacy 30.2 ± 0.02 0.89 ± 0.03 0.16 ± 0.02 29.8 ± 0.03 0.84 ± 0.03 0.18 ± 0.02 27.0 ± 0.02 0.83 ± 0.03 0.20 ± 0.02

AMT-GAN 29.8 ± 0.03 0.87 ± 0.02 0.18 ± 0.03 28.0 ± 0.02 0.85 ± 0.03 0.18 ± 0.03 27.8 ± 0.03 0.82 ± 0.02 0.21 ± 0.02

Feature Subtraction 26.1 ± 0.05 0.75 ± 0.03 0.40 ± 0.04 25.5 ± 0.04 0.73 ± 0.04 0.42 ± 0.03 23.8 ± 0.05 0.70 ± 0.03 0.47 ± 0.04

Disentangled De-ID 26.9 ± 0.04 0.80 ± 0.03 0.29 ± 0.03 25.0 ± 0.03 0.78 ± 0.03 0.31 ± 0.03 24.8 ± 0.04 0.75 ± 0.03 0.38 ± 0.04

PRO-Face C 27.8 ± 0.03 0.85 ± 0.02 0.18 ± 0.02 27.5 ± 0.02 0.83 ± 0.03 0.21 ± 0.03 26.0 ± 0.03 0.80 ± 0.02 0.25 ± 0.03

RiDDLE 27.4 ± 0.04 0.79 ± 0.03 0.39 ± 0.04 26.7 ± 0.03 0.75 ± 0.03 0.40 ± 0.03 26.0 ± 0.04 0.73 ± 0.03 0.43 ± 0.04

Identity Transformers 27.5 ± 0.03 0.87 ± 0.02 0.21 ± 0.03 28.5 ± 0.03 0.86 ± 0.02 0.23 ± 0.02 27.0 ± 0.03 0.82 ± 0.03 0.30 ± 0.03

5 Results
5.1 Reconstruction Quality Evaluation
Our 𝐺𝐴𝑁 -𝐼𝑛𝑣𝑒𝑟𝑡 framework demonstrates consistently high-

quality reconstructions across a wide range of 𝐷𝐿𝑃𝑃 transforma-

tions. Table 1 presents quantitative metrics, including 𝑃𝑆𝑁𝑅, 𝑆𝑆𝐼𝑀 ,

and 𝐿𝑃𝐼𝑃𝑆 , which collectively evaluate reconstruction quality, struc-

tural similarity, and perceptual quality. For pixel-level manipulation

methods,𝐺𝐴𝑁 -𝐼𝑛𝑣𝑒𝑟𝑡 achieves strong results across all datasets. On

𝐴𝑉 𝐼𝐻 protected images,𝐺𝐴𝑁 -𝐼𝑛𝑣𝑒𝑟𝑡 reconstructs with a 𝑃𝑆𝑁𝑅 of

29.2𝑑𝐵 on𝐶𝑒𝑙𝑒𝑏𝐴-𝐻𝑄 , 28.8𝑑𝐵 on 𝐹𝐹𝐻𝑄 , and 26.0𝑑𝐵 on 𝐿𝐹𝑊 . The

corresponding 𝑆𝑆𝐼𝑀 values are 0.89, 0.87, and 0.83, while 𝐿𝑃𝐼𝑃𝑆

scores are 0.18, 0.19, and 0.26, respectively. 𝑉𝑖𝑠𝑢𝑎𝑙𝑀𝑖𝑥𝑒𝑟 protected

images are reconstructed with a 𝑃𝑆𝑁𝑅 of 27.9 𝑑𝐵 on 𝐶𝑒𝑙𝑒𝑏𝐴-𝐻𝑄 ,

27.2 𝑑𝐵 on 𝐹𝐹𝐻𝑄 , and 24.9 𝑑𝐵 on 𝐿𝐹𝑊 . The 𝑆𝑆𝐼𝑀 values for these

datasets are 0.81, 0.81, and 0.75, and the 𝐿𝑃𝐼𝑃𝑆 scores are 0.39, 0.40,

and 0.46. These results indicate that even randomized or adversar-

ial pixel manipulations leave sufficient information for accurate

reconstruction of the original image.

For generative adversarial transformations, 𝐺𝐴𝑁 -𝐼𝑛𝑣𝑒𝑟𝑡

achieves moderate reconstruction quality. 𝐶𝐿𝐼𝑃2𝑃𝑟𝑜𝑡𝑒𝑐𝑡 protected

images are reconstructed with a 𝑃𝑆𝑁𝑅 of 27.6 𝑑𝐵 on 𝐶𝑒𝑙𝑒𝑏𝐴-𝐻𝑄 ,

27.0 𝑑𝐵 on 𝐹𝐹𝐻𝑄 , and 26.0 𝑑𝐵 on 𝐿𝐹𝑊 . The corresponding

𝑆𝑆𝐼𝑀 values are 0.85, 0.85, and 0.80, with 𝐿𝑃𝐼𝑃𝑆 scores of 0.17,

0.18, and 0.24. 𝐷𝑖 𝑓 𝑓 -𝑃𝑟𝑖𝑣𝑎𝑐𝑦 images reach a 𝑃𝑆𝑁𝑅 of 30.2 𝑑𝐵

on 𝐶𝑒𝑙𝑒𝑏𝐴-𝐻𝑄 , 29.8 𝑑𝐵 on 𝐹𝐹𝐻𝑄 , and 27.0 𝑑𝐵 on 𝐿𝐹𝑊 . Their

𝑆𝑆𝐼𝑀 values are 0.89, 0.84, and 0.83, and the 𝐿𝑃𝐼𝑃𝑆 scores are

0.16, 0.18, and 0.20. 𝐴𝑀𝑇 -𝐺𝐴𝑁 images are reconstructed with

a 𝑃𝑆𝑁𝑅 of 29.8 𝑑𝐵 on 𝐶𝑒𝑙𝑒𝑏𝐴-𝐻𝑄 , 28.0 𝑑𝐵 on 𝐹𝐹𝐻𝑄 , and 27.8

𝑑𝐵 on 𝐿𝐹𝑊 . The associated 𝑆𝑆𝐼𝑀 values are 0.87, 0.85, and 0.82,

respectively, while 𝐿𝑃𝐼𝑃𝑆 scores are 0.18, 0.18, and 0.21. Despite

these moderate reconstruction metrics, 𝐺𝐴𝑁 -𝐼𝑛𝑣𝑒𝑟𝑡 consistently

preserves recognizable identity features, demonstrating the

limitations of generative obfuscations in fully concealing facial

identity.

For feature disentanglement transformations, 𝐺𝐴𝑁 -𝐼𝑛𝑣𝑒𝑟𝑡 ex-

hibits mixed reconstruction performance. 𝑃𝑅𝑂-𝐹𝑎𝑐𝑒 𝐶 protected

images are reconstructed with a 𝑃𝑆𝑁𝑅 of 27.8 𝑑𝐵 on 𝐶𝑒𝑙𝑒𝑏𝐴-𝐻𝑄 ,

27.5 𝑑𝐵 on 𝐹𝐹𝐻𝑄 , and 26.0 𝑑𝐵 on 𝐿𝐹𝑊 . Their 𝑆𝑆𝐼𝑀 values are 0.85,

0.83, and 0.80, and 𝐿𝑃𝐼𝑃𝑆 scores are 0.18, 0.21, and 0.25. 𝐹𝑒𝑎𝑡𝑢𝑟𝑒

𝑆𝑢𝑏𝑡𝑟𝑎𝑐𝑡𝑖𝑜𝑛 protected images are reconstructed with 𝑃𝑆𝑁𝑅 of 26.1

𝑑𝐵 on 𝐶𝑒𝑙𝑒𝑏𝐴-𝐻𝑄 , 25.5 𝑑𝐵 on 𝐹𝐹𝐻𝑄 , and 23.8 𝑑𝐵 on 𝐿𝐹𝑊 , with

𝑆𝑆𝐼𝑀 values of 0.75, 0.73, and 0.70, and 𝐿𝑃𝐼𝑃𝑆 scores of 0.40, 0.42,

and 0.47. 𝐷𝑖𝑠𝑒𝑛𝑡𝑎𝑛𝑔𝑙𝑒𝑑 𝐷𝑒-𝐼𝐷 protected images are reconstructed

with 𝑃𝑆𝑁𝑅 of 26.9 𝑑𝐵 on 𝐶𝑒𝑙𝑒𝑏𝐴-𝐻𝑄 , 25.0 𝑑𝐵 on 𝐹𝐹𝐻𝑄 , and 24.8

𝑑𝐵 on 𝐿𝐹𝑊 . The corresponding 𝑆𝑆𝐼𝑀 values are 0.80, 0.78, and 0.75,

while 𝐿𝑃𝐼𝑃𝑆 scores are 0.29, 0.31, and 0.38. This variability reflects

the degree of information loss induced by latent disentanglement

or feature suppression. Finally, for key-based reversible encryp-

tion transformations, 𝐺𝐴𝑁 -𝐼𝑛𝑣𝑒𝑟𝑡 shows consistent performance.

𝑅𝑖𝐷𝐷𝐿𝐸 protected images are reconstructed with a 𝑃𝑆𝑁𝑅 of 27.4

𝑑𝐵 on 𝐶𝑒𝑙𝑒𝑏𝐴-𝐻𝑄 , 26.7 𝑑𝐵 on 𝐹𝐹𝐻𝑄 , and 26.0 𝑑𝐵 on 𝐿𝐹𝑊 . Their

𝑆𝑆𝐼𝑀 values are 0.79, 0.75, and 0.73, with 𝐿𝑃𝐼𝑃𝑆 scores of 0.39, 0.40,

and 0.43. In contrast, 𝐼𝑑𝑒𝑛𝑡𝑖𝑡𝑦 𝑇𝑟𝑎𝑛𝑠 𝑓 𝑜𝑟𝑚𝑒𝑟𝑠 protected images are

reconstruct with higher fidelity, achieving a 𝑃𝑆𝑁𝑅 of 27.5 𝑑𝐵 on

𝐶𝑒𝑙𝑒𝑏𝐴-𝐻𝑄 , 28.5 𝑑𝐵 on 𝐹𝐹𝐻𝑄 , and 27.0 𝑑𝐵 on 𝐿𝐹𝑊 . The corre-

sponding 𝑆𝑆𝐼𝑀 values are 0.87, 0.86, and 0.82, while 𝐿𝑃𝐼𝑃𝑆 scores

are 0.21, 0.23, and 0.30. These results and Figure 2 demonstrate that

𝐺𝐴𝑁 -𝐼𝑛𝑣𝑒𝑟𝑡 can effectively reconstruct the original image from its

protected image even without access to secret keys. Overall, 𝐺𝐴𝑁 -

𝐼𝑛𝑣𝑒𝑟𝑡 consistently recovers identity and facial attributes across

diverse transformation methods and datasets, highlighting the in-

herent vulnerability of current 𝐷𝐿𝑃𝑃 transformation methods.

5.2 Privacy Leakage Analysis
In addition to reconstruction quality, we evaluate the privacy impli-

cations of𝐺𝐴𝑁 -𝐼𝑛𝑣𝑒𝑟𝑡 by measuring how effectively reconstructed

images reveal identity information.

Face Recognition Accuracy: We evaluate the effectiveness of

𝐺𝐴𝑁 -𝐼𝑛𝑣𝑒𝑟𝑡 in breaching privacy by testing whether state-of-

the-art face recognition systems (𝐴𝑟𝑐𝐹𝑎𝑐𝑒 , 𝐶𝑜𝑠𝐹𝑎𝑐𝑒) can correctly

match reconstructed images to disjoint images of the same identity

rather than the exact instance used for reconstruction. The gallery

used for identification contains 1,000 distinct identities. Figure 3

presents the recognition accuracies for all evaluated methods. The

protected images achieve an average recognition accuracy of 19.5%

with 𝐴𝑟𝑐𝐹𝑎𝑐𝑒 and 21.2% with 𝐶𝑜𝑠𝐹𝑎𝑐𝑒 , showing that the applied

protection methods effectively conceal identity information. To

84



GAN-Invert: Unveiling Vulnerabilities in Privacy-Preserving Facial Transformations Proceedings on Privacy Enhancing Technologies 2026(2)

Figure 3: Face recognition accuracy of ArcFace and CosFace models on protected images and GAN-Invert reconstructed images
across different 𝐷𝐿𝑃𝑃 transformation methods.

further validate the overlap between the task-relevant and iden-

tity features, we analyze two practical scenarios within the 𝐷𝐿𝑃𝑃

framework. In the first scenario of high task performance, we con-

duct an experiment where the task accuracy on the original image

is approximately 97%. We then gradually add perturbations to the

image until the task accuracy begins to decrease. Under a high task

performance setup, we observe that the baseline privacy leakage

remains around 80% when task-relevant features are preserved

to maintain high task accuracy. Theoretical analysis of high task

transformation is also shown in the appendix C. In the second sce-

nario of a high 𝐷𝐿𝑃𝑃 transformation, we progressively increase

the perturbation strength until the protected identity no longer

matches the original identity. In this case, we observe a 40% drop in

task accuracy. These results indicate that task and identity features

exhibit substantial overlap, making it challenging to achieve high

levels of privacy without sacrificing deep learning task accuracy.

Building upon these observations, we next examine how the

𝐺𝐴𝑁 -𝐼𝑛𝑣𝑒𝑟𝑡 attack exploits this overlap to recover hidden identity

information. In order to evaluate the performance of 𝐺𝐴𝑁 -𝐼𝑛𝑣𝑒𝑟𝑡

on all the target𝐷𝐿𝑃𝑃 methods, we need to consider a common eval-

uation parameter. In this case, we fix the task accuracy of ≈ 89% all

the target𝐷𝐿𝑃𝑃 methods by calibrating the corresponding bounded

distortion level. Once the distortion level is fixed, we acquired the

corresponding protected image to launch 𝐺𝐴𝑁 -𝐼𝑛𝑣𝑒𝑟𝑡 . The results

are shown in Figure 3. The results indicate substantial privacy leak-

age across all target transformations. Pixel-level manipulations

(𝑉𝑖𝑠𝑢𝑎𝑙 𝑀𝑖𝑥𝑒𝑟 , 𝐴𝑉 𝐼𝐻 ) offer minimal protection, achieving recog-

nition accuracies above 93.8% and 94.4% with 𝐴𝑟𝑐𝐹𝑎𝑐𝑒 and above

94.2% and 94.7% with𝐶𝑜𝑠𝐹𝑎𝑐𝑒 , confirming the vulnerability of sim-

ple shuffling and perturbation methods. Generative adversarial

makeup methods (𝐶𝐿𝐼𝑃2𝑃𝑟𝑜𝑡𝑒𝑐𝑡 , 𝐷𝑖 𝑓 𝑓 -𝑃𝑟𝑖𝑣𝑎𝑐𝑦,𝐴𝑀𝑇 -𝐺𝐴𝑁 ) show

moderate resistance, but reconstructed images remain largely rec-

ognizable. 𝐷𝑖𝑠𝑒𝑛𝑡𝑎𝑛𝑔𝑙𝑒𝑑 𝐷𝑒-𝐼𝐷 provides the lowest recognition

rates (74.9% and 78.4%) but still significantly above random chance.

Key-based reversible methods (𝑅𝑖𝐷𝐷𝐿𝐸, 𝐼𝑑𝑒𝑛𝑡𝑖𝑡𝑦 𝑇𝑟𝑎𝑛𝑠 𝑓 𝑜𝑟𝑚𝑒𝑟𝑠)

are designed for secure reconstruction with an authentic key, but

they become highly vulnerable when the protected image is recon-

structed using 𝐺𝐴𝑁 -𝐼𝑛𝑣𝑒𝑟𝑡 , leading to recognition accuracies of

80% and 91.9% with 𝐴𝑟𝑐𝐹𝑎𝑐𝑒 , and 83.3% and 92.7% with 𝐶𝑜𝑠𝐹𝑎𝑐𝑒 .

Overall, these results underscore the effectiveness of 𝐺𝐴𝑁 -𝐼𝑛𝑣𝑒𝑟𝑡

in recovering sensitive identity information, demonstrating that

even sophisticated 𝐷𝐿𝑃𝑃 transformations are vulnerable to recon-

struction attacks.

We further verified that increasing the gallery size to 5,000 iden-

tities reduces recognition accuracy by approximately 13% on av-

erage. This behavior is consistent with standard face recognition

models, where identification accuracy decreases as the gallery size

increases, confirming the effectiveness of our evaluation framework

under realistic privacy conditions. We also note that fine-tuned face

recognition models can reveal even higher privacy leakage. On

average, fine-tuning increases recognition accuracy from 87.13% to

94.11% for 𝐴𝑟𝑐𝐹𝑎𝑐𝑒 and from 88.79% to 94.86% for 𝐶𝑜𝑠𝐹𝑎𝑐𝑒 across

all defense methods. However, this scenario does not align with

our threat model, where the attacker lacks access to the original

images or identity labels. For real-world applicability, we rely on

pre-trained models for evaluation, which provide a conservative

and realistic estimate of privacy leakage.

Evaluation of Identity Preservation: To capture the variabil-

ity of the attack, we split the original test set into three ran-

dom, non-overlapping subsets. Each subset was independently

used for a full 𝐺𝐴𝑁 -𝐼𝑛𝑣𝑒𝑟𝑡 reconstruction. The results are re-

ported in the 𝜇 ± 𝜎 format, where 𝜇 represents the mean and 𝜎

denotes the standard deviation across these splits, showing consis-

tent identity leakage across 𝐷𝐿𝑃𝑃 methods based on 𝐺𝐴𝑁 -𝐼𝑛𝑣𝑒𝑟𝑡 .

Pixel-level manipulations (𝑉𝑖𝑠𝑢𝑎𝑙𝑀𝑖𝑥𝑒𝑟 , 𝐴𝑉 𝐼𝐻 ) exhibit high sim-

ilarity scores (0.87–0.92), indicating that pixel-level transforma-

tions preserve identity features. Feature disentanglement meth-

ods are particularly vulnerable, with 𝑃𝑅𝑂-𝐹𝑎𝑐𝑒 𝐶 reaching 0.93

(𝐴𝑟𝑐𝐹𝑎𝑐𝑒) and 0.94 (𝐶𝑜𝑠𝐹𝑎𝑐𝑒), and the 𝐹𝑒𝑎𝑡𝑢𝑟𝑒 𝑆𝑢𝑏𝑡𝑟𝑎𝑐𝑡𝑖𝑜𝑛 method

achieves 0.87–0.89, highlighting the privacy risks of manipulat-

ing feature representations under bounded distortion. Generative

methods (𝐷𝑖 𝑓 𝑓 -𝑃𝑟𝑖𝑣𝑎𝑐𝑦, 𝐴𝑀𝑇 -𝐺𝐴𝑁 ) achieve moderate similarity
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Table 2: Cosine similarity between embeddings of original
and reconstructed images. Higher values indicate more iden-
tity information leakage. Values reported in 𝜇 ± 𝜎 format,
where 𝜇 is mean, and 𝜎 is standard deviation.

Method ArcFace CosFace

VisualMixer 0.87 ± 0.06 0.89 ± 0.06

AVIH 0.90 ± 0.05 0.92 ± 0.07

CLIP2Protect 0.80 ± 0.14 0.81 ± 0.11

Diff-Privacy 0.82 ± 0.18 0.86 ± 0.14

AMT-GAN 0.90 ± 0.10 0.92 ± 0.08

Feature Subtraction 0.87 ± 0.09 0.89 ± 0.07

Disentangled De-ID 0.75 ± 0.17 0.78 ± 0.16

PRO-Face C 0.93 ± 0.05 0.94 ± 0.05

RiDDLE 0.80 ± 0.08 0.82 ± 0.13

Identity Transformers 0.88 ± 0.08 0.91 ± 0.07

(0.82–0.92), retaining partial identity despite intended obfuscation.

The methods (𝐷𝑖𝑠𝑒𝑛𝑡𝑎𝑛𝑔𝑙𝑒𝑑 𝐷𝑒-𝐼𝐷 ,𝐶𝐿𝐼𝑃2𝑃𝑟𝑜𝑡𝑒𝑐𝑡 , 𝑅𝑖𝐷𝐷𝐿𝐸) attain

lower similarity scores (0.75–0.82), yet still preserve enough cues

to pose recognition risks. High cosine similarity values (≥ 0.8)

indicate critical privacy failures, while lower scores do not guar-

antee full protection. These results underscore the inherent lim-

itation of bounded-distortion defenses, preserving deep learning

task-relevant information inherently constrains privacy, leaving a

persistent vulnerability exploitable by 𝐺𝐴𝑁 -𝐼𝑛𝑣𝑒𝑟𝑡 .

6 Ablation Studies
To better understand the factors contributing to the reconstruction

success of𝐺𝐴𝑁 -𝐼𝑛𝑣𝑒𝑟𝑡 , we conduct ablation studies examining net-

work architecture choices, training data requirements, loss function

components and empirical validation of bounded distortion.

6.1 Architecture Ablation
To evaluate the impact of generator design on reconstruction qual-

ity, we conduct an architecture ablation study comparing three

representative generator architectures: a standard CNN, a ResNet-

based encoder-decoder, and a𝑈 -𝑁𝑒𝑡 . Table 3 summarizes the results

in terms of 𝑃𝑆𝑁𝑅, 𝑆𝑆𝐼𝑀 , and training time. The standard CNN ex-

hibits the lowest reconstruction fidelity (𝑃𝑆𝑁𝑅 23.1 𝑑𝐵, 𝑆𝑆𝐼𝑀 0.76),

primarily due to the lack of multi-scale feature propagation, which

limits its ability to reconstruct the fine-grained identity cues. The

𝑅𝑒𝑠𝑁𝑒𝑡 encoder-decoder improves both 𝑃𝑆𝑁𝑅 (25.8 𝑑𝐵) and 𝑆𝑆𝐼𝑀

(0.81) by incorporating residual connections that facilitate gradient

flow and feature reuse. It still struggles to capture all the fine spatial

details needed to accurately reconstruct the original image from

the protected images.

In contrast, the 𝑈 -𝑁𝑒𝑡 architecture achieves the highest recon-

struction quality (𝑃𝑆𝑁𝑅 29.1 𝑑𝐵, 𝑆𝑆𝐼𝑀 0.91), demonstrating a 3.3

𝑑𝐵 improvement over the ResNet variant. This improvement under-

scores the importance of skip connections for multi-scale feature

preservation, enabling the generator to reconstruct both global

facial structures and subtle local textures effectively. Although the

𝑈 -𝑁𝑒𝑡 requires longer training time (5.2 hours), the trade-off is

justified by the significant gain in reconstruction quality, making it

the preferred architecture for 𝐺𝐴𝑁 -𝐼𝑛𝑣𝑒𝑟𝑡 .

Table 3: Impact of network architecture on reconstruction
quality and training efficiency. Values reported in 𝜇±𝜎 format,
where 𝜇 is mean, and 𝜎 is standard deviation.

Architecture PSNR SSIM Training Time

Standard CNN 23.1±1.02 0.76±0.03 2.3 hours

ResNet

Encoder-Decoder

25.8±0.8 0.81±0.03 3.1 hours

U-Net 29.1±0.52 0.91±0.02 5.2 hours

6.2 Training Data Requirements
Next, we analyze how the amount of training data affects 𝐺𝐴𝑁 -

𝐼𝑛𝑣𝑒𝑟𝑡 ’s reconstruction performance and convergence speed. Fig-

ure 4 demonstrates 𝑃𝑆𝑁𝑅, 𝑆𝑆𝐼𝑀 , and the number of epochs re-

quired for convergence across different training set sizes. With only

1, 000 training images, the model achieves limited reconstruction

quality (𝑃𝑆𝑁𝑅 21.4 𝑑𝐵, 𝑆𝑆𝐼𝑀 0.61) and requires 200 epochs to con-

verge, highlighting the difficulty of learning the reconstruction (of

the original image from its protected image) from small datasets. As

the training dataset size increases to 5, 000 and 10, 000 images, both

𝑃𝑆𝑁𝑅 and 𝑆𝑆𝐼𝑀 improve significantly (25.3 𝑑𝐵 / 0.72 and 27.8 𝑑𝐵

/ 0.87, respectively), while convergence occurs earlier, indicating

more efficient learning.

Performance gain begins to stabilize around 20, 000 images train-

ing set, where 𝑃𝑆𝑁𝑅 reaches 29.1 𝑑𝐵 and 𝑆𝑆𝐼𝑀 0.91, with conver-

gence in 140 epochs. Increasing the dataset further to 30, 000 images

offers negligible improvement (𝑃𝑆𝑁𝑅 29.3 𝑑𝐵, 𝑆𝑆𝐼𝑀 0.91), suggest-

ing that 𝐺𝐴𝑁 -𝐼𝑛𝑣𝑒𝑟𝑡 can achieve high-quality reconstruction with

a moderately large, feasible dataset. These results underscore the

data-dependent nature of identity reconstruction and provide in-

sight into the resources required for adversaries for effective recon-

struction attacks.

Computational Requirements: The 𝐺𝐴𝑁 -𝐼𝑛𝑣𝑒𝑟𝑡 , used 𝑈 -𝑁𝑒𝑡

architecture as backbone with input image size 256 × 256, requires
approximately 5.2 hours of training per 𝐷𝐿𝑃𝑃 defense method on

a single 𝑁𝑉 𝐼𝐷𝐼𝐴 𝐴6000 𝐺𝑃𝑈 . Once trained, the 𝐺𝐴𝑁 -𝐼𝑛𝑣𝑒𝑟𝑡 per-

forms reconstruction in ≈ 17𝑚𝑠 per protected image. For identity

recognition (𝐴𝑟𝑐𝐹𝑎𝑐𝑒 and 𝐶𝑜𝑠𝐹𝑎𝑐𝑒), on a 1, 000 identity gallery, it

takes ≈ 14.3𝑚𝑠 per reconstructed image, and for a 5, 000 identity

gallery, it takes ≈ 21.5𝑚𝑠 per reconstructed image. This level of

resource is easily accessible through cloud service providers such

as Amazon and Google, where a𝐴100𝐺𝑃𝑈 (better than𝐴6000) can

be rented for approximately $2.3/hour. This shows the practical

feasibility of the 𝐺𝐴𝑁 -𝐼𝑛𝑣𝑒𝑟𝑡 attack.

6.3 Loss Function Analysis
Since𝐺𝐴𝑁 -𝐼𝑛𝑣𝑒𝑟𝑡 is trained in an adversarial setting, the adversar-

ial loss Ladv is a compulsory component of the objective. To assess

the contribution of the auxiliary objectives, we evaluate different

combinations of pixel-level reconstruction loss, feature-level iden-

tity loss, and attribute-preserving losses alongside the adversarial
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(a) (b) (c)

Figure 4: Effect of training set size on reconstruction quality and convergence: (a) PSNR, (b) SSIM, (c) Convergence Epoch.

Table 4: Loss function comparison for efficient GAN-Invert.
Values reported in 𝜇 ± 𝜎 format, where 𝜇 is mean, and 𝜎 is
standard deviation.

Loss Configuration PSNR SSIM LPIPS

Ladv 23.7 ± 0.8 0.70 ± 0.07 0.50 ± 0.09

Ladv + Lpixel 26.8 ± 0.7 0.75 ± 0.06 0.40 ± 0.07

Ladv + Lfeat 27.2 ± 0.6 0.85 ± 0.05 0.24 ± 0.06

Ladv + Lattr 25.9 ± 0.7 0.81 ± 0.06 0.30 ± 0.06

Ladv + Lpixel + Lfeat 28.6 ± 0.4 0.89 ± 0.03 0.20 ± 0.04

Ladv + Lpixel + Lattr 27.9 ± 0.4 0.87 ± 0.03 0.22 ± 0.03

Ladv + Lfeat + Lattr 28.1 ± 0.3 0.88 ± 0.02 0.18 ± 0.03

Ladv + Lpixel +
Lfeat + Lattr

30.1 ± 0.2 0.91 ± 0.01 0.16 ± 0.02

Table 5: Evaluation of pixel and semantic distortion in rela-
tion to a fixed task accuracy of ≈ 89% for different 𝐷𝐿𝑃𝑃 on
the 𝐶𝑒𝑙𝑒𝑏𝐴-𝐻𝑄 dataset (sorted by 𝜖).

Method 𝛿 𝜖

AMT-GAN 0.21 0.23

Diff-Privacy 0.20 0.26

Feature Subtraction 0.41 0.26

PRO-Face C 0.26 0.30

Identity Transformers 0.28 0.32

VisualMixer 0.30 0.35

AVIH 0.49 0.36

CLIP2Protect 0.30 0.39

RiDDLE 0.21 0.41

Disentangled De-ID 0.22 0.48

loss. Table 4 reports reconstruction quality with 𝑃𝑆𝑁𝑅, 𝑆𝑆𝐼𝑀 score

and perceptual similarity reported with 𝐿𝑃𝐼𝑃𝑆 score. The results

highlight that adversarial loss alone does not ensure sharpness and

realism in the reconstructed images of the original images from

the protected images. Adding pixel-level reconstruction loss sub-

stantially improves 𝑃𝑆𝑁𝑅 and 𝑆𝑆𝐼𝑀 , enforcing low-level alignment

with ground-truth images. Feature-level identity loss further en-

hances perceptual similarity by preserving high-level identity cues,

while attribute-preserving loss supports deep learning tasks func-

tionality. The combination of pixel-level reconstruction loss and

feature-level identity loss with adversarial training yields strong

perceptual quality, and the full objective achieves the best trade-off

across all metrics. This confirms that adversarial loss is indispens-

able for training stability and realism, while the pixel loss and

attribute losses act as complementary terms to jointly optimize

for high fidelity, identity preservation, and perform deep learning

tasks.

6.4 Empirical Validation of Bounded-Distortion
We conducted an ablation study to evaluate the practical limits of

bounded-distortion (𝛿 and 𝜖) as well as the reconstruction error 𝜂

in target 𝐷𝐿𝑃𝑃 methods, which also validates Theorem 3.4. The

reconstruction error 𝜂 is quantified using 𝑃𝑆𝑁𝑅, 𝐿𝑃𝐼𝑃𝑆 , and 𝑆𝑆𝐼𝑀 .

For uniform comparison across all 𝐷𝐿𝑃𝑃 transformations, we fixed

task accuracy to ≈ 89% by calibrating the corresponding distortion

level. Table 5 summarizes the distortion characteristics (𝛿 and 𝜖

limits) according to the fixed task accuracy across all𝐷𝐿𝑃𝑃 methods

on the 𝐶𝑒𝑙𝑒𝑏𝐴-𝐻𝑄 dataset. The corresponding 𝑃𝑆𝑁𝑅, 𝐿𝑃𝐼𝑃𝑆 , and

𝑆𝑆𝐼𝑀 values are listed in the first column of Table 1. The bounded

distortion 𝛿 , 𝜖 , and task accuracy are measured using normalized

ℓ2 distance, cosine distance in the 𝐴𝑟𝑐𝐹𝑎𝑐𝑒 feature space, and facial

attribute classification accuracy, respectively.

The results in Table 1 and Figure 3 show that our attack succeeds

even when the target 𝐷𝐿𝑃𝑃 methods are operating at their high-

est allowable bounded distortion limits, validating Theorem 3.4.

A visible pattern emerges across 𝐷𝐿𝑃𝑃 methods. For example,

methods such as 𝑉𝑖𝑠𝑢𝑎𝑙𝑀𝑖𝑥𝑒𝑟 , 𝐷𝑖 𝑓 𝑓 -𝑃𝑟𝑖𝑣𝑎𝑐𝑦, 𝐴𝑀𝑇 -𝐺𝐴𝑁 , 𝑃𝑅𝑂-

𝐹𝑎𝑐𝑒 𝐶 , and 𝐼𝑑𝑒𝑛𝑡𝑖𝑡𝑦 𝑇𝑟𝑎𝑛𝑠 𝑓 𝑜𝑟𝑚𝑒𝑟𝑠 show low semantic distortion

(𝜖 ≈ 0.23–0.35), and high reconstruction quality with PSNR val-

ues between 27.5–30.2 𝑑𝐵, 𝑆𝑆𝐼𝑀 0.85–0.89, and 𝐿𝑃𝐼𝑃𝑆 0.16–0.39.

Their reconstructed identification accuracy is also high (𝐴𝑟𝑐𝐹𝑎𝑐𝑒:

82.2–94.5%, 𝐶𝑜𝑠𝐹𝑎𝑐𝑒: 85.7–95.0%). These methods preserve visual

realism and task performance but remain vulnerable to identity

recovery due to limited distortion.
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In contrast, 𝐶𝐿𝐼𝑃2𝑃𝑟𝑜𝑡𝑒𝑐𝑡 , 𝐷𝑖𝑠𝑒𝑛𝑡𝑎𝑛𝑔𝑙𝑒𝑑 𝐷𝑒-𝐼𝐷 , and 𝑅𝑖𝐷𝐷𝐿𝐸

show higher semantic distortion (𝜖 ≈ 0.39–0.55), resulting in lower

reconstruction quality with 𝑃𝑆𝑁𝑅 26.9–27.8 𝑑𝐵, 𝑆𝑆𝐼𝑀 0.78–0.82,

and 𝐿𝑃𝐼𝑃𝑆 0.29–0.39, along with lower reconstructed identification

accuracy (𝐴𝑟𝑐𝐹𝑎𝑐𝑒: 74.9–80.0%, 𝐶𝑜𝑠𝐹𝑎𝑐𝑒: 78.4–83.3%). This trend

aligns with the theoretical observation that reconstruction perfor-

mance drops sharply as 𝜖 approaches the threshold (𝜖 ≈ 0.60).

Overall, approximately 70% of evaluated methods fall under the

strong and moderate bounded-distortion region, demonstrating

that real-world 𝐷𝐿𝑃𝑃 systems prefer low distortion to preserve

task accuracy. However, increasing distortion for stronger privacy

leads to a severe decline in task performance (dropping below 60%),

limiting practical usability. The 𝐺𝐴𝑁 -𝐼𝑛𝑣𝑒𝑟𝑡 attack effectively ex-

ploits low-distortion defenses; however, when distortion exceeds

the threshold (𝜖 > 0.6), protected images drift far from the orig-

inal manifold, making inversion unstable. Finally, an ideal 𝐷𝐿𝑃𝑃

transformation would eliminate all identity information without

altering pixel-level appearance requiring 𝛿 = 0 and 𝜖 = 1. However,

as demonstrated across existing methods, complete semantic distor-

tion is unattainable because 𝛿 and 𝜖 are tightly coupled, changing

one inevitably affects the other.

7 Comparison
We compare the proposed 𝐺𝐴𝑁 -𝐼𝑛𝑣𝑒𝑟𝑡 framework with existing

attack models to evaluate its reconstruction quality and general-

ization across multiple 𝐷𝐿𝑃𝑃 transformations. The most relevant

prior work, 𝑀𝑎𝑠𝑡𝑒𝑟 𝐾𝑒𝑦 𝐺𝐴𝑁 [17], was designed specifically for

the 𝐴𝑉 𝐼𝐻 pixel-level manipulation method and cannot be gen-

eralized across generative, disentanglement-based, or key-driven

reversible methods. On the 𝐶𝑒𝑙𝑒𝑏𝐴-𝐻𝑄 dataset,𝑀𝑎𝑠𝑡𝑒𝑟 𝐾𝑒𝑦 𝐺𝐴𝑁

achieves an 𝑆𝑆𝐼𝑀 of 0.59, 𝐿𝑃𝐼𝑃𝑆 of 0.45, and 70% recognition ac-

curacy, whereas 𝐺𝐴𝑁 -𝐼𝑛𝑣𝑒𝑟𝑡 attains 0.89 and 0.18, 94.4% respec-

tively, with an improvement of 0.3 in 𝑆𝑆𝐼𝑀 , 0.27 in 𝐿𝑃𝐼𝑃𝑆 and

24.4% recognition accuracy. To further validate its effectiveness,

we retrained 𝐹𝑎𝑛𝑡𝑜𝑚𝑎𝑠 [38] using the same data split as 𝐺𝐴𝑁 -

𝐼𝑛𝑣𝑒𝑟𝑡 for a fair comparison. 𝐹𝑎𝑛𝑡𝑜𝑚𝑎𝑠 achieves an average recog-

nition accuracy of 10.15%, substantially lower than 𝐺𝐴𝑁 -𝐼𝑛𝑣𝑒𝑟𝑡

which achieves 87.09% recognition accuracy. Across defense cat-

egories, GAN-Invert demonstrates consistently stronger perfor-

mance: 94.45% for Pixel-Level Manipulation, 85.63% for Generative

Methods, 85.55% for Feature Disentanglement, and 90.3% for Key-

Based Reversible Encryption, compared to 4%, 11%, 15.67%, and

6.75% obtained by 𝐹𝑎𝑛𝑡𝑜𝑚𝑎𝑠 , respectively. For a fair evaluation,

𝐺𝐴𝑁 -𝐼𝑛𝑣𝑒𝑟𝑡 was also trained and tested on all defense methods

originally attacked by 𝐹𝑎𝑛𝑡𝑜𝑚𝑎𝑠 . Under these identical conditions,

GAN-Invert achieves an overall recognition accuracy of 93.6%, sur-

passing 88.3% achieved by 𝐹𝑎𝑛𝑡𝑜𝑚𝑎𝑠 . These results confirm that

𝐺𝐴𝑁 -𝐼𝑛𝑣𝑒𝑟𝑡 consistently achieves higher reconstruction fidelity,

stronger identity recovery, and broader adaptability across 𝐷𝐿𝑃𝑃

methods, establishing it as a reliable benchmark for assessing the

security of modern 𝐷𝐿𝑃𝑃 transformation methods.

8 Conclusion
In this work, we introduced𝐺𝐴𝑁 -𝐼𝑛𝑣𝑒𝑟𝑡 , a framework that system-

atically exposes the inherent vulnerabilities of bounded-distortion

𝐷𝐿𝑃𝑃 transformation methods. Through both theoretical reasoning

and extensive experiments, we demonstrated that transformations

designed to obscure identity while maintaining deep learning task

functionality inevitably leave recoverable cues that can be exploited

by reconstruction attacks. Our ablation studies highlight the fac-

tors that make reconstruction effective, architectural choices such

as 𝑈 -𝑁𝑒𝑡 , the availability of large-scale training data, and care-

fully balanced loss functions combining pixel, feature, attribute,

and adversarial supervision. Across ten representative 𝐷𝐿𝑃𝑃 trans-

formation methods, across four categories visual mixing, adver-

sarial perturbations, feature manipulations and disentangled de-

identification, 𝐺𝐴𝑁 -𝐼𝑛𝑣𝑒𝑟𝑡 consistently achieves high-fidelity re-

constructions that retain critical identity cues.

Face recognition tests confirm that these reconstructed images

remain identifiable, underscoring the fundamental weakness of

bounded-distortion 𝐷𝐿𝑃𝑃 methods. These results suggest that re-

liance on such methods provides only an illusion of privacy, as

sophisticated adversaries can circumvent them with relative ease.

In summary, our findings show that current bounded-distortion

𝐷𝐿𝑃𝑃 methods cannot guarantee real privacy.

Future Direction: Our analysis shows that the strength of 𝐷𝐿𝑃𝑃

transformation methods mainly depends on how their latent fea-

tures are structured and how much semantic distortion they add

to hide identity features. 𝐷𝐿𝑃𝑃 transformation methods, such as

𝐷𝑖𝑠𝑒𝑛𝑡𝑎𝑛𝑔𝑙𝑒𝑑 𝐷𝑒-𝐼𝐷 and 𝑅𝑖𝐷𝐷𝐿𝐸, reduce identity leakage by swap-

ping an individual’s identity with a nearby one using password-

based identity mixing. This swapping leads to high semantic distor-

tion while keeping low pixel-level distortion. Low pixel-level dis-

tortion helps them to achieve high task accuracy, whereas high se-

mantic distortion protects them from reconstruction attacks. There-

fore, one of the future directions should be to focus on such 𝐷𝐿𝑃𝑃

methods. However, complete privacy cannot be achieved without

sacrificing some task accuracy, marking the natural limit of all

bounded-distortion methods.

8.1 Ethical Considerations
Datasets: We only use publicly available benchmark datasets in

our experiments. All tests are done in a controlled research setting,

and we do not use any private, sensitive, or personal data. This

keeps our work aligned with ethical research standards and ensures

reproducibility.

Responsible Research Conduct:GAN-Invert is presented only as
a proof-of-concept attack to test how strong current𝐷𝐿𝑃𝑃 transfor-

mation methods really are. We understand that reconstructing faces

from protected images could be misused for re-identification or

surveillance. To avoid this, we use the method strictly for research,

with the goal of exposing weaknesses so that stronger and safer

𝐷𝐿𝑃𝑃 transformation methods can be developed.
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A Visual Interpretation of PSNR, SSIM, and
LPIPS Metrics

This section provides an intuitive analysis of how 𝑃𝑆𝑁𝑅, 𝑆𝑆𝐼𝑀 , and

𝐿𝑃𝐼𝑃𝑆 reflect changes in visual quality by examining the reference

image and a range of distorted variants shown in Figure 5. As distor-

tion increases, using various distortion methods such as Gaussian
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Figure 5: Visual example of PSNR, SSIM and LPIPS values on different distortion levels.

Table 6: Performance comparison of protection and reconstruction across ArcFace and CosFace models (𝜇 ± 𝜎).

Method ArcFace Protected ArcFace Reconstructed CosFace Protected CosFace Reconstructed
VisualMixer 16.5 ± 1.15 93.8 ± 0.89 19.2 ± 1.23 94.2 ± 0.70

AVIH 17.8 ± 1.15 94.4 ± 0.61 18.5 ± 1.17 94.7 ± 0.61

CLIP2Protect 19.5 ± 1.17 78.4 ± 1.42 21.1 ± 1.20 79.2 ± 1.31

Diff-Privacy 20.1 ± 1.33 82.2 ± 1.61 20.5 ± 1.34 85.7 ± 1.54

AMT-GAN 22.4 ± 1.49 89.6 ± 1.19 24.0 ± 1.53 92.0 ± 1.13

Feature Subtraction 20.8 ± 1.29 91.2 ± 0.90 20.3 ± 1.28 92.7 ± 0.85

Disentangled De-ID 18.1 ± 1.54 74.9 ± 1.69 21.8 ± 1.59 78.4 ± 1.64

PRO-Face C 22.3 ± 1.22 94.5 ± 0.43 23.9 ± 1.24 95.0 ± 0.35

RiDDLE 18.8 ± 1.38 80.0 ± 1.42 19.4 ± 1.38 83.3 ± 1.33

Identity Transformers 20.4 ± 1.18 91.9 ± 0.65 23.5 ± 1.22 92.7 ± 0.58

noise with standard deviation values 𝜎 = (0.0, 0.05, 0.1, 0.25, 0.5),
Gaussian blur with kernel sizes 𝑘 = (1, 3, 5, 15, 25), and JPEG com-

pression with quality factors 𝑄 = (100, 75, 50, 20, 5), the numerical

values of the 𝑃𝑆𝑁𝑅, 𝑆𝑆𝐼𝑀 , and 𝐿𝑃𝐼𝑃𝑆 metrics change, allowing

them to closely align with human perception. When 𝑃𝑆𝑁𝑅 drops

below 20 dB, the images appear heavily distorted and structural

details become difficult to recognize. In the 20–30 dB range, the

overall content remains visible, but artifacts, noise, and blur are

clearly noticeable. Once the 𝑃𝑆𝑁𝑅 exceeds 30 dB, the visual quality

becomes substantially better, and distortion has no effect on the

original images. For very high 𝑃𝑆𝑁𝑅 values, typically above 40 dB,

the images look almost identical to the original image.

The 𝑆𝑆𝐼𝑀 demonstrates a similar pattern. Images with 𝑆𝑆𝐼𝑀

above 0.90 maintain strong structural consistency and appear vi-

sually stable, while values below 0.70 correspond to noticeable

structural loss. 𝐿𝑃𝐼𝑃𝑆 exhibits the opposite trend, values below

0.20 indicate close perceptual similarity, while values 0.20–0.40

reflect visible changes and values above 0.50 capture cases where

perceptual distortion is strong and clearly noticeable. These obser-

vations highlight how each metric responds to common forms of
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distortion and how its numerical scales map to visible changes in

image quality.

Building upon the visual trends observed in the examples, we

summarize practical ranges for interpreting reconstruction quality

using 𝑃𝑆𝑁𝑅, 𝑆𝑆𝐼𝑀 , and 𝐿𝑃𝐼𝑃𝑆 . High-quality reconstructions gener-

ally exhibit 𝑃𝑆𝑁𝑅 above 30 dB, 𝑆𝑆𝐼𝑀 above 0.90, and 𝐿𝑃𝐼𝑃𝑆 below

0.20, reflecting strong consistency in both structure and perceptual

appearance. Very high 𝑃𝑆𝑁𝑅 values exceeding 40 dB typically cor-

respond to reconstructions that are visually indistinguishable from

the original image.

Moderate quality reconstructions fall within 𝑃𝑆𝑁𝑅 = 20–30 dB,

𝑆𝑆𝐼𝑀 = 0.70–0.90, and 𝐿𝑃𝐼𝑃𝑆 = 0.20–0.40, where the images remain

clear and recognizable with visible artifacts. Low-quality recon-

structions lie outside these boundaries, particularly when 𝑃𝑆𝑁𝑅

drops below 20 dB, 𝑆𝑆𝐼𝑀 falls under 0.70, or 𝐿𝑃𝐼𝑃𝑆 rises above

0.50. These conditions produce the heavily distorted outputs visible

in the examples, reflecting significant perceptual and structural

changes. These ranges provide a straightforward way to interpret

reconstruction metrics and demonstrate how numerical values cor-

respond to actual visual quality across common types of distortion.

B Standard Deviation Values of Results
Table 6 shows the standard deviation corresponding to all three

split test datasets of Figure 3 results.

C Theoretical Analysis of Privacy Leakage
We analyzed the𝐶𝑒𝑙𝑒𝑏𝐴-𝐻𝑄 containing 30, 000 images correspond-

ing to 6, 217 unique identities. Using Shannon entropy as a measure

of uncertainty, we first computed the identity entropy𝐻 (𝐼𝐷), which
quantifies the uncertainty of predicting an individual’s identity

without any additional information:

𝐻 (𝐼𝐷) = −
𝐾∑︁
𝑖=1

𝑃 (𝑖𝑑𝑖 ) log2 (𝑃 (𝑖𝑑𝑖 ))

Where 𝐾 = 6, 217 is the number of unique identities, and 𝑃 (𝑖𝑑𝑖 )
is the probability of each identity in the dataset, calculated as the

fraction of images belonging to that identity. For this dataset, the

computed entropy is:

𝐻 (𝐼𝐷) = 12.4723 bits

This relatively high value indicates a considerable level of uncer-

tainty in predicting identities when no other information is avail-

able. Next, we calculated the conditional entropy 𝐻 (𝐼𝐷 | 𝐴𝑡𝑡𝑟 ),
which measures the remaining uncertainty about the identity when

attributes of the images are known:

𝐻 (𝐼𝐷 | 𝐴𝑡𝑡𝑟 ) =
∑︁

𝑎∈𝐴𝑡𝑡𝑟
𝑃 (𝑎)

𝐾∑︁
𝑖=1

𝑃 (𝑖𝑑𝑖 | 𝑎) log2 (𝑃 (𝑖𝑑𝑖 | 𝑎))

Here, 𝐴𝑡𝑡𝑟 represents all unique attribute combinations in the

dataset, and 𝑃 (𝑖𝑑𝑖 | 𝑎) is the probability of identity 𝑖 given attribute

combination 𝑎. Where CelebA-HQ dataset has 40 attributes and

all have binary values. Therefore a total of 2
40

combinations of

attributes are possible. The computed value is:

𝐻 (𝐼𝐷 | 𝐴𝑡𝑡𝑟 ) = 0.5613 bits

This substantial reduction in entropy demonstrates that knowing

the functional attributes of an image greatly reduces uncertainty

about the corresponding identity. Finally, the privacy leakage, de-

fined as the reduction in identity uncertainty due to attribute knowl-

edge, was calculated as:

Leakage = 𝐻 (𝐼𝐷) − 𝐻 (𝐼𝐷 | 𝐴𝑡𝑡𝑟 ) = 11.9119 bits

This corresponds to a privacy leakage percentage of 95.50%,

indicating that functional attributes carry nearly all the informa-

tion necessary to re-identify individuals. These results highlight a

significant privacy risk, even sharing attribute information could

allow an adversary to accurately infer identities, underlining the

importance of privacy-preserving methods in facial datasets.
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