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Abstract

We introduce the first method for change-point detection on en-
crypted time series. Our approach employs the CKKS homomor-
phic encryption scheme to detect shifts in statistical properties (e.g.,
mean, variance, frequency) without ever decrypting the data. Un-
like solutions based on differential privacy, which degrade accuracy
through noise injection, our solution preserves utility comparable
to plaintext baselines. We assess its performance through experi-
ments on both synthetic datasets and real-world time series from
healthcare and network monitoring. Notably, our approach can
process one million points within 3 minutes.
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1 Introduction

The analysis of time series data often requires detecting structural
changes, known as change points, which indicate significant shifts
in the underlying data distribution. The change-point detection
(CPD) problem consists of identifying time indices at which such
shifts occur. This problem has been studied for over seventy years,
dating back to the pioneering work of Page [31]. Since then, CPD
has become a central topic of research across many areas of quanti-
tative and applied science: in econometrics and finance [5, 19, 25],
network monitoring [26, 27], signal processing [10], genetics [11],
climatology [33, 37], quantum optics [34], speech recognition [16],
MRI analysis [4], and healthcare [35]. Across these domains, a
change in the data distribution may indicate the onset of a disease
or a shift in a patient’s condition, a market crash or policy inter-
vention, a sudden variation in climatic patterns, or an anomaly in
network traffic. Accurately detecting such changes is essential both
for retrospective analysis and for real-time decision-making.
Time-series data are often collected by sensors or client devices
and transmitted to external servers or data curators for process-
ing. In many practical scenarios, on-device (local) analysis is either
infeasible or undesirable. For instance, IoT monitoring devices typ-
ically lack permanent storage and are mainly designed to collect,
optionally encrypt, and forward data rather than to run specialized
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analytics such as CPD. Even when feasible, embedding task-specific
logic would reduce their flexibility, as analysts may not know in
advance which time intervals to inspect or which preprocessing
steps to apply. Outsourcing the raw data first and performing the
analysis off-device offers greater versatility and allows multiple
tasks, such as CPD, anomaly detection, or other retrospective anal-
yses, to be executed later. Moreover, many data providers already
rely on cloud-based platforms (e.g., Azure Health Data Services or
Google Healthcare API) for secure storage, regulatory compliance,
or cross-institutional collaboration, making outsourced CPD a nat-
ural fit. Such a setting is also common when data originate from
multiple parties and a third-party curator is required to coordinate
tasks such as timeline alignment, normalization, or data fusion,
which cannot be performed locally.

However, outsourcing raises significant privacy concerns, as the
transmitted time-series data are often highly sensitive. For exam-
ple, medical time series such as ECGs or EEGs contain personal
health information; network traffic traces may reveal private user
behavior or communication patterns; and industrial monitoring
data can expose proprietary system activity. Previous work [18, 38]
addressed privacy-preserving CPD exclusively in the central pri-
vacy model [20], which assumes the data curator to be trusted and
focuses on providing privacy at the moment the computed change-
point index is released to an external party. To do so, they apply
differential privacy (DP) by injecting noise into the CPD mecha-
nism, so that only a noisy version of the result is released. This
limits what a potential adversary can infer about the underlying
time series, at the cost of reduced accuracy.

In many settings, however, the data provider does not trust the
curator, placing the problem in the local privacy model. In this
setting, the client must protect its data before sending it out. To
date, no work has addressed privacy-preserving CPD in the local
model, and this work aims to close this gap. In particular, our goal is
to enable an honest-but-curious curator (or computing server)
to perform CPD on the client’s data without compromising
the privacy of the underlying time series. One option would
be to use local DP, where the client perturbs the raw time-series
values with random noise before sending it to the curator. As we
will show, injecting noise directly at the data level severely degrades
the accuracy of the CPD task, making this approach impractical in
many realistic scenarios (over 30% relative error in the resulting
change-point index for a 10,000-point series with ¢ = 25). To avoid
this limitation, we instead employ fully homomorphic encryption
(FHE), specifically the CKKS scheme [13]. In our solution, the client
encrypts its entire time series and sends only ciphertexts to the
curator. Thanks to the homomorphic properties of CKKS, the server
can then execute the full CPD pipeline directly over encrypted
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data, without ever accessing the underlying values, and return the
encrypted result to the client. In addition to avoiding the accuracy
issues of local DP, this approach also offers a stronger privacy
guarantee, as the curator never sees the data, not even in noisy form.

These improved accuracy and privacy guarantees come at the
cost of a large computational overhead due to the homomorphic
operations. Nonetheless, our choice of FHE over DP is still moti-
vated by the fact that, in many applications, accuracy requirements
tend to outweigh runtime constraints. In clinical monitoring, for
instance, detecting a physiological regime change (e.g., heart-rate)
within a margin of a few seconds can distinguish between early-
stage and late-stage patient deterioration. By contrast, runtime can
tolerate delays, since such analyses are commonly executed offline
or asynchronously with respect to data collection. Similarly, in
network-traffic monitoring, accurately spotting sudden changes in
packet-rate or latency is important to distinguish normal fluctua-
tions from the onset of a DDoS attack or a routing fault. Missing
such a change can delay incident detection or trigger false alarms,
while some computational delay is typically acceptable since analy-
ses often run on buffered or batched traffic.

Our Approach and Contributions. Prior works [18, 38] build their
approaches on classical detection techniques based on the log-
likelihood ratio principle. However, these techniques rely on strong
statistical assumptions that rarely hold in practice:

(1) independence among the data points of the time series, and
(2) prior knowledge of the data distribution before and after the
change point.

To avoid the need for such assumptions, we base our solution on the
detection strategy proposed by Bandt and Pompe [6] and Betken et
al. [9]. This strategy consists of first transforming the time series
into a sequence of ordinal-pattern histograms (i.e., permutations
encoding the relative ordering of observations), reducing the prob-
lem to an easier mean-change detection task, and then applying
standard Cumulative Sum (CUSUM) statistics to solve it on the re-
sulting summaries. Since ordinal patterns provide a non-parametric
description of the time series, they are naturally robust to noisy
observations and outliers, and capture temporal structure without
assuming independence or specific data distributions. As a result,
they are well suited for detecting changes in temporal dependence
(e.g., frequency-related changes), but are inherently insensitive to
changes in marginal properties such as the mean or variance, for
which we implement different transformations.

The main challenge in implementing this CPD strategy under
FHE lies in performing the required computations efficiently, given
both the high cost of homomorphic operations and the large size
of typical time-series data. Our framework builds on recent ad-
vances in encrypted comparison techniques [29], which enable an
efficient homomorphic evaluation of ranking and order-statistics
operations. Our approach proceeds in two steps. First, we homo-
morphically transform the input time series into a sequence of
block-level summaries, implementing different transformations for
detecting changes in mean, variance, and frequency. Second, we
implement the CUSUM statistic under encryption and apply it to
these block-level sequences to localize the change point. We eval-
uate our solution on multiple datasets, including synthetic data
from standard toy models and real-world data from healthcare and
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network monitoring. Notably, our method can process a time series
with 1,000,000 points, detecting mean changes in under two min-
utes and frequency and variance changes in under three minutes,
all while preserving plaintext-level accuracy.

The main contributions of this paper are as follows.

e We present the first solution for secure outsourced CPD on
dependent time series, achieving plaintext-level accuracy
and practical runtime for detecting mean, variance, and fre-
quency shifts under CKKS.

e We introduce new cryptographic building blocks for CKKS,
including an efficient method for partial sums and an im-
proved implementation of the argmax operation.

e We provide a thorough experimental evaluation of our solu-
tion on both synthetic and real-world datasets.

2 Background
2.1 System and Threat Model

The most general system model for CPD computation involves the
following actors:

e one or more data providers,
e a computing server or data curator, and
e aresult recipient.

The ideal functionality is that the data providers send their time-
series data to the computing server, which computes the CPD index
and delivers the result to the recipient. In this work, we focus
on the outsourced-computation setting, hence, with a single data
provider, who also coincides with the result recipient. The data
provider encrypts its time series locally and sends the resulting
ciphertexts to the server, which performs the entire CPD algorithm
homomorphically and returns the encrypted output. Only the data
provider, who holds the secret key, can decrypt the result.

Threat Model. We consider the computing server to be honest-
but-curious, i.e., it follows the protocol but may attempt to extract
information about the data provider’s time series from any interme-
diate computation it observes. In particular, the server is assumed
to have full access to all ciphertexts and to all homomorphic com-
putations performed during CPD, and its goal is to infer statistical
properties, patterns, or individual data values from them. Security
against such an adversary follows directly from the semantic secu-
rity of the encryption scheme. Note that our threat model does not
cover a disclosure of the decrypted result to a third-party recipient.
In that case, central-DP mechanisms can be employed to protect
the released index.

2.2 Time Series and the CPD Problem

A time series (X;);»1 is a sequence of random variables indexed
by discrete time t. A standard approach in time series analysis is
to model the data as a realization of a stationary process, where
the statistical properties such as mean, variance, and autocorrela-
tion do not change over time [12]. Formally, stationarity means
that the joint distribution of (Xy,,..., Xy, ) is the same as that of
(Xty4hs - - -» Xgp+n) for all time shifts h € Z and all index tuples
ty, ..., t. This assumption enables meaningful inference, as obser-
vations from different time intervals can be treated as samples from
the same underlying distribution. However, many real-world time
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(a) Change in mean

(b) Change in variance

(c) Change in frequency

Figure 1: Three common types of change points in time series.

series exhibit stationary behavior only over certain intervals and
undergo structural changes at unknown times. In such cases, the
global stationarity assumption fails, and detecting these change-
points becomes essential for proper modeling and interpretation.
Sometimes changes can be recognized visually (see Figure 1 for
some examples), but in many cases they are too subtle to detect by
eye, or appear in contexts where manual inspection is not feasible.
To automate this task, a variety of methods have been proposed,
most of which rely on a hypothesis-testing formulation.

Related works in the privacy-preserving context [18, 38] for-
malize the change-point detection problem by selecting a trans-
formation i and testing whether its expectation remains constant
over time:

Ho : E[Y(Xe)] = p, Vi

H; : A7 such that E[Y(X;)] # E[¢Y(Xr41)] -
The choice of ¢/ determines the type of change being tested. For
instance, /(x) = x corresponds to changes in mean (location), while

¥(x) = x? corresponds to changes in variance (volatility). In fact, a
classic test for detecting mean shifts is the following:

Ho: Xy =p+e, eiid, Vi
+&, t=1,...,1, .
Hp: X = pi e with p; # .
Ho+ &, t=1+1,...,n

where n is the length of the series.

While the y-formulation is convenient, it only captures specific
aspects of the distribution and ignores the temporal dependence
usually present in time-series data, making it inadequate in real-
istic settings. Hence, in this work we focus on the more general

129

Proceedings on Privacy Enhancing Technologies 2026(2)

(1,2,3) (1,3,2) (3,1,2) (3,2,1)

SN

Figure 2: The six ordinal patterns of order 2 (figure from [9]).
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formulation:
7’{0 : (Xl, .
H,:3re{1,...,n— 1} such that

,Xp) is a stationary process

D
(X1’~-~,XT) * (XT+15‘~-:Xﬂ) .

Our goal is to privately estimate the location of the change point 7
under the alternative hypothesis. To this end, we build upon an algo-
rithm that transforms the time series into a symbolic representation
known as ordinal patterns.

We refer the reader to review papers by Gupta et al. [22] and
Jandhyala et al. [23], and the monographs by Basseville and Niki-
forov [8] and Csorgé and Horvath [17] for comprehensive treat-
ments of change-point theory and methods.

2.3 Ordinal Patterns Representation

To estimate the change-point location under the general formula-
tion, we adopt the approach introduced by Bandt and Pompe [7],
who proposed to encode the dynamics of a time series as a stream
of symbols. These symbols correspond to ordinal patterns, each
describing the relative order of values within a local window of the
series. Formally, let S, denote the set of permutations of {0, 1,...,r}.
Given a real-valued time series (Xj, ..., X,) and an embedding or-
der r > 1, we define the ordinal pattern map

II:R™* — S, (Xt’ e X)) I (1)
where 7 = (m,...,m,) is the permutation that sorts the values
(Xt ..., Xs4r), ie, mj denotes the rank of X;,; within the window.

Sliding the window along the series yields a symbolic sequence of
ordinal patterns.

Example. Consider the time series
{x1,%5,...} ={4.2, 3.1, 5.0, 6.3, 2.9, 7.1, 1.8, 3.7, ...}

with embedding order r = 2, so each ordinal pattern is extracted
from a window of three consecutive values. The first window
(4.2, 3.1, 5.0) is sorted as (3.1, 4.2, 5.0), yielding the ranks (2, 1, 3).
The next window (3.1, 5.0, 6.3) gives (1, 2,3), and so on. Thus, the
time series is transformed into a sequence of rank tuples:

{(2.1,3), (1,2,3), (23,1), (21,3), ...}.
Figure 2 illustrates the six possible ordinal patterns of order r = 2.

This symbolic representation offers multiple advantages: it is
invariant under strictly increasing transformations of the data (such
as rescaling or nonlinear monotonic mappings), and it is robust to
outliers, since the ranks depend only on the relative order of the
values rather than their magnitudes. Moreover, it induces a proba-
bility distribution over S, that captures the dependence structure
of the process. For each & € S,, we define the pattern probability

p(r) =P(O(Xe, ..., Xear) = 7), (2
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which can be estimated from a finite sample via the empirical fre-
quency
1 n-r
pu(m) =~ > LK Xey) = ). 3
=1

This distribution serves as a compact summary of the time series. It
can be shown that under stationarity, p, remains constant over time,
while a change in the underlying data-generating process induces a

shift [9]. This way, CPD in real-valued time series reduces to detect-
ing changes in discrete distributions over the finite alphabet S,..

2.4 Turning Rates and CPD Algorithm

Several statistics can be derived from ordinal patterns to detect dis-
tributional changes. Among these, Bandt [6] introduced the turning
rate, which is based on ordinal patterns of order 2. It is defined as
the total probability mass assigned to the four up-down patterns:

T ={(1,3,2),(3,21),(231),(21,3)}.

The turning rate is then

©)

m=§]ﬂw,

yeT

where p(y) is the pattern probability from (2). Given observa-
tions Xj, ..., Xy, the series is partitioned into n, = [n/m] non-
overlapping blocks of length m, and a separate estimate §;,, is
computed for each block. This produces a sequence of local statis-
tics that reflects how the turning rate evolves over time and can
therefore be analyzed for structural breaks. Concretely, for each
block we compute

m-2

G = > > AT Xoyu X2 =1). )

sij=m(j-1)+i, j=1,...,m.

This reformulates the original stationarity testing problem as a
mean change detection problem on the sequence (§ Jlm);'l=b1' Specifi-
cally, the hypotheses become

Ho :E[Gjm] =1 Vj,
Hy 3" € {1,...,np} s.t.

N Hi,
E[G.m] ={ !
H2,

(6)

j=1...,7,

1 F fo.
j=f*+l,...,nb, K s

To evaluate this mean-change hypothesis, Betken et al. [9] use
the classical CUSUM statistic applied to (§;,m);, which reaches its
maximum absolute value at the mean shift location:

k k ny
D dim - n_b ; 4jm

=

. @)

7" = argmax
k=1

This provides the estimated change point in the block domain,
which can be translated into the original time scale by multiplying
it by the block size, i.e., 7 = m - 7*. We refer to [9] for a rigorous
analysis of the statistical properties of the turning rate estimator,
while Algorithm 1 summarizes the procedure.
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Algorithm 1 Change-Point Detection via Ordinal Patterns

Input: x1,x;, ..., X, time series, m block size
Output: 7 change-point
1: np « [n/m] > Number of blocks

2: for j = 1ton do

3 Gjm <0 > Initialize block statistic
4 fori=1tom—2do
5 s— (-1 -m+i
6: T H(xs, Xs+1> xs+2)
7 if 7 € 7 then
8 Gjim < qjm +1
9: Gjm < Qjm/m
10: for k =1to n, do
[ k vy 4
11: Sk — |Zj:l djm = 3, Zij=1 9jm

12: return 7 < m - argmax; Sk > see Equation 7

2.5 FHE and CKKS

FHE is a cryptographic primitive that allows arbitrary computations
to be performed directly on encrypted data. This enables a client to
outsource computations to untrusted servers without revealing any
information about the underlying plaintexts. CKKS, in particular,
is an FHE scheme introduced by Cheon et al. [13] and designed to
work with vectors of real (floating-point) numbers. CKKS natively
supports three operations on ciphertexts: component-wise addition
(X +Y), component-wise multiplication (X - Y), and vector rotations
(left X < k and right X > k). Throughout the paper, we denote
ciphertexts with uppercase letters (e.g., X is the encryption of x).

Besides vectors, CKKS can also handle matrices, typically by en-
coding them row-by-row. Additions, multiplications, and rotations
can be combined to define operations on matrices. In particular, for
a matrix x encrypted as X:

e SumR(X) sums all rows of x into the first row;
e ReplR(X) replicates the first row across all rows;
e TransR(X) transposes the first row into the first column.

Similar operations are available for the columns, i.e. SumC(X),
ReplC(X), TransC(X). These algorithms can be implemented re-
cursively to improve efficiency, but require padding the input to the
next power of two. Their pseudocode can be found in Appendix A.

Encrypted Ranking and Argmax. Computing the ordinal patterns
(or ranking) IT and the argmax of a vector under homomorphic
encryption is non-trivial, since these operations inherently involve
comparisons (e.g., X > Y), which are extremely expensive under
CKKS. To compute these operations, we build upon the design
of Mazzone et al. [29], which we adapt and optimize to the CPD
setting. The core idea is as follows. Given an input vector x, we first
encode it into the first row of a null matrix X. Two re-encodings
are then produced: one where values are replicated across rows,
Xgr = ReplR(X), and one where they are replicated across columns,
Xc = ReplC(TransR(X)). For example, for x = (x1, x2, x3,x4) We
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obtain
X1 X2 X3 X4 X1 X1 X1 X1
X1 X2 X3 X4 X2 X2 X2 X2
XR = Xc =
X1 X2 X3 X4 X3 X3 X3 X3
X1 X2 X3 X4 X4 X4 X4 X4

A component-wise comparison between Xg and X¢ provides the
result of the comparison of all pairs (x;, x;).

To perform encrypted comparison, we employ the polynomial
approximation of the sign function provided by Cheon et al. [14],
which is also used in [29]. Specifically, we define two polynomials

f(x) = (35x — 35x> + 21x° — 5x7) /2*
g(x) = (4589x — 16577x° + 25614x° — 12860x") /20 .

and compose them a given number of times to obtain cmp(x,y) =
(fdf (g% (x —y)) + 1) /2, where dy,dy are the number of times each
polynomial is composed with itself. These polynomials can be eval-
uated using a proper composition of homomorphic additions and
multiplications. For sufficiently high dy, d;, we have cmp(x,y) ~ 1
if x >y, cmp(x,y) = 0if x < y, and cmp(x,y) = 0.5if x = y.
Applying cmp to xg and x¢ results in a comparison matrix where
each column contains as many entries close to one as the rank
of the corresponding element (up to an offset of 0.5 due to self-
comparisons). Hence, summing the rows and correcting by 0.5
provides the encrypted rank (see Algorithm 2).

Algorithm 2 Rank from [29]

Input: X encryption of x = (x1,...,xN)
Output: R encryption of the ranking of x
: Xg < ReplR(X)

: Xc < ReplC(TransR(X))

: C « cmp(Xg, Xc)

: R« SumR(C) + (0.5,...,0.5)

: return R

[ N

To compute the argmax of N encrypted values, we first compute
their ranking using Algorithm 2. We then apply an indicator func-
tion indy, defined as indy (x) = 1 if x = N, and 0 otherwise. This
function can be implemented as a product of two comparisons. Ap-
plying the indicator function to the output of the ranking algorithm
returns a one-hot encoding of the argmax of the input vector (see
Algorithm 3). In Section 3.3, we describe a more efficient argmax
design that avoids computing the full ranking.

Algorithm 3 Argmax from [29]

Input: X encryption of x = (x1,...,xn)

Output: A encryption of argmax(x) as one-hot encoding
1: R « Rank(X) > see Algorithm 2
2: A il’ldN (R)
3: return A

As a side note, the above algorithms may not behave correctly when
x; = xjfori # j. While Mazzone et al. [29] propose an additional tie-
handling mechanism, we can avoid its cost here, since ties usually
occur with low probability in time-series data.
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3 Secure CPD

We now present our approach for estimating the change point 7 of
a time series under encryption. The approach can be divided into
two steps:

(1) a block-wise summarization of the time series data, which
turns the CPD problem into a mean-shift detection problem,
and

(2) anapplication of the CUSUM statistic to solve the mean-CPD
problem.

The exact summarization function depends on the type of change
we want to detect. Mean and variance are used to detect shifts in
the corresponding properties, while the turning rate statistic is used
for changes in frequency (see Section 2.4). We first describe the
matrix encoding we use for the input data, then we provide a secure
implementation of these three summarization functions and the
CUSUM statistic, and finally we put them together to build CPD
algorithms for detecting changes in mean, variance, and frequency.

3.1 Block-Based Matrix Encoding

Given a time series x = (xi,...,%,) and a block size m for our
summarization function, we define n, = [n/m] to be the number
of blocks of the series. We make the following assumptions on the
block size to simplify the description of the algorithm:

(1) m divides n, ensuring all blocks have the same size, and

(2) mis a power of two, allowing a straightforward application
of the recursive SumR, SumC, RepIR, ReplC, TransR, TransC
algorithms.

Both assumptions can be lifted with minor adjustments to the
algorithms, as discussed in Section 3.4.

A naive implementation of the plaintext algorithms using the
tools from Section 2.5 would result in many nested loops of homo-
morphic operations and a large number of ciphertexts to manage.
As we will see in the following sections, we can significantly reduce
the computational cost by fully exploiting the SIMD capabilities of
CKKS. For this purpose, we represent the time series as a matrix:

X1 X2 Xm
Xm+1 Xm+2 X2m
Xn—m+1 Xn—m+2 Xn

where each row corresponds to a block of m elements. We also
design the summarization functions so that each block’s summary
is stored in the first element of the corresponding row. The CUSUM
computation is then designed accordingly to take as input the first
column of this matrix representation (see Figure 3). The reason
behind this choice will become clear during the description of the
different components.

3.2 Summarization Functions

Implementing efficient block-wise mean and variance is relatively
straightforward, while the ordinal pattern representation is more
challenging.

Mean. Computing the mean of each block can be done efficiently
with a SumC operation, which recursively sums all elements of each
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Change Point

Time Series Summarized Blocks

(One-Hot)
X1 | X2 | X3 S1 0]1]0
Summarize CUSUM — 11
X4 | X5 | X6 S2
X7 | X8 | X9 S3

Figure 3: Schematic representation of our secure CPD
pipeline. Here n = 9, m = 3, and the change point is detected
at the second block.

block into the first column of the matrix, and a scalar multiplication
by 1/m (see Algorithm 4).

Algorithm 4 Mean

Input: X encryption of x = (x1, ..
Output: S encryption of sT = (sq, .
1: § « SumC(X)
2. S — (l/m) .S
3. return S

., Xn), m block size
.+»5n,, )T block-wise mean of x

Variance. Computing the variance is more complex, but it can still
be done efficiently. We recall that for each block Xy 41, -
we need to compute

s X(k+1)m

l m
—) Z (Xkmei = %x)?
i=1

where % is the mean of the given block. First, we compute the
mean as in Algorithm 4 and we replicate it over the columns with
a ReplC. Then, we subtract it from the original time series matrix,
square the result, sum it block-wise with a SumC, and multiply it
by ﬁ (see Algorithm 5).

Algorithm 5 Variance

Input: X encryption of x = (x1,...,x,), m block size

Output: S encryption of sT = (s,...,,,)T block-wise variance
of x

M «— Mean(X, m)

: S 1/(m-1)-SumC((X — M)?)
: return S

> Algorithm 4

Y

Turning Rates. For each block we create a sliding window of size
three and count how many triplets have rank in 7. A straightfor-
ward implementation would consist of mirroring Algorithm 1. For
each block j =1,...,np:

(1) Triplet extraction: extract m—2 triplets of consecutive values
(x4, Xi+1, Xi+2) by applying plaintext bitmasks and cipher-
text rotations that zero out irrelevant entries and isolate
each triplet.

(2) Ordinal pattern computation: compute the ordinal pattern of
each triplet using Algorithm 2, resulting in R; = (14, riy1, Fit2)-
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(3) Pattern membership check: determine whether the pattern
belongs to 7°. This can be done for instance by evaluating

1
M; = = (IR = (1,2,3)[13 + IR = (3,2, D)[15)

which equals one if R; € 7 and zero otherwise, since the
only patterns notin 7~ are (1, 2,3) and (3, 2, 1) (one can easily
verify this by checking all six possible permutations).

(4) Turning rate estimation: the number of matching patterns
is computed by summing all M;; then it is normalized by
the number of triplets, yielding an encrypted estimate of the
turning rate:

Enc(§;m) = Enc(#matches/(m —2)) .

This implementation employs nj, (m—2) ciphertexts and requires
as many Rank operations, making it particularly inefficient. Each
call to Rank uses only 32 = 9 slots, leaving most ciphertext slots
unused (a ciphertext typically has 2! to 2!7 slots). Parallelizing
multiple ranking operations within one ciphertext would be a valid
optimization, but a more efficient approach is possible. To verify
whether a triplet (x;, x11, Xi+2) belongs to 7, we do not actually
need all 9 comparisons x; > x; performed in Rank. It is enough to
check whether the triplet is monotonic, increasing or decreasing,
and declare membership to 7~ otherwise. This happens if and only if

Xi < Xi+1 < Xj+2  Or  Xj > Xj+1 > Xi42 .

Hence, we potentially need only four comparisons instead of nine.
Furthermore, we observe that (x; < xj+1) = 1 — (x; > xi41), and
similarly (xj+1 < Xj42) =1 — (Xi41 > Xi4+2). Hence, membership of
a triplet in 7~ can be verified using only two comparisons:

ci = (x; > Xiy1)s Civ1 = (Xir1 > Xiy2) .

In particular, the triplet (x;, Xjt+1, Xi+2) is not a member of 7 if and
only if either c¢;, cj+1 are both zero or both one. The membership
condition corresponds to the XNOR ¢; ® cir1, which we can write
in arithmetic form as

®)

Finally, we note that the next triplet (xj11, Xit+2, X;+3) requires us
to compute c;+1 = (x;+1 > Xi+2) again, which we can recycle from
the current triplet:

e _ 2
Ci®cip1 = ¢+ Cip1 — 2¢iCi41 = 1= (i + ¢y — 1)° .

(X, Xir1, Xiy2) requires  (x; > Xj11) and (X341 > Xit2)
(Xit1, Xi+2, Xiy3) requires (Xj41 > Xiy2) and (X2 > Xiy3)
(Xiv2, Xis3, Xisxa) requires (Xirz > Xi+3) and  (Xi+3 > Xiga)

Thus, to evaluate all triplets within a block Xg;+41, -
enough to compute all the adjacent comparisons:

o> X(k+1)m> it 1S

(Xkema1 > Xkma2)s -+ o> (X(ks1)ym=1 > X(k1)m) -

This can be done efficiently in one batch by C = cmp(X, X < 1),
which operates on every block concurrently. To determine mem-
bership we proceed as described in Equation 8 by computing

F=1-(C+(C<1)-1)*
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which produces a matrix

ifrk’i €T

1
ki = .
Jei {0 otherwise

where r; = (Xkme+is Xkm+it1> Xkm+i+2). Finally, by summing each
column with SumC we can count the number of triplets in 7~ per
block, resulting in a column vector (qy, ..., qn, )T such that

Gk = ka,i .
i=1

The turning rates are then computed by a plaintext multiplication
by 1/(m — 2). Algorithm 6 summarizes these steps in pseudocode.

Algorithm 6 TurningRates

Input: X encryption of x = (x1, ..., x,), m block size
Output: Q encryption of g7 = (q1,...,qn,)T block-wise turning
rates of x
1 Ce—cmp(X,X < 1)
2 Fe—1-(C+(C<1)-1)?
3 Q « ~L - SumC(F)

4: return Q

> pattern membership
> block-wise turning rate

3.3 CUSUM Statistic

The block-wise summaries are now stored in the first column of a
matrix as sy, . .., S, and we need to compute

k

n
DIPEESY
si—— ) 's;
J J
ny <

Jj=1

©

argmax

There are four main operations we need to consider here:
e the total sum sy := Z;.lﬁl sj,
o the partial sum s}()k) = ZI;:I sj for each k,
o the absolute value, and
o the argmax computation.

We address each operation as follows.

Total Sum. Computing the total sum s7 is straightforward. Since the
s; are stored as elements of the first column, it is enough to execute
a SumR and the resulting st will end up in the top-left entry of the
matrix. In preparation to the argmax computation over k elements,
we replicate st across the first row using a ReplC operation, and
then multiply element-wise by the plaintext vector

1 2 np
nb’nb’.“’nb

to scale it according to Equation 9.

Partial Sums. Computing the partial sum s;,k) for each k is more
challenging. A naive solution would compute each sl(gk) individu-
ally by masking all elements but the first k and summing them
with a SumC, but this approach would split the operations over ny,
ciphertexts. Instead, we can process all the partial sums in one go.

(1) First, we replicate the input column vector over all columns
using ReplC.
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(2) We then multiply the resulting matrix by an upper-triangular
bitmask T = (t;;), where t;; = 1if j > i and 0 otherwise.
This mask ensures that the first column contains only s;, the
second column contains s; and sz, and in general the k-th
column contains sy, . . ., Sg.

(3) Finally, a SumR aggregates the elements in each column,

1) ()
P

resulting in the vector of partial sums (s 2Sp s s}(,"b))

in the first row of the matrix.

Absolute Value. The absolute value is not a polynomial function,
hence it is not straightforward to implement under CKKS. The
usual way is to compute it as |s| = Vs2, using an iterative method
to approximate the square root [15]. Fortunately, we do not need
to compute the absolute values explicitly. Since argmax; |sx| =
argmax; SIZC, we can square the values instead and compare them
directly, avoiding the expensive square root approximation.

Argmax. The argmax can be computed using the approach described
in Section 2.5 (see Algorithm 3). This involves computing the com-
parison matrix (s; > s;) for all i, j, summing over the rows to
obtain the rankings, and applying an indicator function to select
the desired rank. However, in cases where we are specifically inter-
ested in the argmax, we can significantly improve this approach.
We observe that the column of the comparison matrix correspond-
ing to the maximum entry contains only ones (and a 0.5 on the
diagonal), while all other columns contain at least one zero. This
means that instead of computing a full ranking and applying an
expensive indicator function, we can directly isolate the argmax po-
sition by multiplying all values across the rows, that is computing a
product down each column. Only the column corresponding to the
maximum will result in a non-zero product, producing a one-hot
encoding of the argmax.

This method allows us to replace the indicator function with a
much cheaper recursive multiplication over rows, requiring only a
logarithmic number of homomorphic rotations and multiplications
(think of it as the multiplicative variant of SumR). To give a practical
idea of the speed-up, consider the case of n, = 256. In our experi-
ments, the cmp operation costs around v = p = 25 multiplications
(v) and circuit depth (p). Hence, the baseline method (comparison
followed by ind) requires 2v + 1 = 51 extra multiplications and
p + 1 =26 extra circuit depth, for a total of 76 multiplications and
51 circuit depth. On the other hand, our optimized method only
adds log, (n) = 8 multiplications and depth on top of the compari-
son, for a total of 33 multiplications and circuit depth, resulting in
a reduction of ~57% in the number of multiplications and ~35% in
circuit depth.

We put these four operations together in Algorithm 7 to compute
the CUSUM statistic provided in Equation 9 under encryption.

3.4 CPD Algorithms

We now combine the summarization algorithms with the CUSUM
statistic to build our full CPD pipeline. Depending on the type of
change to detect (mean, variance, or frequency) we use the appro-
priate summarization function:

e mean: uses block-wise mean (see Algorithm 4),
e variance: uses block-wise variance (see Algorithm 5),
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Algorithm 7 CUSUM

Input: S encryption of sT = (s1,...,8,,)7
Output: C encryption of a one-hot encoding of the change-point
location 7 (block-wise)
Partial and total sums
1: St < ReplC(SumR(S))
2: Sp < SumR(ReplC(S) - triu(1))
> triu(1) is the upper-triangular binary mask
3 U« (Sp—(1/np, 2/np,...,np/np) - ST)Z
Our revised argmax
4: Ug < RepIR(U)
5: Uc « ReplC(TransR(U))
6: C = cmp(Ug, Uc) + diag(0.5)
> diag(0.5) is the diagonal matrix with 0.5 entries
7. fori=0,...,logn, —1do
8: C—C-(Cxm-2Y)
9: return C

o frequency: uses block-wise turning rate distribution (see
Algorithm 6).

The output summary is then processed with the encrypted CUSUM
algorithm (Algorithm 7) to obtain the final result. See Algorithm 8
for the complete pseudocode of the encrypted CPD pipeline. Note
that the resulting change-point index c;, is expressed in block units.
To recover the index in the original time series, it must be scaled
by the block size: ¢ = ¢}, - m.

Algorithm 8 CPD

Input: X encryption of x = (x3,...,xy,), m block size, t change
type (mean, variance, frequency)

Output: C encryption of a one-hot encoding of the change-point
location 7 (block-wise)

1: if ¢t = mean then

2 Q « Mean(X) > see Algorithm 4
3. else if t = variance then

4: Q « Variance(X) > see Algorithm 5
5. else if t = frequency then

6 Q « TurningRates(X) > see Algorithm 6

7. C « CUSUM(Q)
8: return C

> see Algorithm 7

Two technical details still need to be addressed though: the normal-
ization bounds for approximate comparisons, and the support for
general values of m (lifting the assumptions we made in Section 3.1).

Normalizing Input of cmp. The homomorphic evaluation of cmp
relies on a polynomial approximation of the sign function, approxi-
mated in the interval [—1, 1]. Hence, to make this work correctly,
we need to ensure that all inputs passed to the cmp function are nor-
malized in [0, 1]. Since the cost of evaluating the cmp depends on
the precision of the approximation, obtaining the tightest possible
bounds on its inputs is important for efficiency.

There are two cmp operations in our algorithm: one in the turn-
ing rate computation and one in the CUSUM algorithm. The first
cmp is fine as it is directly applied to the input data, which we can
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simply normalize to [0, 1] under the (mild) assumption that upper
and lower bounds of the series are known (e.g., heart rate between
0 and 600 bpm, EEG between -200 and +200uV). The second one
(CUSUM) is more challenging. In this case, the input to the cmp are
the values

k k ny
Z S ,Z::‘ Sj

=

fork=1,...,np .

We are providing some bounds on A := Z’;zl sj— % 27:”1 s;. First,
as the time series values x; are assumed to be normalized in [0, 1],
then the s; must also be in [0, 1]:
e for the mean, this is trivial;
o for the variance, you can actually see that s; € [0,1/4];
e for the turning rates, s; is the number of triplets in 7~ divided
by the number of total triplets, hence again s; € [0, 1].

(k)

P
k
np

Since s7 > s, ’, we have that

_ o _ K ® _ Kk w_m
Ak—sP —n—bsTSsP —n—bsP =sp (1—
As sj € [0,1], we have that s;,k) < k, and thus
k k?
Aksk(l——):k—— A
ny np
The right hand side attains maximum at k = ny/2, hence
o (p/2)° _nmy mp _mp
ny 2 4 4

Now, for the lower bound, we can rewrite —Ay as:

np k k np
_Ak:nﬁb_ sj—Zsjz(%—l)Zsj+n£ Z Sj .

=t = j=1 jok+

Ap <

Since s; € [0,1] and k < np, we have that (% - 1) Zle sjisa

negative term and % Z;li 1

maximized when s; = 0 for j < k and s; = 1 for j > k. So,

sj is a positive term. Hence, —A is

k np 2

k k k k
—Aks(——1)§ 0+ — E 1=—(ny—k)=k-— .

np = et np np

Following the same argument as above, we have that —Ay < ny /4.
Putting everything together leads to |Ag| < n;/4, which provides a
bound we can use to normalize Ay before the argmax is computed.

Handling Blocks of General Sizes. In Section 3.1 we assumed that the
block size m divides the total data length n and is a power of two.If m
does not divide n, then the last block has length m’ < m. In this case,
the series is padded with m —m’ zeros, and the summarization func-
tions require some minor adjustments. For mean and variance, the
normalization by m becomes a multiplication by (%, e #, #
For turning rates, a masking is applied to F to mask out the first
m’ — 2 elements in the last row; and similarly, the normalization
step becomes a multiplication by (-1,..., =15, —=)T.

If m is not a power of two, the straightforward solution is to pad
each row of the matrix with zeros until a power of two is reached
and then adopting similar corrections as above on all rows. Al-
though, this way we might end up with up to 50% of unused slots.

To avoid this, all recursive operations on matrices SumR, SumC,
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ReplIR, ReplC, TransR, TransC can be easily adapted to work recur-
sively on input sizes that are not power of two, using appropriate
branching, with their cost going from [log(m)] to 2|log(m)]. See
for instance Section 3.1 and Appendix B of [28].

4 Experimental Evaluation

We evaluate our encrypted CPD approach on both synthetic and
real-world time series, reporting runtime, memory, and accuracy.

4.1 Experimental Setup

We use the CKKS implementation from the OpenFHE library [1],!
with a scaling factor ranging between 44 and 50 bits. The ring
dimension is set to 2'7, and all parameters are chosen in accordance
with the Homomorphic Encryption Standard to guarantee 128-bit
security [2, 3]. Our implementation is publicly available at https:
//github.com/FedericoMazzone/secure-change-point-detection. To
compute ranking and argmax, we employ the f, g approximation of
the sign function described in Section 2.5, with composition degrees
dr = 2 and dy = 4. Since the multiplicative depth of our circuit is
bounded by 65, bootstrapping is not required, and CKKS is used as
a leveled scheme. Following Betken et al. [9], we set the block size
to m = [v/n]. All experiments are executed on a Linux machine
equipped with an AMD EPYC 7763 64-Core Processor running at
2.45GHz, and 512 GB of RAM.

4.2 Synthetic Data

To evaluate our method under controlled conditions, we use syn-
thetic data in which a change point is explicitly introduced. Given
a length n and a distribution Dist, we generate a series (X, ..., Xy)
with a change point at 7 as follows.

Mean Shift. Given pi; # pp and o = 07 = 03:
X; ~ Dist(uy, crz) for t=1,...,7
X,~Dist(y2,az) for t=7+1,...,n
Variance Shift. Given i = i = pip and 07 # 03:
X; ~ Dist(p, 012) for t=1,...,7
Xt~Dist(y,022) for t=7+1,...,n

Frequency Shift. Given y, o, and ¢; # ¢, we simulate data from an
autoregressive process of order one (AR(1)):

Xy =1 Xeo1 + &,
X = ¢oXi 1 + &,

for t=1,...,7

for t=7+1,...,n

where ¢, ~ Dist(y, %) forms a sequence of mutually uncorrelated
variables (&;);, the parameters ¢y, ¢, € (—1,1) control the strength
of the temporal dependence, and Xj is fixed.

In our experiments, the change point is placed at r = [n/2],
Dist is selected from Gaussian, Uniform, Laplace, and Student-¢
distributions, and the AR(1) parameters are set to ¢; = 0.3 and
¢2 =0.7.

Ihttps://github.com/openfheorg/openfhe-development
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4.3 Real-World Data

We showcase the practical applicability of our approach on three
real-world datasets. They all contain frequency shifts, which repre-
sent the most common type of change-points observed in practice.

Sleep Phase Change Detection in EEG. Electroencephalogram (EEG)
signals measure brain activity and are widely used in sleep stud-
ies to identify transitions between sleep stages. These transitions
are typically reflected by changes in the signal frequency. For our
evaluation, we use data from the CAP Sleep Database by Terzano
et al. [36], available through PhysioBank.? Following Bandt [6],
we consider the overnight recording of subject 5 from the C4-P4
channel. The extracted series contains 60,000 samples (about four
minutes at 256 Hz) and is annotated with expert-provided sleep
stage labels, which we use as ground truth.

Heartbeat Interval Time Series. Inter-beat interval (IBI) signals mea-
sure the time between successive heartbeats and are commonly
used as a non-invasive proxy for autonomic nervous system activity.
For our assessment, we use data from the Meditation Task Force
dataset [32], available via PhysioNet.> During meditation, changes
in the IBI series indicate shifts in heart rate frequency, linked to
transitions in relaxation and stress levels. Specifically, we analyze a
one-hour meditation recording from a single subject, which yields
an IBI time series of length 8,083.

Network Traffic Anomaly Detection. Network flow time series are
widely used to detect unusual activity patterns in communication
networks. For our experiments, we use the CESNET-TimeSeries24
dataset [24], a large-scale collection of time series extracted from IP
flow records in the CESNET3 academic ISP network.? The dataset
comprises 40 weeks of monitoring over more than 275,000 IP ad-
dresses and includes volumetric, ratio-based, and temporal statistics
(e.g., number of bytes, packets, unique destination IPs, average flow
duration). Changes in frequency in these series correspond to anom-
alies in traffic behavior. We employ the per-IP time series of the
inbound-to-outbound packet ratio (dir_ratio_packets), aggregated
over 10-minute intervals, yielding sequences of 40,298 time points.

4.4 Empirical Results

Runtime. In Figure 4, we report the runtime of our solution on
synthetic data with changes in mean, variance, and frequency, for
time series of increasing length (from 1,000 to 1,000,000 points).
The reported values are averages over 4 runs, using a Gaussian dis-
tribution NV(0, 1) as base. We generate the three types of changes
by shifting the mean to 1, increasing the variance to 2, and setting
¢1 =0.3, §, = 0.7 for the frequency change. As expected, frequency
detection takes longer than mean and variance detection, since
computing the turning rate statistic requires an additional compar-
ison, which is the bottleneck of our method. Specifically, detecting
changes in mean requires between 37.91s and 101.52s, variance
detection between 44.05s and 136.20s, and frequency detection be-
tween 69.38s and 179.66s. Overall, the runtime seems to increase
logarithmically with the data size, as expected by the logarithmic
scaling of the matrix operations in CKKS.

Zhttps://physionet.org/content/capslpdb/1.0.0/
Shttps://physionet.org/physiobank/database/meditation/data/
“https://zenodo.org/records/ 13382427
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Table 1: Total and per-component runtime, communication size, and memory consumption of our approach on synthetic data.

Client Server
Type Length | Encryption (s) Comm. (GB) | Turn. Rates (s) Partial Sums (s) Argmax (s) Total(s) Memory (GB)
mean 1,000 0.51 0.1 - 8.22 20.29 37.91 8.6
mean 10,000 0.55 0.1 - 11.70 24.34 48.54 11.3
mean 100,000 3.01 0.3 - 15.47 35.06 68.99 16.1
mean 1,000,000 10.69 1.3 - 16.52 56.98 101.52 31.6
variance 1,000 0.52 0.1 - 7.16 19.87 44.05 8.7
variance 10,000 0.56 0.1 - 10.83 22.81 57.17 11.3
variance 100,000 2.98 0.3 - 14.78 31.37 82.67 16.4
variance 1,000,000 11.17 14 - 16.66 53.35 136.20 32.3
frequency 1,000 0.85 0.1 38.16 6.09 20.34 69.38 13.2
frequency 10,000 0.86 0.1 40.11 8.63 23.54 78.27 17.4
frequency 100,000 4.92 0.5 54.67 11.69 32.95 107.16 25.6
frequency 1,000,000 17.46 2.2 108.80 12.70 51.20 179.66 48.9

—A— Mean-shift —— Variance-shift —6— Frequency-shift

Runtime (s)

|
1,000,000

| | |
400,000 600,000 800,000

Series length n

|
0 200,000

Figure 4: Runtime of our approach for increasing time series
length.

Table 2: Performance of plaintext frequency-change detec-
tion.

Length Runtime (s) Memory (MB)

1,000 0.013 0.026
10,000 0.018 0.292
100,000 0.152 2.491
1,000,000 1.551 24.467

The runtime provided in Figure 4 refers to the total processing
time of the encrypted time series on the server-side. For a runtime
breakdown and memory cost, we refer to Table 1, where we also
include the encryption costs on the client-side. We note that the
client’s encryption time and ciphertext size scale linearly with the
number of data points, with the time ranging from 0.5-0.9s for 1,000
points to 10.7-17.5s for 1,000,000 points, and the ciphertext size go-
ing up to 2.2GB. In practice, the encrypted data would be streamed
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in ~0.1GB ciphertext chunks, without waiting for all points to be
collected. Table 2 reports the runtime and memory consumption of
the plaintext baseline for frequency-change detection, which shows
that the homomorphic-encryption layer adds between two and
three orders of magnitude of runtime overhead and between three
and six orders of magnitude of memory overhead to the underlying
algorithm.

Ablation Study. To assess how the individual components of
our approach improve over their naive implementations or exist-
ing solutions, we consider a time series with 10,000 points over
which we want to perform frequency-shift detection. These points
are encrypted into one ciphertext as 100 blocks of 100 elements
each. Starting with the turning rates computation, our Algorithm 6
performs 1 SIMD comparison, [log, 100] + 2 = 9 homomorphic
rotations, and 2 homomorphic multiplications, leading to a runtime
of 40.11s, with the comparison being the bottleneck of the compu-
tation (>90% of the cost). On the other hand, the naive approach
described in Section 3.2 would extract each triplet of each block and
process it separately, requiring 9800 SIMD comparisons (one for
each triplet ranking), in addition to other relatively smaller costs, for
an estimated runtime of ~100.45h. Improving on the naive strategy,
one could pack multiple ranking computations in the same cipher-
text, requiring in this case 2 SIMD comparisons, 4[log, 100]+4 = 32
rotations, and 3 multiplications, for a cost of 86.85s (thus, a 2.17x
speed-up for our design). The actual cost to integrate this method
in the overall CPD pipeline would be higher, as the output encoding
would not match what we need for computing the CUSUM statistic
(see Section 3.1).

As for the partial sums, our method (line 2 of Algorithm 7) re-
quires 2[log, 1007 = 14 rotations and 1 multiplication, leading to a
runtime of 8.63s. On the other hand, the naive solution described
in Section 3.3 would require 99 multiplications to mask out each
non-trivial sub-vector, [log, 100] rotations for each partial sum,
hence 700 in total, resulting in a runtime of ~460s (thus, a 53.3x
speed-up for our design). Lastly, as already discussed in Section 3.3,
our argmax design improves over the one by Mazzone et al. [29],
more than halving the number of homomorphic multiplications
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Table 3: Accuracy of our approach on synthetic data with n = 40,000 on different distributions.

Ground-Truth  Our Approach (rel. error) Plaintext Baseline (rel. error)

Change Type Distributional change

mean N(0,1) to N(1,1) 20,000
mean U0,1) to U(1,1) 20,000
variance N(0,1) to N (0, 2) 20,000
variance U(0,1) to U(0,2) 20,000
frequency N(0,1) with ¢ =0.3 — 0.7 20,000
frequency Lap(0,4) with ¢ =0.3 — 0.7 20,000
frequency ts with ¢ = 0.3 — 0.7 20,000

20,000 (0.00%)
20,000 (0.00%)
20,000 (0.00%)
20,000 (0.00%)
20,000 (0.00%)
20,000 (0.00%)
20,000 (0.00%)

20,000 (0.00%)
20,000 (0.00%)
20,000 (0.00%)
20,000 (0.00%)
20,000 (0.00%)
20,000 (0.00%)
20,000 (0.00%)

Table 4: Performance of our approach on real-world datasets for detecting frequency changes.

Dataset Runtime (s) Ground-Truth Our Approach (rel. error) Plaintext Baseline (rel. error)
EEG 91.19 46,500 46,360 (0.30%) 46,604 (0.22%)
Meditation 78.93 4,049 4,005 (1.09%) 4,005 (1.09%)
Network 89.19 23,752 23,800 (0.20%) 23,800 (0.20%)

(from 76 to 33), and leading to a runtime reduction from 54.16s to
23.54s (2.30x speed-up).

Accuracy. We evaluate the accuracy of our method against both
the ground truth and the plaintext baseline. The detection error
is measured using the relative error, defined as the normalized
deviation of the estimated change point 7 from the true change
point 7:

error := |7 — 1| /1. (10)

On synthetic data, our approach matches the plaintext baseline
exactly across different types of distributional changes, as shown in
Table 3 for n = 40,000. For short synthetic time series, a small rela-
tive error is introduced due to the limited number of samples. How-
ever, both the plaintext baseline and our approach produce identical
estimates and therefore the same relative error. This behavior is a
limitation of the statistical method and not of the encrypted com-
putation. When applied to real-world data, our approach achieves
accuracy comparable to the plaintext baseline, with only a small
deviation from the ground truth (Table 4). Overall, the relative error
remains minimal, typically within one percentage point, and may
partly reflect uncertainty in the human-annotated ground-truth
labels. Figure 6 illustrates representative real-world time series to-
gether with the corresponding turning rate, CUSUM statistic, and
detected change point.

4.5 Comparison with DP-Based Solutions

The only privacy-preserving CPD solutions available in the litera-
ture [18, 38] work in the central DP model, where the raw data are
accessible to a trusted curator that applies a randomized algorithm
to produce a privacy-preserving output. In contrast, our solution
operates entirely on encrypted data without requiring access to
plaintext or any trusted server. This is closer to the local DP model,
where the data curator applies noise to the data before outsourcing
it to a (non-trusted) computing server. These two paradigms are
fundamentally different, both in terms of trust assumptions and
privacy guarantees, making a direct comparison meaningless. To
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Figure 5: Relative error of the local-DP approach on four
AR(1) series. The shaded areas show +2 SEM around the mean
relative error. The horizontal dashed lines indicate the rela-
tive error of our approach as a baseline.

compare our approach against DP, we opted for implementing a
simple local-DP solution ourselves.

Comparison with Local-DP. Our local-DP solution operates by adding
calibrated noise to a clipped version of the time series before apply-
ing a standard CUSUM procedure. The resulting privacy guarantees
follow from the post-processing property of DP. For a more detailed
description, we refer to Appendix B. We assess our approach against
the local-DP solution on the AR(1) synthetic data, and report the
results in Figure 5. The parameter § is set to 1/n? as commonly done
in DP applications, and the error is computed via Equation 10 and
averaged over a large number of experiments (N) to account for its
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Figure 6: Real-world time-series data with the detected
change point (vertical dashed line).
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high variability. For the clipping bound, we set M = 1, which em-
pirically provides a reasonable trade-off between input information
loss due to clipping and an overly large sensitivity. The runtime and
memory performance of the local-DP solution are of the same order
of magnitude as the plaintext baseline, with client runtime being
0.1-9.3ms, server runtime going from 3.7ms to 1.54s, and memory
usage upper bounded by ~40MB on both sides. However, the accu-
racy degrades significantly as ¢ decreases, with relative error going
below 20% only for ¢ > 13 (for 1,000,000 points), making local-DP
impractical in scenarios where accuracy is required.

Central DP. We also include an empirical evaluation of [18] and [38].
These experiments, detailed in Appendix C, are meant to provide
an indicative sense of the accuracy trade-offs under central DP
guarantees and are only presented for completeness.

It is important to note that both these algorithms assume that the
data consists of independent observations and that the distributions
before and after the change point are known in advance. For this
reason, evaluations are performed on synthetic data designed to
satisfy these assumptions. As remarked throughout our work, in
real-world applications, time series exhibit temporal dependence,
and pre- and post-change distributions are typically unknown and
must be estimated. Even when independence approximately holds,
estimating the distributions introduces additional statistical noise
and model misspecification.

It is also worth noting that the local DP mechanism we consider
introduces noise proportional to 1/4/¢, which is substantially larger
than the 1/¢ noise scale required under central DP mechanisms.
This discrepancy arises because, in our setting, privacy is enforced
directly on the raw time series (effectively privatizing the identity
function), and noise must be added to each individual data point.
The total privacy noise thus accumulates over time, degrading the
overall utility. In contrast, central DP schemes typically add noise
only to aggregate statistics (e.g., means or sums), allowing for much
lower noise magnitudes while still satisfying the same (¢, §)-DP
guarantees.

5 Conclusion

In this paper, we presented the first fully encrypted pipeline for
change-point detection under homomorphic encryption. Our so-
lution combines ordinal-pattern-based estimators with recent ad-
vances in encrypted comparison, enabling the detection of struc-
tural changes in sensitive time series with plaintext-level accuracy
and without exposing the underlying data. This establishes, for the
first time, the feasibility of CPD in cryptographically private set-
tings, a direction that had remained unexplored despite the central
role of CPD in statistics.

As future work, our framework points to a general methodology
for outsourced statistical analysis of time series via ordinal patterns.
In this direction, it will be possible to incorporate more refined
statistics, such as permutation entropy or other complexity-based
measures, into the encrypted domain. A particularly challenging
but promising extension is the treatment of multiple change points,
which remains difficult even in the plaintext setting.

Finally, this work assumes operation under the alternative hy-
pothesis, i.e., that a change point is known to exist. Extending our
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approach to support full hypothesis testing under encryption, in-
cluding the null hypothesis of no change, would require securely
estimating decision thresholds or p-values, and represents an im-
portant open problem. Addressing this challenge would further
broaden the applicability of encrypted CPD to real-world scenarios
where the presence of structural changes is not guaranteed.
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A Encrypted Matrix Operations

Here we provide some well-known algorithms for performing op-
erations on encrypted square matrices of size N, which must be a
power of two.

Algorithm 9 SumR

Input: X encryption of a square matrix of size N.
Output: X encryption of a row vector.

1: fori=0,...,logN —-1do

2 XX+ (X<N-2)

3 X — X - (1N || oN(N-1)

4: return X

Algorithm 10 SumC

Input: X encryption of a square matrix of size N.
Output: X encryption of a column vector.

1: fori=0,...,logN —-1do

2 X« X+ (X <2

3 X — X (1] oN-HYN

4: return X

Algorithm 11 RepIR

Input: X encryption of a row vector of size N.
Output: X encryption of a square matrix.

1: fori=0,...,logN —1do

2 X« X+(X>N-2)

3: return X

Algorithm 12 ReplC

Input: X encryption of a column vector of size N.
Output: X encryption of a square matrix.

1: fori=0,...,logN —-1do

2 XX+ (X>»2)

3: return X
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Algorithm 13 TransR

Input: X encryption of a vector x encoded as a row.
Output: X encryption of the vector x encoded as a column.
1: fori=1,...,[logN] do
2 XX+ (X>NN-1)/2)
3 X« X- (1] ON-H)N
4 return X

Algorithm 14 TransC

Input: X encryption of a vector x encoded as a column.
Output: X encryption of the vector x encoded as a row.
i: fori=1,...,[logN] do
2 X X+ (X < N(N-1)/2)
3 X — X - (1N || oNIN-1))
4 return X

B Differential Privacy Background

We first report the standard definition of (¢, §)-Differential Privacy,
and Rényi Differential Privacy (RDP), which generalizes standard
DP and is particularly useful for analyzing the privacy properties
of mechanisms involving the composition of multiple queries. For
a more comprehensive discussion on these concepts, we refer to
Mironov (2017) [30] and Dwork and Roth (2014) [21].

Definition B.1. Let ¢ > 0 and § > 0. A randomized mechanism
A Z" — R satisfies (¢, §)-Differential Privacy (DP) if, for all
adjacent datasets Sy, S, € Z" (i.e., differing by at most one element)
and for all measurable subsets S C R, we have

P[A(S1) € 8] < eP[A(S;) € S] + 6.

The parameter ¢ controls the privacy loss, with smaller values
ensuring stronger privacy guarantees, while § accounts for the
probability of violating pure e-DP.

Next, the Rényi Differential Privacy is a relaxation of (¢, §)-DP
based on Rényi divergence, which facilitates tighter privacy ac-
counting, especially under composition.

Definition B.2. For two probability distributions f and g sup-
ported over R, the Rényi divergence of order f > 1 is defined

as
(f(x) )ﬁ

Dy(flg) = e

log Exg

1
p-1
Definition B.3. (f, ¢)-Rényi Differential Privacy (RDP). A ran-

domized mechanism A : Z" — R is said to be e-Rényi differen-
tially private of order § (denoted as (f, €)-RDP) if

sup Dg (A(S)[|A(S2)) < e.

$1~S2

(11)

Properties of Rényi Differential Privacy
We conclude this section by summarizing three fundamental
properties of RDP [30]:
(1) Post-processing: If A is (f, €)-RDP and g is a randomized
mapping, then g o A is also (f, €)-RDP.
(2) Adaptive Composition: If A; : Z" — Xj is (B, 1)-RDP,
and A : X1 X Z" — X, is (f, £2)-RDP, then the combined
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mechanism

(AL(), A(AL(), 7))
satisfies (f, &; + €2)-RDP.
(3) From RDP to DP: If A is (f, ¢)-RDP, then it satisfies
1
¢y 108070 A
f-1
forany 0 < § < 1.

B.1 Releasing Time Series

Assumption Let X; admit a probability density f € C2(R)NL*(R),
i.e. f is continuous, bounded, and compactly supported.

As a consequence, X; is almost surely bounded, meaning there
exists M > 0 such that

P(|X:] < M) =1.

Hence, the support of the data vector X := (Xj,...,X,) is given by
Z" =[-M M]".

Note that Assumption 1 is an analogous of the truncation condition

imposed by Zhang et al (Section 2.1 in [38]).

Definition B.4 (Additive Gaussian mechanism). For o > 0, let
(e j);’:l be i.i.d. N(0,0?) random variables. We define the mecha-
nism A : Z" — R" by

AX) =X +e¢ (12)
ep)and 1 =(1,...,

where € = (¢y,..., 1)T. In particular, each coor-

dinate satisfies

(AX))i ~ N(Xi, 0%,

independently across i.

ProPOSITION B.5 (GAUssIAN RDP, EQUAL VARIANCES). Let ff > 1
and P = N(p1,0%), Q = N (2, 0%). Then
B 2
Dg(P =——(y - .
p(PUQ) = 5 i = )

COROLLARY B.6 (RDP oF A). For neighboring datasets X, X' dif-
fering only at index k, the mechanism (12) satisfies

DA | AGK) = L (06— X))

Since | X — X | < 2M, we obtain the uniform bound

, 28M?
Dp(AX) | AX)) = —5—-
Proor. For two neighboring datasets X, X’ that differ only in
the k-th entry, it follows that
Dﬁ(ﬂ(X)Ilﬂ(X'))

10 E 2 —H N (X, %)
,B 8 Bxi~ N (Xi,02) T, N(X/ 02)
N (X, %)
= ,3 1 logExk~N(Xk,o‘2) (N(XI,O'Z)

=D (AN (AE))) -
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THEOREM B.7 ((¢,6)-DP GUARANTEE). For any § € (0,1), the
mechanism A defined in (12) is (e, §)-differentially private with
A2 \2A :
£ = ZT.'Z + T log(s), (13)
where A := supy_x | X —
In particular,

X{| < 2M denotes the global £,-sensitivity.

2M2 2v2M
< _Z+ p lOg(%)

(o

£

Proor. From Corollary B.6, the mechanism is (f, erpp(f3))-RDP

with
2

A
exop(B) = 2
The standard RDP-to-DP conversion gives, for any f > 1,

log(1/6
¢ =epop(f) + 05( /1)
Optimizi . . *x _ 20° log(l/&)
ptimizing in § yields f* = 1 + | =—5~=, which implies the
stated bound. o

CoROLLARY B.8. Let (X;)i=1,..n be a time series satisfying As-
sumption 1. For any ¢ > 0 and any é € (0,1), the mechanism A
defined in (12) withopp = \/§£M (\/log(1/5)+\/log(1/5) +¢) is (& 6)-
differentially private .

Proor. Let L :=log(1/6). Solving ¢ = A?/(202) + (V2 A/o)VL
for o gives
A
=— (VL+VL+¢)
V2e
With A = 2M yields opp as stated in the Corollary. O

B.2 Local DP-CPD

Corollary B.8 specifies the amount of noise required for the mecha-
nism A to satisfy (¢, §)-differential privacy. This guarantee holds
under Assumption 1, which imposes bounded sensitivity on the
input time series. When this assumption is not fulfilled—i.e., when
the time series may contain unbounded or heavy-tailed values—it
is sufficient to apply a componentwise Huber-type clipping trans-
formation:

Xy, if|X| <M,

Pm(Xe) =M,  if X, > M,
M, ifX; <-M,

for some truncation level M > 0.

We then define the transformed process Y; = ¢p(X;), and apply a
CUSUM-type statistic to {Y; }. Since differential privacy is preserved
under post-processing, the overall procedure remains (¢, §)-DP.
That is, if an algorithm is (¢, §)-DP, then any deterministic function
applied to its output also satisfies (¢, §)-DP, see [21].

C Central DP CPD simulations

This section reports results for Algorithm 3 of Zhang et al. [38]
and Algorithm 1 of [18]. We evaluate both methods on synthetic
time series with a single change in the data-generating distribution.
For a series of length n and a fixed fraction 7 € (0,1), the true



Proceedings on Privacy Enhancing Technologies 2026(2)

change-point is 7 = |7n], and the observations are independent
with a distributional break at z:

Xt~N(,ul,crlz) for t=1,...,1
X; ~Lap(pg, 00) for t=7+1,...,n

where the post-change Laplace law is parameterized so that o,
denotes its standard deviation (equivalently, scale b = 0,/ V2).

Following the protocol of Section 4.5, for each setting we simulate
N independent series {Xt(i) }i;» apply both methods, and record
the estimated change k@ Performance is summarized by the mean
absolute relative error. All remaining experimental choices (privacy
calibration, grids over &, etc.) match Section 4.5.

We report the accuracy of both methods in the case of change of
variance in Figure 7, and in the case of change of both mean and
variance in Figure 8.

—A— Cummings et al. Alg. 1, Ts=5000, 7=0.5
- ©- Cummings et al. Alg. 1, Ts=10000, 7=0.5
—+— Zhang et al. Alg. 3, Ts=5000, 7=0.5

- M- Zhang et al. Alg. 3, Ts=10000, 7=0.5

Relative Error

1 2 3 4 5
Privacy Budget (¢)

Figure 7: Change of variance: o1 # 0, and p; = pi.
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—A— Cummings et al. Alg. 1, Ts=5000, 7=0.5
- ©- Cummings et al. Alg. 1, Ts=10000, r=0.5
—+— Zhang et al. Alg. 3, Ts=5000, 7 = 0.5

- M- Zhang et al. Alg. 3, Ts=10000, 7 = 0.5

Relative Error

1 2 3 4 5
Privacy Budget (¢)

Figure 8: Change of mean and variance: oy # 0, and p; # .
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