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Abstract

Biometric fingerprint authentication and identification systems
are increasingly deployed, yet widespread adoption in cloud and
server-based platforms remains hindered by privacy and security
concerns. Unlike passwords, compromised fingerprints are im-
mutable, making their secure storage and computation paramount.
Homomorphic Encryption (HE) offers strong privacy guarantees
for fingerprint data processing by enabling computation directly
on encrypted data. However, the high dimensionality of fingerprint
images and the complexity of the neural networks needed for accu-
rate recognition creates significant bottlenecks, which hinder the
practical deployment of HE in this domain.

We introduce SentinelTouch, an open-source framework for
privacy-preserving fingerprint authentication and identification
that delivers both efficiency and accuracy in HE environments. Our
key insight is a twofold optimization: (1) a preprocessing pipeline
that reduces fingerprint image dimensions to as low as 28×28 while
preserving most of its discriminative details, and (2) the design of
a lightweight, HE-friendly neural network that generalizes effec-
tively on this compact data. We evaluate two deployment pipelines:
(1) a full-privacy pipeline, where encrypted images are processed
entirely under HE settings, achieving user identification in a one-to-
many setting in just 16 seconds. (2) A hybrid pipeline, where only
encrypted embeddings are processed under HE settings, achieving
one-to-many user identification in 284 milliseconds. Our results
show a 10× and 2.5× speedup over the current state-of-the-art re-
sults in both pipelines, respectively. Across the SOKOTO and PolyU
datasets, SentinelTouch achieves Rank-1 accuracies within ±0.1%
of the leading encrypted systems. This work demonstrates the prac-
ticality of end-to-end privacy-preserving fingerprint identification
and authentication systems, offering HE security guarantees and
utilizing neural networks, without compromising accuracy.
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1 Introduction

As technology advances, various approaches to authentication
and identification in digital systems have emerged. Traditional
password-based methods remain the most widely used; however,
they suffer from inherent limitations, including the need for users
to remember specific pass-strings and vulnerabilities arising from
passwords being forgotten, shared, or observed [13]. To address
these shortcomings, biometric authentication and identification sys-
tems have been developed, leveraging physiological and behavioral
traits such as fingerprints, facial features, iris patterns, and voice to
authenticate and identify users [4]. These systems have been perva-
sively deployed across multiple domains and industries, including
consumer electronics (e.g., smartphones and laptops), enterprise
applications (e.g., biometric login and payment authorization), law
enforcement, finance, and healthcare services [27, 35].

Biometric fingerprint authentication is widely regarded as one
of the most reliable methods for user identification due to its dis-
tinctiveness, permanence, and resistance to forgery. In most au-
thentication and identification systems, they offer an optimal bal-
ance between accuracy and user convenience [40]. When properly
collected and processed, fingerprint templates are unique and in-
herently non-fungible, making them highly effective for secure and
accurate user identity verification. Unlike password-based systems,
these systems remove the need to remember or protect creden-
tials, thereby reducing the risks of compromise. Furthermore, any
device equipped with a touch-sensitive interface, such as a smart-
phone screen, laptop touchpad, or even a door panel, can be readily
adapted into a dependable fingerprint scanner [15].

However, as the adoption of biometric fingerprint systems contin-
ues to expand, concerns regarding data privacy, security breaches,
and the potential misuse of personal information have intensified.
This is particularly critical for biometric fingerprint data because
it is permanent and cannot be altered. Unlike passwords, compro-
mised fingerprint templates cannot be revoked or replaced. Conse-
quently, an attacker who obtains such data may be able to exploit
it indefinitely and across multiple systems. In fact, the adoption of
fingerprint-based authentication and identification in cloud plat-
forms and web applications has remained very limited. This is pri-
marily due to serious security and privacy concerns surrounding the
storage and processing of biometric data [12]. Awell-known demon-
stration of this issue is the 2016 US Office of Personnel Management
data breach, where over 5.6 million individuals’ fingerprints were
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stolen. This incident highlights the critical need for secure storage,
processing, and management of fingerprint data [19].

Homomorphic Encryption (HE) has emerged as the most promis-
ing approach for the secure storage and processing of biometric
fingerprint data in server and cloud environments [21]. This is
because HE enables computations to be performed directly on en-
crypted data without decryption [18]. It ensures that fingerprint
data remains encrypted at rest, in communication, and during com-
putation. Thus, it provides end-to-end privacy and security across
the entire biometric fingerprint data lifecycle. However, the signifi-
cant computational overhead associated with HE operations often
results in slow fingerprint matching and search times, posing a
major challenge to the practical deployment of such systems.

Numerous existing works have employed HE in the design and
development of fingerprint authentication and identification sys-
tems. We categorize these works into two distinct classes. The first
class includes works such as [21, 41]. These works extract finger-
print data points such as minutiae and ridges to create fingerprint
templates. These templates are encrypted, stored, and later matched
in the encrypted domain against newly extracted and encrypted
templates. Works in this class generally have very simple designs as
well as offer a full-privacy pipeline for authentication and identifica-
tion of users. On the downside, these works suffer from significant
performance and memory overheads. These overheads arise from
complex fingerprint template representations, which are computa-
tionally demanding and easily affected by perturbations during the
encrypted matching and identification processes.

The second class of works utilizes deep neural networks for fin-
gerprint image processing prior tomatching. These neural networks
reduce the storage requirements by transforming and extracting
compact embeddings from fingerprint data. These embeddings are
significantly smaller than the templates used in the first class, thus
reducing the storage requirements and complexity of matching.
The integration of neural networks further enhances identification
accuracy, as they leverage sophisticated and robust machine learn-
ing–based feature extraction techniques. +The size of fingerprint
images typically requires large neural networkmodels withmillions
of parameters for effective generalization. However, such models
are computationally expensive to evaluate in the encrypted domain.
For instance, the current state-of-the-art encrypted inference on a
ResNet-20 model reports a best runtime of 260 seconds for an input
of size 3×32×32 [34], a latency that is clearly impractical for real-
time authentication scenarios. Moreover, the referenced input size
for this model is much smaller than that used in typical fingerprint
authentication and identification systems. Scaling this input into
fingerprint image dimensions would require substantially larger
HE parameters and model configurations, leading to a proportional
increase in computational cost and further degrading performance.

In 2019, DeepPrint [16] introduced an efficient hybrid pipeline
for the efficient use of HE in privacy-preserving fingerprint systems.
In this pipeline, the feature extraction layers of the neural network
are processed on the client-side and in plain text to generate user
embeddings. The fingerprint matching task is then moved to the
server-side, where the encrypted user’s embeddings are compared
against stored encrypted users’ embeddings. DeepPrint was able to
achieve privacy-preserving one-to-many user identification using
HE in 3.4 seconds. Works such as [11, 12, 38] have adopted this

hybrid pipeline, creating very efficient privacy-preserving biometric
fingerprint identification systems that work in real-time. While this
approach leads to high-performing, privacy-preserving fingerprint
identification systems, it also presents some limitations. Firstly,
their practical applications are limited to settings where the neural
network models can be deployed on the local device. This setting
is not always feasible in the real world, as most Machine Learning
as a Service (MLaaS) application scenarios only depend on models
deployed remotely. Secondly, it assumes that the client devices have
enough computational resources to run the feature extraction layers
of the neural network in real-time. While this assumption holds in
many scenarios, a large portion of biometric fingerprinting clients
rely on the Internet of Things and Edge Devices, which often have
constrained computational resources [37]. In resource-constrained
devices, minimizing computational and memory demands is always
essential. The lighter and simpler their workloads, the better their
overall efficiency, responsiveness, and energy sustainability [25].

The application of HE in privacy-preserving fingerprint works
currently face two main limitations. The first stems from the high
dimensionality of fingerprint images, which leads to heavy com-
putational and storage demands. The second arises from the need
for large, complex neural network models capable of effectively
learning and generalizing from these high-dimensional inputs.

In this work, we address both challenges through a twofold
strategy. First, we introduce a data preprocessing step that signifi-
cantly reduces the dimensions of fingerprint images to just 28×28
images while preserving nearly all discriminative information in
the images. Second, we leverage these compact representations to
design a lightweight yet highly efficient neural network that gen-
eralizes effectively on the reduced data, achieving nearly perfect
accuracies in one-to-many identification tasks. Building on these
contributions, we present SentinelTouch, an open-source, privacy-
preserving fingerprint authentication and identification framework
based on HE. This proposed system implements and evaluates two
distinct pipelines for deploying HE privacy-preserving fingerprint
identification and authentication models, demonstrating significant
improvements in efficiency without compromising accuracy.

Our first approach involved designing and developing an ef-
ficient, lightweight, and HE-friendly privacy-preserving neural
network model on the server-side. At the client-side, the user ap-
plies an image preprocessing technique to the biometric fingerprint
image, encrypts the transformed image, and sends the encrypted
image to the server. The server then performs feature extraction on
the encrypted image using the HE-friendly neural network and an
encrypted matching task on the resulting encrypted embeddings.
Our experimentation setup takes about 16 seconds for encrypted
feature extraction, matching, and identification of a user in a one-
to-many identification task. This is a 10x improvement over the
state-of-the-art end-to-end privacy-preserving HE biometric fin-
gerprint identification system. To the best of our knowledge, this is
the first work to employ a full-privacy pipeline using a HE-friendly
neural network for authenticating and identifying users based on
biometric fingerprint images. Our second approach also followed
the hybrid pipeline proposed in DeepPrint [16] and adopted by
many recent related works. In a one-to-many identification task,
our hybrid pipeline is able to identify users in just 284 milliseconds,
approximately 2.5 times faster than Blind-Match [11].
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To achieve SentinelTouch, we also introduce a novel, complete,
and efficient algorithm for computing the cosine similarity function
in the encrypted domain. This function is very accurate in biometric
matching tasks, thus suitable for our scenarios. We evaluate Sen-
tinelTouch on the SOKOTO and the PolyU fingerprint datasets. Our
results show a Rank-1 accuracy within ±0.1% of state-of-the-art
works. Concretely, the core contributions of this work are:
• The design and development of SentinelTouch, an efficient
open-source privacy-preserving biometric fingerprint au-
thentication and identification system built on HE, using
data preprocessing and a lightweight neural network.
• We propose a novel and highly efficient encrypted domain
cosine similarity function algorithm. This algorithm is de-
signed to perform complete fingerprint embedding matching
directly and effectively in the encrypted domain.
• We introduce a novel and efficient architecture for HE-based
privacy-preserving biometric fingerprint data processing.
This architecture leverages a preprocessing stage for com-
pact representation of biometric fingerprint data, thereby
decreasing the complexity and size of the neural network
required for efficient authentication and identification.
• We evaluate our work using two different pipelines with
PolyU and Sokoto datasets. First, we build a full privacy-
preserving pipeline where the model is deployed on the
server-side. Secondly, we also employ the hybrid pipeline
proposed in DeepPrint where the model is deployed on the
client-side. Our work outperforms state-of-the-art works by
10x and 2.5x in the full and hybrid pipelines, respectively.

2 Related Works

Homomorphic Encryption (HE) is among the foremost privacy-
preserving techniques currently employed to secure sensitive data.
Its application in fingerprint identification and authentication sys-
tems can be broadly categorized into two main classes.

The first class involves leveraging various HE schemes to develop
full privacy-preserving pipelines for fingerprint authentication and
identification systems. This approach primarily relies on traditional
similarity metrics measurement, such as Euclidean distance and
Hamming distance, for user authentication and identification. In
these systems, fingerprint templates are typically transformed into
encrypted feature vectors or binary representations before being
outsourced to the server or cloud. The server then performs distance
computations directly on the encrypted data using homomorphic
operations, enabling secure matching without ever decrypting the
underlying biometric information. Although these approaches en-
sure full-pipeline data privacy scenarios, they often face challenges
related to scalability and accuracy in matching tasks, especially on
large biometric databases. Furthermore, the reliance on basic dis-
tance metrics limits their ability to exploit the complex and highly
discriminative features of fingerprint data. Examples of works in
this class include: [3, 21, 32, 41]. Kim et al. [21] stands out as the
most efficient work in this class, presenting a privacy-preserving
fingerprint authentication system that uses the TFHE scheme to
compute encrypted Euclidean distance measurements of biometric
fingerprint templates. This system performed a one-to-one biomet-
ric fingerprint matching task in about 162 seconds.

The second class of privacy-preserving fingerprint authentica-
tion systems utilizes neural networks to generate compact, fixed-
length representations, enabling efficient and discriminative match-
ing within the encrypted domain. In 2019, Engelsma et al. intro-
duced DeepPrint [16], a hybrid deep neural network that produces
a 192-dimensional embedding from a fingerprint image. The feature
extraction layers of the neural network were placed at the client-
side, while the matching and user identification tasks were moved
to the server. Under HE constraints, DeepPrint achieved a 98.8%
accuracy while using approximately 3.4 seconds to identify a user
in a one-to-many setting. The authors of DeepPrint demonstrated
the compatibility of their approach to both the CKKS and BFV
homomorphic encryption schemes. However, DeepPrint suffers
from large ciphertext sizes of about 62 MB per query. To address
its limitations, Choi et al. proposed Blind-Touch [12], a distributed
architecture for fingerprint matching that partitions inference be-
tween the client and server. It applies ciphertext compression and
leverages parallelism to reduce the ciphertext size to approximately
0.8 MB, enabling full-cycle HE-based one-to-one matching in 650ms.
Blind-Touch achieved an accuracy of 93.6% and 98.2% on the PolyU
and SOKOTO datasets, respectively. Building on Blind-Touch, Blind-
Match [11] proposed a one-to-many identification system using
an optimized version of the cosine similarity function. It achieved
a 99.68% accuracy on the PolyU dataset with a runtime of just
740ms, while using up to a 128-dimensional embedding feature
vector. More recently, Sumalatha et al. [38] advanced the one-to-
one setting by leaving only the matching task on the server-side.
Using Euclidean distance measurement for similarity, their system
attained 99.19% accuracy on the SOKOTO dataset. Blind-Touch and
Sumalatha et al. utilize large, custom neural networks designed for
high-performance one-to-one matching, each containing millions
of parameters. On the other hand, Blind-Match adopts a ResNet-18
architecture with approximately 12 million parameters to handle
one-to-many matching tasks.

Unlike the aforementioned systems, our work adopts a funda-
mentally different approach to privacy-preserving fingerprint au-
thentication and identification, focusing on one-to-many identifica-
tion tasks, as these are more realistic than one-to-one identification
tasks. Instead of directly applying HE to high-dimensional finger-
print images or using neural networks for feature extraction, we
introduce a dedicated data preprocessing stage that reduces the
dimensionality of the fingerprint images while preserving most
of the discriminative information contained in the original image.
This compression step not only minimizes storage and transmis-
sion overhead but also significantly decreases the computational
cost in the encrypted domain. From these compact representations,
we develop a lightweight neural network that efficiently learns
and generalizes from the compressed fingerprint images. We used
the classic principal components analysis and LeNet-5 neural net-
work model for our work. This lightweight yet effective model
enables faster one-to-many identification while maintaining high
discriminative power, making it particularly suitable for integration
with HE schemes. In extensive evaluations, our method achieved a
Rank-1 accuracy of 99.849% on the SOKOTO dataset and a Rank-1
accuracy of 99.521% on the PolyU dataset in one-to-many identifi-
cation tasks. These results demonstrate competitive performance
with state-of-the-art systemswhile offering improved efficiency and
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Table 1: Comparison between the Hybrid Pipeline and the Full-Privacy Pipeline in SentinelTouch

Aspect Hybrid Pipeline Full-Privacy Pipeline

Application Scenario Suitable only when the model can be deployed on the
client device.

Applicable in all MLaaS and shared-model scenarios.
No model is required on the client device.

Performance Faster, enabling real-time identification of users in
about 284ms

Slower, taking about 16 seconds to identify a user.

Client Computation Higher, as the client handles the model inference
workload

Lower, as the model inference workload is outsourced
to the cloud.

Client Trusted Com-

pute Base

Larger, since additional plaintext model inference in-
creases the amount of client-side code.

Smaller, as encrypted model inference is fully exe-
cuted on the untrusted server.

scalability in privacy-preserving environments. We implement a
full privacy-preserving neural network pipeline based on the CKKS
scheme, which requires only 16 seconds for user identification. We
also implemented the hybrid pipeline proposed in DeepPrint where
the model performs feature extraction on the client-side. We then
outsourced the user identification tasks to the server, which is done
in the encrypted domain, and achieved user identification in just 284
milliseconds. SentinelTouch presents a new, privacy-preserving fin-
gerprint authentication and identification system that is realistic for
different application settings, utilizing HE for privacy guarantees.
In Table 1, we show a comparison of the two pipelines available in
SentinelTouch.

3 Background

3.1 Homormophic Encryption

Homomorphic Encryption (HE) is a cryptographic technique that
allows computation to be performed directly on encrypted data,
producing an encrypted result which, when decrypted, matches
the outcome of operations performed on the corresponding plain-
texts. This property enables privacy-preserving computation in
untrusted environments, such as remote servers or cloud platforms,
as sensitive data is never revealed in its raw form. If𝑚1 and𝑚2 are
messages, Enc denotes the encryption function, and 𝑓 and 𝑓 ′ rep-
resent computationally feasible functions operating on ciphertext
and plaintext inputs, respectively, then HE ensures:

𝑓 (Enc(𝑚1), Enc(𝑚2)) = Enc(𝑓 ′ (𝑚1,𝑚2)) (1)

Since the introduction of HE in 1978 as Privacy Homomorphism
[33], researchers have developed various HE algorithms to enable
secure computation on encrypted data. Among these, the Paillier
scheme is an early and widely used additive HE method, allowing
secure addition of encrypted integers but not supporting multiplica-
tive operations [31]. In contrast, following Gentry’s groundbreak-
ing work of 2009, which introduced the first fully homomorphic
encryption (FHE) scheme [18], later schemes such as BGV (Brak-
erski, Gentry, and Vaikuntanathan ) [5] and BFV (Brakerski/Fan,
and Vercauteren) [17] extended capabilities to support both ad-
dition and multiplication on encrypted integers. These schemes
strategically improved upon Gentry’s construction by introducing
different noise management techniques like modulus switching and
key switching, which significantly reduced the reliance on costly
bootstrapping operations and improved the efficiency of encrypted
computations. Other advancements include the TFHE (Fast Fully
Homomorphic Encryption over the Torus) scheme [9, 10], designed
for fast gate-by-gate encrypted bit computations, and the CKKS

(Cheon-Kim-Kim-Song) Scheme [7, 8], which enables encrypted
homomorphic operations on floating point arithmetic data.

While our work is compatible with all SIMD-like HE schemes,
such as BGV and BFV, we have chosen the CKKS scheme for this
work. The CKKS scheme supports efficient approximate arithmetic
over real numbers, making it particularly well-suited for privacy-
preserving machine learning and statistical computations. Its abil-
ity to handle floating-point operations directly aligns with the re-
quirements of fingerprint image processing and identification tasks.
These properties enable more natural and scalable processing of
real-world data compared to integer-based or bit-focused schemes.
Additionally, CKKS offers a good balance between performance
and accuracy, which is also critical for achieving practical usability
in fingerprint identification works, like SentinelTouch.

The CKKS scheme processes data in batches, where the batch
size is referred to as the number of slots. The maximum number of
allowable multiplications, known as the depth, is fixed during key
generation. Exceeding this depth may compromise the accuracy of
the decrypted result. To overcome this limitation, bootstrapping
can be applied to refresh ciphertexts and refresh the noise lev-
els, enabling unlimited computations at the expense of additional
computational overhead. CKKS supports three core homomorphic
operations on ciphertexts: Addition, Multiplication, and Rotation.
Each operation can be performed between ciphertexts or between a
ciphertext and a plaintext (constant). Let 𝑁 be the number of slots,
and v1, v2 ∈ R𝑁 be real vectors. Denote by 𝐶 (v) the ciphertext
encrypting vector v. The operations are formally defined as:

Add
(
𝐶 (v1), 𝑥

)
=𝐶 (v1 ⊕ 𝑥) (2)

Mul
(
𝐶 (v1), 𝑥

)
=𝐶 (v1 ⊗ 𝑥) (3)

Rot
(
𝐶 (v), 𝑟

)
=𝐶

(
𝑣𝑟 , 𝑣𝑟+1, . . . , 𝑣𝑁−1, 𝑣0, . . . , 𝑣𝑟−1

)
(4)

where 𝑥 is either a plaintext vector v2 or a ciphertext𝐶 (v2), and
⊕, ⊗ denote element-wise addition and multiplication, respectively.
The rotation operation cyclically shifts the slots by a non-zero
integer 𝑟 either to the right or to the left. We utilize the CKKS im-
plementation from the OpenFHE library [2], which provides a ma-
ture, efficient, and actively maintained open-source implementation.
OpenFHE supports optimized CKKS operations, bootstrapping, and
has extensive documentation, making it an ideal choice for building
scalable privacy-preserving applications like SentinelTouch.

4 Data Preprocessing

Data preprocessing is an important stage in many machine learning
pipelines. It serves to reduce redundancy, highlight discriminative
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features, and standardize input data for effective learning [28, 43].
The quality and efficiency of model training are often determined
by the quality of data used, and thus the robustness of the prepro-
cessing techniques applied. Most fingerprint authentication and
identification systems employing neural networks, such as [11, 12],
operate on minimally processed images. While this approach sim-
plifies the machine learning pipeline, it often leads to inefficiencies;
thus, models must learn on noisy and redundant pattern informa-
tion, which increases the complexity of learning. Furthermore, the
absence of a structured preprocessing stage results in suboptimal
utilization of computational resources as larger models are required
for efficient feature extraction and generalization.

The SOKOTO fingerprint dataset provides images of size 96×108,
whereas the PolyU dataset contains images of size 350×225. The
SOKOTO dataset is captured using a low-cost optical Hamster plus
(HSDU03PTM) and SecuGen SDU03PTM sensor scanners [36]. On
the other hand, the PolyU dataset is acquired using high-resolution
capacitive scanners based on contactless technology, which cap-
tures much cleaner images in 2D/3D at 384×384 resolution [22, 24].
These datasets both undergo very basic preprocessing steps, such as
region-of-interest (ROI) extraction and scaling, to ensure consistent
ridge spacing and orientation across samples. While these opera-
tions normalize image size, remove irrelevant borders, and reduce
noise, they are not feature-aware transformations; thus, they are
not based on the statistical structure of the information present
in the images. While higher-resolution inputs are rich in detail,
they also dramatically increase the dimensionality of the data. In a
neural network, this translates directly into higher neuron counts,
higher memory requirements, and longer training and inference
times. In most conventional computing environments, these costs
are manageable due to the abundance of computational resources.
However, in the encrypted domain, such increases are significantly
more problematic. Larger input dimensions require more slots in
the ciphertext, leading to a steep (often exponential) growth in
the cost of homomorphic operations, thus image processing. Sim-
ilarly, an increase in model size drastically inflates the runtime
of encrypted model inference. Consequently, the biometric finger-
print image size and the appropriate neural network architecture
required for efficient learning become critical constraints when
developing HE-based privacy-preserving fingerprint systems.

Fingerprint images represent structured data points character-
ized by repeated ridge–valley patterns, where much of the pixel-
level information is spatially correlated. These correlations mean
that large portions of the fingerprint images carry redundant in-
formation that does not significantly contribute to identity dis-
crimination. Our hypothesis in this work is that if these images
are carefully preprocessed, We can drastically reduce their dimen-
sionality by orders of magnitude while preserving the majority
of discriminative features. This is possible because the essential
identity-bearing information in fingerprints, such as ridge flow and
minutiae points, occupies a lower-dimensional manifold within the
original high-dimensional image space. By leveraging advanced
data preprocessing techniques, such as Principal Component Analy-
sis (PCA), we can analyze the variance of discriminative information
in fingerprint images and use that information to produce compact,
noise-robust representations of the images. Such smaller represen-
tations are not only easier for neural networks to learn, but also

reduce the required model size, improve training and inference
speed, and lower computational cost. With these changes, we can
address the current limitations of privacy-preserving fingerprint
identification systems that rely on HE.

4.1 Principal Component Analysis (PCA)

Principal Component Analysis (PCA) is a linear dimensionality
reduction technique that projects high-dimensional data onto a
lower-dimensional subspace while preserving the directions of
maximum variance [1]. For fingerprint images, PCA can compactly
represent ridge–valley structures by emphasizing the components
that capture the most discriminative information. Based on our
understanding of this information, we can create a compact and
more efficient representation of the fingerprint images without
redundancies. Let a fingerprint image be represented as a vector
x ∈ R𝑛 , where 𝑛 is the number of pixels. Given a dataset of 𝑚
images {x1, x2, . . . , x𝑚}, PCA computes the covariance matrix as:

𝐶 =
1
𝑚

𝑚∑︁
𝑖=1
(x𝑖 − x̄) (x𝑖 − x̄)⊤, (5)

where x̄ = 1
𝑚

∑𝑚
𝑖=1 x𝑖 is the mean image. The principal components

are given by the top 𝑘 eigenvectors of 𝐶 , forming a transformation
matrix𝑊 ∈ R𝑘×𝑛 . Each image is then projected onto this mean
transformative representation as:

y =𝑊 x, 𝑘 ≪ 𝑛, (6)
reducing the dimensionality from𝑛 to𝑘 while retaining themajority
of the discriminative information through the variance.

When applying PCA to our datasets, we first analyzed the vari-
ance distribution of the fingerprint images to determine the number
of principal components needed to retain most of the discriminative
information. Based on this analysis, we computed the cumulative
variance explained by the principal components and plotted the
percentage coverage for each dataset, as shown in Figure 1. This
evaluation enabled us to examine the trade-off between variance
retention and dimensionality reduction, thereby deriving a compact
yet informative representation. Our goal was to maintain sufficient
discriminative power for identity recognition while minimizing
computational and memory costs, which are essential factors, espe-
cially in the HE setting.

The lightweight LeNet-5 neural network architecture is a well-
established and thoroughly studied architecture for classifying
grayscale images of relatively low dimensionality [6, 23]. The stan-
dard architecture uses input images of 28x28 dimensions (784 pix-
els), thus a natural reference point for our PCA-based dimension-
ality reduction. For the SOKOTO dataset, we observed that 784
principal components capture approximately 83.65% of the total
variance, whereas for the PolyU dataset, 784 principal components
cover 97.93% of the variance within the images. This indicates that,
despite the difference in image resolution, the intrinsic dimensional-
ity of the fingerprint features is significantly lower than that of the
raw pixel space; thus, compact representations of these fingerprint
images can be easily generated for this lower dimension.

By projecting the fingerprint datasets onto 784 principal compo-
nents, we align the reduced representation with the canonical input
structure used by this model. Although this projection significantly
lowers the input dimensionality, the retained variance confirms
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Figure 1: Cumulative explained variance by principal com-

ponent for the PolyU and Sokoto datasets, illustrating how

much percentage of discriminative information is covered

by how many principal components in each dataset.

that the majority of discriminative, identity-relevant information
is preserved. From the perspective of HE, the choice of dimension-
ality is particularly critical as higher-dimensional inputs require
larger ciphertexts, more packing slots, and consequently higher
polynomial modulus degrees, which directly increase both memory
usage and computational overhead. In contrast, constraining the
representation to 784 components reduces ciphertext dimensions,
enabling smaller modulus sizes and thereby improving efficiency,
scalability, and inference speed in the encrypted domain. Thus, the
selection of 784 components strikes a balance between maintain-
ing discriminative information, ensuring compatibility with the
standard LeNet-5 architecture, and achieving substantial efficiency
gains for encrypted-domain computation. This balance between
compression and fidelity is key. PCA not only reduces computa-
tional complexity but also optimizes the feasibility of deploying
privacy-preserving models in practice. Our principal component
selection strategy, therefore, serves both algorithmic and crypto-
graphic requirements, retaining sufficient discriminative power
while lowering HE parameterization costs. Figure 2 shows a sam-
pled image from the PolyU dataset with its transformed versions
after PCA analysis, while Figure 3 shows the same information for
a randomly sampled fingerprint image from the SOKOTO dataset.

4.2 LeNet-5 Model

Originally introduced by LeCun et al. (1998) for handwritten digit
recognition, LeNet-5 employs compact convolutional filters that
are well suited to capture ridge-based local patterns in our compact
fingerprint images [23]. Its shallow depth results in a lightweight
model, making it especially suitable for the computational con-
straints of HE. Compared to modern deep architectures, LeNet-5
contains only about forty thousand parameters, which is orders
of magnitude fewer than the custom CNNs and ResNet-18 models
employed in related works. This compact size provides an effective

Figure 2: Comparison of original fingerprint image from

PolyU (left) and PCA reduced image (right). After resizing

the PCA-reduced image, the image size decreases by approx-

imately 99%, but all the relevant ridge-valley structures re-

main extremely visible.

Figure 3: Comparison of original fingerprint image from

Sokoto (left) and PCA reduced image (right). After resizing

the PCA-reduced image, the image size decreases by approxi-

mately 92.44%, yet all the patterns remain clearly visible.

trade-off between accuracy and computational efficiency, making
it particularly suitable for deployment in the encrypted domain.

In our design, we retain the sequential feature extraction layers of
LeNet-5 but replace the original final classifier with an embedding
projection layer. This modification maps each fingerprint image
into a fixed-dimensional embedding vector, providing a compact
and discriminative representation of identity. These embeddings
are encrypted, and recognition is then performed by comparing
encrypted embeddings rather than relying on direct classification.
This separation of feature learning from decision making enables
more flexible and scalable matching strategies, user registration,
and deletions on the fingerprint system. Figure 4 shows the LeNet-5
architecture employed in this work.

5 Threat Model

Consistent with prior work on privacy-preserving computation us-
ing HE, our system assumes a trusted client that exclusively holds
the private key in the protocol. The client is responsible for exe-
cuting the data preprocessing stage in plaintext. The client is also
responsible for encrypting the preprocessed inputs before trans-
mitting them to the server. Finally, the client decrypts the results
returned from the server and interprets them. We assume that the
client maintains secure key management practices throughout the
system’s lifecycle. The confidentiality guarantees of our design rely
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Figure 4: The standard LeNet-5 architecture employed in this

work with 5x5 kernels for the convolution layers and 2x2

kernels for the pooling layers.

fundamentally on the secrecy and integrity of the client’s private
key; therefore, this key is assumed to be accessible only to the client
and should never be shared.

The server is considered untrusted but is modeled under a semi-
honest, or honest-but-curious, adversarial setting. In this model, the
server strictly follows the protocol, performing the computations
exactly as specified, but may attempt to extract additional infor-
mation from the ciphertexts, metadata, or computation artifacts it
observes. While the server does not actively manipulate the inputs,
outputs, or intermediate computations to subvert the process, it
remains curious and seeks to learn any possible information about
the client’s data. This setting captures a realistic cloud-computing
scenario in which the service provider is assumed to be compu-
tationally powerful and protocol-compliant, yet untrusted with
respect to data privacy. All server-side computations are performed
entirely in the encrypted domain using the CKKS scheme with
IND-CPA security as implemented by the OpenFHE library. During
user registration, the client encrypts its processed input, transmits
it to the server, and the server stores the resulting embeddings
exclusively as ciphertexts. During identification, the client captures
a new biometric sample, processes it, and encrypts it before sending
it to the server for verification. The only plaintext data present at
the server are the model weights, which are not user-specific and
can be trained using publicly available datasets. They should be
owned by the server provider, further ensuring that they reveal no
sensitive information about enrolled users’ private data.

SentinelTouch supports two deployment scenarios with differing
client-side requirements. In the full privacy-preserving pipeline, the
client encrypts preprocessed data and sends it to the server, which
performs all subsequent feature extraction and matching in the
encrypted domain. This approach minimizes client-side plaintext
computation, thereby reducing the Trusted Computing Base (TCB).
In the hybrid pipeline, the client additionally performs feature
extraction locally before encrypting and transmitting the feature
vector for server-side matching. While this reduces the encrypted
server-sideworkload and improves overall performance, it increases
client-side computation and expands the TCB, since additional code
is required for model inference on the trusted client. Although both
pipelines share the same threat model for the client and server de-
vices, the full privacy-preserving pipeline offers a stronger security
posture due to fewer plaintext computations. Reduced code on the
client means a smaller TCB and thus a lower risk of compromise.

HE provides strong confidentiality guarantees for biometric
fingerprint processing by supporting computation directly on en-
crypted data, but practical deployments must consider potential
information leakage through side channels. Effective key manage-
ment remains essential, as private key compromise would under-
mine the confidentiality promise of computations and secure stor-
age of embeddings. Under these assumptions, SentinelTouch en-
sures end-to-end confidentiality of biometric fingerprint processing
during both user enrollment and identification.

6 SentinelTouch System Design and Overview

The objective of SentinelTouch is to deliver a lightweight and
efficient privacy-preserving fingerprint authentication and iden-
tification system that operates within the constraints of HE. To
achieve this, SentinelTouch combines an efficient fingerprint image
preprocessing stage with a compact neural network architecture,
while carefully tuning HE parameters to balance accuracy and per-
formance in the encrypted domain. The pipeline begins with secure
key generation performed by the system administrator. The client
device is provided with the set of private and public keys either
through a secure communication channel or directly generated on
the device. The private key should be stored in a secure enclave
or equivalent trusted environment. The corresponding evaluation
keys required for the encrypted computations are uploaded to the
server. This separation ensures that the client retains full control
of sensitive decryption material, while the server only operates on
encrypted data using public and evaluation keys. A neural network
is first trained, and the resulting weights are exported. In the full-
privacy pipeline, an equivalent lightweight, HE-friendly model is
constructed and deployed on the server using these weights. The
model’s design is carefully optimized to minimize computational
overhead while maintaining accuracy and privacy. In the hybrid
pipeline, an equivalent plaintext model is deployed on the client
device for local feature extraction.

During authentication, the client preprocesses its fingerprint
input (including PCA projection and resizing). In the full-privacy
pipeline, the preprocessed fingerprint is encrypted using the client’s
public key and transmitted to the server. The HE-friendly model
then performs inference entirely in the encrypted domain, produc-
ing an encrypted embedding that is matched against encrypted
user embeddings on the server. In the hybrid pipeline, the client
performs both preprocessing and feature extraction locally, en-
crypts the resulting feature vector, and transmits it to the server for
encrypted-domain matching. In both pipelines, the server operates
exclusively on ciphertexts and never gains access to any biometric
fingerprint data or intermediate plaintext features. Figure 5 illus-
trates SentinelTouch ’s architecture for fingerprint registration and
matching in the full privacy-preserving pipeline, while Figure 6
depicts the corresponding hybrid pipeline. (These Figures are not
drawn to scale).

6.1 User Registration Phase

The registration phase initializes each user’s encrypted fingerprint
template in the system database. Its primary objective is to securely
populate the enrollment database with reference embeddings while
minimizing ciphertext growth and computational overhead. Each
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the pipeline is used for authentication and is inactive during enrollment.

user submits their fingerprint sample through the client device.
Local preprocessing is performed on the client side, including nor-
malization, PCA-based dimensionality reduction, and resizing, to
produce the compact input representation expected by the light-
weight neural network model. In the hybrid pipeline, this input is
further processed on the client side, and the resulting embeddings
are normalized prior to encryption, similar to the approach used
in Blind-Match [12]. Normalizing the embeddings is important in
this pipeline because it simplifies the encrypted cosine similarity
computation by transforming the vector magnitudes to 1. On the
other hand, in the full-privacy pipeline, the resulting input image
is flattened and encrypted using the client’s public key, and then
transmitted to the server. Upon receiving the encrypted image,
the server executes the encrypted inference pipeline, producing a
dimensional encrypted embedding for each fingerprint image.

SentinelTouch leverages the SIMD-style packing capability of
the CKKS scheme to efficiently manage fingerprint embeddings in
the encrypted domain. We achieve this by constructing and storing
embeddings using a compact vertical representation approach. Let
the embedding dimension be𝐷 , and each ciphertext provides 𝑆 slots;
the database is organized as a set of 𝐷 ciphertexts, where the 𝑖-th
ciphertext stores the 𝑖-th coordinate of all user embeddings, with
each slot corresponding to a unique user ID. To register a new user
with ID 𝑢, the client first provides an encrypted embedding packed
in a single ciphertext. For each embedding dimension, the ciphertext
is rotated so that the desired coordinate is brought into the first
slot, which is then isolated using a clean mask. The extracted value
is subsequently rotated into the correct slot corresponding to the
new user ID, producing a new set of 𝐷 ciphertexts that contain the
user’s embedding components aligned at the appropriate indices.
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Algorithm 1 User Registration in SentinelTouch

Require: Embedding dimension 𝐷 , slot capacity 𝑆 , user ID 𝑢, en-
crypted embedding 𝐸

Ensure: Updated encrypted fingerprint database
1: Create cleaning mask𝑀 ← create_index_mask(0, 𝑆)
2: Initialize empty list of ciphertexts {𝑈0, . . . ,𝑈𝐷−1}
3: for 𝑖 ← 0 to 𝐷 − 1 do

4: 𝑇 ← EvalRotate(𝐸, 𝑖) ⊲ Bring coordinate 𝑖 to slot 0
5: 𝑇 ← EvalMult(𝑇,𝑀) ⊲ Isolate coordinate
6: if 𝑢 > 0 then

7: 𝑇 ← EvalRotate(𝑇,−𝑢) ⊲ Place into user slot 𝑢
8: end if

9: 𝑈𝑖 ← 𝑇

10: end for

11: if 𝑢 > 0 then

12: {𝐶0, . . . ,𝐶𝐷−1} ← Deserialize stored ciphertext 𝐶
13: for 𝑖 ← 0 to 𝐷 − 1 do

14: 𝐶𝑖 ← EvalAdd(𝐶𝑖 ,𝑈𝑖 )
15: end for

16: Serialize updated database {𝐶0, . . . ,𝐶𝐷−1}
17: else
18: Serialize {𝑈0, . . . ,𝑈𝐷−1} as first user
19: end if

20: return success (0) if storage succeeds, else failure (1)

Once this new set is constructed, the database is deserialized from
storage, and each new ciphertext is added to it’s corresponding
ciphertext in the database, thereby inserting the user’s embedding
without affecting existing entries. Finally, the updated database is
serialized and stored.

Algorithm 1 illustrates the user registration process in Sentinel-
Touch. By constructing vertical representations of user embeddings
in the database, SentinelTouch achieves both storage efficiency
and computational simplicity. Each ciphertext corresponds to a
single embedding dimension and contains the values for all users
across its slots. This layout enables the addition of new users with-
out disrupting existing entries. Moreover, this structure enables
highly efficient matching. Since embeddings are stored vertically,
cosine similarity computations can be performed dimension-wise
across all users simultaneously. This not only reduces the number
of homomorphic operations required but also leverages the SIMD-
style packing inherent to the CKKS scheme, thereby maximizing
parallelism and minimizing overhead.

6.2 User Authentication and Identification

When a registered user 𝑢 attempts to authenticate, the client cap-
tures a fresh fingerprint sample and performs identical preprocess-
ing steps as in the registration phase, including PCA projection,
resizing, and feature extraction. The resulting compact feature vec-
tor encrypted under the client’s public key is matched against the
encrypted database. Since the database already stores encrypted
reference embeddings, authentication reduces to a secure similar-
ity search problem. To this end, we adopt the widely used cosine
similarity function, commonly employed in modern biometric sys-
tems such as CosFace [39], ArcFace [14], and SphereFace [26]. The
cosine similarity between two embeddings x, y ∈ R𝑑 is described

mathematically by Equation 7:

cosine(x, y) = x · y
∥x∥2∥y∥2

. (7)

To enable parallel comparison of a query embedding against all
stored embeddings, the server first replicates the query embedding
across ciphertext slots using homomorphic rotations. In Sentinel-
Touch, each embedding dimension is stored in a separate ciphertext,
so the replication process is performed independently for every
dimension. This produces a set of ciphertexts where each dimen-
sion of the query embedding occupies multiple slots, allowing the
server to compute cosine similarity with multiple users in parallel
across all dimensions. Rather than replicating slot by slot, which
would be inefficient, we implement an algorithm that iteratively
doubles the ciphertext content using powers-of-two rotations and
additions. At each step, the current ciphertext is rotated and added
to itself, effectively doubling the number of slots containing the
query embedding in that dimension. This process is repeated until
the number of replicated slots meets or exceeds the total number
of enrolled users. Algorithm 2 illustrates the embedding replication
process in SentinelTouch, showing how each embedding dimension
is expanded across ciphertext slots to enable parallel, SIMD-style
matching against all enrolled users.

Algorithm 2 Query Embedding Replication in SentinelTouch

Require: Encrypted query embedding 𝐸, number of users 𝑆 , em-
bedding dimension 𝐷

Ensure: Set of replicated ciphertexts {𝑈0, . . . ,𝑈𝐷−1}
1: Create ones mask𝑀 ← create_index_mask(0, 𝑆)
2: Initialize empty list of ciphertexts {𝑈0, . . . ,𝑈𝐷−1}
3: for 𝑖 ← 0 to 𝐷 − 1 do

4: 𝑇 ← EvalRotate(𝐸, 𝑖) ⊲ Bring coordinate 𝑖 to slot 0
⊲ Replicate embedding across all user slots

5: 𝑇 ← EvalMult(𝑇,𝑀)
6: 𝑇 ← EvalAdd(𝑇, EvalRotate(𝑇,−1))
7: for 𝑘 ← 1 to ⌊log2 𝑆⌋ − 1 do

8: 𝑝 ← 2𝑘
9: 𝑇 ← EvalAdd(𝑇, EvalRotate(𝑇,−𝑝))
10: end for

11: 𝑈𝑖 ← 𝑇 ⊲ Store replicated ciphertext for dimension 𝑖

12: end for

13: return {𝑈0, . . . ,𝑈𝐷−1}

After the embedding replication process, the dot product compu-
tation is performed on the generated query ciphertexts against the
encrypted database. The dot product is computed by multiplying
corresponding elements of the two vectors and summing the results.
In SentinelTouch, this dot product calculation is highly efficient
because user embeddings are stored vertically, allowing the dot
product to be computed for all users simultaneously. This process
is detailed in Algorithm 3.

In the hybrid pipeline, we adopt the optimized approach pro-
posed in Blind-Match. Since all embeddings are unit-magnitude
normalized in plaintext before being transmitted to the server, the
cosine similarity between two embeddings x, y ∈ R𝑑 simplifies to a
dot product computation as shown in Equation 8

cosine(x, y) = x · y
∥1∥2∥1∥2

. (8)
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Algorithm 3 Dot Product Computation in SentinelTouch

Require: Query embeddings {𝑈0, . . . ,𝑈𝐷−1}, database embed-
dings {𝐶0, . . . ,𝐶𝐷−1}, embedding dimension 𝐷

Ensure: Cosine dot product for all users
1: Initialize empty list of ciphertexts 𝑉 ← []
2: for 𝑖 ← 0 to 𝐷 − 1 do

3: 𝑇 ← EvalMult(𝑈𝑖 ,𝐶𝑖 )
4: Append 𝑇 to 𝑉
5: end for

6: 𝑆 ← EvalAddMany(𝑉 ) ⊲ Sum all dimension-wise products
7: return 𝑆 ⊲ Contains dot products for all users

In the full-privacy pipeline, both the magnitudes of the vectors x
and y and the division by their product must be computed directly
in the encrypted domain. Since HE supports only a limited set
of arithmetic operations efficiently, computing cosine similarity
requires a carefully adapted algorithm tailored to these constraints.
To this effect, we propose a novel and highly efficient algorithm
for performing complete cosine similarity computations within the
encrypted domain that can be used for our matching task.

The magnitude of a vector is defined as the square root of the
sum of the squares of its elements, as shown in Equation 9:

∥x∥2 =

√︄∑︁
𝑖

𝑥2
𝑖
, ∥y∥2 =

√︄∑︁
𝑖

𝑦2
𝑖
. (9)

However, the square root is a non-linear operation and cannot be
directly computed in HE. To overcome this, we reformulate the
cosine similarity function to minimize the number of non-linear
operations needed in it’s evaluation. First, we square each element
of the vectors and sum them, obtaining the squared components of
the magnitudes. Instead of computing each square root separately,
we exploit the commutative property of multiplication of square
roots as shown in Equation 10.

∥x∥2 ∥y∥2 =

√︄∑︁
𝑖

𝑥2
𝑖

√︄∑︁
𝑖

𝑦2
𝑖
=

√√√(∑︁
𝑖

𝑥2
𝑖

) (∑︁
𝑖

𝑦2
𝑖

)
. (10)

This allows us to combine the two magnitude computations into
a single inverse square root operation. The cosine similarity can
then be expressed as shown in Equation 11

cosine(x, y) = (x · y) · 1√︃(∑
𝑖 𝑥

2
𝑖

) (∑
𝑖 𝑦

2
𝑖

) . (11)

With this reformulation, only one non-linear operation, the in-
verse square root, needs to be performed in the encrypted domain.
To compute this efficiently under the CKKS scheme, we adopted
and implemented the Newton-Raphson approximation under HE
constraints [42]. Our Newton-Raphson approximation iteratively
refines the estimate of the inverse square root while remaining
compatible with homomorphic operations.

Algorithm 4 summarizes the homomorphic magnitude calcula-
tions used in SentinelTouch. The algorithm first computes the dot
product x · y as described in Algorithm 3. To obtain the magni-
tudes of the inputs in the encrypted domain, each vector is squared
element-wise and summed to yield

∑
𝑖 𝑥

2
𝑖 and

∑
𝑖 𝑦

2
𝑖 . These results

are then combined following Equation 10, after which the inverse

square root is efficiently approximated using Newton-Raphson
iterations as shown in Algorithm 5. Finally, the dot product is mul-
tiplied by this inverse square root to compute the cosine similarity,
as defined in Equation 11.

We use the Newton–Raphson method to approximate the inverse
square root because, with a suitable initial guess, it achieves high
accuracy using only a few iterations. In SentinelTouch, using an
initial guess of 0.5 with just two iterations worked perfectly well for
all our experimental scenarios. Its update relies solely on additions
and multiplications, making it efficient and compatible with homo-
morphic arithmetic while minimizing noise growth. This approach
substantially reduces computational complexity andmitigates noise
growth, making full-privacy cosine similarity evaluation both fea-
sible and efficient for encrypted fingerprint embeddings. It is also
worth noting that, due to the structural representation of users in
our encrypted database, this computation is executed in parallel
across all users simultaneously, thereby significantly reducing the
computational overhead and enabling the one-to-many matching
to be carried out in one shot.
Algorithm 4 Homomorphic Magnitude and Cosine Similarity
Require: Encrypted query embeddings {𝑈0, . . . ,𝑈𝐷−1}, database

embeddings {𝐶0, . . . ,𝐶𝐷−1}, embedding dimension 𝐷 , precom-
puted dot product 𝑑 (from Algorithm 3)

Ensure: Encrypted cosine similarity for all users
1: Initialize empty lists 𝑆𝑈 ← [], 𝑆𝐶 ← []
2: for 𝑖 ← 0 to 𝐷 − 1 do

3: 𝑠𝑢 ← EvalSquare(𝑈𝑖 ) ⊲ square query dimension
4: append 𝑠𝑢 to 𝑆𝑈
5: 𝑠𝑐 ← EvalSquare(𝐶𝑖 ) ⊲ square database dimension
6: append 𝑠𝑐 to 𝑆𝐶
7: end for

8: 𝑠𝑥 ← EvalAddMany(𝑆𝑈 ) ⊲ compute
∑

𝑖 𝑥
2
𝑖

9: 𝑠𝑦 ← EvalAddMany(𝑆𝐶 ) ⊲ compute
∑

𝑖 𝑦
2
𝑖

10: 𝑚 ← EvalMult(𝑠𝑥 , 𝑠𝑦) ⊲ magnitude product, Eq. (10)
11: 𝑟 ← approx_rsqrt(𝑚) ⊲ inverse square root

(Newton–Raphson)
12: 𝑐 ← EvalMult(𝑑, 𝑟 ) ⊲ cosine similarity, Eq. (11)
13: return 𝑐

Algorithm 5 Homomorphic Inverse Square Root via Newton-
Raphson Approximation
Require: Encrypted input 𝑧, encrypted initial guess 𝑦0, iteration

count 𝑑
Ensure: Encrypted approximation of 1/

√
𝑧

1: 𝑦 ← 𝑦0
2: for 𝑛 ← 0 to 𝑑 − 1 do

3: 𝑦2 ← EvalSquare(𝑦)
4: 𝑔← EvalMult(𝑧,𝑦2)
5: 𝑡 ← EvalSub(1.5, EvalMult(0.5, 𝑔))
6: 𝑦 ← EvalMult(𝑦, 𝑡)
7: end for

8: return 𝑦

The results of the homomorphic cosine similarity computation
are returned to the client, who then decrypts the ciphertext to
obtain and interpret the similarity scores.
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6.3 User Deletion Phase

The user deletion process in SentinelTouch allows a registered
user’s encrypted fingerprint embeddings to be securely and effi-
ciently removed from the enrollment database without compro-
mising the privacy or integrity of other users. This operation is
essential for user revocation compliance and maintaining overall
database consistency. When a deletion request is issued, the server
first verifies its authenticity using a digitally signed request from
the system administrator or an authorized revocation authority.
This step ensures that unauthorized or malicious deletion attempts
cannot be executed by an adversary. Once verified, the server con-
structs a binary mask with 0 at the slot corresponding to the target
user and 1s in all other positions. The database is then deserialized,
and each relevant ciphertext 𝐶𝑐𝐼𝑑𝑥 is multiplied homomorphically
by this mask. This operation zeroes out the target user’s embed-
ding while leaving all other users’ embeddings intact. The updated
ciphertexts are then serialized and stored back in the database. If
the operation succeeds, SentinelTouch returns 0; otherwise, it re-
turns 1. Importantly, since the operation is performed entirely in
the encrypted domain, no plaintext embeddings are ever exposed.
For efficient storage management, the client maintains a record of
freed embedding slots. When registering new users, these available
slots can be reused before allocating new ciphertexts, preventing
database fragmentation and optimizing resource utilization. The
full deletion procedure is summarized in Algorithm 6.

Algorithm 6 User Deletion in SentinelTouch

Require: User ID 𝑢, embedding dimension 𝐷 , encrypted database
ciphertexts {𝐶0, . . . ,𝐶𝐷−1}

Ensure: Updated fingerprint database with user 𝑢 removed
1: Create deletion mask𝑀 ← create_index_mask(𝑢, num_users)

⊲ 0 at user 𝑢, 1 elsewhere
2: for 𝑖 ← 0 to 𝐷 − 1 do

3: 𝐶𝑖 ← EvalMult(𝐶𝑖 , 𝑀) ⊲ Zero out target user
4: end for

5: Serialize updated database {𝐶0, . . . ,𝐶𝐷−1}
6: return success (0) if storage succeeds, else failure (1)

7 Experiments

In this study, we conducted experiments on a system equipped
with an Intel Core i7-14700K 3.4GHz 20-core processor and 32GB
of RAM. This work was developed using OpenFHE v1.3.1 (Released
July 11, 2025). Our plaintext baseline models were developed in
Python using PyTorch. The HE-friendly Convolution and Pooling
layers were developed based on the vector encoding approach pro-
posed in Gazelle, which has been widely adopted by HE-friendly
neural networks [20] using FHEON [29]. We also employed the
Chebyshev polynomial approximation for evaluating the non-linear
ReLU function, which has also been widely adopted by HE-friendly
neural networks [30]. SentinelTouch is openly available on GitHub
at https://github.com/stamcenter/sentineltouch.

7.1 HE Security Parameters

For all experiments, we used the following security parameters. In
the full-privacy pipeline, we employed a polynomial degree of 213

with 212 slots (4096), a multiplicative depth of 27, a first modulus
size of 54, a rescaling factor of 50, 4 digits for key switching, and the
flexibleauto rescaling strategy. For the hybrid pipeline, we used
a polynomial degree of 212 with 211 slots (2048), multiplicative depth
of 16, a first modulus size of 26, a rescaling factor of 20, 2 digits
for key switching, and the flexibleauto rescaling strategy. The
settings in the hybrid pipeline were inspired by the configurations
of Blind-Match to ensure a fair comparison, while the settings for
the full-privacy pipeline were adopted from FHEON [29].

7.2 Datasets

Our experiments were conducted using two publicly available fin-
gerprint datasets: the SOKOTO and PolyU datasets.

Sokoto Coventry Fingerprint Dataset (SOCOFing or SOKOTO). The
Sokoto dataset is a large-scale fingerprint dataset created for biomet-
ric research, comprising more than 6,000 images from 600 African
subjects. The fingerprints were captured using an optical sensor,
with each subject contributing impressions from all ten fingers. For
experimentation, we partitioned the data into 3, 600 training, 1, 200
validation, and 1, 200 test images. Additionally, we created 8,400
imposter pairs, maintaining a 1:7 ratio between genuine and im-
poster datasets, similar to the standards used in most related works.
This dataset is particularly useful for analyzing the resilience and
generalization of fingerprint recognition systems.

PolyU High-Resolution Fingerprint Dataset (PolyU). The PolyU
dataset, developed by the Hong Kong Polytechnic University, is a
widely adopted benchmark for fingerprint recognition. It provides
high-resolution images captured at 1200 dpi, offering fine ridge and
minutiae details that support precise recognition and enhancement
studies. PolyU includes both contact-based and contactless-2D data;
in this work, we use the processed contactless subset. This subset
consists of two sessions: Session I contains 336 subjects (each with 6
images), while Session II contains 160 subjects (each with 6 images),
totaling 496 participants. Following the dataset protocol, we as-
signed 296 subjects for training and 200 for testing. The evaluation
set comprises 3, 000 genuine and 19, 900 imposter pairs, providing
a rigorous basis for evaluation, similar to most related works.

Together, these two datasets provide complementary evaluation
settings: SOKOTO introduces variability from altered and distorted
samples, while PolyU emphasizes high-quality minutiae-rich fin-
gerprints. Using both datasets allows for a balanced assessment of
system performance in both challenging and controlled conditions.

7.3 Rank-1 Accuracy

The accuracy measurements for SentinelTouch were done for vary-
ing embedding feature vector sizes in both full-privacy and hybrid
pipelines using the different datasets. To evaluate the impact of
embedding feature dimensionality and privacy-preserving configu-
rations on SentinelTouch performance, we conducted experiments
on both the PolyU and SOKOTO datasets using feature vectors of
16 and 32 embedding dimensions. Our results demonstrate that the
choice of feature vector size has only a marginal effect on the Rank-
1 accuracy. Specifically, across all settings, the observed difference
between the 16 and 32 feature vectors was bounded within 0.25%,
further supporting the findings of Blind-Match that substantial
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compression of feature vectors is possible without significantly sac-
rificing recognition accuracy. Importantly, smaller feature vectors
reduce the size of the encrypted database required to store users’
embeddings. It also reduces the latency of encrypted matching in
SentinelTouch, and directly affects the storage requirements.

On the PolyU dataset, SentinelTouch achieved a 99.512% Rank-1
accuracy with a 32-dimensional embedding, compared to 99.397%
when using 16 dimensions. A similar trend was observed on the
SOKOTO dataset, where we achieved 99.85% Rank-1 accuracy with
a 32-dimensional embedding and 99.80% with a 16-dimensional
embedding. These results confirm that feature vector dimension-
ality has only a negligible influence on overall accuracy; thus, 16-
dimensional embeddings are recommended for real-world adoption,
as they save storage space. Table 2 shows the Rank-1 ranked accu-
racies obtained on SentinelTouch on both the SOKOTO and PolyU
datasets.
Table 2: Rank-1 accuracy of SentinelTouch using LeNet-5

under the 16 and 32 dimensional embeddings.

Dataset 16-dim embedding 32-dim embedding

PolyU 99.397% 99.512%
SOKOTO 99.800% 99.849%

7.4 Execution Time

We evaluate the execution time of SentinelTouch across different
embedding feature vector dimensions and pipeline settings. We re-
port the latencies, including; (i) PCA preprocessing and encryption,
(ii) feature extraction, (iii) user identification, (iii) decryption and
interpretation of results. The latency recorded here is an average
of multiple runs of a random sample from the validation set.

The specific dataset does not affect the latency of SentinelTouch.
The additional runtime impact from 16-dimensional embedding
to 32-dimensional embedding is only visible in the matching and
storage phases and comes from the additional number of identical
operations required for the space. Doubling the embedding dimen-
sions from a 16-dimensional embedding to 32-dimensional embed-
ding also doubles the matching time. Using the LeNet-5 model and
16-dimensional embedding space, the full-privacy pipeline required
approximately 16 seconds for a complete user identification task,
while the hybrid pipeline required only 284 milliseconds for the
same one-to-many task. While this slowdown is nontrivial, the
fully privacy-preserving pipeline remains within a practical range
for real-world authentication deployments that prioritize strong
privacy guarantees. Table 3 and 4 present an ablation study of exe-
cution times across various deployment pipelines for the different
operations as well as phases.
Table 3: End-to-end execution time for operations in Sen-

tinelTouch using LeNet-5 for different embedding dimen-

sions.𝑚𝑠 is milliseconds, 𝑠 is seconds. 𝐷 is the vector dimen-

sion.

Operation

Hybrid (ms) Full-Privacy (s)

16D 32D 16D 32D
Registration 57 114 14 14
Deletion 36 70 0.036 0.070
Identification 284 542 16 16

Table 4: Detailed runtime of SentinelTouch using LeNet-5 for

hybrid and full-privacy pipelines with different embedding

dimensions.

Operation

Hybrid(ms) Full-Privacy(s)

16D 32D 16D 32D
PCA Preprocessing ≈ 0 ≈ 0 ≈ 0 ≈ 0
Encryption 4 8 0.02 0.04
Feature Extraction ≈ 0 ≈ 0 14 14
Homomorphic Matching 278 542 1.4 2.6
Decryption & Interpretation 2 4 0.06 0.12
Total 284 554 15.5 16.76

Scalability in privacy-preserving fingerprint identification with
HE can be achieved through two complementary approaches, both
of which are compatible with SentinelTouch. The first approach
involves increasing the size of the HE security parameters. Specif-
ically, enlarging the ciphertext slot count enables the system to
accommodate more users within a single ciphertext. However, this
comes with a direct trade-off in performance, as doubling the num-
ber of slots approximately doubles the runtime while proportionally
increasing storage overhead. This scaling method works well for
moderate dataset sizes but becomes very expensive for extremely
large databases, such as those exceeding 100,000 users, because of
the significant increase in computation and memory requirements
associated with the required HE parameters. The second approach,
adopted by Blind-Touch and Blind-Match, introduces a distributed
server architecture where multiple instances of the server process
disjoint subsets of the encrypted dataset in parallel, and the results
are securely aggregated. This distributed scaling strategy maintains
privacy guarantees while improving throughput by leveraging par-
allel computation. SentinelTouch is compatible with both scaling
paradigms; thus, the choice of pipeline for large-scale deployments
should balance database size, available computation resources, and
target system latency.

7.5 Memory Consumption

In addition to runtime performance, we evaluate the memory foot-
print of SentinelTouch across different pipeline configurations.
Memory consumption is measured on the server side and includes
all ciphertext storage, intermediate homomorphic evaluation buffers,
and any temporary structures required for user registration, dele-
tion, inference, and matching. These measurements reflect the peak
memory usage during end-to-end execution, providing a realistic
estimate for deployment requirements. The datasets do not impact
the server’s memory usage. Instead, it depends mainly on the de-
ployment pipeline, the embedding feature vector size, and the HE
security parameters needed to evaluate the encrypted model.

The hybrid pipeline consistently consumes less memory than
the full-privacy pipeline, as the feature extraction operations are
performed in plaintext and do not require additional ciphertext
buffers and evaluation keys for the convolution and pooling layers.
Nevertheless, the memory requirements remain within the capacity
of consumer-grade systems even for the most expensive setting, us-
ing a maximum of 5.2GB of RAM. Table 5 summarizes the observed
peak memory usage across our models and pipeline settings.

154



SentinelTouch: A Lightweight HE-based Biometric Fingerprint Identification framework Proceedings on Privacy Enhancing Technologies 2026(2)

Table 5: Peak memory consumption (GB) of SentinelTouch

for hybrid and full-privacy pipelines with different embed-

ding dimensions.

Pipeline

Hybrid (GB) Full-Privacy (GB)

16D 32D 16D 32D
Memory Usage 0.8 1.1 4.1 5.2

7.6 Comparison with Related Works

To contextualize the performance of SentinelTouch, we compare
our results with existing approaches in encrypted fingerprint match-
ing. To the best of our knowledge, SentinelTouch represents the first
full-privacy pipeline for fingerprint identification and matching
using neural networks. In the full-privacy setting, SentinelTouch
outperforms state-of-the-art methods by approximately 10× in end-
to-end identification latency, as summarized in Table 6.

In the hybrid setting, we compare SentinelTouch against promi-
nent fingerprint recognition solutions, including Blind-Match, Blind-
Touch, andDeepPrint. Our results show that SentinelTouch achieves
up to 2.5× faster processing time for end-to-end, one-to-many
matching tasks compared to Blind-Match using 16-dimensional em-
beddings, as reported in Table 7. These efficiency gains are achieved
without sacrificing accuracy, demonstrating that SentinelTouch
provides an optimal balance of privacy, latency, and accuracy.
Table 6: Comparison of end-to-end latency (in seconds) for

full-privacy biometric fingerprint identification systems.

System method Latency (s)

Kim et al. [21] Euclidean Distance 162
Pradel et al. [32] Euclidean Distance 3133536
Yang et al. [41] Hamming Distance 252
SentinelTouch LeNet-5 16

Processor Summary:
Hardware used:

Kim et al.: Intel Core i5-7500 CPU @ 3.40GHz ×4, 64-bit Ubuntu 16.04 LTS.
Pradel et al.: Intel Core i3-6100 CPU @ 3.70GHz ×4, 8GB RAM.

Yang et al.: AMD FX-8370 Eight-Core Processor @ 4.01GHz, 24GB RAM.
SentinelTouch: Intel Core i7-14700K @ 3.40GHz, 20 cores, 32GB RAM.

Table 7: Comparison of end-to-end identification latency for

hybrid fingerprint matching systems and their one-to-many

rank-1 accuracy on the PolyU dataset. Acc.: Accuracy

System Model Para-

meters

Latency

(ms)

Rank-1

Acc.

Blind-Touch Custom
Arch.

≈ 2.0𝑀 650 59.17%

Blind-Match ResNet-
18

≈ 11.2𝑀 720 99.55%

DeepPrint Custom
Arch.

≈ 67.4𝑀 3,400 –

SentinelTouch LeNet-5 ≈ 44𝑘 284 99.51%

Processor Summary:
Hardware used:

DeepPrint: Intel Core i9-7900X @ 3.30 GHz, 32GB RAM
Blind-Match and Blind-Touch: Five NAVER Cloud standard-g2 instances, Intel Xeon

Gold 5220 @ 2.20 GHz, 8GB RAM each
SentinelTouch: Intel Core i7-14700K @ 3.4 GHz, 20 cores, 32GB RAM

To evaluate our hypothesis under realistic hardware constraints,
we performed inference experiments on a Raspberry Pi 3 Model B+
equipped with a 1.4 GHz 64-bit quad-core processor. The ResNet-18
model used in Blind-Match, comprising approximately 11.2 mil-
lion parameters, required an average of 13.9 seconds to process
a single image. In contrast, our PCA + LeNet-5 pipeline achieved
substantially lower latency: PCA construction and image resizing
took only 0.001 seconds, while inference on the LeNet-5 model with
about 44,000 parameters required 0.0131 seconds, resulting in a total
pre-encryption runtime of 0.0132 seconds. This clearly confirms
our hypothesis, showing that our hybrid PCA + LeNet-5 approach
remains far more efficient than large neural network models such
as the ResNet-18. Moreover, the drastic reduction in model size and
computation cost makes our design highly suitable for deployment
on most resource-constrained devices. These results highlight the
practicality of lightweight models in achieving efficient and scalable
privacy-preserving fingerprint image processing on the edge.

8 Conclusion

In this work, we present SentinelTouch, a novel system for privacy-
preserving fingerprint identification and authentication that lever-
ages homomorphic encryption and neural networks. SentinelTouch
supports both full-privacy and hybrid pipelines, enabling strong
privacy guarantees while maintaining practical performance for
real-world deployment. We introduce a preprocessing stage that
reduces the fingerprint image dimensions to as low as 28x28 for
efficient neural network processing. We then develop a lightweight
neural network that provides high Rank-1 accuracy in multiple one-
to-many identification tasks. Through extensive evaluation on the
PolyU and SOKOTO datasets, we demonstrated that SentinelTouch
achieves high recognition accuracy across different embedding
feature vector dimensions. In full privacy-preserving mode, our
baseline LeNet-5 model outperforms existing solutions by up to 10
times in latency, while in hybrid configurations, it achieves up to 2.5
times the improvement. These results establish SentinelTouch as
the first full-privacy-preserving, practical, and high-performance
neural network system for identification and authentication on
biometric fingerprint images.

In future work, we plan to extend SentinelTouch to support addi-
tional biometric modalities and multi-factor authentication. We also
aim to deploy SentinelTouch on dedicated fingerprint-scanner hard-
ware and evaluate its suitability in real-world authentication and
identification settings. Overall, SentinelTouch shows that strong pri-
vacy, high accuracy, and real-time performance can indeed coexist
in biometric fingerprint verification, providing a robust foundation
for next-generation secure biometric identification systems.
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