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Abstract

Federated graph neural networks (FedGNNs) have emerged as a
promising solution for handling graph data distributed across mul-
tiple owners. They enable collaborative training while preserving
data decentralisation and complying with privacy and regulatory
constraints. However, the inherent structural dependencies in graph
data and the message-passing mechanisms of GNNs introduce both
cross-client and intra-client edges in FedGNNs. Cross-client edges,
in combination with federated learning (FL) protocol designs, open
additional channels for information propagation and heighten the
risk of privacy leakage. In FedGNNSs, once edge information is com-
promised, adversaries can infer local neighbourhood structures and
reconstruct inter-client relationships, even without direct access to
raw data. Existing research on privacy inference in FL has largely
overlooked edge privacy threats specific to FedGNNs. To address
this gap, we propose a poisoning link inference approach with two
strategies: Label Flipping Link Inference Attack (LFLIA) and Gradi-
ent Ascent Link Inference Attack (GALIA). LFLIA flips the label of a
candidate node so that its perturbation propagates along structural
topology during training. GALIA perturbs the candidate node’s gra-
dient to amplify its loss. The perturbations on the candidate node
can propagate to its linked neighbours by message-passing mecha-
nism, which induces representation shifts on these linked nodes.
By monitoring FedGNN outputs of a target node set before and
after poisoning, an adversary can distinguish linked nodes through
observable output shifts, whereas unlinked nodes exhibit little to no
change. Experimental results on multiple benchmark datasets show
that our poisoning-based LIA can effectively infer link existence
and structure with high accuracy across diverse federated settings.
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1 Introduction

Graph neural networks (GNNs) have demonstrated remarkable ef-
fectiveness in learning graph data [1-3], such as recommendation
systems [4], disease discovery [5-7]), and social networks [8, 9].
However, in real-world scenarios, graph data is often distributed
across multiple data holders (e.g., hospitals or institutes) that cannot
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share raw data due to privacy regulations or commercial constrains
(e.g., HIPAA [10, 11], GDPR [12]). To address this, federated graph
neural networks (FedGNNs) have been proposed to enable collabo-
rative model training across decentralised graph data without raw
data sharing [13-16].

Despite mitigating the risk of data centralisation, FedGNNs am-
plify privacy issues due to the structural dependencies in graph
data [17] and the message passing mechanism [18] over both cross-
client and intra-client edges [19-21]. Cross-client edges connect
nodes located across multiple clients, while intra-client edges con-
nect nodes within the same local subgraph. With this message pass-
ing mechanism, node representations can encode not only node
features but also the structural dependencies of their neighbours
from both the same local subgraph and across clients.

Since node representations may unintentionally encode sensitive
user attributes and relational structures, which make them vulner-
able to adversaries to exploit these representations to steal private
data information [22-24] (e.g., link inference attacks [25], attribute
inference attacks, and property inference attacks [26]). In particular,
link inference attacks (LIAs) [27, 28] aim to infer whether an edge
or link exists between two nodes, which posing serious threats to
structural privacy as edges in graphs are often sensitive and pri-
vate (e.g., social relationships, disease correlations, or behavioural
associations).

Recently, poisoning attacks (e.g., data poisoning attacks [29, 30],
model poisoning attacks [31, 32]) have emerged as effective pri-
vacy threats for privacy inference in federated learning (FL) by
amplifying inference signals through crafted perturbations [33, 34].
By acting as malicious clients, adversaries can inject crafted per-
turbations into local data or model updates to subtly manipulate
global model behaviour, and then extract sensitive information by
observing behaviour shift before and after attacks. However, ex-
isting poisoning-based LIAs and centralised LIAs fundamentally
rely on strong assumptions that are not realistic, including access
to global node features [27, 28, 35], the ability to inject auxiliary
nodes into the centralised graph [28, 35], and knowledge of node
embeddings [36].

Unlike standard FL tasks, the unique graph characteristics intro-
duce several challenges for link inference in FedGNNs. Specifically,
each client only stores a partial subgraph, with cross-client edges
remaining invisible to any single client, resulting in a fragmented
topology that prevents direct access to complete neighbourhood
information. Furthermore, the influence of these hidden connec-
tions is implicitly embedded in the federated aggregation process
and entangled with local message passing, making it difficult to
isolate the structural contribution of a specific link from aggregated
updates.
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To bridge this gap and overcome these challenges, we propose
a poisoning-based LIA approach for FedGNNs that leverages the
propagation of crafted perturbations through both intra-client and
cross-client dependencies. Although these dependencies are not di-
rectly observable, they still shape learned node representations. By
amplifying the link-specific effects, our approach renders structural
signals in aggregated updates distinguishable even under incom-
plete topology. The key intuition is that perturbations injected into
a candidate node can propagate through both local intra-client and
hidden cross-client dependencies during message passing, leaving
measurable traces in the representations or model outputs of its
neighbours.

We design two poisoning strategies: label-flipping link infer-
ence attack (LFLIA) and gradient-ascending link inference attack
(GALIA). LFLIA flips the label of a candidate node so that its per-
turbation propagates along structural topology during training.
GALIA perturbs the candidate node’s gradient to amplify its loss
and propagate the perturbations to its neighbours. Both strategies
cause perturbations to propagate through the FedGNN message-
passing and aggregation process, enabling the adversary to observe
behavioural shifts indicative of link existence.

Fig. 1 illustrates a healthcare system under the FedGNN archi-
tecture. An adversary has compromised hospital k and control its
local training processing. The adversary wants to know patients’
private information, such as if patient u (in red) is also the patient
of other hospitals or if a patience v (in green) has relationship with
u. The adversary injects perturbations into u. This perturbations
propagates to u’s neighbours via both intra-client and cross-client
edges. If a link or an edge exists between u and v (e.g., a therapeutic
relationship, a family link, or the same patient appearing in multiple
hospitals), the perturbation on u induces observable changes in v’s
output. Otherwise, no shift occurs. By monitoring these behavioural
shifts, an adversary can infer the existence of a link between u and
v, thereby stealing sensitive structural relationships in FedGNNs.
Our contributions can be summarised as follows:

e We propose a poisoning-based LIA approach for FedGNNs
with two poisoning strategies: label flipping link inference
attack (LFLIA) and gradient ascending link inference attack
(GALIA). LFLIA flips the label of the target node to mislead
supervision propagation through message passing, which
exploits structural dependencies to reveal link-specific in-
fluence. GALIA perturbs the target node’s gradient via loss
amplification, which amplifies its impact on neighbouring
representations to induce and trace representation shifts via
message passing.

e We explore the impact of inferred structural relationships
to subgraph reconstruction. Based on the inferred relations
from our poisoning-based LIA, we investigate to construct
subgraphs via breadth-first search and evaluate reconstruc-
tion fidelity using embedding similarity.

e We conduct comprehensive evaluation across GNN archi-
tectures, robust FL aggregators, and both homogeneous and
heterogeneous graphs on five benchmark graph datasets. We
also assess attack performance under existing defense strate-
gies. Results show that both poisoning strategies achieve
higher precision than existing LIAs (i.e., SLA [25], LTA [27])
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Figure 1: A healthcare system under the FedGNN architec-
ture. In the global graph, nodes represent patients, with solid
lines denoting intra-hospital patient relationships and dot-
ted lines representing inter-hospital patient relationships.
Each hospital trains a local GNN model that contributes to
the federated learning process coordinated by the medical
administration centre.

in most settings (e.g., GALIA achieves 91% precision and
92% recall on Citeseer under FedGCN). We also analyse the
impact of various factors on attack performance, including
number of adversaries, node overlapping rate, and attack
timing.

The rest of the paper is organised as follows. Section 2 introduces
the preliminaries in FL, GNNs, and FedGNNs. Section 3 presents
the threat model in terms of an adversary’s knowledge, capabilities,
and attack goals. Section 4 details our proposed poisoning-based
LIAs. Section 5 describes the experiment setup, experimental re-
sults, and analysis. Section 6 presents the ablation study. Section 7
discusses the ethical considerations of our work. Section 8 discusses
limitations and future work. Section 9 reviews existing LIAs against
GNNe . Finally, Section 10 concludes the paper.

2 Preliminaries
2.1 Federated Learning

Federated Learning (FL) enables K clients to collaboratively train a
global model W while keeping their datasets localised [31, 37, 38].
Unlike centralised learning, where all data are collected by a central
server, FL trains a model in a decentralised manner. Each client
k trains a local model using its local dataset and uploads its local
model parameters {W | k € K} to a parametric server. The global
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optimisation objective of FL can be formulated as:

K
min L(W) = Z %Lk(wk)s
klzl (1)
Le(Wi) =5 > ((Wix)),
JePk
where B = Zle by is the total data size, Ly (W) represents the
local loss of client k, by = |Px| is the local data size of client k, and
Py represents the index set of data samples held by client k. For
each sample x; € Py, the local loss is £(Wy, x;).
At communication round ¢, FL proceeds in three stages:
(1) Global model download. The server sends the current
global model parameters W' to all participating clients.
(2) Local training. Each client updates the model by training
with its local data via gradient descent,

Wi = W= VL (W),

where 7 is the learning rate.

(3) Model aggregation. Clients upload their updated local
model parameters {W,‘:’I}I,::l to the server. Then, the server
aggregates the uploaded local model parameters (e.g., via

FedAvg [39]) to produce new global model parameter W**!,

@

2.2 Graph Neural Networks

Graph neural networks (GNNs) have emerged as powerful tools for
processing non-Euclidean data by leveraging both graph structural
information and node features to learn node representations [2, 40,
41]. We briefly introduce the basic notions and general architectures
of GNNs.

A graph is defined as G = (V, E, X), where V is the set of nodes,
E is the set of edges, and X € RIVI*? is the node feature matrix with
d-dimension input features. Each row x, € X corresponds to the
initial feature vector of node v € V, which encodes features (e.g.,
user profiles, gender, age). |V| and |E| denote the number of nodes
and edges, respectively. L-layer GNNs learn a node representation
h, (i.e., node embedding) for each node v € V by iteratively aggre-
gating information from its neighbours through message passing.
The initial representation is set as hz(,o) = X,, and updated layer by
layer as:

by = AGG(ny", (b u e N(@)}) L e L 5)
where hz(,lﬂ) is the hidden representations of node v at layer I. N (v)
denotes the neighbours of v, and AGG represents a neighbourhood
aggregation function (e.g., mean, max, or sum). Then, the node
representation h, is,

ho = hYY, @)
which h, captures both node v’s own features and its structural
information of its neighbours.

2.3 Federated Graph Neural Networks

Federated Graph Neural Networks (FedGNNs) enables distributed
clients to collaboratively train a global GNN model without sharing
their raw graph data [42-44]. A typical FedGNN primarily consists
of two levels: client-side local training and server-side federated
optimisation as illustrated in Fig. 2 with K clients and one server. Let
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the full dataset be D = (G,Y) = ((V,E,X),Y). Client k has its own
dataset Dy = (Gy, Y) with Gy, = (Vi, Eg, X)), where Vi, C V,E; C E,
and Xy, is the feature matrix restricted to V. Yy is the corresponding
label set of V.

2.3.1 Client-side Local Training. The client-side training follows
the standard message passing paradigm [45], which includes two
stages: message passing and readout. Generally, the message pass-
ing neural networks (MPNN) are employed to cover a range of
GNN variants, such as GCN [40], GAT [41], and GraphSAGE [2].
In client-level local training, each client k processes a local GNN
model f; and performs local training.

Message passing: For node i € Vi in client k, the [-layer of the
GNN conducts aggregation over its neighbours N (i) as follows,

m{) =66 ({n;" 1 e N)}). %)

W _ (w® -
h) _a(wk -COMBINE(hk’i ,mk’i)), ©)

where m]((ll) denotes the aggregated message from the neighbours of
node i at layer [. h,(cll? is the hidden representation of node v; at layer

I, and hli?i) = x; is the initial node feature. AGG is the aggregation
function to aggregate the messages from hidden representations
of neighbours at previous layer I — 1 by using operations like sum,
mean, or max. COMBINE is a concatenation function to combine
node i’s own representation with the aggregated messages from its
neighbours j at previous layer [ —1 to update node i’s representation
at layer [. o is an activate function (e.g., ReLU). W](Cl) is the trainable
parameters at layer [ of client k.

Readout: After L layers message passing, the readout phase gen-
erates task-specific outputs. For node classification, the prediction
for node v; is defined as,

Ok = Ro, (b)), )

where Ry, is the readout function or classification function (e.g., an
MLP with softmax), 0 is the parameters of readout function, J; is
the predicted label of node i.

2.3.2  Sever-side Federated Optimisation. Following local training,
clients collaboratively update a global model using a standard FL
protocol (e.g., FedAvg [39]). Let Wy, = {W,(Cl)}»IL:1 U {6} denote the
model parameters of client k’s local GNN. The local objective can

be defined as:

Li(Wy) = — (i (G W), Yo, ®)
(G Yi ) €Dy

| Di|
where ¢(-) is the loss for each sample in Dy (e.g., cross-entropy).
L (W) the local loss of client k that averages loss over client k’s
dataset Dy.
The global objective minimises global loss of £(W) by aggre-
gates all local updates through a protocol (e.g., FedAvg [39]).

| Dy |

- Li(Wy),
D] t(Wg)

K
min L(W) = )" ©)
k=1
where W is the global model parameter. |D| = I,le | Dy | is the total
dataset size across all clients. |Dy| is the dataset size of client k.
In each training round ¢, the server broadcasts the current global

parameter W' to participating clients. Each client k performs local
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Figure 2: Illustration of FedGNN.

training on its local subgraph Gy to obtain updated parameters
W;:l according to Eq. 2, which is then uploaded to the server. The
server aggregates all the uploaded updates from clients to update
global parameters W'*!,

3 Threat Model

We characterise the threat model in terms of the adversary’s knowl-
edge, capability, and goals. In this work, we focus on client-side
attacks that A can compromise one or more clients and participate
in the FedGNN model training process. As a participating client
in FedGNN, A has the same view of FL protocol as honest clients.
Specifically, A has full access to its own local dataset and is able to
perturb its local node features, labels, and the local graph structure.

3.1 Adversary’s knowledge

The adversary’s knowledge about FedGNN varies depending on
the access setting, we consider two settings in terms of our two
poisoning strategies,

e Black-box: A can only query the global model via APIs and
observe its output predictions (e.g., posteriors, confidence
score, etc.) for given inputs, but without access to the model
parameters, gradients, and updates of either from the global
model nor other clients. A can only control and manipulate
its local dataset Dy.

e White-box: A can not only control its local dataset Dy, but
also observe and manipulate its own local training process
(e.g., local updates V), and view global parameters W, but
cannot access other clients’ datasets or local updates.

3.2

We define the adversary’s capability based on what A can control
and view under its knowledge.

Adversary’s capability

o Generate local auxiliary nodes. A can generate auxiliary
nodes N, within its own client by adding new records to its
local dataset. Auxiliary-node injection is realistic in many
real-world FL deployments, because clients typically control
over their own data repositories. The auxiliary nodes may
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be linked to local nodes (e.g., by forming plausible local rela-
tionships) or left isolated, and their features can be crafted
to support the attack objectives. Importantly, the location of
auxiliary-node injection is strictly limited to the adversary’s
own client, A cannot modify other clients’ subgraphs or
change cross-client topology.

Conduct local perturbation. Since A can control its local
dataset Dy, it can perturb node features, graph topology, or
labels. In particular, in a white-box setting, A also can craft
or manipulate its local model parameters or crafted updates
during training. This allows A to steer the global model
updates in a malicious direction [46].

The perturbed information associated with the auxiliary nodes
propagates through the GNN’s message-passing mechanism and
the federated aggregation process, ultimately influencing the global
model parameters and their linked neighbours. For example, in a fed-
erated hospital network, a compromised hospital (i.e., A) can legiti-
mately register new patient accounts that appear as new nodes with
plausible attributes and optional relationships (e.g., being assigned
to the same ward or treatment pathway), similar to creating new
user accounts on social networks (e.g., Facebook, Twitter, Weibo,
etc) [35]. Such modifications affect only the local client’s subgraph
topology and are fully aligned with practical FL data-ownership
assumptions.

3.3 Adversary’s goal

Given a target node set T and a candidate node u, the A aims to
identify whether there exists a link between u and any node v € T.

4 Methodology

4.1 Overview

In FedGNNs, messages propagate through both intra-client and
cross-client edges, where node representations are iteratively up-
dated by recursively aggregating the information from their neigh-
bours in intra- and inter-graph. With this message-passing mech-
anism, node representations capture not only node features but
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also information of neighbours and the underlying graph struc-
ture. However, such node representations may be vulnerable to
adversaries as the representations may inadvertently encode sen-
sitive patients’ attributes and relational structures, making them
vulnerable to various privacy inference attacks to steal private data
information [17, 18, 22-24]. Fig. 3 illustrates the overview of the

Server aggregation @
W' = Aggregate(Wi}f_, <Fo) ®
=

2 IR
clientz = @®&------- L) °
client 2 " client k-1

- - - Cross-client edge —— Intra-client edge @ Candidate node u @ Target node

Figure 3: LIA scenario in FedGNNs. (1) Poison candidate node
u in its local subgraph, (2) Train the poisoned data and upload
local parameters to server for global aggregation, (3) Query
the global model to obtain outputs on u and v, (4) Observe
changes in u’s and v’s outputs (e.g., posterior probabilities
or gradients), and (5) Infer link existence between u and v if
noticeable shifts are observed in v’s outputs.

attack scenario of LIA on FedGNNs. Clients with locally trained
subgraphs collaboratively train a global graph in FL settings. Within
these subgraphs, edges can be categorised into intra-client edges
that connect nodes belonging to same subgraph, and cross-client
edges that connect nodes across different subgraphs.

LIA attempts to discover neighbours of the candidate node u.
The perturbations or poisoning toxicity on u propagate through
the graph structure. This effect is further amplified by FedGNN’s
parameter aggregation across participating clients. The malicious
client k can observe outputs of FedGNN on target node set to assess
how they are affected.

If a target node v is linked to u, the perturbed messages will
propagate bidirectionally. That is, u aggregates information from
v, while v absorbs the perturbation from u. Therefore, v’s repre-
sentation and corresponding outputs (e.g., posterior probabilities,
confidence scores) will deviate noticeably under sufficient poison-
ing toxicity. By observing these shifts, the adversary can infer the
existence of a link between u and v.

If a target node v is not linked to u, the perturbation cannot
directly reach v. ’s representation remains stable, and its outputs
exhibit negligible changes. Similarly, nodes separated by large hop
distances are only weakly affected, which makes FedGNN outputs
on these nodes effectively no larger changes compared to linked
nodes.

To launch an effective LIA, the attack can be performed when the
FedGNN model reaches a near-convergent state. A first records the
baseline outputs (e.g., posterior probabilities or confidence scores) of
eachnode v € T before perturbing u. Then, A injects a perturbation
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into the candidate node u (i.e., by flipping label or applying gradient
ascent) with sufficient magnitude to induce noticeable shifts of
FedGNN’s outputs on v. As illustrated in Fig. 3, given the candidate
node u, a target node set T, and suppose the target model FedGNN
is almost converged at t-th training round, the attack proceeds as
bellows:

Step 1: Baseline recording. At training round t — 1, A pulls
the global model parameters W’~!, and records FedGNN outputs
on each target node v € T (e.g., posteriors) as baseline values before
attacks,

0:-1(0) = f(o; W'™Y), VoeT,

where f(-; W!™!) denotes the FedGNN prediction function at (t—1)-
th training round. O;_; (v) is FedGNN outputs for node v at training
round ¢ — 1.

Step 2: Poisoning. Starting from round ¢, A poisons candidate
node u (i.e., label flipping under a black-box setting or gradient as-
cent under a white-box setting) for a consecutive rounds [¢,t + «].
In each poisoned round, A perturbs its local data, and uploads
manipulated local parameters W} (r € [t, t + a]) for global aggre-
gation.

W’ — Agg({WiYK)),

where Agg(-) denotes the FL aggregation rule (e.g., FedAvg). The
poisoning effect is propagated and accumulated across @ rounds.

Step 3: Querying. After the poisoning phase ends (i.e., at round
(t + a)), A queries the updated global model to obtain post-attack
FedGNN predictions on each target node v,

Or+a(0) = fo; W),

Step 4: Shift measurement. The output shift is quantified via
Kullback-Leibler divergence [47] between pre- and post-perturbation
states (i.e., Oy—1(v) and O;44(0)). Specifically,

Av) = DKL(Ot—l(U) ” Ot+a(0)), (10)

where Dky,(+||-) denotes the KL divergence between two probabil-
ity distributions. A(v) is the magnitude of output shift of node v
induced by injecting the perturbation into candidate node u. We
empirically demonstrate that these KL-based shifts provide strong
separability between linked and non-linked node pairs (Fig. 4a) and
across different hop distances (Fig. 4b).

YoeT.
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(a) ROC for link and non-link node
pairs.

(b) ROC for different hop distances.

Figure 4: ROC of GALIA on Cora dataset under FedAvg.
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Step 5: Inference. A infers the link relationship by comparing
A(v) against a decision threshold T,

E(u,0) = {1’

0, otherwise

if A(v) >T (linked),
(not linked),

YoeT.

where T is the link threshold. If node v is linked to u, A(v) will be
significantly larger than T'. Otherwise, if v is not linked to u, the
perturbation cannot propagate and A(v) remains close to zero.

As node representations are updated layer by layer through its
neighbourhood aggregation, at each layer, a node aggregates feature
information from its immediate neighbours, and over multiple lay-
ers, this allows information to propagate progressively from increas-
ingly high-hop nodes and enables to capture high-order structural
dependencies [45]. However, as the number of layers increases,
node representations tend to become indistinguishable [48-50],
which causes messages from multiple-hops nodes to be gradually
diluted during propagation.

Hence, perturbations injected into the candidate node u also
propagate through multiple message-passing layers and weaken
as they reach nodes farther away, due to repeated aggregation,
transformation, and normalisation across layers. As a result, the
impact of the perturbation on high-hop nodes’ representations or
outputs is less pronounced compared to nodes closely connected
to the perturbed node u. This attenuation enables the adversary A
not only to determine whether a target node v is linked to u, but
also to estimate the hop distance by measuring the magnitude of
output shifts.

Intuitively, nodes closer to the candidate node u are more strongly
affected by the perturbation, yielding larger A(v). By comparing
these values against a set of thresholds, A can infer the hop distance.
In our work, we consider infer 3-hops neighbour relationships as
prior studies on over-smoothing and over-squashing have demon-
strated that information from distant nodes quickly vanishes as the
number of hops increases. In practice, GNNs usually fail to capture
meaningful signals from nodes beyond 6 hops [48].

The hop distance can be inferred as follows,

A(v) > T4 = 1-hop neighbour,

I <A(w) <} = 2-hop neighbour,

I3 <A(v) <I; = 3-hop neighbour, ()
A(v) < T3 = non-link.

where I, I;, I3 are empirically estimated thresholds chosen by
the adversary A to distinguish between 1-hop, 2-hop, 3-hop, and
non-linked nodes under the respective attack settings. Since A
participates in the FedGNN training, it has access to its own lo-
cal subgraph with ground-truth neighbourhood information. By
conducting poisoning-based LIA on its controlled local dataset and
measuring the output shifts for nodes at known hop distances, A
can derive the thresholds Iy, I}, and T that are then applied to infer
hop distances in global settings.

4.2 Label-flipping link inference attack (LFLIA)

Label-flipping attack is a widely adopted data poisoning method
in machine learning [51-54], where an adversary poisons training
samples by flipping their labels from a source class to a target class,
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such as flipping papers’ labels “Genetic Algorithms” to “Reinforce-
ment Learning” in Cora dataset for node-level classifications or
“Human-Computer Interaction” to “Machine Learning” in Citeseer
dataset.

Unlike other data poisoning attacks, label-flipping attack does
not require the adversary to know the global data distribution,
target model architecture, and the loss function. It is easy to exe-
cute, accessible to non-experts and does not require modifying or
tampering with FL client software.

We inspire by this to propose a label-flipping link inference
attack strategy (LFLIA). In a black-box setting, as the adversary A
has access to its local dataset, A can conduct targeted poisoning to
reveal link relationships. Specifically, given a target node set T, and
assuming the client k is the malicious client (i.e., the adversary A),
A aims to infer whether there exists a link between the candidate
node u € Vi and v € T. As A is a participating client in FedGNN,
the attack proceeds within the standard training process of FedGNN
as follows.

1. Training data: A trains under its local dataset Dy, where
Dy = (Gk, Yk), G = (Vk, Ek,Xk), andu € V.

2. Training updates before label flipping attack: A launches
label flipping attacks at training round ¢, where t is the round
that FedGNN reaches a near-convergent state. Before attacks, A
participants in the general training on Dy with correct label y,, of
candidate node u, and obtains a local model update, referred as

=1
Vk,1 >

t=1 _ ygrt-1 _ wyyt—1
Vil=W -W

(12)
= V28 (W]tc_l, Dy)

where W~! and wy ~! denote the global and local parameters at
round (¢ — 1), respectively.

3. Training updates under attacking: For candidate node u,
during the training round r € [, t + ], A flips u’s label y,, to -y,
i.e., the original correct label y,, is incorrectly labelled as the target
label —y,,. Then, A trains on the poisoned data (Vi i, Ex s Xkus 7 Yiu)»

and get a local update as V.
Via =W - W’
= VW’*1 b (WZa (Vk,us Ek,ua Xk,u: _‘Yk,u))a

where (Vk,u) Ek,ua Xk,u: _‘Yk,u) € Dy.

4. Training updates for (Dy/(Vi .y, Exu, Xk,): To maintain the
accuracy and stability of the global model, while avoiding the impact
on other labels, A only performs label replacement on u. Nodes
that are not labelled flipped, i.e., nodes in Dy / (Vi y,, Ek y, Xku), are

trained to get corresponding model update Vis

(13)

Vi, = WL - W

(14)
= Vwrflfk(wz’ Dk/(Vk,u’ Ek,u’ Xk,u))’

where W” denotes the current global parameters, W} denotes the
local model parameters obtained by training the malicious client
on its local dataset.

5. Training updates for Di: A sends its local training data
gradient to the server to update the global model. The gradient is
calculated as following,

Vi =V&(W/,Dy) =V 5 - yv,’cjll +8V, (15)
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Eq. 15 indicates the direction of the gradient update of the local
client k model. To amplify the poisoning to the target node u, it re-
quires to make the gradient update direction of the client k opposite
to that of the global model. Hence, LFLIA takes a negative sign for
V]tc)_ll to promote normal classification before attack, a positive sign
for V;,z to flip u to incorrect label in training phase, and a positive
sign for V|5 to maintain the accuracy of other un-poisoned nodes.
The y and § are used to balance the impact of gradient updates from
malicious client k due to the label flipping impact.

Due to fluctuations induced by the size and direction of the
gradients on LFLIA, LFLIA may be detected by robust aggregation
algorithms (AGRs) (e.g., Median [55], Multi-Krum [56], Trimmed-
Mean [55], Fang [46], and FLTrust [57]) of server-side in FedGNNs.
To mitigate the detection from AGRs, we aim at minimising the
influence on the global model. We consider the norm clipping of the
gradient to limit the size and direction of the gradients by applying
2-norm clipping:

Vi

A\ ,
LA

(16)

4.3 Gradient-ascending link inference attack
(GALIA)

Nasr et al. [31] demonstrated that adversaries can infer membership
information based on exploiting the stochastic gradient descent
algorithm, where the adversaries push towards ascending the gradi-
ents of the global model in a white-box setting. If a data record is a
member of the training dataset, the gradient computed on this data
record will cause an abrupt reduction after the data holder applies
its local gradient descent. The adversary can detect this reduction
to distinguish members from non-members.

Motivated by the gradient ascending attack on membership in-
ference attacks, we extend this approach to study its effectiveness
for LIAs on FedGNNs in a white-box setting, which we call gradient
ascending link inference attack (GALIA).

In our GALIA, A crafts ascending the gradient direction of the
loss function to the candidate node u when FedGNN model reaches
a near-convergent state. Then, A uploads the poisoned updates
to the server and observes the FedGNN model’s behaviours on
each target node v. If the behaviours on v alert, we define there
exist a link between v and u; otherwise, we infer that there is no
link between v and u. Similar to LFLIA, the training process of the
malicious client k follows the general training process of FedGNN
which is carried as bellow,

1. Training data: A trains local model under its local dataset
Dy, where Dy := (Gk, Yk), Gi = (Vk,Ek,Xk), andu € V.

2. Training updates before gradient ascending attack: In the
standard training process, A participants in the general training
process of the FedGNN model with the candidate node u under
gradient descent, and obtains a local update §,’€_11 of client k at (+—1)-

th round,
-1 _ rt-1 -1
LW oW )
= Vw26 (W;C_l, Dy)

3. Training updates under attacking: For the target node u, at
each training round r € [t,t + «], The A performs gradient ascent
on u’s loss to amplify its representation shift. Specifically, using the
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current global parameters W”, A trains its local model but reverses
the loss objective on u via gradient ascending on u. A then obtains
corresponding model update & ,,

G =W - W'

= Vwr—l[ = 6(W", Vi Eic s Xieus Yk,u)] (18)

== VW’*1 fk(wr, Vk,u, Ek,u, Xk,us Yk,u) .

4. Training updates for Dy /(Viy, Ei, Xk4): Each node in
Dy / (Vi E u» Xi) are trained under gradient descent, where the
local update for Di/ (Vi us Exu> Xk.u) at r-th round is & .

G =W -W'

19
= Vwr-18(W, Dic/ (Views Ercus Xicw)) 19

5. Training updates for Di: A sends its composed local gra-
dient to the server for aggregation. The final gradient uploaded at
round r is,

& = VoW, D) = &, - yE + 68,

where y and § balance the influence of the pre-attack baseline and
the ascent component on u, respectively.

Eq. 20 specifies the update direction of malicious client k. To
amplify the poisoning on u, A uses a negative sign on §,’<‘11 to follow
the standard stabilising descent direction learned before GALIA,
while A uses a positive sign on &7 , as & , already encodes ascent on
u via the negative loss. 5123 has a i)ositi\;e sign to preserve accuracy
on un-poisoned nodes. Similar to LFLIA, we also consider the norm
clipping of the gradient to limit the size and direction as,

.S
%= el

For both LFLIA and GALIA, A repeats the poisoning-based LIA
for a rounds. By monitoring behavioural changes on each target
node v € T, A infers whether an edge (u,v) exists via Eq. 11.

(20)

(21)

5 Evaluation

5.1 Experimental Setup

We implement the FedGNNs model using the PyTorch framework!
with PyTorch Geometric?. All the experiments are conducted on
a workstation running Window 11, equipped with an Intel Core
i7-14700K CPU, 64 GB DDR5 RAM, NVIDIA RTX 3090 GPU, CUDA
12.6. We use the Adam optimiser with learning rate of 0.001. To
ensure statistical significance and reliability, each experiment is
repeated five times, and the results are averaged.

Datasets. All the experiments use public, anonymised datasets?,
including three homogeneous graph datasets (Cora, Citeseer, PubMed)
and two heterogeneous graph datasets (DBLP, IMDB) for node clas-
sification tasks, which are popularly used as benchmark datasets
for graph learning [59]. Our goal is to reveal FedGNN privacy risks
to inform defense design, not to enable real-world exploitation.
Table 1 shows the statistics of these datasets, respectively. For each

Uhttps://pytorch.org/
Zhttps://pytorch-geometric.readthedocs.io/en/latest/index.html
Shttps://pytorch-geometric.readthedocs.io/en/latest/cheatsheet/data_cheatsheet.
html
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Table 1: Statistics of datasets

Dataset Type Relation (A-B) Nodes A NodesB Edges Features Classes
Cora [25] Homo. Citation 2,708 - 10,556 1,433 7
Citeseer [25] Homo. Citation 3,327 - 9,104 3,703 6
Pubmed [25] Homo. Citation 19,717 - 88,648 500 3
Paper—Author 14,328 4,057 19,645
DBLP [58] Hetero. Paper-Conf 14,328 20 14,328 334 4
Paper-Term 14,327 8,789 88,420
Movie—Actor 4,780 5,841 14,340
IMDB [58]  Hetero. /e Director 4780 2200 4780 2% 3

dataset, we randomly sample 80% of the data record as the training
dataset and the remaining 20% as the test dataset.

GNN architectures. We evaluate our poisoning-based attacks
across three GNN architectures: GCN [40], GAT [41], and Graph-
SAGE [2].

Defences. To account for Byzantine-robust aggregation in feder-
ated learning, we adopt five commonly used methods: Median [55],
Multi-Krum [56], Trimmed-Mean [55], Fang [46], and FLTrust [57].
To evaluate attack performance under defence methods, we test
our attacks under FoolsGold [60], and FL Detector [61]. Both de-
fences are recognised representative defences against poisoning
behaviours in FL, and have been used as a benchmarks against
poisoning attacks [62, 63].

We consider these defence approaches as they share a common
detection principle, which measures the directional similarity (e.g.,
cosine similarity or angle difference) between client updates to
identify anomalous or malicious behaviours. This mechanism is
highly relevant to our poisoning-based LIAs because our attacks
alter the gradients of the target node in a characteristic direction,
which makes these defences the most appropriate for evaluating
whether perturbation directions can be detected or filtered.

Overlapping rate. As there are diverse scenarios involving dis-
tributed graphs. The relationships between nodes can span across
different clients. For example, in citation networks, papers (nodes)
can be distributed across different research institutions (clients),
where the relationships between nodes represent the citations be-
tween papers. Each paper belongs to a specific institution but may
be cited by papers from other institutions. In our LFLIA and GALIA
experiments, we set the overlapping rate is 0.3.

Number of clients. In our experiments, there are 5 participating
clients, including 1 malicious client (i.e., adversary A).

Attack timing. We run each experiments for 500 epochs, and
launch the attacks starting with the 250th epoch and end with the
290th epoch. This timing is chosen because the 250th epoch marks
the point at which the model has almost converged, making it an
ideal moment to evaluate the attack impact during a stable training
phase.

Metrics. We use precision to quantify the fraction of inferred
neighbours that are true neighbours with the correct hop distance
(i.e., 1-hop, 2-hop, and 3-hop neighbours). Recall is used to measure
the fraction of true neighbours whose hop distance are successfully
detected.
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Baselines. We compare our poisoned-based LIAs with two base-
lines: LINKTELLER [27] and attack-2 in SLA [25]. Both attacks
assume the adversary only has the knowledge of node attributes,
and aims to infer linked node pairs. These two attacks are black-box
LIAs, the same as our LFLIA scenario where the adversary only has
knowledge of its own local dataset and knows the node features
from the public online resource. To further explore the privacy
vulnerabilities of FedGNNs under stronger adversary’s capability,
our GALIA performs under a white-box setting to leverage more
accessible information to steal link privacy in the FedGNN.

Target set and candidate node selection. In our experiments,
we construct a target node set T by randomly sampling nodes from
the entire global graph excluding the malicious client’s local sub-
graph. For candidate node u, we select u from the local subgraph
of the malicious client. To ensure that the observed output changes
of FedGNN on target nodes are induced by the propagated per-
turbations from poisoned u, u is selected from isolated nodes in
the subgraph of the adversary. If isolated nodes do not exist in the
adversary’s subgraph, we create an isolated node (i.e., auxiliary
node) as u to the subgraph.

5.2 Performance of LFLIA and GALIA on
FedGNN

Table 2 shows attack performance of LIAs in terms of precision
and recall compared with the baselines across five datasets, three
GNN architectures, and three aggregation strategies. The results
consistently show that both LFLIA and GALIA outperform SLA and
LTA across all datasets, models, and aggregation rules. GALIA in
particular achieves the highest precision and recall in all cases. On
average, GALIA improves precision by more than 15% compared
with LTA, and maintains stable recall above 90% in most FedGCN
settings.

Impact of GNN architectures. GNN architectures strongly
affect the attack success rate. FedGCN is the most vulnerable in
most of settings, with GALIA reaching 95.61% precision and 93.28%
recall on Citeseer under FedAvg. This may be attributed to GCN’s
neighbourhood aggregation, which captures richer structural infor-
mation within its receptive fields, making link inference easier for
gradient-based attacks.

FedGraphSage generally yields lower precision and recall across
all methods. GALIA obtains 94.31% precision and 98.31% recall
on Cora with FedAvg due to fixed neighbour sampling reducing
available structural information in FedGraphSage. Nonetheless,
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Table 2: Attack performance of LIAs. pr.: precision. re.: recall. Baselines: stealing link inference attack (SLA) [25], LinkTeller
(LTA) [27]. Ours: label-flipping link inference attack (LFLIA), gradient-ascending link inference attack (GALIA). “_”: best results,

bold: second best .

AGRs FedAvg Fang FLTrust

Dataset | Method GAT GCN GraphSage GAT GCN GraphSage GAT GCN GraphSage
pr re pr re pr re pr re pr re pr re pr re pr re pr re

SLA 0.3649 | 0.4576 | 0.3784 | 0.4746 | 0.3716 | 0.4661 | 0.2230 | 0.2797 | 0.2365 | 0.2966 | 0.2297 | 0.2881 | 0.2027 | 0.2542 | 0.2162 | 0.2712 | 0.2095 | 0.2627

Cora LTA 0.7538 | 0.8305 | 0.7692 | 0.8475 | 0.7615 | 0.8390 | 0.5923 | 0.6525 | 0.6077 | 0.6695 | 0.6000 | 0.6610 | 0.5692 | 0.6271 | 0.5846 | 0.6441 | 0.5769 | 0.6356
LFLIA 0.9262 | 0.9576 | 0.9350 | 0.9746 | 0.9344 | 0.9661 | 0.7541 | 0.7797 | 0.7705 | 0.7966 | 0.7623 | 0.7881 | 0.7295 | 0.7542 | 0.7459 | 0.7712 | 0.7377 | 0.7627

GALIA | 0.9426 | 0.9746 | 0.9512 | 0.9915 | 0.9431 | 0.9831 | 0.7705 | 0.7966 | 0.7869 | 0.8136 | 0.7787 | 0.8051 | 0.7459 | 0.7712 | 0.7623 | 0.7881 | 0.7541 | 0.7797

SLA 0.3516 | 0.4639 | 0.3672 | 0.4845 | 0.3594 | 0.4742 | 0.1563 | 0.2062 | 0.1641 | 0.2165 | 0.1563 | 0.2062 | 0.1385 | 0.1856 | 0.1462 | 0.1959 | 0.1385 | 0.1856

Citeseer LTA 0.7143 | 0.7732 | 0.7333 | 0.7938 | 0.7238 | 0.7835 | 0.5673 | 0.6082 | 0.5865 | 0.6289 | 0.5769 | 0.6186 | 0.5534 | 0.5876 | 0.5728 | 0.6082 | 0.5631 | 0.5979
LFLIA 0.8800 | 0.9072 | 0.8911 | 0.9278 | 0.8900 | 0.9175 | 0.7172 | 0.7320 | 0.7374 | 0.7526 | 0.7273 | 0.7423 | 0.7071 | 0.7216 | 0.7273 | 0.7423 | 0.7172 | 0.7320

GALIA | 0.9000 | 0.9278 | 0.9109 | 0.9485 | 0.9010 | 0.9381 | 0.7475 | 0.7629 | 0.7677 | 0.7835 | 0.7576 | 0.7732 | 0.7700 | 0.7938 | 0.7900 | 0.8144 | 0.7800 | 0.8041

SLA 0.3169 | 0.3947 | 0.3662 | 0.4561 | 0.3404 | 0.4211 | 0.1761 | 0.2193 | 0.1901 | 0.2368 | 0.1831 | 0.2281 | 0.1620 | 0.2018 | 0.1761 | 0.2193 | 0.1690 | 0.2105

Pubmed LTA 0.7698 | 0.8509 | 0.7857 | 0.8684 | 0.7778 | 0.8596 | 0.6032 | 0.6667 | 0.6190 | 0.6842 | 0.6111 | 0.6754 | 0.5714 | 0.6316 | 0.5873 | 0.6491 | 0.5794 | 0.6404
LFLIA 0.9068 | 0.9386 | 0.9160 | 0.9561 | 0.9153 | 0.9474 | 0.6525 | 0.6754 | 0.6695 | 0.6930 | 0.6610 | 0.6842 | 0.6186 | 0.6404 | 0.6356 | 0.6579 | 0.6271 | 0.6491

GALIA | 0.9237 | 0.9561 | 0.9328 | 0.9737 | 0.9244 | 0.9649 | 0.7217 | 0.7281 | 0.7391 | 0.7456 | 0.7304 | 0.7368 | 0.6870 | 0.6930 | 0.7043 | 0.7105 | 0.6957 | 0.7018

SLA 0.2984 | 0.3742 | 0.3121 | 0.3914 | 0.3052 | 0.3828 | 0.2027 | 0.2542 | 0.2162 | 0.2712 | 0.2095 | 0.2627 | 0.1827 | 0.2291 | 0.1962 | 0.2460 | 0.1895 | 0.2376

DBLP LTA 0.7231 | 0.7965 | 0.7385 | 0.8135 | 0.7308 | 0.8050 | 0.5692 | 0.6271 | 0.5846 | 0.6441 | 0.5769 | 0.6356 | 0.5385 | 0.5932 | 0.5538 | 0.6102 | 0.5462 | 0.6017
LFLIA 0.8525 | 0.8814 | 0.8689 | 0.8983 | 0.8607 | 0.8898 | 0.7295 | 0.7542 | 0.7459 | 0.7712 | 0.7705 | 0.7966 | 0.7077 | 0.7314 | 0.7231 | 0.7475 | 0.7541 | 0.7797

GALIA | 0.8852 | 0.9153 | 0.9016 | 0.9322 | 0.8934 | 0.9237 | 0.7623 | 0.7881 | 0.7787 | 0.8051 | 0.7377 | 0.7627 | 0.7459 | 0.7712 | 0.7623 | 0.7881 | 0.7154 | 0.7397

SLA 0.2869 | 0.3597 | 0.3006 | 0.3769 | 0.2937 | 0.3683 | 0.1912 | 0.2397 | 0.2047 | 0.2566 | 0.1979 | 0.2481 | 0.1712 | 0.2146 | 0.1847 | 0.2315 | 0.1780 | 0.2231

IMDB LTA 0.7038 | 0.7750 | 0.7192 | 0.7920 | 0.7115 | 0.7835 | 0.5500 | 0.6059 | 0.5654 | 0.6229 | 0.5577 | 0.6144 | 0.5192 | 0.5720 | 0.5346 | 0.5889 | 0.5269 | 0.5805
LFLIA 0.8328 | 0.8609 | 0.8492 | 0.8778 | 0.8410 | 0.8693 | 0.7098 | 0.7339 | 0.7590 | 0.7846 | 0.7180 | 0.7422 | 0.6885 | 0.7117 | 0.7426 | 0.7677 | 0.6962 | 0.7198

GALIA | 0.8656 | 0.8948 | 0.8819 | 0.9117 | 0.8738 | 0.9032 | 0.7426 | 0.7677 | 0.7262 | 0.7507 | 0.7508 | 0.7761 | 0.7262 | 0.7507 | 0.7038 | 0.7276 | 0.7180 | 0.7422

LFLIA and GALIA still substantially outperform the baselines under
FedGraphSage, highlighting their adaptability.

FedGAT, with GAT attention mechanism, shows a resilience to
inference attacks by focusing on relevant neighbours and reduc-
ing noise from non-neighbour nodes. GALIA leverages gradient
distance estimation to bypass this selective weighting effectively,
resulting in good precision and recall even within the FedGAT
architecture.

Impact of FL aggregations. Without aggregation rules (AGRs),
GALIA achieves an average recall of approximately 84%. In contrast,
when AGRs such as Fang or FLTrust are applied, the attack success
declines notably. These AGRs enhance robustness by selectively
aggregating benign client updates or employing trusted reference
gradients, thereby diminishing the efficacy of link inference attacks.

In particularly, on the Pubmed dataset with a GraphSage model
under FLTrust, GALIA’s precision drops to 69.57%, whereas LTA
and SLA attain only 57.94% and 16.90%, respectively. This reduction
may stem from Pubmed’s larger and denser graph structure, which
dilutes the propagation of adversarial perturbations. Therefore,
while robust AGRs decrease the attack success of our LIAs, they do
not completely prevent link inference. This vulnerability indicates
that structural perturbations and gradient ascent strategies retain
efficacy against AGRs, particularly in graphs with complex or dense
topology (see Appendices A.1 for more results in AGRs of Medium,
Trimmed-Mean and Multi-Krum).

Impact of dataset characteristics. Our attacks exhibit consis-
tent behaviour across both homogeneous and heterogeneous graphs
with similar performance trends. Although homogeneous graphs
show slightly higher vulnerability, the core attack mechanisms re-
main effective in both settings. As shown in Table 2, homogeneous
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datasets (Cora, Citeseer, PubMed) generally yield higher attack pre-
cision and recall than heterogeneous datasets (DBLP, IMDB). For
example, GALIA reaches peak precision of 95.12% on Cora under
FedAvg, compared to 88.52% on DBLP and 86.56% on IMDB.

This 6%-8% performance gap can be attributed to the increased
structural complexity of heterogeneous graphs, where diverse node
and edge types introduce additional relational noise that partially
masks the injected perturbation signals. Nevertheless, the preser-
vation of effective attack performance across different graph struc-
tures confirms that our methods leverage universal structural vul-
nerabilities in FedGNNs.

Impact of defence methods. Our analysis reveals distinct
defence effectiveness against link inference attacks in FedGNN,
shown as in Fig. 5. FLDetector emerges as the more potent defence,
achieving significant performance reductions with approximately
23%-35%, with stronger impact on GALIA with around 29%-35%
reduction than LFLIA with 23%-29% reduction.

The reason behind this may be that FLDetector’s enhanced sensi-
tivity to gradient manipulation information, while GALIA’s explicit
gradient ascent creates more detectable anomalies, resulting in per-
formance drops from 0.9426 to 0.6928 on Cora and from 0.8656 to
0.6213 on IMDB. In contrast, FoolsGold demonstrates moderate
defence capability with consistent 9%-12% performance reductions
across all datasets, reflecting its gradient similarity-based detection
approach.

The defence effectiveness exhibits dataset-dependent characteris-
tics, with heterogeneous graphs (DBLP, IMDB) showing greater vul-
nerability reduction under FLDetector with 32.9%-33.5% for GALIA,
compared to homogeneous graphs. However, even the strongest
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defence only partially mitigates the attacks, as precision values
remain above 0.62 across all scenarios.

This underscores a critical limitation: while sophisticated de-
fences can significantly degrade attack performance, they cannot
completely eliminate the threat, highlighting the need for multi-
layered protection strategies in practical FedGNN deployments.
The empirical evidence establishes that current poisoning-aware
defences provide substantial but incomplete protection against link
inference attacks in federated graph learning.

Global model performance. To evaluate whether the poisoning-
based LIAs influence on the downstream learning task, we analyse
the global model’s training accuracy before, during, and after the
poisoning interval. As shown in Fig. 5, during the attack period [250,
290], the training accuracy of global FedGNN model under GALIA
without defences drops from approximately 95% to approximately
71%, while with FoolsGold reduces accuracy to approximately 77%
and with FLDetector reduces accuracy approximately 82.5%.

It can be seen that GALIA can disrupts the downstream learning
task even under defensive measures. However, after stopping attack
and continued training, the training accuracy of global model on the
main task re-converges to around 83%-85%. Therefore, it is not easy
to clear all these the propagation of adversarial influence through
message passing.
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Figure 5: Precision under overlapping rate analysis of GALIA
performances on Cora dataset with FedGCN under FedAvg.

6 Ablation Study

We conduct ablation studies on the impact of overlapping rate,
number of adversaries, and attack launch timing.

6.1 Overlapping rate across clients

We evaluate LIAs on FedGNNs with varying overlapping rate rang-
ing from 0.2 to 0.4. Fig. 6 shows the GALIA attack performance
on Cora dataset with FedGCN under varying overlapping rate. It
can be seen that node overlap rate is a critical factor influencing
the success rate of LIAs. Higher overlapping rate exposes more
cross-client edges and shared neighbourhoods, which amplifies
message-passing information and the structural information avail-
able for inference.
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Figure 6: Precision under overlapping rate analysis of GALIA
performances on Cora dataset with FedGCN.

With varying the overlap rate from 0.2 to 0.4, all attack meth-
ods, especially GALIA, show significantly improved attack success
rates, with GALIA achieving up to 97.5% against FedGCN model
under FedAvg. The behind reasons might fundamentally stem from
higher node overlap providing adversaries with richer cross-client
information flow, which enables more accurate inference of the
global graph structure. Specifically, overlapping nodes can be the
information bridges, which allow adversaries to piece together local
graph topological knowledge from different clients and reconstruct
a more complete graph structure.

Additionally, more overlapping nodes strengthens feature and
representation correlations in model updates, which adversaries can
exploit by analysing gradients or parameter shifts. GALIA performs
better than LFLAI under FedAvg. On Cora dataset under FedGCN,
the precision is 8.3% for GALIA, precision is 6.5% for LFLIA from
overlapping rate ranging from 0.2 to 0.4. GALIA performs better as it
can utilise these gradient information and leverage graph attention
mechanisms to capture higher-order relationships between nodes.

Meanwhile, robust aggregators also show varied resilience under
increasing overlap. Under FLTrust on Cora with FedGCN, GALIA’s
precision rises from 72.6% to 73.9%, indicating that FLTrust miti-
gates information leakage by filtering anomalous gradients in some
extent. However, the persistent vulnerability highlights that even
robust AGRs cannot fully defend attacks under high overlapping
rate. Similar trends are observed on Citeseer and Pubmed datasets,
where overlap consistently amplifies attack efficacy (see Appen-
dix A.4.1).

6.2 Number of adversaries

Fig. 7 represents the attack performance of GALIA on FedGCN
with varying the number of adversaries (i.e., malicious clients) with
a overlapping rate of 0.3 and 15 clients. We vary the number of
malicious clients from 1 to 10. It can be seen that the attack precision
of GALIA improves as the number of malicious clients increases
from 1 to 10 across three datasets and aggregation strategies. Under
FedAvg, the attack precision exhibits a positive trend. On the Cora
dataset, the precision increases from approximately 0.91 with a
single malicious client to above 0.96 when 10 malicious clients
are participating in training process. A similar trend is observed
on Citeseer and PubMed, where the attack precision improves by
approximately 5%-7% as the number of adversaries increases.
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Table 3: Attack performance under FedAvg with poisoning-aware defences. pr.: precision. re.: recall.

Defences No defence FoolsGold FLDetector
GAT GCN GraphSage GAT GCN GraphSage GAT GCN GraphSage
Dataset | Method
pr re pr re pr re pr re pr re pr re pr re pr re pr re
C LFLIA 0.9262 | 0.9576 | 0.9350 | 0.9746 | 0.9344 | 0.9661 | 0.8402 | 0.8687 | 0.8491 | 0.8841 | 0.8485 | 0.8768 | 0.7337 | 0.7584 | 0.7408 | 0.7720 | 0.7402 | 0.7649
ora
GALIA 0.9426 | 0.9746 | 0.9512 | 0.9915 | 0.9431 | 0.9831 | 0.8551 | 0.8842 | 0.8640 | 0.8996 | 0.8633 | 0.8923 | 0.6928 | 0.7158 | 0.7002 | 0.7289 | 0.6993 | 0.7224
Cit LFLIA 0.8800 | 0.9072 | 0.8911 | 0.9278 | 0.8900 | 0.9175 | 0.7964 | 0.8220 | 0.8063 | 0.8404 | 0.8054 | 0.8310 | 0.6836 | 0.7054 | 0.6927 | 0.7215 | 0.6917 | 0.7132
iteseer
GALIA 0.9000 | 0.9278 | 0.9109 | 0.9485 | 0.9010 | 0.9381 | 0.8150 | 0.8409 | 0.8251 | 0.8598 | 0.8162 | 0.8506 | 0.6507 | 0.6718 | 0.6598 | 0.6873 | 0.6587 | 0.6803
Pubmed LFLIA 0.9068 | 0.9386 | 0.9160 | 0.9561 | 0.9153 | 0.9474 | 0.8225 | 0.8503 | 0.8309 | 0.8672 | 0.8303 | 0.8594 | 0.7155 | 0.7396 | 0.7245 | 0.7553 | 0.7239 | 0.7485
ubme
GALIA 0.9237 | 0.9561 | 0.9328 | 0.9737 | 0.9244 | 0.9649 | 0.8378 | 0.8660 | 0.8464 | 0.8831 | 0.8390 | 0.8752 | 0.6805 | 0.7034 | 0.6890 | 0.7177 | 0.6876 | 0.7112
DBLP LFLIA 0.8525 | 0.8814 | 0.8689 | 0.8983 | 0.8607 | 0.8898 | 0.7732 | 0.7997 | 0.7876 | 0.8145 | 0.7803 | 0.8069 | 0.6505 | 0.6727 | 0.6631 | 0.6854 | 0.6567 | 0.6789
GALIA 0.8852 | 0.9153 | 0.9016 | 0.9322 | 0.8934 | 0.9237 | 0.8028 | 0.8303 | 0.8175 | 0.8454 | 0.8102 | 0.8378 | 0.6365 | 0.6580 | 0.6481 | 0.6705 | 0.6418 | 0.6635
IMDB LFLIA 0.8328 | 0.8609 | 0.8492 | 0.8778 | 0.8410 | 0.8693 | 0.7556 | 0.7818 | 0.7704 | 0.7968 | 0.7630 | 0.7892 | 0.6287 | 0.6500 | 0.6410 | 0.6630 | 0.6347 | 0.6563
GALIA 0.8656 | 0.8948 | 0.8819 | 0.9117 | 0.8738 | 0.9032 | 0.7850 | 0.8119 | 0.7995 | 0.8270 | 0.7921 | 0.8195 | 0.6213 | 0.6423 | 0.6330 | 0.6550 | 0.6269 | 0.6481
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Figure 7: Precision under number of adversaries analysis of
GALIA performances with FedGCN.

Under robust aggregators such as Fang and FLTrust, the attack
precision across three datasets is reduced compared to FedAvg.
Nevertheless, a slight upward trend with respect to the number
of malicious clients can still be observed. In particular, a mild
non-monotonic behaviour occurs when the number of malicious
clients varies between 4 and 6, where the precision slightly de-
creases. Additional results under other robust aggregators (i.e.,
Medium,Trimmed-Mean and Multi-Krum) are provided in Appen-
dix A.4.2.

We analyse that might be from some underlying reasons: 1) Mul-
tiple adversaries enable enhanced information aggregation through
their distributed observations, creating a collaborative intelligence
that reconstructs link information with greater precision; 2) The
presence of more malicious clients amplifies gradient information
by capturing more model updates; and 3) As more adversaries
can obtain increased influence over aggregated updates while si-
multaneously reducing the effectiveness of conventional defence
mechanisms.

6.3 Attack timing

We also investigate the impact of attack launch timing of GALIA.
With an overlapping rate of 0.3. Fig. 8 illustrates the impact of attack
timing on the performance of GALIA under the FedGCN setting,
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Figure 8: Precision under attack timing analysis of GALIA
performances with FedGCN.

where the attack timing ratio varies from 150 to 350 epochs. It can
be seen that, across all three datasets, the attack precision indicates
that poisoning-based LIAs are less effective (e.g., precision is below
63% on Cora with Fang) when the adversary launches GALIA at
the early training stages (e.g., 150-200 epochs). This is because the
global model has not yet converged, and subsequent clean updates
dilute the malicious signal.

When the adversary launches GALIA during FedGNN training
epochs 250-300, the attack precision reaches its peak, with improve-
ments of 13.6% on Cora, 11.6% on Citeseer, and 14.4% on PubMed
compared to launching at the 150-th epoch. At this stage, node
representations have stabilised, allowing poisoned gradients to
accumulate and diffuse through message passing while sufficient
training rounds remain.

However, when GALIA is launched after the 300-th epoch, the
poisoning-based LIA yields no further benefits and performs worse
than attacks launched between epochs 250 and 300. This is because
the model has converged again. That is, gradients are smaller, learn-
ing rates decay, and robust aggregators can filter anomalous updates
in some extent due to limited optimisation budget for malicious
perturbations to propagate. In terms of aggregators, the adversary
consistently achieves the high leakage (approximately 92% at the
350-th epoch) under FedAvg, while FLTrust and Fang can suppress
the attacks in some extent (e.g., approximately decreasing from
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around 77% at 300-th epoch to approximately 74% at 350-th epoch
on Citeseer with Fang).

These vulnerabilities stem from fundamental learning dynamics
in GCNs. Early in training, models focus primarily on learning
node features rather than structural relationships. As training pro-
gresses, they shift toward refining their representations of graph
topology, gradually accumulating and stabilising structural knowl-
edge. This progressive encoding of graph structure explains why
later attacks are more successful. The model has already captured
richer structural dependencies, gradient updates are more stable
and structure-focused, and attackers can exploit cleaner signals.
Moreover, increasing model confidence inadvertently exposes more
definitive information about actual graph connections.

7 Ethical Considerations

This work studies privacy inference risks in federated graph neural
networks through controlled poisoning-based attacks. All exper-
iments are conducted on publicly available benchmark datasets,
without involving real users or sensitive personal information.

8 Discussion

In this work, we bridged a gap in the study of link inference attacks
on FedGNNs by proposing two poisoning attack strategies, LFLIA
and GALIA. Both exploit the message-passing mechanism inher-
ent in GNNs and the aggregation process in federated learning to
amplify privacy leakage. Our empirical results demonstrate that
GALIA consistently outperforms baseline attacks (SLA and LTA)
across different federated aggregators.

A natural question then arises: how can such attacks be defended
against? Prior studies on privacy protection in GNNs and FL have
introduced a range of defences, such as differential privacy (DP)
and anomaly-based detection. For example, Edge-DP adds Lapla-
cian noise to links, while other DP approaches inject noise into
GNN aggregation functions [27, 33, 64-66]. LoDen [33] detects
suspicious updates locally using statistical anomaly detection, and
FLDetector [61] filters out clients whose model updates deviate
from predicted behaviour. Similarly, PoisonedFL [67] introduces
consistency constraints across malicious clients to counter poison-
ing strategies.

However, our study highlights why these existing approaches
may be insufficient in defending against our proposed LIAs. The
core difficulty lies in the message-passing mechanism of GNNs,
which allows the influence of poisoned samples to propagate to
their neighbours and accumulate over training iterations. Even
if a method like LoDen successfully detects and discards a poi-
soned sample, the malicious signal may already have been diffused
through the neighbourhood during earlier rounds. Once this toxic-
ity has been embedded into the representation space, later filtering
of the original sample cannot fully reverse its effect.

This propagation characteristic fundamentally distinguishes our
attacks from conventional poisoning scenarios. While prior de-
fences were designed around detecting or constraining malicious
updates at the client or sample level, they do not directly address
the neighbourhood-level diffusion introduced by message passing
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within intra-client and cross-client edges in FedGNNSs. As a re-
sult, our attacks remain effective to some extent in the presence of
existing defences.

In addition, we discussed how LIA-inferred structural relations
to privacy of graph reconstruction. Based on the structural rela-
tions inferred by LALIA and GALIA, incorporating LIA-inferred
edges into a breadth-first expansion strategy significantly improves
reconstruction quality compared with feature-only baselines by
K-nearest neighbours (see Appendix A.2). The results shown that
structural relations inferred by LIAs also amplify broader structural
leakage risks at graph reconstructions.

These findings point to an urgent need for new defence mech-
anisms specifically tailored to FedGNN link inference attacks. In
particular, future work is significant on investigating approaches
that account for the temporal and structural spread of poisoned
messages across the graph, rather than focusing solely on local de-
tection. Designing defences, such as potentially through structure-
aware anomaly detection, adaptive aggregation, or hybrid DP mech-
anisms, represents a promising and an important direction for miti-
gating the privacy risks exposed by our work.

9 Related Work
9.1 Poisoning inference attacks against FL

In traditional machine learning (ML), the integrity of training data
can be compromised to breach user privacy through a range of
privacy inference attacks [29, 68, 69]. Perturbation-based attacks
(e.g., data poisoning attacks and model poisoning attacks) [29, 34,
70-72] have been widely studied as effective privacy leakage attacks
by exploiting vulnerabilities in the training process.

In perturbation-based attacks, adversaries directly manipulate
training data or model updates. Data poisoning attacks inject care-
fully crafted samples into the training set to bias the model towards
certain decision boundaries, thereby facilitating membership in-
ference (MIA) or property inference (PIA) [37]. Model poisoning
attacks tamper with model updates to bias the global optimisa-
tion process towards privacy leakage. For example, Mahloujifar
et al. [29] demonstrated that injecting small perturbations into a
property-dependent dataset can amplify behavioural differences
between models trained with and without that property, enabling
property inference.

Recent studies show that such poisoning-based inference attacks
also pose significant risks in federated learning (FL). In FL, adver-
saries may act as malicious clients by injecting poisoned data [34]
or manipulating model updates [31] to extract sensitive information
such as membership, attributes, or properties of participants’ data.
Both surrogate-based and perturbation-based strategies remain ef-
fective in this setting. For instance, Melis et al. [37] demonstrated
that an honest-but-curious server can infer membership by mon-
itoring client updates, while property inference can be achieved
by observing poisoned updates. Fu et al. [73] showed that mali-
cious participants can infer private label information by exploiting
gradient signals and manipulating local optimisers. Bai et al. [74]
proposed ProVFL, a property inference framework in vertical FL,
where adversaries exploit correlations between the L-norm distribu-
tion of intermediate embeddings or gradients and the global fraction
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of a target property, thereby amplifying the distinguishability of
model outputs with and without that property.

9.2 Link inference attacks against GNNs

Motivated by increasing concerns over structural privacy in graph
neural networks (GNNSs), recent studies have examined link infer-
ence attacks (LIAs) [25, 27, 28, 35, 75, 76] that aim to determine
whether an edge exists between two nodes. Since edges encode sen-
sitive relationships (e.g., friendships, transactions, or interactions),
successful LIAs allow adversaries to recover private relational infor-
mation (e.g., user profiles or preferences) and exploit it for malicious
purposes such as targeted advertising.

The earliest study of LIAs on GNNs is the stealing link attack
(SLA) [25], which provides the first systematic exploration of link
leakage in centralised GNNs. SLA considers a range of adversar-
ial knowledge assumptions and proposes several attack strategies,
including: (i) querying node-pair link prediction scores, (ii) lever-
aging node embedding similarity, (iii) training shadow GNNs on
auxiliary data, and (iv) learning ML classifiers from known link
patterns. These methods demonstrate that even black-box GNN
outputs contain sufficient relational signals to reveal hidden edges.
Subsequent work by Wu et al. [75] extends SLA to inductive GNNs.

Liet al. [27] proposed LinkTeller, which takes a different perspec-
tive. LinkTeller considers a vertically partitioned setting where one
party holds node features and another holds edges. By perturbing
node features and analysing how messages propagate through the
GNN, LinkTeller infers private edges via the perturbed influence
analysis.

Recently, several poisoning-based and auxiliary-node-injection
LIAs have been developed. VertexSerum [28] applies imperceptible
perturbations via projected gradient descent to poison a subgraph
during training, thereby amplifying the separability of linked and
unlinked node pairs. GNNBleed [35] and Devil in Disguise [76]
introduce auxiliary nodes to connect with victim nodes and mea-
sure posterior shifts to infer hidden edges without querying victim
posteriors directly. LinkThief [36] adopts a hybrid scoring strat-
egy that integrates embedding similarity and structural priors for
probabilistic edge reconstruction.

Although existing LIAs have demonstrated effectiveness on
GNNs, they often rely on strong and unrealistic assumptions. SLA
requires multiple queries and access to graph embeddings. Link-
Teller assumes complete control over node features. VertexSerum
presumes adversarial control over a partial graph. GNNBleed and
Devil in Disguise require adversaries to inject auxiliary nodes and
manipulate their features. LinkThief depends heavily on structural
priors, which limits its applicability in sparse or heterogeneous
graphs. These requirements restrict the practicality of existing LIAs
in real-world scenarios where adversaries typically have limited
access. A comprehensive and comparative summary of these LIAs
can be found in Appendix A.3.

Despite growing work on privacy inference in ML, FL, and GNNs,
LIAs in federated GNNs (FedGNNs) remain under explored. As dis-
cussed in Section 1, FedGNNs mitigate the centralisation risks of
standard GNNs [42, 77], but they also introduce new privacy vul-
nerabilities. This is because graph-structured data inherently spans
across clients, and message passing propagates information through
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intra-client and cross-client edges [78, 79]. These characteristics in-
troduce new structural leakage pathways and create opportunities
for malicious clients to exploit local training dynamics or federated
aggregation (e.g., FedAvg) to infer private edges. Existing LIAs do
not account for these distributed training behaviours, nor do they
explore poisoning-based attacks tailored to federated optimisation.

10 Conclusion

In this work, we investigated the overlooked problem of link privacy
leakage in federated graph neural networks (FedGNNs). Unlike tra-
ditional federated learning, FedGNNs are vulnerable since message
passing mechanism allows perturbations to propagate across both
intra-client and cross-client edges for graph data, thereby embed-
ding hidden structural dependencies in aggregated updates and
node representations.

To exploit this property, we proposed two poisoning-based link
inference attack strategies: label flipping link inference attack (LFLIA)
and gradient ascending link inference attack (GALIA). Both strate-
gies leverage crafted perturbations on the candidate node to induce
measurable shifts in FedGNN’s outputs on target nodes to reveal
link privacy between the candidate node and target nodes.

Experimental results across multiple datasets and aggregation
settings demonstrated the effectiveness of our attacks. For exam-
ple, GALIA archived 95.61% attack precision on Citeseer under Fe-
dAvg, significantly outperforming SLA [25] (48.45%) and LTA [27]
(79.38%). We further analysed the influence of overlapping rates,
the number of adversaries, and attack launch timing on LIA perfor-
mance.

We also evaluated the attack performance of proposed poisoning-
based LIAs under existing defence strategies and discussed the lim-
itations of existing defence mechanisms against LIAs on FedGNNs.
In particular, we found that although some detection methods could
identify poisoned samples, they failed to prevent the propagation of
adversarial influence through message passing. We also discussed
and demonstrated that the inferred structural relations by LIAs
could amplify the privacy of graph reconstruction.
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A Appendices
A.1 Attack performance of LIAs

Table 4 reports the complete attack precision and recall results of
baseline LIAs (i.e., SLA and LTA) and our poisoning-based LIAs (i.e.,
LFLIA and GALIA) across five datasets (Cora, Citeseer, Pubmed,
DBLP, and IMDB), three GNN backbones (GAT, GCN, and Graph-
Sage), and six aggregation strategies (FedAvg, Median, Trimmed-
Mean, Multi-Krum, Fang, and FLTrust).
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Across most settings, our poisoning-based LIAs achieve the bet-
ter attack performance to infer link privacy compared to baseline
LIAs, while robust aggregators (e.g., Multi-Krum, Fang, and FLTrust)
generally reduce the attack performance compared with FedAvg
but do not eliminate the influence of the propagation of poisoning
attacks via message passing mechanisms through cross-client and
intra-client edges.

A.2 Performance of subgraph reconstruction

A.2.1 Subgraph reconstruction. We further examine the ability
of inferred structural relations by LIAs to reconstruct subgraphs.
Specifically, given a new target node set T and its graph embed-
ding Hr+. The A aims to reconstruct the subgraph Gs for T’. The
reconstruction process proceeds as follows:

Step 1: Infer structural relationship. For each candidate node
v’ € T, A applies LIAs to get the structural relationships (i.e.,
1-hop, 2-hop, and 3-hop). Then, the inferred relations are recorded
in a pool

P ={( ANV @), NP @), N @)} [ €T}, (22)

where N (v") denotes the set of inferred n-hop neighbours of v’
forn € {1,2,3}.

Step 2: Construct subgraph: Based on the inferred structural
relationship P, A performs a Breadth-First Search (BFS). Starting
from nodes in T”, BFS iteratively adds their inferred 1-hop, 2-hop,
and 3-hop neighbours to constructed a subgraph Gs.

Step 3: Calculate embedding-based similarity: A employs
a graph embedding extractor model (e.g., GraphSage [2]) to learn
the graph representation Hg of the reconstructed subgraph Gs, and
then adopt the cosine similarity to calculate the similarity between
the two graph embeddings,

Hs - Hy
IHsllz [1Hz Il2”

To evaluate the performance of subgraph reconstruction, we
consider a K-Nearest Neighbors (KNN) method as baseline to re-
construct subgraph of target node set T’. For each node in T’, the
KNN selects its top-k most similar nodes in the feature space to
connect to reconstruct the subgraph.

The effectiveness of reconstruction is quantified bySim(Hs, H7+),
a higher value of Sim(Hg, Hy~) indicates a greater similarity be-
tween the reconstructed and original subgraph embeddings, mean-
ing a more successful reconstruction.

Sim(Hs, Hyv) = (23)

A.2.2  Evaluation. As our poisoning-based LIA relies on training-
induced representation shifts, which are weak or absent for nodes
that are not the members of training dataset, to obtain T’, A first
conduct a existing membership inference attack (MIA) [80] to infer
member nodes on a set of attack sample, where the attack sample
are randomly sampled from the dataset excluding the local dataset
of malicious client in our experiment of subgraph reconstruction.
This pre-filtering both improves noise ratio for structural inference
and reduces computational cost. These inferred member nodes are
referred as T'.

Table 5 shows the accuracy of MIA on the target model FedGNNs
under FedAvg with an overlapping rate of 0.5. The MIA achieves
above 83% across datasets. Using the MIA-predicted members as
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Table 4: Attack performance of LIAs. pr.: precision. re.: recall. Baselines: stealing link inference attack (SLA) [25], LinkTeller
(LTA) [27]. Ours: label-flipping link inference attack (LFLIA), gradient-ascending link inference attack (GALIA). “_”: best results,

bold: second best.

AGRs FedAvg Medium Trimmed-Mean

Dataset | Method GAT GCN GraphSage GAT GCN GraphSage GAT GCN GraphSage
pr re pr re pr re pr re pr re pr re pr re pr re pr re

SLA 0.3649 | 0.4576 | 0.3784 | 0.4746 | 0.3716 | 0.4661 | 0.3176 | 0.3983 | 0.3311 | 0.4153 | 0.3243 | 0.4068 | 0.2973 | 0.3729 | 0.3108 | 0.3898 | 0.3041 | 0.3814

Cora LTA 0.7538 | 0.8305 | 0.7692 | 0.8475 | 0.7615 | 0.8390 | 0.7077 | 0.7797 | 0.7231 | 0.7966 | 0.7154 | 0.7881 | 0.6769 | 0.7458 | 0.6923 | 0.7627 | 0.6846 | 0.7542
LFLIA 0.9262 | 0.9576 | 0.9350 | 0.9746 | 0.9344 | 0.9661 | 0.8770 | 0.9068 | 0.8862 | 0.9237 | 0.8852 | 0.9153 | 0.8443 | 0.8729 | 0.8607 | 0.8898 | 0.8525 | 0.8814

GALIA | 0.9426 | 0.9746 | 0.9512 | 0.9915 | 0.9431 | 0.9831 | 0.8934 | 0.9237 | 0.9024 | 0.9407 | 0.8943 | 0.9322 | 0.8607 | 0.8898 | 0.8770 | 0.9068 | 0.8689 | 0.8983

SLA 0.3516 | 0.4639 | 0.3672 | 0.4845 | 0.3594 | 0.4742 | 0.3281 | 0.4330 | 0.3438 | 0.4536 | 0.3359 | 0.4433 | 0.2813 | 0.3711 | 0.2969 | 0.3918 | 0.2891 | 0.3814

Citeseer LTA 0.7143 | 0.7732 | 0.7333 | 0.7938 | 0.7238 | 0.7835 | 0.6857 | 0.7423 | 0.7048 | 0.7629 | 0.6952 | 0.7526 | 0.6286 | 0.6804 | 0.6476 | 0.7010 | 0.6381 | 0.6907
LFLIA 0.8800 | 0.9072 | 0.8911 | 0.9278 | 0.8900 | 0.9175 | 0.8500 | 0.8763 | 0.8614 | 0.8969 | 0.8600 | 0.8866 | 0.8100 | 0.8351 | 0.8020 | 0.8351 | 0.8000 | 0.8247

GALIA | 0.9000 | 0.9278 | 0.9109 | 0.9485 | 0.9010 | 0.9381 | 0.8700 | 0.8969 | 0.8812 | 0.9175 | 0.8713 | 0.9072 | 0.8100 | 0.8351 | 0.8218 | 0.8557 | 0.8119 | 0.8454

SLA 0.3169 | 0.3947 | 0.3662 | 0.4561 | 0.3404 | 0.4211 | 0.2887 | 0.3596 | 0.3380 | 0.4211 | 0.3121 | 0.3860 | 0.2606 | 0.3246 | 0.3099 | 0.3860 | 0.2817 | 0.3509

Pubmed LTA 0.7698 | 0.8509 | 0.7857 | 0.8684 | 0.7778 | 0.8596 | 0.7381 | 0.8158 | 0.7540 | 0.8333 | 0.7460 | 0.8246 | 0.7063 | 0.7807 | 0.7222 | 0.7982 | 0.7143 | 0.7895
LFLIA 0.9068 | 0.9386 | 0.9160 | 0.9561 | 0.9153 | 0.9474 | 0.8390 | 0.8684 | 0.8559 | 0.8860 | 0.8475 | 0.8772 | 0.7797 | 0.8070 | 0.7966 | 0.8246 | 0.7881 | 0.8158

GALIA | 0.9237 | 0.9561 | 0.9328 | 0.9737 | 0.9244 | 0.9649 | 0.8803 | 0.9035 | 0.8898 | 0.9211 | 0.8814 | 0.9123 | 0.8362 | 0.8509 | 0.8462 | 0.8684 | 0.8376 | 0.85%6

SLA 0.2984 | 0.3742 | 0.3121 | 0.3914 | 0.3052 | 0.3828 | 0.2706 | 0.3393 | 0.2849 | 0.3573 | 0.2777 | 0.3483 | 0.2429 | 0.3046 | 0.2571 | 0.3224 | 0.2500 | 0.3135

DBLP LTA 0.7231 | 0.7965 | 0.7385 | 0.8135 | 0.7308 | 0.8050 | 0.6769 | 0.7455 | 0.6923 | 0.7625 | 0.6846 | 0.7540 | 0.6385 | 0.7035 | 0.6538 | 0.7200 | 0.6462 | 0.7115
LFLIA 0.8525 | 0.8814 | 0.8689 | 0.8983 | 0.8607 | 0.8898 | 0.7869 | 0.8136 | 0.8033 | 0.8305 | 0.7951 | 0.8220 | 0.7377 | 0.7627 | 0.7541 | 0.7797 | 0.7459 | 0.7712

GALIA | 0.8852 | 0.9153 | 0.9016 | 0.9322 | 0.8934 | 0.9237 | 0.8197 | 0.8475 | 0.8361 | 0.8644 | 0.8279 | 0.8559 | 0.7377 | 0.7627 | 0.7869 | 0.8136 | 0.7787 | 0.8051

SLA 0.2869 | 0.3597 | 0.3006 | 0.3769 | 0.2937 | 0.3683 | 0.2591 | 0.3248 | 0.2734 | 0.3428 | 0.2662 | 0.3338 | 0.2314 | 0.2901 | 0.2456 | 0.3079 | 0.2385 | 0.2990

IMDB LTA 0.7038 | 0.7750 | 0.7192 | 0.7920 | 0.7115 | 0.7835 | 0.6577 | 0.7245 | 0.6731 | 0.7415 | 0.6654 | 0.7330 | 0.6192 | 0.6820 | 0.6346 | 0.6990 | 0.6269 | 0.6905
LFLIA 0.8328 | 0.8609 | 0.8492 | 0.8778 | 0.8410 | 0.8693 | 0.7672 | 0.7931 | 0.7836 | 0.8100 | 0.7754 | 0.8015 | 0.7180 | 0.7422 | 0.7344 | 0.7592 | 0.7262 | 0.7507

GALIA | 0.8656 | 0.8948 | 0.8819 | 0.9117 | 0.8738 | 0.9032 | 0.8000 | 0.8270 | 0.8164 | 0.8439 | 0.8082 | 0.8354 | 0.7508 | 0.7761 | 0.7672 | 0.7931 | 0.7590 | 0.7846

AGRs Multi-krum Fang FLTrust

Dataset | Method GAT GCN GraphSage GAT GCN GraphSage GAT GCN GraphSage
pr re pr re pr re pr re pr re pr re pr re pr re pr re

SLA 0.2770 | 0.3475 | 0.2905 | 0.3644 | 0.2838 | 0.3559 | 0.2230 | 0.2797 | 0.2365 | 0.2966 | 0.2297 | 0.2881 | 0.2027 | 0.2542 | 0.2162 | 0.2712 | 0.2095 | 0.2627

Cora LTA 0.6538 | 0.7203 | 0.6692 | 0.7373 | 0.6605 | 0.7238 | 0.5923 | 0.6525 | 0.6077 | 0.6695 | 0.6000 | 0.6610 | 0.5692 | 0.6271 | 0.5846 | 0.6441 | 0.5769 | 0.6356
LFLIA 0.8197 | 0.8475 | 0.6692 | 0.7373 | 0.6615 | 0.7288 | 0.7541 | 0.7797 | 0.7705 | 0.7966 | 0.7623 | 0.7881 | 0.7295 | 0.7542 | 0.7459 | 0.7712 | 0.7377 | 0.7627

GALIA | 0.8361 | 0.8644 | 0.8525 | 0.8814 | 0.8443 | 0.8729 | 0.7705 | 0.7966 | 0.7869 | 0.8136 | 0.7787 | 0.8051 | 0.7459 | 0.7712 | 0.7623 | 0.7881 | 0.7541 | 0.7797

SLA 0.2734 | 0.3608 | 0.2891 | 0.3814 | 0.2813 | 0.3711 | 0.1563 | 0.2062 | 0.1641 | 0.2165 | 0.1563 | 0.2062 | 0.1385 | 0.1856 | 0.1462 | 0.1959 | 0.1385 | 0.1856

Citeseer LTA 0.6154 | 0.6598 | 0.6346 | 0.6804 | 0.6250 | 0.6701 | 0.5673 | 0.6082 | 0.5865 | 0.6289 | 0.5769 | 0.6186 | 0.5534 | 0.5876 | 0.5728 | 0.6082 | 0.5631 | 0.5979
LFLIA 0.7700 | 0.7938 | 0.7822 | 0.8144 | 0.7800 | 0.8041 | 0.7172 | 0.7320 | 0.7374 | 0.7526 | 0.7273 | 0.7423 | 0.7071 | 0.7216 | 0.7273 | 0.7423 | 0.7172 | 0.7320

GALIA | 0.7900 | 0.8144 | 0.8020 | 0.8351 | 0.7921 | 0.8247 | 0.7475 | 0.7629 | 0.7677 | 0.7835 | 0.7576 | 0.7732 | 0.7700 | 0.7938 | 0.7900 | 0.8144 | 0.7800 | 0.8041

SLA 0.2113 | 0.2632 | 0.2254 | 0.2807 | 0.2183 | 0.2719 | 0.1761 | 0.2193 | 0.1901 | 0.2368 | 0.1831 | 0.2281 | 0.1620 | 0.2018 | 0.1761 | 0.2193 | 0.1690 | 0.2105

Pubmed LTA 0.6746 | 0.7456 | 0.6905 | 0.7632 | 0.6825 | 0.7544 | 0.6032 | 0.6667 | 0.6190 | 0.6842 | 0.6111 | 0.6754 | 0.5714 | 0.6316 | 0.5873 | 0.6491 | 0.5794 | 0.6404
LFLIA 0.7203 | 0.7456 | 0.7373 | 0.7632 | 0.7288 | 0.7544 | 0.6525 | 0.6754 | 0.6695 | 0.6930 | 0.6610 | 0.6842 | 0.6186 | 0.6404 | 0.6356 | 0.6579 | 0.6271 | 0.6491

GALIA | 0.7913 | 0.7982 | 0.8017 | 0.8158 | 0.7931 | 0.8070 | 0.7217 | 0.7281 | 0.7391 | 0.7456 | 0.7304 | 0.7368 | 0.6870 | 0.6930 | 0.7043 | 0.7105 | 0.6957 | 0.7018

SLA 0.2230 | 0.2797 | 0.2365 | 0.2966 | 0.2297 | 0.2881 | 0.2027 | 0.2542 | 0.2162 | 0.2712 | 0.2095 | 0.2627 | 0.1827 | 0.2291 | 0.1962 | 0.2460 | 0.1895 | 0.2376

DBLP LTA 0.5923 | 0.6525 | 0.6077 | 0.6695 | 0.6000 | 0.6610 | 0.5692 | 0.6271 | 0.5846 | 0.6441 | 0.5769 | 0.6356 | 0.5385 | 0.5932 | 0.5538 | 0.6102 | 0.5462 | 0.6017
LFLIA 0.7541 | 0.7797 | 0.7705 | 0.7966 | 0.7623 | 0.7881 | 0.7295 | 0.7542 | 0.7459 | 0.7712 | 0.7705 | 0.7966 | 0.7077 | 0.7314 | 0.7231 | 0.7475 | 0.7541 | 0.7797

GALIA | 0.7869 | 0.8136 | 0.8033 | 0.8305 | 0.7951 | 0.8220 | 0.7623 | 0.7881 | 0.7787 | 0.8051 | 0.7377 | 0.7627 | 0.7459 | 0.7712 | 0.7623 | 0.7881 | 0.7154 | 0.7397

SLA 0.2115 | 0.2652 | 0.2250 | 0.2821 | 0.2182 | 0.2736 | 0.1912 | 0.2397 | 0.2047 | 0.2566 | 0.1979 | 0.2481 | 0.1712 | 0.2146 | 0.1847 | 0.2315 | 0.1780 | 0.2231

IMDB LTA 0.5731 | 0.6313 | 0.5885 | 0.6483 | 0.5808 | 0.6398 | 0.5500 | 0.6059 | 0.5654 | 0.6229 | 0.5577 | 0.6144 | 0.5192 | 0.5720 | 0.5346 | 0.5889 | 0.5269 | 0.5805
LFLIA 0.7344 | 0.7592 | 0.7508 | 0.7761 | 0.7426 | 0.7677 | 0.7098 | 0.7339 | 0.7590 | 0.7846 | 0.7180 | 0.7422 | 0.6885 | 0.7117 | 0.7426 | 0.7677 | 0.6962 | 0.7198

GALIA | 0.7672 | 0.7931 | 0.7836 | 0.8100 | 0.7754 | 0.8015 | 0.7426 | 0.7677 | 0.7262 | 0.7507 | 0.7508 | 0.7761 | 0.7262 | 0.7507 | 0.7038 | 0.7276 | 0.7180 | 0.7422

the target set, we then evaluate worst-case subgraph reconstruction
on MIA-predicted members of FedGCN. Table 6 summarises the
reconstruction performance of our poisoning-based LIAs (LFLIA,
GALIA) on Cora, Citeseer, and PubMed with cosine similarity.

As we can see, BFS-GALIA achieves the best reconstruction on
all the three datasets, outperforming BFS-LFLIA by Cora (1.8%),
Citeseer (2.5%) and Pubmed (8.7%). BFS-GALIA outperforms KNN
by Cora (8.3%), Citeseer (12.4%) and Pubmed (11.2%). BFS-LFLIA
also improves over KNN by Cora (6.5%), Citeseer (9.9%) and Pubmed
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(2.5%). These results demonstrates that LIA-inferred structural rela-
tionships are enhance subgraph reconstruction over feature-only
baseline. The LIA-inferred structural relations guide the BFS ex-
pansion along true structural paths to reconstruct neighbourhoods
with realistic degree distributions and clustering. In contrast, KNN
may enforce a fixed out-degree k based on feature proximity.
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Table 5: Membership inference attack accuracy.

Model Dataset
Cora Citeseer Pubmed
FedGAT 0.896 0.882 0.841
FedGCN 0.891 0.865 0.837
FedGraphSage 0.915 0.92 0.853

Table 6: Attack performance of subgraph reconstruction mea-
sured by cosine distance similarity.

Method Dataset
Cora Citeseer Pubmed
BFS-LFLIA  0.876 0.878 0.867
BFS-GALIA 0.894 0.903 0.954
KNN 0.811 0.779 0.842

A.3 Comparative summary of LIAs

Table 7 summarises the key characteristics of LIA techniques and
our proposed LIAs. The table contrasts their system settings, attack
stages, required adversarial capabilities, use of auxiliary nodes,
and core strategies, and highlights key limitations. Most of existing
LIAs rely on centralised or vertically partitioned assumptions, often
require strong access to global node features or topology, or depend
on unrestricted global auxiliary-node injection.

In contrast, our attack operates under realistic federated con-
straints, where the adversary controls only its own local client
and can inject auxiliary nodes only into its local subgraph. Such
auxiliary-node injection is also practical in real-world federated set-
tings, as an adversarial client typically has full control over its own
local dataset and can legitimately create new records that appear
as additional nodes.

A.4 Ablation study

A.4.1  Overlapping rate. Figs. 9, 10 and 11 show attack precision
of representative LIAs under three overlapping rates ranging from
0.2 to 0.4 across three datasets (Cora, Citeseer, and PubMed), three
GNN backbones (GCN, GAT, and GraphSage), and six aggregators
(FedAvg, Median, Trimmed-Mean, Multi-Krum, Fang, and FLTrust).

Overall, increasing the overlapping rate tends to strengthen

poisoning-based LIAs, especially under FedAvg, Median, and Trimmed-

Mean. For example, under FedAvg with GCN, GALIA improves from
0.899 to 0.975 on Cora, 0.899 to 0.982 on Citeseer, and 0.899 to 0.979
on PubMed as the overlap increases from 0.2 to 0.4. LFLIA shows a
similar upward trend (e.g., Cora: 0.874 to 0.939). In contrast, robust
aggregators consistently decrease the attack precision, yet the over-
lap effect is not fully removed (e.g., under FLTrust on Cora with
GCN, GALIA varies 0.726 to 0.681 and then to 0.739).

These findings suggest a relationship between overlap and attack
performance: higher overlap provides richer cross-client structural
consistency (i.e., more shared neighbourhoods) that makes poison-
ing signals easier to propagate, accumulate and separate linked
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compared with unlinked pairs, whereas robust aggregation primar-
ily reduces magnitude and can introduce small fluctuations rather
than fully eliminating the overlap-driven gain.

A.4.2  Number of malicious clients. In Figs. 12, 13 and 14, it can
be seen that there is a strong positive correlation between the
number of malicious clients and the precision across all FedGNN
architectures.

The precision averaged over models and aggregators increases
from 79.5% to 86.0% on Cora, 73.2% to 78.7% on Citeseer and 75.9%
to 81.5% on Pubmed, respectively. The precision roughly increases
from 0.006 to 0.007 with per additional malicious client. Especially,
when the number is more than 6 participants (40%) during the
FedGNN trainings, the attack success rate increases (e.g., Cora from
3.38% to 4.71%, Citeseer from 2.37% to 4.94%, and Pubmed from
2.74% to 4.45%).

When there are 10 malicious clients, the best LIA performance
is achieved by the FedGCN model with FedAvg aggregator, which
are 96.0% on Cora, 90.2% on Citeseer, and 93.7% on PubMed. Across
architectures averaged over aggregators, FedGCN achieves higher
precision on Cora and Pubmed, with improvements ranging from
approximately 6% to 7.5%. In contrast, FedGraphSage slightly out-
performs on Citeseer by approximately 5.7%. A small decrement in
is observed when the number of malicious clients varies from 4 to
6 under robust aggregators (e.g., Fang and FLTrust), but the overall
trend remains upward.

A.4.3  Attack timing. Figs. 15, 16 and 17 show that, across three
datasets, GNN architectures, and aggregation strategies. GALIA
exhibits a late-stage advantage with respect to attack timing. Specif-
ically, the attack precision generally increases when adversaries
launch GALIA during the attack timing from 150-300 training
epochs. Then, the attack precision slightly declines at 350-th train-
ing epoch. This scenario is stably occurs across GCN, GAT, and
GraphSage. That is, GALIA is most effective when adversaries
launch poisoning inference attack at FedGNN’s convergence stage.

In contrast, attacks launched at early stages (e.g., 150-th epoch)
yield weaker attack performance. For instance, under FedAvg, preci-
sion improves by approximately 11.9%-15.3% on Cora, 18.6%-20.9%
on Citeseer, and 10.7%-18.2% on PubMed when comparing attack
timing at 300-th epoch.

We found the inferior performance of early-stage attacks (e.g., at
the 150-th epoch) may be attributed to the instability of node repre-
sentations during initial training. At this stage, model parameters
and message-passing representations are still rapidly evolving, and
poisoned gradients injected by adversaries are largely overwhelmed
or diluted by subsequent clean updates. As a result, the injected per-
turbations may fail to accumulate into consistent structural signals
that can be reliably exploited for link inference.

When attacks launched near the convergence stage (i.e., around
250-300 epochs), GALIA achieves the best attack performance. Dur-
ing the convergence stage, node embeddings have largely stabilised,
which allows poisoned gradients to persist across training rounds
and diffuse effectively through message passing, thereby amplify-
ing link-dependent differences in posterior behaviour. However,
when the attack is launched too late (e.g., at around 350-th epoch),
the marginal gain diminishes or slightly degrades, as the optimisa-
tion budget becomes limited. That is, gradients are smaller, learning
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Table 7: A summarised overview of LIAs and Ours including system settings, attack stages, required adversarial capabilities,
use of auxiliary nodes, and core strategies to infer links, and key limitations or unrealistic assumptions.

Approach System Setting Attack Stage Access/Control Auxiliary Strategy FedGNN Limitations
Node
SLA [25] Centralised GNN  Inference Link-prediction queries; X Shadow mod- X Requires strong access (fea-
node features; or shadow els, embedding tures/queries/shadow); cannot
data similarity, =~ ML operate in federated settings; no
classifiers poisoning ability.
LinkTeller [27]  Vertical GNN Training/Influence  Full control over node fea- X Feature  pertur- X Assumes unrealistic complete fea-
tures on one party bation; influence ture control.
propagation anal-
ysis
VertexSerum [28] Centralised GNN  Training Modify features in a X Imperceptible X Requires global subgraph access.
global subgraph via PGD training-stage
feature poisoning
GNNBleed [35]
Devil [76] Centralised GNN  Inference Inject global auxiliary Global injec- Posterior  shift X Assumes unrestricted global node
nodes and modify their tion analysis via injection.
edges and features auxiliary  node
perturbation
LinkThief [36]  Centralised GNN  Inference Access to embeddings X Similarity, struc- X Depends on structural priors; in-
and model outputs tural priors and effective in sparse and heteroge-
probabilistic neous graphs.
scoring
Ours Federated GNN  Training/inference ~ Control only its own lo- Local injection  Local poisoning, v First LIA for FedGNN; auxiliary
cal dataset and training only  (auxil- local  auxiliary nodes limited to local clients;
(black-box or white-box)  iary nodes nodes, posterior relies on aggregated model be-

restricted  to
attacker’s own
client)

shift across FL
rounds

haviour.

Overlapping_rate = 0.2

0.401

0.701

0.823

0.849

SLA - 0.375 0.325
0.750
0.874

0.874

0.350

0.200 0.200

SLA

o
o0
B HV.E 0.715 | 0.586 0.624
o
< IRANV:® 0.849 0.798 0.751
&)

GALIA X 0.777

0.586

0.701

Overlapping_rate = 0.3

0.364 0.273

0.726

0.822

0.891

0.789

0.726
0.882 0.783

0.910 0.806

0.806 0.802

0.899 0.879

0.917

0.841

0.689

0.782

0.804

Overlapping_rate = 0.4

0.806

0.908

0.943

0.955

0.966 0.943

0.869 0.842

0.946 = 0.927

0.945

0.737

0.794

0.815

0.801

0.888

0.904

0.387 0.312 0.263

0.538

0.650

0.670

Figure 9: Precision under overlapping rate analysis of link inference attack performances on Cora dataset.
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Figure 10: Precision under overlapping rate analysis of link inference attack performances on Citeseer dataset.

rates decay, and robust aggregation mechanisms can easily suppress
anomalous updates, leaving insufficient opportunity for poisoning

signals to further propagate.
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Figure 11: Precision under overlapping rate analysis of link inference attack performances on Pubmed dataset.

0.96 1 —e— GCN 0.947 o GoN 0.92 1 —e— GCN
—=— GAT 0.931 — GAT —=— GAT
0.957 —— GraphSage : —— GraphSage —— GraphSage
0.941 0.92 1 0.90 1
4 0931 o 0.91 o
g g 1 5 0.881
E 0.92 1 E 0.90 E
0.911 0891
9 0.86 1
0.88 1
0.90 1
0.87 1
0.89 0.84
0.86 1
2 4 6 8 10 2 4 6 8 10 2 4 6 8 10
Number of malicious clients Number of malicious clients Number of malicious clients
(a) FedAvg (b) Median (c) Trimmed-Mean
0887 o Gen —e— GCN 0787 o Gon
—=— GAT 0.80 1 —w— GaAT —=— GAT
0.86 1 —— GraphSage —4— GraphSage 0.76 7 —A— GraphSage
0.78 1
0.84 1 0.74 4
2 % 0.761 2
'S 0.82 1 g 2 0721
& & &
0.74
0.80 1 0.70
0.72 9
0.781 0.68 1
0.70
0761 7 0.66
2 4 6 8 10 2 4 6 8 10 2 4 6 8 10
Number of malicious clients Number of malicious clients Number of malicious clients
(d) Multi-Krum (e) Fang (f) FLTrust

Figure 12: Precision under number of malicious clients analysis of link inference attack performances on Cora dataset.
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Figure 13: Precision under number of malicious clients analysis of link inference attack performances on Citeseer dataset.
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Figure 14: Precision under number of malicious clients analysis of link inference attack performances on Pubmed dataset.
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Figure 15: Precision under attack timing analysis of link inference attack performances on Cora dataset.
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Figure 16: Precision under attack timing analysis of link inference attack performances on Citeseer dataset.
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Figure 17: Precision under attack timing analysis of link inference attack performances on Pubmed dataset.
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