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Abstract
We address the challenge of constructing a proof system capable

of handling multiple computations that involve diverse types of

tasks, such as scalable zkRollup applications. A central dilemma

in this design is the trade-off between generality and efficiency:

while arithmetic circuit-based SNARKs offer fast proofs but lim-

ited flexibility, zkVMs provide general-purpose programmability

at the cost of considerable overhead for circuit translation. We

observe that typical workloads for such applications can be natu-

rally divided into two parts: (1) diverse, task and data-dependent

application logic, and (2) computationally intensive cryptographic

operations, e.g., hashes, that are common and repetitive. To opti-

mize for both efficiency and adaptability, we propose Gryphes, a
hybrid framework that composes matrix lookup, a generalization

of lookup arguments, together with SNARK solutions tailored for

cryptographic operations. At the heart of Gryphes is a novel and
efficient linking protocol, enabling seamless, efficient composition of

matrix lookup + P𝔩𝔬𝔫K with general commit-and-prove SNARKs.

By integrating Gryphes with Groth16 for signatures and RSA

accumulators for membership proofs, we build a zkRollup pro-

totype that achieves efficient proving, constant-size proofs, and

dynamic support for thousands of transaction types. This includes

our matrix lookup implementation incorporated with P𝔩𝔬𝔫K , as
well as practical optimizations, comprehensive benchmarks, and

open-sourced code. Our results demonstrate that Gryphes strikes a
very good balance between functionality and efficiency, offering

highly expressive and practical zkRollup systems.
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1 Introduction
A Succinct Non-interactive ARgument of Knowledge (SNARK)

is a cryptographic primitive allowing a prover to prove the cor-

rect execution of a potentially expensive computation. The result-

ing proof is succinct, meaning it can be verified in sub-linear (of-

ten constant or logarithmic) time. SNARKs have found numer-

ous applications, ranging from building advanced cryptographic

tools [29, 32, 50, 69] to solving complex real-world problems di-

rectly, e.g., scaling verifiable computations [7, 38, 48, 66], decen-

tralized identity frameworks [21, 56], zero-knowledge machine

learning [1, 16, 27, 51], and zero-knowledge databases [71, 72, 74].

Besides, they have gained significant popularity in many blockchain

applications, including zkRollups [23, 38, 46, 53, 57, 59, 63, 67].

One popular and efficient approach for proving computations is

to directly compile them into arithmetic circuits, a model adopted by

many widely-used SNARKs [30, 36, 61, 62]. However, this method

becomes impractical when the computation is input-dependent,

for example, if it contains conditional branches. Since arithmetic

circuits have a fixed structure, different branches require different

circuits, meaning that in the worst case, each distinct input might

trigger a different execution path and thus require a different circuit.

Throughout the literature, there have been two main approaches

to overcome that issue.

“Strawman” solution based on SNARK + 1-out-of-𝑛 circuits.
The first simple approach to bypass the above constraint is to pre-

process all possible circuits at the beginning. However, this ap-

proach is limited to a “shallow” branching circuit. If the circuit has

𝑘 layers of “switch case” with 𝑛 conditions, we need to set up 𝑛𝑘

different sets of public parameters via a trusted setup ceremony for

each circuit, which is impractical (or an expensive pre-processing

step by the verifier, simply to validate the correctness of each circuit

being proven). We illustrate this idea in Figure 1 (a).

Proving computations in theRAMmodel.The second approach,
commonly known as Zero-Knowledge Random Access Machine

(zkRAM) [8, 10, 39, 73], addresses this limitation by simulating a

RAM-based execution model within a proof system, allowing the

prover to follow only the actual control path. Memory correctness

is ensured via offline consistency checks [5, 60] or authenticated

data structures [48] (e.g., Merkle trees). While zkRAM improves
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Figure 1: Two different approaches to implementing branch-
ing within a SNARK circuit. Subfigure (a) shows compiling
both circuits independently and using one of the circuits to
prove. Subfigure (b) describes storing the circuits of 𝑛 cases
into a lookupmatrix and achieving the “switch case” by look-
ing up𝑚 out of 𝑛 circuits in the matrix.

efficiency for data-dependent logic, it incurs significant prover over-
head due to the cost of simulating and verifying memory access

for branching. We would like to have a proving system that is as

efficient as proving the computation directly as an arithmetic circuit

and as general as proving a computation in the RAM model.

Based on the above discussion, it is apparent that both approaches

have their limitations. Ideally, we would like to construct a prov-

ing system that combines the generality of a RAM-based solution

with the efficiency of directly proving computations as arithmetic

circuits. Until very recently, however, constructing such a proving

system has been an important open question. To our knowledge, the

only work that attempted to answer that question is S𝔲𝔟𝔩𝔬𝔫K [24],

which is based on the P𝔩𝔬𝔫K +matrix lookup paradigm.

To explain how that approach works, we begin by introducing

P𝔩𝔬𝔫K , which serves as its foundation. P𝔩𝔬𝔫K [30] is a widely

adopted SNARK proving system, built by integrating a polynomial

interactive oracle proof (P-IOP) with a polynomial commitment

scheme [6, 15, 40]. A P𝔩𝔬𝔫K prover mainly needs to prove two

types of constraints: gate constraints and copy constraints (we
omit details about input/output checks, as they are not the focus

of this discussion). Gate constraints enforce the correct behavior
of arithmetic operations (e.g., addition, multiplication) following a

predetermined gate sequence. In contrast, copy constraints ensure

value consistency across different gates. We illustrate one example

in Figure 2.

Crucially, P𝔩𝔬𝔫K verification assumes the circuit 𝐶 is fixed:
during preprocessing, a verification key (VK) is generated that

encodes the specific circuit. This is where the branching challenge

discussed earlier becomes relevant. For a branching circuit 𝐶 with

input 𝑥 , the actually executed subcircuit𝐶𝑥 is only determined after

the prover receives 𝑥 . While the prover can generate a succinct

proof with cost 𝑂̃ ( |𝐶𝑥 |), this proof alone is insufficient: the VK was

generated for the full circuit 𝐶 , not for the subcircuit 𝐶𝑥 .

S𝔲𝔟𝔩𝔬𝔫K [24] proposed storing the possible sub-circuits of a

P𝔩𝔬𝔫K circuit in a vector, and using a matrix lookup [18, 24, 26], a
variant of lookup arguments with additional properties, to prove

their validity. Before going into the details of S𝔲𝔟𝔩𝔬𝔫K , we first
introduce what lookup arguments are and why they do not suffice

to prove the validity of subcircuits. A lookup argument enables

efficient membership proofs in a predefined table or vector v. If
we only use the traditional lookup arguments to batched mem-

bership proofs of subcircuits, a key limitation arises: traditional

lookup arguments only verify that the elements (gates) belong to

Figure 2: An example of P𝔩𝔬𝔫K circuit with three inputs: 6, 8,
and 3. All numbers with the same color should be the same
and should have a wire to check their consistency. For clarity
of presentation, we only draw the wires for number 8.

the vector v, but they do not preserve their relative order. This
lack of ordering guarantees can be problematic if we use lookup

arguments to compose subcircuits into a circuit, as shown in Fig-

ure 2, where the sequence of gates is essential for maintaining

P𝔩𝔬𝔫K constraints. To solve this problem, S𝔲𝔟𝔩𝔬𝔫K proposed to

use matrix lookup arguments, which enhance traditional lookup

arguments by incorporating structural ordering. A matrix lookup

argument [18, 24, 26] improves lookup arguments over vectors with

two key properties: (a) it groups contiguous elements into vectors
(matrix rows), preserving relative order within each vector and (b)

it groups vectors into a matrix and can generate membership proofs

for each vector or a collection of vectors (or sub-matrices).

Armed with a matrix lookup argument, S𝔲𝔟𝔩𝔬𝔫K works as fol-

lows: 1) in the preprocessing phase, in addition to the process of

P𝔩𝔬𝔫K , generate a vector that encodes each subcircuit of 𝐶 , store

them in a matrix M, and precompute the membership proofs for

each vector; 2) once the input 𝑥 is fixed, the prover derives the cor-

responding subcircuit 𝐶𝑥 and uses the precomputation to generate

a membership of 𝐶𝑥 , which is the batched membership proofs of

respective vectors; 3) prover and verifier carry out P𝔩𝔬𝔫K for sub-

circuit 𝐶𝑥 , incurring a computation overhead proportional to the

active part of the circuit. We describe this approach in Figure 1 (b).

Decomposing real-world computations. Many real-world cryp-

tographic applications, especially in blockchain and zkRollup [45,

53, 59, 76], entail computations that can be decomposed into two

categories: (1) complex but lightweight “application logic” and
(2) repetitive but computationally intensive “cryptographic op-
erations.” One such example is the domain name system (DNS)

based on the Ethereum virtual machine (EVM), as discussed by Bu-

terin [17], where around 85% of execution is concentrated in a few

structured expensive operations and the rest is application logic

with small costs. Another example is zkRollup by Loopring [45],

where verifications of EdDSA signature and hash take around 70%

of the total constraints for a transfer transaction. Ideally, a proof

system should support both the expressive branching logic for com-

plex application workflows and the efficient handling of heavy

cryptographic subroutines.

Limitations of matrix lookup.While matrix lookups were intro-

duced to enable expressive branching logic within proof systems,

they unfortunately fall short of meeting the needs outlined above

due to two limitations. The first limitation lies in its proving over-
head: matrix lookup requires additional steps to load and prove

the correct composition of sub-circuits, resulting in a proving over-

head that scales linearly with the active portion of the circuit. In

practice, our benchmarks indicate that proving the same number

of gates using matrix lookup is approximately 19 times slower
199
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than the original P𝔩𝔬𝔫K protocol with KZG polynomial commit-

ment scheme [40]. The second limitation is the requirement for

pre-fixed copy constraints. In particular, copy constraints within

each subcircuit must be fixed during the preprocessing phase, which

prevents the dynamic addition of copy constraints across subcir-

cuits. Recall that P𝔩𝔬𝔫K ’s P-IOP enforces wiring consistency using

polynomial constraints, which are statically determined during the

setup of the matrixM. As a result, a SNARK based on matrix lookup

can only support subcircuit compositions with predefined gates

and copy constraints. This restriction means that copy constraints

are enforced only within individual subcircuits, making it highly

impractical to check value consistency across vectors, i.e., to pass

values between different execution branches, within the matrix

lookup framework.
1
In summary, matrix lookup suffers from two

main limitations: high proving overhead and the inability to dynam-

ically enforce copy constraints across subcircuits, thereby limiting

support for flexible, cross-branch computations.

Our solution: Gryphes. To overcome these challenges, we in-

troduce Gryphes, a hybrid proof framework that addresses both

efficiency and compositional flexibility, by employing different proof
systems for each component, proving them separately and linking the
proofs. Gryphes integrates:
• P𝔩𝔬𝔫K + matrix lookup to handle versatile, complex applica-

tion logic which may change over time;

• Any efficient SNARK to handle fixed, heavy cryptographic

computations, e.g., signatures and hashes;

• A link proof to connect the two SNARK proofs, ensuringwitness

consistency across both systems.

More specifically, the link proof ensures that the witnesses used in
both SNARK systems remain consistent for predetermined indices,

thereby enabling seamless and sound composition across different

proof systems. Our Gryphes framework has several advantages:

• Improved efficiency. Gryphes combines the strengths of both

SNARK systems, supporting efficient proof generation while

handling complex logic with branching circuits at minimal cost;

• Cross-subcircuit copy constraints. While P𝔩𝔬𝔫K + matrix

lookup restricts copy constraints to within individual subcircuits,

Gryphes allows witness values to be transferred across subcir-

cuits by enforcing consistency in the second SNARK, thereby

supporting cross-subcircuit value sharing;

• Parallel proving. By splitting the computation into two or more

independent parts, Gryphes allows the corresponding proofs to

be generated in parallel, potentially reducing total proving time.

Despite these benefits, designing an efficient link protocol that

maintains key properties, such as a fast prover and constant proof

size, remains a technical challenge. In the following, we present the

core idea behind our approach.

Link protocol. Several prior works [3, 19, 20, 22, 31, 41] have
explored combining different SNARK systems to enable modular

composition, allowing the use of the most suitable SNARK for each

computational component and connecting witnesses with different

1S𝔲𝔟𝔩𝔬𝔫K (as discussed in Section 4.1 of the paper [24]) supports copy constraints

only between consecutive subcircuits via extended permutation domains, with all

constraints fixed during preprocessing.

representations. This general approach is known as a commit-and-
prove (CP) SNARK [22], where sharedwitness values across SNARKs

are committed using a common commitment scheme.

However, constructing a CP-SNARK forP𝔩𝔬𝔫K (i.e., CP-P𝔩𝔬𝔫K)

is particularly challenging. This difficulty arises because P𝔩𝔬𝔫K
represents witness values as polynomials in the Lagrange basis over
a multiplicative subgroup (i.e., roots of unity), tightly coupling the

witness representation with constraint enforcement and proof gen-

eration. As a result, decoupling the witness commitment from the

prover’s internal representation is nontrivial. Moreover, translat-

ing P𝔩𝔬𝔫K ’s polynomial-based witness encoding into the vector
representation needed by commitment schemes used in other

CP-SNARKs is especially difficult.

For our link protocol, we require three key properties: (1) con-
stant proof size and verification time, to minimize on-chain

costs in applications such as zkRollups [45, 53, 59, 76]; (2) an effi-
cient prover, to ensure practical performance; and (3) compatibil-
ity with vector commitments, to enable integration with widely-

used SNARKs such as Groth16 [36], which represent witnesses as

vectors rather than polynomials. Eclipse [3] and Lunar [19] pro-

pose different approaches for building CP-P𝔩𝔬𝔫K , but none of

them satisfy all of these requirements. Eclipse [3] achieves modular

composition but incurs logarithmic proof size and verification time,
which is unsuitable for applications with tight on-chain verification

budgets. Lunar [19], on the other hand, focuses on CP-P𝔩𝔬𝔫K con-

structions based on polynomial commitments, requiring that both

commitments operate over multiplicative subgroups of the same

size. This restriction prevents flexible composition when the two

proof systems use domains of different sizes. Moreover, Lunar does

not explore how to integrate CP-P𝔩𝔬𝔫K with vector commitments,

which are commonly used in other SNARK systems [33, 36, 42, 52].

Our work is similar with another line of work [20, 31, 41] addresses

commitment conversions for multilinear polynomial commitments,

enabling translations between monomial, Lagrange, and multilinear

Lagrange bases but focuses on univariate polynomials, which are

the foundation of widely-deployed SNARKs such as P𝔩𝔬𝔫K with

KZG commitments [40] and Groth16 [36]. By targeting univari-

ate polynomials, our approach enables modular composition with

a broader ecosystem of existing SNARK implementations while

achieving constant proof size and verification time.

To ensure that two witness representations—one as a Lagrange-
basis polynomial and the other as a vector of values—encode the
same underlying data, we leverage polynomial identity testing
(PIT). According to the Schwartz–Zippel lemma [58, 75], if two

polynomials agree at a randomly chosen point with overwhelming

probability, then they are identical. Applying PIT in this context

involves evaluating both representations at a random point and

comparing the results. However, performing such evaluations is

non-trivial: P𝔩𝔬𝔫K witnesses are already in evaluation form over

the domain (roots of unity), while vector-based witnesses do not

naturally support polynomial evaluations. A straightforward solu-

tion is to use a separate SNARK circuit that evaluates the witness

polynomial as follows:

(1) Commit to the witness (e.g.,𝑤1,𝑤2, . . . ,𝑤𝑛) for both SNARKs;

(2) Sample a random point 𝑟 (via interaction or Fiat–Shamir heuris-

tic [28, 42]), and provide it as input to the SNARK circuit;

200



Gryphes : Hybrid Proofs for Modular SNARKs with Applications to zkRollups Proceedings on Privacy Enhancing Technologies 2026(2)

(3) Treat the witnesses as polynomial coefficients and compute the

evaluation𝑤1 +𝑤2𝑟 + · · · +𝑤𝑛𝑟
𝑛−1

inside the SNARK circuits.

This approach is efficient for CP-SNARKs based on vector com-

mitments (e.g., Groth16 [22, 36]), requiring only 𝑛 native-field

multiplications and additions.
2
However, it is difficult to apply

this method directly to P𝔩𝔬𝔫K + matrix lookup. As discussed ear-

lier, P𝔩𝔬𝔫K + matrix lookup does not support copy constraints
across subcircuits, nor does it provide a straightforward way to

evaluate witness values across multiple subcircuits. To address this,

we propose a two-step solution:

(1) Construct an auxiliary P𝔩𝔬𝔫K circuit that encodes only the

subset of witnesses to be linked, and prove that their values at
specific indices match those in the original P𝔩𝔬𝔫K + matrix
lookup circuit using our link protocol;

(2) Use polynomial identity testing to verify consistency between

this smaller P𝔩𝔬𝔫K circuit and the CP-SNARK used for the

second computation.

The core challenge lies in efficiently linking two P𝔩𝔬𝔫K proof

systems—achieving both an optimal prover time and constant proof

size and verification overhead. As we just discussed, Eclipse [3]

does not fit into this step because it incurs logarithmic proof size
and verification time. Lunar [19] is also limited in this context. Its

commit-and-prove techniques for polynomial consistency only ap-

ply when the polynomials are defined over the same multiplica-
tive subgroup, or over two domains of equal size related by a

shift or permutation. This limitation is fundamental: Lunar’s proto-

col requires a bijective mapping between domains, which is only

possible if the domains have the same size. However, the proving

time of a P𝔩𝔬𝔫K circuit is highly dependent on the choice of the

multiplicative subgroup (roots of unity). Moreover, using a large

multiplicative subgroup for the auxiliary P𝔩𝔬𝔫K means the FFT-

based computations in both the auxiliary and main P𝔩𝔬𝔫K become

equally expensive, significantly increasing the prover’s workload.

As a result, the protocol loses its efficiency advantages for modular

composition and is slow for the prover to compute in practice. In

comparison, the core of our link protocol is a new lemma, extend-

ing the log-derivative lemma [37], that allows us to prove that two

polynomials are identical even if they are evaluated over different

multiplicative subgroups (roots of unity). Compared to other CP-

P𝔩𝔬𝔫K approaches, our construction achieves an efficient prover
and constant proof size and verification time. Following our

presentation of the link protocol, we demonstrate how the Gryphes
framework can be applied to decentralized exchanges (DEXs) based

on zkRollups.

Application to DEXs based on zkRollup. Blockchains often
suffer from high on-chain costs, resulting in expensive gas fees and
limited transaction throughput. zkRollups offer a scalable solution
by processing transactions off-chain while maintaining security

and decentralization. Instead of posting every transaction on-chain,

zkRollups submit succinct proofs and state digests, ensuring that
state updates are correctly executed without exposing unnecessary

data. Moreover, zkRollups can support complex applications, such

as DEXs, enabling users to trade cryptocurrencies efficiently on

a Layer-2 (L2) chain, possibly without relying on a centralised

2
Assuming both SNARKs operate over the same field; otherwise, additional cost is

incurred to simulate the arithmetic.

platform. This enables trustless trading where users operate directly

from self-custodial wallets, eliminating intermediaries that would

otherwise collect personal data, control asset custody, or aggregate

user trading patterns. The key performance indicators of a DEX

are functionality, prover efficiency, and digest size. There are
three types of zkRollup solutions. First, solutions based on zero-

knowledge Virtual Machines (zk-VMs). These solutions [59, 76] can

support any functionality with a constant-sized proof but suffer

from high proving overhead because of the low-level abstraction of

zk-VM. Second, solutions based on Scalable Transparent ARgument

of Knowledge (STARKs). These solutions [53] have fast provers and

support a wide range of functionalities, but their proof size and

verification cost grow poly-logarithmically with circuit complexity,

significantly increasing on-chain costs. Third, there are solutions

based on SNARKs for arithmetic circuits. These solutions [45] can

have efficient provers and constant-sized proofs but cannot handle

branching circuits efficiently, which offers limited functionality.

OurGryphes framework enables DEXs to achieve efficient prov-
ing, constant-sized proofs with adaptive, versatile functional-
ities. Under Gryphes, circuits for different transaction types are

stored in the lookup matrix to support various functionalities dy-
namically. To ensure efficient proving with constant-sized proofs,

we can further employ a constant-sized proof SNARK (e.g., Groth16

or P𝔩𝔬𝔫K + KZG) to verify heavy cryptographic operations, such

as signatures and state updates (the matrix lookup and link proof

have constant-sized proofs). This approach balances the broad func-

tionality of zk-VMs with the efficiency of SNARKs, positioning

Gryphes as a middle ground between the two. By doing so, we

enhance efficiency without significantly compromising function-

ality in the context of DEXs. From the SNARK perspective, our

method can be viewed as a “generalization”, as it introduces support
for branching conditions, expanding the range of possible circuits.

Conversely, from the zk-VM viewpoint, our approach represents a

“specialization”, focusing specifically on the circuits for DEX func-

tionalities. This hybrid strategy effectively combines the strengths

of both zk-VM and SNARK paradigms.

Applications to decentralized identity. Our Link protocol en-

ables the composition of general-purpose, heterogeneous proof

systems. This capability naturally extends to applications requir-

ing SNARK compositions. For example, a decentralized identity

(DID) project called AnonAadhaar [54] leverages Groth16 [36] to

generate zero-knowledge proofs of identity credentials, benefiting

from Groth16’s compact proofs. However, Groth16’s circuit-specific

setup limits extensibility: each new application built on these cre-

dentials (e.g., age-based eligibility checks [21]) requires its own

trusted setup ceremony. Our Link protocol addresses this by en-

abling composition of Groth16-proven identity credentials with

P𝔩𝔬𝔫K-based application logic, which only requires a one-time

universal setup. This modularity allows identity systems to evolve

their functionality without conducting additional trusted setups.

Gryphes implementation. We provide an end-to-end implemen-

tation ofGryphes with open-sourced code and detailed benchmarks.

In our code, we combined matrix lookup with the industrial-level

implementation of P𝔩𝔬𝔫K based on Halo2 [61]. To implement

Gryphes, we had to implement our (1) Link protocol and (2) P𝔩𝔬𝔫K
+ matrix lookup. However, there is no efficient, fully open-source

implementation of (2) yet. S𝔲𝔟𝔩𝔬𝔫K [24] provides an incomplete
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implementation of matrix lookup, with some parts’ costs only es-

timated. For cq+ [18], no implementation is available; its perfor-

mance numbers are derived from theoretical analysis. The work

of [26] does provide an implementation, but it is not as efficient as

S𝔲𝔟𝔩𝔬𝔫K of cq+ [18] when there are many subcircuits to encode,

both asymptotically and concretely. To fill this gap, we implemented

both components in Rust and open-sourced our implementations.

For (2), we built upon the halo2 library [55] as the basic P𝔩𝔬𝔫K
and implemented the matrix lookup primitive on top of it, using

the BN256 curve. To the best of our knowledge, ours is the first

complete, open-source implementation of P𝔩𝔬𝔫K + matrix lookup.

Summary of contributions. Our overall contributions can be

summarised as follows:

(1) We propose Gryphes, a framework that efficiently combines

P𝔩𝔬𝔫K + matrix lookup and any other SNARK. Gryphes en-
ables efficient composition of SNARKs with branching circuits

while preserving succinctness, achieving constant-sized proofs

and efficient proving and verification.

(2) As important building blocks of the above, we introduce a novel

Link protocol that connects P𝔩𝔬𝔫K with any other SNARK

under the CP-SNARK framework, with constant-sized proofs

and low prover overhead.

(3) We implement an open-source construction
3
for the matrix

lookup primitive introduced in [24], together with a full imple-

mentation of P𝔩𝔬𝔫K + matrix lookup, which, to the best of our

knowledge, is the first one.

(4) We evaluate the performance of our framework for an L2 DEX

application (implemented via zkRollup). Our evaluation demon-

strates both the practicality and efficiency of our techniques. All

our code is open-sourced to support reproducibility and future

research.

2 Related Work
Existing zkRollups. A zk-VM transforms complex programs into

low-level, machine-readable code, which is further decomposed

into operation codes (opcodes). These opcodes represent elemen-

tary instructions that the virtual machine can execute, such as

addition and multiplication. The zk-VM sequentially executes these

opcodes while simultaneously generating proofs to verify the cor-

rect execution of each instruction. This approach enables zk-VM

to execute arbitrary programs, making zk-VM-based zkRollup so-

lutions capable of accommodating a wide range of functionality

while maintaining a succinct digest size. However, the abstraction

to the opcode level introduces a significant trade-off. While it pro-

vides flexibility and broad compatibility, it also results in reduced

prover efficiency. The process of proving the correct execution

of numerous low-level operations can be computationally inten-

sive, potentially impacting the overall performance of the system.

Examples of these include Scroll [59] and ZKSync [76].

STARK-based solutions, exemplified by systems like StarkEx [53],

offer extensive functionality support with an efficient prover. How-

ever, they present significant trade-offs in terms of proof size and

verification costs. Both the proof size and verification cost increase

logarithmically with the complexity of the arithmetic circuit rep-

resenting the computation. While logarithmic growth is generally

3
https://github.com/hkust-okx-zkdex-project/pets26-artifacts

favorable for scalability, it poses unique challenges in the context

of zkRollups. The process of storing and verifying STARK proofs

on-chain through smart contracts can incur substantial gas costs,

particularly for intricate operations. These elevated costs can create

a significant adoption barrier for such zkRollups, given that the

primary objective of zkRollups is to reduce transaction fees and

improve scalability. The inherent expense of STARK proof verifica-

tion on-chain potentially undermines the cost-saving benefits that

zkRollups aim to provide.

SNARK-based solutions offer a compelling combination of effi-

cient proof generation and succinct digests, which are highly desir-

able in the zkRollups setting. However, this efficiency often comes

at the cost of limited functionality. For example, Loopring [45] is

based on such a paradigm and can only support a handful of types

of transactions, e.g., basic deposit, transfer, and exchange.

3 Preliminaries
Let 𝜆 denote a security parameter. A function negl(𝜆): N→ R+

is negligible if for every positive polynomial 𝑝𝑜𝑙𝑦 (𝜆) there exists a
𝜆0 ∈ N, such that for all 𝜆 > 𝜆0 : 𝜖 (𝜆) < 1/𝑝𝑜𝑙𝑦 (𝜆). We denote 𝑃𝑃𝑇

as “probabilistic polynomial time” with respect to 𝜆 throughout our

paper. Let [𝑖, 𝑗] = {𝑖, 𝑖 + 1, . . . , 𝑗 − 1}, and [ 𝑗] = {0, 1, . . . , 𝑗 − 1}.
Matrices are represented using bold uppercase letters, such asM,

while vectors are denoted by bold lowercase letters, such as v. Let F
be a finite field, and we denote uniformly sampling a field element

𝑥 as 𝑥
$←− F. We denote the set of all univariate polynomials over F

by F[𝑋 ], while the subset of polynomials with degree strictly less

than 𝑑 is denoted by F<𝑑 [𝑋 ].
Bilinear mapping. Let (G1,G2,G𝑇 ) denote three cyclic groups of
prime order 𝑞, where G1 and G2 are the source groups and G𝑇 is

the target group. A bilinear map is a function: 𝑒 : G1 × G2 → G𝑇

satisfying the following properties:

(1) Bilinearity: For all ℎ1, ℎ′1 ∈ G1, ℎ2, ∈ G2, and scalars 𝛼, 𝛽 ∈ F𝑞 ,
the map satisfies: 𝑒 (ℎ𝛼

1
, ℎ

𝛽

2
) = 𝑒 (ℎ1, ℎ2)𝛼 ·𝛽 , 𝑒 (ℎ1 · ℎ′1, ℎ2) =

𝑒 (ℎ1, ℎ2) · 𝑒 (ℎ′1, ℎ2) .
(2) Non-degeneracy: The map does not send all input pairs to the

identity in G𝑇 . Specifically, for generators 𝑔1 ∈ G1, 𝑔2 ∈ G2, we

have: 𝑒 (𝑔1, 𝑔2) = 𝑔𝑇 ≠ 1G𝑇
, where 𝑔𝑇 is a generator of G𝑇 .

For generator 𝑔1 ∈ G1 and 𝑔2 ∈ G2, we denote [𝑥]1 to represent

𝑥 · 𝑔1 for presentation simplicity, and denote [𝑥]
2
for 𝑥 · 𝑔2.

Vanishing polynomial and Lagrange basis. Let F be a finite field,

and letW ⊂ F× be amultiplicative subgroup of order𝑛 consisting of

the 𝑛-th roots of unity. LetW = {1, 𝜔, 𝜔2, . . . , 𝜔𝑛−1}, where 𝜔 ∈ F
is a primitive 𝑛-th root of unity, i.e., 𝜔𝑛 = 1 and 𝜔𝑘 ≠ 1 for all

1 ≤ 𝑘 < 𝑛. In other words, 𝜔 is a generator of W.

The vanishing polynomial associated with W, denoted 𝑍W (𝑋 ),
is the unique monic polynomial of degree 𝑛 that vanishes at ev-

ery point in W. It is given explicitly by: 𝑍W (𝑋 ) =
∏𝑛−1

𝑖=0 (𝑋 − 𝜔𝑖 ).
For each 𝑖 ∈ {0, 1, . . . , 𝑛 − 1}, the 𝑖-th Lagrange basis polynomial
over W is defined as: ℓW𝑖 (𝑋 ) =

∏𝑛−1
𝑗=0
𝑗≠𝑖

𝑋−𝜔 𝑗

𝜔𝑖−𝜔 𝑗 . Each ℓW𝑖 (𝑋 ) is a

degree-(𝑛 − 1) polynomial satisfying the interpolation conditions:

ℓW𝑖 (𝜔 𝑗 ) = 1 if 𝑗 = 𝑖; and 0 otherwise. An equivalent and often use-

ful expression for ℓW𝑖 (𝑋 ) involves the vanishing polynomial and its

derivative: ℓW𝑖 (𝑋 ) =
𝑍W (𝑋 )

𝑍 ′W (𝜔
𝑖 ) (𝑋−𝜔𝑖 ) . This formulation is very helpful

202

https://github.com/hkust-okx-zkdex-project/pets26-artifacts


Gryphes : Hybrid Proofs for Modular SNARKs with Applications to zkRollups Proceedings on Privacy Enhancing Technologies 2026(2)

in settings where the vanishing polynomial and its derivative are

known or efficiently computable.

The Lagrange basis polynomials over a multiplicative subgroup

W of order 𝑛 exhibit a useful cyclic symmetry. Specifically, for
any 𝑖 ∈ {0, . . . , 𝑛 − 1}, the Lagrange basis satisfies: ℓW𝑖 (𝜔𝑋 ) =

ℓW𝑖−1 (𝑋 ), where indices are taken modulo 𝑛. This identity reflects a

rotational structure among the basis functions: scaling the input 𝑋

by 𝜔 effectively shifts the index of the basis function by one.

Aurora Sumcheck Lemma. We introduce the univariate sum-

check lemma initially formulated within the Aurora framework [9].

Lemma 1 (Aurora Sumcheck Lemma). Let W ⊂ F be a multi-
plicative subgroup of size 𝑡 . For polynomial 𝑓 ∈ F<𝑡 [𝑋 ], we have∑

𝑤∈W 𝑓 (𝑤) = 𝑡 · 𝑓 (0) .
KZG polynomial commitment scheme. The KZG polynomial

commitment scheme, introduced by Kate, Zaverucha, and Gold-

berg [40], provides a succinct and efficient method for committing

to univariate polynomials and proving their evaluations at specific

points. The scheme relies on a structured reference string (SRS) as

public parameters, which are generated through a trusted setup.

Definition 1 (KZG Polynomial Commitment Scheme). The
KZG polynomial commitment is defined by the following algorithms:
ΠKZG = (KZG.Setup, KZG.Commit, KZG.Open, KZG.Check) .
• KZG.Setup(1𝜆, 𝐷) → pp. Generate a bilinear group (G1,G2,G𝑇 , 𝑒)
of prime order 𝑝 and sample a secret 𝜏 ∈ F𝑝 . Output: pp =

{[𝜏𝑖 ]1}𝐷𝑖=0 ∪ {[1]2, [𝜏]2}.
• KZG.Commit(pp, 𝑝 (𝑋 )) → 𝑐 . Let 𝑝 (𝑋 ) = ∑𝐷

𝑖=0 𝑝𝑖𝑋
𝑖 be a poly-

nomial of degree at most 𝐷 . Compute the commitment as: 𝑐 =

[𝑝 (𝜏)]1 =
∏𝐷

𝑖=0 [𝜏𝑖 ]
𝑝𝑖
1
.

• KZG.Open(pp, 𝑝 (𝑋 ), 𝑧) → (𝑣, 𝜋). Evaluate the polynomial at 𝑧:
𝑣 = 𝑝 (𝑧). Define the witness polynomial: 𝑤 (𝑋 ) = 𝑝 (𝑋 )−𝑣

𝑋−𝑧 , 𝜋 =

[𝑤 (𝜏)]1 . Output the evaluation value 𝑣 and the proof 𝜋 .
• KZG.Check(pp, 𝑐, 𝑧, 𝑣, 𝜋) ∈ {0, 1}. Accept if the following pairing
equation holds: 𝑒 (𝑐 − [𝑣]1, [1]2) = 𝑒 (𝜋, [𝜏]2 − [𝑧]2).
For notational simplicity, we omit pp from function inputs in

the rest of this paper. The KZG scheme naturally supports batched

openings of multiple polynomials at a common evaluation point

using a single proof [30]. This optimization improves efficiency

when verifying multiple evaluations simultaneously.

Definition 2 (Batched KZG Opening). A batched opening
at a single point is defined by the following tuple: ΠBatchKZG =

(Batched.Setup,Batched.Commit,Batched.Open,Batched.Check).
• Batched.Setup(1𝜆, 𝐷) → pp. As in KZG.Setup, generate public
parameters for a degree bound 𝐷 .
• Batched.Commit(pp, {𝑝𝑖 (𝑋 )}𝑡𝑖=1) → {𝑐𝑖 }𝑡𝑖=1. For 𝑡 polynomials,
compute each commitment as 𝑐𝑖 = [𝑝𝑖 (𝜏)]1 for 𝑖 = 1, . . . , 𝑡 .
• Batched.Open(pp, {𝑝𝑖 }, 𝑧) → ({𝑣𝑖 }, 𝜋). Let 𝑣𝑖 = 𝑝𝑖 (𝑧) for each
𝑖 . Sample a random challenge 𝛾 ∈ F𝑝 , and compute: 𝑤 (𝑋 ) =∑𝑡

𝑖=1 𝛾
𝑖−1 · 𝑝𝑖 (𝑋 )−𝑣𝑖

𝑋−𝑧 , 𝜋 = [𝑤 (𝜏)]1 . Output the evaluations {𝑣𝑖 }𝑡𝑖=1
and the aggregated proof 𝜋 .
• Batched.Check(pp, {𝑐𝑖 }, {𝑣𝑖 }, 𝑧, 𝜋). Compute the linear combina-
tions of polynomial commitments: 𝐹 =

∑𝑡
𝑖=1 𝛾

𝑖−1𝑐𝑖 and 𝑉 =[∑𝑡
𝑖=1 𝛾

𝑖−1𝑣𝑖
]
1
. Accept if: 𝑒 (𝐹 −𝑉 , [1]2) = 𝑒 (𝜋, [𝜏]2 − [𝑧]2) .

Commitments to bivariate polynomials. Although the KZG

scheme is inherently designed for univariate polynomials, it can

be extended to support commitments to bivariate polynomials via

univariate encoding techniques [49, 70].

Let 𝑃 (𝑋,𝑌 ) be a bivariate polynomial with degree less than

𝑑1 in 𝑋 and less than 𝑑2 in 𝑌 . Define the univariate encoding:

𝑃 (𝑥) = 𝑃 (𝑥𝑑2 , 𝑥), which transforms 𝑃 into a univariate polyno-

mial of degree less than 𝑑1 · 𝑑2. The commitment is then computed

using the standard KZG scheme: 𝑐 = [𝑃 (𝜏)]1 .
To open the commitment at a point (𝛼, 𝛽) ∈ F2𝑝 , proceed as fol-

lows: (1) Fix 𝑋 = 𝛼 to obtain the univariate restriction 𝑃 (𝛼,𝑌 );
(2) Construct a witness for the evaluation of 𝑃 at 𝑥 = 𝛽 : 𝜋𝛼 =[
𝑃 (𝑥 )−𝑃 (𝛼,𝑥 )

𝑥𝑑2 −𝛼

]
1

; (3) Use 𝜋𝛼 within the standard KZG verification

equation to verify that 𝑃 (𝛼, 𝛽) corresponds to the committed poly-

nomial. This encoding enables efficient commitment and evaluation

proofs for bivariate polynomials using only univariate KZG infras-

tructure. It is particularly useful in applications such as lookup

arguments, where bivariate relations occur frequently.

SNARKs. A Succinct Non-interactive ARgument of Knowledge
(SNARK) for a relation R comprises of three algorithms as follows:

• Π.Setup(1𝜆,R) → crs. crs is a common reference string.

• Π.Prove(crs, 𝑥 ;𝑤) → 𝜋 . 𝑥 is a statement and 𝑤 is the witness

such that R(𝑥,𝑤) holds. It outputs 𝜋 as proof.

• Π.Verify(crs, 𝑥, 𝜋) → {0, 1}. It inputs the crs, statement 𝑥 and

proof 𝜋 . If the proof is correct, it outputs 1; otherwise, 0.

A SNARK is complete, knowledge-sound, and succinct. Completeness

means that if R(𝑥,𝑤) holds, an honest prover fails to generate the

proof 𝜋 with probability less than negl(𝜆). Knowledge soundness
means that given a valid proof, there exists an extractor to extract

the witness for that statement. Finally, a SNARK is succinct if the

proof and verification time are poly-logarithmic in the witness size.

This property allows the verifier to check any statement in R faster

than checking the statement and witness (if given) directly. If a

SNARK is also zero-knowledge, it leaks no information about the

witness and is called zkSNARK [12].

We follow the Commit-and-Prove SNARK (CP-SNARK) defini-

tion from [22]. Informally, the prover can commit the inputs and

witnesses of a SNARK through some commitment scheme, e.g.,

extended Pedersen commitments, which are perfectly hiding and

computationally binding. We denote 𝑐𝑤1 the committed witness

𝑤1 for a CP-SNARK proof 𝜋 ← Π.Prove(crs, 𝑐𝑤1, 𝑥 ;𝑤2) where𝑤2

is the non-committed part of the witness. CP-SNARK allows the

modular composition of SNARKs through the committed witness.

For example, given two relations R1 and R2, the prover can prove

R1 (𝑐𝑤1;𝑤2) and R2 (𝑐𝑤1;𝑤3) hold with two CP-SNARKs for the

same committed witness 𝑐𝑤1.

RSA accumulators. An RSA accumulator [11, 13, 43] is a cryp-

tographic commitment to a set 𝑆 = {𝑒1, . . . , 𝑒𝑛}. It has pros/cons
compared to Merkle tree-based accumulators and bilinear accumu-

lators as discussed in [64, 65]. Its main advantage is constant-sized

membership proof for any set size.

MultiSwap.MultiSwap is a cryptographic primitive for proving the

update state of an accumulator𝐶 after removing a set𝑋 and adding

a set 𝑌 is𝐶′. It was introduced by Ozdemir et al. [48] and improved

by Campanelli et al. [21]. Both schemes rely on CP-SNARKs for

this check. It was shown to be more efficient than classical Merkle

trees to update elements inside SNARK [21].
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4 Link Proof
Overview. Given two KZG polynomial commitments 𝐶𝑆 and 𝐶𝑇 ,

each corresponding to a witness polynomial from separate P𝔩𝔬𝔫K
proofs, we want to prove that their witness values are equal at cer-

tain indices. In P𝔩𝔬𝔫K , witness values are encoded as polynomials

in the Lagrange basis over a domain of roots of unity, meaning that

each index maps to a specific evaluation point in this domain. To

compare values at these indices, a natural approach is to evaluate

both committed polynomials at the corresponding domain points.

This can be done by generating KZG opening proofs at those points

and verifying that the evaluations match. While KZG commitments

support batched openings with a single, constant-sized proof, this

method still incurs verification costs that scale linearly with the

number of shared indices. But in many application scenarios, e.g.,

DEXs based on zkRollup, the verification is expensive, and constant

verification is important. In this section, we build a link protocol to

prove that two P𝔩𝔬𝔫K witness values are equal at certain indices

with a constant verification overhead, even if they are evaluated

using different roots of unity with different sizes, which is indeed

the case for circuits with different sizes. Formally, we aim to solve

the following problem:

Given two KZG commitments 𝐶𝑆 and 𝐶𝑇 , each committing to

polynomials 𝑆 (𝑋 ),𝑇 (𝑋 ) ∈ F[𝑋 ] defined on the Lagrange basis over
possibly different evaluation domains W = {𝜔0, 𝜔1, . . . , 𝜔𝑛−1} and
V = {𝜈0, 𝜈1, . . . , 𝜈𝑘−1}, where 𝜔 and 𝜈 are primitive roots of unity

of order 𝑛 and 𝑘 , respectively and a set of index pairs 𝐷 ⊆ [𝑛] × [𝑘]
(described by an injective partial function 𝜙 : 𝐷 ⊆ [𝑛] → [𝑘]),
the goal is to prove, with constant verification cost, that ∀ 𝑖 ∈ 𝐷 :

𝑆 (𝜔𝑖 ) =𝑇 (𝜈𝜙 (𝑖 ) ). More formally, we want to prove the following

relation:

Rlink = {𝐶𝑆 ,𝐶𝑇 , 𝜙 ; 𝑆 (𝑋 ),𝑇 (𝑋 ) : 𝐶𝑆 = KZG.Commit(𝑆 (𝑋 )),
𝐶𝑇 = KZG.Commit(𝑇 (𝑋 )), 𝜙 : 𝐷 ⊆ [𝑛] → [𝑘] is injective,

∀ 𝑖 ∈ 𝐷 : 𝑆 (𝜔𝑖 ) =𝑇 (𝜈𝜙 (𝑖 ) ), 𝑆 (𝑋 ) ∈ F<𝑛 [𝑋 ],𝑇 (𝑋 ) ∈ F<𝑘 [𝑋 ]}.

Our approach. The key algebraic insight underlying the link pro-

tocol comes from the theory of partial fraction decomposition of

rational functions. Suppose we only want to check 𝑆 (𝜔𝑖 ) =𝑇 (𝜈𝜙 (𝑖 ) )
for all 𝑖 in 𝐷 where values 𝑆 (𝜔𝑖 ) and𝑇 (𝜈 𝑗 ) are all distinct. The mul-

tisets 𝑆 (𝜔𝑖 ) and𝑇 (𝜈 𝑗 ) are equal if and only if the following rational
function holds:

∑
𝑖∈𝐷

1

𝑋+𝑆 (𝜔𝑖 ) =
∑

𝑗∈𝜙 (𝐷 )
1

𝑋+𝑇 (𝜈 𝑗 ) . Furthermore,

the above equation is insufficient for our aim because the mapping

relation between the two sides is not fixed. More specifically, if

we only check the above equation, then there could exist another

injective partial function 𝜙 ′ : 𝐷 ⊆ [𝑛] → [𝑘] to make the above

equation hold. To solve this, we introduce a mapping polynomial

Φ(𝑋 ) to encode the relation 𝜙 , so that for 𝑖 ∈ 𝐷 , Φ(𝜔𝑖 ) = 𝜈𝜙 (𝑖 ) , and
0 elsewhere. Furthermore, we introduce another variable 𝑌 to bind

Φ, so that the multisets 𝑆 (𝜔𝑖 ) and 𝑇 (𝜈 𝑗 ) are equal with respect to

𝜙 if and only if the following function holds:∑︁
𝑖∈𝐷

𝑎𝑖

𝑋 + 𝑆 (𝜔𝑖 ) + 𝑌Φ(𝜔𝑖 ) =
∑︁

𝑗∈𝜙 (𝐷 )

𝑏 𝑗

𝑋 +𝑇 (𝜈 𝑗 ) + 𝑌𝜈 𝑗

where indicators 𝑎𝑖 = 1 if 𝜔𝑖
is involved in the mapping; otherwise

0, and 𝑏 𝑗 = 1 if 𝜈 𝑗 is involved in the mapping; otherwise 0. We will

present the formal lemma and proof of the above condition shortly.

For compatibility with polynomial commitment schemes, we

interpolate the indicator vector (𝑎𝑖 ) to a global polynomial 𝐴(𝑋 )
such that 𝐴(𝜔𝑖 ) = 𝑎𝑖 for all 𝑖 ∈ [𝑛] with degree less than 𝑛. More

specifically, 𝐴(𝑋 ) can be constructed by 𝐴(𝑋 ) = ∑
𝑖∈𝐷 𝑎𝑖 · ℓW𝑖 (𝑋 )

where ℓW𝑖 (𝑋 ) is the Lagrange basis polynomial for 𝜔𝑖
. This means

𝐴(𝑋 ) agrees with the original sum’s coefficients at the prescribed

points, but also produces a value at every other 𝑋 ∈ F by the rules

of polynomial evaluation. Similarly, we interpolate (𝑏 𝑗 ) to 𝐵(𝑋 )
over V. Further recall that all 𝑆 (𝑋 ),𝑇 (𝑋 ),Φ(𝑋 ) are also defined

everywhere with appropriate degree, allowing us to rewrite sums

over the finite set as a rational function, i.e., a fraction of two poly-

nomials, over the entire domain: 𝐴(𝑋 )
𝑋+𝑆 (𝑋 )+𝑌Φ(𝑋 ) =

𝐵 (𝑋 )
𝑋+𝑇 (𝑋 )+𝑌 ·𝑋 .

Supposewe commit 𝑆 (𝑋 ),𝑇 (𝑋 ) first and deriveΦ(𝑋 ), 𝐴(𝑋 ), 𝐵(𝑋 )
from 𝜙 (·). In that case, verifying the rational function equality at

random (𝑋,𝑌 ) = (𝛼, 𝛽) implies the original point-wise equalities

with overwhelming probability. However, the KZG polynomial

commitment and most other polynomial commitments commit

to polynomials, not rational functions. It is hard to evaluate the

rational function directly over polynomial commitments.

To bridge this gap, we transform the rational function identity

into an equivalent statement about polynomials. This is achieved

by clearing denominators: for any fixed (𝛼, 𝛽), we multiply both

sides of the rational function equation by the common denom-

inator, resulting in polynomial identities that can be efficiently

handled within the framework of polynomial commitments. Specif-

ically, denote the left-hand side of the rational equation as 𝐿(𝑋 ) :=
𝐴(𝑋 )

𝛼+𝑆 (𝑋 )+𝛽 Φ(𝑋 ) . Since the rational function 𝐿(𝑋 ) is not a polynomial

and cannot be directly committed using KZG, we construct the

unique degree-< 𝑛 polynomial 𝐿′ (𝑋 ) that agrees with 𝐿(𝑋 ) at all
points of the subgroup W: 𝐿′ (𝜔𝑖 ) := 𝐴(𝜔𝑖 )

𝛼+𝑆 (𝜔𝑖 )+𝛽Φ(𝜔𝑖 ) ,∀𝑖 ∈ [𝑛] . This
polynomial 𝐿′ (𝑋 ) is constructed via Lagrange interpolation from

the collection of rational evaluations at the subgroup points. We ob-

serve that, for all𝑋 = 𝜔𝑖 ∈ W,𝐿′ (𝑋 )·(𝛼+𝑆 (𝑋 )+𝛽 Φ(𝑋 ))−𝐴(𝑋 ) = 0.

In other words, the polynomial 𝑃 (𝑋 ) := 𝐿′ (𝑋 ) · (𝛼 + 𝑆 (𝑋 ) +
𝛽 Φ(𝑋 )) −𝐴(𝑋 ) vanishes at every point inW. By the polynomial

remainder theorem, 𝑃 (𝑋 ) is divisible by the vanishing polynomial

𝑍W (𝑋 ) =
∏𝑛−1

𝑖=0 (𝑋 − 𝜔𝑖 ): 𝑃 (𝑋 ) = 𝑍W (𝑋 ) ·𝑄𝐿 (𝑋 ), where 𝑄𝐿 (𝑋 ) is
some quotient polynomial. An analogous construction applies to

the right-hand side for 𝑇 (𝑋 ) over V.
The divisibility check confirms that 𝐿′ (𝑋 ) and 𝑅′ (𝑋 ) are cor-

rectly constructed from the rational functions. Our goal now is to

verify the linking relation 𝑆 (𝜔𝑖 ) = 𝑇 (𝜈𝜙 (𝑖 ) ) for all 𝑖 ∈ 𝐷 . The key
observation is that, since 𝐴(𝜔𝑖 ) = 1 for 𝑖 ∈ 𝐷 and 0 otherwise,

the sums of 𝐿′ and 𝑅′ over their respective domains reduce to ex-

actly the partial fraction sums:

∑
𝜔∈W 𝐿′ (𝜔) =∑

𝑖∈𝐷
1

𝛼+𝑆 (𝜔𝑖 )+𝛽𝜈𝜙 (𝑖 ) ,∑
𝜈∈V 𝑅′ (𝜈) = ∑

𝑗∈𝜙 (𝐷 )
1

𝛼+𝑇 (𝜈 𝑗 )+𝛽𝜈 𝑗 . As we prove in Appendix A,

equality of these partial fraction sums for all 𝛼, 𝛽 ∈ F is equivalent

to the linking relation (Lemma 2). Therefore, verifying the linking

relation reduces to checking that

∑
𝜔∈W 𝐿′ (𝜔) =∑

𝜈∈V 𝑅′ (𝜈).
The Aurora sumcheck lemma enables efficient verification of

sum equality. For a degree-< 𝑛 polynomial, we have

∑
𝜔∈W 𝐿′ (𝜔) =

𝑛 · 𝐿′ (0), and similarly

∑
𝜈∈V 𝑅′ (𝜈) = 𝑘 · 𝑅′ (0). Thus, the verifier

checks 𝑛 · 𝐿′ (0) = 𝑘 · 𝑅′ (0) using KZG opening proofs, reducing

sum verification to a single field equation. By Schwartz-Zippel,

equality at random (𝛼, 𝛽) implies the partial fraction identity holds

204



Gryphes : Hybrid Proofs for Modular SNARKs with Applications to zkRollups Proceedings on Privacy Enhancing Technologies 2026(2)

for all 𝛼, 𝛽 with overwhelming probability, which in turn estab-

lishes the linking relation. One subtlety remains: the Aurora sum-

check lemma requires polynomials of degree less than the domain

size, yet our protocol does not explicitly verify deg(𝐿′ (𝑋 )) < 𝑛 or

deg(𝑅′ (𝑋 )) < 𝑘 . We show in Appendix A that explicit degree check-

ing is unnecessary: the combination of divisibility and sumcheck

constraints implicitly enforces the degree bound.

The high-level overview of the Link protocol is the following:

(1) Given a public mapping polynomial Φ, the prover commits

to witness polynomials 𝑆 (𝑋 ) and 𝑇 (𝑋 ) encoding values over

domainsW and V.
(2) The verifier sends random challenges (𝛼, 𝛽).
(3) The prover constructs auxiliary polynomials𝐿′ (𝑋 ),𝑅′ (𝑋 ), along

with quotient polynomials 𝑄𝐿 (𝑋 ), 𝑄𝑅 (𝑋 ) witnessing the divis-

ibility by vanishing polynomials.

(4) The prover proves evaluations of 𝐿′ (0), 𝑅′ (0) in a batch.

(5) The verifier checks divisibility constraints, evaluation correct-

ness, and the Aurora sumcheck 𝑛 · 𝐿′ (0) = 𝑘 · 𝑅′ (0).

Linking proofs requires proving that two vectors of witness ele-

ments partially coincide in a structured way, based on the index

mappings. We formally define the matching relation as follows.

Definition 3 (Consistent Subvector Matching). Let F be a
field containing primitive 𝑛-th and 𝑘-th roots of unity, 𝜔 and 𝜈 . Let
W = {𝜔𝑖

: 0 ≤ 𝑖 < 𝑛} and V = {𝜈 𝑗 : 0 ≤ 𝑗 < 𝑘} be multiplicative
subgroups of F× . Let s = (𝑠0, . . . , 𝑠𝑛−1) ∈ F𝑛 and t = (𝑡0, . . . , 𝑡𝑘−1) ∈
F𝑘 be vectors over F. Suppose we are given:

• An injective partial function 𝜙 : 𝐷 ⊆ [𝑛] → [𝑘], where 𝐷 is a
subset of [𝑛], mapping each 𝑖 ∈ 𝐷 to a unique 𝑗 ∈ [𝑘].
• A mapping polynomial Φ : W → V ∪ {0} such that Φ(𝜔𝑖 ) =
𝜈𝜙 (𝑖 ) if 𝑖 ∈ 𝐷, and 0 otherwise.

We say that s and t match consistently on 𝐷 under 𝜙 if ∀ 𝑖 ∈ 𝐷 :

𝑠𝑖 = 𝑡𝜙 (𝑖 ) . We say that Φ is consistent with 𝜙 if, for all 𝑖 ∈ 𝐷 ,
Φ(𝜔𝑖 ) = 𝜈𝜙 (𝑖 ) , and for 𝑖 ∉ 𝐷 , Φ(𝜔𝑖 ) = 0.

4.1 The Link Proof Protocol
We present the Link Proof Protocol, which serves as a build-

ing block for constructing CP-P𝔩𝔬𝔫K proofs. The protocol can be

transformed into a non-interactive version using the Fiat-Shamir

heuristic [28]. Unless explicitly stated otherwise, we employ the

KZG polynomial commitment scheme, as formally defined in Defi-

nition 1, for polynomial commitments. Recall that 𝜙 is an injective
partial function 𝜙 : 𝐷 ⊆ [𝑛] → [𝑘], where 𝐷 is a subset of [𝑛]
(indices of s), mapping each 𝑖 ∈ 𝐷 to a unique 𝑗 ∈ [𝑘].
Setup(F, 𝑛, 𝑘, 𝜙}) → srs

(1) Sample a secret 𝜏
$←− F. Compute {[𝜏𝑖 ]1}𝑖∈[max(𝑛,𝑘 ) ] and

{[𝜏𝑖 ]2}𝑖∈[max(𝑛,𝑘 )+1] .

(2) Let 𝜔 and 𝜈 be primitive 𝑛-th and 𝑘-th roots of unity of F. Let
W = {𝜔𝑖

: 0 ≤ 𝑖 < 𝑛} and V = {𝜈 𝑗 : 0 ≤ 𝑗 < 𝑘} be multi-

plicative subgroups of F× . Compute vanishing polynomials 𝑍W,

𝑍V and the Lagrange basis polynomials for each roots of unity

ℓW𝑖 (𝑋 ), ℓV𝑗 (𝑋 ) respectively, as we introduced in Section 3.

(3) Construct binary indicator sequences a and b to represent the

presence of indices in 𝜙 : a = (𝑎0, . . . , 𝑎𝑛−1), b = (𝑏0, . . . , 𝑏𝑘−1)

𝑎𝑖 =

{
1 if 𝑖 ∈ 𝐷,
0 otherwise,

𝑏 𝑗 =

{
1 if 𝑗 ∈ 𝜙 (𝐷),
0 otherwise.

(4) Encode the binary sequences a, b and the index mapping 𝜙 into

polynomials: 𝐴(𝑋 ) = ∑𝑛−1
𝑖=0 𝑎𝑖 ℓ

W
𝑖 (𝑋 ), 𝐵(𝑋 ) =

∑𝑘−1
𝑗=0 𝑏 𝑗 ℓ

V
𝑗 (𝑋 ),

Φ(𝑋 ) =∑𝑛−1
𝑖=0 a𝑖 ·𝜈𝜙 (𝑖 ) ℓW𝑖 (𝑋 ) . Here, Φ(𝑋 ) encodes the mapping

𝜙 such that Φ(𝜔𝑖 ) = 𝜈𝜙 (𝑖 ) if 𝑖 ∈ 𝐼 ′, and Φ(𝜔𝑖 ) = 0 otherwise.

(5) Commit to polynomials 𝑍W, 𝑍V, 𝐴(𝑋 ), 𝐵(𝑋 ), and Φ(𝑋 ): [𝑍W]2,
[𝑍V]2, [𝐴(𝜏)]2, [𝐵(𝜏)]2, and [Φ(𝜏)]1 and output

srs =
{{
{[𝜏𝑖 ]1}𝑖∈[max(𝑛,𝑘 ) ] , {[𝜏𝑖 ]2}𝑖∈[max(𝑛,𝑘 )+1]

}
,

[𝑍W]2, [𝑍V]2, [𝐴(𝜏)]2, [𝐵(𝜏)]2, [Φ(𝜏)]1
}
.

Only Step 1 requires a secret trapdoor, identical to the setup phase of

the KZG polynomial commitment scheme, and the KZG parameters

may be reused in practice. All subsequent steps are transparent and

do not rely on any trapdoor. We commit to polynomials 𝑍W, 𝑍V,

𝐴(𝑋 ), 𝐵(𝑋 ), and Φ(𝑋 ) for the ease of verification.
The Link process is defined as follows: Let P denote the prover

andV denote the verifier. Given two polynomials 𝑆 (𝑋 ) ∈ F<𝑛 [𝑋 ]
and 𝑇 (𝑋 ) ∈ F<𝑘 [𝑋 ], the prover generate their evaluation form via

Lagrange interpolation such that 𝑆 (𝜔𝑖 ) = 𝑥𝑖 and 𝑇 (𝜈 𝑗 ) = 𝑦 𝑗 . The

prover computes the commitments to 𝑆 (𝑋 ) and𝑇 (𝑋 ):𝐶𝑆 := [𝑆 (𝜏)]
1

and 𝐶𝑇 := [𝑇 (𝜏)]
1
and sends 𝐶𝑆 and 𝐶𝑇 to the verifier. The Link

protocol proves the relation Rlink = {𝐶𝑆 ,𝐶𝑇 , 𝜙 ; 𝑆 (𝑋 ),𝑇 (𝑋 )} holds.
Link protocol between Prover P and VerifierV
P’s input:(srs,𝐶𝑆 ,𝐶𝑇 , 𝜙 ; 𝑆 (𝑋 ),𝑇 (𝑋 )).V’s input:(srs,𝐶𝑆 ,𝐶𝑇 , 𝜙).
(1) Round 1 (Challenge Sampling byV)

Sample random challenges 𝛼, 𝛽
$←− F, and send to P.

(2) Round 2 (Construct Auxiliary Polynomials by P)
(a) Construct Left-hand Side Polynomial/commitments

Construct 𝐿′ (𝑋 ) ∈ F<𝑛 [𝑋 ], where 𝐿′ (𝑋 ) satisfies:

𝐿′ (𝜔𝑖 ) = 𝐴(𝜔𝑖 )
𝛼 + 𝑆 (𝜔𝑖 ) + 𝛽Φ(𝜔𝑖 ) ,∀𝑖 ∈ [𝑛] .

Compute the quotient polynomial 𝑄𝐿 (𝑋 ) such that:

𝐿′ (𝑋 ) (𝛼 + 𝑆 (𝑋 ) + 𝛽Φ(𝑋 )) −𝐴(𝑋 ) = 𝑍W (𝑋 )𝑄𝐿 (𝑋 ).

Commit to 𝐿′ (𝑋 ) and 𝑄𝐿 (𝑋 ) by [𝐿(𝜏)]2 and [𝑄𝐿 (𝜏)]1 .
(b) ConstructRight-hand Side Polynomial/commitments

Construct 𝑅′ (𝑋 ) ∈ F<𝑘 [𝑋 ], where 𝑅′ (𝑋 ) satisfies:

𝑅′ (𝜈 𝑗 ) = 𝐵(𝜈 𝑗 )
𝛼 +𝑇 (𝜈 𝑗 ) + 𝛽𝜈 𝑗 , ∀𝑗 ∈ [𝑘] .

Compute the quotient polynomial 𝑄𝑅 (𝑋 ) satisfying:

𝑅′ (𝑋 ) (𝛼 +𝑇 (𝑋 ) + 𝛽𝑋 ) − 𝐵(𝑋 ) = 𝑍V (𝑋 )𝑄𝑅 (𝑋 ) .

Commit to 𝑅′ (𝑋 ) and𝑄𝑅 (𝑋 ) by [𝑅(𝜏)]2 and [𝑄𝑅 (𝜏)]1, and
send

{
[𝐿(𝜏)]

2
, [𝑄𝐿 (𝜏)]1, [𝑅(𝜏)]2, [𝑄𝑅 (𝜏)]1

}
toV .

(3) Round 3 (Batch challenge byV)

Sample random challenge 𝛿
$←− F, and send to P.

(4) Round 4 (Batched Proof Generation by P)
Evaluate 𝐿′ (0),𝑅′ (0), form the batch polynomial 𝑃 (𝑋 ) = 𝐿(𝑋 )+
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𝛿𝑅(𝑋 ) and commit 𝑃 (𝑋 ) with [𝑃 (𝜏)]2. Generate the batch open-
ing proof 𝜋batch = [𝑃 (𝜏)]2, and send (𝐿′ (0), 𝑅′ (0), 𝜋batch) toV .

(5) Round 5 (Verification byV)
(a) Left-hand Side Polynomial Well-formedness Check

\\Check 𝐿′ (𝑋 ) · (𝛼 +𝑆 (𝑋 ) +𝛽Φ(𝑋 )) −𝐴(𝑋 ) = 𝑍W (𝑋 ) ·𝑄𝐿 (𝑋 )

𝑒 ( [𝑆 (𝜏)]1 + 𝛽 [Φ(𝜏)]1, [𝐿(𝜏)]2)
?

=

𝑒 ( [𝑄𝐿 (𝜏)]1, [𝑍W (𝜏)]2) · 𝑒 ( [1]1, [𝐴(𝜏)]2 − 𝛼 [𝐿(𝜏)]2)

(b) Right-hand Side Polynomial Well-formedness Check
\\Check 𝑅′ (𝑋 ) · (𝛼 +𝑇 (𝑋 ) + 𝛽𝑋 ) − 𝐵(𝑋 ) = 𝑍V (𝑋 ) ·𝑄𝑅 (𝑋 )

𝑒 ( [𝑇 (𝜏)]1 + 𝛽 [𝜏]1, [𝑅(𝜏)]2)
?

=

𝑒 ( [𝑄𝑅 (𝜏)]1, [𝑍V (𝜏)]2) · 𝑒 ( [1]1, [𝐵(𝜏)]2 − 𝛼 [𝑅(𝜏)]2)

(c) Check the Validity of 𝐿′ (0), 𝑅′ (0)
KZG batch proof verification with 𝜋batch, 𝐿

′ (0), and 𝑅′ (0).
(d) Aurora Sumcheck Check 𝑛𝐿′ (0) ?

= 𝑘𝑅′ (0).
(e) Return 1 (accept) if three pairings as well as the sumcheck

pass. Otherwise, return 0 (reject).

We discuss the security of the Link protocol and refer to Appendix A
for the security proof and further discussion.

Theorem 1. The Link protocol is an argument of knowledge of
polynomials for the relation Rlink, if there is an extractor for the KZG
polynomial commitment.

In the extended version of our paper [47], we describe how

our protocol can be made zero-knowledge by masking 𝑆 (𝑋 ),𝑇 (𝑋 )
via random linear combination with polynomials that are chosen

uniformly at random, with the restriction that they have the same

evaluations on 𝐷 and 𝜙 (𝐷), respectively.

4.2 Complexity Analysis
The most computationally intensive parts are the FFT-based op-

erations over polynomials of size max(𝑛, 𝑘). Therefore, both Setup
and Prove have time complexity O(𝑛 log𝑛 + 𝑘 log𝑘).

The proof consists of 2 G1, 3 G2 and 2 field elements in total:

[𝐿′ (𝜏)]2, [𝑄𝐿 (𝜏)]1, [𝑅′ (𝜏)]2, [𝑄𝑅 (𝜏)]1, 𝜋batch = [𝑃 (𝜏)]2 and 2 field

elements 𝐿′ (0), 𝑅′ (0). The proof size and the verification time are

constant, exhibiting a complexity of O(1).

5 Gryphes Framework
This section presents the Gryphes framework, a modular ap-

proach to SNARK composition that efficiently handles computa-

tions combining complex branching logic with intensive crypto-

graphic operations. We first describe the framework’s general ar-

chitecture and core technical components, then demonstrate its

practical utility and benefits through a concrete zkRollup instantia-

tion for decentralized exchanges.

Existing SNARK systems face a common limitation: they cannot

efficiently handle computations that require both complex control

flow and heavy cryptographic operations. Current solutions force

an unsatisfactory choice between functionality (zk-VMs [59, 76])

and efficiency (arithmetic circuits). Gryphes bridges this gap by

decomposing such computations into specialized components, each

optimized for its specific computational pattern, then linking them

via a novel protocol that ensures end-to-end correctness. The sec-

tion is organized as follows: Section 5.1 presents the general frame-

work, including architecture, algorithms, and analysis. Section 5.2

provides a concrete DEX-based zkRollup instantiation, demonstrat-

ing practical benefits.

5.1 Gryphes Framework
Core approach. Gryphes decomposes complex computations into

two specialized components:

• Logic Prover: Uses P𝔩𝔬𝔫K + matrix lookup for complex but

lightweight application logic with branching circuits;

• Crypto Prover: Uses any efficient SNARK system for repetitive

but computationally intensive cryptographic operations.

The central challenge lies in linking these possibly heterogeneous

proof systems while preserving constant proof size and efficient

verification. Our solution employs a two-stage approach: connect-

ing the Logic Prover to an auxiliary P𝔩𝔬𝔫K circuit via our Link
protocol (Section 4), then connecting the auxiliary circuit to the

Crypto Prover via polynomial identity testing.

Framework architecture.Consider computationsClogic andCcrypto
for logic and cryptographic operations, respectively. The overall

computation C = Clogic ◦ Ccrypto connects through shared witness

values at predetermined indices. Let wlogic ∈ F𝑛1 and wcrypto ∈ F𝑛2
denote the witness vectors. A bijective mapping 𝜙 : Ilogic → Icrypto
specifies the correspondence between sharedwitness indices, where

Ilogic ⊆ [𝑛1] and Icrypto ⊆ [𝑛2]. The framework enforces witness

consistency: wlogic [𝑖] = wcrypto [𝜙 (𝑖)] for all 𝑖 ∈ Ilogic.
Logic Prover. This component handles dynamic control flow us-

ing P𝔩𝔬𝔫K + matrix lookup. A lookup matrix M ∈ F𝑠×𝑡 stores

precomputed subcircuits for different execution paths. At proving

time, the system selects appropriate subcircuits based on runtime

inputs and generates a matrix lookup proof 𝜋P𝔩𝔬𝔫K +Mat demon-

strating execution validity. Witnesses are encoded as polynomials

𝑆 (𝑋 ) ∈ F<𝑛1 [𝑋 ] in Lagrange basis over multiplicative subgroup

W1 of size 𝑛1.

Crypto Prover. This component employs efficient SNARK sys-

tems optimized for fixed cryptographic operations, e.g., signature

verification, hash evaluation, and dataset authentication. For vector-

based systems like Groth16, we follow the commit-and-prove para-

digm: the prover first commits to the witness wcrypto ∈ F𝑛2 using
a vector commitment scheme to produce 𝐶crypto, then generates

a SNARK proof that the committed witness satisfies the circuit

relation. The commitment 𝐶crypto becomes part of the public state-

ment, enabling the linking protocol to verify consistency with other

proof components. We provide one concrete example to link one

Logic Prover with one Crypto Prover using our Link protocol in

the Appendix B.

5.2 zkRollup Instantiation
We instantiate Gryphes for general-purpose applications on

zkRollup, creating a comprehensive system that achieves diverse

transaction support, efficient proving, and constant proof sizes,

delivering optimal trade-offs across functionality, performance, and

cost for production blockchain deployment.

206



Gryphes : Hybrid Proofs for Modular SNARKs with Applications to zkRollups Proceedings on Privacy Enhancing Technologies 2026(2)

Figure 3: Gryphes framework: Gryphes decomposes complex
computations into two separate specialized components and
links them together using our Link protocol. One component
called Shared Logic contains all the repeated heavy crypto-
graphic operations, and another component handles various
application logics using matrix lookup.

Design space and current limitations. Current zkRollup solu-

tions face fundamental trade-offs that limit their practical adop-

tion: zk-VMs offer general programmability but incur high proving

overhead, particularly for cryptographic operations that require

thousands of constraints; STARKs provide fast proving but generate

proof sizes that grow logarithmically with computation complex-

ity, increasing on-chain storage and verification costs; arithmetic

SNARKs like Groth16 achieve practical proving with constant proof

sizes but lack native support for conditional execution and complex

control flow required for diverse transaction types. Our instantia-

tion resolves these limitations by strategically decomposing appli-

cation functionality into specialized components, each optimized

for its specific computational characteristics.

System architecture. The Gryphes zkRollup instantiation follows

a standard Layer 2 architecture with three core components:

• Sequencer (L2): Organizes, validates, and executes Layer 2 trans-
actions, consolidating them into ordered batches while ensuring

protocol adherence and deterministic state transitions;

• Prover (L2): Constructs SNARK proofs using the Gryphes frame-

work to prove the correctness of all state transitions;

• zkRollup Contract (L1): A single smart contract that atomically

verifies SNARK proofs and updates the global state root. It serves

as the authoritative source of certified state, enforces protocol

rules, and ensures data availability.

The zkRollup contract provides the critical security guarantee that

state updates only occur after successful proof verification, ensuring

no invalid transitions can be committed to Layer 1.

Global state management. The system maintains global states

using RSA accumulators for efficient membership proofs. Repre-

sentative state structures include:

• Account State Set: Tracks user account information including

balances, nonces, and application-specific data, with each account

uniquely identified by user addresses

• Application State Set: Represents application-specific objects
such as smart contract states, NFT ownership records, or lending

positions, each with unique identifiers and associated metadata

Each global state is represented by an RSA accumulator element,

encoded with division intractable hash digest [21, 25, 34, 48], pro-

viding constant-sized membership proofs regardless of state size, a

crucial property for zkRollup scalability where proof verification

costs directly impact L1 gas expenses.

Transaction Logic Decomposition. The system supports diverse

transaction types, including deposits, withdrawals, transfers, smart

contract calls, state updates, batch operations, and administrative

actions. Each transaction type is decomposed into two distinct

components:

• Transaction-Specific Logic, which is lightweight and unique

to each transaction type, including state validation, business rule

enforcement, and application-specific computations;

• Shared Logic, which is computationally expensive operations

and common across all transactions, including signature verifica-

tion, RSA membership proofs, and hash computations.

This separation optimizes circuit utilization since shared operations

dominate the constraint count while being identical across trans-

action types, making their separate optimization worthwhile. We

illustrate this idea in Figure 3.

Groth16 crypto prover implementation. Our Crypto Prover

uses Groth16 for two typical shared operations that benefit from its

constant proof size and efficient arithmetic circuit representation:

RSA accumulator membership: RSA accumulators maintain au-

thenticated global states with constant-sized membership proofs

independent of state size. For each transaction, the Crypto Prover

generates membership proofs demonstrating correct inclusion of

relevant account states in the global accumulator, providing su-

perior scalability compared to Merkle tree proofs that grow loga-

rithmically with state size. For state transitions affecting multiple

accounts, MultiSwap [21, 48] based on accumulators proves cor-

rect updates by simultaneously removing outdated states (set 𝑋 )

and adding updated states (set 𝑌 ), transitioning the accumulator

𝐶 → 𝐶′. This approach outperforms individual Merkle tree updates

by avoiding the need for logarithmic path verification for each mod-

ified account, instead requiring only constant-time accumulator

operations. More specifically, we utilize two RSA accumulators in

this system: one RSA accumulator containing all state information,

and updated using MultiSwap; the other RSA accumulator accumu-

lates all the transaction information in an append-only manner.

Signatures:Validates transaction signatures using Baby Jubjub [68]
elliptic curve operations and performs SNARK-friendly hash com-

putations using Poseidon and MiMC hash [2, 35]. These operations

involve fixed arithmetic computations without conditional logic,

making them ideally suited for Groth16’s arithmetic circuit model.

Groth16 provides three crucial advantages for our system: com-

pact proofs (192 bytes) essential for minimizing L1 verification

costs; seamless CP-SNARK integration via vector-based witness

representation [22]; and optimized proving performance for the

repetitive cryptographic operations common in batch processing.

P𝔩𝔬𝔫K + matrix lookup logic prover implementation. The
Logic Prover handles diverse transaction types via a lookup ma-

trix M storing precomputed subcircuits for various transaction

types. Dynamic subcircuit selection based on transaction types

enables flexible functionality while maintaining circuit efficiency

through specialized optimization for each transaction category.

Adding new transaction types requires only extending the lookup

matrix rather than modifying core infrastructure, providing exten-

sibility for evolving application requirements.

Integration architecture. The Gryphes framework integrates het-

erogeneous proof systems through modular composition, enabling

each component to be optimized independently while maintaining

end-to-end security. The system generates four coordinated proofs

that collectively establish transaction batch correctness: a P𝔩𝔬𝔫K
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+matrix lookup proof for transaction-specific logic, a Groth16 proof

for shared cryptographic operations, an auxiliary P𝔩𝔬𝔫K proof for

cross-framework bridging, and a link proof ensuring witness con-

sistency. The key innovation lies in the two-stage linking approach

that bridges polynomial-based and vector-based witness represen-

tations without requiring homogeneous proof systems.

Cross-framework witness consistency. Linking heterogeneous

proof systems requires bridging different witness representations,

e.g., Lagrange-basis polynomials for P𝔩𝔬𝔫K versus vectors for

Groth16. The auxiliary P𝔩𝔬𝔫K circuit encodes shared witness val-

ues {wlogic [𝑖] : 𝑖 ∈ Ilogic} and evaluates the polynomial 𝑣aux =∑ | I
logic
|−1

𝑗=0
waux [ 𝑗] ·𝑟 𝑗 at challenge point 𝑟 . The Groth16 circuit com-

putes the equivalent evaluation 𝑣crypto =
∑

𝑖∈I
logic

wcrypto [𝜙 (𝑖)] · 𝑟 𝑖
using the same challenge. Polynomial identity verification 𝑣aux =

𝑣crypto confirms witness consistency across frameworks, ensuring

the same shared values are used in both proof systems.

Performance and scalability analysis.This instantiation delivers
several key advantages over existing approaches:

• Constant Verification Cost: All proof components have con-

stant verification time, resulting in predictable L1 gas costs re-

gardless of batch size;

• Flexible Transaction Support: Dynamic subcircuit selection

supports arbitrary transaction logic while maintaining proving

efficiency through specialized circuits;

• Efficient State Management: RSA accumulators with Multi-

Swap provide superior batch update efficiency compared to tra-

ditional Merkle tree approaches, particularly for large batches;

• Parallel Proving: Logic and crypto proving proceed indepen-

dently, enabling latency reduction through parallel execution.

The auxiliary circuit complexity scales with the number of trans-

actions per batch rather than total zkRollup state size, ensuring link

overhead remains manageable even for systems with substantial

global state. RSA accumulators provide four critical advantages

over Merkle trees in the SNARK context: constant versus loga-

rithmic proof sizes, efficient batch updates via MultiSwap versus

individual path updates, seamless CP-SNARK integration through

simple arithmetic operations, and reduced auxiliary circuit com-

plexity due to fewer shared witness values. Gryphes thus provides
a practical solution to the zkRollup dilemma, enabling sophisti-

cated blockchain applications with the performance characteristics

required for scalable deployment while maintaining the security

guarantees essential for production systems.

6 Experimental Evaluation
We evaluate Gryphes through comprehensive experiments that

validate our core claims: (1) the Link protocol enables efficient com-

position of heterogeneous SNARKs, (2) matrix lookup + P𝔩𝔬𝔫K
provides superior efficiency for diverse application logic compared

tomonolithic circuits, (3) the completeGryphes framework achieves

better performance than existing approaches for zkRollup work-

loads, and (4) the system scales effectively with increasing transac-

tion types and batch sizes. We open-source our implementation.
4

Our evaluation follows a systematic approach: we first benchmark

individual components (Link protocol, matrix lookup + P𝔩𝔬𝔫K ,

4
https://github.com/hkust-okx-zkdex-project/pets26-artifacts

crypto prover), then demonstrate their composition in a realistic

zkRollup scenario, and finally measure the overall performance.

All performance evaluations in this section were conducted on a

single workstation powered by an Intel Xeon E-2174G processor,

featuring 4 physical cores and 8 logical threads enabled through

Intel’s Hyper-Threading technology, with a clock speed of 3.80 GHz.

The system was equipped with 128 GiB of DDR4 RAM operating

at 2666 MHz and utilized a 1 TB NVMe SSD as primary storage.

The workstation ran Ubuntu 20.04.6 LTS with a 64-bit Linux kernel

(5.15.0-91-generic). All experiments are conducted with multiple

cores in parallel, unless otherwise noted. We relied on the Rayon

library for parallelism in Rust projects, which automatically detects

and utilizes all eight logical cores available on the workstation.

Most components were developed in Rust (stable toolchain ver-

sion 1.79.0), except for the Shared Logic Components implemented

in Groth16 using the gnark [14] library in Golang. We implement

finite field arithmetic, elliptic curve operations, polynomial arith-

metic, and the BN256 curve functionality using the arkworks [4]

libraries. We used the halo2 library from PSE [55] as the foun-

dational P𝔩𝔬𝔫K proving framework. This library applies a KZG

polynomial commitment scheme over the BN256 elliptic curve, via

the halo2curve library. The matrix lookup argument and halo2 rely

on the same BN256 curves.

6.1 Component Performance Analysis
We begin by evaluating the performance of individual Gryphes

components to understand their computational characteristics and

validate the theoretical complexity analysis.

6.1.1 Link protocol evaluation. The Link protocol is crucial for

enabling composition between heterogeneous proof systems. We

evaluate its performance across different polynomial sizes to verify

the theoretical 𝑂 (𝑛 log𝑛 + 𝑘 log𝑘) complexity, where 𝑛 and 𝑘 are

the degrees of the linked polynomials. We benchmark the protocol

between two polynomials: one with fixed degree 2
16
and another

with varying degree from 2
10

to 2
20
, with 2

10
common elements

between them. Table 1 presents the results, confirming the expected

quasi-linear growth in proving time with polynomial degree.

For the practical zkRollup scenario with 1024 transactions and

4 shared witness values per transaction (totaling 4096 common

values), we construct an auxiliary circuit with 8192 rows. Under

these conditions, the Link protocol achieves 1167.8 ms proving time

and 3.2 ms verification time, demonstrating practical efficiency for

real-world applications. The auxiliary circuit size (8192 rows) is

chosen as the next power of 2 above the number of common values

(4096) to optimize FFT operations in the P𝔩𝔬𝔫K proving process.

The Link proof contains 2 G1, 3 G2 and 2 field elements, resulting

in a proof size of 325 Bytes with compressed elliptic curve form.

Degree 2
10

2
11

2
12

2
13

2
14

2
15

2
16

2
17

2
18

2
19

2
20

Time (sec) 1.1 1.1 1.1 1.2 1.3 1.6 2.5 4.3 7.9 15.0 24.1

Table 1: Proving time for the Link protocol. “Degree” refers
to the polynomial degree to be linked.

6.1.2 P𝔩𝔬𝔫K + matrix lookup performance breakdown. We use the

2 fan-in gates P𝔩𝔬𝔫K layout for the benchmark. The matrix lookup

requires 9 segment lookup arguments in total: five for the selector

208

https://github.com/hkust-okx-zkdex-project/pets26-artifacts


Gryphes : Hybrid Proofs for Modular SNARKs with Applications to zkRollups Proceedings on Privacy Enhancing Technologies 2026(2)

Figure 4: Performance evaluation of matrix lookup + P𝔩𝔬𝔫K: (a) Breakdown of proving time showing matrix lookup overhead
dominates at 95% vs 5% for P𝔩𝔬𝔫K operations; (b) Impact of transaction type diversity on proving time, showing quasi-linear
growth with the number of distinct types selected; (c) Scalability with lookup table size, demonstrating sub-linear growth as
the number of supported transaction types; (d) Comparison between P𝔩𝔬𝔫K +matrix lookup with monolithic P𝔩𝔬𝔫K .

columns (corresponding to the five P𝔩𝔬𝔫K selectors: 𝑞𝐿 , 𝑞𝑅 , 𝑞𝑂 ,

𝑞𝑀 , 𝑞𝐶 ) and four for the permutation polynomial (one additional

permutation polynomial to accommodate Halo2’s special setting).

In this benchmark, we set each sub-circuit to size 64 gates and

include 1024 sub-circuits with 4 different transaction types per proof

batch. We varied the number of sub-circuits in a table exponentially

(in powers of two) to measure scalability. We first break down the

prover cost for matrix lookup compared with P𝔩𝔬𝔫K . As shown in

Figure 4 (a), the prover overhead is dominated by the matrix lookup,

which takes around 95% of the whole computation, and P𝔩𝔬𝔫K
only takes around 5% of the computation. In other words, matrix

lookup + P𝔩𝔬𝔫K is 19× slower than directly executing a fixed-

circuit P𝔩𝔬𝔫K with the same number of gates. Prover time exhibits

sub-linear growth with increasing subcircuit count. For a 1024-

subcircuit table, prover time is around 46.6 seconds. The verification

process takes 469.5 ms on average, including nine matrix lookup

proofs and the final P𝔩𝔬𝔫K proof.

6.1.3 Impact of different transaction types selected. We investigate

how the number of distinct transaction types affects prover run-

time. Given a lookup table with 2
10 = 1024 different subcircuits,

we vary the number of distinct transaction types selected from

1 to 1024 while keeping the batch size fixed at 1024 transactions.

When selecting 1 transaction type, all 1024 transactions in the batch

are identical, requiring only one subcircuit lookup repeated 1024

times. When selecting 1024 distinct types, each transaction in the

batch uses a different subcircuit, requiring 1024 different subcircuit

lookups. Figure 4 (b) indicates that the prover time is quasi-linear

with the number of transaction types in one matrix lookup. Re-

stricting the variety of transaction types within a single batch can

thus improve the prover’s efficiency.

6.1.4 Application Logic with P𝔩𝔬𝔫K + matrix lookup. Gryphes
uses P𝔩𝔬𝔫K + matrix lookup to efficiently handle diverse transac-

tion types without the overhead of monolithic circuits. We evaluate

this component’s ability to scale with increasing transaction variety

while maintaining reasonable proving costs. Our evaluation focuses

on realistic zkRollup parameters: each transaction type requires

at most 64 P𝔩𝔬𝔫K gates for its application logic, and each batch

processes 1024 transactions. We systematically vary the number of

supported transaction types andmeasure the impact on proving per-

formance. We first measure how many different transaction types

and application logics can be efficiently supported using matrix

lookup. We fix the subcircuit size and retrieve 4 different subcircuit

from a matrix lookup table for 1024 transactions, and measure this

condition with various table sizes.

As shown in Figure 4 (c), the prover time grows sub-linearly

with the number of rows in the lookup matrix (number of transac-

tion types). When the number of transaction types reaches 1024,

the prover time is 4.71 seconds. Verification time remains stable

at approximately 18.2 milliseconds. This experiment shows that

using matrix lookup can efficiently handle many different types of

transactions and applications, at the scale of 2
10 − 214.

6.1.5 Comparison with monolithic P𝔩𝔬𝔫K . Figure 4 (d) compares

P𝔩𝔬𝔫K + matrix lookup with monolithic P𝔩𝔬𝔫K , both checking

2
10

transactions, each with 2
6
gates. The monolithic P𝔩𝔬𝔫K en-

codes all possible transaction logics into the circuit, even if they

are not checked for a certain witness. Because matrix lookup intro-

duces a large overhead to process the P𝔩𝔬𝔫K circuits, for a small

number of transaction types, encoding all possible branches is more

efficient to prove. As the number of transaction types grows, cir-

cuit size and prover time of monolithic P𝔩𝔬𝔫K grow linearly, and

become impractical for a large number of transaction types. The

crossover point occurs at approximately 32-64 transaction types (2
5

to 2
6
), beyond which monolithic circuits become prohibitively ex-

pensive. In contrast, Gryphes’s matrix lookup + P𝔩𝔬𝔫K approach

only processes the actually selected transaction types, achieving

sub-linear scaling.

6.1.6 Cryptographic prover based on Groth16. Gryphes utilizes
Groth16 [36] to handle repetitive cryptographic operations because

of its constant proof size and efficient arithmetic circuit representa-

tion. Our zkRollup instantiation includes the following operations

per 1024-transaction batch:

• Signature Verification: 1024 EdDSA signatures with MiMC

hash over Baby Jubjub curve [68]

• State Updates: Updating 1024 user states using MultiSwap [21]

• TransactionHistory: 1024 append operations to maintain trans-

action history in an RSA accumulator
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These operations represent the computationally intensive but fixed-

structure components that benefit from specialized optimization.

The Groth16 proof generation requires approximately 40 seconds

for the signature verification and state update operations, plus

an additional 4.3 seconds for RSA accumulator computation with

2
14 = 16, 384 users (scaling linearly with user count as shown

in Table 2), totaling 44.3 seconds for the complete Crypto Prover

component. Verification time is constant at approximately 1 mil-

lisecond regardless of batch size. Note that we only used very basic

operations for RSA accumulators, and the proving time can be op-

timized with several standard methods, e.g., precomputation table

and parallelizations.

Number of Users 2
14

2
15

2
16

2
17

2
18

Subset RSA Accumulator (sec) 4.3 8.5 17.2 34.5 68.4

Table 2: The prover time to compute the subset RSA accumu-
lator, which is essential for MultiSwap [21].

6.2 End-to-End zkRollup Performance
We evaluate the complete Gryphes system in a realistic zkRollup

scenario supporting 1024 transaction types and 2
14 = 16, 384 users.

Each transaction type requires specific application logic imple-

mented in 64 P𝔩𝔬𝔫K gates. For each batch, the prover processes

1024 transactions spanning 4 different transaction types, where each

transaction shares 4 common witness values between the Crypto

Prover (Groth16) and Logic Prover (P𝔩𝔬𝔫K + matrix lookup). The

Link protocol establishes consistency between the Logic Prover’s

witness vector (size 2
16 = 65, 536, corresponding to 1024 × 64

gate evaluations) and the auxiliary circuit’s witness vector (size

2
12 = 4, 096, corresponding to 1024 × 4 shared values), with 2

12

common witnesses between them. The system based on Gryphes
achieves the following end-to-end performance:

• Proving Time: 92.8 seconds total (46.6s for Logic Prover + 44.3s

for Crypto Prover + 1.9s for Link protocol).

• Verification: 478.7 ms verification time (constant regardless of

transaction diversity) and constant-size proof.

• Throughput: 11 transactions per second on our test workstation

(calculated as 1024 transactions ÷ 92.8 seconds).

The modular design enables parallel execution of Crypto Prover

and Logic Prover on separate servers, potentially doubling through-

put. The Link protocol overhead (1.9s) represents only 2% of total

proving time, validating the efficiency of our composition approach.

If users tend to have diverse transaction types within a proof batch,

then the time for matrix lookup will increase as we discussed in

Section 6.1.3, and the other parts of the system remain unchanged.

If we include more types of transactions, the time for matrix lookup

will increase as we discussed in Section 6.1.4, and the other parts of

the system remain unchanged. If we increase the number of users

in the system, the time to compute RSA accumulators will increase

as we discussed in Section 6.1.6, and the other parts of the system

remain unchanged.

7 Conclusion
In this work, we presented Gryphes, a modular framework that

composes P𝔩𝔬𝔫K +matrix lookup with other SNARKs to efficiently

support expressive and scalable zkRollup applications. Leveraging

our novel link protocol, Gryphes enables seamless composition

and cross-subcircuit witness consistency, achieving constant-sized

proofs while supporting thousands of transaction types.

Our end-to-end implementation and extensive benchmarks demon-

strate the practicality of Gryphes. On a workstation with just 4

physical CPU cores, Gryphes efficiently processes batches of 1,024

transactions and supports up to 16,384 users. For 1,024 transaction

types, the total prover time is 92.8 seconds, corresponding to a

throughput of 11 TPS, while the overall verification time per batch

is under 0.5 seconds. Our open-source implementation provides a

foundation for deploying efficient and functional zkRollup systems.
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A Security Proofs for the Link Protocol
Before we introduce the security proof for Theorem 1, we first

introduce the following lemma.

Lemma 2 (Subvector Matching Lemma). Let F be a field con-
taining primitive 𝑛-th and 𝑘-th roots of unity, 𝜔 and 𝜈 . Let W =

{𝜔𝑖
: 0 ≤ 𝑖 < 𝑛} and V = {𝜈 𝑗 : 0 ≤ 𝑗 < 𝑘} be multiplicative

subgroups of F× . Let s ∈ F𝑛 and t ∈ F𝑘 be vectors over F. Sup-
pose 𝜙 : 𝐷 ⊆ [𝑛] → [𝑘] is an injective partial function, and let
Φ : W → V ∪ {0} be the mapping polynomial as in Definition 3.
𝜙 and Φ are consistent if and only if there exist binary sequences
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a = {0, 1}𝑛 , b = {0, 1}𝑘 such that the following partial-fraction
identity holds for all 𝑋,𝑌 ∈ F:∑︁

𝑖∈[𝑛]

𝑎𝑖

𝑋 + 𝑠𝑖 + 𝑌Φ(𝜔𝑖 ) =
∑︁
𝑗∈[𝑘 ]

𝑏 𝑗

𝑋 + 𝑡 𝑗 + 𝑌𝜈 𝑗
.

Proof. (⇒) Direction: Suppose 𝜙 and Φ are consistent. Define

binary vectors a and b as indicator vectors for the subsets 𝐷 ⊆ [𝑛]
and 𝜙 (𝐷) ⊆ [𝑘]:

𝑎𝑖 =

{
1 if 𝑖 ∈ 𝐷,
0 otherwise,

𝑏 𝑗 =

{
1 if 𝑗 ∈ 𝜙 (𝐷),
0 otherwise.

Then, for all 𝑖 ∈ 𝐷 , we have 𝑎𝑖 = 1, 𝑠𝑖 = 𝑡𝜙 (𝑖 ) , Φ(𝜔𝑖 ) = 𝜈𝜙 (𝑖 ) . So
the left-hand side becomes:

∑
𝑖∈𝐷

1

𝑋+𝑠𝑖+𝑌 ·𝜈𝜙 (𝑖 )
. Since each 𝑗 = 𝜙 (𝑖)

is distinct (injectivity), for each such 𝑗 we have 𝑡 𝑗 = 𝑠𝑖 and 𝑏 𝑗 = 1,

so the right-hand side becomes:

∑
𝑗∈𝜙 (𝐷 )

1

𝑋+𝑡 𝑗+𝑌 ·𝜈 𝑗
. Substituting

𝑡 𝑗 = 𝑠𝑖 and 𝑗 = 𝜙 (𝑖), we conclude that both sides are equal term-by-

term, and hence the identity holds.

(⇐) Direction: Suppose the partial-fraction identity holds with bi-

nary vectors a and b, and define: 𝐷 := {𝑖 ∈ [𝑛] | 𝑎𝑖 = 1}, 𝐷 ′ :=
{ 𝑗 ∈ [𝑘] | 𝑏 𝑗 = 1}.

Then the left-hand side is:

∑
𝑖∈𝐷

1

𝑋+𝑠𝑖+𝑌 ·Φ(𝜔𝑖 ) , and the right-hand

side is:

∑
𝑗∈𝐷′

1

𝑋+𝑡 𝑗+𝑌 ·𝜈 𝑗
. Because this holds for all 𝑋,𝑌 , the set of

poles (the values of −(𝑠𝑖 + 𝑌Φ(𝜔𝑖 )) for 𝑖 ∈ 𝐷 , and −(𝑡 𝑗 + 𝑌𝜈 𝑗 )
for 𝑗 ∈ 𝐷 ′) must agree as multisets. In particular, for each 𝑖 ∈ 𝐷 ,
there exists a unique 𝑗 ∈ 𝐷 ′ such that 𝑠𝑖 + 𝑌Φ(𝜔𝑖 ) = 𝑡 𝑗 + 𝑌𝜈 𝑗 as
polynomials in 𝑌 . Hence, 𝑠𝑖 = 𝑡 𝑗 and Φ(𝜔𝑖 ) = 𝜈 𝑗 . Therefore, for all

𝑖 ∈ 𝐷 , 𝑠𝑖 = 𝑡𝜙 (𝑖 ) and Φ(𝜔𝑖 ) = 𝜈𝜙 (𝑖 ) , i.e., 𝜙 and Φ are consistent. □

A.1 Security Proof for Theorem 1
Proof. The correctness follows a careful examination of the pro-

tocol. To prove the knowledge soundness, we construct an extractor

E that extracts polynomials 𝑆∗ (𝑋 ), 𝑇 ∗ (𝑋 ) from an accepting proof

such that Rlink (𝐶𝑆 ,𝐶𝑇 , 𝜙 ; 𝑆
∗ (𝑋 ),𝑇 ∗ (𝑋 )) holds.

First, using the extractor for the KZGpolynomial commitment [44,

71], we extract the committed polynomials 𝑆 (𝑋 ),𝑇 (𝑋 ) from𝐶𝑆 and

𝐶𝑇 , as well as the polynomials 𝐴(𝑋 ), 𝐵(𝑋 ), Φ(𝑋 ) from their respec-

tive commitments (𝐴(𝑋 ), 𝐵(𝑋 ), Φ(𝑋 ) are also public information).

E can compute the vanishing polynomials 𝑍W (𝑋 ), 𝑍V (𝑋 ) based
on the field F and the multiplicative subgroup W and V. Similarly,

we extract the auxiliary polynomials 𝐿′ (𝑋 ), 𝑄𝐿 (𝑋 ), 𝑅′ (𝑋 ), 𝑄𝑅 (𝑋 )
from the corresponding commitments.

Because the following equations hold,

𝑒 ( [𝑆 (𝜏)]1 + 𝛽 [Φ(𝜏)]1, [𝐿(𝜏)2]) =
𝑒 ( [𝑄𝐿 (𝜏)]1, [𝑍W (𝜏)]2) · 𝑒 ( [1]1, [𝐴(𝜏)]2 − 𝛼 [𝐿(𝜏)]1),
𝑒 ( [𝑇 (𝜏)]1 + 𝛽 [𝜏]1, [𝑅(𝜏)2]) =
𝑒 ( [𝑄𝑅 (𝜏)]1, [𝑍V (𝜏)]2) · 𝑒 ( [1]1, [𝐵(𝜏)]2 − 𝛼 [𝑅(𝜏)]1),

then 𝐿′ (𝑋 ) · (𝛼 + 𝑆 (𝑋 ) + 𝛽Φ(𝑋 )) − 𝐴(𝑋 ) = 𝑍W (𝑋 ) · 𝑄𝐿 (𝑋 ), and
𝑅′ (𝑋 ) · (𝛼 +𝑇 (𝑋 ) + 𝛽𝑋 ) −𝐵(𝑋 ) = 𝑍V (𝑋 ) ·𝑄𝑅 (𝑋 ). Because 𝑍W (𝑋 )
vanishes onW and 𝑍V (𝑋 ) vanishes on V, we have

𝐿′ (𝜔𝑖 ) = 𝐴(𝜔𝑖 )
𝛼 + 𝑆 (𝜔𝑖 ) + 𝛽Φ(𝜔𝑖 ) ,∀𝑖 ∈ [𝑛];

𝑅′ (𝜈 𝑗 ) = 𝐵(𝜈 𝑗 )
𝛼 +𝑇 (𝜈 𝑗 ) + 𝛽𝜈 𝑗 ,∀𝑗 ∈ [𝑘] .

(1)

Moreover, the protocol enforces the sumcheck constraint𝑛𝐿′∗ (0) =
𝑘𝑅′∗ (0), ensures that∑︁

𝑖∈[𝑛]
𝐿′ (𝜔𝑖 ) =

∑︁
𝑗∈[𝑘 ]

𝑅′ (𝜈 𝑗 ) .

Substituting the expressions from Equation 1, we get∑︁
𝑖∈[𝑛]

𝐴(𝜔𝑖 )
𝛼 + 𝑆 (𝜔𝑖 ) + 𝛽Φ(𝜔𝑖 ) =

∑︁
𝑗∈[𝑘 ]

𝐵(𝜈 𝑗 )
𝛼 +𝑇 (𝜈 𝑗 ) + 𝛽𝜈 𝑗 .

Because this equality holds for random 𝛼 and 𝛽 , by viewing both

sides as rational functions in variables 𝑋,𝑌 and applying Schwartz-

Zippel lemma[58, 75], the following equation holds for all 𝑋,𝑌 ∈ F
with overwhelming probability∑︁

𝑖∈[𝑛]

𝐴(𝑋 )
𝑋 + 𝑆 (𝑋 ) + 𝑌Φ(𝑋 ) =

∑︁
𝑗∈[𝑘 ]

𝐵(𝑋 )
𝑋 +𝑇 (𝑋 ) + 𝑌 · 𝑋 .

Because𝐴(𝑋 ) and 𝐵(𝑋 ) are Lagrange interpolants of binary indica-
tor vectors overW and V, respectively, and Φ(𝑋 ) is the interpolant
of the mapping 𝜙 , according to Lemma 2, it implies that the ex-

tracted polynomials satisfy 𝑆 (𝜔𝑖 ) = 𝑇 (𝜈𝜙 (𝑖 ) ) for all 𝑖 ∈ 𝐷 , and

Φ∗ (𝜔𝑖 ) = 𝜈𝜙 (𝑖 ) for 𝑖 ∈ 𝐷 . In other words, the relation Rlink holds

for the extracted polynomials.

The extractor E is efficient, as it uses the KZG extractor and ver-

ifies polynomial identities in time polynomial in the degree. Thus,

the protocol is an argument of knowledge for the relation Rlink,

assuming the knowledge soundness of KZG polynomial commit-

ments. □

Discussion. The protocol does not explicitly verify deg(𝐿′ (𝑋 )) < 𝑛

as well as deg(𝑅′ (𝑋 )) < 𝑘 , yet remains secure due to the combina-

tion of the divisibility constraint and Aurora sumcheck. Because

the committed polynomial must pass the divisibility check, the

malicious prover who computes the honest 𝐿′ (𝑋 ) of degree < 𝑛

can only commit to 𝐿′
bad
(𝑋 ) = 𝐿′ (𝑋 ) + 𝑃 (𝑋 ) · 𝑍W (𝑋 ) for some

polynomial 𝑃 (𝑋 ). Note that 𝐿′
bad
(𝜔) = 𝐿′ (𝜔) for all 𝜔 ∈ W since

𝑍W (𝜔) = 0. Only in this format, the divisibility check still pass.

Any malicious prover attempting to use a higher-degree poly-

nomial 𝐿′
bad
(𝑋 ) = 𝐿′ (𝑋 ) + 𝑃 (𝑋 ) · 𝑍W (𝑋 ) faces an inescapable

dilemma: If 𝑃 (0) ≠ 0: 𝐿′
bad
(0) ≠ 𝐿′ (0), causing the sumcheck con-

straint 𝑛 · 𝐿′ (0) = 𝑘 · 𝑅′ (0) to fail. If 𝑃 (0) = 0: 𝐿′
bad
(0) = 𝐿′ (0),

so the evaluation at zero is correct. But since

∑
𝜔∈W 𝐿′

bad
(𝜔) =∑

𝜔∈W 𝐿′ (𝜔) = 𝑛 · 𝐿′ (0) = 𝑛 · 𝐿′
bad
(0), the polynomial 𝐿′

bad
still

satisfies the sumcheck constraint. According to the Aurora Sum-

check Lemma [9], if

∑
𝜔∈W 𝐿′

bad
(𝜔) = 𝑛 · 𝐿′

bad
(0), then 𝐿′

bad
(𝑋 ) has

degree less than 𝑛. Because 𝐿′
bad
(𝑋 ) and 𝐿′ (𝑋 ) are polynomials of

degree < 𝑛 that agree on all 𝑛 points in W, by the uniqueness of

polynomial interpolation, 𝐿′
bad
(𝑋 ) is exactly the same as 𝐿′ (𝑋 ).

Thus, the combination of the divisibility constraint and Aurora

sumcheck implicitly enforces the degree bound without explicit

verification, achieving “degree checking without degree checking”

through these constraints.

B Example of Two-Stage Linking under the
Gryphes Framework

If both the Crypto Prover and the Logic Prover are implemented

using P𝔩𝔬𝔫K + KZG [30], then these two components can be con-

nected using the Link protocol directly. This will be a simple special
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case.We present themore general andmore complicated case where

the Crypto Prover is implemented with SNARK based on vector

commitment. Connecting heterogeneous proof systems requires

bridging different witness representations: Lagrange-basis poly-

nomials for P𝔩𝔬𝔫K versus vectors for other SNARKs. We denote

this relation as R′
link

to separate from the relation Rlink where both

witnesses are committed using KZG polynomial commitments. For-

mally, let VectorCommit denote a vector commitment scheme (e.g.,

Pedersen-based commitments used in Groth16). The heterogeneous

linking relation is defined as:

R′
link

= {𝐶𝑆 ,𝐶crypto, 𝜙 ; 𝑆 (𝑋 ),wcrypto : 𝐶𝑆 = KZG.Commit(𝑆 (𝑋 )),
𝐶crypto = VectorCommit(wcrypto), 𝜙 : Ilogic ⊆ [𝑛1] → Icrypto
⊆ [𝑛2]is bijective,∀ 𝑖 ∈ Ilogic : 𝑆 (𝜔𝑖 ) = wcrypto [𝜙 (𝑖)], 𝑆 (𝑋 )
∈ F<𝑛1 [𝑋 ],wcrypto ∈ F𝑛2 }.

Here, 𝑆 (𝑋 ) is thewitness polynomial from the Logic Prover (P𝔩𝔬𝔫K
+ matrix lookup) evaluated over the multiplicative subgroup W1 of

size 𝑛1, and wcrypto is the witness vector from the Crypto Prover.

The mapping 𝜙 specifies which witness values must be consistent

across the two proof systems.

Stage 1: Logic to Auxiliary. We construct an auxiliary P𝔩𝔬𝔫K
circuit Caux encoding the shared witness values waux = {wlogic [𝑖] :
𝑖 ∈ Ilogic}. This circuit operates over a smaller multiplicative sub-

groupWaux of size |Ilogic |, with witnesses encoded as polynomial

𝐴(𝑋 ) ∈ F< | I
logic
| [𝑋 ] in Lagrange basis. Our link protocol proves

witness consistency by establishing 𝑆 (𝜔𝑖
1
) = 𝐴(𝜔 𝑗

aux
) for the appro-

priate index correspondence, where 𝑖 ∈ Ilogic and 𝑗 represents the

position of witness wlogic [𝑖] in the auxiliary witness vector.

Stage 2: Auxiliary to Crypto. Standard polynomial identity

testing verifies consistency between auxiliary and Crypto compo-

nents. For vector-based crypto provers, this involves evaluating the

auxiliary polynomial 𝐴(𝑋 ) at a random challenge point 𝑟 to obtain

𝑣aux =
∑ | I

logic
|−1

𝑗=0
waux [ 𝑗] · 𝑟 𝑗 . The crypto circuit further computes

the corresponding evaluation 𝑣crypto =
∑

𝑖∈I
logic

wcrypto [𝜙 (𝑖)] · 𝑟 𝑖 ,
where the indexing is aligned via the mapping 𝜙 to ensure both

evaluations represent the same polynomial over shared witness val-

ues. Polynomial identity 𝑣aux = 𝑣crypto confirms witness consistency

across the heterogeneous proof systems.

Algorithms.Wepresent theGryphes algorithms for Crypto Provers

using vector commitments (e.g., Groth16 [36]). The key insight

is following the commit-then-challenge paradigm: first generate

commitments to witness polynomials, then derive a challenge via

Fiat-Shamir, and finally compute polynomial evaluations.

Gryphes.Setup(1𝜆, Clogic, Ccrypto, 𝜙) → (crs = {crslogic, crscrypto,
crsaux, crslink}):
(1) Generate crslogic ← ΠP𝔩𝔬𝔫K +Mat .Setup(1𝜆, Clogic) for P𝔩𝔬𝔫K

+ matrix lookup.

(2) Generate crscrypto ← Πcrypto .Setup(1𝜆, Ccrypto) for vector-based
Crypto Prover.

(3) Construct auxiliary circuit Caux that encodes shared witness and
computes polynomial evaluation 𝑣aux =

∑ | I
logic
|−1

𝑗=0
waux [ 𝑗] · 𝑟 𝑗

for challenge 𝑟 .

(4) Generate crsaux ← Πplonk .Setup(1𝜆, Caux) over domainWaux.

(5) Generate crslink ← Link.Setup(1𝜆, 𝑛1, |Ilogic |, 𝜙).

Gryphes.Prove(crs, 𝑥logic, 𝑥crypto, 𝜙 ;wlogic,wcrypto) → (𝜋logic, 𝜋crypto,
𝜋aux, 𝜋link,𝐶𝑆 ,𝐶𝐴,𝐶crypto, 𝑣crypto, 𝑣aux): \\Precondition: wlogic [𝑖] =
wcrypto [𝜙 (𝑖)] for all 𝑖 ∈ Ilogic
(1) Generate witness polynomial 𝑆 (𝑋 ) from wlogic in Lagrange

basis overW1, and extract auxiliary witness waux by ordering

{wlogic [𝑖] : 𝑖 ∈ Ilogic} as (waux [0], . . . ,waux [|Ilogic | − 1]).
(2) Compute auxiliary polynomial 𝐴(𝑋 ) from waux in Lagrange

basis overWaux.

(3) Compute commitments: 𝐶𝑆 ← KZG.Commit(𝑆 (𝑋 )), 𝐶𝐴 ←
KZG.Commit(𝐴(𝑋 )), and 𝐶crypto ← VectorCommit(wcrypto)
as the committed witness for the vector-based SNARK following

the commit-and-prove paradigm.

(4) Generate a prime challenge 𝑟 =HashToPrime(crs, 𝑥logic, 𝑥crypto,
𝜙,𝐶𝑆 ,𝐶𝐴,𝐶crypto) via Fiat-Shamir heuristic [28], where Hash-
ToPrime denotes a hash to prime function.

(5) Compute polynomial evaluations: 𝑣aux ←
∑ | I

logic
|−1

𝑗=0
waux [ 𝑗] ·𝑟 𝑗

for the auxiliary polynomial, 𝑣crypto ←
∑

𝑖∈I
logic

wcrypto [𝜙 (𝑖)] ·𝑟 𝑖
for the crypto circuit with aligned indexing.

(6) Generate 𝜋logic ← ΠP𝔩𝔬𝔫K +Mat .Prove(crslogic, 𝑥logic;wlogic).
(7) Generate 𝜋crypto ← Πcrypto .Prove(crscrypto, (𝑥crypto,𝐶crypto, 𝑟 ,

𝑣crypto);wcrypto) where𝐶crypto is the commitment of the witness.

(8) Generate 𝜋aux ← Πplonk .Prove(crsaux, (𝑟, 𝑣aux);waux).
(9) Generate 𝜋link ← Link.Prove(crslink,𝐶𝑆 ,𝐶𝐴, 𝜙) establishing

consistency between shared witness across 𝑆 (𝑋 ) and 𝐴(𝑋 ).
Gryphes.Verify(crs, 𝑥logic, 𝑥crypto, 𝜙, 𝜋logic, 𝜋crypto, 𝜋aux, 𝜋link,𝐶𝑆 ,𝐶𝐴,

𝐶crypto, 𝑣crypto, 𝑣aux) → {0, 1}:
(1) Recompute challenge 𝑟 =HashToPrime(crs, 𝑥logic, 𝑥crypto, 𝜙,𝐶𝑆 ,

𝐶𝐴,𝐶crypto) from public inputs and commitments

(2) Verify ΠP𝔩𝔬𝔫K +Mat .Verify(crslogic, 𝑥logic, 𝜋logic) = 1

(3) VerifyΠcrypto .Verify(crscrypto, (𝑥crypto,𝐶crypto, 𝑟 , 𝑣crypto), 𝜋crypto)
= 1 where 𝐶crypto is the commitment of the witnesses

(4) Verify Πplonk .Verify(crsaux, (𝑟, 𝑣aux), 𝜋aux) = 1

(5) Verify Link.Verify(crslink,𝐶𝑆 ,𝐶𝐴, 𝜙, 𝜋link) = 1

(6) Verify polynomial identity: 𝑣aux = 𝑣crypto

(7) Output 1 if all checks pass, 0 otherwise

Theorem 2 (Security of Gryphes). Gryphes satisfies complete-
ness and knowledge soundness for relation R′

link
, assuming security of

the underlying systems ΠP𝔩𝔬𝔫K +Mat, Πcrypto, Πplonk, and link protocol
Link.

Proof. Proof sketch. Security follows a commit-then-challenge

paradigm where witness commitments precede challenge genera-

tion. Completeness derives directly from component completeness.

Knowledge soundness rests on: (1) the knowledge soundness of

KZG polynomial commitment and (2) component soundness ensur-

ing witness consistency through linking and polynomial identity

testing. Note that zero-knowledge is not the focus of Gryphes, as
our target zkRollup applications involve public transaction data

where witnesses optimize statement size rather than preserve pri-

vacy. □

Computational Cost: The cost for the above process includes the
proving cost of the Crypto Prover + the proving cost of the Logic

Prover, which depends on the SNARK choices, and the cost of the
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Link protocol. It takes an additional 𝑂 (𝑛1 log𝑛1 + 𝑘 log𝑘) prover time for linking these two components together. Logic and crypto

proving can proceed in parallel.

214


	Abstract
	1 Introduction
	2 Related Work
	3 Preliminaries
	4 Link Proof
	4.1 The Link Proof Protocol
	4.2 Complexity Analysis

	5 Gryphes Framework
	5.1 Gryphes Framework
	5.2 zkRollup Instantiation

	6 Experimental Evaluation
	6.1 Component Performance Analysis
	6.2 End-to-End zkRollup Performance

	7 Conclusion
	Acknowledgments
	References
	A Security Proofs for the Link Protocol
	A.1 Security Proof for Theorem 1

	B Example of Two-Stage Linking under the Gryphes Framework

