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Abstract

Private information retrieval (PIR) allows a client to query a public
database privately and serves as a key building block for privacy-
enhancing applications. Minimizing query size is particularly im-
portant in many use cases, for example, when clients operate on
bandwidth-constrained devices. However, existing PIR protocols
exhibit large query sizes: to query 22 records, the smallest query
size of 14.8 KB is reported in Respire [Burton et al., CCS’24]. Respire
is based on fully homomorphic encryption (FHE), where a com-
mon approach to lower the client-to-server communication cost is
transciphering. When combining the state-of-the-art transcipher-
ing [Bon et al., CHES’24] with Respire, the resulting protocol (which
we refer to as T-Respire) has a 336 B query size, while incurring a
16.2x times higher server computation cost than Respire.

Our work introduces a novel alternative to transciphering for
reducing the client-to-server communication: the client transmits
only one component of a high-precision LWE ciphertext, from
which we design a modular procedure to extract the inputs for the
subsequent homomorphic computation. The efficiency of this ap-
proach is demonstrated by our PIROUETTE protocol, which achieves
a query size of just 36 B. This represents a 9.3x reduction com-
pared to T-Respire and a 420x reduction to Respire. For queries
over 2% records, the single-core server computation in PIROUETTE
is only 2x slower than Respire and 8.1x faster than T-Respire,
and the server computation is highly parallelizable. Furthermore,
PIROUETTE requires no database-specific hint for clients, and its
variant PIRoUETTE! enables additional tradeoffs among query size,
throughput, and offline communication, demonstrating the flexibil-
ity of our design.
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1 Introduction

Private information retrieval (PIR) allows a client to retrieve a
record from a public database without revealing to the database
server which record is queried. While PIR is directly used for pri-
vate database queries, it also is a key building block for various
privacy-enhancing applications, such as private contact discov-
ery [22, 45] and tracing [92], safe browsing [65], privacy-preserving
genome imputation [55], and secure collision-risk assessment for
satellites [67].
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This work focuses on single-server [66] PIR protocols rather than
multi-server [38] ones, as ensuring that multiple servers do not col-
lude is hard in practice. For a PIR protocol to be non-trivial, the com-
munication cost must be much smaller than the database size; oth-
erwise, the client could simply download the entire database. The
first single-server PIR scheme with polylogarithmic communica-
tion was introduced in [28], with subsequent improvements [30, 52]
leveraging different algebraic structures.

More recent single-server PIR protocols [4, 6, 27, 44, 59, 69,
79, 80, 82, 88] often employ fully homomorphic encryption (FHE)
schemes [23, 26, 35, 47, 48]. FHE typically incurs significant commu-
nication overhead due to the ciphertext expansion factor, defined
as the ratio of ciphertext size to plaintext size. Nevertheless, mini-
mizing query size is essential in many PIR applications, particularly
when clients operate on bandwidth-constrained devices or when
queries are transmitted over long distances, such as in satellite-to-
ground communication [67].

Developing FHE-based PIR protocols with small query sizes
while maintaining computation costs reasonable is both crucial
and challenging. Prior works [27, 79, 82] arrange the database as a
hypercube for computation efficiency. Consequently, a PIR query
consists of encrypted indices for all dimensions, which are then
compressed into a single ciphertext. With this query packing tech-
nique, the smallest query size of 14.8 KB for N = 2% records is
reported in Respire [27].

To further lower the query size, a common approach in FHE
applications [7, 39] is transciphering [83]. In this approach, the
client uses a classical symmetric scheme II to encrypt the query
indices, producing ciphertexts with an expansion factor close to
one, which are then sent to the server. The server evaluates the
decryption of IT homomorphically to obtain FHE encryptions of the
query indices. The combination of the state-of-the-art transcipher-
ing method [11, 19] and Respire, which is referred to as T-Respire
throughout the paper, gives 336 B for N' = 2% records, at the cost
of 16.2x increase of running time compared to Respire.

This substantial computational overhead hinders the broader use
of transciphering. To address this limitation, we explore alternative
approaches that reduce the client-to-server communication cost
without significantly increasing computation costs. Such techniques
can benefit a wide range of FHE applications. In this work, we
demonstrate the efficiency of our approach through a novel PIR
protocol.

The PIROUETTE protocol. We present PIROUETTE, a query-efficient
single-server PIR protocol without transciphering. The PIROUETTE
query is a fresh learning with errors (LWE) [89] ciphertext of the
query index idx, denoted as LWE(idx, A). This fresh LWE cipher-
text consists of (n + 1) components: the first n components are
sampled uniformly from Zg, and the final component masks the
query index idx using these n random values, the secret key, as
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well as a small error term. The first n components can be generated
pseudorandomly in the server using a PRG seed, as proposed in [33].
As such, the client only needs to send the (n + 1)-th component
together with a PRG seed in a PIR query.

The PIROUETTE database adopts polynomial rings in a hyper-
cube structure as in [27, 79]. Therefore, retrieving a record ho-
momorphically requires query indices idx; for each dimension.
Prior works [27, 79] pack these indices in ring learning with errors
(RLWE) [74] ciphertexts, which increases query size. In contrast,
the PIROUETTE query is LWE(idx, A), and we design a novel proce-
dure that enables the server to extract encryptions of the indices
{idx; } homomorphically.

In terms of performance, for N' = 22 records, the query size
of PIROUETTE is only 36 B, of which 32 B are dedicated to the
PRG seed. The 36 B query size is 9.3x smaller than T-Respire and
420x smaller than Respire. The single-core server computation in
PIROUETTE is only 2x slower than Respire and 8.1x faster than
T-Respire. The server computation in PIROUETTE is also highly
parallelizable; the concrete performance is shown in Section as
demonstrated in Table 7.

1.1 Technical overview

In PIROUETTE, the client does not need to download any database-
specific hint; the user only needs to send the evaluation key(s) of
the homomorphic scheme to the server, and this corresponds to
the entire offline phase. Our protocol follows a similar hypercube
database structure and record selection procedure as Respire [27].
Figure 1 illustrates the PIROUETTE protocol using toy parameters
N =25, and the key steps are explained below.

Starting point: the RESPIRE protocol. Respire considers a (1 +
vy + v3)-dimensional hypercube database with entries encoded
as polynomials, where the first dimension has size 2" and the
remaining dimensions have size 2. This results in a database with
N = 2"+2+% records, each indexed by a tuple (a, fi,. .., fry+s)
where o € [2"] and §; € {0,1} foralli € [1, vz +v3]. Each plaintext
element encodes 2" records.

The Respire query is an RLWE ciphertext that can be expanded
into (1) RLWE encryptions of the one-hot encoding of «, consist-
ing of 2" encryptions of binary values, (2) RGSW encryptions of
B1. ..., B, and (3) RGSW encryptions of fy, 41, . . ., Biy+1,. Using (1)
and (2), the server homomorphically selects the plaintext polyno-
mial corresponding to the requested record. The server then applies
(3) to obtain the RLWE encryption of the requested record, which is
further compressed using ModSwitch and RingSwitch operations.

LWE ciphertext in PIR query. In this work, transmitting an LWE
ciphertext (combined with PRG compression) is the key to reduc-
ing query size. Specifically, the client sends LWE(idx, A), where
idx € [N] is the query index within a size-N database. Since N is
typically large (e.g. 2%), the LWE ciphertext requires high preci-
sion. Our implementation uses a 25-bit plaintext modulus and 32-bit
ciphertext modulus for LWE. This differs from conventional LWE-
based applications [8, 36, 40] that typically consider a small plaintext
modulus of 4 or 5 bits. Upon receiving the query, the server homo-
morphically converts it into formats compatible with the hypercube
database. Unlike many high-throughput PIR works [27, 59, 79], our
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query directly encrypts the index idx itself, rather than an encoded
representation such as a one-hot vector. Consequently, our design
naturally supports applications whose outputs are directly used as
PIR inputs’.

Decomposing high-precision LWE. The server first performs
a homomorphic bit decomposition to the LWE query LWE(idx),
and outputs [log, N7 LWE ciphertexts, each encrypting a single
bit idx; € Z, such that idx = Zifi%gz NIt idx; - 2¢. Conventional bit
decomposition based on programmable bootstrapping is practically
constrained to a small precision of v = 5 bits and requires v ex-
pensive BlindRotate operations. For practical PIRs, however, the
precision [log, Nl > 5 is much higher. Our proposed method, as
detailed in Section 3.1, supports high-precision bit decomposition
using only approximately M BlindRotate operations. For sub-
sequent computation, these ciphertexts {LWE(idx;) }ie[0,[log, N1-1]
are converted to RGSW ciphertexts.

We also introduce a variant, PIRoueTTE!, whose query consists
of LWE encryptions of all the bits {LWE(idx;) }ic[o,[log, A1-1] di-
rectly, eliminating the need for high-precision bit decomposition.
For a freshly generated query, only the (n + 1)-th components of
these LWE ciphertexts need to be transmitted together with a PRG
seed. This increases the query size from 36 B to 60 B, but improves
both offline setup cost and throughput, as shown in Table 7 and
Figure 4.

Constructing v;-bit RLWE' selector. In Respire, database records
are encoded into the plaintext space R;, while the one-hot encoding
of the first-dimension query index of length 2" is represented
using RLWE ciphertexts. Since the noise in multiplications between
plaintext and RLWE ciphertext grows linearly with ¢, Respire is
best suited for databases with small records to control the noise
growth.

In contrast, PIROUETTE encodes database records as polynomi-
als with modulus ¢, e.g. d(X) € Ry, and uses RLWE’ ciphertexts
for the v;-bit selector consisting of the one-hot encoding of the
first-dimension query index. In Section 3.2, we present a novel con-
struction for such a one-hot encoding of length 2" from v, bits,
following an apporach conceptually similar to building a decision
tree. Note that multiplying a record with an RLWE’ ciphertext only
gives logarithmic noise growth in g. Specifically, given a vector
g=[1BB...,B"'] € N'with ¢ = |logg(q) | +1and d(X) € Ry,
we may always obtain {d; (X) }o<i<¢ such that };; d;(X)-g[i] = d(X).
More importantly it holds that ||d;(X)||« < B where || - || is the
max-norm of the coefficient vector of a polynomial. Then, for an
RLWE'’ ciphertext ¢ = [col| - - - ||cg—1], the product is computed as
2. di(X) - ¢; and the noise now grows proportionally to ¢ - B. There-
fore, this approach allows PIROUETTE to use more efficient FHE
parameters and support large database records.

1.2 Related work

Single-server PIR with linear server computation. Early the-
oretical works [10, 28, 30, 52] have shown that non-trivial single-
server PIR protocols can achieve polylogarithmic communication

!In this case, the LWE query is not fresh, hence the first n components cannot be
replaced by a PRG seed.
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Figure 1: Processing a PIROUETTE query with v; = v, = 2 and v3 = 1. The query expansion step (Phase 0) includes bit
decomposition, LWE-to-RGSW conversion, and the construction of a v;-bit selector composed of RLWE' ciphertexts. Phase 1
handles the first dimension processing using the v;-bit selector. Phase 2 performs folding to retrieve the desired plaintext ring
element using v; RGSW ciphertexts. Finally, Phase 3 retrieves the corresponding database record within the subring using v;
RGSW ciphertexts. We refer to Section 4 for more details.
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complexity, and the computation grows at least linearly to the data- Sublinear preprocessing PIR. The linear computation bound for
base size N. The effort to design practical PIR protocols has since PIR can be bypassed by considering a preprocessing model [10].
motivated extensive research [1, 4, 6, 27, 44, 50, 58, 59, 69, 73, 79, 80, Schemes such as [41, 42, 54, 68, 90, 95, 98] perform a client-dependent
82, 88], with most constructions leveraging fully homomorphic en- offline phase with O(/N) cost, enabling the server to answer queries
cryption and exploring various trade-offs between communication in sublinear time with demonstrated concrete efficiency. On the
and computation. other hand, an RLWE-based doubly-efficient PIR (DEPIR) scheme

Broadly speaking, these practical constructions can be classified was constructed by Lin et al. [71], removing the need for client-
into the following three categories. dependent preprocessing while still providing sublinear online com-

First are schemes with a client-specific hint, where the server plexities. Since then, DEPIR has attracted growing research inter-
stores a hint (such as evaluation keys in FHE-based PIR proto- est [70, 86, 87], but no concrete efficiency has been achieved until
cols [1, 4, 6, 15, 27, 50, 73, 79, 82, 88]) for each client. In prior works, now [86, 87].

hints are on the order of megabytes and are used to expand RLWE
queries (of minimum tens of kilobytes) via techniques such as obliv-
ious expansion [4] and coefficient expansion algorithm [6, 31]. In
PIROUETTE, the hint size increases to the order of gigabytes, but
this enables a homomorphic query expansion from a compact LWE
ciphertext, reducing the query size to only tens of bytes.

Another category consists of schemes with a database-specific
hint, where a client needs to store a large database-dependent hint
that can be hundreds of megabytes in size [44, 59]. This setup not
only demands large storage from a resource-constraint client, but
also requires the hint to be updated whenever the database changes.
For schemes in this category, query sizes are hundreds of kilobytes,
but the throughput is much faster.

Finally, there exist schemes without hints, where the server per- 2.1 Notation

forms a pre-processing without a need to send any hint to the client. Given a,b € Z, let [a, b] denote the set {a,a + 1,..., b}, and let [a]
Schemes in this category [58, 69, 80] eliminate the need for offline

Transciphering. Transciphering is a common approach to reduce
client-to-server communication, where a client encrypts the data
using some block or stream cipher II, and the server decrypts II
homomorphically. One line of the work [43, 60, 78] focuses on
designing ciphers whose decryption circuits are optimized for ho-
momorphic evaluation. These FHE-friendly ciphers, however, are
typically not standardized or used in real-world deployments. An-
other line of work [2, 11, 19, 91, 96] aims to evaluate standardized
ciphers such as AES efficiently in FHE and assesses their practical-

ity.

2 Preliminaries

denote [1, a]. For an integer g, let Z, denote the ring of integers
communication, but query sizes are of orders of megabytes. modulo g. For a power-of-two N, let K = Q[X]/(XN + 1), R =

Z[X]/(XN +1) and Ry = R/(qR). We use lowercase bold such as
217
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u for (row) vectors and uppercase bold such as U for matrices. The
inner product between two vectors u and v is denoted as (u, v). We
use notations such as b or b(X) to denote elements of a polynomial
ring. The operator | -] denotes rounding, which extends coefficient-
wise to a polynomial. Given a probability distribution y, let a < y

denote that a is sampled from y. Given a set S, let a & S denote
that a is sampled uniformly random from S.

2.2 Private information retrieval

We recall the definition of single-server PIR with client-specific
hints, where a client holds a reusable secret key sk and uploads the
associated evaluation key evk to the server. The evaluation key evk
will be used to answer queries from this client. Similar to [27, 79],
we allow the server to preprocess the database offline, which allows
efficient query answering during the online phase.

Definition 2.1 (PIR with client-specific hints [27, 38, 79]). The
single-server PIR ITpjr = (Setup, SetupDB, Query, Answer, Extract)
with client-specific hints consists of efficient algorithms with the
following properties:

e Setup(1%, ppgy) — (sk evk). Given the security parameter
A and database parameter ppy, (e.g. the size limit), output
the secret key sk and the public evaluation key evk.

e SetupDB(14, {d;}:c [(~]) — db. Given the security parameter
A and the N records in the database, output the preprocessed
database db.

e Query(sk,idx) — qu. Given the secret key sk and an index
idx € [NV], output the query qu.

e Answer(qu, evk, db) — ans. Given the query qu, the evalua-
tion key evk and the preprocessed database db, output the
answer ans.

e Extract(ans, sk) — digx. Given the answer ans and the secret
key sk, output the record djgy.

The following properties are essential for PIR algorithms:

e Correctness: If both the client and the server execute the
protocol correctly, the client should recover the requested
entry. Formally, a PIR protocol has correctness error § if on
any size-N database {d;};c[n], the following probability

(sk, evk) «— Setup(ll, PP4s)
db « SetupDB(1%, {di}tiern))
qu < Query(sk, idx)
ans < Answer(qu, evk, db)

digx < Extract(ans, sk)

Pr| dig« = didx

is at least 1 — 4.

o Query privacy: The server should learn nothing about the
index queried by the client. Precisely, for any database param-
eter ppy, = ppgp(4) and any probabilistic polynomial-time
adversary A, it holds that

1
Pr[A% (k) (12 evk) = b] — 5| < negl(2),

where (sk, evk) « Setup (14, PPgy), b <i{0, 1}, and the oracle
Oy (sk, idxo, idx;) outputs Query(sk, idxp).

Kang and Schild

2.3 Learning with errors and ring learning with
errors

The security of our PIR schemes relies on the hardness of the learn-
ing with errors (LWE) problem [89] and the ring learning with
errors (RLWE) problem [74, 75].

2.3.1 LWE. The LWE problem is parametrized by a dimension
n, integer modulus g, a key distribution y., over Z, and an error
distribution y over Z.

Definition 2.2 (LWE distribution D; ;). Given s € Z, the LWE
distribution Ds,y over Zy X Zg is sampled by choosing a uniformly
random a € Z; and error e « y, and outputting (a,b = (a,s) +
e mod q) € Zg X Zg.

We can represent m > 1 LWE instances with the same secret
s € ZZ in the matrix form (A,b = A-s+e mod g), where A € Zg‘xn
and b, e € Z7. Below we describe two versions of the LWE problem,
both conjectured to be hard for appropriately chosen parameters. In
practice, concrete security estimates of LWE instances are typically

estimated using Albrecht et als lattice estimator [3].

Definition 2.3 (Search LWE). Given m LWE instances (A,b =
A -s + e mod g) sampled from D, for some s < yx., the search
LWE problem is to recover s.

Definition 2.4 (Decision LWE). The decision LWE problem is to
distinguish m LWE instances (A,b = A - s+ e mod ¢q) sampled from

D, with respect to s « Xkeys from (A, b) i ZZ X Zg.

2.3.2 RLWE. The RLWE problem extends the LWE problem to
structured algebraic rings. This work only focuses on the ring R, a
cyclotomic ring with a power-of-two cyclotomic order.

Definition 2.5 (RLWE distribution D , ). Given s € R, and an
error distribution y over Ry, the RLWE distribution D, over R,ZZ
is sampled by choosing a uniformly random a € R, and an error
e «— y, and outputting (a,b=a-s+emod q) € ‘R(Z].

Then we describe the two versions of the RLWE problem. To date,
no known attack on RLWE problems exploits its additional ring
structure compared to LWE. Therefore, the security of an RLWE
instance is estimated by transforming it to a corresponding LWE
instance with the same dimension, modulus, and an appropriate
error distribution. Let yx., denote a key distribution over the ring

R.

Definition 2.6 (Search RLWE). Given m RLWE instances {(a,-, b; =

a-s+emod q)} ampled from Dy, for some s < yiy, the

ic[m] S
search RLWE problem is to recover s.

Definition 2.7 (Decision RLWE). The decision RLWE problem is
to distinguish m RLWE instances {(a;,b; =a- s+ e mod q) };c[n)
sampled from Ds, with respect to s < yg¢y, from m uniformly
sampled pairs {(ai, b;) & R;}

i€[m]

Compared to LWE, RLWE provides better efficiency and amor-
tized storage. The efficiency comes from operating over ring el-
ements in R, enabling faster multiplications via the fast Fourier
transform (FFT). In terms of storage, both a single RLWE sample
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of lattice dimension N and N LWE samples can encode N num-
bers, as detailed in Subsection 2.4.1. An RLWE sample requires only
2N log q bits, compared to (N2 + N) log g bits for LWE. Therefore,
Phase 1-3 of the PIROUETTE protocol operate over R and rely on
the hardness of RLWE for security.

However, when encoding a single element, an LWE sample
is smaller than an RLWE sample. Thus, the PIROUETTE protocol
achieves a low query size by transmitting an LWE sample, relying
on the hardness of LWE in this phase.

2.4 FHE primitives

The PIROUETTE protocol adopts a cross-scheme approach, leverag-
ing all of the BFV [23, 48], GSW [53], FHEW [47] and TFHE [35]
homomorphic encryption schemes, along with state-of the-art opti-
mizations [32, 37, 39, 51, 56, 57, 72, 81, 94]. This subsection outlines
the relevant FHE ciphertext types, basic operations and subroutines.

2.4.1 FHE ciphertexts. Previous PIR works such as [44, 59] use
LWE ciphertexts, and [27, 79, 82] use RLWE ciphertexts and the ring
variant of the Gentry-Sahai-Waters (GSW) [53] (RGSW) ciphertexts.
In contrast, this work incorporates all three types of ciphertexts,
additionally utilizing RLWE’ ciphertexts to minimize noise growth.

Let t denote a plaintext modulus, ¢ > t denote a ciphertext
modulus, and A = |¢/t] denote a scaling factor. Given a base By,
letg = [1, By, B‘ZZ, .. .,Bf;’l] € Zf; denote the gadget vector of length
¢ = |logg(q)] + 1, and G = diag(g™, g") € Z5** denote the gadget

matrix.

o LWE;Y(m) = (a,b) € Zg‘” denotes an LWE ciphertext that
satisfies

b=(as)+m+emodgq,

where s € Z" is the secret key, m € Z is (the encoding of)
a message, and e € Z is an error in a pre-determined error
distribution. If m encodes a message m € Z; asm = A - m,
the ciphertext can also be denoted as LWE;"? (1, A).

° RLWEﬁV’q(m) = (a,b) € 7?‘2] denotes an RLWE ciphertext
that satisfies

b=a-s+m+emodgq,

where s € R is the secret key, m € Ry is (the encoding of)
a message, and e € R is an error in a pre-determined error
distribution. If m encodes a message m € R; asm = A - m,
the ciphertext can also be denoted as RLWEiV’q (m, A).

. RLWE;N’q(m) =(aT,bT) € RSXZ denotes an RLWE'’ cipher-
text that satisfies

b" =a” -s+m-g" +e” mod q

where s € R is the secret key, m € Ry is (the encoding of)
a message, and e € R is an error in a pre-determined error
distribution. In other words,

RLWES™(m) =| RLWEL™ (m) || RLWES " (Bym)|| - - -

| RLWES (B m) .
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. RGSW?I’q(m) =(a7,bT) € 73(21”2 denotes an RGSW cipher-
text that satisfies

bT :aT-s+m~G~[_ls + e mod q

where m € {0,£X? : v € [0,N — 1]} is a message en-
coded under the secret key s € R, and e € R¥ is an error
term in a pre-determined error distribution. In other words,

RGSWN4 (m) = [RLWE;N’q(—s - m) || RLWEN (m) .

2.4.2  FHE basic operations. Fully homomorphic encryption allows
computation over ciphertexts. The basic homomorphic operations
used in this work are as follows.

e Add denotes the homomorphic addition between (i) two
ciphertexts of the same type (e.g. LWE or RLWE) encrypted
under the same secret key, or (ii) one ciphertext and one
plaintext.

e Mult denotes the homomorphic multiplication between (i)
two ciphertexts encrypted under the same secret key, such
as two RLWE ciphertexts, one RGSW ciphertext and one
RLWE/RLWE’/RGSW ciphertext, or (ii) one ciphertext and
one plaintext.

o Aut,; denotes the homomorphic automorphism that maps
RLWE(m) to RLWE(o;(m)), where o; : m(X) — m(X?)
denotes an automorphism in the Galois group Gal(K/Q).

e ModSwitchg—,4 denotes the modulus switching operation
(i) from LWE (m) to LWE:’q/(m) for m € Zg, or (ii) from
RLWEL"(m) to RLWENY (m) for m € R,.

e BlindRotate(LWE(m), bsk, acc) denotes the blind rotation
operation, which takes ct = (a,b) = LWE;?(m), the boot-
strapping key bsk, and the accumulator acc = RLWE(T (X))
as inputs. The typical LWE modulus g is N or 2N, and let
@(ct) ==b — (a,s). Then the output is

RLWE (T(X) . x¢(ct) mod ZN)

with a constant noise level independent of ct. For brevity,
the explicit reference to input bsk can be omitted.

e SampleExtract(RLWE(m), k) — LWE(my) denotes the sam-
ple extraction that takes RLWEQJ’Q(m) and an index k €
[0, N — 1] as inputs, and outputs LWE_JZ,’Q(mk) where my is
the k-th coefficient of m and 5 is the coefficient vector of
the RLWE secret s.

2.4.3 FHE subroutines. This work uses the following subroutines
built from basic operations in FHE.

o CMUX (RGSW(b), RLWE (o), RLWE (m1)) — RLWE(my)
denotes a homomorphic CMUX gate. Given an RGSW?I’q en-
cryption of a control bit b € {0, 1} and RLWEL4 encryptions
of mg,m; € Rg> CMUX returns an RLWE?”q encryption of

my =mo +b(my —mg) € Ry.

e RingSwitchy_,y, denotes the ring switching operation from

RLWEL(m) to RLWEL"?(x(m)) for m € R, and Nj | N,
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where
K : 'RN,q g RNl,q
Ni-1

N-1
Zf,»Xi - Z ﬁAN/NIXi.
i=0 i=0

The ring switching procedure is essentially a homomorphic
trace operation composed of automorphisms, as explained
in [27, 51].

e LWEtoRGSW (LWE(b)) — RGSW(b) converts an LWEL?
encryption of a bit b € {0,1} into an RGSW ciphertext
RGSW?I’Q(I)). This operation is also known as circuit boot-
strapping [35], and the state-of-the-art construction [94]
includes basic operations such as blind rotations and homo-
morphic automorphisms.

3 Building Blocks

3.1 High-precision homomorphic bit
decomposition

In homomorphic bit decomposition, an LWE ciphertext encoding
m € Z,k is converted into k LWE ciphertexts, each encoding a single
bit m; € Z; such that m = 21:01 m; - 2%, For a small precision of v = 4
or 5 bits, conventional homomorphic bit decomposition requires
v expensive BlindRotate operations to produce v bit-decomposed
ciphertexts. To address this, we instantiate the multi-value boot-
strapping [29], reducing the number of BlindRotate operations to
just one while maintaining minimal noise growth. Specifically, we
consider input LWE ciphertexts with modulus ¢ = 2N and construct
lookup tables similar to [91]. The resulting v-bit decomposition is
presented in Algorithm 1.

Algorithm 1 v-bit decomposition for LWE with modulus g = 2N

Input: Ciphertext ct = LWE:"FZN

S mg 2
Output: Ciphertexts {LWEISV’FQ(m,», Q/2)}iefo,v-1]
1: function BasicBrTtDecomp(ct, v)
2 acc «— RLWE?’Q(%)
3 ctgr <« BlindRotate(ct, acc)
4
5

(m,N/2""1), where m =

> ctpr = RLWE(% - (=1)mv-1 . xelct) mod \) q
p(v—l) — Z}V:—Ol X/

6: ct("=D — Add (Mult (p(""l),ctBR) , %)

7: ct((,::t_l) «— SampleExtract(ct"~1, 0)
8: cth «— 2-ctgr

9 fori — O0tov—2do

10: p@ — ZTLSB (N - j)X/
11: ct® «— Mult (p(i),ct;SR)

12: ct(()’;)t « SampleExtract(ct®, 0)
13: return {Ct((,f,)t}ie[o,v—l]

However, it is impractical to directly apply Algorithm 1 with a
high precision such as v = 25 bits. The performance bottleneck in
Algorithm 1 is the BlindRotate, which requires n - (1 + 2¢) NTTs,
with each NTT costing O(Nlog N) integer operations. For the
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algorithm to be applied correctly, we would require that ¢ = 2N,
implying N > 2% as opposed to the more common setting where
N € {219, 2! 212} This induces significant degradation in both
performance and memory consumption.

To further extend the decomposition to k = d - v bits, we apply
the digit decomposition method from [72] with a v-bit base, first
breaking a k-bit ciphertext into d ciphertexts of v bits. For the sake
of completeness, we recall the signature of [72, Algorithm 4] in
Algorithm 2. This step requires 2 - d BlindRotate operations, and
the resulting intermediate ciphertexts are used as inputs to our base
bit decomposition algorithm, enabling efficient high-precision bit
decomposition. The complete algorithm is presented in Algorithm 3.

Notably, our Algorithm 3 is more efficient than directly applying
Algorithm 2 with a one-bit base. For bit decomposition of k =d - v
bits, our method requires 3 - d BlindRotate operations (approxi-
mately % when v = 5), whereas the one-bit base method requires
2k BlindRotate operations.

Furthermore, practical values of bit precision v for the sub pro-
cedure (Algorithm 1) are typically no larger than 5. As a concrete
example, consider the bit decomposition of a value of k = 25 bits.
Using v = 5 bits with a ring dimension N = 2" requires 3-| £ | =15
blind rotations. If we instead increase v to 9, with a larger ring di-
mension N > 23, the total number of blind-rotations decreases to
3- L%J = 9; but N simultaneously grows by a factor of at least 4.
Since the cost of NTT grows superlinearly with N, the overall per-
formance becomes inferior. In practice, the performance loss would
actually be worse, since for a larger ring dimension and therefore
LWE modulus, we would also require a larger LWE dimension n,
further increasing the total number of NTTs.

Algorithm 2 v-bit digit decomposition

Input: Ciphertext ct = LWEL?(m, ¢/2¢"), where m = Z?:ol m; -
2% and g = 2% for some k € Z
Output: Ciphertexts {LWE;”Q:ZN(m,», Q/2") }iefo,d-1]
1: function DiciTDECOMP(g, ct)
2 | v referto[72, Algorithm 4] <

Algorithm 3 (d - v)-bit homomorphic bit decomposition

Input: Ciphertext ct = LWE;?(m, ¢/2¢"), where m = Zf:‘(‘)'_l m; -
2" and g/2(¢-D = 2N
Output: Ciphertexts {LWE?’Q(mi, 0/2)}icfo,d-v-1]
1: function BrrDecomp(ct, d, v)
2 L {ctk}re[q) < DiciTDECOMP(g, 2N, ct)
3:

return {BAsicBITDECOMP(cty, V) }ke[q]
3.2 Construction of v-bit selectors

A homomorphic selector selects messages based on encrypted con-
trol bits. Given two messages my, m; and an encrypted control bit
Enc(b), it homomorphically computes

1)
This concept extends to a v-bit selector, which operates on 2" mes-
sages {m;}ie[0,2v—1] and v encrypted control bits {Enc(b;)} je[o,v-1]-

Enc(myp) = mg + (my — mg) - Enc(b).
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The selector outputs an encryption of m; where the index b =

2ibj 2/. This requires generating 2" ciphertexts {Enc(8;5) }ic [0.2v-1]

from the encrypted control bits and homomorphically computing
2v-1

Enc(mp) = mo + Z (m; —mg) - Enc(d;p).

i=1

@

In the PIROUETTE instantiation of the selector, messages m; are
elements in R, and Enc(-) is the RLWE’ encryption. This ensures
the noise growth during the computation of (1) and (2) remains low,
increasing only logarithmic in g. As a remark, the v-bit selector
in (2) is conceptually equivalent to the 2V-ary CMUX gate in [61,
62], except that the CMUX gate uses RGSW ciphertexts to select
RLWE ciphertexts and our selector uses RLWE' ciphertexts to select
unencrypted elements in R.

Furthermore, PIROUETTE instantiates Enc() as RGSW encryp-

tions. The naive way to generate 2" ciphertexts {RLWE’(8;5) }ic[0,2v-1]

from control bits {RGSW (b;)} je[o,v-1] is to compute

v—1

[ [ (RGSW(b)) - ij) - RLWE' (1), foralli € [0,2" - 1],
=0

~.

where i is the bit decomposition of i such that i = Y ; i;2/. However,
this method requires 2V - v RGSW-RLWE’ multiplications, making
it computationally expensive. To optimize this process, we reuse
intermediate results for different i by constructing a binary tree,
where the leaves are desired ciphertexts {RLWE’(8;3)}ic[0,2v-1]
and the inner nodes store intermediate results. As such, our opti-
mization instantiates the homomorphic traversal algorithm in [39]
with RLWE' ciphertexts.

Our tree starts from the root node, RLWE’(1), and follows a
branching process. Each branching step takes a parent node RLWE' (n)
and a control bit RGSW (b;) as inputs, and outputs the following
left child LC and right child RC

LC(n, b;) = Mult(RGSW (b;), RLWE'(n)) = RLWE'(b; - n)
RC(n,b;) =n—LC(n,b;).

The resulting procedure requires only (2" — 1) RGSW-RLWE’ mul-
tiplications — just 1/v of the naive approach. We further present an
example in Figure 2 for illustration purposes.

4 Protocol

This section presents the PIROUETTE protocol and its extension to
querying encrypted databases.

4.1 The PIROUETTE protocol

At a high level, the PIROUETTE protocol builds upon the record-
retrieval framework established in [27, 50, 79, 82], particularly uti-
lizing the database structure and response compression technique
from [27]. It consists of three phases: first-dimension processing,
folding and rotation, each operating on independent RLWE and
RGSW ciphertexts.

Unlike prior works [27, 79, 82] that compress these RLWE and
RGSW ciphertexts into a query, PIROUETTE simplifies the query
process so that the querier only needs to send the LWE ciphertext
of the queried index. The server then homomorphically generates
the necessary input ciphertexts for different phases while keeping
noise growth minimal. Additionally, our approach removes the
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Figure 2: The construction of {RLWE'(8;p)}ic[o23-1] from
{RGSW (b;)}ic[o,2] for by = 0,by = 1,by = 0. RLWE' ciphertexts
are represented as grey squares, while RGSW ciphertexts are
represented as yellow circles. The root node is RLWE'(1);
given the controller bit RGSW(b; = 0), the left child LC(1,0)
and right child RC(1, 0) are derived following the branching
algorithm (3). The process continues recursively, where each
node is generated from its parent node and the correspond-
ing control bit at that level.

small database record limitation in [27] by efficiently generating
and using RLWE' ciphertexts for the first-dimension processing
phase.

Below we present the PIROUETTE protocol.

Setup. For a given security parameter A and database parameter
PPy, the cryptographic parameters are defined as shown in Table 1.
The Setup algorithm samples the collection of secret keys sk = {s €
Z" s € RN, s1 € Ry, } and generates necessary evaluation keys evk.
Under the standard circular security assumption, the evaluation
keys evk do not leak information about the secret key.

SetupDB. For a given security parameter A and a collection of N
records, the parameters related to the preprocessed database are
defined as shown in Table 2. Since each plaintext element in Ry, en-
codes 2" records, the SetupDB algorithm outputs 2% = 2Mt%2 ele-
ments in the ring Ry, denoted by db = {db; € Ry p}ic[o2m+2-1]-

Query. Using the LWE secret key s € Z", the querier generates
(a,b) = LWES? (idx, A)

for the desired index idx € [ ] as follows. First, the querier samples

a uniformly random PRG seed of a PRG which outputs n uniformly

random elements in Z, to compute a. Second, with a, the querier

computes b = (a,s) + A - idx + e mod q. The query qu consists of
the PRG seed and the b part.

Table 1: Setup parameters in PIROUETTE

Parameter Meaning
n LWE dimension
q LWE modulus for query
N RLWE dimension during computation
Q RLWE modulus during computation
M RLWE dimension for response
Q4 RLWE modulus for response
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Answer. The server first retrieves the LWE ciphertext (a, b) from
qu. Next, the server homomorphically expands the LWE ciphertext
using the evaluation keys evk, referred to as Phase 0. Specifically,
the server computes {Etk}kg[o)log(N),l] «— BitDecomp(qu) using
Algorithm 3, with appropriate parameters for the BasicBitDecomp
subroutine. Then the server performs

ctp « LWEtoRGSW(cty), Vk € [0,log(N) — 1]

using the conversion method in [94] along with necessary modu-
lus switching operations. Furthermore, we use the first v; cipher-
texts {ctg }xe[o,—1] to build a v;-bit selector {ct}}ic[o2n 1] that
are RLWE’ ciphertexts.

In the preprocessed database db = {db; € Ry }iefo,21+n -1], We
define db; = [db;.ow, dbigwsr,. .., dbiowssw_1]. As in [27], the
server then proceeds with the following computations using db
and the output from Phase 0:

(1) First dimension: compute

2"1-1
[ctél), o ct;},z)_l] — Z Mult(dEi, ct}),
i=0
where Mult(dT:a,», ct}) is a 2"-array of RLWE ciphertexts, and
the j-th RLWE ciphertext is derived from the multiplication
between the plaintext dBi [j] and the RLWE' ciphertext ct].
(2) Folding: Let cté? = ct;l),Vj € [0,2" — 1]. Then for each
r € [v;] and j € [0,2"7"], compute

ct®

(2) (2)
ctr’j «— CMUX (Ctvl+,, Ctr—l,j’ r—l,j+2"r’) .

(3) Rotation: Let ct(()3) = ctfj’)o. Then for each r € [v3], compute
. ths_)l) .

The final output ct(‘;’) € RIZ\] olsan RLWE ciphertext, and the server

ct(3) x2n

r=1

ctﬁs) «— CMUX (Ctvl+v2+r>

further performs ModSwitchg_,g, and RingSwitchy_, 5, to obtain
ans € Rjzvl 0, We describe ring-switching in detail in Appendix A.1,
Algorithm 11.

Extract. The querier retrieves the desired record in Rn; , by de-
crypting the received ciphertext ans = (ay, by) € Rlz\h o, using the
RLWE secret key s; € Ry, as follows

L (b —a; 51 mod O1) | € R

0, 1~ ap - Sy mod iy Nip-

REMARK 1. PIROUETTE can be extended to support private queries
over encrypted databases, which could be relevant to achieve the blind

Table 2: SetupDB parameters in PIROUETTE

Parameter ‘ Meaning
N total number of records in the database
Rnp a single database record
RNp plaintext ring element that packs Nil records
121 bit-length of the first dimension
2 folding dimension, satisfying v, + v, = log (N - %)
v3 rotation dimension log N
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array access in [8] and to analyse sensitive data [15, 16, 18, 63, 97].
In this setting, the database consists of RLWE encryptions of polyno-
mials that encode plaintext records arranged, structured in the same
hypercube format. The client still sends an LWE query LWE(idx),
which is bit-decomposed by the server and converted into RGSW ci-
phertexts {RGSW (idx;) }ie(o,[10g, N1-1]- These RGSW ciphertexts are
then used as control bits in CMUXes to homomorphically select the
encrypted record, skipping the first-dimension processing (Phase 1) in
the unencrypted setting.

Below we provide an overview of the correctness and query
privacy of the PIROUETTE protocol. The formal analyses are detailed
in Appendix A.

Correctness. Recall that (R)LWE samples include noise compo-
nents, whose variance may grow when combining or transforming
them. Hence, the overall correctness of any algorithm that outputs
a (R)LWE ciphertext ¢ will be characterized on the one hand, by
the soundness of the approach and on the other hand by a failure
probability e. This probability describes the likelihood that, after
decrypting and decoding ¢, we obtain a result that is different from
the expected message. Hence, once soundness is established, overall
correctness will depend on specific parameter choices, except for
pathological cases.

As PIROUETTE leverages a set of well-established algorithms, its
correctness hinges on the correctness of the individual components,
sometimes referred to atomic patterns [12]. The formulae giving
the failure probabilities of the building blocks used can be found
in their respective works. Specifically: [72] for DigitDecomp, [91]
for the analysis of BasicBitDecomp, [94] for LWEtoRGSW, [27]
for Respire and e.g. [33, 46] for the correctness of general FHE
primitives such as blind-rotation. During the evaluation, we deter-
mine a set of parameters such that the overall failure probability is
sufficiently low. In practice, a common choice of € is € < 2740,

Query privacy. In line with previous works [1, 4, 6, 27, 44, 50,
58, 59, 69, 73, 79, 80, 82, 88] on PIR, our threat model considers
an honest-but-curious server, which follows the protocol correctly
but tries to deduce information from clients’ inputs. In PIROUETTE,
the client encrypts its query to an LWE ciphertext (a, b) and sends
the b part together with a PRG seed to the server. The server then
generates the a part from the PRG seed, and performs homomorphic
computations on this LWE ciphertext.

The a part appears pseudorandom under standard security as-
sumptions to an adversary without access to the seed. However,
in our protocol, we only use the PRG to compress the random-
ness, which allows the adversary to learn the seed. This is a stan-
dard technique used in lattice-based KEMs [5, 84] and FHE proto-
cols [9, 27, 33, 82]. Changing the distribution of the a part from a
truly uniform distribution to a pseudo-random distribution gener-
ated by this public seed does not affect the security if the adversary
does not exploit relations between the seed and the pseudo-random
output. To express this, we model the PRG as the random oracle
and prove the protocol security in the random oracle model in Ap-
pendix A.2. Note that it is possible to remove the dependency on
the random oracle model via the indifferentiability framework [77]
where the PRG internal block cipher can be modeled as an ideal
cipher instead, see [5, Section 5.1.3].
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Furthermore, we prove the security of PIROUETTE for a server
with access to the LWE query, RLWE ciphertexts generated during
the evaluation, and public evaluation keys evk in Appendix A.2.
The client’s query privacy is guaranteed by the hardness of LWE
and RLWE problems along with the circular security assumption,
which is widely adopted in FHE-based applications, including prior
PIR schemes.

4.2 The PiroveTTE! protocol

In this subsection, we introduce PIROUETTE!, a variant of PIROUETTE

that achieves slightly higher throughput at the cost of a slightly
larger query size. In PIROUETTE, the query consists of a single LWE
encryption of the query index idx, thereby minimizing the query
size. By contrast, a PIROUETTE™ query consists of LWE encryptions
of all the bits of the query index idx, and only their (n + 1)-th
components need to be transmitted together with a PRG seed. This
design improves the throughput by removing the need for the high-
precision bit decomposition step.

In PiroueTTE", the Setup, SetupDB, and Extract procedures are
the same as in PIROUETTE. Below we only present the Query and
Answer procedures.

Query. Using the LWE secret key s € Z", the querier generates
{(ai, bi) = LWES? (idxi, A) }ie[o1og(n) 1]

for the desired index idx = Zio:%(m_l idx; - 2' € [N] as follows.
First, the querier samples a uniformly random PRG seed of a PRG
which outputs n - log(N) uniformly random elements in Z; to
compute all {a;};c[o10g(N)-1]- Second, the querier computes b; =
(aj, s) + A - idx; + e mod g, for each i € [0,log(N) — 1]. The query
qu now consists of the PRG seed and all b; parts.

Answer. In Phase 0, the server skips the high-precision bit decom-
position procedure and directly performs

cty < LWEtoRGSW(quy), Yk € [0,log(N) —1].

Then the first v; ciphertexts {ct }xe[o,1,—1] to build a v;-bit selector
{ct}}ic[o2n —1) that are RLWE’ ciphertexts. Phases 1-3 are the same
as in PIROUETTE.

The correctness PIRourTTE! follows directly from PIROUETTE
and is therefore omitted for brevity. The security of PIROUETTE" is
sketched in Appendix A.2.

5 Implementation and Evaluation

In this section, we evaluate 2 PIROUETTE and its variant, PIROUETTE",

in comparison to Respire, Respire in combination transciphering
(T-Respire), SimplePIR [59], and Spiral [79].

5.1 Parameter selection and experimental setup

We implement our approach by relying on the OpenFHE library
and manually optimized routines in time-critical sections. We run
all experiments using an Intel(R) Xeon(R) Gold 6248R CPU with 512
GB of RAM, and give results for both the sequential and parallel
setting over 32 cores.

2Qur implementation is publicly available at https://github.com/KULeuven-COSIC/
Pirouette. The code includes a README file that details installation and benchmarking
instructions.
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We optimize parameters separately for each sub-procedure used
by PIROUETTE, as recommended in [12], in order to provide a failure
probability of at most 27%° and a standard security parameter of
A = 128 bits. The security of our parameters was estimated through
Albrecht et al’s lattice estimator [3] commit 787c@5a. We use binary
keys i.e. the coefficients are sampled uniformly from {0, 1}.

Table 3 presents the relevant parameters for the digit decomposi-
tion and subsequent bit decomposition. We specify several values of
the LWE dimension n, since the bit decomposition can output LWE
samples with a different dimension and modulus than the input,
through the use of modulus- and key-switching. We exploit this
fact to improve the performance of the subsequent LWEtoRGSW
conversion, as a smaller LWE dimension n directly reduces the
computational complexity of the BlindRotate procedure, which is
linear in n (see [34]).

Next, Table 4 presents the parameters employed for the scheme
switching step. The values Brgsw and frgsw denote the gadget basis
and gadget length for the resulting RGSW samples. Furthermore,
we note that frgsw # [logBRGSW (Q)] + 1. This is due to the fact that
we rely on an approximate gadget [33, 94] to improve performance.
Finally, we construct our v;-bit selectors with a basis of B = 2% and
¢ = 2 digits, and give the output parameters in Table 5 together
with the values of v;.

We note that we instantiate the PRG query compression using
CTR-DBRG with AES-128 as described in [85] using a seed size of
32 B, which supports an output length of at most 2% bits. For the
parameters in Tables 3, our instantiation for PIRouETTE" supports
a database size N of up to 25!. Likewise, we use AES-CTR for our
transciphering benchmarks. We motivate this choice by observing
that both LWE and AES-CTR are unauthenticated and AES-CTR
allows for block-wise parallel transciphering.

5.2 PIROUETTE analysis and performance

In this section, we present a high-level overview of the analysis
and performance of PIROUETTE, and its variant, PrroueTTE.

Setup cost. The offline communication in PIROUETTE and PIROUETTE
are substantially higher than in other PIR approaches. This in-
creased cost stems directly from Phase 0, which employs numerous
subroutines that each require additional key material. Table 6 sum-
marizes the size of each key as a function of its hyperparameters.

In principle, some key material may be reused: e.g. several sub-
routines perform blind rotation and a single key could be used for
all such cases. However, this would substantially degrade perfor-
mance, as the parameters for each subroutine dictate the output
variance and efficiency, and different steps have different require-
ments. As a concrete example, the first blind rotation must always
be performed on an LWE sample with a large vector dimension to
preserve the security guarantees of the query. By contrast, after bit
decomposition, we only have LWE samples of bits and can there-
fore utilise a smaller LWE dimension (c.f. n;, vs ngy; in Table 3).
Since the asymptotic performance of blind-rotation is linear in n,
we chose to trade memory for performance. Furthermore, if smaller
keys at rest are desired, key compression techniques such as [2]
can be applied.
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Table 3: Parameters employed for bit-decomposition

‘ Parameter ‘ Nin ‘ Nout ‘ N ‘ log, (qin) ‘ log, (qout) ‘ log, (Q) ‘ log, (Qksk) ‘ B ‘ Bisk ‘ o’ ‘
| Value | 1300|600 |2 | 32 | 12 | 56 | 42 |2"]| 28 | 319 |

Table 4: Parameters employed for scheme-switching and subsequent evaluation of Phase 1 - 3. Note that during Phase 1, we
modulus switch to Q = 268496897 - 268460033 to exploit the CRT and decrease the number of modular additions/multiplications

‘ Parameter ‘ n ‘ N ‘ log,(q) ‘ log,(Q) ‘ B ‘ Brgsw ‘ Lrgsw ‘ o? ‘

| Value |512]2" | 12 | 56 28| 2* | 8 |3.19%|
Table 5: Parameters of the response and Respire dimensions. Computation costs. The computation cost in PIROUETTE and
Note that the values of v, depend on each database size. PiroueTTE! increases with the number of records, as the expen-
sive LWEtoRGSW operation needs to be performed for each bit of
‘ Parameter ‘ N ‘ o} ‘ " ‘ Vs ‘ Vs ‘ the query index. On the other hand, when the record size grows,

the cost of Phase 0 and the multiplicative depth of Phase 1-3 re-
main constant. Only the computation cost of Phases 1-3 increases
proportionally.

Similar to Respire, both PIROUETTE and PiRourTTE! benefit sig-
nificantly from parallelisation. The LWEtoRGSW conversions in
Phase 0, the partial sums in Phase 1 and the folding operations in

| Value | 512 ] 2% |11 {7,912} | 2 |

SetupDB cost. Before running the PIR protocol, the database on the Phase 2 are largely independent and can be performed concurrently.
server must undergo a one-time preprocessing step. This setup cost Additionally, the gadget decompositions and subsequent NTTs nec-
is independent of the number of queries and can be amortised over essary for blind rotation in phase 0 can also easily be parallelised.
all future queries. During SetupDB, database entries are mapped The effect of parallelisation is illustrated in Figure 3, which shows
to coefficients of polynomials so that they can be combined with substantial speedups for the costly LWEtoRGSW operations. As
Phase 0 outputs through polynomial addition and multiplication. shown in Table 7, parallelisation improves the overall PIROUETTE
To accelerate subsequent query evaluation, these polynomials are runtime by 2.7x-4.3x.

transformed using number-theoretic transforms (NTTs) with a PrroUETTE! vs. PIROUETTE. Compared to PIROUETTE, the de-

cost of O(N log(N)) arithmetic operations, where N is the ring
dimension and polynomial degree.

For a database holding 2” entries with record size k bits, if each
polynomial coefficient encodes p bits, we require i,pl‘\’; NTT opera-

sign of PIROUETTE' has several implications. First, eliminating the
bit decomposition reduces offline communication by nearly half, as
the key material specific to bit decomposition is no longer required.
Second, as shown in Figure 4, the omission of bit decomposition
most notably improves performance for small database sizes, where
the overall computational complexity is dominated by Phases 1-3
rather than Phase 0. Third, the query in PIROUETTE" consists of
LWE encryptions of all index bits, requiring transmission of all
their (n + 1)-th components along with a PRG seed. This increases
the query size from 36 B to 60 B, as shown in Table 7 and Figure 4.

tions. Consequently, database preprocessing depends on the user-
specific parameters N, p and Q (required for the NTT). Similarly to
Respire, the pre-processed database (8GB) takes up approximately
128GB of RAM.

If a database entry is modified, the corresponding polynomial(s)
encoding that record must be changed and the the NTT reapplied.
However, when the record size increases (e.g. if data is appended),
it is possible to avoid performing a full NTT for each new record . X X X
by exploiting the recursive structure of NTT and FFT algorithms. 5.3 Comparison with Respire and T-Respire
Respire is a PIR protocol with minimal query size that serves as
the foundation for Pirouette. A common strategy to further reduce
query size is to incorporate transciphering; we denote Respire com-
bined with a state-of-the-art transciphering method [11, 19] as T-
Respire. We compare PIROUETTE and PIRoUETTE" against Respire
and T-Respire, with an overview of our results in Table 7.

Communication costs. In terms of online upload communication,
both PrrRoveTTE and PrrRoueTTE! outperform existing PIR methods,
achieving strictly smaller query sizes such as 36 B and 60 B. The
query size is entirely independent of the record size and grows
logarithmically in the database size.

The online download communication behaves similarly to Respire,

yielding a small and nearly constant response sizes (around 3 KB) Sequential execution. PIROUETTE and PIRouETTE" demonstrate
for the evaluated parameters, as shown in Figure 4. While a smaller substantial improvements over Respire and T-Respire. In sequential
response could be achieved for smaller record sizes, this would execution, PIROUETTE achieves up to a 9.3x reduction in query size
require reducing either the response ring dimension or modulus, compared to T-Respire and a 420x reduction compared to Respire,
which would be infeasible beyond a certain point without compro- while maintaining computation times only 2x slower than Respire
mising the security level. and 8.1x faster than T-Respire.
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Table 6: Storage requirements for setup in bits and as a function of relevant parameters.
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Figure 3: Breakdown of the time spent in Phase 0 of PIROUETTE for database sizes 256MB and 8GB

Table 7: Performance of Respire, T-Respire, PIROUETTE, PIROUETTE!, and their 32-core parallelised variants where parallelisa-
tion applies to transciphering or phase 0, and fully parallelised PIROUETTE. Database size parameters are taken from Respire.

Database Metric Respire  T-Respire PIROUETTE PIROUETTE" T-Respire PRoUETTE  PIROUETTE  PIROUETTE
(par. trans) (par. phase 0) (par. phase 0)  (full par)
2% x256B Offline Comm. 4 MB 91 MB 1.2 GB 650 MB 91 MB 1.2GB 650 MB 1.2 GB
(256 MB) Query Size 4.1 KB 144 B 36 B 55B 144 B 36 B 55B 36 B
Computation 15s 217 s 19s 15s 15s 8s 6s 7s
Response Size 2 KB
Throughput 170 MB/s 1 MB/s 13 MB/s 17 MB/s 17 MB/s 32 MB/s 42 MB/s 36 MB/s
2”2 x256B Offline Comm. 4 MB 91 MB 1.2GB 650 MB 91 MB 1.2GB 650 MB 1.2GB
(1 GB) Query Size 7.7 KB 208 B 36 B 57 B 208 B 36 B 57 B 36 B
Computation 4s 296 s 26s 21s 22s 12s 9s 9s
Response Size 2KB
Throughput 256 MB/s 3 MB/s 39 MB/s 48 MB /s 46 MB/s 85 MB/s 113 MB/s 109 MB/s
2 x256B Offline Comm. 4 MB 91 MB 1.2GB 650 MB 91 MB 1.2GB 650 MB 1.2GB
(8 GB) Query Size 14.8 KB 336 B 36 B 60 B 336 B 36 B 60 B 36 B
Computation 30s 486 s 60 s 55s 60 s 51s 46 s 14s
Response Size 2KB
Throughput 273 MB/s 16 MB/s 137 MB/s 148 MB/s 136 MB/s 150 MB/s 178 MB/s 585 MB/s

These query size reductions and fast throughput (relative to T-
Respire) come at the cost of higher offline communication: PIROUETTE
requires 1.2 GB of offline communication, approximately 13x larger
than T-Respire. PIROUETTE provides an alternative tradeoff, reduc-
ing offline communication by nearly half compared to PIROUETTE
while achieving slightly better throughput, at the cost of up to 1.7x
larger query sizes. Notably, PIRoUETTE! queries are still up to 5.6x
smaller than T-Respire.

Parallelised execution. Since PIR servers typically have rich com-
putational resources, it would be ideal to compare fully parallelised
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versions of these protocols as well. However, the Respire implemen-
tation by the authors does not include parallelisation, and imple-
menting parallelisation for Respire is out of the scope. We therefore
focus on comparing parallelising the primary performance bottle-
necks: transciphering in T-Respire and Phase 0 in PIROUETTE and
PiroUETTE.

The corresponding performance with 32-core parallelisation ap-

plied only to these bottlenecks is shown in Table 7. While PIROUETTE
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Figure 4: Performance of PIROUETTE, PiRoveTTE!, Spiral and SimplePIR. Note for online communication, the line for

PIROUETTE appears stacked with PIROUETTE".

and PirourTTE! with parallelised phase 0 remain faster than T-
Respire with parallelised transciphering, all three protocols ap-
proach the runtime of Respire. This demonstrates that both transci-
phering and Phase 0 benefit substantially from parallelisation, and
validates our approach as a viable alternative to transciphering for

reducing client-to-server communication.

H
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Asymmetric online communication. As shown in Table 7, Respire
query size ranges from 4.1 KB to 14.8 KB, and the response size is al-
ways 2 KB. Both T-Respire and PIROUETTE significantly reduce the
query size to less than 336 B and 36 B, respectively, while keeping
the same 2 KB response size. Consequently, although PIROUETTE
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achieves minimal total online communication, the 2 KB server-to-
client response dominates the overall online communication.

Note that transciphering has been extensively studied to reduce
client-to-server communication in FHE, while reducing server-to-
client communication in FHE is less explored. Recent works [20, 76]
show a promising direction to compress output FHE ciphertexts us-
ing additive homomorphic encryption schemes. PIROUETTE shares
the same theoretical objective as transciphering to reduce the client-
to-server communication, and does not consider the server-to-client
direction. This asymmetry could limit the practical applicability of
PIROUETTE in practice, and further reducing the 2 KB response size
represents a promising direction for future work.

5.4 Holistic performance comparison

We provide a holistic performance comparison of PIROUETTE and
P1roUETTE! against two state-of-the-art PIR protocols, SimplePIR [59]
and Spiral [79], as shown in Figure 4. The evaluation considers
four key dimensions: offline communication, query size, response
size, and throughput. SimplePIR and Spiral are optimised for high
throughput, whereas PIROUETTE and PIROUETTE™ achieve minimal
online communication at the expense of offline costs and through-
put. Therefore, PIROUETTE and P1rRourTTE" would be most appli-
cable in scenarios where: (1) online bandwidth, particularly from
client to server, is severely constrained; (2) offline bandwidth is
widely available, with offline and online phases exhibiting dis-
tinct network characteristics (e.g. wired device initialization vs
wireless operation); and (3) the server computation can leverage
multi-core parallelisation on dedicated FHE hardware accelera-
tors [13, 14, 49, 93]. While such acceleration can substantially im-
prove throughput, practical deployment is still limited by current
runtime and offline communication requirements.

Offline communication. All protocols involve a one-time offline
setup that can be reused across multiple queries. SimplePIR’s offline
phase produces database-specific hints that are stored by clients and
need to be updated for different databases. In contrast, the offline
phases for the other three protocols generate client-specific hints,
where FHE secret keys are stored by clients and FHE evaluation
keys are stored by the server. In this setting, the client storage
is small, and a client can query different databases without addi-
tional updates; but the server still needs to re-preprocess different
databases.

In terms of size, the offline setups in PIROUETTE and PIROUETTE
are 1.2 GB and 650 MB respectively, dominated by the evaluation
keys stored on the server, as client storage for the secret key is less
than 10 KB. In comparison, offline setups in Spiral and SimplePIR
are only tens to hundreds of megabytes. Although this offline cost
in PIROUETTE and PIROUETTE" is a one-time expense that does not
grow with the number of queries or database updates, effective
amortization is impractical due to the prohibitively large number
of queries required to offset the offline expense.

H

Online communication. Query sizes for PIROUETTE and PIROUETTE
are no larger than 60 B, while Spiral and SimplePIR require tens to
hundreds of kilobytes. This represents a reduction of roughly three
to four orders of magnitude in query size.
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Response sizes of PIROUETTE and PIRousTTE! are around 3 KB,

leveraging ModSwitch and RingSwitch as in Respire. In contrast,
Spiral and SimplePIR generate larger response sizes of tens to hun-
dreds of kilobytes.

Runtime. In terms of runtime, SimplePIR is the fastest, with Spiral
achieving comparable performance. For example, for a database of
size 222 with 256-bit entries, SimplePIR and Spiral runtimes are 20
ms and 500 ms respectively, whereas PIROUETTE and PIROUETTE"
runtimes are 16.5 s and 12.8 s, which are slower by two to three
orders of magnitude.

Overall, PIROUETTE represents a PIR protocol optimised for min-
imal query size. Its variant PIRoueTTE! achieves 20 to 30% faster
runtime and 2x lower setup cost compared to PIROUETTE, while
increasing query size from only 36 B to 60 B. This highlights the
potential for navigating tradeoffs among query size, throughput,
and offline communication.

6 Conclusion

This work introduces PIROUETTE, a PIR protocol that improves
upon Respire [27] by significantly lowering the query size. For a
database of 225 records, the query size is just 36B. Moreover, if the
query seed is set once by the server, then the query size drops
to only 32 bits, resulting in an exceptionally low expansion fac-
tor of 32/25 = 1.28. This further demonstrates the practicality of
our novel approach to reduce the client-to-server communication,
which provides a lower server-side computational overhead than
transciphering and is applicable for many other FHE-based applica-
tions.

Meanwhile, certain aspects of PIROUETTE may be further im-

proved on. Specifically, we note that many subprocedures in PIROUETTE

utilize the blind-rotation technique first described in [34]. Recently,
several works [21, 64] introduced blind-rotation approaches that
rely internally on the NTRU scheme. The primary advantage of
these methods is the superior performance in terms of time com-
plexity stemming from that fact that RGSW samples are replaced
by a different type of ciphertext. The latter contain only half as
many polynomials and the modified blind-rotation reduces the
number of number-theoretic transforms, the primary bottleneck
of this step, by the same amount. By incorporating these methods
into PIROUETTE, the overall computation time may be decreased
substantially, which we leave as future work.
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A Correctness and security of PIROUETTE

A.1 Correctness analysis for PIROUETTE

In this section, we will give explicit descriptions of the sub-procedures
used by PIROUETTE, and include a thorough correctness discussion.
Similar to previous works, we rely on the independence heuristic,
which assumes that ciphertexts are independent. We proceed as
follows: first we will discuss the fundamental aspects of the be-
haviour of RLWE, RLWE’ and RGSW samples. Next, we discuss
the homomorphic evaluation of (negacyclic) lookup tables, which
is used internally by the LWEtoRGSW procedure. Finally, we de-
scribe the selector construction and illustrate how to estimate the
failure probability of Pirouette. Throughout this section, we will
study (R)ILWE & RGSW samples through the variance of their noise
terms, based on which we can ultimately determine the failure
probability.

A.1.1 Gadgets and Blind Rotation. We briefly recall basic facts
about linear combinations of RLWE samples. Given ciphertexts
c = RLWE?’Q(mi), the noise variance o2

Ct
satisfies
2 _ 2
Furthermore, for any ¢ = RLWE;V’Q(m) and p € R, the noise
variance of d = ¢ - m satisfies

2
2 _ |Ipll 2
O-ds 4w'||p||0'o-c'

of their sum ¢} = }; ¢;

Next, we recall the gadget product, as described in Algorithm 4,
and discuss its output variance in Theorem A.1. At a high level,
the purpose of G and by extension the RLWE’ samples is to enable
the option of multiplying encrypted data with a polynomial of
unknown norm: the RLWE’ samples are parametrised by a basis L
and number of digits £. By decomposing a polynomial w.r.t L, we
enforce a bound on the induced noise. For the sake of completeness,
we note that in the exact case I = [log; (Q) ] but in general enforcing
this relationship is not necessary whenever the error can be taken
into account, see e.g. [33].

THEOREM A.1. Let G be the (exact) basis decomposition gadget
for L that is G(p) = [p@, ..., p"D] withp = S/ p@ - LE. Then
RLWENC (m) = [RLWEYQ(m), ... RLWENC (m - L™1)] and Al-
gorithm 4 outputs a RLWE sample cout with variance

LZ
O'éSl‘I-N-O'g,
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Algorithm 4 Gadget Product: ® : RLWE’ x R — RLWE

Input: RLWE’ sample ¢ = RLWE.2 (m)
Input: Polynomial p € R
Output: RLWE sample cout = RLWE?’Q(m -p)
1: Extract parameters L, £ from G
2 (p(l))ie[t’] — G(P)_
3: Cout € Zi:o E'i : p(l)
4: return cyyt

where o is the noise variance of the components on ¢.

Proor. We note that ||[p® || < L, ||p||o < N and that
Cout = Z E(i) . p(i),
i=0

then the claim follows. o

Recall that RGSW samples can be represented as a tuple of
RLWE’ samples. We now extend the gadget product to RGSW sam-
ples in Algorithm 5 and describe its behaviour in Theorem A.2.
This type of product, the external product, is leveraged to multiply
RGSW and RLWE samples.

Algorithm 5 External Product ® : RGSW x RLWE — RLWE

Input: RGSW sample C = RGSW(my) = [¢,d] = [RLWEV9 (=s-
mo), RLWEN 2 (m)]

Input: RLWE sample ¢ = RLWEY? (m;) = [a, b]
Output: ¢y = RLWEQJ’Q(mO -my)

1 c® i®a

2: C(l) —d ®b

3 Cout — ¢ + ¢

4: return cqy;

THEOREMA.2. LetC = RGSWg(m©®) andc = RLWENQ(m®) =
[a,a-s+m®) +e]. Let % be the noise variance induced by a gadget
product. Then, Algorithm 5 on input c,C outputs a RLWE sample
Cout = RLWE?’Q(m(O) -mWY with variance

oi<2- aé +Var(m©® . ¢)
Proor. It holds that ¢(®) = RLWE;V’Q(—a cs-m®)and c® =
RLWE;V’Q (b - m(©) with noise variance 2. Then, it follows that
¢@ 4+ ¢ = RLWENL (b - as)m @)
RLWENQ (m® +e)m©®)

RLWENQ (m©® . m@),

where we used the linear homomorphism of RLWE samples. The
result follows immediately. O

COROLLARY A.3. Let C = RGSW¢(m@), m© e {0,1} and let
6% be the noise variance induced by a gadget product. Let o2 be the
noise variance of a RLWE sample ¢ = RLWEQI’Q(m“)). Then, Algo-
rithm 5 on input ¢, C outputs a RLWE sample coye = RLWE?’Q(m(O) .
mW)Y) with variance

aé <2 aé + crcz
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Corollary A.3 details the behaviour of the external product in
the case the RGSW sample encrypts a binary value.

Based on the external product, we can define the homomorphic
MUX gate in Algorithm 6, allowing us to select between two RLWE
samples.

Algorithm 6 Homomorphic MUX Gate CMUX

RGSW¢g X RLWE X RLWE — RLWE
Input: RGSW sample C = RGSWq(b), b € {0,1}
Input: RLWE sample ¢(®) = RLWE;V’Q(m(O))

Input: RLWE sample ¢(!) = RLWE?’Q(m“))
Output: coyt = RLWE;V’Q(m(”))

¢ @ M

2¢ —Crc™

3: Coyt ¢ + ¢V

4: return cyy¢

THEOREM A4. Let C = RGSW¢(b) and let o2, be the noise vari-
ance induced by the gadget product. Furthermore, let () = RLWE:[’Q(m(i)) =
[a®, a® .s4+mD +eD] with noise variances cr(zl.). Then, Algorithm 6
outputs a RLWE sample cour = RLWE;V’Q (m®)) with noise variance

O'/ZV‘UX <2 0'39 + U(Zi).

Proor. Through Theorem A.2, we look at the phase p of ¢ +

¢® = RLWEN € (p):
p=b-(m©@ +e@ —m® _ ey 4 @ 4D 4
=b- (M —mD)+m® b (@ —eW)4e® 4e

where e is the noise term introduced by the message-independent

gadget products. The result follows by inserting b = 0 or b = 1 into
the last equation. O

The homomorphic (C)MUX gate is a crucial building block in
the blind-rotation procedure used to refresh ciphertext in the TFHE
scheme [33]. The blind-rotation procedure for binary keys is given
in Algorithm 7 and its output characterized in Theorem A.5

Algorithm 7 CGGI Blind-Rotation BlindRotate

LWE x RLWE X RGSW{, — RLWE

Input: LWE sample ¢ = LWE;’LI (m,1) = [a,b] € Z}y}
Input: RLWE sample acc = RLWEQI’Q »)
Input: Blind-Rotation key (evk;);c[n], evk; = RGSWg (5;)
Output: RLWE sample accoy = RLWEL 2 (p - X~0+(@%))
1: aCCoyt «— acc Xb
2. fori—O0ton—1do
3 | acCoy «— CMUX(evk;, accout, acCoyt X %)
4: return accgyyt

THEOREM A.5. Let ¢ = LWEZ?(m, 1) = [a,b] € Z}}' with§; €
{0,1} and acc = RLWEJSV’Q(p) = [a,b] be a RLWE sample with noise

variance 2. Furthermore, let (evk;)ie(n] be a blind-rotation key
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such that evk; = RGSW(5;) and let O'é denote the noise variance
induced by the gadget products. Then, Algorithm 7, on input ¢, acc and
evk, outputs an RLWE;V’Q sample accoyt = RLWE?”Q(p X h+as)
with noise variance

2 2 2
Oout S2:n-0g +0,

acc

Proor. Correctness follows from the fact that the secret key §
is binary and Theorem A.4. For the variance, we note that products
by monomials of the form X* do not affect the variance as they
(negacyclically) rotate the error terms. Then, the output variance
follows from Theorem A.4 and the fact that we apply Algorithm 6
n times. ml

A.1.2  Key Switching. In this section, we recall common methods
for changing the key of a given ciphertext, including the homo-
morphic evaluation of automorphisms on RLWE samples as an
extension. We note that all instances of (R)LWE to (R)LWE can be
unified as module LWE key switches, but we do not pursue this
generalisation for simplicity. We first recall the LWE to LWE key-
switching procedure in Algorithm 8 and describe its correctness in
Theorem A.6.

Algorithm 8 LWE to LWE Key switch: KeySwitchEWS
$—
LWE x LWE™! — LWE

Kang and Schild

ProoF. We observe that the result of Algorithm 8 can be written
as

j - kski j
n-1¢-1

=[0,(a@5)+m+e] - Z Za,:j LWEZY (i - 1)
i=0 j=0 -

n-1
=[0,(a5) +m+e] - Z(; LWEZ?(d; -5)
=[0,(a5)+m+e] - LWEg’q(@, 5))
L LWEZT((@.5) + m + ) - LWEZT((@5))
= LWEg’q(m +e)
L LWEZ (m),

where we used the linear homomorphism of LWE samples. The
result follows. O

Similarly, we describe the RLWE to RLWE key-switching and
correctness in Algorithm 9 and Theorem A.7 respectively.

Algorithm 9 RLWE to RLWE Key Switching KeySwitch®-%F
RLWE’ x RLWE — RLWE

. . . _ IN,Q
Input: Key switching key ksk = RLWEZ"(s)

Input: RLWE sample ¢ = RLWEY 9 (m) = [a,b]
Output: RLWE sample ¢yt = RLWEg’Q(m)

1: Cout < [0, b]

2 Cout < Cout — ksk ®a

3: return cqut

Input: LWE Sample ¢ = LWE;’q(m) = [a, b]
Input: Key switching key (ksk; ;) (i jye[n]x[e] With ksk; ; =
LWEZY(5; - L)
Output: LWE Sample ¢ = LWE;’q(m)
I: Cout — [0, b]
2 fori < Oton—1do
3: \; Write Zii = Zé;(l) Lj&i’j
4:

-1 =
5. return coyt

kSki,j

Cout € Cout — Zj:o aijj *

THEOREM A.6. Letc = LWELY(m) = [a,b] = [4,(@,5) + m +¢]
and let 62 be the variance of e. For a basis L, let (kski ;) (i, jye[n)x[e] be
a key-switching key for a target key S with ksk;; = LWE;’q(E} - LY)
and LWE variance crlfsk. Then, Algorithm 8 on input ¢ and ksk outputs
a LWE sample coy = LWE;’q(m) with noise variance

L2
2 2 2
oo <o;+n-l- 7 Tk

232

THEOREM A.7. Letc = RLWEN 9 m) = [a,b] = [a, a5 + m +¢]
and let o2 be the variance of e. For a gadget G, let ksk be a key-
switching key for a target key S with ksk = RLWEQ]’Q(S) and let 6%
be the noise variance induced by the gadget product. Then, Algorithm 9
on input ¢ and ksk outputs a RLWE sample coy¢ = RLWEg’Q(m) with
noise variance

o2

2 2
out < 0p + 0g.

ProoF. We observe that the result of Algorithm 9 can be written
as
Cout = [0,B] — ksk ®a
=[0,as + m+e] — RLWEg’Qu -5)
i RLWEg’Q(as +m+e) — RLWEg'Q(as)
L N.Q
= RLWEZ® (m)

where we used the linear homomorphism of RLWE samples. The
result follows. O

While the RLWE key-switching procedure corresponds in essence
to a gadget product, it will be crucial when we aim to evaluate au-
tomorphisms homomorphically. The complete procedure is given
in Algorithm 10 and we establish its soundness in Theorem A.8.
We note that if the output of Algorithm 10 is combined with (e.g.
added to) the input RLWE sample, special care must be taken. In
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that instance, the independence heuristic may not hold, e.g. when
¥(e); = e; for some i.

Algorithm 10 Automorphism Evaluation: Aut
RLWE xGal(%/Q) x RLWE’ — RLWE

Input: RLWE sample ¢ = RLWE;V’Q(m)
Input: Automorphism ¢ € Gal(%X/Q)

Input: Automorphism key autk = RLWE;N’Q(lp(s))
Output: RLWE sample oy = RLWEN 9 (1(m))

10 Cout < [03 l//(b)]

2 Cout < Cout — autk ®yY(a)

3: return cyyt

THEOREM A.8. Letc = RLWE?’Q(m) =[a,b] = [a,as + m +¢]
and let 6% be the variance of ¢. For a gadget G, let autk be an auto-
morphism key for y € Gal(K/Q), that is autk = RLWE;N’Q(I,&(S))
and let % be the noise variance induced by the gadget product.
Then, Algorithm 10 on input ¢, and autk outputs a RLWE sam-
ple cout = RLWENQ(I//(TI‘I)) with noise variance

ol <0' +0'®

ProoF. We observe that the result of Algorithm 10 can be written
as
Cout = [0,¥(0)] — autk @y (a)
= [0.9(@)y(s) + ¥ (m) +Y(e)] - RLWES " (¥ (a) - Y (5))
= RLWEN ((@)(5) + Y (m) + Y (e)) = RLWESC (9 ()y(5))
= RLWEN? (y(m)),
where we used the linear homomorphism of RLWE samples, the

fact that ¢ is an automorphism that does not influence norms i.e.
Var(y/(e)) = Var(e). The result follows. O

We will see later on that the automorphism evaluation is partic-
ularly useful in order to isolate specific coefficients encoded in an
RLWE sample. However, we shall show that RLWE key-switching
can be extended to a notion of ring-switching as introduced in [25]
and we adopt the notation from [27].

Let Ry = Zo[X]/(X™e +1),b € {0,1} and let Ny < Ny, No|N;.
Then, IT : Ré\] /N0 _, R, be the packing function defined as

N1 /Np—1 Ny—-1
H(a(°>,a<1) a(Nl/No 1)) — Xt a . X -Ni/No
5

In other words, the coefficients of the polynomials al? € R, are
encoded into R; in strides of N;/N, and II induces an embedding
of Ry into R;. Based on the packing function, we described the
ring-switching algorithm below.

THEOREM A.9. Let acc = RLWEA(II)Q(m) € R? be a RLWE sam-
ple and let (swk);(;) = [II(a®0), .., a@N1/No=1) T1(q(20) . 5(0) 4
e (00 a(BNI/No=1) .5(0) 1o (EN1/No=1)) 4 7. 5(1) pe g ring- switching
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Algorithm 11 Ring Switch:  RingSwitchy, _,x,
RLWE x RLWE” — RLWE
Input: acc = RLWEi\?l’)Q(m) =[a,b] € R?

Input: (rswk)ie(e) = [[I(a?), .., aBN1/No=1) T1(g(10) . 5(0)
(10 q(iNi/No=1) . g(0) 4 o (iN/No=1)) 4 [ 5(1)]
Output: accoy = RLWENOQ(ZNO lm,».Nl/I\;O) € R?
1: Interpret (rswk);e(n] as RLWE’ sample.
2: [a’,b'] « [0,b] —rswk®a

3: Set acCout = [Zi:o al

i'Nl/NOXl’ Zi bl{'Nl/NoXl]

4: Return accy;

Proor. First we note that rswitch can be easily interpreted as a
RLWE’ sample of 1) under (replicated) s(®). Then, after applying
the rlwe key-switch, we extract the corresponding coefficients,
which are correct since 5(°) had been packed previously. O

To close this subsection, we describe a special case of "switch-
ing" known as sample extraction. Given RLWE?’Q(m), the goal of
sample extraction is to obtain LWE;’q(mi) for some index i € Z
without decryption. We give the procedure in Algorithm 12 and
describe its properties below.

Algorithm 12 Sample Extraction SampleExtract : RLWE — LWE

Input: acc = RLWE;V’Q(p)

Input: Indexk € Z, k < N
Output: cout = LWEC;?CISJ (Px, 1)
Lae—a-XF
2: f) —b- Xﬁk
3: (7 — [&0, _gN—la ey —&1]
4: Cout <— [C_i, bO]
5. return coyt

THEOREM A.10. Let acc be a RLWE sample of p, then on input
acc and an index k, Algorithm 12 returns a LWE sample coye =
LWEC’:C[S] (px) with identical noise variance.

ProoE. First, we note that multiplying an RLWE sample by X %
rotates the k-th term into the constant term of the polynomial. Then,
since it can easily be shown that Y}; @;Vec[s]; = (a - $), soundness
follows. Furthermore, the variance is unaffected since the b term in
the output LWE corresponds to a coefficient of the input. O

A.1.3  Negacyclic Lookup Table Evaluation. In the following, we
recall tools from prior works that enable the evaluation of specific
lookup tables (LUTs). We start by defining negacyclic functions.

Definition (Negacyclic Function). Let f : Zq — Zg. If

flr+d) = —f(x)
then f is called negacylic. Furthermore, if a LUT fulfils this property,

key. Then, Algorithm 11 outputs a RLWE sample accout = RLWE L0 (Zj ;. Nyenatbd] lso call it negacylic. Next, Algorithm 13 describes how we

RE , i.e. a subset of the coefficients of m and in a smaller ring, and

; ; 2 ith o2 = g2
with a variance o3, with oj,, = 05,,.

can evaluate such functions homomorphically on an LWE sample,
and Theorem A.11 describes its soundness properties.
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Algorithm 13 Negacyclic LUT Evaluation: EvalNegLUT
LWE x RGSW" XZ,2 — LWE

Input: LWE sample ¢ = LWEg’ZN(m, 1)
Input: Blind-rotation key (evk);e[,] with evk; = RGSW(5;)

Input: Negacyclic function f : Zyn — Zg
Output: LWE sample coyt = LWE:;:IC[S] (f(m+e))
cp e XN )X

. acc « [0,p]

: acc < BlindRotate(c, acc, evk)

: Cout < SampleExtract(acc, 0)

. return cyyt

1S T N O N

THEOREM A.11. Letc = LWE?’ZN(m) = [@,(a,5) + m + e] be
an LWE sample and f : Z;n — Zg be a negacyclic function.
Let evk be a blind-rotation key (evk);e(n) with evk; = RGSW(5;)
and let O'Zr denote the variance of blind-rotation applied on a noise-
less accumulator (i.e. 62, = 0 in Theorem A.5). Then, on input
¢, f and (evk;)ic[n), Algorithm 13 outputs an LWE sample coy =

LWEc’eqC[S] (f(m + e), Vec[s]) with variance

Ugut = Ugr'

Proor. The output variance follows from Theorem A.5 and the
fact that acc in Algorithm 13 is a noiseless RLWE sample, combined
with Theorem A.10 that states that sample extraction does not affect
variance. We prove correctness and inspect the phase of acc after
blind-rotation:

acc = RLWENC (p - x~0+(@3%)

N-1
= RLWE (Z £ -Xi) - x (e
i=0

=q
Assume that m + e < N. Then, it is easy to see that qo = M4 =

f(m+e).If instead we have that m+e > N, we write m+e = N+w
and observe that

N-1
q= (Z 0] ~X") X mee)

i=0
N-1

- (Z f(l) 'Xi) . xN-w
i=0
N-1

= (Z o »Xl’) X
i=0

= @ =—f(w)=f(w+N) = f(m+e)

where the last line follows from the fact that f is negacyclic w.r.t
modulus 2N. Finally, the statement follows from the correctness of
the sample extraction. O

To conclude the discussion, we note that Algorithm 13 outputs
an LWE sample w.r.t. to the linearized ring key Vec[s] but can be
converted back to § using Algorithm 8.

A.1.4  Scheme Switching. Based on the previously described nega-
cyclic LUT evaluation, we now discuss the LWEtoRGSW procedure
in detail. First, we introduce the coefficient extraction procedure
that allows us to isolate any coefficient of an encrypted polynomial.

Kang and Schild

The procedure is given in Algorithm 14 and Theorem A.12 describes
its properties.

Algorithm 14 Coefficient Extraction: ExtractCoef : RLWE X Z X
(RLWE")log2(N) _, RLWE

Input: RLWE sample ¢ = RLWE?’Q(p)
Input: Index j € Z
Input: Automorphism keys (autk;)(i-1)e[log,(n)] With autk; =
RLWENC (s(x2'+1))
Output: RLWE Sample oyt = RLWEL 2 (p;)
1: Cout <~ ((ZN)_I (mOd Q)) e X
2. for i « log,(N) to 1do
3 Write ¢yt = [, b]
4| Let i, : p(X) > p(X2H)
5: Cout < Cout + AUt(cout: ¢2i+1, aUtki)
6: return cyyt

THEOREM A.12. Letc = RLWE;V’Q(p) be a RLWE sample with
noise variance o2, and j € Z be an index. Let (autk;) (i-1)e[log, (N)]
be a set of automorphism keys for all Yyi1 : P(X) — p(Xzi“) with
autk; = RLWE(s(Xzi“)) and such thatcrazutk denotes their noise vari-
ance. Then, on input c, j, (autk;) (i-1)e[log, (N) ], Algorithm 14 outputs
a RLWE sample cout = RLWE;V’Q(pj) with variance o , such that

cex,

o-gext < o-c2 + N2 : O-azutk'

Proor. We note that for i = 0, ,:,; would not be an auto-
morphism as ged(2, 2N) # 1 hence it is excluded from the set of
automorphisms we consider. We leave the explanation of the mul-
tiplication by (2N)~! for the end, and note that in Line 1 the j-th
coefficient is rotated to the constant coefficient.

Then, we establish correctness inductively and show that in

iteration i, it holds that

Cout + AUt(Couts i 41, autky) = RLWEL 2 (p®),
with

240 logy (N) —i+1
. s og: —i+1;
p(l) = Z zlogz(N) L pzlﬂgz(N)—iﬂj . )(2 2 I,
j=0
We start at i = log,(N) and note that a1 : p(X) — p(XNH) =
p(—=X), i.e. the sign in front of the polynomial coefficients with odd
indices are flipped. Hence, we have that p](.l) =pl+) 4 (—l)jpj(.m)
and the claims holds. Next, we write
p(i) — p(i+1) + %iﬂ (p(i+1))

2i-1

_ oG+t logy (N) —i Jlogz (N) -i+1;
=p oy z{; 2log2(N) Plogy (N)-i; - X J
=
2 i logy (N)—i
_ (i1 it N)-i 2t41)-2'982 t
—p(’ ) 4+ Z ologa (N) lpzlogz(N)—ij . x( ) Jj
J=0
2 logy (N)—i
_ (it logy (N) —i j o y2082(N)=i;
=pl+D) 4 Z; ology (N) lpzlogz(N)—ij (-1 - X j
=

From the last line, it is obvious that every second coefficient is
cancelled out, proving the claim. Finally, we note that in the final
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iteration i = 1, we will have a factor of 2N in front of the constant
(and only) coefficient. To correct this, we multiply the ciphertext by

((2N)™! (mod Q))
before entering the loop. To prove the statement on the output
variance, first we note that the soundness proof also applies to the
input error term, i.e. the input error is not amplified. Next, at every
iteration a new error term is introduced through the automorphism
evaluation procedure, which is later on combined with itself. As
mentioned earlier, the independence heuristic does not apply here
and therefore at each iteration is previous noise is amplified by a
factor of 4 as here Var[e + /()] < 4 Var[e]. The additive variance
term then stems from the log, (N) applications as 4°%2(N) = N2, o

Next, we come to the LWEtoRGSW procedure in Algorithm 15
and we discuss its soundness in Theorem A.13.

Algorithm 15 Scheme switching: LWEtoRGSW : LWEX Z X

(RLWE’)l82(N) 5 (RLWE’) x RGSW" — RGSW
LWE sample ¢ = LWE?’ZN(b, N)

Input:

Input: Output RGSW basis L, digits [ = [logL(Q)]

Input: Automorphism keys (autk;)(i-1)e[log,(n)] With autk; =
RLWENC (s(x2'+1))

Squaring key sqk = RLWE;N’Q(ﬁz)

Input: Blind-Rotation key (evk;);e[,] with evk; = RGSW(5;)
Output: C = RGSW(b)

1 ce—c+ [6, %]
-1 L% N/I-1 i

1L, Zj:O XJ

Input:

P — Zi=0 >
. acc « [0,p]
. acc < BlindRotate(c, acc, evk)

:fori—O0tol—-1do

acc® « ExtractCoef (acc, i- % (autki)(,-,l)e[logz(m])

[- RS BTN S Y

3

acc® — acc® +]o, LTI]

8: Write acc? = [a®, 5]

9: acc() [b(i), 0] +sqk® a®

10: Set C = [[acc(*’o), e acc® DT [acc©) acc(l’l)]T]

11: return C

THEOREM A.13. Letq = 2N, I = [log; (Q)] andc = LWEg’ZN(b, N)
[@,(d,5) + Nb + e] with |e| < % Furthermore, let (evk;)ic[n] be a
blind-rotation key and sqk = RLWE;N’Q (5?) be a squaring key. Then,
Algorithm 15 on input c, L, sqk, (evk;);e[n] outputs a RGSW sample
C = RGSW;, (b) with variance

2 lIslleo 2 2 2
o <N- (), + Oext) + 05gs
2 2 2 ; ; ; ;
where Opp, Ocorss Osq are the noise variances introduced by blind-

rotation, coefficient extraction and the RLWE-prime product with the
squaring key.

Proor. We start by showing correctness. First, note that in Line 4,
we have i
acc = RLWEN 2 ((-1)PX~¢ - p),
————
—q
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e+ L =e+

i % > 0. Therefore, it follows that

where é =

i
Vi<l:qi# =(—1)”-?
and in Line 7, the relation
accV = RLWE?’Q(b LY
holds by the correctness of Algorithm 14. Next, note that
acc®™) = [p¥,5] + sqk @ a?
=[aPs+b-L +e?, 5]+ RLWENQ(s? - )
ZRLWENC (—aWs2 —p. L 5 — e . 5) + RLWENQ (52 . o))
LRLWENCQ (b LT - g),

where ¢() is the noise polynomial of acc”). Finally, we have ob-
tained for all i, RLWE;V’Q (b-L") and RLWE;V’Q (=b-Lis) from which
we can assemble the desired RGSW sample. For the output variance
we note that acc”) has a noise variance of

2
+ Ogys-

o? < air
When acc®? is constructed, we first swap the role of b(*) leading
to an implicit multiplication by s, the result of which is added to

sqk ® a¥ and the output variance follows. O

A.1.5 Large Precision Bit Decomposition. In this section, we de-
scribe the approach for our large-precision bit decomposition algo-
rithm. First, we recall the homomorphic floor function and large-
precision digit-decomposition procedure from [72]. Briefly, these
procedures are prefixed by "large-precision” as they operate on
significantly larger ciphertext and plaintext modulus compared to
conventional settings in which accumulator-based FHE schemes
are used.

We start by introducing the modulus switching functionality in
Algorithm 16 with a soundness discussion in Theorem A.14. In the
context of fully homomorphic encryption, the modulus switching
procedure is commonly combined with blind-rotation and key-
switching to derive a bootstrapping procedure as the output vari-
ance of Algorithm 7 is independent of the input. The homomorphic
floor function described in Algorithm 17 relies on this property
to elegantly round the (large) plaintext to a multiple of a small
ciphertext modulus g. The soundness of the procedure is discussed
in Theorem A.15.

Algorithm 16 Modulus Switch ModSwitch : LWE — LWE

Input: (Implicit) Input modulus Q
Input: (Implicit) Output modulus ¢

Input: LWE sample ¢ = LWE;’Q(m, %) = [a9), b Q)] under mod-
ulus Q
Output: LWE sample oyt = LWEg’q(m, %) under modulus ¢

1y — {g .a<Q>]

q
2: bq — I_Q . b-‘
3: Cout [aqa bq]
4: return cq ¢

> Applied component-wise
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THEOREM A.14. Letc = LWE;’Q(m, %) =[3Q,pQ

Q e] with error variance o?. Furthermore, we assume thats €

Sm+

= <a(Q)’§>+

{ 1,0,1}". Then Algorithm 16 outputs a LWE sample coyt = LWEQ U(m, 1)

with noise variance

4)

: [IS113 + 1
ofut < (%) o+ #

Proor. We start by writing out the decryption function and
multiplication by %:

b<Q>—<Zi(Q),§>=%m+e+k~Q
— &y~ (@9.3))- L. (gm+e+k.g)
gm+%e+k q.

In the last equation, the factor in front of the error term e explains
the scaling in front of ¢ in Equation 4, but it does not include the
effect of rounding. As we assume that Q) is distributed uniformly,
so is the rounding error over [—1 2 ] Then, n + 1 such errors occur;
1 for Q) and n for Q). As the latter are summed up, this leads to
an error term following an Irwin-Hall distribution? of variance %t
However, the errors are multiplied component-wise by the entries
of 5, i.e. only occur whenever s; # 0 and lead to the additive term
in Equation 4. o

Algorithm 17 Homomorphic Floor: HomFloor : LWE x{T, L} X
RGSW”" x LWE™¢ — LWE

LWE sample ¢ = LWE;’Q, (m) (mod Q") withm =m-q+
m-a,q|Q’

Flagb e {T, L}

Blind-rotation key (evk;);c[n] with evk; = RGSW(5;)

Input:

Input:
Input:
Input: Key-Switching key (ksk; ;)i j)e
LWEZ?(Vecs]; - L)

Input: (Implicit) Error bound f
Output: coyt = LWE;”Q (m,q) (mod Q)
1: Define fuss(x) = [x < q/2] - & - 4

: Define fi4(x) = gx

: ¢/ —c+[0,4] (mod q)

: cmsp «—— EvalNegLUT(c’, evk, fuss)

: CMSB KeySwitchlg'i/\E/ec[s](cMSB, ksk)

| with ksk; ; =

[n]x[I

: CMSB ¢ MOdSWitChQHQ'(CMSB)
1 —c—cmss — [0, 4] + [0, ]

: ¢} < c; (mod q)

Cig — EvaINegLUT(c;,evk fid)
Cig «— KeySW|tcheéVeC[5] (cig ksk)
Cid < MOdSWltChQHQ/(CMSB)

+ Cout <~ €1 — Cid

. if b then

: ‘ return cqyt, ¢’

: else

16: L return cyy¢

O 0 N U W

[ T = S S S
[ N =)

3This distribution converges to a Gaussian for sufficiently large n and we will treat it
as such

12 °
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THEOREM A.15. Letc = LWE;’Q’(m) =[a,b =(as) +m+e]
such thatm =m-q+m-a and q | Q'. Furthermore, let § denote a
bound on the absolute error in the output of negacyclic LUT evalua-
tion, followed by key- and modulus-switching. If |e| < f < §, then
Algorithm 17, on inputc, F € {T, L}, (evk;)ie[n], (kski j) (i j)e[n]x[¢]>
returns a LWE sample cout = LWE;’Q/ (1, q) with noise term bounded

by . Furthermore, if F = T, the remainder ¢’ = LWE;”Q'(m, Q) is
also returned.

Proor. First, we note that the addition of f in Lines 3 and Line 7
are to ensure that the errors are negative and to avoid underflow
effects, i.e. instead of |e|] < f we now have 0 < e + f§ < 2f3. Then, we
can observe that ¢; in Line 7 is a LWE sample of m-q+m-a— %mMSB
with an error term e; bounded by e; < 4f. Hence, ¢ is a LWE
sample of - a — %rﬁMSB (mod q) with the same error term, and
we note that the most significant bit of ¢] is 0. Consequently, we
are not restricted to negacyclic functions in the next application of
Algorithm 13 using ¢] and recall that in Algorithm 13 the function
is applied to the phase of the LWE sample, i.e. m + e instead of
just m. Therefore, when we then evaluate the identity function, the
output corresponds to the message added to the error of ¢ and by
extension c;. Intuitively, the purpose of this step was to "rescale” ]
to the same modulus as ¢;. Consequently, coyt is an LWE sample of
m-q, as m-a and the original error of ¢; are cleared by subtraction of
ciq and the remaining error term is bounded by § and the statement
follows. O

Using Algorithm 17, it becomes easy to derive a digit-decomposition
method which we describe in Algorithm 18 for which we briefly
discuss its soundness in Theorem A.16.

Algorithm 18 Large Precision Digit-Decomposition: LPDD
LWE x RGSW” X LWE™! — (LWE)'°8q/ac(Q")

LWE sample ¢ = LWE?’Q/ (m)
Blind-rotation key (evk;);c[»] With evk; = RGSW(5))

Input:
Input:

Input: Key-Switching key (ksk; ;)i j)e[n]x[¢] With ksk;; =

LWEZ?(Vecls]; - L)
Output: LWE samples c(u) = LWE"q(m(‘) a) withm =3, m@ .
(q/a)

1: i< 0
2: while Q" > g do
(i)
out

¢ < ModSwitchg/ 407 /4(c.])

3 x[e])
4

50 Q' —aQ'/q

6.

7

C|-]> Cout < HomFloor(c, T, (evki)ie[n]» (kskij)(ij)eln]

fe—i+1
: return (c(()L)t)iEIqu/a(Q’)

THEOREM A.16. Letc = LWE;”Q/(m) =[a,b =(a5s)+m+e]
such that m = m - q + m - a. Furthermore, let  denote a bound
on the absolute error in the output of negacyclic LUT Evaluation
followed by key- and modulus-switching. If ||5||?
that the modulus switching noise in Line 4 is bounded by f with

overwhelming probability and |e| < p < §, then Algorithm 18, on

,a,q are chosen such
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input c, (evk;)ie[n], (kski ;) (i,jye[n]x[e] outputs LWE samples of the
digits of m in base q/a, with noise bounded by f.

ProOF. By Theorem A.15, the first iteration will return the two
ciphertexts, one corresponding to an encryption of « - m rounded to
the next multiple of g and another encoding the significant digit i.e.
a-m (mod gq) . Then, through our assumption regarding the mod-
ulus switching error, we maintain the loop invariant that the noise
term is bounded by f after each modulus switch. Simultaneously,
the modulus switch shifts the bits of the message by log,(q/a) or, in
other words, moves the next digit in front of the « scaling factor: re-

callthatc|.| = LWEf’Q’ (q- l%]). Then at the end of the while loop,

Q. Q'
we have that ¢ = LWE a (“ -q- {m?’ﬂ) = LWE:’ 7 (a- l%a-l)

(mod %). The claim follows. O

The digit—decomposition procedure requires 2 blind rotations
per digit in basis ~. As we desire a bit-decomposition, we aim for a
basm =2 1mply1ng that we require 2 - log,/,(Q") = 2 - log,(Q");
a 51gn1ﬁcantly larger amount than for a basis e.g. equal to 16 or
32. To optimise the bit-decomposition, we will recall that a bit-
decomposition for an LWE ciphertext modulo ¢ = 2N in fact re-
quires only a single blind-rotation, which we show in Algorithm 19
with corresponding proof in Theorem A.17. We finally perform the
large-precision bit-decomposition by first applying Algorithm 18
using a large basis, and then perform a decomposition using the
specialized bit-decomposition procedure on each previously ob-
tained digit. Algorithm 19 gives the bit-decomposition procedure
and we prove its correctness in Theorem A.17.

THEOREM A.17. Letc = LWEZ(m, @) = [d,b = (@.5) +a-m+e]
forq = 2N ands € {0, 1}. Furthermore, let (evk;)ic[n] be a blind-
rotation key i.e. evk; = RGSW(S;), and (kskl—j)(”)e[N]Xm a key-
switching key ksk; j = LWE?’Q(Vec[ 1i - LY). Ifle] < B < &, then
Algorithm 19, on input c, (evk;)ic[n], (kski j) (i j)e[n]x[¢] anda target
output modulus q', returns LWE samples coyt; = LWE;’ql(b,, %) such
that m = Y,;_, b;2" and with variance

2
2 2 2 2
Opg < (?) (N'Jbr"'oks)"'oms'

PRrOOF. We start by showing that acc() = RLWE;\]’Q(%bi +1()

for some homogeneous polynomial t(). We note that after Line 4
it holds that

2N q
acc = RLWE (—9 p- X‘T”“(E*m))

Q-

2N -
= RLWE (—— -p-XNbO_Tm_e),

'S

where € = (e + %) with € > 0 by the assumption on e (interpreted
over Z). For the case i = 0, by definition of b, it then follows that

N-1
. N - =
acc-b© = RLWEN2 (—% Sy X vabO*sz*E)

o XA _2N ;s
:RLWE(—Z~(IZ:(;X)-(—1)I’0<X 7 )
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Algorithm 19  Bit-Decomposition
LWE x RGSW" x LWE™ ! xZ — LWE"°82 9/«

Input: LWE sample ¢ = LWE;’q(m, a),a=1
Input: Blind-rotation key (evk;);c[,] with evk; = RGSW(5;)

BitDecomp

Input: Key- Switching key (ksk; ;)i j)e[nix[e) With ksk; ; =
LWEY© (Vec[s]; - 1Y)

Input: Output Modulus ¢’

o _

out

Output: LWE samples (Cout,i)ielog, (q/e)] With ¢
LWE"q (b, L

1 c—c+ [0 —]
2 Setp «— ZZN/“ ¢

1’2

3: acc « [0, ——p]
4: acc < BlindRotate(acc, c, evk)
5 00 — (TN X /p
6 acc® «— acc-b©® + [o, %]
7: acc «— 2 -acc
8: for i < 1tolog,(q/a) —1do
; . N.;
oo b~ 3i_ X2
10: | acc® « acc-p®
11: for i < 0 tolog,(q/a) — 1 do
12: ¢ — SampleExtract(acc(i) 0)
13: ¢« KeySWItcha ](c ksk)

14: Couti ModSwntchQﬁq ()

15: return (Cout,i)ie[log, (q/a)]

Since i < £, it holds that TN ¢ < N and therefore
acc -b(® *RLWE(( 1P . +r<°>)

= acc-b® +

] = RLWE ( =4 r<°))

For i > 0, from Line 7 it holds that
acc =2 - RLWE (—% p- X‘@m‘é)

= RLWE (% p- X‘¥'h_é) )

We note that the negation disappeared. This stems from the fact
that 2- J_r% = % (mod Q) if Q is even. In the case where Q is odd, it
is true that —% and % differ by an "error" of 1 which we move into
the error term. Likewise, since the most significant bit of m would
induces a sign-flip (c.f. case i = 0) we can now simply replace m
by m in the exponent. Then, note that (b(i))j = 1iff. the i-th most
significant bit of j is 1. Then, for any i we have that

Q .y x-2e)
2

acc'?) = RLWE
For simplicity, first assume € = 0,p = 1, then it is easy to see that
the constant term of %b(i) -X*%’h’é if %b,—. However, since € # 0
is general, we must encode values into blocks justifying the choice
p= ZZN/ a-l xi, Finally, soundness follows from the correctness
of sample-extraction, key-switching and modulus switching. Re-
garding the output variance, we note that for any i, |[b®|]p < N
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and ||bg) < 1. The output variance then follows from Theorem A.5,
Theorem A.10, Theorem A.6 and Theorem A.14. m]

We can now give the large-precision bit-decomposition pro-
cedure in Algorithm 20 and corresponding discussion in Theo-
rem A.18.

Algorithm 20 Large Precision Bit-Decomposition: LPBD
LWE X RGSW2*" x LWEZX"X! 5 (LWE)lo82(Q"/a)

Input: LWE sample ¢ = LWE_<0) (m, a)

Input: Blind-rotation key (evkj ))je[n],i € {0,1} with evk;i> =
RGSW(5(”;s())

Input: Key-Switching key (kSk](-fli)(j,k)E[N]X[[]s i € {0,1} with

ksk(’) = LWE{‘(’)Q(Vec[s@)]j Lk 1)

Input: Output modulus ¢’

Output: LWE samples c‘()u)t = LWE'fq (b, L 2 ) withm =3, b; - 2!
1= (€i)ieflog, (0')] < LPDD(c, evk(o),ksk(o))

2: for i < 0tolog,(Q’) —1do

3: t (CU)JE[lng(q/aﬂ — BitDecomp(c;, evk™, ksk™, ¢)

4: Set Cout 204 = 11

5: return (Cout,i)ic[log,(Q’/a)]

THEOREM A.18. Letc = LWE;”q(m - &) and evk® | ksk(® respec-
tively be blind-rotation and key-switching keys such that
o The correctness criteria from Theorem A.16 hold.
e For the output modulus q¢'® of Algorithm 18 it holds that
g =2ND where N s the ring dimension of evk(V.
o The digits returned by Algorithm 18 fulfil the requirements for
inputs to Algorithm 19 as outlined in Theorem A.17.

Furthermore, let evk'"), kskV be blind-rotation and key-switching

keys, andq’ be an output modulus. Then, on input ¢, evk(®), evk(l), ksk(©,

ksk®, q’, Algorithm 20 outputs ciphertexts coyt; = LWET(‘II) (b; - %,)

with variance
2 _ 2
Olpbd = Oba-

ProoF. We note that under the stated requirements of the the-
orem, correctness follows immediately as we simply chain Algo-
rithm 18 and Algorithm 19. Furthermore, the output ciphertexts
are simply the outputs of Algorithm 19 hence the variance claim
follows. O

For the sake of completeness, we note that, although we require
different blind-rotation keys in Algorithm 20, is it strictly speak-
ing not necessary but reflects possible optimizations achieved by
selecting different parameters.

A.1.6  Selector Construction. We have now defined the procedures
necessary to construct the RGSW samples required to perform
Phase 2 and Phase 3 in Respire/Pirouette: we first use Algorithm 20
and apply Algorithm 15 on the results. In this part, we discuss
how to obtain the selectors required for Phase 1. The algorithm to
construct the corresponding selectors is given in Algorithm 21 and
we prove its correctness in Theorem A.19
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Algorithm 21 Phase 1 Selector Construction: SelCon
(RGSW)l&2() 5 (RLWE')N
Input: RGSW samples (C(i))ie[v]] C =RGSW(b;)
Output: (acci{j)t)je[gvl] = RLWE;N’Q([j =3, b;2'])

11— RLWEN9(1)

> Can be constructed without knowing s

2. SO  [1]

3: fori— O0tov; —1do

4 S(i+1) — [ ]

5 for j — 0to |S?W|—1do

6: c = SWj]

7: R c-i-Dge > R applied component-wise
8: el —1-cR

9: S+  8(+1) concatenated with [cf, cX]

10: (aceN)jeny < S
11: return (accéﬁ)t)ie[zw]}

THEOREM A.19. Let C) = RGSW(b;),i € [v1] be a set of RGSW

samples of bits. Then on input C\D, Algorithm 21 outputs acct) =

out
RLWE;N’Q([j =3, b;2']) with variance
o’ < O'é

selcon =

where o2 is the noise variance induced by the external product (i.e.
Algorithm 5 )

Proor. We show correctness by proving the loop invariant

j=zi:bk2k )

S [j] = RLWELN (
k=0
We proceed inductively. In the case i = 0, we have that

SW = [l ¢R]
=[1-c"m DV gecmVre]
= [RLWENQ (1 = by - 1), RLWELN 9 (by - 1).]

and the claim holds. For i > 0, fix any j and note that the inner
loop constructs:

S [2j1, 80V 2 +1]
=[c", R

=[1- ci-1-0) g g [j],C(Vl_l_i) r SO 1l
i-1
j= Zbkzk
k=0
i-1
j= Zbkz" ) RLWE’NQ(
k=0
i-1
2j+1 :Zbkzkj),RLWE;N’Q(
k=0

2j:Zbk2k

k=0

=[1-cM =) g RLWENC (

=[1-RLWENC (bi .

-2
zj+1=Zbk2kDJ

k=0

2j+1 =Zl:bk2"])],

k=0

=[1- RLWE;N’Q(

= [RLWEN? (

), RLWENC (

where in the last step we used the fact that the least significant
bit of 2j + 1 is 1, and correctness holds. For the output variance,
we note that every leaf is the result of v; external products using
RGSW samples of bits and the result follows. O

),C‘VI*H’ ® RLWE;NQ( j=

Ebkzk‘)]
oy
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Algorithm 22 PIROUETTE

. o= nq
Input: ¢ = LWE, (m, a)

Input: Database (dbi,j)(i,j)g[zlv]x[zvz] e R, i€ [2"],] € [2%]

Input: Key material kmg;, for high-precision bit decomposition.

Input: Key material kmg,,;s., for LWEtoRGSW

Input: Ring switching key rswk including compression moduli
01€Z
Output: accoy = RLWEQJ’Q(m)

1: (Cti)ie[v] «— LPBD(c, kmdig)
: (Ci)iEIN] — LWEtORGSW((Cti)iE[nu]s kmswitch)
o (selj)jerzv < SelCon((Ci)ie[n])
: V] tacC_yj < Zi seli ® dbi’j
:fori=0toi=v,—1do
: for j=0toj=22"""1_-1do

t acc;j < CMUX(C"* ™ ace;y j, ac;_y juom-i-1)

acc’ « accy,_1p
:fori=0toi=v3—1do

9: | acc = CMUX(C"*%+=1 acc’, ace’ - X% 171)
10: acc] «— ModSwitchgp_,, (acc”)
11: aCCout,0; ¢ RingSwitch(acc], (sel;) e[
12: return accgyt

RN N

=

A.1.7  PIROUETTE. To complete the section on correctness we write
out the PIROUETTE routine in full. For the sake of completeness, we
note that in Respire [27], an additional modulus switch is applied
on the right-hand side of the result RLWE sample. The authors
refer to it as split-modulus switching. This technique has previously
been introduced in [24] as ciphertext shrinking, utilized in order to
compress ciphertexts. As this step, if performed properly, does not
affect correctness we refer the reader to the article.

THEOREM A.20. Letc = LWE'Sf,”Q/ (m, a) be an LWE sample of the
index. Furthermore, let kmg;, be the key-material for high-precision
bit decomposition, kmg.irch, be key material for LWEtoRGSW, rswk
a ring-switching key and Q, € Z be two compression moduli. Then,
Algorithm 22, on input ¢, kmg;g, kmgyisen, rswk, Q1 returns a RLWE

sample encoding the record accoyt = RLWE?‘Q(rm) and with vari-
ance

2

[of <Q1
out = =5

QZ

rswitch

n 2 W+ 2 2 2
(2 lpLPO'sel—con +2 Uswitch) +0,+0

where

o Ly, ¢, are the RLWE’ selector basis and digits.

o o a? are the variances of selector construction and

sel—con’ ~switch
scheme switching respectively. Furthermore, recall o? <
) sel—con
vi- o—switch‘

e o2, is the modulus switching variance.

° q? is the variance induced by ring-switching.

rswitch

Proor. Correctness follows from the correctness of the sub-
routines and Respire. The output variance follows from the ap-
plication of Theorem A.1, Theorem A.19, Theorem A.14, Theo-
rem A.9 O
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A.2 Security analysis of PIROUETTE

Circular security assumes that CPA security holds even when en-
cryptions of (functions of) the secret key are provided. This as-

sumption is essential for FHE schemes [23, 26, 35, 47, 48, 53] that
support key switching or bootstrapping, as well as for FHE-based

applications, including the previous PIR schemes [1, 4, 6, 27, 44, 50,

58,59, 69, 73, 79, 80, 82, 88]. In [79], circular security is referred to as

key-dependent message (KDM) security. We adopt this terminology
and present their definition as adapted from [17].

Definition A.21 (KDM Security [17, 79]). Let 2 = (KeyGen, Encrypt)

be an encryption scheme with message space M. Let ¥ be a set of
functions from M to M. Then ¥ satisfies #-key-dependent mes-

sage security (¥ -KDM security) if for any probabilistic polynomial-

time adversary A, it holds that

Pr[A% k) (14) = p] - % < negl(Q),

where sk < KeyGen(1%), b <$4{O, 1}, and on input f € F, the oracle

Oy samples r & M and responds with Encrypt(sk, f(sk)) if b =0
and Encrypt(sk,r) if b = 1.

For PIROUETTE security, we consider the following families of
functions over Zg and Rp.

o Let Fycar = {r = a-r: a € Zy} denote the family of scaling
functions over Z.

o Let Fyuaa ={r— ao +ayr + aar? g, a1, a5 € Zg} denote
the family of quadratic functions over Rop.

o Let Four = {r » k-0y(r) : k € Zp,i € N} denote
the family of scaled automorphisms over Rp, where o; :
m(X) — m(X") denotes an automorphism in the Galois
group Gal(%/Q).

THEOREM A.22 (SECURITY OF PIROUETTE). Suppose LWE encryp-
tions with message space Zq are IND-CPA secure and F scqi-KDM
secure. Suppose RLWE encryptions with message space Ry are IND-
CPA secure and KDM secure with respect to the family of F guqa and
F aur- Then our construction in Section 4.1 satisfies query privacy when
we model the PRG as a random oracle. Precisely, for any database

parameter ppy, = ppqy(A) and any probabilistic polynomial-time

adversary A, it holds that

PAOR) (1, evk) = b] — | < negl(2),

where (sk, evk) « Setup (1%, PP4p): b <i{0, 1}, and the oracle Oy (sk,
idxo, idx1) outputs Query(sk, idxp).

The proof proceeds with a hybrid argument:

e Hyb,: This is the real query privacy game. The challenger
samples (sk, evk) « Setup(1%, ppy,) and gives evk to A. Specif-
ically, the challenger samples sk that consists of LWE se-
cret key § and RLWE secret keys, as well as evaluation
keys for FHE procedures including high-precision bit de-
composition, LWEtoRGSW conversion, and response com-

pression. The challenger samples a random bit b i{O, 1},and
replies to the adversary’s queries (idx, idx;) with (a,b) «
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Query(sk, idxp), where the a part is generated from a uni-
formly chosen PRG seed and b = (a,5) + A - idx, + € mod g.
Then the challenger sends this PRG seed and the b part to
A. At the end of the experiment, the adversary outputs a bit
b’ € {0,1}. The experiment outputs 1if b = b".

e Hyb,: Same as Hyb, except that the challenger substitutes
the evaluation keys evk for values sampled uniformly at
random from their domain.

e Hyb,: Same as Hyb, except that the challenger replies to
each adversary’s query with (a, b), where a is derived from
the PRG and b & Zq is uniformly sampled instead.

Let Hyb,(A) denote the output of the experiment Hyb, with
adversary A. By construction, the adversary’s view in Hyb, is

completely independent of the bit b. Therefore, no adversary can
do better than guess a random bit, i.e.

[Priyby() = 1] = 3

for all adversaries A.

It remains to show that for i = 0, 1, the outputs of Hyb, (A) and
Hyb;,, (A) are computationally indistinguishable for any proba-
bilistic polynomial-time adversary A.

LEMMA A.23. Suppose that the LWE instance is secure. Then for

any probabilistic polynomial-time adversary A, Hyb, (A) and Hyb, (A)

are computationally indistinguishable if we model the PRG as a ran-
dom oracle.

ProoF. Suppose there is a probabilistic polynomial-time adver-
sary A such that |Pr[Hyb1(7I) = 1] — Pr[Hyb,(A) = l]| > € for
some non-negligible e. We use A to construct an algorithm 8 that
breaks the LWE security*:

(1) The LWE security challenger starts by sampling s « yxey.
(2) Algorithm 8 samples the evaluation keys evk for values
sampled uniformly at random from their domain.

(3) Algorithm B samples a bit &{O, 1}. When A makes a
query (idxo, idx;), algorithm B queries the encryption oracle
on idxg to obtain the encoded query ct. It replies to A with
ct.

(4) Finally, algorithm A outputs a bit f’ € {0, 1}. Algorithm B
outputs 1 if f = " and 0 otherwise.

Let b € {0, 1} be the bit of the LWE challenger samples.

e If b =0, then the challenger replies to 8’s queries with the
encryption of the queried message. In this case, 8 perfectly
simulates Hyb, if we model the PRG as a random oracle. As
such, B outputs 1 with ’Pr[Hybl(ﬂ) = 1]| and outputs b =0
with probability 1 — |Pr[Hyb1(ﬂ) = 1]|.

o Ifb = 1, then the challenger replies to 8’s queries with a pseu-
dorandom a and a random b € Z. In this case, B perfectly
simulates Hyb, and outputs 1 with |Pr[Hyb2(.?l) = 1]|

4LWE security in the random oracle model: the challenger always picks a using the
random oracle.
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Thus, the algorithm 8B outputs b with probability

Pr[B(1") = b] -%

='1(1 — Pr[Hyb, (A) = 1]) + ~Pr[Hyb,(A) = 1] - =| = <.
2 2 2 2
O
LEMMA A.24. Suppose the LWE encryption with message space Zg
is F sca1~KDM secure, and RLWE encryption with message space R
is KDM secure with respect to the family of ¥ quaa and ¥ au:. Then
for any probabilistic polynomial-time adversary A, Hyb,(A) and
Hyb, (A) are computationally indistinguishable.

Proor. First, the key-switching keys in Bi tDecomp (Algorithm 3)
are LWE encryptions of scaled secret keys. The reduction can simu-
late these elements using the KDM oracle (by querying on functions
in 7:scul )

Next, the bootstrapping keys in BitDecomp (Algorithm 3), to-
gether with the bootstrapping and squaring keys in LWEtoRGSW,
are RLWE encryptions of linear and quadratic functions of secret
keys. The reduction can simulate these elements using the KDM
oracle (by querying on functions in ¥ gy4q)-

Finally, the automorphism keys in LWEtoRGSW and in response
compression are RLWE encryptions of scaled automorphisms of
secret keys. The reduction can simulate these elements using the
KDM oracle (by querying on functions in ¥ g,).

Therefore, we conclude that Hyb,(A) and Hyb, (A) are compu-
tationally indistinguishable. O

THEOREM A.25 (SECURITY OF PirourTTE!). Suppose LWE en-
cryptions with message space Zq are IND-CPA secure and F scq1-KDM
secure. Suppose RLWE encryptions with message space Ry are IND-
CPA secure and KDM secure with respect to the family of ¥ quaa and
F aut- Then our construction in Section 4.2 satisfies query privacy when
we model the PRG as a random oracle. Precisely, for any database
parameter ppy, = ppqy,(A) and any probabilistic polynomial-time
adversary A, it holds that

1
Pr[A% ko) (14 evk) = b] — S| < negl(2),

where (sk, evk) « Setup (17, PP4p), b <i{0, 1}, and the oracle Oy (sk,
idxo, idx;) outputs Query(sk, idxp).

The proof proceeds with a hybrid argument:

e Hyb,: This is the real query privacy game. The challenger
samples (sk, evk) « Setup(1%, ppy,) and gives evk to A. Specif-
ically, the challenger samples sk that consists of LWE secret
key § and RLWE secret keys, as well as evaluation keys for
FHE procedures including LWEtoRGSW conversion and re-
sponse compression. The challenger samples a random bit
b (1{0, 1}, and replies to the adversary’s queries (idxo, idx;)
with {@a3, b1) Yie[olog (N)-1] <
Query(sk, idxp), where {a;}ic[o,l0g (7)-1] is generated from
a uniformly chosen PRG seed and I;i =(a;,8) + A -idxp; +

iigo(N)_l idxp,; - 2. Then the chal-

lenger sends this PRG seed and the {l;i} ic[olog (N)-1] part to

e mod q where idx, = )
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A. At the end of the experiment, the adversary outputs a bit
b’ € {0,1}. The experiment outputs 1if b = b".

e Hyb,: Same as Hyb, except that the challenger substitutes
the evaluation keys evk for values sampled uniformly at
random from their domain.

o Hyb,,...,Hyby, ..., Hyb, (n).1: Same as Hyb, except that

the challenger replies to each adversary’s query with {(a;, bi)}ie [0,log (N)—1]>

where b; & Z4 is uniformly sampled for i € [log(N) +1 -
k,log(N) —1].

Let Hyb,(A) denote the output of the experiment Hyb, with
adversary A. By construction, the adversary’s view in Hyb,,y (541
is completely independent of the bit b. Therefore, no adversary can
do better than guess a random bit, i.e.

1
Pr[Hybjyg (ny+1 (A) =1]| = 3

for all adversaries A.

Similar to Lemma A.23 and A.24, for each i € [0,log(N)], the
outputs of Hyb, (A) and Hyb,_, (A) are computationally indistin-
guishable for any probabilistic polynomial-time adversary A. The
proof follows analogously and is omitted for brevity.
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