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Abstract

Training deep neural networks often needs large datasets stored
and processed in the cloud, and in sensitive fields like healthcare,
these workflows must follow strict privacy rules. Split Learning
(SL), a framework that divides model layers between client(s) and
server(s), is widely adopted for distributed model training. While
SL reduces privacy risks by limiting server access to the full param-
eter set, previous research has identified that intermediate outputs
exchanged between server and client can compromise the client’s
data privacy. Homomorphic encryption (HE)-based solutions ex-
ist, but they often impose prohibitive computational burdens. To
address these challenges, we propose CURE, a novel system based
on HE for the single-client setting that encrypts only the server
side of the model and optionally the data. CURE enables secure
SL while substantially improving communication and paralleliza-
tion. We propose packing schemes for efficient execution of deep
learning algorithms and generalize them to MLPs and convolu-
tional models, enabling the evaluation of large architectures using
our implementations, such as ResNet blocks. We demonstrate that
CURE can achieve similar accuracy to plaintext SL, while being
up to 210x more efficient in terms of the runtime compared to the
state-of-the-art privacy-preserving alternatives. Finally, we propose
a novel estimator that enables efficient use of HE in SL settings by
recommending an optimal server-client split.

Keywords

Split learning, homomorphic encryption, outsourced learning, privacy-
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1 Introduction

Big data has been a key driver of machine learning (ML) advance-
ments, enabling the training of more complex models. However,
massive datasets create storage and processing bottlenecks, making
local computation on standard machines impractical. Additionally,
handling big data raises privacy concerns due to sensitive informa-
tion. Collaborative ML enables multiple parties to train a machine
learning model without sharing raw data or the model itself. The
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most popular collaborative ML techniques include federated learn-
ing [32, 33] and split learning [21]. Federated Learning (FL) enables
multiple parties to train a machine learning model without sharing
their local data directly. Instead, they share local model updates
with a central server, which aggregates these updates to train a
global model. Split Learning (SL), on the other hand, splits the
neural network (NN) architecture into client-side and server-side
models. Thus, it facilitates the training of NNs without sharing
the data and/or labels with the server. SL is especially useful in
asymmetrical computational resource settings, where clients may
lack significant computational power.

Although FL and SL reduce privacy risks by restricting the
server’s access to raw data or segments of themodel, recent research
demonstrates that the client’s intermediate model updates, i.e., the
gradients shared with the server, can still inadvertently leak the
training data or the labels [13, 15, 16, 24, 44, 46, 55, 57, 58, 88]. Re-
searchers focused on developing new defense strategies to mitigate
this leakage in FL using differential privacy (DP) [1, 45, 73, 85, 86],
homomorphic encryption (HE) [14, 28, 70, 71], or secure multiparty
computation (MPC) [25, 65, 79, 81, 82, 91, 94, 95]. Tomitigate various
adversarial attacks in SL, several works rely on DP [3, 76, 78, 84, 87].
However, DP-based learning requires low privacy budgets, result-
ing in lower accuracy [64]. Some works employ outlier detec-
tion [11, 12]. Another line of research employs HE for encrypted
training or inference [29–31, 59]. While Pereteanu et al. integrate
HE for inference tasks in SL [59], most efforts to improve privacy fo-
cus only on U-shaped SL, where the neural network is divided into
three segments: the client handles the initial and final layers, while
the server processes the intermediate layers [29–31]. This setting
assumes that the client holds its own data and labels, necessitating
sufficient storage and computational capacity on the client side.

In this work, we focus on privacy-preserving training in SL
framework with a single client and a single server, where the server
has access to the samples and the client holds the labels. We ensure
label confidentiality and, optionally, sample protection. This ap-
proach suits scenarios where clients outsource sample storage and
parts of the training, such as large-scale genomic datasets. While
genomic data, like that related to Autism Spectrum Disorder (ASD),
may be stored unencrypted, it typically does not reveal sensitive la-
bels. However, the labels themselves, which are critical for complex
traits influenced by numerous genomic variants, remain sensitive
and must be protected [10, 53, 69].

To ensure data and label confidentiality, we propose CURE, a
novel system that leverages HE to encrypt model parameters on the
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server side only. This allows the server to work with an encrypted
model, while the client –the data and label owner– operates on a
plaintext model. Encrypting the server-side model allows CURE to
mitigate privacy attacks and ensures label privacy by default. Addi-
tionally, CURE can optionally encrypt data samples for enhanced
data privacy. Thus, our setup protects data and label confidentiality
while reducing communication and computation through plaintext
training on the client side.

Our contributions can be summarized as follows: (i)We introduce
a novel system, CURE, for privacy-preserving SL that ensures the
confidentiality of labels and (optionally) the data using HE in single-
server, single-client setting. (ii) We propose two packing schemes
that ensure efficient computation under various settings, for one-
level server operations. (iii) We generalize our packing to support
encrypted multi-layer server operations. (iv) We implement a novel
estimator that, for the first time, optimally determines the best
network split for SL, ensuring efficient use of CURE based on the
server’s and client’s resources. (v) For the first time, we evaluate the
performance of ResNet building blocks in an encrypted SL setting.
(vi) We develop an open-source API for HE operations in deep
learning networks, facilitating the extension of these techniques.
Our implementation is available at https://github.com/CRYPTO-
KU/CURE-Privacy-Preserving-Split-Learning.

2 Related Work

Split Learning (SL) [21] is a machine learning technique that
allows model training on distributed datasets without the need
to exchange raw data between participants. SL accomplishes this
by dividing the ML model into sections, each handled by a dif-
ferent party. It gained recognition with SplitNN [80], as a more
resource-efficient model than approaches like FL [33, 73, 77]. It
enables various configurations [27, 38, 60, 61, 68], including the
vanilla configuration [43, 80, 93], where the network is divided at a
specific split layer. Additionally, vertical SL [4, 6] involves different
parties holding different features of the dataset [50, 51]. In contrast,
horizontal SL involves different dataset samples held by various
parties to be processed independently [8, 63] to enhance query per-
formance. Soon after SL gained recognition, several attacks were de-
veloped, including inference attacks [13, 58], hijacking attacks [15],
backdoor attacks [88, 90], feature distribution attacks [16], data
reconstruction attacks [89], and property inference attack [57].

Privacy-Preserving SL: To enhance privacy, several works
integrate a mechanism called differential privacy (DP) to SL [3, 76,
78, 84, 87]. DP adds noise to the data or intermediate values shared
between client and server, thereby reducing the accuracy of the
results. Our work differs from DP-based methods by combining
HE –encryption that supports computation on ciphertext– with SL,
removing this privacy–accuracy tradeoff.

Other works [29–31, 59] integrate HE into SL. By encrypting
data or model parameters, any information obtained by attackers is
rendered useless without the decryption key. Pereteanu et al. [59]
propose a solution leveraging HE and U-shaped split Convolutional
Neural Networks (CNN) to ensure data privacy, specifically de-
signed for fast and secure inference. Their model enhances secure
inference by distributing the model weights between the client and
server, with the client computation done in plaintext. In contrast,

our approach focuses on efficient and secure training of the model
using advanced packing techniques to optimize communication
and computation. By encrypting server-side model parameters and
utilizing an inverted split learning setup, where the server processes
the initial layers and sends intermediate results to the client, we
enable collaborative training while preserving confidentiality.

Khan et al. address the privacy challenge in SL by integrating HE
into training to encrypt activation maps before transferring them
from the client to the server [29–31]. For this, the authors developed
a U-shaped split 1D CNN model, with the initial and final layers are
computed by the client and the intermediate layers computed by
the server. This design enables clients to protect the privacy of their
ground truth labels. In [30], the authors enhanced the model further
by ensuring that clients do not need to share either their input
training samples or ground truth labels with the server. Similarly,
in [29], the authors extended their experiments and introduced
batch encryption to optimize memory usage and computational
performance when handling encrypted data. Nguyen et al. [52]
refined the approach of [30] by reducing their privacy leakage and
improving communication efficiency utilizing CKKS HE scheme
(see Section 3.3). Finally, while other approaches integrate HE into
SL to enhance privacy, our method stands out by (i) focusing on
optimizing training efficiency through HE applied exclusively to

server-side model parameters, and (ii) implementing an estimator
function to optimize the server-client split in constrained settings,
improving HE utilization and overall efficiency.

3 Building Blocks

3.1 Neural Networks (NN)

NN is a model composed of interconnected layers of nodes [19].
During training, the network adjusts connection weights between
neurons to minimize the loss between predictions and actual out-
comes, using optimization algorithms. Input data (𝑋 ) is passed
through the network to produce a predicted output (𝑌 ). The for-
ward pass predicts 𝑌 by applying activation to a linear combina-
tion of the layer’s weights and the previous layer’s activations:
𝑌 = 𝜓 (𝑍𝑙 ) = 𝜓 (𝑊𝑙𝑂𝑙−1 + 𝐵𝑙 ). Here, 𝑙 is the current layer, 𝑂𝑙−1
denotes the output of the previous layer 𝑙 − 1,𝜓 is the activation
function (e.g., Sigmoid, ReLU),𝑊𝑙 and 𝐵𝑙 denote the weight matrix
and the bias vector at layer 𝑙 , respectively. We denote the linear
combination of the weights and the activations as 𝑍𝑙 . After the
forward pass, backpropagation [66] updates the network’s weights
by calculating a loss function (𝐽 ) using the predicted output (𝑌 )
and the labels (𝑌 ). The gradient of the loss function is calculated by
𝑔 =

𝜕𝐽

𝜕𝑍𝑙
=

𝜕𝐽

𝜕𝑌
· 𝜕𝑌
𝜕𝑍𝑙

where 𝑔 is the gradient of the loss function with
respect to the input 𝑍𝑙 at layer 𝑙 . The parameters (weights and bi-
ases) are then updated using:𝑊𝑙 ←𝑊𝑙 −𝛼 𝜕𝐽

𝜕𝑊𝑙
and 𝐵𝑙 ← 𝐵𝑙 −𝛼 𝜕𝐽

𝜕𝐵𝑙
,

where 𝛼 is the learning rate.

3.2 Split Learning (SL)

SL [6, 21, 60, 80, 93] is designed to enhance privacy while enabling
collaborative model training across multiple entities. In SL, the NN
model with a total of 𝑛 + 𝑘 layers is divided into two segments:
the client-side segment with 𝑘 layers and the server-side segment
with 𝑛 layers. Each client processes its local data (𝑋 ) through the
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first 𝑘 layers of the model. The output from the 𝑘-th layer, denoted
as 𝑂𝑘 , is then transmitted to the server. Instead of transmitting
raw data, this intermediate representation is used for subsequent
computations. The server then continues the forward pass through
the remaining 𝑛 layers to compute the predicted output, denoted
as 𝑌 , which is used to evaluate the loss function (𝐽 ). The server
computes the gradient and sends it back to the client(s). Each client
uses this gradient to perform the backpropagation through its 𝑘
layers and update its model parameters accordingly. This iterative
process continues until the model converges or reaches a predefined
number of epochs. For a detailed explanation of our SL architecture
and its implementation, see Section 4.1.

SL offers several advantages. First, it enhances privacy by keep-
ing raw data on the client side and sharing only abstract intermedi-
ate representations, reducing the privacy risk. Second, SL reduces
the client’s computational load, as clients only process 𝑘 layers,
making it ideal for devices with limited resources. Thus, SL shows
promise for achieving secure and efficient collaborative learning
across diverse domains. However, adversarial attacks [13, 15, 16, 24,
40, 44, 46, 57, 58, 88–90] on SL continue to pose a threat. To address
this, we enhance SL by integrating HE, which we detail below.

3.3 Homomorphic Encryption (HE)

HE enables computation on ciphertexts, producing encrypted re-
sults that, when decrypted, yield the same outcome as if the opera-
tions were performed on the plaintext. This is essential for privacy-
preserving computations, allowing data to be processed without
compromising confidentiality. In this work, we use the Cheon-Kim-
Kim-Song (CKKS) scheme [9], which is a leveled HE scheme based
on the ring learning with errors (RLWE) problem [42]. The scheme
is well-suited for supporting approximate (floating-point) preci-
sion. CKKS significantly enhances computational efficiency with
its packing capability, enabling simultaneous processing of multi-
ple data points through Single Instruction, Multiple Data (SIMD)
operations on encrypted data. The scheme also has effective noise
management strategies, where the noise refers to the small error
added to ciphertexts to ensure security. The ring in CKKS is defined
as Z[𝑋 ]/(𝑋𝑁 + 1), where 𝑁 is a power of two. Key parameters
include the cyclotomic ring size (𝑁 ), the ciphertext modulus (𝑄),
the logarithm of the moduli of the ring (𝐿𝑜𝑔𝑄𝑃 ), the noise param-
eter (𝜎), and the level of the ciphertext (𝐿) that help manage the
depth of the circuit to be evaluated before refreshing the ciphertext
through the Bootstrap operation. The scheme allows packing 𝑁 /2
values to plaintext/ciphertext slots for SIMD operations. The slots
of the vector can be rearranged through an operation known as
"rotations", which can be computationally expensive. We introduce
the key functionalities of the CKKS scheme here:

• KeyGen(1𝜆) → PK, SK: Generates a public key (PK) for en-
cryption and a secret key (SK) for decryption, given a secu-
rity parameter (𝜆) in unary.
• EncPK (𝑚) → 𝑐: Encrypts a plaintext message (𝑚) into ci-
phertext (𝑐) using PK.
• DecSK (𝑐) →𝑚: Decrypts a ciphertext message (𝑐) back into
the plaintext message (𝑚) using SK.
• EvalPK (𝑐𝑣, 𝑐𝑤) → 𝑐 : Performs arithmetic operations such as
addition and multiplication directly on ciphertexts (𝑐𝑣, 𝑐𝑤),

(a) Traditional vanilla SL: The client processes data samples X
through 𝑘 layers, while the server holds the labels𝑌 and computes
the remaining 𝑛 layers. The server then returns the gradients
required for updating𝑊𝑐 .

(b) CURE: The inverted SL setup where the server processes data
samples X through 𝑛 layers, while the client holds the labels 𝑌
and processes 𝑘 layers of the NN. Server-side weights W𝑠 are
encrypted, while client-side weights𝑊𝑐 remain plaintext.

Figure 1: (a) Vanilla SL and (b) CURE’s inverted SL model.

producing a new ciphertext 𝑐 that represents the result of
the operation on the original plaintexts. Each multiplication
consumes one level of the ciphertext.
• Bootstrap(𝑐) → 𝑐′: Refreshes ciphertexts (𝑐) to produce a
fresh ciphertext (𝑐′) at the initial level.

We denote encrypted ciphertext vectors in bold case, e.g., X, and
encoded plaintext vectors in regular case, e.g., 𝑋 , throughout the
paper. We use the notation Eval𝑓PK ({𝑐𝑖 }) → 𝑐 to denote that a
function 𝑓 is evaluated over a set of ciphertexts {𝑐𝑖 } (potentially
through multiple basic Eval operations consuming multiple levels
of ciphertexts), resulting in the ciphertext 𝑐 .

4 METHOD

Problem Statement.We consider an inverted SL scenario, where
model training is divided between a server and a client. The server
potentially has access to the data samples 𝑋 , but not the labels 𝑌 ,
which are only known to the client. This setting is motivated by a
client who wishes to outsource storage and part of the computation
to the server side. Our goal is to enable training within this SL
framework while preserving the confidentiality of the labels and,
optionally, the data samples. Note that (reconstruction, inference,
etc.) attacks on the client side are beyond the scope of this work,
as we assume the client owns both the samples and labels but
outsources storage and some processing.
Threat Model. We consider a semi-honest threat model, which
remains the most practical and widely accepted assumption in HE-
based SL frameworks, including [30, 31, 52]. Most SL systems also
operate in a single-client, single-server setting [72], where both
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parties follow the protocol honestly without collusion. However,
the server may passively attempt to infer sensitive information
from exchanged messages or model parameters. This honest-but-
curious model is common in collaborative ML and enables the
design of more efficient cryptographic protocols [67]. Our threat
model also reflects realistic deployment scenarios. In particular, the
semi-honest model achieves an effective trade-off between security
and efficiency. It provides strong confidentiality guarantees via
semantically secure HE schemes such as CKKS, while avoiding the
substantial computational and communication overhead incurred
by malicious-security mechanisms (e.g., zero-knowledge proofs or
verifiable computation). We further discuss potential extensions of
CURE to the malicious setting in Section 4.5.

Motivation. In CURE, the client owns the data but outsources
storage and computation to the server, which holds only encrypted
model parameters and operates solely on ciphertexts. This design
ensures that the server learns nothing about sensitive label informa-
tion, crucial in clinical and proprietary settings, while maintaining
practical performance. Because all server-side computations are
performed on encrypted data, CURE removes the main attack sur-
faces targeted by input-reconstruction and membership-inference
attacks [46, 58, 74, 96], as well as any other attack that rely on
leaked gradients, weights, input, or output, preventing the server
from extracting any meaningful information. We present a formal
security definition and proof in Section 4.5.

In the inverted SL setting, the server may store or process the
feature data𝑋 , either in encrypted or plaintext form, while the labels
𝑌 represent the most sensitive information kept by the client. To
protect this information, CURE encrypts all server parameters

throughout learning so that the server gains no knowledge about
the labels or their influence on model updates. This design also
reduces the client’s computational load, as it needs to store only
the labels and the final few layers of the model.

Thus, CURE is particularly suitable for settings where clients
outsource data storage and portions of training, such as large-scale
genomic datasets where the size of raw data (storage costs) can be
dominating. Clients may offload data to the server while keeping
labels private. In some cases, transferring such labels may even be
restricted by regulation. An example is Autism Spectrum Disorder
(ASD) [10, 53, 69]: Although genomic features (e.g., ASD-related
data) may be stored unencrypted, they generally do not disclose
whether an individual is affected. The labels, however, directly
encode this sensitive information. Because these labels are crucial
for studying complex traits shaped by many genomic variants, they
require strong protection and CURE enables this by design. We note
that CURE also provides optional sample privacy by encrypting
client data before sending it to the server. This offers a tunable trade-
off between security and computational cost based on application
needs. Finally, our motivation for the resource-constrained client
setting is supported in Section 5.2.2, where we compare CURE
against fully client-side plaintext training.

4.1 Overview of CURE

We propose a novel framework, CURE, designed to enable collabo-
rative machine learning across client and server with asymmetric
computational resources. We employ HE, in particular the CKKS

Algorithm 1 CURE Training Phase
Server has (encrypted) data X[1,2,...,𝑚] , encrypted initial weight
matrixW𝑠 , and the client’s public key PK𝑐 .
Client has labels 𝑌 .

1: for epoch = 1→ 𝑒 do

2: for X ∈ X[1,2,...,𝑚] do
3: Server performs encrypted forward pass:

4: O𝑛 ← Eval𝑓𝑠PK𝑐 (W𝑠 ,X)
5: Send O𝑛 to client
6: Client works on plaintext:

7: 𝑂𝑛 ← DecSK𝑐 (O𝑛)
8: 𝑌 ← 𝑓𝑐 (𝑊𝑐 ,𝑂𝑛)
9: 𝐽 ← Loss(𝑌,𝑌 )
10: Compute gradients 𝑔𝑊𝑠 , 𝑔𝑊𝑐

11: 𝑊𝑐 ← Update𝑐 (𝑊𝑐 , 𝑔𝑊𝑐 )
12: gW𝑠 ← EncPK𝑐 (𝑔𝑊𝑠 )
13: Send gW𝑠 to server
14: Server performs encrypted backpropagation:

15: W𝑠 ← EvalUpdate𝑠PK𝑐
(W𝑠 , gW𝑠 )

16: end for

17: end for

scheme (see Section 3.3), to allow computations to be performed
on encrypted data, ensuring that sensitive information remains se-
cret and eliminating attacks via communicated values throughout
the training process. We present the overall workflow of CURE in
comparison to vanilla SL in Figure 1. Figure 1(a) illustrates the tra-
ditional vanilla SL setup, while Figure 1(b) depicts our inverted SL
design. Throughout the paper, we denote server-side and client-side
parameters with a subscript of ‘s’ and ‘c’, respectively.

The server stores the data samples (X) and performs the forward
pass (𝑓𝑠 (·)) up to 𝑛 layers with server-side model parametersW𝑠 .
The encrypted output (On) is sent to the client, who then decrypts
it and completes the forward pass (𝑓𝑐 (·)) of the remaining 𝑘 layers,
denoted as𝑊𝑐 . Note thatW𝑠 denotes the server-side weight matrix
while wi are the column/row entries (vectors) of the matrix. The
client, which holds the labels (𝑌 ), computes the loss (𝐽 ) and its
gradients (𝑔𝑊𝑠 and 𝑔𝑊𝑐 ), updating client weights𝑊𝑐 locally and
sending the encrypted (gW𝑠 ) to the server. The server updates its
parameters in an encrypted fashion. This process ensures that (op-
tionally the data 𝑋 and) the labels 𝑌 remain confidential, adhering
to the objectives of our inverted SL framework.

Our protocols’ security relies on the premise that the server,
despite observing encrypted gradients communicated during the
training, cannot deduce the underlying labels better than random
guessing, provided that the HE scheme effectively makes the en-
crypted values indistinguishable from random. CURE is designed
to ensure that all interactions and computations are conducted
securely to maintain data and/or label privacy throughout the pro-
cess. This approach protects sensitive information while enabling
scalable, efficient distributed learning when participants differ in
computational power or data sensitivity.

262



CURE: Privacy-Preserving Split Learning Done Right Proceedings on Privacy Enhancing Technologies 2026(2)

4.2 CURE’s Design:

4.2.1 Initialization. This phase of CURE, as detailed in Algorithm 2
in Appendix A, is crucial for setting up the necessary cryptographic
keys and model parameters for secure and efficient training. Ini-
tialization begins by defining the split model architecture, where
𝐿𝑠 represents the server-side layers [𝑙1, 𝑙2, . . . , 𝑙𝑛] and 𝐿𝑐 represents
the client-side layers [𝑙𝑛+1, . . . , 𝑙𝑛+𝑘 ]. Thus, 𝑙𝑛 denotes the split layer
index; for example, 𝑙2 indicates that the network is split after the
second layer between client and server. The client and the server
randomly initialize their weights through the 𝐺𝑒𝑛𝑅𝑎𝑛𝑑𝑜𝑚𝑊𝑒𝑖𝑔ℎ𝑡𝑠

function that randomly initializes the weight matrices for a set of
layers (Lines 4 and 9). The client also generates a pair of public
and secret keys (PK𝑐 , SK𝑐 ) using KeyGen operation of HE scheme
(Line 5), and then sends the public key (PK𝑐 ) to the server (Line
6). The server encrypts its weights (W𝑠 ) using PK𝑐 (Line 10). Thus,
initialization ensures that the server-side weights are encrypted
before any data exchange, maintaining privacy from the outset. If
the server does not know the input data 𝑋 , which is only known by
the client, then the client encrypts it locally to prepare for training,
and sends the ciphertext X to the server.

4.2.2 Training. CURE’s training algorithm is detailed in Algo-
rithm 1. First, the server performs the forward pass of 𝑛 layers
under encryption, either on encrypted data X, or on plaintext data
𝑋 , depending on the application. We note that in the latter case,
CURE only protects label confidentiality. At this step, the server
computes a forward pass 𝑓𝑠 (·) on its model portion using the en-
crypted weights W𝑠 and the batch X (Line 4), producing an en-
crypted output O𝑛 of 𝑛 layers, which is then sent to the client (Line
5). The client then decrypts O𝑛 using its secret key SK𝑐 (Line 7),
and performs a forward pass 𝑓𝑐 (·) on its 𝑘-layer model portion
using 𝑂𝑛 and local weights𝑊𝑐 (Line 8), resulting in the predicted
output 𝑌 . The loss 𝐽 is computed using 𝑌 and the true labels 𝑌
(Line 9). Gradients for the client side (𝑔𝑊𝑐 ) and server side (𝑔𝑊𝑠 )
are computed (Line 10). Note that Here, 𝑔𝑊𝑠 denotes the gradient
𝜕𝐽

𝜕𝑂𝑛
at the split index, which the server uses alongside its stored

encrypted activations to compute its actual weight updates under
HE. The client updates its weights𝑊𝑐 using its gradient 𝑔𝑊𝑐 (Line
11), encrypts the server gradient 𝑔𝑊𝑠 with PK𝑐 (Line 12) as gW𝑠 ,
and sends the result to the server (Line 13). Finally, upon receiving
gW𝑠 , the server updates its W𝑠 accordingly (Line 15). This process
repeats for each batch and continues for the predefined number
of epochs (𝑒), ensuring efficient and secure training of the model
through collaborative computation between the client and server.
The client computation performed on plaintext (Lines 7 to 11) is
referred to as𝑈𝑝𝑑𝑃𝑙𝑎𝑖𝑛 for convenience.

4.3 Homomorphic Operations

This section outlines our approach to homomorphic operations and
their corresponding implementation details.

4.3.1 Homomorphic vs. Plain Evaluation Modes. In our framework,
each neural network layer supports two modes of operation: a
homomorphic mode for encrypted computations and a plaintext
mode for standard computations. This dual-mode design guaran-
tees functional equivalence of the underlying mathematical opera-
tions—up to the noise inherent in the CKKS scheme—across both

settings. Such equivalence is essential for verifying the correctness
of the cryptographic protocols and enables flexible placement of
the server–client split point at any layer of the network.

4.3.2 Packing. In CKKS, each ciphertext carries up to 𝑁 /2 real
slots, which we exploit to co-locate data and amortize HE costs. In
CURE, we support SIMD packing in various parts of the implemen-
tation to achieve operability using homomorphic operations:
1. Data Packing for Linear Layers To performmatrix-vector mul-
tiplication 𝑦 =𝑊𝑥 + 𝑏 homomorphically, we employ a row-wise
packing strategy. During a setup phase, each row of the weight
matrix𝑊 is encoded into a dedicated ciphertext. The elements of
the 𝑗-th row,𝑊𝑗,∗, occupy the initial slots of this ciphertext. This
layout is designed for maximizing computational throughput (see
Appendix B). This layout is designed to compute the dot product
𝑊𝑗,∗ · 𝑥 homomorphically using a single ciphertext-ciphertext mul-
tiplication followed by a tree-like summation of the resulting slots.

For the backward pass, which requires multiplication by the
transposed weight matrix𝑊𝑇 , weights are also pre-encoded in a
column-wise fashion into separate plaintexts. Additionally, a set
of one-hot plaintext vectors is prepared to facilitate the extraction
and placement of specific slots during the computation.
2. Channel-Block Packing for Convolutional Layers For con-
volutional layers, we introduce a channel-packing technique to
maximize the SIMD throughput. The goal is to compute multiple
output channels in parallel within a single ciphertext. Given an
input with 𝐶𝑖𝑛 channels and a kernel of size 𝜅 × 𝜅, the number
of slots required to process a single receptive field for one output
channel is 𝐷𝑝𝑎𝑡𝑐ℎ = 𝐶𝑖𝑛 · 𝜅2. We can therefore pack 𝐺𝑠𝑖𝑧𝑒 output
channels into a single ciphertext, where: 𝐺𝑠𝑖𝑧𝑒 =

⌊
𝑁 /2

𝐷𝑝𝑎𝑡𝑐ℎ

⌋
. Dur-

ing a pre-computation phase, the kernel weights are encoded into
a series of plaintext masks. For each spatial position (𝑑𝑦,𝑑𝑥) in
the kernel, a specific mask is constructed. This mask contains the
weights for that position across all input channels, structured in a
block-diagonal format where each block corresponds to a group
of 𝐺𝑠𝑖𝑧𝑒 output channels. This layout lets one homomorphic multi-
plication apply the kernel weights for a given spatial offset to all
corresponding inputs across a whole group of output channels at
once. This significantly reduces the number of required multiplica-
tions and rotations during the forward pass. A similar mask set is
used to efficiently compute gradients in the backward pass.

By tailoring the number of slots to the layer’s fan-in (columns) or
group of filters (channels), we minimize the number of ciphertexts,
reduce rotations, and maximize SIMD throughput. See Appendix B
for examples of packing implementations. Next, we explain the
homomorphic evaluation of these linear and convolutional layers.

4.3.3 Homomorphic Evaluation of Linear Layers. Our linear layer
provides a unified API for forward, backward, and update opera-
tions in the encrypted setting. Below, we detail the forward pass,
backward pass, and weight update operations.
Forward Pass.We compute the operation 𝑦 =𝑊𝑥 +𝑏 and produce
single ciphertext where the 𝑗-th slot holds the 𝑗-th element of the
output vector 𝑦. A concrete breakdown of our one-level and n-level
linear layer implementations, which realize this process, is provided
in Appendix C and Appendix D, respectively. We summarize the
sequence of operations for each output neuron 𝑗 :
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(1) Homomorphic Dot Product: The input ciphertext, containing
the vector 𝑥 , is multiplied element-wise with the pre-encoded
ciphertext for the 𝑗-th weight row. The resulting ciphertext
is then summed internally using a tree-based pattern of opti-
mized rotations and additions. This collapses the element-wise
products into a single slot (slot 0), yielding the encrypted dot
product𝑊𝑗,∗ · 𝑥 .

(2) Result Placement: The encrypted dot product, located in slot 0,
is moved to the 𝑗-th slot via a rotation. A pre-computed one-hot
plaintext mask is then applied to zero out other slots.

(3) Output Assembly: The resulting ciphertexts—each containing
a single dot product at the correct output position—are added
together. This assembles a final output ciphertext where the
first |𝑙𝑖+1 | slots contain the parallel dot-product results.

(4) Bias Addition: The plaintext-encoded bias vector is added to
the assembled ciphertext to produce the final result.
We support two packing strategies for the dot-product:

• Batch multiplication (⊙): Pack multiple weight columns into
each mask, perform one MulNew and tree-sum per column-group.
• Scalar multiplication (⊗):Mask and sum one column at a time.

The ratio 𝑁 /2
|𝑙2 | decides the preferred method (see Section 4.4). Both

appear in one-level batch multiplication and one-level scalar multi-
plication methods (Appendix C).
Backward Pass. The backward pass homomorphically computes
theweight (𝑔𝑊𝑠 ) and the input gradients (𝑔𝑋 ). Note that all gradients,
including 𝑔𝑋 , are denoted as 𝑔𝑊𝑠 in Algorithm 1 for clarity.
(1) Weight Gradients (𝑔𝑊𝑠 ): The gradient for the 𝑗-th weight row

is the outer product of the 𝑗-th element of the output gradi-
ent and the cached input vector from the forward pass. This
is computed by first isolating the 𝑗-th gradient element from
the incoming gradient ciphertext. This element is then homo-
morphically broadcast across a new ciphertext, which is then
multiplied by the cached input ciphertext. This process is re-
peated for each row of the weight matrix.

(2) Input Gradients (𝑔𝑋 ): The input gradient is computed by mul-
tiplying the transposed weight matrix𝑊𝑇 by the output gra-
dient ciphertext. This is performed by multiplication with pre-
encoded plaintext columns of the weight matrix. The results
are then aggregated using a tree-sum to produce the final input
gradient ciphertext.

Update. The server updates its encrypted weights using the com-
puted gradients. Each encrypted weight gradient ciphertext is mul-
tiplied by a plaintext encoding of the learning rate 𝛼 . The resulting
ciphertext is then subtracted from the corresponding encrypted
weight ciphertext, performing a secure stochastic gradient descent.

4.3.4 Homomorphic Convolution. Our homomorphic 2D convolu-
tion maps the sliding-window operation to ciphertext manipula-
tions by packing each input channel into a row-major ciphertext.
Forward Pass. The convolution with a 𝜅 × 𝜅 kernel is performed
as follows:
(1) Input Alignment: For each position (𝑑𝑦,𝑑𝑥) in the kernel,

the entire input ciphertext is rotated. The rotation amount is
determined by the input feature map’s width (𝑊𝑖𝑛). The total
rotation is calculated as −(𝑑𝑦 ·𝑊𝑖𝑛 + 𝑑𝑥) slots. This rotation

aligns the input data corresponding to that kernel position
across all receptive fields simultaneously.

(2) Masked Multiplication: The rotated input is multiplied by
a pre-encoded plaintext mask. This mask contains all the ker-
nel weights for the given position (𝑑𝑦,𝑑𝑥), packed in a block-
diagonal structure that aligns with groups of output channels.
This single multiplication applies the kernel weights for one
spatial position to the corresponding input values for all output
channels in parallel.

(3) Accumulation: The results from each masked multiplication
are accumulated via homomorphic addition. This step effec-
tively sums the products over the entire receptive field, com-
pleting the dot-product computation.

(4) Bias Addition: After iterating through all kernel positions
and input channels, the plaintext-encoded bias is added to the
accumulated result.

This process yields a set of output ciphertexts, where each contains
the feature maps for a group of output channels.
Backward Pass. The backward pass computes the gradients for
the weights (𝑔𝑊 ) and the input (𝑔𝑋 ) gradients homomorphically.
(1) Weight Gradients (𝑔𝑊 ): The gradient 𝑔𝑊 is computed by per-

forming a cross-correlation between the input feature maps
(cached from the forward pass) and the loss gradient with re-
spect to the convolution output. This involves multiplying the
output gradient ciphertext with appropriately rotated versions
of the input ciphertexts. Pre-computed gradient masks are used
to efficiently collect these products according to the kernel
structure and channel grouping. The results are aggregated and
bias gradients are computed separately.

(2) Input Gradients (𝑔𝑋 ): 𝑔𝑋 are computed using a process similar
to transposed convolution. This involves multiplying the output
gradient ciphertext with rotated versions of the kernel weights.
These operations are aligned and accumulated to reconstruct
the gradients for the input feature maps.

Update.We follow the same procedure as the homomorphic update
of the linear layer.

4.3.5 Homomorphic Average Pooling. We implement encrypted
average pooling over a 𝑝 × 𝑝 window using a two-phase gather-
and-place approach that consumes a single multiplicative level. For
each non-overlapping window in the feature map:
(1) Gather Phase: To compute the sum of all elements in a window,

each element is first isolated using a one-hot plaintext mask and
then rotated to a common accumulation slot (slot 0). The results
of these are homomorphically added, producing a ciphertext
with the window’s sum in slot 0.

(2) Place Phase: The ciphertext containing the sum is multiplied
by a plaintext encoding the scaling factor 1/𝑝2 to compute the
average. The result, located in 0th slot, is rotated to its final
position in the output feature map.

This procedure is repeated in parallel for all windows, producing a
single output ciphertext for each input feature map.

Pooling has no trainable parameters; during backpropagation,
gradients are simply scattered to contributing inputs, which in HE
occurs over ciphertexts. First, each output gradient is isolated from
its ciphertext using a one-hot plaintext mask. This isolated gradient
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is then scaled by a plaintext encoding the factor 1/𝑝2, where 𝑝 is
the pool size. Finally, this scaled value is distributed to the 𝑝 × 𝑝
original input slots through rotations, with each rotation moving
the value to its correct input position. The final input gradient is
the homomorphic sum of all these distributed values.

Non-linear activations cannot be applied directly under encryp-
tion (only polynomial functions are allowed). To address this, we
employ polynomial approximations for both activation functions
and their derivatives (see Appendix E for details). This approach al-
lows us to evaluate widely adopted non-linear activation functions
(e.g., ReLU) while keeping the multiplicative depth to a minimum.
Since these element-wise operations do not require expensive ci-
phertext rotations, their computational cost is negligible compared
to the linear layers.

4.3.6 Bootstrapping. For an initial level of 𝐿, CKKS allows for at
most 𝐿 multiplications to be carried out. As encrypted data under-
goes multiple operations, noise accumulates, potentially making ci-
phertexts undecipherable. Thus, after𝐿multiplications,Bootstrap(𝑐)
function (see Section 3.3) must be executed to refresh the ciphertext
level, enabling continued operations. In CURE, we rely on boot-
strapping operations when the combined number of encrypted
layers 𝑛 and the degree of the activation function 𝑑 consumes all
available levels, i.e., when (𝑙𝑜𝑔2 (𝑑 + 1))𝑛 + 𝑛 > 𝐿. In practice, dif-
ferent server layers may use different approximation levels (and
even different activation functions). The total number of bootstraps
required during training, denoted as 𝛾 , can be expressed as:

𝛾 =

∑𝑙
𝑖=1

(
𝑙𝑖×𝑙𝑖+1

𝑁
2

)
× (𝜇) × (1 + 𝑑)

𝐿
(1)

Here, 𝑁 /2 denotes the number of slots in the RLWE vector, and 𝜇

is the multiplicative depth. Bootstrapping is performed when the
accumulated operation depth across server-side layers exceeds the
multiplicative depth limit. This allows encrypted server-side com-
putations to proceed correctly, preserving efficiency and security.

4.4 Estimator for Server-Client Optimization

In this section, we develop a novel estimator to enhance CURE’s
utilization. Building on its theoretical foundation, we implement an
advisor function to optimize the server-client split in CURE. This
function aims to determine the optimal partitioning of neural net-
work layers between server and client while optimizing HE opera-
tions, training latency, memory usage, and bootstrapping frequency.
The advisor takes key properties such as the desired training time
(𝑇𝑑 ), computer specifications to calculate the latency of rotations,
the depth of the multiplicative circuit (𝜇), the depth of the additive
circuit (𝜌), the total number of bootstrapping operations (𝛾 ) cal-
culated in Formula 1, and the network bandwidth (O𝑐 ) available
between the client and server. We focus on these parameters as
our preliminary experiments suggest they are the most dominant
factors. Rotations significantly affect training latency, making them
crucial for time efficiency, while 𝜇 and 𝜌 influence accuracy and the
need for bootstrapping. Consequently, we provide CURE-advisor
that can provide recommendations for scenarios where the client’s

computational power is limited, communication bandwidth is con-
strained, or the precision impact from the server side is critical. We
present the runtime analysis, comparing the estimates from the
advisor function with the actual runtime observed in Section 5.2.4.
Finally, we introduce CURE’s complexity analysis in Table 1 to
facilitate the estimator function and its implementation.

4.4.1 Server-Side Computational Complexity. The server-side for-
ward pass involves homomorphic matrix-matrix multiplication and
one-level operations, introducing computational overhead due to
HE. The computational complexity is largely dominated by ro-
tations and HE multiplications. The total number of encrypted
matrix-matrix multiplications for one forward pass is given by:

𝑛∑︁
𝑖=0

(
|𝑙𝑖 | × |𝑙𝑖+1 |

𝑁 /2

)
× log( |𝑙𝑖+1 |) (2)

where 𝑁 /2 is the number of slots, and |𝑙𝑖 | is the smallest power of
two greater than the size of the 𝑖𝑡ℎ layer. This equation defines the
time complexity of the server’s forward pass, taking into account
the logarithmic cost of rotations.

For other layers, such as convolutional and pooling layers, the
complexity analysis similarly considers the specific HE operations
required, as detailed in Table 1. This includes the cost of rotations
for input alignment, masked multiplications for weight application,
and accumulations. The server-side complexity estimation takes
into account the number of samples processed, batch size, and
the packing strategies defined for each layer type, similar to the
principle illustrated in the linear layer example.

Additionally, the server also tracks the cumulative homomorphic
depth up to the current layer. This depth is crucial because when
𝛿current exceeds themaximumpermissible depth 𝛿max, bootstrapping
is triggered, incurring additional cost. The cumulative depth 𝛿 (𝑖 )current
for each server layer 𝑖 is calculated as:

𝛿
(𝑖 )
current = 𝛿

(𝑖−1)
current +

(
𝑙𝑖 × 𝑙𝑖+1

𝑁
2

)
× (𝜇 + 𝜌) × (1 + 𝑑) (3)

Here, 𝑑 is the degree of the activation function and 𝜇 and 𝜌 are
the depths of the multiplicative and additive circuits, respectively.
The server performs 𝛿current calculation to determine when boot-
strapping is necessary. For simplicity in notation, we assume all
activation functions have a degree of 𝑑 . Selecting the maximum
degree as 𝑑 among the activation functions, our analysis establishes
an upper bound on the overall complexity. The server estimator
ultimately provides its estimation as 𝑇𝑠𝑒𝑟𝑣𝑒𝑟 , accounting for both
the forward and backward pass, as well as bootstrapping if needed.

𝑇server ≈ 2 |𝑋 | ·
[
𝑛∑︁
𝑖=0
(Costlayer𝑖 ) + Costbootstrapping

]
(4)

where Costlayer𝑖 encompasses the cost of HE rotations for layer 𝑖 ,
(e.g., |𝑙𝑖 |× |𝑙𝑖+1 |

𝑁 /2 × log( |𝑙𝑖+1 |) for linear layers) and Costbootstrapping ac-
counts for the cost of refreshing ciphertexts when the multiplicative
depth is exceeded.

4.4.2 Client-Side Complexity and Memory Constraints. On the
client side, we aim to minimize computational overhead while
meeting memory and time constraints. The complexity of these
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Operation Time Complexity Used memory float32 # Levels Used

One-Level Scalar Multiplication 𝜎⊗ · |𝑙0 | |𝑐 | · ⌈ |𝑙1 |
𝑁 /2 ⌉ 1

One-Level Batch Multiplication 𝜎⊙ ·
|𝑙0 |
𝑁 /2 |𝑐 | · ⌈ 2· |𝑙1 |

𝑁 /2 ⌉ 1

Approximated Activation Polynomial 𝜎⊙ · ⌈log(d)⌉ - ⌈log(d)⌉

Server-Client Communication - ⌈ |𝑙𝑛 |
𝑁 /2 ⌉ · |𝑐 | 0

Bootstrapping 𝑇bootstrap ·
[∑𝐿

𝑙=1
|𝑙𝑖 |×|𝑙𝑖+1 |

𝑁 /2 × 𝜇 × (1 + 𝑑 )
] |𝑙𝑖 |×|𝑙𝑖+1 |

𝑁 /2 0

HE Forward Pass 𝑇𝑟 ·
[∑𝑛

𝑖=0

(
|𝑙𝑖 |×|𝑙𝑖+1 |

𝑁 /2

)
× log( |𝑙𝑖+1 | )

]
|𝑐 | · ∑𝑛

𝑖=0

(
|𝑙𝑖 |×|𝑙𝑖+1 |

𝑁 /2

)
𝑛 − 1 +∑𝑛−1

𝑖=1 log(𝑑)

HE Back-propagation 𝑇𝑟 ·
[∑𝑛

𝑖=0

(
|𝑙𝑖 |×|𝑙𝑖+1 |

𝑁 /2

)
× log( |𝑙𝑖+1 | )

]
|𝑐 | · ∑𝑛

𝑖=0

(
|𝑙𝑖 |×|𝑙𝑖+1 |

𝑁 /2

)
𝑛 − 1 +∑𝑛−1

𝑖=1
(
log(𝑑 ) − 1

)
HE Convolution 𝐶

[
𝜅2 (𝑇𝑟 + 𝜎⊙ ) + 𝜎⊗

]
⌈𝐶 ⌉ · |𝑐 | 𝑛 − 1 +∑𝑛−1

𝑖=1 log(𝑑)

HE Average Pooling

(
𝑝2+1

)
𝑇𝑟 + 𝑝2𝜎⊗ |𝑐 | 1

Table 1: Complexity analysis of CURE’s fundamental operations for SL training with a cyclotomic ring size 𝑁 . 𝜎⊗ and 𝜎⊙ denote the execution
time of scalar HE multiplications and HE batch multiplications. 𝑇𝑟 and 𝑇bootstrap indicate the execution time of a rotation and bootstrapping,

respectively. |𝑐 | denotes the length of an RLWE vector ciphertext,
¯|𝑙𝑖 | the smallest power of two exceeding the size of the 𝑖 th layer, 𝑑 the polynomial

degree of the approximated activation function, and dot(·, ·) the time for a dot product of given matrix dimensions.

operations is primarily driven by the dot products required for
matrix multiplications, which can be calculated as:

𝑚∑︁
𝑖=𝑛

dot ( |𝑙𝑖 | × |𝑙𝑖+1 |, |𝑙𝑖+1 | × |𝑙𝑖+2 |) (5)

where dot(·, ·) represents the dot product of matrices on the client
side with the specified sizes, and |𝑙𝑖 | refers to the size of the 𝑖𝑡ℎ layer.
It is important to note that operations are performed in plaintext
on the client side. Additionally, the client must ensure that the
memory required for storing encrypted weights does not exceed
available capacity. The memory required for storing ciphertexts is
proportional to |𝑐 | ·

⌈
|𝑙𝑛 |
𝑁 /2

⌉
where |𝑐 | denotes the size of one RLWE

vector under the given parameter set, and |𝑙𝑛 | represents the size
of the last layer processed by the client. This expression represents
the theoretical upper bound for memory consumption on the client
side. Together, the above calculations enable us to quantify the
primary client-side constraints: computational load and memory
usage. Client estimator provides its estimation as 𝑇client.

𝑇𝑐𝑙𝑖𝑒𝑛𝑡 = 2|𝑋 | ×
𝑚∑︁
𝑖=𝑛

dot ( |𝑙𝑖 | × |𝑙𝑖+1 |, |𝑙𝑖+1 | × |𝑙𝑖+2 |) (6)

4.4.3 Data Transfer and Communication Overhead. Another key
factor in the advisor function is the communication overhead, de-
termined by the number of ciphertexts transferred. Per epoch, the
server sends:

𝑇comm =
|𝑋 | × |𝑙𝑛 |
𝑁 /2 × |𝑐 | (7)

where |𝑋 | is the number of data samples, |𝑙𝑛 | is the size of the last
layer processed by the server, and |𝑐 | is the memory size of one
ciphertext. By minimizing |𝑙𝑛 |, our advisor function can effectively
reduce the number of ciphertexts transferred, thereby optimizing
communication and enhancing overall efficiency.

4.4.4 Optimal Partitioning Strategy. The advisor function com-
bines computational, memory, and cryptographic constraints from
both server and client to determine the optimal split. It computes
the server’s maximum feasible split index based on rotations and

memory limits, then compares it with the client’s minimum feasible
index to balance efficiency and memory use.

For each feasible split index where the server and client esti-
mators agree, the advisor calculates the total computational time
(including rotations and bootstrapping) and communication over-
head. It then selects the partition that minimizes training time
while satisfying the user’s memory and time constraints. The ad-
visor’s final recommendation is guided by the following objective:
Minimize (𝑇server +𝑇client +𝑇comm) where 𝑇server, 𝑇client, and 𝑇comm
represent the respective training times for the server, client, and
communication phases. By accounting for the complexity of each
operation, as outlined in Table 1, the advisor function offers a theo-
retically sound method for optimizing the partitioning of NN layers
in CURE. It also reports which constraints –server time, client time,
or communication– exceed their thresholds.

4.5 Security Definition and Proof

We start by observing that previous solutions combining SLwith HE
[29–31, 59] do not provide any formal security definition and proof.
In contrast, we state our guarantee formally and sketch a proof.
Our definition of the ideal functionality F𝐼𝑛𝑣𝑆𝐿 in Functionality 1
is inspired by [47], but adapted to the inverted SL setup. Observe
that the functionality does not return any output to the server,
which means the server learns no useful information. The client,
on the other hand, obtains intermediate outputs at each epoch, but
is considered as honest in our case, since (s)he owns the data and
labels. Note that since we consider the semi-honest case, we did
not complicate the functionality with aborts.

Functionality 1 ensures that the server learns nothing useful
during training. Our security theorem and proof are below.

Theorem 1. Assuming that the underlying HE scheme provides

CPA security, then CURE realizes F𝐼𝑛𝑣𝑆𝐿 against a semi-honest server.

Proof. Note that to prove ideal–real indistinguishability against
a semi-honest adversary, it suffices to construct a simulator that re-
produces indistinguishable outputs and views given the adversary’s
inputs. In our case, the server’s inputs include the model description
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Functionality 1 Inverted SL Ideal Functionality F𝐼𝑛𝑣𝑆𝐿

Parameters: Number of epochs 𝑒 .
(1) Receive the model description from the participants. In par-

ticular, receive the forward pass 𝑓𝑠 and backpropagation
Update𝑠 from the server, and the plaintext forward and back-
ward pass combination𝑈𝑝𝑑𝑃𝑙𝑎𝑖𝑛 from the client.

(2) Depending on the configuration, receive the input 𝑋 either
from the client or the server, and receive the labels 𝑌 from
the client.

(3) Initialize weights𝑊𝑠 and𝑊𝑐 using 𝐺𝑒𝑛𝑅𝑎𝑛𝑑𝑜𝑚𝑊𝑒𝑖𝑔ℎ𝑡𝑠 .
(4) For each epoch, up to 𝑒 epochs, compute

𝑂𝑒
𝑛 = 𝑓𝑠 (𝑊𝑠 , 𝑋 )

𝑊𝑠 = Update𝑠 (𝑈𝑝𝑑𝑃𝑙𝑎𝑖𝑛(𝑂𝑒
𝑛, 𝑌 ))

and send 𝑂𝑒
𝑛 to the client.

in the form of the forward pass 𝑓𝑠 and backpropagation Update𝑠 ,
as well as optionally the samples 𝑋 . The simulator S sends these
inputs to the ideal functionality F𝐼𝑛𝑣𝑆𝐿 and receives back nothing,
since the server has no output. In our scenario of SL, the only values
visible to the server are plaintext or encrypted samples (𝑋 or X),
encrypted weights (W𝑠 ), and encrypted gradients (gW𝑠 ). Initially,
assume that the data 𝑋 is known by the server. In that case, the
simulator S simulates the view of the adversary simply by out-
putting randomly encrypted values for W𝑠 and gW𝑠 . In the case
where the client knows the data 𝑋 and only sends its encryption X
to the server during initialization (and therefore the server does not
have plaintext access to the data samples), the simulator encrypts
junk instead of samples and outputs X, in addition to the randomly
encrypted junk W𝑠 and gW𝑠 , to simulate the adversary’s view.

This simulator produces a view and output that is indistinguish-
able from those of the adversary, given that the HE scheme is
CPA-secure. A full indistinguishability proof could use a hybrid
argument, where ciphertexts would partly be based on real data
and based on junk. Given the public key for the encryption scheme,
all these ciphertexts can be generated as necessary. The challenge
ciphertext received (either real or junk) would be put to a ran-
domly picked location 𝑗 within the encrypted weights/gradients,
and the hybrid encrypted weights/gradients would be shared with
the distinguisher. Until 𝑗 − 1 all ciphertexts would be based on
real values. Up from 𝑗 + 1 all ciphertexts would be based on junk
(random) data. At location 𝑗 we will have the challenge ciphertext
that we received (either real or junk). If the distinguisher acting as
the server were able to distinguish these from real ciphertexts, it
would break the CPA security of the underlying HE scheme. On
one end, the hybrid would be all real ciphertexts, and on the other
end, the hybrid would be all junk ciphertexts. Since there are only
polynomially many values (gradients, weights, data samples), dis-
tinguishing each neighboring hybrid with negligible probability
(due to the CPA security of the underlying HE solution) would
mean distinguishing the two end-hybrids overall with negligible
probability. Consequently, CURE ensures that no information is
leaked to the server as the simulator simply encrypts random junk
and realizes F𝐼𝑛𝑣𝑆𝐿 .

□
Observe that even when the data𝑋 is not encrypted on the server

side, after the first forward-backward pass, an honest-but-curious
server still loses any correlation between the encrypted model
weights W𝑠 , encrypted gradients gW𝑠 , and the original input 𝑋 .
Functionality F𝐼𝑛𝑣𝑆𝐿 guarantees that the server gains no additional
information during training. For a malicious server, however, CURE
needs to be combined with verifiable computation techniques [17],
which we leave as future work. Recent advances in zero-knowledge
proofs of training [2] demonstrate that it is now feasible to verify,
in zero knowledge, that gradient updates are correctly computed
without revealing the underlying model parameters or data. Such
proofs represent a promising extension for future versions of CURE,
integrating zero-knowledge verification mechanisms with HE to
provide security against malicious servers.

Resistance to Membership Inference, Reconstruction, and Gradi-

ent Leakage Attacks. Membership inference, gradient leakage, or
reconstruction attacks exploit access to plaintext outputs or gradi-
ents [72]. At a high level, since the server’s entire view consists only
of ciphertexts, and the CPA-secure CKKS scheme ensures that all ob-
served values are computationally indistinguishable from random,
such attacks are effectively precluded. In CURE, backward propa-
gation and updates on the server are also executed over encrypted
gradients, meaning that gradient inversion is not feasible.

In summary, CURE guarantees that, during training, the server
is not exposed to any plaintext information that could facilitate
such attacks. All server-side parameters and intermediate values
are computed under CKKS encryption. If data features are also sen-
sitive, the client also encrypts𝑋 before sending it. Note that attacks
targeting the inference phase (e.g., by end users or third parties)
are outside the scope of this work and would require additional
secure inference mechanisms.

5 Experimental Evaluation

5.1 Experimental Setup

5.1.1 Implementation Details. All encrypted operators are imple-
mented in Go with the Lattigo library v6 on the CKKS scheme. We
provide further implementation details in Appendix F.

5.1.2 Setup. All timing and scalability experimentswere conducted
on a server with a dual Intel Xeon E5-2650 v3 CPU (providing 40
hardware cores at 2.30GHz) and 251 GB of RAM, running Ubuntu
18.04.6 LTS. All client-side experiments were conducted on a 2023
MacBook Air with the M2 chip. The communication between the
client and server for our distributed setup is implemented using
the Message Passing Interface (MPI). The accuracy experiments,
which utilized our noise-injection simulation, were performed on a
Google Colab instance with an NVIDIA T4 GPU.
CKKS Parameters.We tested a range of CKKS ring sizes (𝑁 ) by
varying log𝑁 , from 13 to 16. Our parameter sets were chosen to
align with the recommendations from the HE Security Standard [5],
with our primary set at log𝑁 = 13 for most of the experiments.

5.1.3 Datasets andModel Architectures. Weuse the following canon-
ical architectures (all with degree-3 ReLU approximation). For fully-
connected (FC) networks, (a–b–c–...) denotes the number of neu-
rons in each layer from input to output, respectively, while for
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Model Baseline (%) CURE 𝑙𝑛=2 (%) 𝜀𝑎𝑣𝑔 𝜀𝑚𝑎𝑥

Simple MLP 94.74 93.86 4.0e-07 5.8e-07
MLP 97.25 97.19 4.0e-07 5.8e-07
LeNet 98.95 98.76 8.8e-08 1.3e-07
PTB-XL CNN 62.83 62.78 3.5e-08 5.0e-08

Table 2: Accuracy with split at 𝑙𝑛 = 2. 𝜀𝑎𝑣𝑔 : per-sample average

difference among plaintext and HE vectors in training. 𝜀𝑚𝑎𝑥 : max error

among plaintext and HE vectors. These 𝜀 noise values are obtained by

running the training concurrently in HE and plaintext settings for 3
epochs. Accuracy results are reported after model convergence.

Figure 2: One sample pass time (seconds) vs. log𝑁 and split location.

All benchmarks run on 40 cores.

convolutional layers, the notation ‘𝑎 → 𝑏‘ indicates a mapping
from ‘𝑎‘ input channels to ‘𝑏‘ output channels:
• Simple MLP [49]: An FC network with layers of (64–32–16–10).
• MLP [49]: A FC network with layers of (784–128–32–10).
• LeNet [35] A classic convolutional stack consisting of two 2D
convolutional layers (first 1 → 6 channels with a 5 × 5 kernel,
then 6 → 16 channels with a 5 × 5 kernel), followed by three
fully-connected layers with architecture (256-120-84-10).
• PTB-XL CNN Khan et al.’s model [31] is a 1D convolutional
network designed for ECG classification. It comprises two 1D
convolutional layers (first 12→ 16 channels, then 16→ 8 chan-
nels), each followed by a pooling layer, and culminates in a final
fully-connected layer mapping to 5 output classes.
• Residual blocks (ResNet) [22] A representative block from a
ResNet model, used to evaluate performance on modern, deep
architectures. It consists of an initial convolutional layer (3→ 64
channels with a 7 × 7 kernel) followed by two residual-style
convolutional layers (64→ 64 channels with a 3 × 3 kernel).

Unless stated otherwise, we use MNIST for the MLP, Simple MLP,
and LeNet experiments, and PTB-XL for the PTB-XL CNN [31] and
for residual blocks. See Appendix G for preprocessing details.

Finally, we detail our experimental methodolody in Appendix H.

5.2 Results

5.2.1 Model Accuracy. We first evaluate the impact of CURE’s
privacy-preserving mechanisms—namely, the degree-3 polynomial
approximation of ReLU and the inherent noise from CKKS opera-
tions—on final model accuracy. We use calibrated noise simulations
in our accuracy experiments. This does not bias the accuracy in
favor of CURE. Crucially, rather than adding arbitrary noise, we

Model 𝑙𝑛=1 𝑙𝑛=3 𝑙𝑛=5 𝑙𝑛=7 𝑙𝑛=9

Simple MLP [49] 0.439 0.529 0.578 NA NA
MLP [49] 1.476 1.781 1.929 NA NA
LeNet [35] 0.198 0.745 2.067 2.987 3.214
PTB-XL CNN [31] 0.109 0.221 0.394 NA NA

Table 3: Execution times (seconds) for one sample processing with

log𝑁 = 13 on 40 cores, across varying splits (𝑙𝑛 denotes the last layer

processed by the server). NA denotes ’Not Applicable’.

injected the exact noise variance introduced by each HE primi-
tive (e.g., rotation, rescaling) under our fixed parameters. Applying
this empirically measured noise at each corresponding plaintext
operation allowed us to accurately simulate the cumulative train-
ing error. This simulation strategy is standard in HE-based ML re-
search [70, 71]. To validate correctness, we compared intermediate
decrypted ciphertext values against their plaintext counterparts for
every layer, observing only the expected CKKS approximation error.
The outcomes of simulated and fully encrypted executions were
statistically indistinguishable. Therefore, the reported accuracy reli-
ably reflects the true performance of CURE, without overstating it.
Table 2 summarizes the results from our calibrated noise-injection
protocol. In addition to the accuracy metrics, we report 𝜀avg and
𝜀max, which represent the actual measured divergence between our
HE implementation and the equivalent plaintext computation, not
artificially injected noise. Specifically, 𝜀avg denotes the average ab-
solute error observed in 3 epochs, while 𝜀max shows maximum
error across all samples in 3 consecutive training epochs. These
measurements, obtained by comparing CKKS ciphertext outputs di-
rectly against plaintext results, confirming that our noise-injection
calibration faithfully reflects the true numerical behavior of HE
under RLWE-based arithmetic. Here, baseline refers to the plain-
text implementation of our models. Our findings demonstrate that
accuracy degradation remains minimal across all evaluated models.
For complex architectures such as the MNIST MLP and LeNet, the
accuracy drop (Δ) is negligible, at -0.06% and -0.19%, respectively.
This demonstrates that CURE can effectively preserve model utility,
ensuring that the introduction of strong privacy guarantees does
not significantly compromise the primary goal of the ML task.

5.2.2 Time Latency and Scalability. Here, we analyze the CURE’s
overall performance and its scalability with respect to the split layer
index (𝑙𝑛), the number of cores, and CKKS ring size.

Figure 2 illustrates the execution times on LeNet model across
varying split layer indices.We use LeNet to illustrate the relation-
ship between latency, split layers, and cryptographic parameters,
as it incorporates all implemented layer types and thus captures
all these interactions. We remind that 𝑙𝑛 denotes the split layer,
i.e., the last layer processed by the server, from which the server
sends encrypted activations to the client and receives encrypted
gradients back. The results indicate that as the ‘split layer‘ position
increases, latency grows substantially, reflecting the computational
cost of executing more layers under HE. Table 3 quantifies this
trade-off across all evaluated architectures. The table confirms that
for every model, deepening the split point consistently increases
the computational latency. This effect is particularly pronounced
for models with large initial layers, such as the MNIST MLP, where
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Model 𝑐 = 1 𝑐 = 2 𝑐 = 4 𝑐 = 8 𝑐 = 16 𝑐 = 32 𝑐 = 40

Simple MLP [49] 16.547 8.379 4.271 2.187 1.052 0.551 0.439
MLP [49] 55.800 28.187 14.126 7.117 3.507 1.852 1.476
LeNet [35] 7.509 3.792 1.901 0.957 0.471 0.249 0.198
PTB-XL CNN [31] 4.130 2.085 1.045 0.528 0.271 0.137 0.109

Table 4: One sample processing (including forward pass, backpropa-

gation, and update) times (in seconds) obtained from benchmarks for

models at log𝑁 = 13, 𝑙𝑛 = 1, for all cores. Each core gets its own layer
and key instances to reduce serial work. Each row reports runtimes

using different numbers of cores (𝑐), shown in the top row.

encrypting just the first layer (𝑙𝑛 = 1) results in a latency of 1.476
seconds, significantly higher than the initial cost for the convolu-
tional models. This trend peaks when the entire model is encrypted
on the server (the final entry for each model) which incurs the full
computational cost and highest latency.

We further examine the impact of CKKS ring size in Figure 2,
varying log𝑁 from 13 to 16. Note that the ring size directly influ-
ences the security, precision, and performance of the system. The
results consistently show that for any given split layer, increasing
log𝑁 leads to a notable increase in execution time. For example, for
the model at 𝑙𝑛 = 5, the latency increases from 6.5 s at log𝑁 = 13 to
35,496 s at log𝑁 = 16. This illustrates the computational overhead
introduced by higher ring sizes and precision, underscoring this
trade-off as a critical optimization parameter for practitioners.

Finally, to assess the framework’s efficiency onmodern hardware,
we also evaluate scalability with the number of cores. Table 4
reports the one-sample processing times for various models as
the number of CPU cores increases from 1 to 40. For all models,
the runtime decreases substantially with increasing number of
cores, demonstrating near-linear speedup. For example, the LeNet
model’s latency drops from 7.509 seconds on a single core to just
0.198 seconds on 40 cores—a 38x speedup. This confirms that CURE
efficiently exploits multi-core processors, a crucial capability for
practical deployment of computationally intensive HE workloads.
Scalability for Client. Finally, we examined whether using CURE
offers meaningful benefits compared to the client performing full
plaintext training. We note that CURE is particularly advantageous
when the client lacks sufficient resources to store the dataset 𝑋 .
However, even in relatively simple settings, CURE is beneficial:

We evaluated the end-to-end latency of three of our architec-
tures, under two encryption parameter settings (𝐿𝑜𝑔𝑁 = 13 and
𝐿𝑜𝑔𝑁 = 14). The results (Table 5) illustrate the trade-off between
local computation execution and the cryptographic overhead intro-
duced at the split index. By varying the cut layer (where the server
takes over), we observe that even for a simple MLP, CURE becomes
advantageous once the split is applied at layer 𝑙𝑛 = 3. Similarly,
for other architectures, we find that client-side computation drops
favorably when the split occurs at 𝑙𝑛 = 2 or 𝑙𝑛 = 3. In summary,
the client’s total execution time is influenced by the encryption
and decryption overhead at the split index. By strategically select-
ing the split index based on the layer’s input dimension (fan-in),
CURE maximizes packing density, thereby reducing the number of
required ciphertexts and the associated cryptographic costs. Fur-
thermore, even in scenarios where the computational advantage is

Model Split Index Time (ms) (𝐿𝑜𝑔𝑁=13) Time (ms) (𝐿𝑜𝑔𝑁=14)

MLP

Baseline 5,901.84 5,901.84
𝑙𝑛 = 3 5,623.58 5,563.81
𝑙𝑛 = 5 2,350.17 2,335.23

LeNet

Baseline 23,021.99 23,021.99
𝑙𝑛 = 2 37,052.64 35,439.52
𝑙𝑛 = 3 15,415.45 14,937.20
𝑙𝑛 = 5 7,978.32 7,858.75
𝑙𝑛 = 7 4,749.25 4,693.20
𝑙𝑛 = 9 2,301.07 2,261.84

Khan et al.

Baseline 22,020.71 22,020.71
𝑙𝑛 = 2 46,260.19 43,531.27
𝑙𝑛 = 3 27,244.62 25,879.74
𝑙𝑛 = 4 12,966.00 12,286.28
𝑙𝑛 = 5 5,571.66 5,231.80

Table 5: End-to-end latency is compared across model architectures

for varying split indices and HE parameters (log𝑁 ). The “Baseline”

corresponds to fully local, plaintext training on the client.

marginal, offloading remains architecturally significant. Deferring
layers to the server alleviates client-side memory constraints by
removing the need to store the full model parameters and allows
for secure data storage on the server side.

5.2.3 Large Models. We evaluated our framework on a ResNet
block to assess the scalability and performance trade-offs inherent
in applying HE to large, modern architectures. The ResNet [22]
block evaluated in our experiments represents a fundamental com-
ponent of modern deep neural networks. Implementing this block
in CURE provides a consistent baseline for fair performance compar-
isons and for analyzing noise propagation in residual architectures.

Accuracy.To quantify the impact of noise in largemodels, our noise
injection simulation measured a final standard deviation of 1.414
after a single pass on the ResNet block. This result was derived from
a simulation that models an input with a normalized noise standard
deviation of 1.0, adds a fixed variance for each of the four main
HE operations within the block (two convolutions and two batch
normalizations), and calculates the final deviation after the skip
connection which is a network design element that bypasses layers
to directly add an earlier layer’s output to a later layer’s output.
Quantified noise growth per block is a key metric for practitioners
in predicting training behavior.

Time Latency Analysis. We measured the end-to-end time la-
tency for one-sample processing, which includes the forward pass,
backpropagation, and weight update. Figure 3 presents the results
for a ResNet block at log𝑁 = 13 on 40 cores, varying the split index.
We observe that the scalability trends hold for large models, though
ResNet incurs a higher execution time.

The execution time of the ResNet block stems directly from its
architectural complexity, particularly the high channel depth (e.g.,
64 input and 64 output channels), which demands orders of magni-
tude more HE operations than models like LeNet. This latency is
dominated by the homomorphic Conv2D layers, which dramatically
increase runtime. This highlights an important deployment consid-
eration: balancing the security gains of encrypting computationally
intensive layers with the associated impact on latency.
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Figure 3: Total execution time of the ResNet block as a function of

the split layer (𝑙𝑛) for various CKKS ring sizes.

Model 𝑙𝑛=1 𝑙𝑛=3 𝑙𝑛=5 𝑙𝑛=7 𝑙𝑛=9

MLP 2.6% 3.2% 3.4% NA NA
LeNet 2.7% 3.9% 4.7% 4.7% 4.3%
PTB-XL CNN 2.7% 2.7% 4.1% NA NA

ResNet 1.7% NA NA NA NA

Table 6: Estimator validation across split indices (𝑙𝑛) for 40-core

configuration. Estimation error is defined as
|𝑡−𝑡real |
𝑡real

, representing

the relative deviation between estimated and measured runtimes.

For models without benchmark data at certain 𝑙𝑛 values, the same

deviation trend was propagated from available points. NA stands for

"not applicable" where there is no split index existing for that network.

5.2.4 Evaluation of Our Estimator. We conducted experiments to
validate the efficacy of our estimator function (see Section 4.4).
The primary success criterion is its ability to accurately predict real
training times for both server and client components. Such accurate
estimations are crucial for the estimator to effectively optimize
training configurations under various user-defined constraints.

Table 6 summarize the estimator’s quantitative fidelity across
architectures, showing uniformly low deviation between predicted
and actual runtimes. Overall, all models achieve less than 4.7%
error, confirming that the estimator accurately captures the scaling
behavior across split configurations. We note that for ResNet, we
implement a single block, nevertheless, the estimator can still be
applied to this block. In Figure 4 in Appendix I, we also illustrate
how the estimator’s predictions follow the real MLP execution
profile with near-linear correspondence across split indices. Finally,
Figure 5in Appendix I confirms that the estimator generalizes well
to convolutional structures, preserving estimator accuracy even
under deeper layer partitions.

5.3 Comparison with Prior Work

Aquantitative comparison of CUREwith existing privacy-preserving
SL solutions is challenging for several reasons: (i) CURE employs a
novel approach, and, to the best of our knowledge, no prior work has
explored the inverted traditional SL setting of CURE; (ii) we were
unable to identify any fully-encrypted SL work that provides pub-
licly available implementations for reproducibility. Consequently,
we compare our framework with HE-based training methods by
configuring all layers as encrypted in CURE.

We contrast CURE with fully encrypted training [41, 49] and
SL with HE on PTB-XL [31], and for large models, we base our
comparison on the work of Lee et al. [37], which explores deep
learning with HE. We note that Khan et al. [31] perform only a
single convolutional layer under HE on the server side. Table 7
presents our comparison results. We observe that CURE sets a new,
higher standard for performance in private ML. For fully encrypted
training on MNIST under the same core budget, CURE at 30 cores
completes in 5.46 hours per epoch—approximately 122× faster than
Nandakumar et al.’s 30-core result (∼667 hours/epoch) and about
7× faster than the Glyph framework’s 38.4 hours/epoch result on
a comparable 24-core setup.To attribute these gains correctly, we
benchmarked the underlying schemes (CKKS vs. BGV) on Lattigo.
We found that CKKS yields at most a 1.11× speedup for specific
primitives (e.g., ciphertext-plaintext multiplication) and otherwise
performs comparably to or slower than BGV and they are close on
average in terms of corresponding operations latency. This con-
firms that CURE’s substantial advantage derives from architectural
optimization rather than the cryptosystem, holding firm even under
worst-case primitive assumptions. In the SL setting with matched
cores, CURE at 𝑙𝑛 = 1 on 30 cores completes in 4.56 hours/epoch,
giving a ∼146× speedup over Nandakumar et al.’s 30-core baseline
(∼667 hours/epoch). On PTB-XL with 6-core server settings, CURE
at 𝑙𝑛 = 1 completes in 5.28 hours/epoch versus 20.15 hours/epoch
for Khan et al., a∼3.8× speedup; with all layers encrypted on 6 cores,
CURE is slightly faster than Khan et al. (18.93 vs. 20.15 hours/epoch).
This speedup is especially crucial as it underscores the practical
advantage of the SL with HE paradigm; it enables clients to se-
curely offload the bulk of their data storage and computational
workload to a powerful server, all while maintaining confidential-
ity and achieving feasible training times. Finally, compared to Lee
et al.’s state-of-the-art ResNet-20 inference [37], our extrapolated
results achieve 22.35 minutes per image—an ∼8× speedup.

5.4 Discussion

Several key insights emerge from our results: (i) the impact onmodel
accuracy is minimal. Our findings in Section 5.2.1 confirm that the
combination of degree-3 polynomial activation approximations and
the inherent noise from the CKKS scheme results in a negligible
accuracy degradation of less than 1% across all tested models. This
is a critical outcome, as it validates that the strong privacy guar-
antees offered by CURE do not come at the cost of the model’s
utility, making it a viable solution for real-world applications, (ii)
The performance of CURE is dictated by a clear set of trade-offs (see
Section 5.2.2). Latency is primarily determined by the number of
encrypted layers, hardware capacity, and cryptographic parameters.
Core-count scalability analysis shows near-linear speedup, making
the framework well-suited to modern multi-core servers. However,
this efficiency must be contextualized by the overhead of HE it-
self. As shown in our split layer index and log𝑁 experiments, both
deepening the encrypted portion of the model and increasing the
security parameters lead to substantial increases in runtime. This
underscores the necessity of our estimator tool, which is designed
to navigate these trade-offs and identify an optimal configuration
for a given set of constraints. (iii) Our analysis of large models
shows that convolutional layers are the main performance bottle-
neck. In ResNet, high channel depth makes Conv2D layers vastly
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Dataset Method Model Time (hours) Notes

Training

MNIST Nandakumar et al. [49] MLP ∼667 hours/epoch BGV on 30 cores
MNIST Glyph [41] MLP 38.4 hours/epoch BGV on 24 cores
MNIST CURE (𝑙𝑛 = 1) MLP 5.72 hours/epoch CKKS on 24 cores (SL)
MNIST CURE (𝑙𝑛 = 1) MLP 4.56 hours/epoch CKKS on 30 cores (SL)
MNIST CURE (𝑙𝑛 = 1) MLP 3.17 hours/epoch CKKS on 40 cores (SL)
MNIST CURE (𝑙𝑛 = 5, fully encrypted) MLP 6.83 hours/epoch CKKS on 24 cores (SL)
MNIST CURE (𝑙𝑛 = 5, fully encrypted) MLP 5.46 hours/epoch CKKS on 30 cores (SL)
MNIST CURE (𝑙𝑛 = 5, fully encrypted) MLP 3.79 hours/epoch CKKS on 40 cores

Training
PTB-XL Khan et al. [31] PTB-XL CNN 20.15 hours/epoch CKKS on 6 cores (SL)
PTB-XL CURE (𝑙𝑛 = 1) PTB-XL CNN 5.28 hours/epoch CKKS on 6 cores (SL)
PTB-XL CURE (𝑙𝑛 = 5, fully encrypted) PTB-XL CNN 18.93 hours/epoch CKKS on 6 cores
PTB-XL CURE (𝑙𝑛 = 1) PTB-XL CNN 0.733 hours/epoch CKKS on 40 cores (SL)
PTB-XL CURE (𝑙𝑛 = 5, fully encrypted) PTB-XL CNN 2.63 hours/epoch CKKS on 40 cores

Inference CIFAR-10 Lee et al. [37] ResNet 2.94 hours/image CKKS on 112 cores
CIFAR-10 CURE ResNet 22.35 minutes/image CKKS on 40 cores (SL)

Table 7: Comparison of Training Times: Prior Work vs. CURE. All listed times are for fully encrypted training unless specified as Split Learning

(SL). For fair comparison, fully encrypted CURE runtimes are obtained by configuring all layers as encrypted server layers.

more expensive under HE than layers in simpler models like LeNet,
underscoring the importance of carefully choosing the split point.
(iv) Benchmark results show that CURE delivers a substantial per-
formance leap. As Table 7 illustrates, it is up to 210× faster than
foundational HE training frameworks and consistently outperforms
recent specialized competitors. The advantage is especially clear on
the PTB-XL dataset, where CURE ’s SL implementation is orders of
magnitude faster than Khan et al. Overall, these results establish
CURE as competitive and practical.

Finally, we note that while recent works such as BOLT [56],
BumbleBee [26], and NEXUS [92] have paved the way for secure
inference on transformers—where a service provider holds static
model weights and only the user inputs are encrypted—our contri-
bution is orthogonal: we enable server-side training with dynamic

encrypted model parameters with backpropagation under SL. Rather
than hard-coding specific neural networks, we implement layers as
composable modules that interoperate under any split index and
dimension configuration. Our packing strategies are designed to re-
main efficient even as layer sets or split points vary during training.
In contrast, [26, 56, 92] propose optimizations tailored primarily to
secure inference of transformer architectures, relying on techniques
such as attention-specific packing layouts, low-rotation matrix mul-
tiplication schemes, and efficient approximations of softmax, as-
suming fixed weights and forward-only execution. In particular,
the matrix-multiplication methods in [26, 56, 92] are tailored for
fixed-weight, inference-only settings and cannot be directly applied
to CURE’s encrypted-training scenario: BOLT’s optimizations rely
on the server being able to freely access and pre-arrange its model
parameters in plaintext form tominimize rotation and packing costs
during computation; BumbleBee’s Oblivious Linear Transformation
(OLT) operates over secret-shared inputs in a two-party compu-
tation framework which contradicts with CURE’s system/threat
model; and NEXUS’s optimization is built on having fixed parame-
ters that allow pre-computation and reuse of encrypted operations
across multiple inputs. Since CURE maintains and updates (during
backpropagation) all server-side parameters as ciphertexts under

the client’s key during training, none of these methods are compat-
ible with its homomorphic, single-key, SL design.

FutureWork. While this work focuses on the single-client setting,
an interesting future direction is to extend CURE to multi-party SL,
enabling multiple clients to jointly train a model under semi-honest
or malicious settings. However, we note that this necessitates dis-
tinct cryptographic solutions, such as distributed key management
and the aggregation of encrypted updates. Multi-party environ-
ments introduce non-trivial challenges—such as data integrity and
peer-wise privacy—that are not present in the single-client archi-
tecture of CURE. One solution would be to integrate multiparty
HE [48] for secure key generation and aggregation, eliminating
reliance on a trusted party as in prior private federated learning
systems [71]. Moreover, unlike the single-client setting—where all
updates originate from a single honest party—the multi-client sce-
nario introduces risks of malicious or inconsistent client behavior,
such as submitting malformed or adversarial gradients. Therefore,
robust and verifiable mechanisms, including encrypted gradient
validation and zero-knowledge proofs, are critical to ensure correct-
ness and integrity. The estimator may also be generalized to man-
age dynamic cut-layer placement, heterogeneous computational
capacities, and communication scheduling across clients. Finally,
formalizing the multi-party security model and assessing CURE in
cross-silo settings (e.g., multi-hospital collaborations) would further
validate its scalability, robustness, and privacy guarantees.

6 Conclusion

We introduced CURE, an efficient privacy-preserving split-learning
framework for a single-client, single-server setting that encrypts
only server-side parameters. This design securely offloads storage
and computation while preserving label confidentiality and, option-
ally, data privacy. By relying on our proposed packing strategies,
CURE further enhances performance and outperforms fully en-
crypted training methods while achieving accuracy levels on par
with both baseline and fully encrypted approaches.
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A CURE’s Initialization Algorithm

We provide the initialization of CURE that involves the genera-
tion and encryption of weight matrices described in Section 4.1 in
Algorithm 2.

B Illustration of Packing Principles

The following example outlines how we apply packing principle
through a toy example. Here 𝑑𝑖 𝑗 represents the entries of an arbi-
trary matrix, 𝛽 is a scalar multiplicative, and underscores represent
garbage values. Consider 𝐷 a 3 × 3 data matrix:
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Algorithm 2 Initialization

1: function Initialization
2: if client then
3: 𝐿𝑐 ← [𝑙𝑛+1, . . . , 𝑙𝑛+𝑘 ] ⊲ Client-side layers
4: 𝑊𝑐 ← GenRandomWeights(𝐿𝑐 )
5: (PK𝑐 , SK𝑐 ) ← KeyGen(1𝜆)
6: Send PK𝑐 to server
7: else if server then
8: 𝐿𝑠 ← [𝑙1, 𝑙2, . . . , 𝑙𝑛] ⊲ Server-side layers
9: 𝑊𝑠 ← GenRandomWeights(𝐿𝑠 )
10: W𝑠 ← EncPK𝑐 (𝑊𝑠 )
11: end if

12: end function

𝐷 =


d00 d01 d02
d10 d11 d12
d20 d21 d22


Instead of performing a scalar multiplication in HE separately for
each entry of the matrix as:

𝛽 ·
[
d00 _ _ _ _ . . . _

]
𝛽 ·

[
d01 _ _ _ _ . . . _

]
.
.
.

𝛽 ·
[
d22 _ _ _ _ . . . _

]
We pack and augment the data properly with respect to the oper-
ation to utilize the computational resources more efficiently. The
packing is done as follows:

𝛽 ·
[
d00 d01 . . . d22 _ . . . _

]
By restructuring the data in this manner, we fill the RLWE vector
with meaningful data and pad it with zeros when necessary, as
described in Section 4.3.3.

C One-Level Operations in Matrix Computation

In one-level batchmultiplication, we packweightmatrices as batches
of columns, enabling matrix-vector multiplication. Optimizing the
second layer’s matrix initialization is crucial since packing effi-
ciency depends on the dimensions of the first two layers and the
number of slots in the RLWE vector. This process is complex and
influenced by the dataset, HE scheme parameters, and security and
computational limits. While packing the encrypted weight matrix
for batch multiplication can be costly (as discussed in Section 5.3),
it maximizes efficiency. The latency from batch multiplication is
compensated by the performance boost from better weight matrix
packing.

In contrast, for one-level scalar multiplication, there is no need
for such preprocessing on the components of the network except
for the encoding and encryption of the elements. However, since
one-level scalar multiplication cannot utilize packing as efficiently
as one-level batch multiplication, there is a possibility of higher
demand for memory and computation in some cases. Therefore, it
is important to carefully decide which one-level operation to use,
considering the trade-offs.

Here, we provide a toy example to demonstrate the necessary
operations to calculate the multiplication of a 4 × 4 matrix with a
4-dimensional vector:


v11 v12 v13 v14
v21 v22 v23 v24
v31 v32 v33 v34
v41 v42 v43 v44

 ×

𝑤1
𝑤2
𝑤3
𝑤4

 =


v11w1 + v12w2 + v13w3 + v14w4
v21w1 + v22w2 + v23w3 + v24w4
v31w1 + v32w2 + v33w3 + v34w4
v41w1 + v42w2 + v43w3 + v44w4


Our one-level batch multiplication is represented as:

=

[
𝑤1
𝑤1
𝑤1
𝑤1

]
⊙

[v11
v21
v31
v41

]
+

[
𝑤2
𝑤2
𝑤2
𝑤2

]
⊙

[v12
v22
v32
v42

]
+

[
𝑤3
𝑤3
𝑤3
𝑤3

]
⊙

[v13
v23
v33
v43

]
+

[
𝑤4
𝑤4
𝑤4
𝑤4

]
⊙

[v14
v24
v34
v44

]
And our one-level scalar multiplication is represented as:

=𝑤1 ⊗
[v11
v21
v31
v41

]
+𝑤2 ⊗

[v12
v22
v32
v42

]
+𝑤3 ⊗

[v13
v23
v33
v43

]
+𝑤4 ⊗

[v14
v24
v34
v44

]
Notice that the column-wise multiplication can be done in a batch
or scalar fashion. In other words, we can write the multiplication
of a column as scalar multiplication of𝑤𝑖 or element-wise vector
multiplication with repeated elements of 𝑤𝑖 as an RLWE-packed
vector. When the ciphertext batch size is larger than the column size
(e.g., two columns fit in one RLWE vector), we can utilize packing
more efficiently for the one-level batch multiplication operation, as
follows:



𝑤1
𝑤1
𝑤1
𝑤1
𝑤2
𝑤2
𝑤2
𝑤2


⊙



v11
v21
v31
v41
v12
v22
v32
v42


+



𝑤3
𝑤3
𝑤3
𝑤3
𝑤4
𝑤4
𝑤4
𝑤4


⊙



v13
v23
v33
v43
v14
v24
v34
v44


=



v11 ∗w1 + v13 ∗w3
v21 ∗w1 + v23 ∗w3
v31 ∗w1 + v33 ∗w3
v41 ∗w1 + v43 ∗w3
v12 ∗w2 + v14 ∗w4
v22 ∗w2 + v24 ∗w4
v32 ∗w2 + v34 ∗w4
v42 ∗w2 + v44 ∗w4


Upon receiving the ciphertext, the client decrypts it and calculates:[

𝑣11𝑤1 + 𝑣13𝑤3
𝑣21𝑤1 + 𝑣23𝑤3
𝑣31𝑤1 + 𝑣33𝑤3
𝑣41𝑤1 + 𝑣43𝑤3

]
+

[
𝑣12𝑤2 + 𝑣14𝑤4
𝑣22𝑤2 + 𝑣24𝑤4
𝑣32𝑤2 + 𝑣34𝑤4
𝑣42𝑤2 + 𝑣44𝑤4

]
=

[
𝑣11𝑤1 + 𝑣12𝑤2 + 𝑣13𝑤3 + 𝑣14𝑤4
𝑣21𝑤1 + 𝑣22𝑤2 + 𝑣23𝑤3 + 𝑣24𝑤4
𝑣31𝑤1 + 𝑣32𝑤2 + 𝑣33𝑤3 + 𝑣34𝑤4
𝑣41𝑤1 + 𝑣42𝑤2 + 𝑣43𝑤3 + 𝑣44𝑤4

]
D Illustration 𝑛-encrypted Layer Operations in

Matrix Multiplication

Here, we provide a toy example that illustrates the packing and
matrix multiplication scheme for 𝑛-encrypted layer networks de-
scribed in Section 4.3.3. Consider a matrix 3 × 4 matrix 𝐵 with the
following entries:

B =


𝑤00 𝑤01 𝑤02 𝑤03 𝑤04
𝑤10 𝑤11 𝑤12 𝑤13 𝑤14
𝑤20 𝑤21 𝑤22 𝑤23 𝑤24


First, we pad our matrix to achieve an efficient homomorphic

dot product with optimized rotations.
𝑤00
𝑤10
𝑤20

0

𝑤01
𝑤11
𝑤21

0

· · ·

𝑤04
𝑤14
𝑤24

0


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By concatenating and marking the entries, we achieve the place-
ment of columns to the RLWE vectors for the dot product.



𝑤00
𝑤10
𝑤20

0
𝑤01
𝑤11
𝑤21

0





𝑤02
𝑤12
𝑤22

0
𝑤03
𝑤13
𝑤23

0





𝑤04
𝑤14
𝑤24

0
0
0
0
0


After preparing the second vector, we process the rows of the first

matrix by padding them to the nearest power of two and repeating
the rows as necessary. We then calculate the homomorphic dot
product for each column and extract the previously marked data.
It is important to note that this marking operation serves as an
abstraction for explanatory purposes.

A =


𝑣00 𝑣11 𝑣02
𝑣10 𝑣11 𝑣12
𝑣20 𝑣21 𝑣22


To prepare the first row for the homomorphic dot product calcula-

tion, we arrange the elements as [𝑣00, 𝑣10, 𝑣20, 0, 𝑣00, 𝑣00, 𝑣00, 0, ...] as
a column vector. Next, we perform element-wise multiplication of
this vector with the columns obtained from matrix B. Subsequently,
we rotate the resulting vector by powers of two until we cover all
slots. After each rotation, we perform an element-wise addition
with the previously accumulated vector. This process ultimately
yields the dot product of the initial matrices’ row-column pairs
homomorphically, enabling efficient computation of the matrix-
matrix product. Importantly, all operations from this stage onward
are executed homomorphically.



w00
w10
w20
0

w01
w11
w21
0


⊙



v00
v10
v20
0
v01
v10
v21
0


=



v00 ∗w00
v10 ∗w10
v20 ∗w20
0 ∗ 0

v01 ∗w02
v10 ∗w11
v21 ∗w21
0 ∗ 0


Next, we rotate and add the result to itself ⌈log𝑛⌉ − 1 times,

ultimately achieving the desired outcome:



v00 ∗w00
v10 ∗w10
v20 ∗w20

0 ∗ 0
v01 ∗w02
v10 ∗w11
v21 ∗w21

0 ∗ 0


+



v10 ∗w10
v20 ∗w20

0 ∗ 0
v01 ∗w02
v10 ∗w11
v21 ∗w21

0 ∗ 0
v00 ∗w00


=



v00 ∗w00 + v10 ∗w10
v10 ∗w10 + v20 ∗w20

v20 ∗w20 + 0 ∗ 0
0 ∗ 0 + v01 ∗w02

v01 ∗w02 + v10 ∗w11
v10 ∗w11 + v21 ∗w21

v21 ∗w21 + 0 ∗ 0
0 ∗ 0 + v00 ∗w00


Rotation of this vector twice and addition will result in:



v00 ∗w00 + v10 ∗w10
v10 ∗w10 + v20 ∗w20

v20 ∗w20 + 0 ∗ 0
0 ∗ 0 + v01 ∗w02

v01 ∗w02 + v10 ∗w11
v10 ∗w11 + v21 ∗w21

v21 ∗w21 + 0 ∗ 0
0 ∗ 0 + v00 ∗w00


+



v20 ∗w20 + 0 ∗ 0
0 ∗ 0 + v01 ∗w02

v01 ∗w02 + v10 ∗w11
v10 ∗w11 + v21 ∗w21

v21 ∗w21 + 0 ∗ 0
0 ∗ 0 + v00 ∗w00

v00 ∗w00 + v10 ∗w10
v10 ∗w10 + v20 ∗w20



=



v00 ∗w00 + v10 ∗w10 + v20 ∗w20 + 0 ∗ 0
v10 ∗w10 + v20 ∗w20 + 0 ∗ 0 + v01 ∗w02
v20 ∗w20 + 0 ∗ 0 + v01 ∗w02 + v10 ∗w11
0 ∗ 0 + v01 ∗w02 + v10 ∗w11 + v21 ∗w21
v01 ∗w02 + v10 ∗w11 + v21 ∗w21 + 0 ∗ 0
v10 ∗w11 + v21 ∗w21 + 0 ∗ 0 + v00 ∗w00
v21 ∗w21 + 0 ∗ 0 + v00 ∗w00 + v10 ∗w10
0 ∗ 0 + v00 ∗w00 + v10 ∗w10 + v20 ∗w20


Note that the first and fifth entries of the final vector represent

the desired homomorphic and efficient results of the first row’s first
column and the first row’s second column of the resulting matrix.
By proceeding with this process for each column and row, we can
obtain thematrix-matrix product. Formatriceswith columns that do
not fit into a single RLWE vector, we perform additional summation
operations on the final result, based on the initial slot-to-column
length ratio calculation.

E Approximated Activation Functions

Due to the fully encrypted nature of the server layers, for 𝑛 en-
crypted server layers where 𝑛 > 1, the activation functions of
𝑛 − 1 layers should also be executed under encryption. However,
non-linear activation functions cannot be directly applied under
encryption; only polynomial functions can be used. To address
this limitation, we rely on well-known approximation techniques
such as the Chebyshev interpolation method [62] or the minimax
approximation [75] to approximate the non-linear activation func-
tions as polynomials. This technique is also employed by numerous
privacy-preserving machine learning works [7, 14, 18, 23, 39, 70, 71].
It is important to note that using higher-degree polynomials may
result in better approximations and thus better accuracy. However,
higher-degree polynomials also lead to more HE multiplications,
resulting in noise accumulation and potentially necessitating boot-
strapping as each multiplication consumes one ciphertext level. For
a degree 𝑑 polynomial, the scheme consumes 𝑙𝑜𝑔2 (𝑑 + 1) levels.
This results in increased computational complexity and can lead to
higher training latency. Therefore, careful consideration is required
when selecting the function and the degree of the polynomial used
for the approximation.

Backward Pass for Activation Functions. Activation functions,
being non-parametric, do not require weight updates. During the
backward pass, the gradient with respect to the activation function’s
input is computed. This is achieved by multiplying the incoming
gradient (with respect to the activation’s output) by the derivative
of the activation function itself. For our approximated polynomial
activations, we directly use the derivative of the polynomial ap-
proximation to compute this gradient.
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F Detailed Implementation Details

Every NN layer used in experiments has both a plaintext refer-
ence implementation and an HE counterpart. This lets us (i) exe-
cute CURE with end-to-end HE encryption, meaning all computa-
tions—from forward pass to backpropagation—are performed on
encrypted data without any intermediate decryptions except client
operations and (ii) quantify per-layer divergence by comparing HE
outputs to their plaintext mirrors at each split layer index (𝑙𝑛). For
accuracy testing, we also provide a Python/PyTorch simulation har-
ness that mirrors our Go operators by using the same fixed-point
quantization and degree-3 polynomial approximation of ReLU, and
injecting layer-wise noise calibrated from our measurements and
Lattigo’s CKKS noise growth reports. Unless stated otherwise, each
experiment is repeated at least three times, and we report the mean.

G Detailed Information on Datasets

We detail the datasets used in the evaluation of CURE here. We em-
ploy: (i) the hand-written digits (MNIST) dataset [36] with 60, 000
images of 28 × 28 pixels and 10 labels, (ii) the PTB XL dataset [83]
(PTB-XL)with 21, 837 clinical 12-lead ECG records, 10-second record-
ings with 100 Hz sampling rate, annotated with up to 71 different
diagnostic classes, and (iii) the CIFAR-10 dataset [34] with 60,000
color images of 32 × 32 pixels, categorized into 10 classes.

H Experimental Methodology

Time latency. All time-latency experiments run true end-to-end
HE pipelines. For every layer, we retain both plaintext and HE
implementations and log the per-layer HE↔plaintext deviation to
monitor drift. Each layer processes the actual output of its prede-
cessor, thereby capturing real training dynamics such as ciphertext
scaling, rescaling, and relinearization.
Accuracy via calibrated noise-injection. To estimate accuracy
under HE, we finetune training for additional epochs in PyTorch
while injecting per-layer noise that emulates our measured HE
deviation and Lattigo-reported CKKS noise growth. This is per-
formed on Colab T4 [20] for fast iteration. We ensure the activation
approximation and quantization match the Go/HE pipeline.
Scalability experiments.We measured scalability with respect
to two primary factors: the number of CPU cores and the cryp-
tographic context parameters, specifically by varying the ring di-
mension, log𝑁 . For these experiments, we report the total wall-
clock time for end-to-end model passes. Additionally, to provide a
more granular analysis, we also benchmarked representative cryp-
tographic primitives (e.g., 𝑐𝑡×𝑝𝑡 , 𝑐𝑡×𝑐𝑡 , and rotations).

I Supplementary Figures and Tables

We present here the supplementary figures and tables here that
could not be included in the main manuscript due to space con-
straints. Discussions on these figures and tables can be found in
the relevant subsections of Section 5.

Figure 4:MLP real and estimator

times

Figure 5: LeNet real and estima-

tor times
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