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Abstract

With the increasing prevalence of voice interfaces, such as smart
home assistants, conversational Al, and AR/VR systems, the need
for effective privacy and consent mechanisms is more critical than
ever. We conducted a mixed-methods study to address the chal-
lenges of ensuring effective consent for voice-based data sharing.
Through interviews with voice assistant users (n=21), we identify
five key design and contextual factors for effective privacy notices:
context, control flow, modality, timing, and the voice used for no-
tice delivery. We then prototyped these notices and performed a
within-subject user study (n=160) to identify preferred notice de-
signs. We found that the voice used for delivery and timing of the
notice are the most critical factors influencing user preferences,
with participants favoring notices delivered in the default app voice
before data is requested. To our knowledge, this is the first study
to design privacy notices specifically for voice-based data sharing
in voice interfaces. Our findings contribute valuable insights to
the privacy design literature and provide actionable guidance for
developers working on emerging voice-driven platforms.
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1 Introduction

Voice-based user interfaces, like those in voice assistants, chatbots,
and AR/VR, are becoming increasingly common, with voice as-
sistants being the most dominant use case. In recent years, voice
assistants have grown immensely popular, with an estimated 8.4
billion users globally [74]. These hands-free devices offer efficient
ways to perform tasks such as controlling smart home devices,
searching the web, shopping, gaming, and streaming music [5, 6].
Amazon Alexa remains the market leader, ahead of competitors
like Google Assistant and Apple Siri [80]. Alexa has also partnered
with major car manufacturers like General Motors, Ford, BMW, and
Audi to bring hands-free controls, entertainment, and productivity
features to vehicles [8, 9, 11, 13]. Smart voice assistants extend their
functionality through third-party voice applications (called “Skills”
on Amazon Alexa). These voice apps enable specialized tasks, such
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as playing games (e.g., Jeopardy), listening to a specific news stream,
or managing a To-Do list, expanding the voice assistants’ interactive
capabilities, and web service integration. On Amazon Alexa, users
activate skills by “enabling” them, akin to installing smartphone
apps. Third-party developers must meet certification standards to
publish skills on the Alexa store, which currently hosts over 100,000
skills, mostly from third-party creators [7].

Interacting with third-party applications on voice assistants ex-
poses users to external content that may lack rigorous vetting [47,
61, 91], introducing privacy risks. These risks include unintentional
disclosure of sensitive information [23, 58] or sharing of excessively
personal data prompted by malicious developers [61]. Wie et al.
analyzed 65,000 Alexa skills and found 21.7% exhibited suspicious
data collection, with data requests unjustified by the skills” func-
tionality, with 18.6% of these requests occurring verbally during
interactions [89]. Further, research shows that most Alexa users
misunderstand the role of third-party skills, frequently mistaking
them for native features [66]. Third-party skills can verbally request
and store personally identifiable information from the user through
verbal data requests. These requests involve asking for data that
is not found on the user’s profile within the platform (data stored
on a user’s profile is directly accessible to the skill based on the
permission settings). For instance, the user may not have their age
stored on their Amazon profile, but a third-party Alexa skill may
ask for age to suggest a suitable workout routine. It is essential
that the voice interface platform clearly informs its users about the
entities involved in accessing and handling their data.

A privacy notice serves as a mechanism for a system or organiza-
tion to be transparent about its data practices, helping users make
informed privacy decisions [79]. While existing privacy notices—
such as website cookie banners or mobile app permission pop-ups—
rely on visual elements, these methods are unsuitable for voice
interfaces. This presents a significant research gap: designing effec-
tive auditory privacy notices that do not disrupt the user experience.
While prior research has investigated privacy in visual interfaces,
such as Android and iOS, where developer and user mental models
of app permissions often conflict [83], these findings do not di-
rectly translate to voice-based systems. Further, while other studies
have examined privacy notices in broader IoT contexts like wear-
ables and VR [79, 87], our work is unique in its focus on designing
usable privacy notices for voice-based data sharing, during ver-
bal data requests. We adapt existing privacy design frameworks
to the unique challenges of voice interfaces, with insights from
users. We answer the following research questions. RQ1: What pri-
vacy features do users desire in voice interfaces? Through interviews
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with current Alexa users (n=21), we identified user-desired privacy

features and data request mechanisms. Participants expressed a

strong preference for features like multi-factor authentication and

warnings about verbal data collection. RQ2: What design factors
should we consider in designing privacy notices for voice interfaces?

Insights from the interviewed participants and existing literature

on designing privacy notices revealed five key design factors: the

context of the verbal data request, control flow, modality, timing,
and the voice used for delivering the notice. RQ3: a) Which privacy
notices are more likely to be preferred, and b) which design factors
influence user preferences the most? After identifying the key de-
sign factors, we prototyped 20 privacy notice variants for a realistic

Alexa skill. Through an interactive mixed-design user study (n=160),

we collected participants’ preferences in using these prototypes.

We performed Bayesian Ordinal Multilevel Regression to identify

preferred variants and Cumulative Link Mixed Models (CLMM)

Regression to identify the factors most influencing preference: the

voice used for delivery and the timing of the notice. In general,

the preferred privacy notices are verbal, interactive notices in
default Alexa voice before the information is requested.

In this paper, we prototyped privacy notices in the context of
Alexa skills due to their rich capabilities and features; however, we
believe our notice designs are broadly applicable to other voice
assistant ecosystems and systems employing voice-based interfaces
to make verbal data requests to users. In summary, we make the
following contributions:

e To the best of our knowledge, we are the first to design privacy
notices for verbal data requests for the voice interface.

e We elicit insights about user-desired privacy features and at-
tributes of privacy notices for the voice interface.

e We prototype 20 variants of privacy notices, quantitatively iden-
tify the most influential factors determining user preference, and
determine the specific privacy notice variants users prefer for
different data-request contexts.

o We extract the key factors for designing privacy notices for verbal
data requests through voice-based interfaces.

e We offer design recommendations to voice-interface developers
and platforms to integrate usable privacy notices into various
existing voice-based systems with minimal disruption to the
user’s interaction flow.

2 Background on Alexa Ecosystem

In this section, we provide an overview of the Alexa skill ecosystem,
which serves as the platform for developing and evaluating our pro-
posed privacy notices for voice interfaces. An Alexa skill consists of
a front-end with voice models and a back-end for execution logic,
ensuring users interact only with the front-end [12]. Audio from
Alexa devices is processed in the cloud, where requests are identi-
fied, inputs extracted, and structured data sent to the back-end [18].
This design enhances privacy by restricting raw audio access and al-
lows developers to focus on crafting engaging experiences without
managing sensitive data or speech recognition. Amazon introduced
third-party development for Alexa in 2015, fostering an app-like
ecosystem [1]. This ecosystem includes native skills developed by
Amazon and third-party skills created by external developers.

Data Collection by Skill. Skills can gather personal information
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via the Amazon account or verbal input. Accessing Amazon ac-
count data, such as name, email, or location, requires explicit user
permission for personalization. Skills may also request personal
details like a name or date of birth during conversations without
needing explicit consent.

Intents and Slots. Understanding how voice assistants collect
personal information is essential to assessing privacy implications
and designing privacy notices. A skill’s interaction model, or front-
end, processes user input and maps it to functionalities using com-
ponents like ‘intents’ and ‘slots’ [10]. An ‘intent’ represents an
action triggered by a user request, while ‘slots’ capture details. For
instance, a trip-planning skill might include an ‘intent’ like “Plan-
MyTrip” with slots for ‘departure city’, ‘destination’, and ‘travel
date’. Slots can use predefined data types, such as AMAZON.DATE
or AMAZON. City, or custom types. The language model maps user
utterances to slots based on sentence structure and sends the data
to the backend intent handler.

Sample Utterances. Sample utterances are phrases users can say
to trigger intents, with variables in curly brackets representing
slot values. For example, a sample utterance for the PlanMyTrip
intent might be, “I want to visit {destination}” A diverse set of
sample utterances improves intent recognition and enriches the
user experience by offering varied interaction options.

Dialog Model. Multi-turn dialogs allow more complex interac-
tions, enabling the collection and confirmation of slot values needed
to complete intents. The dialog model defines the flow, including
prompts for slot values, user responses, rules for slot validation,
and intent confirmation, ensuring a structured, efficient process for
gathering user information [10].

3 Related Work

Privacy Concerns with Voice Assistants. Security and privacy
risks of smart home devices and voice assistants have been exten-
sively studied in prior research. Edu et al. highlighted the broad
attack surface of voice assistants, outlining potential countermea-
sures [39]. Studies have also examined user perceptions of privacy in
smart speakers, attitudes toward related risks [59, 68, 82, 84, 93], and
user concerns about data deletion and its impact on trust [32, 34].
Longitudinal investigations have identified privacy as a recurring
concern in overall user experience [26, 37]. Lemmer et al. studied
children’s privacy under GDPR, finding both Alexa and Google
Assistant in violation of several legal requirements [60]. Empirical
research has explored user behaviors and privacy-related mental
models. Participants report concerns about unauthorized access to
personal data by household members, visitors, or device manufac-
turers, reflecting limited trust [52]. Privacy-seeking behaviors, such
as use of the mute button, are rare and often insufficient to meet
user needs [58], and studies of mental models highlight strong con-
cerns about security and potential vulnerabilities to hacking [19, 20].
Controlled experiments have also been conducted to audit user pro-
filing practices: Khezresmaeilzadeh et al. systematically interacted
with voice assistants using several personas and found evidence of
user profiling influenced by the modality of interaction [55].

Privacy Risks with Third-party Voice Apps. Preserving privacy
and managing permissions becomes particularly challenging when
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third parties are involved. Zufferey et al. examined data access mech-
anisms in wearable devices and found that about half of the users
underestimate the third-party apps with access to their sensitive
information [94]. Studies on voice assistants highlight that third-
party voice apps introduce additional privacy risks: some apps can
bypass vetting processes and elicit sensitive user data [33, 47, 89—
91], and users often cannot distinguish these third-party skills from
native skills [67, 76].

Designing Privacy Notices for IoT Devices. To better inform
users about data practices and reduce privacy concerns, researchers
have explored new ways to present information through innova-
tive privacy notices. In an early work in this domain, Kelly et al.
introduced the “privacy nutrition label” [54]. Emami-Naeini et al.
introduced similar privacy labels for IoT devices, to help consumers
make informed choices when purchasing an IoT device [40]. How-
ever, these labels are primarily helpful at the time of purchase and
provide only general privacy-related information; they do not as-
sist users while they are actively using the device, especially in the
verbal-first context of a voice assistant.

Prior research on the web and social media has shown that pri-
vacy notices embedded directly into an app’s control flow that
subtly steer users toward a privacy-protective behavior without
forcing them or restricting their options [53], can help users make
more privacy-conscious decisions [24, 69, 85, 87]. In the context
of smart home devices, Schaub et al. identified four key compo-
nents for effective privacy notices: timing, channel, modality, and
control [79]. These notices can be delivered at different times (e.g.,
at setup or just-in-time), through various channels (like a primary
voice interface or a secondary screen), and in different formats
(visual, auditory, or haptic).

While research has also focused on designing privacy icons to
convey options without creating misconceptions [49], these solu-
tions often place the burden of managing privacy on the user [38,
63]. Despite advances in other domains, the development of privacy
notices specifically for voice interfaces remains largely unexplored.

Distinction from prior work. Prior research on Alexa privacy
notices mainly focused on alerting users when they activate third-
party skills versus native features [67, 76], but these efforts have not
addressed the privacy concerns regarding verbal data requests. User
studies have shown that Alexa’s voice interface provides inadequate
cues for distinguishing third-party skills from native ones [76]. This
misperception creates privacy risks, as users tend to trust the plat-
form more than third parties. Although the privacy implications
of data collection by third-party skills are well documented [62],
prior works have not designed or evaluated privacy notices specif-
ically for verbal data requests, which are a central part of voice
interactions. Because voice interfaces are fundamentally different
from visual platforms like mobile and web, privacy notice designs
from those ecosystems can’t be directly transferred without risk-
ing disruption of the conversation flow or increasing the user’s
cognitive load. This paper addresses this gap by identifying user-
preferred privacy notice types and systematically evaluating their
effectiveness in various realistic voice interaction scenarios.
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4 Study Organization

In this paper, we present findings from two studies. Study-I in-
volved semi-structured interviews (n=21) with users of Amazon
Alexa to understand user perceptions and preferences regarding
current data request methods on voice interfaces. These interviews
helped us identify contextual factors influencing user preferences,
enabling us to design prototypes for privacy notices. While prior
literature—often led by privacy experts—has identified general de-
sign factors for privacy notices [79], these frameworks are typi-
cally broad and not tailored to the unique characteristics of voice
interfaces. In contrast, Study-I aims to explore which of these es-
tablished factors are applicable in the context of voice interactions,
while also uncovering additional factors that may be specific to this
modality. Importantly, rather than relying solely on expert perspec-
tives, this study engages general active users of voice assistants
to ensure the identified factors reflect real-world usage patterns,
expectations, and challenges. In Study-II, we evaluated user pref-
erences and usability of these privacy notices via an interactive
study. Based on results from Study-I, we conducted Study-II—an
interactive user study (n=160)—where we prototype the privacy
notices by simulating them in custom Alexa skills. Based on the
results, we provide recommendations on which privacy notice(s)
would likely be the best and dissect their factors. For both Study-I
and Study-II, eligible participants were required to be U.S. residents,
at least 18 years old, and active users of smart voice assistants (VAs).

Ethical Considerations. Both studies were approved by our
university’s IRB. For Study-1, interviews were transcribed using a
local Whisper model, de-identified, and recordings were deleted
post-transcription. For Study-II, participants were anonymously
recruited via Prolific. While we developed real Alexa skills, public
deployment risked user data exposure and violated Alexa’s policies
against non-functional or mock skills. To address this, we recorded
interactions in developer mode and showed participants the videos
for feedback. Detailed ethical considerations for both studies are
discussed in Appendix §A.1.

5 Study-I: Verbal Privacy Notice Preferences

5.1 Methods

5.1.1  Study Design. For Study-I, our study flyer included a link/QR
code to a screening survey that provided the details of the study. In
the screening survey, we asked about the frequency and duration of
participants’ VA usage, the VAs used (e.g., Amazon Alexa, Google
Assistant, Apple Siri), and the activities they performed using VA.
As an attention check, we asked what “wake word” they used to ac-
tivate their VA. A non-existent wake word would flag a fraudulent
participant. If the participant indicated using Amazon Alexa, the
screening survey asked whether and what skills they enabled on
Alexa. We also collected demographic information, including edu-
cation level, age range, and gender, to ensure participants’ diversity,
as participants from different underserved populations may have
different privacy needs and challenges [44, 50]. In the consent form,
we informed participants to keep their VA device handy during the
actual interview to show on video for verification.

Although we aimed to understand preferences for VAs in gen-
eral, we focused our interview study on Alexa users exclusively,
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Figure 1: Detailed diagram of the two studies. Study-I identifies contextual factors shaping user preferences, informing the design of privacy

notice prototypes in Study-II.

as Alexa is the only voice assistant platform currently support-
ing third-party apps (Google stopped support for third-party voice
apps in 2023 [15]). We did not explicitly state in the screening
survey that we were recruiting only Alexa users to prevent fraudu-
lent participants from gaming the system. Prior research [75] and
our own experience show that clearly stating such criteria often
prompts fraudulent respondents to simply claim eligibility, making
them harder to detect and wasting time for legitimate participants.
Instead, immediately after the consent form, the sign-up survey
presented a multiple-choice question about voice assistant usage.
If participants did not select Alexa, the survey ended immediately,
sparing them from answering 10 additional Alexa-specific ques-
tions. This also prevented repeated attempts, as Qualtrics blocked
re-entry. This approach saved participant time while reducing our
screening burden: of 97 recruits from social media, only 44 genuine
Alexa users were invited, with the rest filtered out for reasons such
as incorrect wake words or likely Al-generated responses.

During the Zoom-based interview, researchers asked the par-
ticipants to provide consent to proceed with the interview. As a
verification step, at the beginning of each interview, we asked the
participants to turn on their webcam so that their faces and VA
devices were visible (this was not recorded). The primary researcher
was present for all the interviews and could ensure that no partici-
pant participated twice and that all were legitimate VA users.

The interview had three components (see Figure 1): (i) partici-
pants’ usage of skills, (ii) perceptions about modes through which a
VA requests sensitive information, and (iii) features desired by the
participants to mitigate their privacy concerns. In the first section,
we elicited participants’ awareness of Alexa skills, whether they
had used them, and if they had shared personal information with
these skills. We also asked them if they shared personal information
by providing permission to the skill through their Amazon account,
or if they verbally provided the information in response to a ver-
bal request by the skill. Then we asked participants to share their
perspectives on both modes of information sharing: (i) using the
permissions mechanism where a skill explicitly gets user consent
when accessing personal information from the Amazon account,
and (ii) skills requesting personal information verbally without
explicit permission. Finally, if the participants shared privacy con-
cerns about modes of information collection, we asked them to
share their desired features to mitigate their concerns. Building on
prior literature that has developed general privacy notice design
frameworks and domain-specific adaptations (e.g., for VR), we uti-
lized both the frameworks and coding schemes from the Privacy
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Design Framework [79] and the Security Indicators framework for
VR [87] in structuring our survey, which formed the basis for our
deductive coding. In contrast, identifying voice assistant—specific
features desired by participants required inductive coding.

Since not every participant was equally familiar with skills and
how their personal information may be requested, during the inter-
view, we ensured to provide sufficient background information so
the participants could share their perspectives in a well-informed
manner. For this purpose, we made three short videos on the follow-
ing topics: (i) introduction to Alexa skills, (ii) personal information
collection in skills, and (iii) privacy features implemented in skills
(see Table 12 in Appendix). When a participant indicated a lack of
knowledge on any of these topics, we played the corresponding
pre-recorded video, ensuring uniform dissemination of information
to all participants. After playing the videos, we held a follow-up dis-
cussion to confirm the participants’ understanding before proceed-
ing. The educational videos provided a consistent baseline without
priming, focusing solely on how the existing system works.

5.1.2  Recruitment. For Study-1, we advertised our study on voice
assistant-specific subreddits (e.g., r/VoiceAssistants, r/alexa, r/Alexa_
Skills, r/AlexaDevs, r/amazonalexa, r/googlehome), LinkedIn groups
(e.g., Amazon Alexa, Google Home Professional Group), and Dis-
cord servers (belonging to university students). We also put our
study flyer on our University’s bulletin boards to recruit student
participants. Additionally, we used snowball sampling. We received
137 complete responses for the screening survey. 97 respondents
used Alexa, 75 used Google Assistant, 56 used Apple Siri, and 2
used other VAs (most respondents used multiple VAs). In selecting
whom to interview, we analyzed the quality of responses to the
screening questions and prioritized diversity in terms of the types
of activities performed using the VA, modality of VA usage (e.g., on
their phones, through a smart speaker, etc.), and participant demo-
graphics. We invited participants for the interview on a rolling basis
until we reached data saturation [42] (i.e., additional interviews did
not yield further insights). Overall, we invited 44 respondents for
interviews. Of these, 31 scheduled an interview with us. However,
five were no-shows, and one canceled. Further, during the inter-
view, four participants were unable to show their voice assistant
device on camera, so we did not proceed with the remainder of
those interviews. During the interviews, the researcher was taking
notes to determine saturation in responses [78]. Of the successfully
conducted interviews, we reached data saturation at the 19th inter-
view. We conducted two more interviews to ensure saturation. As
shown in Table 6 in Appendix A, our Study-I participants (N=21)
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covered a diverse range of racial/ethnic backgrounds, including
Asian, African American, Latino, and Caucasian participants, with
one participant preferring not to disclose. Age was skewed toward
younger adults, particularly 18-24 (8/21) and 25-34 (6/21), with
fewer participants in older age groups. Gender distribution was
moderately balanced (11 men, 9 women, 1 undisclosed). Educa-
tion was skewed toward higher education, with most participants
holding at least a bachelor’s degree (14/21).

5.1.3 Data Collection. We hosted the screening survey using Qualtrics.

Before conducting interviews with actual participants, we con-
ducted four pilot interviews with S&P researchers to assess the
interview duration and refine the questions [65]. At the start of
the interview, participants consented to participate in the study
and be audio recorded. We conducted a total of 21 interviews as
discussed in § 5.1.2. Interviews were conducted in English via Zoom.
The average length of interviews was 39 minutes, and participants
received a $15 Amazon gift card upon completion.

5.14  Data Analysis. The interviews were audio-recorded and tran-
scribed using Whisper [73]. Two researchers conducted thematic
analysis [27, 81] on the transcripts using deductive and inductive ap-
proaches. Deductive thematic analysis enabled coding based on the
privacy design framework [79, 87], while inductive coding was used
to extract themes within our research questions. The researchers
coded five transcripts and then discussed to create the initial code
book. Next, they independently coded the rest of the transcripts in
batches of five (the last batch with six) and discussed them to update
the codebook after each iteration. The two researchers discussed the
codes and resolved any conflicts through several weekly meetings —
an approach followed in several qualitative S&P studies [46, 51, 86].
The purpose of meeting multiple times was not to establish a mea-
sure of agreement but to eventually yield concepts and themes
(recurrent topics or meanings that represent an idea) so calculating
inter-rater reliability is not meaningful in this case [70]. The code-
book and other artifacts are available using an OSF repository! in
section A.2 of Appendix A. Since our study is qualitative with a
small sample size, we refrain from reporting the exact number of
participants associated with a given theme. However, to provide a
sense of frequency, we adopt a consistent terminology shown in
Figure 2 when reporting our qualitative findings.

5.2 Results

5.2.1 Awareness and Usage of Third-party Skills. We started our
interviews by understanding our participants’ awareness of skills.
Most participants recognized the term “skills”. However, only some
participants, such as P12, had the correct technical understanding
of skills: “It’s a program that Amazon or a third party can build,
that provides specific functions based on a keyword. When you ask
Alexa... Use a keyword, and it will listen to your command and then
perform a specific action”. While about half of our participants

nterview guide, codebook, and other user study artifacts are available here: https:
//osf.io/h7wkm/?view_only=baedc79e9f304172ae000f8392c30c9%e
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could not provide a succinct definition of skills, a few participants
had an incorrect understanding. To provide more context to our
participants and ensure they had sufficient background knowledge
to answer our interview questions, we educated them using our
pre-recorded videos as specified in § 5.1.1.

Interestingly, some participants didn’t know what third-party
skills they had enabled, even though they knew they were using
those functionalities on their Alexa devices. P5 stated that she only
realized she was using skills when she followed our instructions to
check her Alexa app for the skills she had enabled.

“I didn’t know “brown noise” was not part of Alexa... I didn’t know
they were skills to begin with.” (P5)

Our instructions helped participants to identify the skills they
used (by checking the Alexa app), which included Spotify, iRobot
home, wikiHow, Sleep sounds, iHeartRadio, and daily cricket trivia.

When asked which entities could access their PII, about half of
our participants believed that the first party (i.e., Amazon) as well
as third parties (i.e., skill developers) could do so. However, the
other half of the participants were not aware that those skills were
“third parties” and that their information was being shared with
those entities. For instance, P5 shared: “It’s not cool that I didn’t
know they were third parties”. A few participants mentioned that
when they interact with skills, it is not obvious which entity is
asking for the information: Alexa or the third-party skill.

Next, we probed our participants about their knowledge of pri-
vacy features in Alexa devices. Since our eventual goal was to
determine if users desired privacy notices at the time of informa-
tion sharing, we first ensured they were aware of existing privacy
features on Alexa. A few participants, such as P8, mentioned skill
permissions: ‘the third-party apps or skills might have to request
access to, for example, your location or your name.”

5.2.2  Perceptions of Alexa’s Information Sharing. At this stage of
the interview, we briefed our participants on the two ways a skill
may access users’ PII: using skill permissions and obtaining the
PII from the user’s Amazon account, or by asking the user for
information through a verbal request (see Figure 4 in Appendix A).
We then asked participants what they liked and disliked about each
of these two information sharing mechanisms.

Perceptions on Accessing PII from Amazon Account. We
found that most of our study participants liked the permissions
system that is enforced when an Alexa skill needs to access user
information from their Amazon account. Participants also liked that
the permission system helped users remain cautious and informed
of the data they shared, even in the future, and provided granular
control. P1 felt that the permission system was good for privacy.
P15 liked the usability of the permission system, of not having to
share information verbally.

P14 noted that the permission system ensures that an autho-
rized user is providing the information: “the security factor of your
granting the permission explicitly can make sure that it is you that is
actually granting the permission. In case of a verbal query, anyone can
actually talk to your Alexa, and they can provide that information.”
About shortcomings of the existing skill permission system, a few
participants shared that the permission system did not indicate
why the skill required that information (P15), it was cumbersome
to use (P10), and had very limited permissions available (P7).
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Perceptions on Accessing PII through Verbal Request. In
the case where users provided information in conversation, some
participants, such as P2, P9, P10, and P15, preferred this method,
citing ease of use. P17 added: T like the simplicity of being asked by
voice.” P8 and P13 highlighted the lack of validation for the provided
information in some skills, and that the collected information may

be incorrect or inaccurate:
‘T feel like sometimes it can misinterpret what you say. So maybe if

you say no, it could somehow interpret it as yes, which is outside of

your control. That definitely poses some issues.” (P8)
Most participants preferred verbal requests when providing non-

sensitive information, preferring the permission system to provide
access to information they considered sensitive. A few participants,
such as P2, highlighted the challenges in verifying the authenticity
of skills compared to traditional online services: ‘T can verify the
authenticity of a website better than a skill offered by Amazon.”
Some participants shared their frustrations about the verbal re-
quests for information bypassing the traditional permission system.
For instance, P4 shared: ‘T don’t like that third parties can bypass that
privacy settings menu by just asking you directly.” A few participants
felt nudged to share information without knowing it would go to a
third-party developer. P11 further noted that malicious developers

could craft requests to trick users into sharing sensitive data:
“They can arbitrarily ask for anything they want. [And] they might

potentially use psychological tricks to make the user reveal things
they don’t know they are.” (P11)

5.2.3 User-desired Features to Improve Privacy Mechanisms. We
elicit user-desired features to improve privacy mechanisms (RQ1).

Improving Permission System. To improve the current permis-
sion system, a few participants specified the need for context and
explanation for why a permission is needed. P16 shared: “if you’re
doing a toggle thing, if there is no context there, it’s just a phone

number toggle. Like, why this information is required?” P4 added:
“Twould prefer maybe a subtoggle of more granular information that

could be restricted down. Not everything needs to know exactly where
my house is.” (P4)

Further, P15 highlighted that the user must not be prompted
repeatedly to provide permission if they have already declined
multiple times.

P7 believed that all permission information should be available
on the web interface as well, apart from the Alexa app, while P9
wanted all permissions to be off by default.

Improving Verbal Requests. Most of our study participants
mentioned they would like a warning or a notification that would
help them make an informed decision before providing information.
For example, P1 shared, ‘T think it should offer users a warning that
they should just be careful who they give their information to.” P14
shared that a warning to the user, urging them to reconsider what

information they were providing, would be helpful.
“If you’re having a conversation, it’s very easy to give out sensitive

information in the flow just because of the way it’s progressing. So
if there is a notification like an extra confirmation that lets the user

think about the information they’re giving out.” (P14)
P16 added that verbal requests should be made with sufficient

context and explanation so that they can do more scrutiny before
providing information: ‘T will probably look more carefully before

saying yes, yes.”
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Since users’ personal information is being sent to a third party,
some participants expressed the need for a mention of who the
information will be shared with. P1 added that this must be done

both at the skill configuration stage and during regular skill usage:
“When you are initially configuring the skill, you should be notified
that it may require, [certain] information and that [it] is not going to
Amazon, but somewhere else. Then, once it asks for that information...
warn the end user that, it’s not Amazon that’s asking for this.” (P1)
Users also expressed a desire that voice apps should only request
information that is required for a task, and they also expect the
platform to enforce it, stating:
“T guess the only way would be for Alexa to do a similar vetting system
like Apple to verify that skills don’t get unnecessary information”
(P12)
Another participant desired the role of platform as a gatekeeper to
ensure requests for legitimate and minimal information, stating:
“[T would want that] if Alexa was a trusted gatekeeper to only allow
third parties to collect necessary information.” (P17).

Nuances in Implementing a Warning. Participants brought
up several nuances in implementing such a warning. We highlight
several specific features suggested by our participants.

Length & Frequency of Warning. P0 wanted a warning, but a short

one. Some participants expressed a concern over degradation in
usability if warnings were introduced. P19 felt that repeated warn-
ings may be a hassle: “if every time a third-party app wanted to ask
a piece of information, there was a pop-up or Alexa chimed in with a
warning that would be a hassle. There’s got to be some point of user
awareness of what’s going on.”. P4 highlighted the possibility of alert
fatigue:

“If a warning does come too regularly ... it could happen that people
start ignoring the messages... like how when we install application we
don’t really read the terms and conditions... we just click next next

next.” (P4)
P4 also wanted users to have the ability to control the frequency

of warnings if they thought it was excessive.

Content & Timing of the Warning. A few participants had strong
preferences for the kind of message the warning should convey.
P6 believed that it should convey “who wants the information, why
they need the information, and get confirmation if I want to share this
information.” P13 added that the warning should be intuitive: “it
should be intuitive and helpful for the users. Otherwise, the user would
think it is going to Amazon...” P2 wanted the warning to emphasize
the data processing and storage capabilities of the third-party entity.

Some participants further specified that the warning should also
“ask for permission” from the user, where they can verbally (or
otherwise) confirm whether they want to provide that information

to the skill or not. P20 shared:
“The warning should make me aware that the info is going to a third

party and I can refuse to provide.” (P20)

Modality of the Warning. Our participants identified several modal-
ities through which this warning could be made to the user. While
most participants described a verbal warning, some of them sug-
gested that the warning should appear as a popup or a notification
on the phone. P7 shared that a mandatory approval of a request
through the app must be implemented: “Amazon could probably
have a pop-up or a notification whenever it detects that a question is
asking for some information.”
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Table 1: All factors, possible values and descriptions

Factors  Possible values Description
The verbal data requested is related to or required
Relevant data
Context for the task at hand
The verbal data requested is not related to or
Irrelevant data .
required for the task at hand
. Seeks verbal permission and only continue
Blocking R a1 e
with skill if user allows explicitly
Control . - -
. Just notifies the users and continue without
Non-blocking .. .. .
requiring explicit affirmation
Notification comes before information is
Before request
o requested
Timing - . - ——
Notification comes after information is
After request
requested
. Audio Audio notification onl
Modality - - . - Y
Audio+App Audio notification with an app popup
. Notification in same voice as Alexa or rest
Alexa-voice .
. of the skill
Voice

Notification in voice different from Alexa

Different-voi
Hierent-voice or rest of the skill

A few participants felt that to preserve usability, a redirection
of permission requests to the app could be done only when the
information requested was sensitive.

Voice Used for Providing the Warning. Several participants had sug-

gestions about the voice to be used to deliver the warning. P15
shared that when the warning is being made in relation to a third-
party skill, a “third-party voice” must be used. P11 added:
“If third party skills use a separate voice from Alexa’s voice, I think
that’s a very natural way to let people know that it’s someone else.”
(P11)

While a few participants wanted a different voice for all warn-
ings, another few wanted a different voice to highlight sensitive
information requests alone.

Relevance of the Information Requested. We found that participants
considered the context and functionality of the skill when deter-
mining if they had any privacy concerns about providing personal
information to the skill. They mentioned that they would not be
concerned if the provided information was necessary for the skill
to perform the desired task; however, they would be concerned in
case a skill asks excessive personal information. This is in line with
prior research about users being concerned about third-party skills
collecting excessive personal information [21].

“If the correct address has special benefits for people over 65, and if
Alexa asked me, are you older than 65? I would say yes. If it asked me
the same sort of question about. Would you like [Insurance Company]
to know that you’re over 65? I would probably say no.” (P3)

Sensitivity of the Information Requested. In case the information be-

ing requested by the skill is more sensitive, participants wanted
more explicit, noticeable, and frequent warnings. They also men-
tioned that in these cases, warnings should not be suppressible.
“[For] things which falls under the sensitive category [the warning]
should not be suppressible. It should prompt you every time that it
[is asking] for sensitive information and only under your consent it
should be sent.” (P4)

Participants also mentioned that the warnings should be based
on what users deem most sensitive, issuing them only in such cases.
A few others proposed biometric or PIN-based confirmation for
sharing sensitive information.
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5.2.4  Design Space for Privacy Notices. Based on the insights shared
by our participants, we identified multiple factors that could be used
to design privacy notices (RQ2). We aimed to create prototypes of
privacy notices and evaluate them via an interactive user study. Al-
though there were additional factors, we identified five key factors
to design our prototypes. These factors include the following:

e Context in which the information is requested by the skill; de-

termines if the requested information is relevant or necessary to

perform the core functionality of the skill; indicated by “relevant

info/irrelevant data” in Table 1.

Control flow of the notice; whether the notice will block the

flow of conversation and expect user response, or merely inform

the user; indicated by “blocking/non-blocking” in Table 1.

Modality through which the notice is implemented; either ver-

bal through the voice assistant, or visual through the phone;

indicated by “audio/audio+app” in Table 1.

o Timing of the notice; either before the information is requested,
or after the information has been provided; indicated by “before
request/after request” in Table 1.

e Voice used to deliver notification; same voice as Alexa, or a dif-
ferent voice; indicated by “Alexa-voice/Different-voice” in Table 1.

These factors align with prior research but have been adapted
for Virtual Reality [87]. While we identified three additional fac-
tors—frequency, length, and content of the warnings—we did not
incorporate all of them into our prototype design. Frequency was
evaluated separately by asking users for their preferences after
experiencing the notices, avoiding repeated exposures during the
brief user study for feasibility reasons. The content and length of
the notices were carefully designed based on prior literature [87]
(see § 6), though further refinements remain as future work. Since
runtime information requests from third-party skills are unpre-
dictable, our notices could be implemented by first identifying the
type of requested information before presenting it to users. Ex-
isting systems, such as “Skipper” by Xie et al. [90], demonstrate
that detecting and assessing the compliance of personal informa-
tion requests is highly feasible, achieving near-perfect recall with
only a 2.11% false positive rate. While such detection techniques
are essential for enabling our notices in practice, they fall outside
the primary scope of this work, which focuses on the design and
evaluation of the notices themselves.

6 Study-II: Privacy Notice Design & Evaluation

6.1 Methods

6.1.1
on design factors identified in Study-I, we developed a custom Alexa
skill that requests personal information from the user. We created
multiple versions of this skill, each implementing a different privacy
notice to illustrate how the skill’s behavior would change if Alexa
adopted these notices. To ensure real-world relevance, we based
the skill on a common use case for which similar skills already exist
in Alexa’s skill store. The chosen skill required verbal requests for
personal information. We initially devised five possible scenarios
based on existing skills (i.e., “Trip Planner”, “Book Suggestion”,
“Restaurant Booking”, “Task To-Do”, and “Find My Phone”) and

conducted a small user study (n=5) with student volunteers to

Creating Prototype Skills. To simulate privacy notices based
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determine their preferences. Participants favored the “Task To-
Do” skill, which maintains a to-do list and sends reminders via
SMS. They found this skill convenient for managing tasks by voice,
especially when multitasking or away from other devices.

We created a baseline version of the skill that requests users’
personal information without any privacy notice, reflecting Alexa’s
current approach. Next, we developed variations of the skill in-
corporating different privacy notices, each representing different
values of the design factors: context, control, modality, timing,
and voice. Due to the challenge of demonstrating frequency in a
single interaction, this factor was excluded, and instead, users were
asked about their preferred frequency at the end of the session (see
§6.2.3). The content of the privacy notification was simple: “Alexa
wants to inform you that the Task To-Do skill is going to request some
personal information, which will be sent to the third-party developers
of this skill.” We injected a tone to grab users’ attention, and the
notices lasted around 10 seconds.

Factors in the Privacy Notices. Each of the five factors has two
possible values. The context of the information request could be
relevant or irrelevant to the skill functionality; the privacy notice
could block the control flow and wait for the user response or be
non-blocking by merely informing the user without interrupting
the flow of the task; the timing of the notice could be before the
information is requested, or after the user has responded to the
request; the modality of the notice could be purely audio-based, i.e.,
a verbal warning, or include an app-based notification, where both
a verbal warning and an app notification or a prompt to allow/deny
permission is provided. The app notification also has audio with it
because a voice assistant still communicates verbally with the user
while sending a pop-up on the phone. The voice used to provide
the verbal warning could be using the default voice used for regular
voice assistant activity, or a specialized, different voice. These com-
binations (Context=Relevant/Irrelevant, Control=Blocking/Non-
blocking, Timing=Before/After, Modality=Audio/Audio+App, Voice
= Default/Different voice) result in a total of 2° = 32 potential
combinations. However, we note that if the notice is blocking, it
cannot come after the information request. We exclude these in-
feasible combinations: we eliminated eight combinations where
control=blocking and timing=after response. We also removed four
combinations with control=blocking and modality=audio+app, since
these would require users to interact with a phone app or the voice
assistant’s screen (not available on most VAs), prompting them to
grant permission on screen. After removing these 12 combinations,
we were left with 20 feasible combinations, as shown in Table 2.

One of our design factors was context, as users considered whether
the information requested by the skill was genuinely necessary for
completing the task or if it could proceed without the information.
Since this factor pertains to the type of information requested rather
than the notice itself, we created an additional baseline version of
the skill where it requests irrelevant personal information. There
can be two ways to incorporate context: We can either keep the
information requested the same and change the functionality of the
skill, or keep the skill the same and change the information type
requested. We chose the latter because changing the skill’s func-
tionality would introduce a significant difference in user experience
and change uncontrolled variables.
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Table 2: All 20 privacy notice variants

Var. # Context Control Timing Modality  Voice

Voo Relevant data  Blocking Before request  Audio Default-Voice
Vo1 Relevant data ~ Non-blocking Before request  Audio Default-Voice
Vo2 Relevant data  Non-blocking  After response  Audio Default-Voice
Vo3 Relevant data  Non-blocking Before request Audio+App Default-Voice
Vo4 Relevant data ~ Non-blocking After response  Audio+App Default-Voice
Vo5 Irrelevant data  Blocking Before request  Audio Default-Voice
Vo6 Irrelevant data Non-blocking Before request  Audio Default-Voice
Vo7 Irrelevant data Non-blocking  After response  Audio Default-Voice
Vo8 Irrelevant data Non-blocking Before request Audio+App Default-Voice
Vo9 Irrelevant data  Non-blocking ~ After response Audio+App Default-Voice
V10 Relevant data  Blocking Before request  Audio Different-Voice
Vi1 Relevant data  Non-blocking Before request  Audio Different-Voice
Vi2 Relevant data  Non-blocking  After response  Audio Different-Voice
V13 Relevant data  Non-blocking Before request Audio+App Different-Voice
V14 Relevant data  Non-blocking After response Audio+App Different-Voice
V15 Irrelevant data  Blocking Before request  Audio Different-Voice
Vie Irrelevant data Non-blocking Before request Audio Different-Voice
V17 Irrelevant data  Non-blocking ~ After response  Audio Different-Voice
V18 Irrelevant data  Non-blocking Before request Audio+App Different-Voice
V19 Irrelevant data Non-blocking  After response  Audio+App Different-Voice

In baseline By, the “Task To-Do” skill asks for the user’s phone
number to send a reminder via SMS, providing a clear rationale. In
baseline By, however, the skill requests the user’s home address to
“complete the profile” without explaining its necessity, a piece of in-
formation irrelevant to the core functionality of the skill. With these
two baseline variants designed based on context, we retained four
factors relating to the notice properties, resulting in 10 variants
per context (see Table 2). which we used to assess user preferences
in each scenario.

We created videos of the skill interactions on an Echo Dot smart
speaker, using an Al-generated voice from NaturalReader [16] fol-
lowing a script. In total, we produced 22 videos of skill interactions
(2 baselines + 20 notice prototypes). The baseline videos were each
38s long, while the 20 notice variant videos averaged 54.15s. Anony-
mous links to videos are available in Table 12 in Appendix A.

Our study approach. An ideal way to conduct our user study
would be for participants to enable our skill variants on their own
Alexa devices and interact with them directly. However, this raises
privacy and ethical concerns (discussed in Appendix § A.1). Since
our skills request sensitive information, such as phone numbers,
there is a risk of participants inadvertently sharing their real per-
sonal data, despite our commitment to not storing any information.
To address this, our study allows participants to focus solely on the
task, minimizing the risk of revealing personal details or encounter-
ing frustration from potential skill-installation errors. While direct
interaction with the skill would be optimal, our video-based ap-
proach is a viable alternative, especially for an early usability study,
where indirect methods like video observation and think-aloud pro-
tocols are low-cost, scalable alternatives to direct interaction [30].
Similar to how users observe tools via tutorials before hands-on
use [36], watching these videos serves as a proxy for realistic inter-
action, particularly since they simulate actual tasks (i.e., using the
“Task To-Do” skill). Our study design focuses on maintaining inter-
nal validity rather than ecological validity, which is appropriate for
evaluating different factors contributing to user preferences [25].

6.1.2  Recruitment. We recruited 160 participants (40 participants
per notice) through Prolific [14]. We chose Prolific due to its popu-
larity as a crowd-sourcing research platform in the US, and as it is
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shown to produce better data quality compared to Amazon MTurk
and CloudResearch [41]. We only recruited participants who lived
in the US, between the ages of 18 and 65. To ensure we recruited
only VA users, we used the prescreening filters like “Home assis-
tants/smart hub (e.g., Amazon Echo)” available on Prolific to select
only home assistant owners. As shown in Table 7 in Appendix 7,
our Study-II participants (N=160) represented a diverse range of
racial and ethnic backgrounds, with the majority identifying as
Caucasian (70%), followed by Black or African American (15%),
Hispanic/Latinx (13%), Asian (11%), and other groups. Participants
were primarily younger and middle-aged adults, with 17% aged
18-24, 38% aged 25-34, and 28% aged 35-44. Gender distribution
was slightly skewed toward women (56%) compared to men (42%),
with 1% identifying as non-binary and 1% preferring not to answer.
The sample was relatively highly educated, with 41% holding a bach-
elor’s degree and 18% a master’s degree; the remainder had high
school, some college, vocational training, associate’s, or doctoral
degrees.

6.1.3  User Study Structure. We created a user study for the par-
ticipants to view the notices and rate them in terms of overall
preference rating, inconvenience, and provide an optional free-text
response of their explanations. We designed the survey to collect
data points for five variants from each participant, to avoid atten-
tion fatigue. We randomly assigned five variants associated with
either baseline B, or By to a given participant. We programmed our
survey on Qualtrics such that 80 participants responded to baseline
By and the other 80 saw B; and its respective variants.

In the survey, participants are first presented with the video of
the baseline skill along with the description. This is followed by the
videos of the five variants belonging to that baseline. For overall
preference and inconvenience, we asked participants to answer
on a five-point Likert-type scale: “To what extent do you agree with
this statement on a five-point scale?” For overall preference, the
statement was, ‘T would like Alexa to implement the notification
prototyped in this skill,” (positive framing), and for inconvenience,
“This notification would make it very hard to use the skill; I prefer the
original version even though it lacks the notification.” (negative fram-
ing). The choices on the Likert-type scale questions used wording
of “Strongly disagree”, “Disagree”, “Neutral”, “Agree” and “Strongly
agree” in order. We chose a single Likert-type scale rating over a
system usability scale (SUS) for its simplicity, efficiency, and focus
on overall perceived usability. Many items in the standardized SUS
scale are not directly applicable to our privacy notices and may
be confusing for participants (e.g., “I found the various functions
in this system were well integrated”). Likert-type scales combined
with qualitative responses are more appropriate for evaluating pri-
vacy choice interfaces, particularly when participants have prior
exposure to the system [48]. Although this approach provides a
better fit in our context, the single-item Likert-type responses limit
direct comparison with existing literature and may not capture all
dimensions typically assessed by SUS. We also collected qualita-
tive feedback through free-form responses. Since our goal was to
identify the least disruptive privacy notice rather than diagnose us-
ability issues, this approach, complemented by qualitative prompts,
aligns with established practices in prior research [48].

We also provided a free-text box for participant to add details
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on their preferences for each notice. Each video was presented
on a different page, and ratings were independent of other vari-
ants. After the skill variant videos, participants were asked how
frequently they would want the notice to occur. Finally, participants
were asked about demographics (age group, gender, race, and edu-
cation). We used two attention checks in the survey to determine
the quality of the response. The first, asked participants to identify
the task described in the survey, appearing immediately after the
task description. The second attention check, presented alongside
the video, asked what the base skill said at the start, minimizing
cognitive load while ensuring participants watched the video. We
collected 160 valid responses and compensated participants with
$5 through Prolific. The average completion time was around 15
minutes.

6.1.4 Data Analysis. As our participants rated the notice designs
on a Likert-type 5-point scale and each participant rated five ran-
dom variants, we have ordinal and hierarchical data (containing
random effects). To answer both parts of our RQ3, we chose an
analysis approach that caters to ordinal and hierarchical data. We
first summarize the data by reporting average ratings and inconve-
nience scores for all design variants. To answer both parts of RQ3,
we conduct two different types of analyses, as there is no one-size-
fits-all approach, answering both parts adequately. To determine
the most preferred notice designs (first part of the RQ3), we con-
duct Bayesian ordinal multilevel modeling regression with posterior
probability analysis [29]. The Bayesian multilevel regression model
supports hierarchical structures in ordinal data and quantifies the
uncertainty using Markov Chain Monte Carlo (MCMC), providing
credible intervals and posterior measures. We conduct Bayesian
multilevel regression using the brms library in R. The brm considers
one notice design as a reference and compares each notice design to
the reference, and estimates the change in ratings. We also incorpo-
rated random effects, as we have mixed data due to each participant
rating multiple notices. We set the chains parameter representing
the number of Markov Chains to 4 and the number of iterations per
chain to 2000. It is a common practice in literature to run at least
three to four Markov chains [45, 57] and observe the model conver-
gence using the Potential Scale Reduction Factor (Gelman-Rubin
statistic which is commonly known as R) convergence diagnostic
metric. Gelman et al. suggest R close to 1 indicates convergence,
but R > 1.1 indicates non-convergence and may require a higher
number of chains or iterations [28]. Another aspect of reliability
is to check the stability of the estimates even when chains have
converged, and the key indicator for this is ESS and which is rec-
ommended to be greater than 1000 for stable estimates [57]. Then,
we calculated posterior probabilities for the linear predictor using
posterior_linpred to determine the probability of each notice
receiving higher ratings than all other notice variants, which helps
us rank the notices probabilistically [43]. The probabilistic prefer-
ences obtained via brms are directly interpretable and also quantify
uncertainty, as preference may depend on various factor combina-
tions and some combinations may not be significantly better than
others in a classical way.

Then, we analyze what factors contribute the most to the ratings
to understand why certain notices were preferred over the others
(second part of the RQ3). We conduct this factor analysis using
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Cumulative Link Mixed Models (CLMM) Regression [35]). CLMM
estimates the change in ratings based on the unit change in the
independent variable, determining how important each factor is.
p_values for each indicates whether the factor affects the rating
significantly. We implemented clmm regression through ordinal
package in R. We also determine the orthogonality of the factors
and the alias structure due to the fractional factorial design [56].
Based on the potential aliasing, we check the model’s robustness by
testing the interacting factors (Timing *Modality) as well as testing
the effect of each factor, when other factors are not present.

The text responses regarding participants’ likes and dislikes
of the variants were analyzed through manual review by two re-
searchers, with each variant receiving 40 or fewer responses (as this
open-ended question was optional). Recurring themes were identi-
fied through discussion. This approach followed the methodology
outlined in Section 5.1.3. The corresponding codebook is available
in the OSF repository, as described in Section A.2 of Appendix A.

6.2 Results

We assessed participants’ overall preference ratings to identify
which notice variants were most preferred and then determined
which factors contributed the most to the ratings.

6.2.1  Preferred Notice Design. First, we evaluate whether the speci-
fied parameters, such as the number of MCMC chains and iterations
per chain, and the sample size, for the Bayesian Ordinal Regression
(brm) model, are sufficient for the model to converge so the results
can be considered reliable. For both of our models (relevant and ir-
relevant data), we found R = 1.0 and Ef fectiveSampleSize > 1000
that shows the model converged well and the results are reliable.
As model results were stable and converged, we did not have a need
to adjust the number of chains or iterations in the brm model con-
figuration. The brm model regression results are shown in Table 3,
for relevant data and irrelevant data, respectively.

For the relevant data type where V00 is a reference notice design,
most notices (V02, V04, V11, V12, V13, and V14) result in consid-
erably low ratings with negative CI intervals at 95% confidence.
However, some variants are rated lower but are uncertain (VO01,
V03, V10) with CIs containing 0. The average posterior probabilities
(shown in Figure 3) shows that V01 has the highest probability
(p = 0.83), which is closely followed by V00 (p = 0.78). From V03
(p = 0.55) onwards, a relatively larger reduction in probability is
observed. This means that there is an 83% and 78% probability that
notice V01 and V00 receive a higher rating than any other randomly
chosen notice from the pool of all other notices.

For irrelevant data, V05 is the reference notice, which is clearly
rated higher than most other notices (V07, V09, V15, V16, V17,
V18, V19), and it has a 95% CI entirely negative. However, V06 and
V08 are rated lower but close enough, with 95% CIs containing 0,
which suggests that although these could be slightly worse than
V05, the upper bound for the CI still shows a small positive effect.
The posterior probabilities (Figure 3) shows that V05 has the highest
posterior probability (p = 0.83) followed by V08 (p = 0.68) and V06
(p = 0.66). This means that there is an 82.9% probability that notice
V05 receives a higher rating than any other randomly chosen notice
from the pool of all other notices.

In summary, for the relevant data type, notice V01 (non-blocking,
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V014 0.830] V051 0.829
V00 0.777 V084 0.684
V031 0.554 V06 0.663
V101 0.553 V181 0.597
V041 0.506 V151 0.556
V021 0.497 V16 0.521
V134 0.494 Vo7 0.392
V141 0.290 V091 0.315
V111 0.276 V171 0.247
V124 0.216 V19 0.196
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Avg. Posterior Probability for
context: Relevant data type

Avg. Posterior Probability for
context: Irrelevant data type

Figure 3: Average posterior probability of each notice being better
than the others

before request with default voice) and V00 (blocking, before request
with default voice) have the expectation of being rated as most
preferred notices 83% and 78% of the time, respectively, whereas for
the irrelevant data type, V05 (blocking, before request with default
voice) has the expectation of being rated as the preferred notice
82.9% of the time.

6.2.2 Dissecting Factors. In this subsection, we address the sec-
ond part of RQ3 by examining the design factors. Each variant
incorporates multiple design factors, so we analyzed the contribu-
tion of four key factors—Control, Timing, Modality, and Voice—to
user ratings across both relevant and irrelevant verbal data request
types. The mean ratings (shown in Table 5) show that participant
preferences varied depending on the relevance of the data being
requested. When the requested data was relevant to the skill and its
flow, V01 (a non-blocking verbal warning in Alexa’s voice before
the request) received the highest mean rating of 4.03. Conversely,
when the data was not relevant to the skill or its flow, V05 (a block-
ing verbal warning in Alexa’s voice before the request) was rated
highest, with a mean of 3.93.

The CLMM regression analysis reveals that each factor con-
tributes differently to overall rating scores. As shown in Table 4,
the Voice (p < 0.001) is the most important contributor, followed by
Timing (p < 0.01), and both are statistically significant. Whereas
Control (p > 0.05) and Modality (p > 0.05) are not significant. The
Estimate sign indicates the preferred values for each factor (further
elaborated in Table 8 in Appendix A). The estimate shows that for
Voice, participants preferred the Default voice over a Different voice
for both data types. For Timing, participants preferred the notice
to be given before the information is requested rather than after
for both data types. In terms of Control, we observe a slight overall
preference for Blocking, but not significant, and for Modality, the
preference is not as clear.

Orthogonality and Robustness Analysis. As the study followed
a fractional factorial design, confounding among factors was pos-
sible, warranting robustness checks. To ensure the validity of our
regression analysis, we conducted orthogonality checks, confound-
ing factors analyses, and interaction tests. Orthogonality testing
helps in verifying that the factors were independent, ensuring that
each factor’s effect could be estimated without being biased or
inflated by correlations with others. Confounding analysis deter-
mines any overlap between predictors, as confounded variables can
obscure the unique contribution of individual design factors and
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Table 3: Bayesian Cumulative Logit Model Results for Relevant and Irrelevant Data. We used R call: brm(formula =
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Rating ~ Notice + (1 |

Participant), data = df, family = cumulative("logit"), chains = 4, iter = 2000, seed = 123)
(a) Relevant Data (b) Irrelevant Data

Parameter Estimate Est. Error 95% CI R ESS Parameter Estimate Est. Error 95% CI R ESS
Random Effect (Participant) Random Effect (Participant)
sd(Intercept) 1.19 0.18 [0.86,1.56] 1.00 1943 sd(Intercept) 0.95 0.16 [0.65,1.28] 1.00 1171
Thresholds Thresholds
Intercept[1] -3.59 038 [-436,-2.87] 1.00 1688 Intercept[1] -3.95 039 [-4.75,-321] 1.00 1422
Intercept[2] -2.07 035 [-2.78,-1.39] 1.00 1601 Intercept[2] -2.12 0.34 [-2.82,-1.46] 1.00 1471
Intercept[3] -0.92 034 [-159,-0.29] 1.00 1603 Intercept[3] -1.16 033 [-1.81,-0.54] 1.00 1552
Intercept[4] 1.25 0.34 [0.59,1.91] 1.00 1862 Intercept[4] 0.72 0.32 [0.08,1.36] 1.00 1866
Regression Coefficients (Reference: V00) Regression Coefficients (Reference: V05)
NoticeV01 0.57 0.45 [-0.32,1.45] 1.00 2252 NoticeV06 -0.68 0.42 [-1.50,0.13] 1.00 2058
NoticeV02 -1.04 0.45 [-1.92,-0.18] 1.00 2367 NoticeV07 -1.82 0.43 [-2.67,-1.00] 1.00 2062
NoticeV03 -0.72 0.43 [-1.55,0.10] 1.00 2392 NoticeV08 -0.72 0.42 [-1.55,0.09] 1.00 2182
NoticeV04 -0.99 0.43 [-1.82,-0.15] 1.00 2240 NoticeV09 -2.04 0.44 [-2.96,-1.21] 1.00 1925
NoticeV10 -0.75 0.44 [-1.59,0.09] 1.00 2273 NoticeV15 -1.20 0.43 [-2.04,-0.39] 1.00 2132
NoticeV11 -1.94 0.45 [-2.85,-1.08] 1.00 2155 NoticeV16 -1.36 0.43 [-2.23,-0.53] 1.00 1997
NoticeV12 -2.26 0.46 [-3.19,-135] 1.00 2268 NoticeV17 -2.38 0.44 [-3.24,-1.51] 1.00 2098
NoticeV13 -1.14 0.43 [-2.00,-0.32] 1.00 2303 NoticeV18 -0.97 042 [-1.79,-0.14] 1.00 2062
NoticeV14 -1.81 0.43  [-2.65,-0.98] 1.00 2081 NoticeV19 -2.46 043 [-3.32,-1.61] 1.00 1779

lead to misleading inferences. In addition, we examined interaction
effects to capture the potential influence of one factor (e.g., Timing)
on another (e.g., Modality).

Orthogonality analysis results indicate that Control moderately
confounds Timing (r = .406) and Modality (r = 0.413), while Timing
slightly confounds Modality (r = 0.173); in contrast, Voice remains
fully orthogonal (|r| < 0.005) and is also a statistically significant
factor for both data types. Therefore, we can explain the effect of
Voice individually, but not of other factors. We perform robustness
checks by measuring the effects of factors in the absence of oth-
ers and by measuring interaction effects. We found that for both
relevant and irrelevant data, Modality does not have a significant
effect (p > 0.05), but Voice (p < 0.001) and Timing (p < 0.001)
still do, if the effect of Control is removed. However, Control shows
a significant effect (p < 0.05) only when the effects of Modality
and Timing are removed (see Tables 9 and 10 in Appendix A). This
suggests that the effect of Control is not conclusive and appears to
be confounded, but Modality still has a negligible effect. We also
studied the interaction effects of Timing*Modality and found that
the effect of Voice (p < 0.001) still outweighs the interaction effect
(p > 0.05), hence this effect is reliable (see Table 11 in Appendix A).
This is further explained by the confidence intervals shown in Ta-
ble 4. We cannot test the interaction effects of Control*Timing and
Control*Modality as they do not exist in our data (as blocking is not
possible after a request is made and we do not force interaction to
implement blocking through the screen). Voice and Timing do not
change direction (preferred values) with interaction effects. Timing
changes direction, but it has a clear overall preference or skew
towards a negative value (representing Timing=Before). Modality
does not show a clear preference.

In summary, Voice is a statistically significant factor and is or-
thogonal to other factors, indicating a clear preference for Default
voice. Timing and Control both show a moderate overall prefer-
ence for a blocking notice before data request, but are confounded,
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so preference is not as clear. The Modality estimate is small and
unstable, indicating no global preference.

Participants’ Rationale On Overall Preference. Users found
V01 clear and effective, appreciated the advance notification, and
favored Alexa’s voice. One participant noted: “This is the best option
of the four, since it informs the user prior to giving the information
and the voice sounds much better since it’s similar to the original
Alexa” (P108). For V05 (the blocking warning for irrelevant data),
participants liked the ability to opt-out, with one participant com-
menting: ‘It’s a clear, concise warning about what is going to happen
and occurs while the user can still opt out” (P112). Some participants
found V01 slightly cumbersome but still necessary in the given
context, with one stating: ‘It took longer, which is annoying, but it is
best for a user to know what the app developer is seeing when we use
it. A necessary evil.” (P116)

Participants’ Rationale On Inconvenience. Participants gen-
erally preferred V00 and V05 because they did not require using
a phone and used Alexa’s voice. One participant shared: ‘T really
like this. It adds an extra layer of consent, giving the user auton-
omy over their decision. I also like that the voice matches the rest
of the dialogue” (P136). A few participants offered suggestions for
improvement. One suggested that the notification should specify
the exact information being requested: “T would like it even more
if Alexa specified what information was going to be sent to a third
party, like directly telling me it would be my home address” (P132).
Note that here a rating of 5 indicated the highest inconvenience,
and a rating of 1 indicated the lowest inconvenience. Interestingly,
blocking verbal warnings in Alexa’s voice before the data request
(variants V00 and V05 respectively) were rated best in terms of
convenience, with mean ratings of 2.2 and 2.3 respectively (see
Table 5).
6.2.3 Frequency of Notices. Most participants (63) preferred no-
tices only the first time they used a skill, while 60 preferred when-
ever personal information was requested. 31 opted for occasional
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Table 4: CLMM Results for Relevant and Irrelevant Data. **

Aafaq Sabir, Abhinaya S.B., Dilawer Ahmed, and Anupam Das

p <0.01, ™ p < 0.001. R call used: clmm(Rating ~ Control + Timing + Modality +

Voice + (1 | Participant), data = df)
Relevant Data ‘ Irrelevant Data

Factor ‘ Estimate (f) stderr. p-value 95% CI [S] OR ‘ Estimate (f) stderr. p-value 95% CI [S] OR
Control -0.417 0.284 0.142 [-0.973,0.139]  0.659 -0.319 0.279 0.253 [-0.865,0.227]  0.727
Timing -0.670 0.219 0.0022** [-1.100, -0.240] 0.512 -1.218 0.222 <0.001***  [-1.652, -0.783] 0.296
Modality 0.010 0.217 0.962 [-0.416, 0.436] 1.010 0.009 0.214 0.965 [-0.411, 0.429] 1.009
Voice -1.069 0.196 <0.001"**  [-1.454, -0.685] 0.343 -0.605 0.192 0.0016™* [-0.981, -0.230] 0.546
Model Summary: Model Summary:

Log-Likelihood -582.51 AIC 1183.02 | Log-Likelihood -586.80 AIC 1191.60
N obs 400 BIC 1218.94 | N obs 400 BIC 1227.52

Table 5: Mean of rating for all variants across relevant and irrelevant
data types. The T represents the higher value, the better, and | repre-
sents the opposite. Standard deviations are provided in parentheses.
We have an average standard deviation of 1.17 (relevant) and 1.2 (ir-
relevant), which is within the medium range for 5-point Likert-type
scales [77] and is common in user opinion-based studies [71].

Data Type Variant Preference T Inconvenience |
V00 3.93 (£ 0.69)  2.20 (£0.94)
Vo1 4.03 (£1.02)  2.35(+1.21)
V02 3.18 (£1.32)  2.90 (£1.29)
Vo3 335 (£1.14)  2.83 (£1.26)
Vo4 3.24 (£1.04 2.73 (x1.1

Relevant Data o 3.33 Ei1.38; 3.03 Eil 3)1)
Vil 2.62 (+1.35)  2.88 (£1.32)
vi2 2.51 (£1.35) 3.15 (£1.33)
Vi3 3.20 (£1.22)  3.10 (£1.18)
V14 2.68 (£1.16)  3.08 (£1.27)
Mean  3.21(x1.17)  2.82 (£1.22)
V05 3.93 (£1.0) 230 (£1.2)
Vo6 355 (£1.1) 2.53 (+1.24)
Vo7 2.93 (£1.24)  2.73 (£1.15)
Vo8 3.78 (£1.0) 2.45 (£0.96)
V09 2.78 (£1.35)  2.78 (£1.25)

Irrelevant Data Vis 330 (+1.18) 2.73 (+1.36)
V16 3.25 (£1.15)  2.83 (£1.34)
V17 2.60 (+1.42)  3.08 (1. )
V18 338 (£1.27) 245 (£1.2)
V19 248 (£1.22)  2.63 (£1.19)
Mean  3.18 (+1.2) 2.65 (+1.22)

notifications. A few participants selected “Other”: two suggested
notices only for a new type of information, and one deemed them
unnecessary if the information was clearly relevant to the task.

7 Discussion

Study-I (interviews) was conducted to understand the voice as-
sistant users’ perspective on personal data collection, its current
privacy mechanisms and shortcomings as well as their suggestions
to solve the identified problems (RQ1). Participants identified the
need for verbal privacy notices with specific attributes (RQ2). Study-
II evaluated various privacy notice prototypes that were designed
based on the user-defined factors and contexts elicited from the
results of Study-1, and identified the preferred notice designs (RQ3).

7.1 Privacy Notices in Voice vs. Visual Interfaces

In Study-1, our participants expressed a lack of knowledge about
third-party voice apps even if they had used them (see Section 5.2.1),
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which may likely be a result of voice interface and seamless integra-
tion of voice apps—an aspect that did not exist in visual interface
studies by prior works [79, 87]. Prior studies have also shown that
many users incorrectly assume Amazon, rather than a third-party,
is requesting access to their personal data [92]. This misconcep-
tion fosters a false sense of security, potentially leading users to
share sensitive data more readily, trusting Amazon’s brand over
potentially less secure third parties. The results from Study-I also
suggest that although the frameworks defined by prior works (Pri-
vacy Notices Design Space [79] and VR Security Indicators Design
Space [87]) partially apply to the voice assistant domain (factors like
Control, Timing, and Modality), voice-specific interfaces still notice
design require further research covering unique voice interface-
specific aspects (such as Voice and varying Context) that have not
been studied before. In addition to adding voice interface-specific
factors such as Voice, some factors from existing frameworks that
were applied needed to be modified, such as combining visual and
auditory modalities (from Privacy Notices Design Space [79]) and
removing haptic and machine-readable feedback. Despite not be-
ing fully applicable directly, frameworks defined by prior works
remarkably contributed to the design of our notices.

Study-II results show that the design of the voice-based notice
makes a significant difference in users’ overall experience. There-
fore, voice interfaces require significant intricacies in notice design
compared to visual interfaces. In voice-only contexts, traditional
visual privacy notices—such as consent forms, terms of service, or
on-screen alerts—are unavailable. This makes verbal notifications
essential for meaningful consent, as they can explicitly inform users
about which entity is collecting their data and guide them toward
making informed choices. Our proposed privacy notices are de-
signed to function independently of screens, seamlessly operating
on voice assistants with or without displays.

7.2 Regulatory Considerations

Smart voice assistants are subject to privacy regulations such as
the GDPR and CPRA, which are designed to protect user privacy
by enforcing requirements for informed consent and giving users
control over their personal data [64, 72]. Participant’s lack of knowl-
edge about third-party apps (from Study-I) mean that when these
third-party voice apps collect user’s personal data, users will not
have correct mental model and information about who is collecting
or handling their data which is a violation of the article 13 of the
GDPR and Section 3(A)(1) of CPRA that requires the data handling
entity to provide the subject with its contact information [2, 3].
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Article 13 of the GDPR explicitly states that the data controller
should provide this information “at the time when personal data
are obtained,” which is enforced by our proposed run-time privacy
notices [2]. Our participants of Study-I notably desired that the
third parties should state who is requesting the data and why it is
needed. Article 13 of the GDPR and Section 7(A)(3) of the CPRA
also mandate data handlers to state the purposes of the process-
ing for which the personal data are intended" [2, 4]. The CPRA’s
Section 3(A)(3) further allows consumers to request correction or
deletion of previously collected data [3], which is also a desire ex-
pressed by our participants of Study-I to have transparency and
control, including the ability to view and delete data shared with
third parties.

As the law requires explicit consent for data collection, it is the
platform’s responsibility to ensure compliance when third-party
voice apps collect user data, enforcing standardization. Our recom-
mendation of providing automated verbal notice helps streamline
and standardize this process without requiring individual skill de-
velopers to make additional modifications. Voice assistant manu-
facturers have a strong incentive to develop standardized privacy
notification systems, as it can enhance consumer trust.

7.3 Recommendations

We make recommendations for voice assistant platforms as well as
voice app developers based on the results from Study-I and Study-
II. The Study-I highlighted the need for privacy notices that help
users make informed decisions when personal data is requested,
along with other privacy features that let users take control of
their data on the platform. Study-II evaluated variants for privacy
notices under the context of relevant and irrelevant data requests
and determined notices that are most likely to be preferred.

Recommendations for Platforms. Based on our findings, we
recommend that voice assistant platforms implement interactive
verbal privacy notices before a third-party app requests personal
information using the default voice. Platforms should implement
privacy notices at the cloud level, automatically injecting appropri-
ate notices whenever a voice app initiates verbal data requests. Im-
plementing such notifications at the platform level (i.e., not leaving
responsibility to individual developers) ensures fairness, standard-
ization, and a consistent user experience. Study-I participants de-
sired a data dashboard that would display personal data shared with
third-parties—a commonly desired feature [32, 34]. Participants also
wanted customization in notice settings, allowing adjustment of
frequency and details of notices based on the sensitivity of the
data. This approach would allow users to establish rules that apply
across apps, minimizing unnecessary notifications—for instance,
when verbal data requests come from trusted entities or involve
less sensitive data. Our recommendations can adapt to a range of
platforms, such as smart glasses (e.g., Meta Ray-Ban, SesameAl), in-
car infotainment systems (e.g., Alexa-enabled vehicles), and other
emerging voice-enabled technologies.

While our study offers insights into four design factors and their
preferred combinations (constituting a notice), we observed some
confounding and non-linear factors limiting us from measuring
the individual effect of such factors. Moreover, a larger participant
pool could have an even better statistical power to derive clearer
factor preferences. Despite the challenges, our work elicits concrete
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findings showing the potential of improving user privacy through
such efforts. Therefore, we suggest that platforms could run large-
scale experiments (e.g., A/B testing) to further identify optimal
notice designs involving more factors specific to the platform.

Recommendations for Developers. We suggest that skill de-
velopers offer privacy notices tailored to their app based on the
design choices our work found to be preferred: not switching the
voice to give privacy-related information and giving interactive
notices beforehand. Notices can explain why a specific piece of
data was being collected (e.g., “To give you a personalized workout
routine, I'll need to know your age.”). Additionally, data minimization
is crucial for user privacy: developers should avoid requesting more
personal data than is necessary to perform the intended task (see
Section 5.2.3). Voice apps should provide users with mechanisms to
access, delete, and control all data — shared explicitly or inferred
through profiling features, such as Ad-ID [22].

Future Work. This work offers a preliminary investigation into no-
tification design for voice interfaces. Future research could examine
how preferences vary across voice application types and scenarios,
and explore factors such as optimal notification frequency and fram-
ing. Unmoderated usability tests and A/B tests can be conducted
to determine the ideal content, length, and frequency of the pri-
vacy notices catering for various demographics of users. While this
study focuses on users, studies can be conducted from a developer’s
perspective on mechanisms to enhance users’ privacy.

7.4 Limitations

Study-Irelies on self-reported data from a limited, US-based English-
speaking population, which may introduce social desirability bias
and may not represent the diverse voice assistant community. Fu-
ture studies may include a wider range of cultural backgrounds and
underserved populations to address this. Study-II’s survey sample
was also exclusively from the US, which limits the generalizability of
the findings to other regions with different privacy preferences and
concerns. Additionally, while using observation-based evaluation
via interaction videos was the most suitable method given privacy
concerns, a more accurate assessment of usability would involve
participants directly interacting with the skills. CLMM regression
and orthogonality tests further revealed that not all design factors
were independent: while the Voice factor was fully orthogonal,
statistically significant, and distinguishable, Timing and Control
showed aliasing due to fractional factorial design, which limited
our ability to isolate the exact effects. Moreover, Study-II could
have benefited from more participants for factor analysis, as it is
underpowered; however, the number of participants was sufficient
for the overall preference analysis via brm that showed convergence.

8 Conclusion

Our study revealed that participants preferred a verbal notice before
personal information is verbally requested by a third-party voice
app, especially when the requested information is not related to
the task at hand. We also found that voice and timing are the most
important factors impacting notice rating. Our work establishes a
foundation for research into designing effective and usable privacy
notices for voice interfaces.
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A Appendix
A.1 Ethical Considerations

We obtained approval for both of our studies from the Institutional
Review Board (IRB) of our University. Specific ethical considerations
for both studies are presented separately below.

A.1.1  Study-I. For Study-I, no personally identifiable informa-
tion was collected from participants; all audio recordings were
transcribed and de-identified immediately after the interviews,
and the recordings were deleted after transcription. Participants
could skip any questions or quit the interview anytime without
penalty [31, 88]. During the initial part of the interview, as a ver-
ification step, we asked the participants to turn on their webcam
so that their faces and their VA devices were visible. We did not
record this portion of the interview to respect participants’ privacy.
We obtained the interview transcripts using a local version of the
Whisper model that did not upload any participant data and did
not use the data for further training of the model. Participants were
informed that their interviews would be transcribed.

A.1.2 Study-Il. In this study, no personally identifiable informa-
tion was collected, and participants were contacted anonymously
through the Prolific platform. Ideally, to enable participants to run
skill variants on their own Alexa devices, we would need to publish
all 20 variants of our skills to Alexa’s skills store. This approach
has ethical concerns for the participants as well as for the platform,
as our skills request sensitive personal information (phone number
and home address) as part of the experiment.

For participants and other Alexa users, there are risks in-
volved, such as:
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e Participants might inadvertently share their actual informa-
tion, even though we do not actually store any data.

e Other users on the Alexa platform may access our skills who
do not have knowledge of our study and share their personal
information, as we do not have any control over who can
install our skills once published.

e Participants can invoke incorrect skills during the experi-
ment, which is possible as multiple skills share the same or
similar invocation phrases, which may lead to confusion or
missing data.

and for the platform, ethical concerns involve:

e Publishing multiple copies of experimental/mock skills on
the live store. All skills need to pass Alexa’s certification
requiring platform’s resources, and can be an abuse of the
platform.

o Publishing skills that mock the functionality but do not ac-
tually perform the task. Publishing non-functional skills vio-
lates Alexa’s skill policy [17].

Due to these ethical complications, we conducted our experiment
using a safer option for participants and without adversely affecting
the platform by using videos of the skill interaction. We deploy the
skills in developer mode in our own accounts and make the videos.

A.2 Study Artifacts

Anonymized research artifacts are available online at https://osf.io/
h7wkm/?view_only=baedc79e9f304172ae000{8392c30c9e. The videos
used for Study-II are available in Table 12 in Appendix A.

A.3 Brief Interview Guide: Study-I

Following is the brief outline of the Study-I interview script. Com-
plete version of the interview script can be found at https://osf.io/
h7wkm/?view_only=baedc79e9f304172ae000f8392c30c%e.

(1) Introduction & Screening

e Consent to record audio

o Confirm participant’s Alexa skill usage.

e If “no” but skills were listed in the screening survey: ask
to recall; if there is a discrepancy, terminate interview
without compensation.

e If no skills in sign-up survey and none used, continue.

(2) Awareness of Skills & Personal Information

e Explain what “skills” are if needed (EDU]I).

o Explain how skills request “personal information” if needed.

o Ask if any skills requested personal information.

— If yes: details on what was requested, how provided
(voice, permissions), and other types they think skills
may request.

— If no: ask perceptions of possible personal information
requests; correct misconceptions (EDU2).

(3) Privacy Features in Alexa

o For those aware of personal information requests:

— Ask if they know of Alexa privacy features related to
skill requests.

— For each feature: evaluate efficiency, likes, and short-
comings.
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— Present scenario with sensitive information request;

assess if opinion changes.

e If unaware: educate about privacy features (EDU3) before

evaluation.
(4) Non-Skill Users

e Educate about skills (EDUI) and personal information col-

lection (EDU2).

e Educate about privacy features (EDU3) and follow same

evaluation process as above.
(5) Suggestions

o Ask for recommended new features or changes to improve

privacy for personal information requests.

e Record any additional concerns.
(6) Closing

e Thank participant, share post-interview survey link.

A.4 Participant demographics

Table 6: Demographics of Study-I participants.

‘ Age ‘ Gender ‘ Education

P# ‘ Race

PO African American 25-34 | Woman
P1 African American 18-24 | Woman
P2 Caucasian 35-44 | Man

P3 | African American 25-34 | Man

P4 | African American 25-34 | Man

P5 Caucasian 45-54 | Man

P6 Caucasian 18-24 | Woman
P7 Caucasian 65+ Man

P8 Asian 18-24 | Man

P9 Asian 18-24 | Man
P10 | Asian 18-24 | Man
P11 | Hispanic + Asian 18-24 | Man
P12 | Asian 25-34 | Man
P13 | Prefer not to answer | 18-24 | Woman
P14 | Asian 25-34 | Woman
P15 | Asian 25-34 | Woman
P16 | Asian 25-34 | Woman
P17 | Latino 35-44 | Woman
P18 | African American 18-24 | Man
P19 | Latino 18-24 | Woman
P20 | Caucasian 55-64 | Man

Bachelor’s degree
High school or equiv.
Doctoral degree
Bachelor’s degree
Bachelor’s degree
Associate’s degree
Bachelor’s degree
Doctoral degree
Bachelor’s degree
Bachelor’s degree
Master’s degree
Bachelor’s degree
Bachelor’s degree
Master’s degree
Bachelor’s degree
Master’s degree
Master’s degree
Some college

High school or equiv.
High school or equiv.
Bachelor’s degree

A.5 Datarequest methods
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Table 7: Demographics of Study-II participants.

Demographic Value Count Percentage
18-24 27 17%
25-34 60 38%
Age Group 35-44 45 28%
45-54 17 10%
55-64 11 6%
Man 67 42%
Gender Woman 90 56%
Non-binary 2 1%
Prefer not to answer 1 1%
High school or equivalent 18 11%
Education Some college 22 14%
Trade, technical or vocational training 5 3%
Associate’s degree 17 11%
Bachelor’s degree 66 41%
Master’s degree 28 18%
Doctorate degree 1 1%
Caucasian 112 70%
Race Black or African American 24 15%
Hispanic, Latinx, or Spanish origin 20 13%
Asian 18 11%
American Indian or Alaskan Native 2 1%
Middle Eastern or North African 2 1%
Prefer not to answer 1 1%

OSkm requests profile information
(Phone number) from Amazon account

@ through voice 9
— Alexa requests | "’)
user &Y

permission .

or through app

Alexa skill

Phone number
provided to skill

Amazon account profile H o

(a) Permission system

Alexa, open
text reminder

Hi! What is your §
phone number?|

My number

T kkkkkk
IS

(b) Verbal data request

Figure 4: Comparing data request through Alexa account vs. request-
ing users verbally.
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A.6 CLMM Models for Robustness Checks

Table 8: Interpretation of the Estimate sign in CLMM regression

Aafaq Sabir, Abhinaya S.B., Dilawer Ahmed, and Anupam Das

Factor Value Code Estimate (f) interpretation

Control  Blocking 0 Estimate will be negative if Blocking is preferred (increases
Non-blocking 1 ratings) and will be positive if Non-blocking is preferred.

Timing Before request 0 Estimate will be negative if Before request is preferred and
After request 1 will be positive if After request is preferred.

Modality  Audio 0 Estimate will be negative if Audio only is preferred and
Audio+App 1 will be positive if Audio+App is preferred.

Voice Default 0 Estimate will be negative if Default voice is preferred and
Different 1 will be positive if Different voice is preferred.

Table 9: CLMM Results for Relevant Data under Different Model Specifications

(a) Without Control Factor

(Rating ~ Timing + Modality + Voice + (1 | Participant))

Factor Estimate (f) Std. Error zvalue

p-value

Timing -0.7771 0.2072 -3.751 0.000176***
Modality -0.1141 0.2001 -0.570 0.5686
Voice -1.0711 0.1962 -5.459 4.8e—08"**
Random Effects:

Participant (Intercept): Variance = 1.191, Std. Dev. = 1.091

*p < 0.001

(b) Without Modality and Timing
(Rating ~ Voice + Control + (1 | Participant))

Factor  Estimate (f) Std.Error zvalue p-value
Voice -1.0428 0.1953 -5.338 9.38e—08"**
Control -0.7149 0.2414 -2.961 0.00306**
Random Effects:

Participant (Intercept): Variance = 1.160, Std. Dev. = 1.077

p <0.01,"p < 0.001

Table 10: CLMM Results for Irrelevant Data under Different Model Specifications

(a) Without Control Factor

(Rating ~ Timing + Modality + Voice + (1 | Participant))

Factor Estimate (f) Std. Error zvalue p-value
Timing -1.3102 0.2069 -6.333 2.41e-10""
Modality -0.0827 0.1985 -0.417 0.6770
Voice -0.6017 0.1916 -3.140 0.00169*

Random Effects:

Participant (Intercept): Variance = 0.730, Std. Dev. = 0.854

**p <0.01, " p < 0.001

(b) Without Modality and Timing
(Rating ~ Voice + Control + (1 | Participant))

Factor  Estimate (f) Std.Error zvalue p-value

Voice -0.5968 0.1897 -3.145 0.001658**
Control -0.8843 0.2359 -3.749 0.000178***
Random Effects:

Participant (Intercept): Variance = 0.637, Std. Dev. = 0.798

**p < 0.01, " p < 0.001

Table 11: CLMM Results for Relevant and Irrelevant Data. Model: Rating ~ Timing * Modality + Control + Voice + (1 | Participant)

(a) Relevant Data

(b) Irrelevant Data

Factor Estimate (f) Std. Error zvalue p-value Factor Estimate () Std. Error zvalue p-value
Timing -0.9146 0.3199 -2.859 0.00426"* Timing -1.0649 0.3060 -3.480 0.00050"**
Modality -0.2137 0.3044 -0.702 0.48250 Modality 0.1558 0.2953 0.528 0.59772
Control -0.2969 0.3058 -0.971 0.33156 Control -0.3935 0.2972 -1.324 0.18555
Voice -1.0729 0.1964 -5.462 4.7e-08*"" Voice -0.6021 0.1918 -3.139 0.00170**
Timing * Modality 0.4541 0.4314 1.052 0.29258 Timing * Modality -0.3062 0.4250 -0.721 0.47114
Random Effects: Random Effects:

Participant (Intercept): Variance = 1.211, Std. Dev. = 1.101

Participant (Intercept): Variance = 0.7408, Std. Dev. = 0.8607

**p < 0.01, " p < 0.001
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A.7 Links to All Educational Videos
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Table 12: The table contains the urls for all the Educational videos used in study phase 1 and also for the video interactions for all the skill with

privacy notice variants

Study-I: Educational Videos

Video description

URL

EDU Video 1: Skills

https://www.youtube.com/watch?v=K6GdgwHAOyc

EDU Video 2: Personal information collection

https://www.youtube.com/watch?v=xCcNnTSExpc

EDU Video 3: Skill permissions

https://www.youtube.com/watch?v=0CuiG2r50Zg

Study-II: Skill intervention variants

Video description URL Intervention text
Base variant for relevant data (Base-V0X) https://www.youtube.com/watch?v=SNi1VHtrPtE None.
Base variant for irrelevant data (Base-V1X) https://www.youtube.com/watch?v=07110HI1LQs None.

V00 (Relevant data, Blocking, Before request, Audio, Default-Voice)

https://www.youtube.com/watch?v=212alm_q1k4

Alexa wants to inform you that the task
to do skill is going to request some
personal information which will be sent to
the third-party developers of this skill...
Would you like

to continue?

V01 (Relevant data, Non-blocking, Before request, Audio, Default-Voice)

https://www.youtube.com/watch?v=WEsUYICUywU

Alexa wants to inform you that the task to do
skill is going to request some personal infor-
mation which will be sent to the third-party
developers of this skill... The skill will

continue now.

V02 (Relevant data, Non-blocking, After response, Audio, Default-Voice)

https://www.youtube.com/watch?v=-ObA6dvFggl

Alexa wants to inform you that the

personal information that you provided is sent
to the third-party developers of the task to do
skill... The skill will continue now.

V03 (Relevant data, Non-blocking, Before request, App, Default-Voice)

https://www.youtube.com/watch?v=P_c60BexL_M

Same as V02 with popup on Alexa app.

V04 (Relevant data, Non-blocking, After response, App, Default-Voice)

https://www.youtube.com/watch?v=DO9I0yR8QS0

Same as V03 with popup on Alexa app.

V05 (Irrelevant data, Blocking, Before request, Audio, Default-Voice)

https://www.youtube.com/watch?v=IP7lyylS§RY

Same as V00 for irrelevant data request.

V06 (Irrelevant data, Non-blocking, Before request, Audio, Default-Voice)

https://www.youtube.com/watch?v=hR_Q3Dhm04k

Same as V01 for irrelevant data request.

V07 (Irrelevant data, Non-blocking, After response, Audio, Default-Voice)

https://www.youtube.com/watch?v=THpxVycT108

Same as V02 for irrelevant data request.

V08 (Irrelevant data, Non-blocking, Before request, App, Default-Voice)

https://www.youtube.com/watch?v=uRtwNt090Go

Same as V03 for irrelevant data request.

V09 (Irrelevant data, Non-blocking, After response, App, Default-Voice)

https://www.youtube.com/watch?v=9VtCWP_mF9k

Same as V04 for irrelevant data request.

V10 (Relevant data, Blocking, Before request, Audio, Different-Voice)

https://www.youtube.com/watch?v=gtSFVBgffDw

Same as V00 but with different voice.

V11 (Relevant data, Non-blocking, Before request, Audio, Different-Voice)

https://www.youtube.com/watch?v=jv3qqeGujjA

Same as V01 but with different voice.

V12 (Relevant data, Non-blocking, After response, Audio, Different-Voice)

https://www.youtube.com/watch?v=NFVWUj7jDpo

Same as V02 but with different voice.

V13 (Relevant data, Non-blocking, Before request, App, Different-Voice)

https://www.youtube.com/watch?v=nF0Vy7ZcuT8

Same as V03 but with different voice.

V14 (Relevant data, Non-blocking, After response, App, Different-Voice)

https://www.youtube.com/watch?v=_sOWP]JsB-QI

Same as V04 but with different voice.

V15 (Irrelevant data, Blocking, Before request, Audio, Different-Voice)

https://www.youtube.com/watch?v=9n9Std1sOII

Same as V05 but with different voice.

V16 (Irrelevant data, Non-blocking, Before request, Audio, Different-Voice)

https://www.youtube.com/watch?v=cZgF8XIFyYI

Same as V06 but with different voice

V17 (Irrelevant data, Non-blocking, After response, Audio, Different-Voice)

https://www.youtube.com/watch?v=UxFMII2jzto

Same as V07 but with different voice

V18 (Irrelevant data, Non-blocking, Before request, App, Different-Voice)

https://www.youtube.com/watch?v=9ewdDNri3SM

Same as V08 but with different voice.

V19 (Irrelevant data, Non-blocking, After response, App, Different-Voice)

https://www.youtube.com/watch?v=uXU81MLQ2G8

Same as V09 but with different voice.
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