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Abstract
Grassroots organizing requires establishing trust in digital artifacts

(like event announcements or calls to action) while navigating

significant security threats including surveillance, infiltration, and

state violence. Traditional trust infrastructures like PKI and Web

of Trust fail to address these specific needs, as they create public

records of trust relationships that can expose activist networks

and require institutional involvement that may be inaccessible or

dangerous for marginalized communities.

To address this, we introduce tigro, a novel trust infrastructure
and system designed specifically for grassroots organizing con-

texts. Unlike conventional trust infrastructures, tigro implements a

two-tier trust model: ground trust, which cryptographically binds

digital annotations to physically vetted individuals, and artifact
trust, which enables private, need-to-know sharing of assessments

about digital content via annotations. Our protocol begins with an

in-person key exchange that establishes a shared cryptographic

key, creating a secure bridge between activists’ existing physical

vetting practices and their digital trust needs.

To realize this approach, we define a new cryptographic prim-

itive called an encrypted annotation system (EAS) and construct

tigro using structured encryption and anonymous channels. We

present two implementations with different security-performance

tradeoffs: an efficient version for practical deployment that handles

annotations in under a second, and a subliminal version that reveals

virtually no metadata. Through this design, tigro enables activists
to securely verify digital content without compromising relation-

ship privacy or creating surveillance vulnerabilities, addressing a

critical gap in existing trust infrastructure.

1 Introduction
The establishment of trust in digital objects is a foundational chal-

lenge in computer science and broadly underpins modern techno-

logical infrastructure. Since the advent of networked computing
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and the rise of the Internet, digital trust has been essential for ensur-

ing the security, reliability, and authenticity required by electronic

commerce, communication systems, and critical infrastructure sys-

tems. Recognizing this centrality, governments, standardization

bodies and tech companies have collaborated to create and main-

tain global-scale digital trust infrastructures that are critical to the

functioning of the entire digital ecosystem. Prominent examples

include the Public-Key Infrastructure (PKI), which provides mech-

anisms for authenticating public keys and forms the backbone of

the Internet. Another crucial digital trust mechanism is Certificate

Transparency, which enhances PKI by enabling public auditing of

certificate issuance. The Domain Name System Security Extensions

(DNSSEC) is a mechanism to authenticate domain names and the

web of trust is a decentralized way to authenticate public keys.

Beyond conventional trust. Our current trust infrastructures are
essential, but they were primarily designed by industry and gov-

ernments to support electronic commerce and governmental needs.

Consequently, they mainly address the specific problems and re-

quirements of these entities. Electronic commerce and governmen-

tal applications, however, are not the only contexts that require dig-

ital trust solutions. Numerous other groups, such as activist commu-

nities, non-governmental organizations, journalists and marginal-

ized populations with limited institutional access, also need to

establish trust in digital objects. These groups frequently possess

distinct requirements, constraints, and threat models, which con-

ventional trust infrastructures do not accommodate. For example,

grassroots organizers often face threats such as infiltration by state

actors posing as legitimate activists, fake events designed to identify

and surveil movement participants, misinformation campaigns de-

signed to disrupt organizing efforts, and the risk of social network

mapping through public verification.

A trust infrastructure for grassroots organizing. Given these unique
challenges, we propose a new trust infrastructure called tigro specif-
ically designed for grassroots organizing contexts. Unlike conven-

tional trust infrastructures, ours is built upon activists’ existing

security practices, particularly their physical vetting protocols and

need-to-know information sharing approaches. It implements a

two-tiered trust model: ground trust, which cryptographically binds

digital annotations to physically vetted individuals; and artifact
trust, which enables the secure sharing of evaluations about digital
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artifacts through annotations. This design addresses the specific

threat models faced by activists by: (1) keeping trust relationships

private rather than public; (2) requiring physical co-presence for
initial trust establishment, making infiltration more difficult and

detectable; (3) compartmentalizing information on a need-to-know

basis; and (4) depending on its instantiation, enabling community-

based assessment of digital content without revealing social ties.

By rooting digital trust in existing physical vetting practices rather

than institutional verification, we create a trust infrastructure that

aligns with grassroots organizing practices while providing crypto-

graphic security guarantees appropriate for high-risk contexts.

Community-driven cryptography. We note that the rethinking

of technology and computer science research away from the sole

needs of companies and governments and towards the needs of

communities and marginalized groups is a recent but important

endeavor. Recent examples of such work in cryptography include

[62, 101, 116, 125, 150, 156]. This shift represents a broader recogni-

tion that technology should serve diverse social contexts and needs,

not just commercial and governmental interests.

This paper contributes to this emerging body of work by address-

ing specific trust challenges faced by grassroots organizers: the need

to verify digital artifacts within trusted networks while maintain-

ing privacy and security in high-risk environments. Rather than

imposing external technical solutions, we build upon ethnographic

studies of activist security practices to develop a trust infrastructure

that extends, rather than replaces, existing community verification

processes. By centering the security and privacy requirements of

grassroots communities, we can develop trust infrastructures that

are more inclusive, contextually appropriate, and aligned with the

actual practices of these communities.

1.1 Trust in Grassroots Organizing
Grassroots organizing is a process by which people work from

within marginalized communities to effect change. Because partici-

pants in grassroots movements (activists) are working to challenge

dominant power structures, they are disproportionately subject to

police brutality, incarceration, surveillance, censorship, and assas-

sination [32, 34, 46, 100, 137, 143, 161].

Safety vs. visibility. The complex and dynamic relationship be-

tween grassroots organizing efforts and digital technologies is very

well-documented [6, 8, 17, 23, 31, 33, 49, 53, 60, 74–76, 84, 85, 87, 88,

96, 117–119, 124, 133, 138, 154, 159, 165, 167, 168, 170–172], and em-

phasizes that digital technologies are both a facilitator of organizing

work and an added risk for movement participants. Specifically,

digital technologies can increase the speed, scope, and scale of

“frontstage” movement work like protests [53, 133, 153, 168], while

also fortifying “backstage” communication infrastructure for the

everyday, movement-sustaining work of building community and

shared identity, planning, and reflection [53, 118, 133, 139, 140, 168,

169, 172]. They also greatly widen the surface of contact between

activists and surveillance structures, both mass and targeted, of

state and local adversaries [32, 87, 129, 133, 143, 173]. This contact

puts them at greater risk of technology-facilitated harm. Lokot

poses the problem of technology for grassroots organizing as a

nuanced trade-off between safety and visibility [124].

Digital visibility. While the safety-visibility paradigm for move-

ment building existed long before digital technologies, there are

aspects of the current trade-off that are unique to the digital era.

The risks associated with digital visibility are exacerbated by tech-

nology design and deployment that, despite all of the evidence of

activists’ relationships given above, ignore activists’ needs and ex-

periences. For example, cryptographers and technology designers

have historically defined security and trust on an individualized

basis, enforcing single-party authentication and access protocols

[18, 174]. Revoking visibility via digital content deletion, which is

immensely important to activists [6, 32, 53], is understudied in the

cryptography and privacy technology literature. Few digital tools

and platforms give users the option of accessible risk-based privacy

differentiation [119], and most fail to communicate specific guaran-

tees, rationales, and procedures, leading to rampant misconceptions

about digital privacy practices [2, 6, 56, 61]. There are few if any

information and communication technologies (ICTs) designed in

collaboration with activists and with activists’ specific needs in

mind. In fact, it is a stated goal of many platforms to be universally

accessible, while in reality they are largely modeled after the needs

of a minority [51], and can lead to feelings of content inundation

[138] and context collapse [128], which occurs when people try to

use the same interface for different functions and among disparate

groups of people.

Safety in digital spaces. Scholars and activists have critiqued

cryptographers for proposing technological solutions for marginal-

ized people such as activists that ignore the important context of

their experiences [18, 75, 83, 101, 151, 155, 174]. In this work, we

apply insights from transdisciplinary studies of grassroots organiz-

ing technology praxis toward developing cryptographic tools that

facilitate two specific and important tasks of grassroots organiz-

ers: vetting and sharing information on a need-to-know basis.More

broadly, we ask:

(Q) How might we adapt the existing trust and commu-
nication protocols of grassroots organizers from phys-
ical to digital spaces, without increasing the risk of
surveillance, disinformation, and infiltration of grass-
roots movements?

Vetting. Vetting is the act of verifying the identity, intentions,

and trustworthiness of people, places, or things for the purposes

of including them in spaces and actions associated with collective

risk, and an essential part of the “onboarding” process in organiz-

ing work [6, 32]. For people, vetting is a time-consuming process

involving physical meetings and existing point-to-point communi-

cation networks, which organizers use to talk privately with trusted

contacts in order to verify details of the person’s background and

previous engagement in shared communities, values, and related

action. Once people are vetted and have developed trusted con-

nections with other members of the organization, they can wield

their collective knowledge and connections to vet other people,

places, or things such as externally-organized events, social me-

dia profiles, or news articles [53]. While digital tools that provide

end-to-end encryption can facilitate the process of private point-

to-point communication among organizers, they are not designed

specifically for vetting: each conversation must happen separately
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(or divided amongst various group chats) and in a non-organized

fashion (in-line with potentially unrelated personal conversations,

leading to confusion and context collapse [128, 138]). We consider

the in-person vetting of people to be a foundational component of

grassroots organizing, and aim to build technology that leverages

in-person connection, or what we call ground trust, to facilitate the

vetting of digital artifacts.

Vetting digital artifacts. Vetting non-human entities such as digi-

tal identities, public group pages, event invitations, news bulletins,

social media posts, and especially direct action proposals is also cru-

cial, as actions organized by untrustworthy, inexperienced, or mis-

informed parties can put activists in danger [53, 154]. For example,

during the rapid expansion of organizing in June 2020 following the

police killing of George Floyd, Black Lives Matter (BLM) activists

in Philadelphia encountered events on social media that appeared

to be BLM events, but were actually organized by members of the

neo-fascist White nationalist group Proud Boys posing as BLM

organizers [154]. In order to prevent the spread of untrustworthy

digital content from destabilizing the movement, Philadelphia BLM

activists turned to existing social networks and trusted long-time

organizers for digital artifact vetting and fact-checking. Similarly,

participants in the Sudanese revolution used a chain of trusted

one-to-one contacts and “manual heuristics” to unearth primary

sources for information, as well as a form of “crowdsourced content

moderation” which leveraged existing trust networks to establish

collective digital content-vetting procedures [53]. Daffalla et al.

also note that while “some app features (such as livestream and

reporting mechanisms) supported activists in building trust and dis-

seminating verifiable information,” many of social media platforms’

anti-misinformation practices, for instance requiring singular indi-

vidualized identities and context collapse, subverted activists’ needs

and interests.

1.2 Encrypted Annotation Systems
To address (Q), our goal is to design a system that allows activists to

vet digital artifacts by leveraging the judgment of their community,

whom they know and trust [6, 53, 133, 154]. Trusted groupmembers,

in this context, refers to individuals that they have personally met

and vetted through their own real-world protocols, e.g., an organizer

has met these individuals in person and confirmed their credibility

using established organization-specific vetting protocols.

Digital annotation systems. The vetting of digital artifacts by

trusted community members would be relatively straightforward

if it could be conducted in person. However, in practice, being

physically present with community members every time an artifact

needs to be vetted is neither realistic nor scalable. Therefore, to

ensure scalability and usability, we offer a vetting process that can

be conducted digitally, although an initial one-time vetting of group

members must occur in person.

To address this, we propose that a group use a digital annotation

system which allows users to attach messages, referred to as an-

notations, to digital artifacts and share them with other members

of their community. These annotations serve as an indication of

an artifact’s credibility based on the judgment of trusted individ-

uals, enabling the community to vet and evaluate digital artifacts.

Digital annotation systems like Hypothesis [90] and NB [179] are

becoming increasingly common.

Threats. Such a system would allow organizers to address misin-

formation, but it also introduces several non-standard threats that

must be carefully considered:

• data confidentiality: digital annotations could expose very

sensitive and private information if the system is not prop-

erly secured. Ensuring that only authorized individuals can

view or modify annotations is crucial to protect member

privacy and safety.

• re-identification: even if the annotations themselves are se-

cured, the identities of the community members and the

structure of the community’s social graph can still be highly

sensitive. Information about who is connected to whom, as

well as the patterns of interactions between members may

inadvertently reveal personal details about individuals or

their affiliations which can pose a significant privacy risk.

• infiltration: if malicious actors infiltrate the community, they

could deliberately mislead others by attaching false annota-

tions to digital artifacts. To mitigate this, the system must

include safeguards to detect and prevent unauthorized access

or manipulation of the annotation process.

Encrypted annotation systems. To support activists in the vetting

process, we propose a new kind of digital communication system

we refer to as an encrypted annotation system (EAS) that addresses

the above threats as follows:

• end-to-end encryption: an annotation that is sent from a vetter

to a vetee is end-to-end encrypted using a key that is known

only to this pair of participants. As such, the server on which

the EAS is run does not learn any information about the

annotations it manages.

• anonymity: the real-world identities of the group members

are hidden from the server and group infiltrators.

• ground trust: members can only receive annotations from

parties they have vetted in person.

Overview. We envision that participants in an encrypted annota-

tion system will form a pairwise shared identity, authenticated by a

shared secret key, that is rooted in a physical meeting rather than a

public-key infrastructure. All of the participants’ communications

with the EAS server are performed and authenticated based on

these shared keys. Thus, participants have a collective rather than
individual identity with respect to the server. They use the shared

identity to create a shared and encrypted box through which they

can communicate asynchronously.

An EAS facilitates vetting by allowing participants to write a

private annotation associated with a digital artifact (e.g., group

page, social media post, or digital event flyer) they wish to vet. The

“vetter” labels the annotation with the globally unique identifier of

the artifact (e.g., computed using a cryptographic hash function)

and drops it in the private boxes it shares with its trusted contacts.

The annotation will stay in the box unless it is deleted. If any of

the group members wish to ascertain whether any of their trusted

contacts has evaluated the trustworthiness of an artifact, they can

compute the artifact’s unique identifier and search their shared

private boxes for annotations related to the identifier. Note that
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this approach also allows members to vet public digital identities,

since the artifact could be a social media profile. In the case of

Philadelphia BLM protests, activists would have been able to use

such a system to vet protests by quickly finding out (1) whether
trustworthy people they had met “on-the-ground” at previous BLM

actions would be attending, and (2) whether any of their trusted

contacts could vouch for the organizers.

This asynchronous, label-restricted communication style is mo-

tivated by the collective security culture principle of sharing infor-

mation on a need-to-know basis [6, 32, 161]. This principle protects

movement participants in multiple respects: people who need to

know sensitive information in order to safely engage in specific

activities are always informed, while people who do not need ac-

cess cannot be coerced into harming themselves or others based

on retaining the information in their memory (physical or digital).

Our second goal is to implement the EAS in such a way that is

within the rhythm of activists’ existing security praxis—to facilitate

annotation sharing on a need-to-know basis.

1.3 Our Contributions
In this work, we demonstrate how trust infrastructure design can

be reconceptualized to center the practices of grassroots organizers

rather than commercial and governmental requirements. Specifi-

cally, we make the following contributions.

Synthesizing design goals. One of the core contributions of this
work is the synthesis of relevant qualitative scholarship and so-

ciotechnical context from historical grassroots movements into

design considerations for encrypted annotation systems. We follow

the paradigm shift in cryptographic protocol design from Cryptog-
raphy and Collective Power [155], which centers the design justice

principle of “one size fits one” [51], models digital trust as an ex-

tension of human trust, aims toward a more comprehensive notion

of “big-picture” security, and optimizes on a grassroots scale. Due

to space limitations, the tigro protocol’s three core design goals are

described in detail in Appendix B. At a high level, they include:

(1) Digital trust = collective physical trust: our first design goal is

to establish digital trust that reflects the collective physical

trust built as part of grassroots organizing. Movement par-

ticipants often navigate between physical and digital spaces,

and their trust in digital objects is grounded in objects’ per-

ceived trustworthiness within a shared community.

(2) Information on a need-to-know basis: the second design goal

focuses on information sharing based on a need-to-know

basis, ensuring that participants only access content relevant

to their current context. This is achieved through a unique

“drop and retrieve” mechanism within a digital private box,

where annotations are associated with specific labels and

can only be retrieved by participants who are familiar with

the associated content. This system prevents the overload of

information and protects against metadata collection often

seen in traditional messaging platforms.

(3) Think toward deployment: the third design goal centers on

the practical deployment of the system, with a focus on im-

plementation details that are mostly left for future work.

While we implement the cryptographic and functional prin-

ciples of the system in a preliminary Android application,

certain aspects such as device security and user interface

design are best addressed in later iterations of the project.

Modeling identity and location. As discussed in the previous sec-

tion, encrypted annotation systems must provide a set of security

guarantees that span both digital and physical spaces. Specifically,

these systems need to ensure confidentiality and anonymity against

a digital adversary who may corrupt the server, observe the net-

work, and attempt to infiltrate the group both digitally and phys-

ically. As far as we know, this adversarial setting has not been

formally considered or defined in prior work, making one of our

contributions the development of a definitional framework that

that captures such adversaries.

To model location, we assume the existence of a metric space

equipped with a notion of distance, and for every operation, each

party is assigned a location within this space. The notion of identity

is also central to our work because we need to both protect it and

leverage it. As discussed in Section 1.2, the real-world identities

of group members must be safeguarded (anonymity), while only

annotations from parties who have been vetted in the real world can

be received (groundedness). To capture this dual role, we define the

identity of a party as the combination of a physical identifier, such as
their appearance, and an institutional identifier, such as their name

or address. In our setting, achieving anonymity requires hiding

a party’s institutional identifier, whereas enforcing groundedness

relies on the party’s physical identifier and, specifically, on a real-

world process that can attest to that physical identity.

Grounded cryptography. In our setting, it is essential that all

cryptographic protocols be grounded, meaning that if party 𝐴 suc-

cessfully executes a protocol with party 𝐵, then both parties must

have vetted each other through an out-of-band process while in

physical proximity. The requirement for physical proximity is cru-

cial because it ensures that any potential adversary attempting

to infiltrate the community must also be physically present, in

which case, the standard vetting procedures of the activists can

be employed to detect infiltration. To formally analyze the secu-

rity guarantees of our protocols, we need to formalize the notion

of groundedness. Our security definitions are expressed within

the real/ideal-world paradigm, and we capture it by considering

a (standalone) environment that generates the operations, along

with a location function 𝜆 that maps each party to a location in the

metric space. This location function 𝜆 is made available to all ideal

functionalities, and groundedness is enforced by having the func-

tionalities abort whenever either the physical distance between the

parties exceeds a predetermined threshold or the receiver’s physical

identity does not match the one expected by the sender.

Technical overview. Our EAS, tigro, is a grounded encrypted sys-

tem that enables parties to anonymously exchange and retrieve

encrypted annotations with previously vetted parties. With the

notion of groundedness now formulated, we extend the formal defi-

nitions of structured encryption to grounded structured encryption.

More precisely, we build upon the simulation-based definitions

from [63], which model multi-client structured encryption schemes

as reactive secure computation protocols between a set of clients

and a server. By adapting this framework, we show how to define

and design the various components of our system:
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• grounded key exchange: a core component of our protocols

is a grounded key exchange, which enables two parties to

generate a secret key over a public channel if and only if they

are in close physical proximity. As we will see, using such a

protocol to generate the secret key of an STE scheme results

in a grounded STE scheme. To construct this protocol, we

show that it is sufficient to execute a standard key exchange

over what we call a physically-attested proximity channel.
Roughly speaking, this is a channel that ensures a message

can only be delivered if the sender and receiver are in close

proximity and if the receiver’s physical identity matches the

one designated by the sender. We further demonstrate that

physically-attested proximity channels can be instantiated

using the exchange of QR codes via mobile devices.

• grounded encrypted dictionaries: a grounded encrypted dic-

tionary is a multi-client encrypted data structure that stores

label/value pairs and that supports Get, Put and Delete op-
erations. The Get operation retrieves the label/value pair

associated with a specific label, while the Put operation in-

serts a new label/value pair into the structure and the Delete
operation removes the pair associated with a specific label.

As mentioned above, we construct a grounded encrypted

dictionary by using a grounded key exchange protocol to

generate the secret key of any encrypted dictionary scheme.

• grounded encrypted box-bank: we extend the notion of a

grounded encrypted dictionary to build a grounded encrypted

box-bank, which consists of multiple mailboxes each hold-

ing uniquely identified and encrypted messages exchanged

between two parties. Each box supports GetMail, DropMail
and DeleteMail operations. The GetMail operation retrieves

the message associated with a given label, the DropMail op-
eration inserts a label/message pair into the box, and the

DeleteMail operation removes the pair associated with a

given label. We build a grounded encrypted box-bank by ex-

ecuting several grounded encrypted dictionaries in parallel.

• grounded encrypted annotation system: finally, we describe

how to integrate these grounded encrypted structures into

a complete grounded encrypted annotation system, which

allows vetted parties to anonymously exchange and retrieve

encrypted annotations. Participants securely store and access

annotations using grounded encrypted box-banks.

By extending structured encryption to incorporate groundedness,

our system ensures that all interactions between parties are not

only encrypted but also bound to trusted group members that have

been vetted in a physical context.

Leakage. Like any sub-linear encrypted search solution, struc-

tured encryption schemes can reveal information about the data

and/or queries. The specific leakage a scheme reveals is formalized

as a leakage profile.

We analyze the security of tigro and its building blocks by prov-

ing that they achieve a well-defined leakage profile. Our analysis,

however, is black-box, meaning that the leakage profiles we obtain

are a function of how tigro’s underlying building blocks are instan-

tiated. Black-box STE constructions and black-box leakage analysis

are essential because they enable modular design, allowing us to

achieve different efficiency vs. leakage tradeoffs depending on how

the building blocks are instantiated.

An efficient instantiation. Based on our black-box design and leak-
age analysis, we show how to instantiate tigro using a variant of

an efficient encrypted dictionary scheme from Cash, Jaeger, Jarecki,

Jutla, Krawczyk, Rosu, and Steiner [39]. The resulting construction

relies only on symmetric-key encryption SKE = (Gen, Enc,Dec),
a pseudo-random function 𝐹 , a hash function 𝐻 and a key agree-

ment protocol which we instantiate with AES-256, SHA-256, and

ephemeral Diffie-Hellman, respectively. At a very high level, two

parties C𝑎 and C𝑏 and the server start by generating a box identi-

fier bxid by executing a key agreement protocol. The server then

instantiates an empty dictionary structure for bxid. C𝑎 and C𝑏
then generate two shared keys 𝐾𝐹 and 𝐾𝐸 by executing a key ex-

change via QR codes. When one of the parties, say C𝑎 , wishes to
send an annotation anno for a digital object obj to C𝑏 , it creates
an object identifier by computing oid := 𝐻 (obj) and sends the

bxid and the pair

(
𝐹
(
𝐹 (𝐾𝐹 , oid), 1

)
, Enc𝐾𝐸 (anno)

)
to the server via

Tor, which stores it in the dictionary. To retrieve an annotation

for object obj, C𝑏 computes oid := 𝐻 (obj) and sends the bxid and

tag := 𝐹
(
𝐹 (𝐾𝐹 , oid), 1

)
to the server via Tor who queries the ap-

propriate encrypted dictionary on tag and returns the associated

ciphertext via Tor. Finally, C𝑏 decrypts the ciphertext using 𝐾𝐸 .
This instantiation, which we refer to as tigro[𝜋∗bas], is efficient

and reveals the following: box sizes, correlations between add, get,

and delete annotation operations for the same artifact, and the social

network topology of the community. It also discloses metadata such

as the times at which operations occur and the number of operations

performed on each box. Perhaps surprisingly, we will demonstrate

that, in our setting, the correlations revealed by this instantiation

are not as problematic from a security perspective as they might

initially appear. There are two key reasons for this. First, while it is

theoretically possible for the scheme to reveal information about

the artifacts, it is important to note that these artifacts are assumed

to be public in the first place. More importantly, we will show that

regardless of how tigro is instantiated, it never leaks any information
about the annotations themselves.

We implemented tigro[𝜋∗bas] as a client-side library in Python

and a server-side library in C++ and Protobuf that communicate

using three different configurations: a stub configuration, which
does not use Tor at all; a single-circuit configuration, which uses a

single Tor circuit for all of a user’s accesses (affording network-layer

anonymity); and a circuit-per-box configuration, where a unique

Tor circuit is used for every box (affording both network-layer

anonymity and unlinkability). Our experiments show that even our

unoptimized implementation of tigro[𝜋∗bas] is relatively practical.

Specifically, our implementation took:

• single-circuit: with this configuration, with previously ac-

cessed boxes, uploading a 1KB annotation to 24 trusted con-

tacts or searching for an annotation related to a given artifact

takes about 0.9 seconds.

• circuit-per-box: with this configuration with previously ac-

cessed boxes, uploading a 1KB annotation to 24 trusted con-

tacts takes about 24 seconds, and searching for an annotation

takes about 26 seconds.
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We note that because tigro[𝜋∗bas] already reveals the social net-

work topology, there is little additional security benefit in using the

circuit-per-box configuration. Finally, we build an Android OS pro-

totype of the client in Java using the tigro[𝜋∗bas] client-side library.

A subliminal instantiation. As an alternative to tigro[𝜋∗bas], we
also demonstrate how to instantiate tigro with the EXH scheme

from [24] in subliminal mode. This instantiation, which we refer

to as tigro[EXH], effectively eliminates leakage, revealing no infor-

mation beyond the existence of the structure itself and the number

of boxes. Additionally, it hides the social network topology and

all metadata, including the time and number of operations. By of-

fering a much higher level of privacy, this instantiation prioritizes

confidentiality, but it comes at the cost of reduced efficiency and cor-

rectness. Specifically, there could be queries for which no response

will be received.

To achieve the tigro[EXH] construction, we had to extend the

analysis of EXH in non-trivial ways. The key challenge is that

EXH was originally analyzed as a client/server scheme, and does

not naturally extend to a multi-client setting, which is critical for

tigro. To address this limitation, we provide a new analysis of EXH
in the context of a two-client setting, which is sufficient for our

needs. This extended analysis requires non-trivial techniques from

queuing theory and could be of independent interest. Due to space

restrictions, we describe the analysis and empirical evaluation of

the EXH-based tigro construction in Appendix K.

2 Related Work
Digital organizing technologies. There are many digital technolo-

gies with applications to grassroots organizing. We discuss ad-

ditional details of these technologies in Appendix A and use this

section to highlight the context most relevant to our setting. Among

the most widely used and studied technologies for organizing are

social media platforms [6, 21, 54, 85, 86, 96, 122, 124, 128, 133, 165–

167, 176, 177], which afford activists networking and trust-building

capabilities at the expense of unwanted attention from local adver-

saries and law enforcement [32, 133, 143, 161] and frustration sur-

rounding algorithmic suppression [47, 142, 152], paternalism [57],

and context collapse [128]. There is no privacy-preserving equiva-

lent of social media in terms of efficiency, accessibility, and number

of users, leading activists to engage with social media despite risks.

And while they afford strong security guarantees, end-to-end en-

crypted communication tools [1, 9, 19, 28, 48, 76, 94, 126, 163, 169]

are neither organized nor expressive enough to prevent communi-

cation overload [138] and context collapse [128].

Other cryptographic applications, such as the recently proposed

Anix mesh messaging system [99], provide a mechanism for trusted

contacts to anonymously send and vote on messages. While Anix

could, in principle, be used to privately annotate digital content, it

is designed to operate over mesh networks. We consider the lived

settings of both movement activity (such as protest) and abeyance
(suspension), where participants alternate between physical prox-

imity and remote messaging. Moreover, the Anix cryptographic

protocols are not proven secure with respect to any formal defini-

tion, and prior usable mesh messengers have been proven insecure

in practice [7, 54].

Encrypted search. We make use of structured encryption (STE)

schemes, which are a broad class of encrypted search algorithms
(ESAs) capable of achieving a variety of tradeoffs between effi-

ciency, expressiveness, and leakage. Structured encryption was

introduced by Chase and Kamara [42] as a generalization of index-

based searchable symmetric encryption (SSE) schemes [52, 160].

Our formalization of STE follows that of [105], and we recall its

security definitions in Appendix F. The most important kinds of

STE schemes are encrypted dictionaries and encrypted multi-maps.
A large number of constructions have been proposed, ranging from

schemes that leak nothing at all [24]—not even metadata such as the

timing or occurrence of operations—at some cost in performance

and correctness, to highly efficient constructions with little to no

leakage in weaker adversarial models [10, 105], and to relatively

practical constructions that leak very little in stronger adversarial

models [13, 72, 73, 104, 106, 147].

In addition to this large body of constructions, a rich line of work

has analyzed the leakage of STE schemes both cryptanalytically
[30, 38, 65, 79, 80, 82, 91, 102, 108, 112–114, 127, 145, 178] and the-
oretically [63, 65, 111]. In contrast, other approaches to designing

ESAs—such as property-preserving encryption [5, 26] or trusted

execution environments [11]—have received less attention from

both cryptanalytic [29, 59, 64, 81, 136] and theoretical [97, 98] per-

spectives. While oblivious RAM (ORAM) is a possible solution for

encrypted search, it provides only a low-level functionality (retriev-

ing a block by address) and, when used as a building block for more

complex search primitives, can also incur non-trivial leakage which

can be exploited in certain settings [25, 108].
1

Because of this flexibility, STE has become one of the most widely

used primitives for designing practical (and deployable) encrypted

search systems, including, for example, encrypted databases [39,

40, 131, 146], decentralized database registries [107] and encrypted

analytics systems [62].

Anonymous channels. While there exist provably secure anony-

mous channels that leverage mix-nets [44, 115], DC-nets [43, 50],

and onion routers [14–16], such schemes have not been integrated

into real-world systems and therefore do not have the critical mass

of users necessary to afford strong anonymity guarantees in prac-

tice [58]. Our protocols make black-box use of an ideal anonymous

channel functionality, FAnon. In the current iteration of tigro we im-

plement FAnon using the widely-deployed Tor network [58, 148].

3 Preliminaries
We use standard notation, available in Appendix D.

Dictionaries and multi-maps. A dictionary DX : L → V over a

label space L and value space V is a collection of label/value pairs

(ℓ𝑖 , 𝑣𝑖 )𝑖≤𝑛 , where ℓ𝑖 ∈ L and 𝑣𝑖 ∈ V. Dictionaries typically support

Get and Put operations. We write 𝑣𝑖 := DX[ℓ𝑖 ] to denote getting

the value associated with label ℓ𝑖 and DX[ℓ𝑖 ] := 𝑣𝑖 to denote the

operation of putting the value 𝑣𝑖 in DXwith label ℓ𝑖 . The removal of

a pair (ℓ, 𝑣) fromDX is written asDX−(ℓ, 𝑣) or sometimesDX−ℓ . A
two-dimensional dictionary DX : L1 × L2 → V over a label spaces

L1 and L2 and values space V is a collection of label/label/value

1
The line between STE and ORAM is blurry because ORAM can also be viewed as an

instance of STE and some STE schemes make use of ORAM as a building block.
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Functionality Fprox
Fprox is parameterized with a distance 𝛿 ∈ R≥0 and identity func-

tions (𝜑,𝛾 ) . It interacts with a trusted party T, two clients C𝑎 and

C𝑏 , an adversary A and manages a location function 𝜆:

• SetLoc𝑇 (𝜆) :
(1) set 𝜆 := 𝜆;

(2) set out𝑇 := ⊥;
(3) output (out𝑇 ) ;
• SendC𝑎 ,C𝑏 (𝑚;𝜑𝛼 ) :
(1) if D

(
𝜆𝑎, 𝜆𝑏

)
≤ 𝛿 and 𝜑𝑎 = 𝜑𝛼 ,

(a) set leakA := (𝜑𝑎, 𝜑𝑏 ,𝑚) ;
(b) output (⊥;𝑚; leakA ) ;

(2) else,

(a) set leakA := (𝜑𝑎, 𝜑𝑏 ) ;
(b) output (⊥𝐴 ;⊥𝐴 ; leakA ) ;

Figure 1: Physically-attested proximity channel

triplets (ℓ𝑖1, ℓ𝑖2, 𝑣𝑖 )𝑖≤𝑛 , where ℓ𝑖1 ∈ L1, ℓ𝑖2 ∈ L2 and 𝑣𝑖 ∈ V. Two-
dimensional dictionaries support standard Get and Put operations.
We write 𝑣𝑖 := DX[ℓ𝑖1 , ℓ𝑖2 ] to denote getting the value associated

with labels ℓ𝑖1 and ℓ𝑖2 and DX[ℓ𝑖1 , ℓ𝑖2 ] := 𝑣𝑖 to denote the operation

of putting the value 𝑣𝑖 in DX with labels ℓ𝑖1 and ℓ𝑖2 .

A multi-mapMM : L→ V∗ over a label space L and value space

V is a collection of label/tuple pairs (ℓ𝑖 , v𝑖 )𝑖≤𝑛 where ℓ𝑖 ∈ L and

each v𝑖 ∈ V∗. Multi-maps also support Get and Put operations.
We write v𝑖 :=MM[ℓ𝑖 ] to denote getting the tuple associated with

label ℓ𝑖 andMM[ℓ𝑖 ] := v𝑖 to denote operation of putting the tuple

v𝑖 inMM with label ℓ𝑖 . If a multi-map supports appends we denote

byMM[ℓ] += 𝑣 the operation that consists of appending the value

𝑣 to ℓ’s tuple. The removal of a pair (ℓ, 𝑣) from MM is written as

MM − (ℓ, 𝑣) or sometimes MM − ℓ . A two-dimensional multi-map

MM : L1 × L2 → V∗ over a label spaces L1 and L2 and values

space V is a collection of label/label/tuple triplets (ℓ𝑖1, ℓ𝑖2, v𝑖 )𝑖≤𝑛 ,
where ℓ𝑖1 ∈ L1, ℓ𝑖2 ∈ L2 and v𝑖 ∈ V. Two-dimensional multi-

maps support standard Get and Put operations. We write v𝑖 :=

MM[ℓ𝑖1 , ℓ𝑖2 ] to denote getting the tuple associated with labels ℓ𝑖1
and ℓ𝑖2 andMM[ℓ𝑖1 , ℓ𝑖2 ] := v𝑖 to denote the operation of putting the

tuple v𝑖 inMM with labels ℓ𝑖1 and ℓ𝑖2 .

Identities. In this work we consider a set of𝑛 clientsC = (C1, . . . ,

C𝑛), where 𝑛 is assumed to be independent of the security parame-

ter, and a server S. The notion of identity is central to our framework,

as several of the security guarantees we aim for, such as anonymity,

seek to hide it, while others, such as grounded trust, depend on it.

To capture this, we define two identification functions 𝜑 : C→ P
and 𝛾 : C → I that assign to each client C𝑎 a physical identifier
𝜑𝑎

◦
= 𝜑 (C𝑎) and an institutional identifier 𝛾𝑎

◦
= 𝛾 (C𝑎). A client’s

physical identity can be, for example, its visual identity and its

institutional identity can be, for example, its name and address. In

each case, we assume the physical and institutional identities are

unique and unforgeable. For any client C𝑎 , we further define its
identity 𝔦𝑎 as the pair (𝜑𝑎, 𝛾𝑎).

Locations and distances. The concept of proximity is crucial to

our notion of groundedness, which requires that participants in

a cryptographic protocol be authenticated through a process that

includes physical proximity. We capture this by a location function

𝜆 : C → M that maps each client to a point in a metric space

M with distance function D. We assume locations and distances

can be represented in a number of bits that is polynomial in the

security parameter. Locations are integrated into our definitions,

functionalities, and protocols in various ways, which we describe

in Section 4.

Anonymous channels. Our protocols make use of several kinds

of channels. The first are private anonymous channels, defined in

Appendix E, which transmit a message from a sender to a receiver

without disclosing the sender’s identity 𝔦𝑎 = (𝜑𝑎, 𝛾𝑎) to the receiver.
Given a protocol 𝛱𝑃1,𝑃2

, we denote by Fanon ◦ 𝛱𝑃1,𝑃2
the execution

of 𝛱 where 𝑃1 and 𝑃2 send all their messages via Fanon .Send. Note
that, throughout, we assume that unless a message is sent through

Fanon, the server learns the identity of parties it interacts with.

Proximity channels. At a high level, we will achieve grounded-

ness by requiring the parties to run a key exchange protocol over

what we call a physically-attested proximity channel. If the chan-
nel satisfies the appropriate security properties, the resulting key

material can be used as a secure key for a higher-level protocol,

ensuring that the protocol is grounded. A physically-attested prox-

imity channel is a special communication channel that meets two

critical conditions: (1) a message is only delivered to the receiver

if the sender and receiver are in proximity to each other; and (2)
a message is only delivered to the receiver if the physical identity

of the sender is that of a vetted individual. This mechanism helps

ensure that the key exchange occurs in a secure context where

both participants are physically present and have physically at-

tested each other. Importantly, we do not consider location forgery:

proximity channels are expected to maintain security as long as

at least one participant in the exchange is honest. Location-forged

exchanges between two malicious participants have no impact on

honest participants.

We formally define physical proximity channels in Figure 1 as an

ideal functionality Fprox that is parameterized by a distance 𝛿 ∈ R≥0

and identity functions (𝜑,𝛾). Given a message from the sender and

an expected physical identifier from the receiver, it checks if the

sender and receiver’s locations are within distance 𝛿 and if the

sender’s physical identifier matches the expected physical identifier.

If this is the case, it delivers the message to the receiver; otherwise,

it aborts. Notice that the functionality leaks the physical identifiers

of the clients involved and the message but not their institutional

identities. This captures settings where a physical adversary in

close proximity to the clients can observe the exchange.

Concretely, a proximity channel could be instantiated using any

short-range communication protocol like Bluetooth. The challenge

with Bluetooth, however, is that it does not provide a way to verify

the identity of the sender of a message. In other words, if three

parties, 𝐴, 𝐵, 𝐶 , are in close proximity and party 𝐴 receives a mes-

sage, it has no way to determine whether the message was sent

by 𝐵 or 𝐶 . Clearly, such a channel would not be strong enough

for our purposes since an infiltration adversary in close proximity

could subvert the protocol. To address this issue, we propose an

alternative approach that leverages the exchange of QR codes us-

ing the cameras of mobile devices. This method ensures that the

message can only be exchanged when parties are physically close

and it incorporates physical attestation since a receiver will only
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scan a QR code from a physically vetted sender. QR codes are also

accessible, as activists already use them for resource sharing or

device linking and safety number verification on Signal. Generating

them locally in the context of a single ephemeral key exchange

would also prevent known security vulnerabilities surrounding QR

code exploitation and surveillance [135, 149].

Given a protocol 𝛱C𝑎 ,C𝑏 , we denote by Fprox [𝜑𝛽 , 𝜑𝛼 ] ◦ 𝛱C𝑎 ,C𝑏
the execution of 𝛱 such that every message𝑚 from C𝑎 to C𝑏 is

sent via Fprox .SendC𝑎 ,C𝑏 (𝜑𝛽 ,𝑚;𝜑𝛼 ) and every message from C𝑏 to
C𝑎 is sent via Fprox .SendC𝑏 ,C𝑎 (𝜑𝛼 ,𝑚;𝜑𝛽 ).

Key agreement. Our construction makes use of a key agreement

protocol which is a two-party protocol (𝐾 ;𝐾) ← KeyAgreeC𝑎 ,C𝑏 (1
𝑘

;

1
𝑘 ), where 𝐾 is a 𝑘-bit string. A key agreement protocol is secure

if it emulates an ideal key agreement functionality that samples a

𝑘-bit key uniformly at random and returns it to the parties.

Cryptographic identifiers. We make use of an identifier func-

tionality Fid to generate globally unique and mutually known and

agreed-upon identifiers. The functionality has three operations

defined as follows:

• (id; id) ← Fid .GetIdC𝑎 ,C𝑏 (1
𝑘 , 𝛴 ; 1

𝑘 , 𝛴): the operation takes

as input a security parameter 1
𝑘
from clients C𝑎 and C𝑏 with

physical identifiers 𝜑𝑎 and 𝜑𝑏 , respectively, and the name of

the scheme for which the identifier is needed. It returns to

both clients an identifier id chosen uniformly at random.

• id ← Fid .GetIdC𝑎 (1𝑘 , 𝛴): the operation takes as input a

security parameter 1
𝑘
from client C𝑎 , physical identifier 𝜑𝑎 ,

and the name of the scheme for which the identifier is needed.

It returns an identifier id chosen uniformly at random;

• (id; id; id) ← Fid .GetIdC𝑎 ,C𝑏 ,S (1
𝑘 , 𝛴 ; 1

𝑘 , 𝛴 ;⊥): the operation
takes as input a security parameter 1

𝑘
, the name of the

scheme for which the the identifier is needed from C𝑎 and
C𝑏 , and ⊥ from the server S. It returns to the clients and

server an identifier id chosen uniformly at random.

4 Grounded Structured Encryption
Wemake use of various structured encryption (STE) schemes which

can be viewed as reactive multi-party protocols. In this formula-

tion, an STE scheme for an abstract data type T is a multi-round

stateful protocol whose first round executes an initialization pro-

tocol and every round thereafter executes an operation protocol

on adaptively-generated inputs (i.e., inputs chosen as a function of

the state and previous outputs) from the parties and returns new

states and outputs. Our constructions are grounded variants of STE

schemes which requires us to generalize the security definitions

of STE. To describe leakage, we make use of leakage graphs as

introduced in [105]. We recall the syntax of STE and the description

of leakage graphs in Appendix F.

Adversarial model. We consider semi-honest adversaries that can

corrupt the server and observe physical interactions and exchanges

between clients. In particular, the information revealed by observing

physical interactions is captured and revealed to the adversary

through the leakage of the proximity channel which includes the

clients’ physical identifiers and the messages exchanged.

Formalizing physical locations. As mentioned in Section 3, the

notion of groundedness is rooted in physical proximity and is cru-

cial to the security guarantees that tigro is designed to achieve.

Therefore, to properly analyze the security of our protocols we

need to formally capture physical proximity as a security guaran-

tee. An important assumption we make about physical locations

is that they are unforgeable. While this is an obvious property of

locations in the real-world, capturing this formally introduces some

challenges. One approach to formalizing unforgeable locations is to

have the environment associate a location 𝜆𝑎 to every client C𝑎 and
augment the protocols and ideal functionalities to take locations as

input. In the setting of semi-honest clients, this might be reason-

able because clients will not change their locations. The problem

with this approach, however, is that it cannot be extended to the

malicious setting since clients could input any location they want.

A better approach is the following. First, we augment the proximity

channel in the real world and the ideal functionality in the ideal

world to hold the locations of all clients. Then we let the environ-

ment choose client locations for every operation but have a trusted

party T update the proximity channel in the real world and the

ideal functionality in the ideal world with the new locations. This

approach allows us to consider environmentally-chosen locations

that can change after every operation but that cannot be forged by

clients even in the malicious setting.

Grounded real-world execution. The environmentZ and adver-

saryA take as input a string 𝑧 ∈ {0, 1}∗ and a distance 𝛿 ∈ R≥0 and

A corrupts the server S. The environmentZ adaptively chooses a

polynomial number of operations of the following form:

• (grounded) a grounded operation is an operation of the form

(𝜑,𝛾, 𝜆,C𝑎, 𝜑𝛽 ,C𝑏 , 𝜑𝛼 , op⟨𝜔𝑖⟩, in𝑎, in𝑏 , inS),

where 𝜑 and 𝛾 determine the clients’ physical and institu-

tional identifiers, 𝜆 determines the clients’ locations, C𝑎 and
C𝑏 are the clients that execute the grounded operation, 𝜑𝛽 is
the physical attribute that C𝑎 expects (i.e., 𝜑𝛽 is vetted) and
𝜑𝛼 is the physical attribute that C𝑏 expects (i.e., 𝜑𝛼 is vetted),

and in𝑎 , in𝑏 and inS are C𝑎 , C𝑏 and S’s inputs, respectively.
To execute this operation, the trusted party T first updates

the proximity channel Fprox by executing Fprox .SetLoc(𝜆𝑖 )
and C𝑎 , C𝑏 , S and A execute

(st𝑎, out𝑎 ; st𝑏 , out𝑏 ; stS, outS) ← 𝛴T .Op⟨𝜔𝑖⟩(𝜑𝛽 , in𝑎 ;𝜑𝛼 , in𝑏 ; inS).

Finally, C𝑎 , C𝑏 , S andA send out𝑎 , out𝑏 , outS and a message

w toZ, respectively.

• (standard) a standard operation is an operation of the form

(C𝑎, op⟨𝜔𝑖⟩, in𝑎, inS),

where C𝑎 is the client that executes the operation and in𝑎
and inS are C𝑎 and S’s inputs, respectively. To execute this

operation C𝑎 , S and A execute

(st𝑎, out𝑎 ; stS, outS) ← 𝛴T .Op⟨𝜔𝑖⟩(st𝑎, in𝑎 ; stS,⊥) .

Finally, C𝑎 , S and A send out𝑎 , outS and a message w toZ,

respectively.

After all the operations are executed,Z outputs a bit 𝑏. We denote

the random variable corresponding to 𝑏 Z(A, T,C1, . . . ,C𝑛 :: 𝛴T ).
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Grounded ideal-world execution. In the ideal-world execution,

every party has access to an ideal functionality F L
T

that is parame-

terized with a stateful leakage profileL and a distance 𝛿 ∈ R≥0. The

environmentZ and simulator S take as input a string 𝑧 ∈ {0, 1}∗
and distance 𝛿 ∈ R≥0. The environment Z adaptively chooses a

polynomial number of operations of the following form:

• (grounded) a grounded operation

(𝜑,𝛾, 𝜆,C𝑎, 𝜑𝛽 ,C𝑏 , 𝜑𝛼 , op⟨𝜔𝑖⟩, in𝑎, in𝑏 , inS),

defined as above. To execute this operation, the trusted

party T first updates the ideal functionality by executing

F L
T
.SetLoc(𝜆𝑖 ) and C𝑎 , C𝑏 , S and S execute F L

T
.Op⟨𝜔𝑖⟩

and send out𝑎 , out𝑏 , outS and an arbitrary message w𝑖 , re-
spectively, toZ.

• (standard) a standard operation

(C𝑎, op⟨𝜔𝑖⟩, in𝑎, in𝑏 , inS),

defined as above. To execute this operation C𝑎 , S and S
execute F L

T
.Op⟨𝜔𝑖⟩ and send out𝑎 , outS and an arbitrary

message w𝑖 , respectively, toZ.

After all the operations are executed,Z outputs a bit 𝑏. We denote

the randomvariable corresponding to this bitZ
(
S,T,C1, . . . ,C𝑛 :: F L

T

)
.

Definition 4.1 (security). We say that 𝛴T = (Op⟨0⟩, . . . ,
Op⟨𝑚⟩) is L-secure if for all p.p.t. adversaries A, there exists a
p.p.t. simulator S such that for all p.p.t. standalone environments
Z, for all 𝑧 ∈ {0, 1}∗, for all 𝛿 ∈ R≥0,����Pr [ Z(A,T,C1, . . . ,C𝑛 :: 𝛴T ) = 1 ] −

Pr

[
Z(S,C1, . . . ,C𝑛 :: F L

T
) = 1

] ���� ≤ negl(𝑘) .

Note that standard STE security can be recovered by considering

only standard operations.

5 Grounded Encrypted Dictionaries
In this section, we show how to construct a grounded encrypted

dictionary. Our scheme makes use of a proximity channel Fprox, a
key agreement protocol KeyAgree and a standard encrypted dic-

tionary 𝛴DX. We make two mild assumptions about the encrypted

dictionary 𝛴DX which we now discuss.

Key generation. The first is that its initialization protocol can

be decomposed into: (1) a key generation algorithm KeyGen; and
(2) an initialization protocol. More precisely, we assume it has

syntax 𝛴DX = (KeyGen, Init, Put,Get,Delete), where KeyGen and

Init work as follows:

• 𝐾 ← KeyGenC𝑎 (1
𝑘 ): is an algorithm run by C𝑎 that samples

a 𝑘-bit key 𝐾 uniformly at random;

• (st𝑎 ; EDX) ← InitC,S (𝐾, dxid,L,V;⊥): is a two-party proto-

col executed between a client C and the server S. It takes as
input from the client a key 𝐾 , a dictionary identifier dxid, a
label space L, a value space V and returns client state st𝑎 . It
takes as input from the server ⊥ and returns an encrypted

dictionary EDX.

Here, we assume that every operation includes the dictionary iden-

tifier dxid in the input. Every encrypted dictionary and multi-map

construction we are aware of can be decomposed in this manner.

Concurrency. The second assumption is that 𝛴DX is concurrent by

which we mean that it can handle concurrent Get, Put and Delete
operations without affecting its correctness.

2
This can be trivially

achieved for any construction as follows. The clients encrypt the

scheme’s local state under a key derived from the scheme’s main key

and store it on the server. Before any Get, Put or Delete operation,
they first acquire a lock that covers both the encrypted state and

the encrypted dictionary, download the encrypted state, decrypt it,

execute the operation protocol, encrypt the new updated state, send

it to the server and release the lock. A construction with higher

throughput could potentially be achieved by using techniques from

recent work on concurrent STE [3, 4, 36].

Overview. Our construction, 𝛴GDX = (Init, Put,Get,Delete) is
described in detail in Figure 7 in Appendix G. During the Init pro-
tocol, C𝑎 and C𝑏 execute KeyAgree over a physically-attested prox-

imity channel in order to generate two 𝑘-bit keys. If the physically-

vetted key agreement fails, all parties abort. If it succeeds, C𝑎 uses
one of the keys to execute 𝛴DX .Init with the server over Fanon and
uses the second key to generate and send an encryption of the

dictionary’s state to C𝑏 using Fprox. Put, Get and Delete are the

same as in 𝛴DX, with the exception that all communication with

the server S goes through Fanon.

5.1 Security
We now turn to the security of 𝛴GDX. Its leakage profile is described

in Figure 8 in Appendix G and its security is analyzed in the follow-

ing Theorem, the proof of which is also in Appendix G.

Theorem 1. If 𝛴DX is L𝛿DX-secure and KeyAgree is a secure key
agreement protocol, 𝛴GDX as described in Figure 7 is L𝛿GDX-secure in
the (Fprox, Fanon)-hybrid model.

Discussion. The leakage profile of 𝛴GDX (Figure 8) is essentially

the same as the leakage profile of 𝛴DX; the difference being that

the former’s Init protocol reveals the locations, physical identifiers
and the expected physical identifiers of C𝑎 and C𝑏 . The locations
and physical identifiers are revealed because the protocol relies on

what is effectively a physical key exchange that is observable by

corrupted parties in proximity ofC𝑎 andC𝑏 . Finally, we also observe
that because 𝛴GDX makes black-box use of 𝛴DX, the latter can be

instantiated with any encrypted dictionary, including low-leakage

or zero-leakage constructions [12, 13, 22, 24, 73, 104, 106, 147].

6 Encrypted Box Banks
An encrypted box bank is an encrypted structure that allowsmultiple

pairs of clients to create a shared mailbox in which they can drop la-

beled messages for each other, retrieve messages by label and delete

messages by label. In this section, we describe our encrypted box

bank construction. It makes use of a grounded encrypted dictionary

and an identifier functionality Fid. It is described in detail in Figures

2
More precisely, it should achieve a strong notion of consistency under concurrent

operations.
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10 and 11 in Appendix H and the ideal box bank functionality is

described in Figure 9 in Appendix H.

Init. Initialization is an algorithm executed by the server S that
initializes a dictionary EBB, and outputs EBB as its state.

CreateBox. The box creation protocol is executed between two

clients, C𝑎 and C𝑏 , and the server S. C𝑎 and C𝑏 first use Fid to

generate a mutually-known and agreed upon box identifier bxid.
C𝑎 , C𝑏 , and S then run the initialization operation of the underlying

grounded encrypted dictionary 𝛴GDX using bxid as the dictionary

identifier dxid. If the operation succeeds, C𝑎 stores the dictionary
state dxst and the box identifier bxid together as the box state

bxst. C𝑏 does the same, setting bxst := (dxst, bxid). Finally, S sets
EBB[bxid] := EDX.

DropMail. A client C𝑎 “drops” mail 𝑚 with label ℓ in the box

with identifier bxid on the server S as follows. First, it sends bxid
to S via Fanon. S retrieves the relevant encrypted dictionary EDX :=

EBB[bxid]. C𝑎 and S then run the Put operation of the underlying

grounded encrypted dictionary 𝛴GDX on client input (bxid, ℓ,𝑚).

GetMail. To retrievemail with label ℓ from the boxwith identifier

bxid, a client C𝑎 sends bxid to S via Fanon. S retrieves the relevant
encrypted dictionary EDX := EBB[bxid] and C𝑎 and S run the Get
protocol of 𝛴GDX on client input (bxid, ℓ). C𝑎 outputs𝑚.

DeleteMail. Finally to delete mail𝑚 with label ℓ from the box

with identifier bxid, again a client C𝑎 sends bxid to S via Fanon. The
server S retrieves the encrypted dictionary EDX := EBB[bxid] and
C𝑎 and S run the Delete operation of 𝛴GDX on client input (bxid, ℓ).

6.1 Security
We now analyze the security of 𝛴BXB. Its leakage is described in

Figure 12 in Appendix H and its security is shown in Theorem 2,

the proof of which is also in Appendix H.

Theorem 2. If 𝛴GDX is L𝛿GDX-secure, then 𝛴BXB as described in
Figures 10 and 11 is L𝛿BXB-secure in the (Fanon, Fid)-hybrid model.

Discussion. The leakage profile of 𝛴BXB (Figure 12) is the same as

the leakage profile of 𝛴GDX with the exception that it also reveals the

total number of boxes, which box is accessed during an operation

and the creation time and rank of that box (which we denote by

bxrank). With this information, the server can learn which boxes

are accessed more than others but it cannot learn anything about

the contents of the box or the identity of the clients using it. 𝛴BXB
makes black-box use of 𝛴GDX so the latter can be instantiated with

any construction including one that results from instantiating 𝛴DX
with a low-leakage or even zero-leakage encrypted dictionary [12,

13, 22, 24, 73, 104, 106, 147].

7 The tigro Protocol
We now describe our encrypted annotation scheme, tigro. It makes

use of a grounded encrypted box bank 𝛴BXB which can be instanti-

ated with the construction given in Section 6. The scheme is detailed

in Figure 2 and Appendix J and works as follows.

Init. The initialization procedure of the annotation scheme is

identical to that of the box bank scheme with the exception that

each client C𝑖 also initializes an empty list Contacts𝑖 .

Handshake. The tigro handshake between two clients C𝑎 and C𝑏
and the server S consists of the box bank scheme’s CreateBox oper-
ation. C𝑎 (resp. C𝑏 ) also sets Contacts𝑎 [𝜏𝑏 ] (resp. Contacts𝑏 [𝜏𝑎]) to
be the box state bxst (resp. bxst𝑏𝑎). The server’s process is the same

as in the box bank scheme. The groundedness of the handshake and

subsequent shared box roots digital trust in collective physical trust,
adapting activists’ existing physical practices into digital space as

discussed in Sections 1.1 and 1.3.

Annotate. A client C𝑎 can send an annotation anno for an object

with identifier oid to a list authlist ⊆ Contacts𝑎 of trusted contacts
as follows. First, C𝑎 retrieves Contacts𝑎 and, for all 𝜏𝑏 ∈ authlist,
retrieves the box state bxst := Contacts𝑎 [𝜏𝑏 ].C𝑎 and S then execute
the DropMail operation of the underlying box bank scheme 𝛴BXB
on input (bxst, oid, anno). The anno operation satisfies the desired

functionality of vetting digital artifacts in a way that is directly and

efficiently attached to the object being vetted (Section 1.1).

GetAnnotation. To retrieve the annotations associated with an

object identifier oid, a client C𝑎 retrieves Contacts𝑎 and initializes

an empty list Annotations. For all 𝜏𝑏 ∈ Contacts𝑎 , C𝑎 and S execute
𝛴BXB’s GetMail protocol on client input (bxst, oid). C𝑎 adds any

returned annotations to the list Annotations. The GetAnnotation
operation based on dropping rather than pushing mail satisfies the

design principle of information on a need-to-know basis (Section 1.3).

DeleteAnnotation. To delete an annotation for object identifier

oid from the boxes sharedwith trusted contacts authlist ⊆ Contacts𝑎 ,
C𝑎 proceeds as follows. For all 𝜏𝑏 ∈ authlist, C𝑎 retrieves bxst
as above, executes 𝛴BXB’s DeleteMail operation with S on input

(bxst, oid), and updates Contacts𝑎 [𝜏𝑏 ]. Finally, DeleteAnnotation
works toward deployment (Section 1.3), thoughmorework is needed

to guarantee deletion, which we discuss further in Appendix C.

Efficiency. The communication and server-side computational

complexity of tigro are as follows, assuming the dictionary EBB sup-

ports𝑂 (1) time get operations: Annotate is𝑂 (#authlist · cost(𝛴DX .
Put(oid,𝑚))),GetAnnotation is𝑂 (#Contacts·cost(𝛴DX .Get(oid))),
andDeleteAnnotation is𝑂 (#authlist·cost(𝛴DX .Delete(oid))), where
cost(𝜋) is the asymptotic cost in communication or server-side

computation of protocol 𝜋 .

7.1 Security
We now analyze the security of our construction. Its leakage is

described in Figure 14 in Appendix J and its security is shown in

the following Theorem, the proof of which is in Appendix I.

Theorem 3. If 𝛴BXB is L𝛿BXB-secure, then tigro as described in
Figure 2 is L𝛿tigro-secure in the Fanon-hybrid model.

Discussion. The leakage profile of 𝛴tigro (Figure 14) reveals, in
addition to the leakage of 𝛴BXB, the sizes of the authlist when
storing and deleting annotations and the size of the client’s contact

list when retrieving an annotation. As was the case for 𝛴GDX and

𝛴BXB, tigro makes black-box use of 𝛴BXB.

Instantiations. Because our tigro construction and analysis is

black-box, it can be instantiated in a variety of ways depending on

which encrypted dictionary is used. As described in [24], encrypted
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The tigro Protocol
Let 𝛴BXB = (Init,CreateBox,DropMail,GetMail,DeleteMail)
be a grounded box bank scheme and consider the annotation

protocol tigro = (Init,Handshake,Annotate,GetAnnotation,
DeleteAnnotation) defined as follows:

InitS (⊥) :
(1) S execute EBB← 𝛴BXB .InitS (⊥) ;
(2) output EBB;

HandshakeC𝑎 ,C𝑏 ,S (𝜏𝑎, 𝜑𝛽 ;𝜏𝑏 , 𝜑𝛼 ; EBB) :
(1) C𝑎 , C𝑏 and S execute (out𝑎 ; out𝑏 ; outS ) ←

𝛴BXB .CreateBoxC𝑎 ,C𝑏 ,S (𝜏𝑎, 𝜑𝛽 ,L,V;𝜏𝑏 , 𝜑𝛼 ; EBB) ;
(2) if out𝑎 = out𝑏 = outS = ⊥𝐴 ,

(a) output (⊥𝐴 ;⊥𝐴 ;⊥𝐴 ) ;
(3) else,

(a) C𝑎 parses out𝑎 as (bxst𝑎, 𝐾BXB, bxid) ;
(b) if Contacts𝑎 = ⊥,

(i) C𝑎 initializes a dictionary Contacts𝑎 ;
(c) C𝑎 sets Contacts𝑎 [𝜏𝑏 ] := (bxst𝑎, 𝐾BXB, bxid) ;
(d) C𝑎 sets tgst𝑎 := Contacts𝑎 ;
(e) C𝑏 parse out𝑏 as (bxst𝑏 , 𝐾BXB, bxid) ;
(f) if Contacts𝑏 = ⊥,

(i) C𝑏 initializes a dictionary Contacts𝑏 ;
(g) C𝑏 sets Contacts𝑏 [𝜏𝑎 ] := (bxst𝑏 , 𝐾BXB, bxid) ;
(h) C𝑏 sets tgst𝑏 := Contacts𝑏 ;
(i) output (tgst𝑎 ; tgst𝑏 ; EBB)

AnnotateC𝑎 ,S (tgst𝑎, oid, anno, authlist; EBB) :
(1) C𝑎 parses tgst𝑎 as Contacts𝑎 ;
(2) for all 𝜏𝑏 ∈ authlist,

(a) C𝑎 computes (bxst, 𝐾BXB, bxid) := Contacts𝑎 [𝜏𝑏 ];
(b) C𝑎 and S execute (bxst; EBB) ←

𝛴BXB .DropMailC𝑎 ,S (bxst, 𝐾BXB, oid, anno; EBB) ;
(c) C𝑎 sets Contacts𝑎 [𝜏𝑏 ] := (bxst, 𝐾BXB, bxid) ;

(3) C𝑎 sets tgst := Contacts𝑎 ;
(4) output (tgst; EBB) ;

GetAnnotationC𝑎 ,S (tgst, oid; EBB) :
(1) C𝑎 parses tgst as Contacts𝑎 ;
(2) C𝑎 sets anno := ∅;
(3) for all 𝜏𝑏 ∈ Contacts𝑎 ,

(a) C𝑎 computes (bxst, 𝐾BXB, bxid) := Contacts𝑎 [𝜏𝑏 ];
(b) C𝑎 and S execute (bxst, anno; EBB) ←

𝛴BXB .GetMailC𝑎 ,S (bxst, 𝐾BXB, oid; EBB) ;
(c) C𝑎 sets anno := anno ∪ anno;
(d) C𝑎 sets Contacts𝑎 [𝜏𝑏 ] := (bxst, 𝐾BXB, bxid) ;

(4) C𝑎 sets tgst := Contacts𝑎 ;
(5) output (tgst, anno; EBB) ;

DeleteAnnotationC𝑎 ,S (tgst, oid, authlist; EBB) :
(1) C𝑎 parses tgst as Contacts𝑎 ;
(2) for all 𝜏𝑏 ∈ authlist,

(a) C𝑎 computes (bxst, 𝐾BXB, bxid) := Contacts𝑎 [𝜏𝑏 ];
(b) C𝑎 and S execute (bxst; EBB) ←

𝛴BXB .DeleteMailC𝑎 ,S (bxst, 𝐾BXB, oid; EBB) ;
(c) C𝑎 sets Contacts𝑎 [𝜏𝑏 ] := (bxst, 𝐾BXB, bxid) ;

(3) C𝑎 sets tgst := Contacts𝑎 ;
(4) output (tgst; EBB) ;

Figure 2: The tigro protocol.

search algorithms can be categorized into several types based on

the amount and type of information they leak:

• high-leakage: these are constructions that reveal non-trivial
information about the data and/or queries from just the

encrypted data itself. Such a scheme would not mitigate the

threats of data confidentiality discussed in Section 1.2.

• mid-leakage: these schemes offer the best efficiency but can

reveal non-trivial information about the queries, such as the

query equality pattern (i.e., whether two queries are the same)

and the volume pattern (i.e., the number of items returned

by a query). Some examples of mid-leakage schemes include

[39, 41, 52, 68, 69, 77]. There are known leakage attacks

against the query equality [102, 144] and volume patterns

[30, 79, 80, 108] but whether they are applicable in practice is

nuanced and depends on the application scenario, data type,

and a variety of assumptions about the data and queries;

we refer the reader to papers themselves for further discus-

sions. We note that since queries in our system are derived

from public URLs and no data is revealed about the annota-

tions themselves, mid-leakage schemes are likely sufficient

to satisfy data confidentiality for typical use. We additionally

discuss (and later realize) lower-leakage schemes.

• low-leakage: these schemes generally hide both the query

equality and volume patterns but may still reveal informa-

tion like the total number of items returned by a sequence of

queries. There are no known leakage attacks against these

leakage profiles and, intuitively speaking, they seem very dif-

ficult to exploit. Some examples of low-leakage constructions

include [22, 71, 106, 106].

• zero-leakage: these schemes typically only reveal the size of

the data structure and the maximum volume over all possible

queries. As in the case of low-leakage constructions, there

are no known attacks against these leakage profiles and they

seem even more difficult to exploit. An example of such a

construction is the FZL scheme of [106].

• subliminal leakage: these constructions reveal no informa-

tion beyond the existence of the structure itself. They even

hide metadata such as the number of operations, the timing

of operations, and whether operations occurred at all. An

example of a subliminal scheme is the EXH construction

from [24], which can be instantiated in one of two modes:

a low-leakage mode, which guarantees full correctness by

ensuring that the entire response associated with a query

will be returned, and a subliminal mode, which cannot guar-

antee that a complete response will always be provided. A

subliminal scheme might be preferable for activists in ex-

tremely repressive environments, where any information

about system usage could be leveraged against them.

We construct two tigro instantiations: one based on a mid-leakage

encrypted dictionary construction (Section 8) and one based on a

subliminal construction (Appendix K).

8 An Efficient Instantiation
We describe and analyze a concrete instantiation of the tigro pro-
tocol based on a variant of highly efficient dynamic encrypted

dictionary construction called 𝜋dyn [39]. We denote the variant we
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Figure 3: Evaluation results of Tigro as described in Section 8. Base ( ) denotes the baseline client with no Tor, Sing ( x )
denotes the single-Tor-circuit client, and CPB ( ) denotes the client that uses a unique circuit per box.

use by 𝜋∗bas and note that it is simpler than the original construction

and achieves a similar leakage profile. Technically, 𝜋∗bas is a multi-

map encryption scheme, which generalizes encrypted dictionaries;

specifically, an encrypted dictionary is an encrypted multi-map

with single-element tuples.

𝜋∗bas details. The scheme 𝜋∗bas = (Init, Put,Get,Delete) is a semi-

dynamicmulti-map encryption scheme that utilizes a pseudo-random

function 𝐹 and a symmetric encryption scheme SKE = (Gen, Enc,Dec).
To initialize an encrypted multi-map, the client samples a key

𝐾𝐹 ← $ {0, 1}𝑘 for 𝐹 and generates a symmetric encryption key

𝐾𝐸 ← Gen(1𝑘 ). It then initializes a state dictionary sDX and an

empty dictionary DX, which it sends to the server. To put a la-

bel/tuple pair (ℓ, v), where v = (𝑣1, . . . , 𝑣𝑚), the client computes

ctrℓ ← sDX[ℓ], sets ctrℓ = 0 if ctrℓ = ⊥, and sends the𝑚 pairs(
tag𝑖 , ct𝑖

)
𝑖∈[𝑚] =

(
𝐹 (𝐹 (𝐾𝐹 , ℓ) , ctr + 𝑖) , Enc𝐾𝐸 (𝑣𝑖 )

)
𝑖∈[𝑚]

to the server, which the server inserts into DX. The client then

sets sDX[ℓ] := ctr + 1. To Get the tuple associated with a label ℓ ,

the client sends 𝐾ℓ := 𝐹 (𝐾𝐹 , ℓ) to the server, which retrieves and

returns ct1 := DX[𝐹 (𝐾ℓ , 1)], ct2 := DX[𝐹 (𝐾ℓ , 2)], and so on until

DX[𝐹 (𝐾ℓ , 𝑛)] = ⊥. To Delete the tuple associated with a label ℓ , the

client sends 𝐾ℓ := 𝐹 (𝐾𝐹 , ℓ) to the server, which deletes all the pairs

with labels 𝐹 (𝐾ℓ , 1), 𝐹 (𝐾ℓ , 2) and so on until DX[𝐹 (𝐾ℓ , 𝑛)] = ⊥.

Efficiency analysis. The tigro[𝜋∗bas] instantiation requires com-

munication and server-side computational complexity𝑂 (#authlist),
𝑂 (#Contacts) and 𝑂 (#authlist) for Annotate, GetAnnotation and

DeleteAnnotation operations, respectively. This follows from the

fact that 𝜋∗bas has𝑂 (1) communication and server-side computation

for gets, puts and deletes when used as a dictionary.

Concrete leakage. The leakage profile of tigro[𝜋∗bas] is described
in detail in Figures 15 and 16 in Appendix J. At a high level, there

are three types of information revealed:

• sizes: the server learns the number and size of the boxes.

• correlations: the server learns if and when a user searches

for, adds or deletes the same oid on a per-box basis (i.e., not

across boxes). If a user searches for an oid but only later
annotates that oid, the server will be able to correlate the

new annotation with the previous search.

• social network topology: the server learns which boxes are

co-owned by the same client and since a box is owned by two

clients, this also reveals the topology of the community’s

social network.

• metadata: the server learns how many times a box has been

accessed (i.e., searched, written to or delete from) and the

times at which it was accessed.

The correlations that are revealed are known as the operation equal-
ity pattern which includes the query equality pattern and the put-get
equality pattern. State-of-the-art attacks against the query equality

pattern were described in [102]. These attacks are query inference

attacks that require the adversary to know the user’s query distri-

bution. The put-get equality can lead to adaptive injection attacks

[30, 178] assuming the server can inject data/messages into the

encrypted structure which, here, is the encrypted box. As with

all leakage attacks, evaluating the real-world impact of attacks in

practice is quite nuanced so we refer the reader to the papers and

to the survey [103] for a more complete discussion.

Impact of correlation leakage. Although tigro[𝜋∗bas] reveals cor-
relations, they are less problematic in our setting than they might

initially appear. This is because, in the context of tigro, the corre-
lation leakage is restricted to the oids. So, in the worst case, any

leakage attack would recover the oid and could potentially use it to

infer information about the associated object. However, it’s impor-

tant to note that the objects themselves are typically public (e.g.,

digital flyers, social network profiles, etc.), and in some cases, they

might even be adversarially created and sent to the client. What is

crucial to understand is that tigro does not use any of the encrypted
structures to index the annotations themselves so, as a result, none

of the leakage produced by the protocol pertains to the annotations.

In other words, regardless of how tigro is instantiated, it will not leak
any information about the annotations.

Impact of injection attacks. Similar to the case of correlation

leakage, injection attacks are not as problematic in our setting as

theymight seem at first glance. This is, again, because tigro does not
index the annotations and does not support searching over them.

Therefore, even if an adversary manages to inject annotations into a
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box, it will not be able use this to learn any meaningful information

about the annotations themselves.

Impact of social network and metadata leakage. In some settings,

leakage of the social network topology could pose a risk, as it may

reveal, for example, that certain users are highly connected within

the community. While their identities remain protected, an adver-

sary could exploit this to target well-connected users’ boxes through

denial-of-service (DoS) or other attacks. Similarly, metadata about

box access could be leveraged to target more active boxes.

For environments where even network topology and metadata

leakage may be too revealing, Appendix K discusses how to instan-

tiate tigro with the recently proposed metadata-hiding encrypted

multi-map from [24]. This results in an instantiation that conceals

such information at the cost of additional complexity and overhead.

8.1 Empirical Evaluation
To determine the baseline performance of tigro in practice, we

implemented tigro[𝜋∗bas] using the Tor network [123] as the anony-
mous channel FAnon. Concretely, we implemented the tigro client
in Python 3.11 and used the stem Python library which provides

Tor networking primitives and the arca Python library [66] which

provides cryptographic primitives for 𝜋∗bas. For the tigro server, we

use Redis as the backing storage layer. We evaluated three different

networking implementations of the tigro client:3

• Base: baseline implementation with no Tor networking.

• Sing: the tigro client uses a single Tor circuit for all requests.

• CPB (circuit per box): the tigro client uses a unique Tor circuit
for each box.

We single-threaded our client implementation, though we note

that for CPB, it is theoretically possible to concurrently execute all

of the necessary Tor requests at once. We additionally staggered

our evaluation across multiple days to minimize the concurrent

load our evaluation imposed on the Tor network.

Experimental setup. Our experiments run on Amazon EC2. The

tigro server and its Redis storage engine run on a single m6g.4xlarge
instance. The tigro clients run on a m6g.4xlarge instance in the

same zone. In each experiment, we set up 25 tigro clients and sim-

ulate Handshakes (normally in person) between all of the clients.

Each tigro client’s contact list therefore contains 24 contacts.

First contact. In Figure 3 (a), wemeasure themedian “first contact”

execution time of Annotate operations—the time that it takes for a

client to Annotate to a box that they have not yet accessed in the

tigro client session. We find that first contact Annotate operations
on Sing take 0–14× longer thanAnnotate operations on the baseline
Base implementation. This is expected as the use of Tor imposes

significant latency on network requests. We additionally find that

first contact Annotate operations are 2× slower on CPB than in

Sing, which is because CPB’s first contact operations have to build

new Tor circuits for the newly accessed box.

After first contact. In Figure 3 (b–d), we measure the execution

times of Annotate,GetAnnotation, and DeleteAnnotation after the

3
We considered other Tor variants (e.g. generating new circuits more frequently to

minimize correlation leakage). However, we did not evaluate these to avoid imposing

high load on the Tor network. See “Ethics Considerations” for details.

(a) People meet in person to ex-
change ephemeral public keys
via QR codes and phone cameras.

(b) tigro’s “share” functionality
allows participants to annotate
digital artifacts to known oids.

Figure 4: Example screenshots from the tigro application.

client has already accessed the involved boxes previously in the

tigro client session. ForAnnotate andDeleteAnnotation, we change
the size of authlist (the number of boxes affected by the operation)

and record the execution time by authlist size. For GetAnnotation,
the runtime stays relatively constant regardless of the number of

retrieved annotations as the execution time is dominated by the

size of a tigro client’s contact list. As a result, we instead report the

median GetAnnotation time in Figure 3 (b).

Across all operations, we find that Sing is roughly 9−16× slower
than Base. This is expected due to the latency imposed by Tor. We

also find that CPB is up to 33× slower than Sing. This is because the
number of round trips required by CPB is linear in the number of

boxes accessed in the given operation, whereas the use of a single

Tor circuit in Sing means that all of the information needed for box

access can be sent in a single round trip across the one circuit.

8.2 Application Prototype
We implement the tigro[𝜋∗bas] efficient construction as the tigro
application prototype. The tigro client prototype was built in An-

droid Studio using Kotlin as the primary programming language,

while the server was implemented using C++ and Protobuf. The

client prototype can be run on an emulator or a physical Android

device. Figure 4 depicts example screenshots of the application.

The client prototype includes additional usability features such

as locally-stored contact lists, note-taking functionality, sharing,

and group annotations. We discuss further considerations for the

application prototype in Appendix C and ethical considerations in

Appendix L.
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A Related Work (Continued)
Among the most widely studied are social media platforms like

Facebook [85, 96, 133], Twitter [128, 165, 167], YouTube [21, 124,

166], TikTok [86], LIHKG [6, 54, 122, 176], and Instagram [177],

blogs [88, 89, 124], end-to-end encrypted messaging protocols and

applications like Pretty Good Privacy (PGP) and Off The Record

(OTR) [33, 61, 120, 157, 175], WhatsApp [19, 76, 169], Signal [9, 48],

Telegram [1, 94, 163] (which has limited encryption and some social

media-like features), video conferencing platforms like Zoom [28,

92] and Jitsi [28, 126], and networking protocols like Tor [130, 134],

Bridgefy [7], and Firechat [54, 132]. Other organizing-related ICTs

with varying degrees of privacy and security claims such as specific

virtual private networks (VPNs) [53], LINE and KakaoTalk [54],

Keybase [120], Matrix [70], Session, Briar, ChatSecure, and Wire

[61] are less well-studied, if at all.

One distinction between older protocols like PGP and OTR and

modern-day applications like Signal and Telegram are that the for-

mer are platform independent protocols, while the latter are platform-
dependent applications that require all users to adopt the same plat-

form and vet the security of each on an independent basis. While

many early studies of end-users’ experience with PGP foreground

the lack of usability of secure communication tools [157, 175], more

contemporary studies have identified new obstacles such as “frag-

mented user bases and lack of interoperability” [2, 61], a sense

of privacy nihilism or futility [2, 56, 154], and an incomplete or

inaccurate understanding of privacy guarantees and end-to-end

encryption in general [2, 6, 56, 120].

Finally, there is a wide gap between extant privacy-preserving

technologies and specific, important tasks that grassroots organiz-

ers need to perform for safety, visibility, or “backstage” organiza-

tional reasons, causing them to adopt riskier options. For example,

participants in the anti-ELAB movement needed to ensure they

would be able to wipe one another’s devices remotely in the event

of device seizure; this led them to use a combination of Telegram

and Life360, despite the fact that Life360 is stalkerware and not at

all privacy-preserving from a standard security perspective [6].
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B Design Considerations
In this section, we review related work in the humanities and social

sciences which discusses relevant historical context at the intersec-

tion of technology and social movements and describe how this

context leads us to the three core design goals of the tigro protocol.

Historical Context.Activists have used digital technologies exten-
sively to facilitate grassroots organizing, as documented in studies

of the following: anti-apartheid activism in South Africa [95, 101],

political organizing in the U.S. [138–140], anti-censorship protests

in Singapore [159], the Arab Spring [8, 88, 89, 170], the YoSoy132

movement in Mexico [168], political organizing in Guatemala [85],

the Occupy Wall Street [167] and inspired [17, 165, 171] move-

ments, education and energy policy activism in Chile [172], the

Euromaidan Uprising in Ukraine [31], the Dakota Access Pipeline

protests at Standing Rock [55, 96], the Gezi protests in Turkey

[84], the Umbrella [117] and anti-Extradition Law Amendment

Bill (anti-ELAB) [6, 177] Movements in Hong Kong [118], Anti-

Corruption Foundation activism in Russia [124], the Black Lives

Matter movement [87, 133, 154, 173], Science for the People-Atlanta

[74], Southern Movement Assembly [75], and transgender rights

[119] activists in the U.S., the Sudanese revolution [53], and more

general studies [33, 49, 60, 76].

Our formal insights into activists’ relationships with digital tech-

nologies come from the testimony in the above studies, as well

as from expert analyses of the historical modes of suppression of

grassroots movements [32, 34, 143, 161] that have been reproduced,

reinforced, and expanded in the digital age. For example, the Federal

Bureau of Investigation (FBI) used the COINTELPRO operation to

illegally and extensively surveil, incarcerate, and assassinate Black

civil rights activists from 1956-1971 [46, 100]. Edward Snowden

revealed in 2013 that U.S. military and intelligence agencies, with

support from U.S. technology corporations, had widely adapted

and deployed these techniques in digital spaces—and have since

wielded them against marginalized activists [18, 87, 133, 137, 143].

Simone Browne [35], Ruha Benjamin [27], and many others have

discussed the systematic ways in which surveillance technologies

are disproportionately wielded against People of Color and people

with intersections of multiply-marginalized identities, for instance

Black women [37, 141], working-class people [67], and trans and

queer people [109, 110].

Design Goal #1: Digital Trust = Collective Physical Trust.
While there is some debate about whether meaningful collective

action can take place digitally without a physical component [45,

60], the vital role of shared physicality, or “copresence,” in grassroots

movements is undeniable [6, 49, 60, 84, 85, 154, 159]. To quote a

participant in the anti-ELAB movement, “standing on the front line

together is very important for trust” [6].

Participants in grassroots movements often navigate between

physical and digital realms, and root their trust of digital objects

(a digital identity, text, image, video, etc.) in the perceived object

creator’s trustworthiness within a shared community [6, 53, 133,

154]. When direct physical interaction is not possible, participants

seek a “trusted first-hand source” [53]—someone who has directly

witnessed the trustworthiness of the information “on-the-ground”

and who can vouch for its legitimacy [6, 53, 154].

“Ground trust” is the fundamental building block around which

we construct our digital trust infrastructure for grassroots orga-

nizing. Participants exchange ephemeral key material in a shared

physical location, then use the key material to compute a unique

shared secret, or ground key. The ground key is not tied to either

participant’s individual identity, but rather to the participants’meet-
ing, or pairwise occupation of the same physical space. Participants

can use the ground key in covert ways to identify one another and

privately share information online, while remaining anonymous to

everyone else.

The ground trust key exchange is similar to the PGP key sign-

ing ceremony and the Signal key verification procedure in that it

involves exchanging information in person. However, in order to

provide essential security functions for participants in grassroots

movements, formation of the ground key differs from existing key

exchange paradigms in an important way: participants do not need

to share any personally identifiable or digitally linkable informa-

tion such as long-term public keys or phone numbers to form a

ground key [6]. Instead, participants exchange ephemeral key ma-

terial which they use to form a pairwise symmetric key. They can

then use the key to seed various cryptographic protocols.

In the case of tigro, each pair of contacts sets up a shared grounded
private post office (PO) box on the tigro server. The content inside
of the box is encrypted using the ground key, such that only the

trusted pair is able to decrypt it. Communication via the box is asyn-

chronous in the traditional sense—both parties do not have to be

online at the same time to access content—but is also asynchronous

in a stronger sense. Unlike an end-to-end encrypted messenger,

where content is free-flowing and relatively disorganized, one par-

ticipant in the tigro protocol “drops” information in the box with

a label, allowing the other participant to retrieve the information

only when it is relevant. In the next section, we discuss how par-

ticipants can drop and retrieve digital annotations pertaining to

various people, events, and digital artifacts into the box in order to

facilitate information sharing on a need-to-know basis.

Design Goal #2: Information on a Need-to-Know Basis. By
implementing the tigro post office box functionality using content-

based, label-associated “drop” and “retrieve” operations (rather than

the unlabeled messenger-style “send” and “receive”), we constrain

annotation sharing to the case in which the receiver already knows

about the associated labeled content, and needs further information

in order to engage with it safely.

The quality of “need-to-know” is revocable—information sharing

on the tigro platform is meant to be (digitally) ephemeral. The “re-

trieve” operation ensures that only necessary annotations will reach

the memory of the participant’s device, which may be compromised

in the event of an arrest or device seizure. Once the participant

reads the annotation, the vetter’s impression of the content will

remain in the participant’s physical memory (their mind); as the

annotation is not meant to invite response or sharing, there is no

need for the annotation to remain on the participant’s device. As

we will discuss in the future work section, the physical erasure of

this content from application memory is left to the implementation

layer.
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While clearly a priority for anti-ELAB movement participants,

the problem of remote deletion is extremely delicate cryptographi-

cally speaking, as it requires someone other than the device owner

to maintain administrative access to the device, as well as copies of

the owner’s secret keys or PIN (if the device is encrypted). We rec-

ognize the importance and difficulty of implementing this feature in

both theory and practice, and hope to address it in future iterations

of the project. For now, our construction provides a more basic

capability of deletion (which allows for schedule deletion), similar

to what exists on the popular end-to-end encrypted messaging

platforms Signal and WhatsApp. Our version of deletion is slightly

more expressive in that either participant can delete content from

the shared PO box, regardless of who sent the content (in Signal,

for example, only the content sender can delete the content “for

everyone”).

Design Goal #3: Think Toward Deployment. As with the era-

sure of fetched content discussed above, there are many security

and usability details that we feel are best left to the implementation

layer. We discuss these as future work in Appendix C.

C Future Work
We hope to integrate the following features into the tigro applica-
tion. Although we do not handle properties in this section explicitly

or formally (in the provable security sense), they are important

considerations for “big-picture security” [155], a realistic model in

which cryptographic primitives are taken in the context of larger

sociotechnical systems. In the future we hope there will be prov-

ably secure, practical and universally composable versions of all

of the (technological) primitives—but even then, working toward

full compromise security must take into account the fluctuating

state of human trust relationships, threat models, and co-education

practices, code repositories, device-layer security, and the law. We

think toward (and leave room for) the following features in our

design.

Application Prototype. In the application prototype shown in Fig-

ure 4, oids can be auto-generated based on digital artifacts’ URLs;

they can also be randomly assigned or user-generated. Although

discoverability was not one of our initial design goals (as we fo-

cused on mitigating information overload and context collapse), the

tigro infrastructure can be leveraged as-is to achieve discoverability

based on participant-defined keywords. For example, using special

pre-defined terms for the oid such as “FYI,” “URGENT,” or “MU-

TUAL AID,” tigro can take on a content-based publish-subscribe

functionality similar to that of social media, where participants can

“post” digital artifacts as bulletins or announcements to their con-

tacts as annotations. This affords digital artifacts that are priorities

to participants added discoverability, and may be especially useful

for aggregating disparate social media spaces or sharing social me-

dia artifacts with participants who cannot otherwise access them

(such as people who do not have Facebook or Instagram accounts).

Key Storage. All tigro protocol keys will be stored and computed

upon inside trusted platform modules (TPMs).

Low-Tech Access. Low- or no-tech fallbacks in the event of net-

work outages and in no- or low-service geographic areas, as well

as physical locations for communal information technology (IT)

services and information sharing, are of essential importance to

grassroots movements all over the world [6, 31, 53, 88, 96]. While

we recognize that a centralized server is a roadblock to effective

use of the tigro protocol during a network outage, the embedding

of participant’s ephemeral key material into QR codes allows them

to exchange keys without an internet connection via their local

device cameras or by printing them out. This allows participants to

defer digitization until after sensitive physical gatherings, during

which participants might want to leave digital devices turned off or

at home [32, 173]. In the future, we hope to make a decentralized

version of the tigro protocol.

Ephemeral Fetching.When the participant’s device “retrieves”

and decrypts content, the content is loaded into application mem-

ory and displayed. Once the participant navigates away from that

display, the application memory pertaining to that content will be

overwritten with 0s.

DDoS Protection. Given the setting of anonymous clients, the

tigro server will be as robust as possible against DDoS attacks.

Group Sharing. Ground keys in the tigro system are currently

shared between two participants only. Group sharing will there-

fore be an application-layer feature that breaks down a group or

“authorization” list into point-to-point connections. While this is

less efficient than establishing a group key, the “groundedness”

of the connections inherently limits the number of participants’

shared contacts—it may be sufficient for “grassroots optimization”

[155]. In future iterations of the tigro protocol we hope to create a

“grounded group key”which is the result of two ormore participants

physically meeting up to exchange ephemeral key material.

Browser and Application Overlay. Similar to PGP and OTR,

tigro is a protocol rather than a designated platform or application—

content from anywhere can be assigned a tigro identifier and “an-

notated.” As such, we look toward an interoperable implementation

such as a browser or application overlay [93, 179] that seamlessly in-

tegrates the tigro protocol with existing organizing technology like

social media. For example, a participant might see a post on social

media and wish to vet the trustworthiness of the post with respect

to their organizing network; the tigro browser overlay would scan

the content, search the participant’s shared boxes for annotations,

and display a small tigro icon that would expand the annotation

(and the annotation’s originator) upon click.

Digital Security Trainings. Borradaile, Kretschmer, Gretes, and

LeClerc found that hands-on training workshops can produce sus-

tained use of secure communication tools for grassroots organiz-

ing, even when the tool (PGP) is notoriously difficult to navigate

[33]. The language and explanations surrounding the tigro protocol
(such as the post office box analogy and concept of annotations)

are designed with future collaborative training workshops in mind,

and we intend to work directly with organizers on developing and

deploying the first iteration of the tigro protocol.

D Notation
The set of all binary strings of length 𝑛 is denoted as {0, 1}𝑛 , and
the set of all finite binary strings as {0, 1}∗. [𝑛] is the set of inte-
gers {1, . . . , 𝑛}. 𝑎 := 𝑏 means that 𝑎 is set to 𝑏. The output 𝑦 of

a probabilistic algorithm A on input 𝑥 is denoted by 𝑦 ← A(𝑥).
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Functionality Fanon
The functionality interacts with a client C𝑎 , the server S and an

adversary A:

• SendC𝑎 ,S (𝑚;⊥) :
(1) set leakA :=𝑚;

(2) output (⊥;𝑚; leakA ) ;

Figure 5: Anonymous channel

The output 𝑦 of a deterministic algorithm A on input 𝑥 is denoted

by 𝑦 := A(𝑥). If 𝑆 is a set then 𝑥 ← $ 𝑆 denotes sampling from 𝑆

uniformly at random. Given a sequence s of 𝑛 elements, we refer

to its 𝑖th element as 𝑠𝑖 . If 𝑆 is a set then #𝑆 refers to its cardinality.

Throughout, 𝑘 will denote the security parameter and we assume

1
𝑘
is implicitly provided as input to every algorithm and protocol.

The symbol ⊥𝐴 is a special abort symbol that causes any party to

abort. Given elements 𝑎 and 𝑏 from a totally ordered set, we write

sort(𝑎𝑏) to denote 𝑎 concatenated with 𝑏 if 𝑎 < 𝑏 or 𝑏 concatenated

with 𝑎 if 𝑏 > 𝑎.

E Anonymous Channel Functionality
The anonymous channel functionality is given in Figure 5.

F Structured Encryption
Structured encryption. Let T be an abstract data type that sup-

ports a set of operations (op⟨1⟩, . . . , op⟨𝑚⟩). A multi-client struc-

tured encryption scheme 𝛴T for T , consists of𝑚 + 1 protocols

(Op⟨0⟩, . . .Op⟨𝑚⟩) executed between 𝑛 clients C1, . . . ,C𝑛 and a

server S such that for all 0 ≤ 𝑖 ≤𝑚:( (
st𝑎, out𝑎

)
𝑎∈𝐼C ; stS, outS

)
← 𝛴T .Op⟨𝜔𝑖⟩C,S

( (
st𝑎, in𝑎

)
𝑎∈𝐼C ; stS, inS

)
where C ⊆ {C1 . . . ,C𝑛,⊥} and 𝐼C = {𝑥 ∈ [𝑛] : C𝑥 ∈ C}. We

assume that the input of every operation of every party includes a

globally unique structure identifier stid.
We will refer to Op⟨0⟩ as the initialization operation Init for

which stC = stS = ⊥ and in𝑎 = params for some 𝑎 ∈ 𝐼C are the

initialization parameters of the data structure.

F.1 Leakage Graphs
We model leakage using leakage graphs, as introduced in [105]. A

leakage profile is a function L that takes as input the data structure

and a sequence of operations and outputs a graph G = (V, E) that
captures all the leakage. More precisely, consider an STE scheme 𝛴 ,

and a sequence of operations op = (op
0
, . . . , op𝑛). L is defined as

a stateful function that, given an operation op𝑖 , for 𝑖 ≥ 1, returns a

vertex and set of edges (vx𝑖 , E𝑖 ), where E𝑖 is over
𝑖−1⋃
𝑗=1

vx𝑗 . Intuitively,

one can view (vx𝑖 , E𝑖 ) as the leakage of operation op𝑖 .

Public/secret vertices. Vertices in leakage graphs have a special

structure which consists of a public component and of a secret
component. The public component of a vertex is visible to the ad-

versary/simulator but the secret component is not. In a leakage

graph, we describe a vertex vx with the notation ⟨⟨ 𝑃 | 𝑆 ⟩⟩, where 𝑃
is the public component and 𝑆 is the secret component. Intuitively

speaking, the public component of a vertex is a set that stores infor-

mation about the operation that is leaked. The secret component,

on the other hand, is a set used by the leakage profile to store

information about the operation that will help it define/construct

adversarially-visible edges between vertices. Intuitively, these edges

capture correlations between different operations. We note that

correlations between vertices/operations can exist due to elements

of the public component but, by definition, these correlations are

public so they are not explicitly modeled by edges; though they can

be recovered by just observing the public components of vertices.

The purpose of the edges is to capture correlations about secret
information. Of course, this does not mean that correlations due

to public components is not important, especially since it could be

combined with correlations due to secret components.

Vertex filters. Given a leakage graph G = (V, E), we write
V ( pred | · ) ⊆ V to denote the set of vertices in V whose public

component satisfies the CNF predicate

pred =
(
𝑥1,1 ∨ · · · ∨ 𝑥1,𝑚

)
∧ · · · ∧

(
𝑥𝑛,1 ∨ · · · ∨ 𝑥𝑛,𝑚

)
.

More precisely,

V ( pred | · ) =
{
vx ∈ V :

𝑛∧
𝑖=1

𝑚∨
𝑗=1

𝑥𝑖, 𝑗 ∈ pub(vx)
}

where pub(vx) denotes the public component of vx.

Black-box leakage. Leakage graphs capture the leakage of a given
scheme 𝛴 . It is common, however, that a scheme 𝛴 is used as a

building block of another scheme 𝛺 and that 𝛺 ’s leakage depends

on the leakage of 𝛴 . This relationship can be captured as follows.

If 𝛺 makes use of 𝛴 , then 𝛺 ’s leakage graph G𝛺 = (V𝛺 , E𝛺 ) is
composed of meta-vertices which have the form

v̆x = J𝛺, 𝑡𝛺 ; vx1, . . . , vx𝑛 K ,

where 𝛺 and 𝑡𝛺 is meta-data that captures the fact that the vertex

resulted from an 𝛺 operation, 𝑡𝛺 denotes that operation’s time or

rank and vx1, . . . , vx𝑛 are the G𝛴 -vertices that resulted from the op-

eration. Note that for visual clarity we will omit the time/rank’s sub-

script and just write 𝑡 instead of 𝑡𝛺 . The scheme that the time/rank

applies to should be clear from the context. Note that the meta-

vertices v̆x ∈ V𝛺 of G𝛺 can be viewed as hyperedges over V𝛴 with

additional meta-data. Edges between meta-vertices can result from

𝛺 itself but are also induced by the edges in E𝛴 . More precisely, if

an edge (vx1, vx2) ∈ E𝛴 is such that vx1 and vx2 are in different G𝛺
meta-vertices v̆x1 and v̆x2 then E𝛺 will contain an edge (v̆x1, v̆x2).

G Grounded Dictionaries
The pseudocode for the grounded dictionary functionality is in

Figure 6, for the grounded encrypted dictionary scheme is in Figure

7 and for the grounded dictionary leakage is in Figure 8. The security

of the scheme is captured in the following Theorem.

Theorem 1. If 𝛴DX is L𝛿DX-secure and KeyAgree is a secure key
agreement protocol, 𝛴GDX as described in Figure 7 is L𝛿GDX-secure in
the (Fprox, Fanon)-hybrid model.

Proof. Let SDX be the simulator guaranteed to exist by the L𝛿DX-
security of 𝛴DX and SKA be the simulator guaranteed to exist by the
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Functionality FLGDX
The functionality is parameterized with a leakage profile L, a
distance 𝛿 ∈ R≥0, identification functions (𝜑,𝛾 ) and interacts

with 𝑛 clients C1, . . . ,C𝑛 , a trusted party T, a server S and an ideal

adversary S. It stores and manages a set of dictionaries and a

location function 𝜆 using the following operations:

SetLocT (𝜆) :
(1) set 𝜆 := 𝜆;

InitC𝑎 ,C𝑏 ,S (𝜑𝛽 , dxid,L,V;𝜑𝛼 ;⊥) :
(1) set leakS := L(init, 𝜆, 𝔦𝑎, 𝔦𝑏 , 𝜑𝛼 , 𝜑𝛽 , dxid,L,V) ;
(2) if D

(
𝜆𝑎, 𝜆𝑏

)
≤ 𝛿 , 𝜑𝑏 = 𝜑𝛽 and 𝜑𝑎 = 𝜑𝛼 ,

(a) set groundeddxid := {𝔦𝑎, 𝔦𝑏 };
(b) initialize DXdxid : L→ V;
(c) output (⊥; dxid;⊥; leakS ) ;

(3) else, output (⊥𝐴 ;⊥𝐴 ;⊥𝐴 ; leakS ) ;

PutC𝑎 ,S (dxid, ℓ, 𝑣;⊥) :
(1) set leakS := L(put, 𝜆, 𝔦𝑎, dxid, ℓ, 𝑣) ;
(2) if 𝔦𝑎 ∈ groundeddxid,

(a) set DXdxid [ℓ ] := 𝑣;

(b) output (⊥;⊥; leakS ) ;
(3) else, output (⊥𝐴 ;⊥𝐴 ; leakS ) ;

GetC𝑎 ,S (dxid, ℓ ;⊥) :
(1) set leakS := L(get, 𝜆, 𝔦𝑎, dxid, ℓ ) ;
(2) if 𝔦𝑎 ∈ groundeddxid,

(a) compute 𝑣 := DXdxid [ℓ ];
(b) output (𝑣;⊥; leakS ) ;

(3) else, output (⊥𝐴 ;⊥𝐴 ; leakS ) ;

DeleteC𝑎 ,S (dxid, ℓ ;⊥) :
(1) set leakS := L(delete, 𝜆, 𝔦𝑎, dxid, ℓ ) ;
(2) if 𝔦𝑎 ∈ groundeddxid,

(a) compute DXdxid − ℓ ;
(b) output (⊥;⊥; leakS ) ;

(3) else, output (⊥𝐴 ;⊥𝐴 ; leakS ) ;

Figure 6: Grounded Dictionary Functionality

security of KeyAgree. Recall that 𝛿 is a public parameter. Consider

the simulator S that simulates A and that works as follows:

• simulating Init: given (v̆x, Ĕ), parse v̆x as
q
𝛴GDX, 𝑡, init, 𝜆𝑎, 𝜑𝑎, 𝜑𝛼 , 𝜆𝑏 , 𝜑𝑏 , 𝜑𝛽 , dxid ; vx

y

and Ĕ as E. Simulate the key agreement between C𝑎 and C𝑏
by computing

(𝐾1, 𝐾2;𝐾1, 𝐾2; leakA) ← Fprox [𝜑𝛽 , 𝜑𝛼 ] ◦ SKA (12𝑘 )

using 𝜆𝑎 and 𝜆𝑏 as the locations of C𝑎 and C𝑏 and send

leakA to A. If the proximity channel aborts, send ⊥𝐴 to S
via Fanon and abort. Otherwise, use Fanon ◦SDX (init, vx, E) to
simulate a Fanon ◦ 𝛴DX .InitC𝑎 ,S execution with A. Compute

ct𝑎 ← Enc𝐾2

(
0
|dxst0 |

)
, where |dxst0 | is the size of an empty

dictionary state, and send ct𝑎 to C𝑏 via

Fprox .SendC𝑎 ,C𝑏 (ct𝑎 ;𝜑𝑎).

Finally, output whatever A outputs.

Grounded Encrypted Dictionary
Given an encrypted dictionary scheme 𝛴DX =

(KeyGen, Init, Put,Get,Delete) and a key agreement proto-

col KeyAgree, construct the grounded encrypted dictionary

𝛴GDX = (Init, Put,Get,Delete) where Put, Get and Delete are as in
𝛴DX, with the exception that all messages are sent to the server are

via Fanon, and Init is as follows:

InitC𝑎 ,C𝑏 ,S (𝜑𝛽 , dxid,L,V;𝜑𝛼 ;⊥) :
(1) C𝑎 and C𝑏 execute

(out′𝑎 ; out′𝑏 ) ← Fprox [𝜑𝛽 , 𝜑𝛼 ] ◦ KeyAgreeC𝑎 ,C𝑏 (1
2𝑘

; 1
2𝑘 ) ;

(2) if out′𝑎 = out′𝑏 = ⊥𝐴 ,
(a) C𝑎 sends ⊥𝐴 to S via Fanon;
(b) output (⊥𝐴 ;⊥𝐴 ;⊥𝐴 ) ;

(3) else,

(a) C𝑎 parses out′𝑎 as (𝐾1, 𝐾2 ) ;
(b) C𝑎 and S execute

(dxst; EDX) ← Fanon ◦ 𝛴DX .InitC𝑎 ,S (𝐾1, dxid,L,V;⊥) ;
(c) C𝑎 computes ct𝑎 ← Enc𝐾

2
(dxst) ;

(d) C𝑎 and C𝑏 execute

(⊥; ct𝑎 ) ← Fprox .SendC𝑎 ,C𝑏 (ct𝑎 ;𝜑𝛼 )
(e) C𝑏 parses out′𝑏 as (𝐾1, 𝐾2 ) ;
(f) C𝑏 computes dxst := Dec𝐾

2
(ct𝑎 ) ;

(g) output (dxst, 𝐾1; dxst, 𝐾1; EDX) ;

Figure 7: Grounded Encrypted Dictionary

Leakage L𝛿GDX
L𝛿GDX (op) :

(1) if op = (init, 𝜆, 𝔦𝑎, 𝔦𝑏 , 𝜑𝛼 , 𝜑𝛽 , dxid,L,V) ,
(a) set 𝑡 := 0;

(b) initialize a dictionary sDX;
(c) compute (vx, E) := LDX (init, dxid,L,V) ;
(d) set v̆x :=

q
𝛴GDX, init, 𝑡, 𝜆𝑎, 𝜑𝑎, 𝜑𝛼 , 𝜆𝑏 , 𝜑𝑏 , 𝜑𝛽 , dxid ; vx

y
;

(e) set Ĕ := ∅;
(2) if op = (put, 𝜆, 𝔦𝑎, dxid, ℓ, 𝑣) ,

(a) set 𝑡 := 𝑡 + 1;

(b) compute (vx, E) := LDX (put, dxid, ℓ, 𝑣) ;
(c) set v̆x := J𝛴GDX, put, 𝑡, dxid ; vx K;
(d) set Ĕ := E;

(3) if op = (get, 𝜆, dxid, 𝔦𝑎, ℓ ) ,
(a) set 𝑡 := 𝑡 + 1;

(b) compute (vx, E) := LDX (get, dxid, ℓ ) ;
(c) set v̆x := J𝛴GDX, get, 𝑡, dxid ; vx K;
(d) set Ĕ := E;

(4) if op = (delete, 𝜆, dxid, 𝔦𝑎, ℓ ) ,
(a) set 𝑡 := 𝑡 + 1;

(b) compute (vx, E) := LDX (delete, dxid, ℓ ) ;
(c) set v̆x := J𝛴GDX, delete, 𝑡, dxid ; vx K;
(d) set Ĕ := E;

(5) output (v̆x, Ĕ) ;

Figure 8: Leakage L𝛿GDX

• simulating Put: given (v̆x, Ĕ), parse v̆x as

J𝛴GDX, put, 𝑡, dxid ; vx K
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and Ĕ as E and useFanon◦SDX (put, vx, E) to simulate aFanon◦
𝛴DX .PutC𝑎 ,S execution and output whatever it outputs.

• simulating Get: given (v̆x, Ĕ), parse v̆x as
J𝛴GDX, get, 𝑡, dxid ; vx K

and Ĕ as E and use Fanon◦SDX (get, vx, E) to simulate a Fanon◦
𝛴DX .GetC𝑎 ,S execution and output whatever it outputs.

• simulating Delete: given (v̆x, Ĕ), parse v̆x as
J𝛴GDX, delete, 𝑡, dxid ; vx K

and Ĕ as E and use Fanon ◦ SDX (delete, vx, E) to simulate

a Fanon ◦ 𝛴DX .DeleteC𝑎 ,S execution and output whatever it

outputs.

It remains to show that for all p.p.t. adversaries A, all p.p.t. envi-
ronmentsZ, all 𝑧 ∈ {0, 1}𝑘 and all 𝛿 ∈ R≥0,����Pr [ Z(A,T,C1, . . . ,C𝑛 :: 𝛴GDX) = 1 ] −

Pr

[
Z(S,T,C1, . . . ,C𝑛 :: F LGDX) = 1

] ���� ≤ negl(𝑘).

We do this using the following sequence of games:

• Game0: is aZ(A,T,C1, . . . ,C𝑛 :: 𝛴GDX) experiment;

• Game1: is the same asGame0 except for the following. Given

leakage

v̆x =
q
𝛴GDX, 𝑡, init, 𝜆𝑎, 𝜑𝑎, 𝜑𝛼 , 𝜆𝑏 , 𝜑𝑏 , 𝜑𝛽 , dxid ; vx

y

the Fprox [𝜑𝛽 , 𝜑𝛼 ] functionality is simulated using 𝜆𝑎 and

𝜆𝑏 , and 𝜑𝑎 and 𝜑𝑏 as C𝑎 and C𝑏 ’s locations and physical

identities, respectively. Note that the views ofZ and A in

Game1 are exactly the same as in Game0, from which it

follows that the probabilities that Game0 and Game1 output

1 are the same.

• Game2: is the same as Game1 except that the KeyAgree exe-

cution is replaced with an execution of SKA
(
1

2𝑘
)
. Note that

the security of KeyAgree guarantees that the views of Z
and A in Game1 and in Game2 are computationally indis-

tinguishable which implies that the probabilities that Game1

and Game2 output 1 are negligibly-close.

• Game3: is the same as Game2 except that ct𝑎 is replaced

with Enc𝐾2

(
0
|dxst0 |

)
. Note that the security of SKE guaran-

tees that the views of Z and A in Game2 and Game3 are

computationally indistinguishable which implies that the

probabilities that Game2 and Game3 output 1 are negligibly-

close.

• Game4: is the same as Game3 except that

– Fanon◦𝛴DX .InitC𝑎 ,S (𝐾1, dxid,L,V;⊥) is replacedwithFanon◦
SDX (init, vx, E), where (vx, E) := LDX (init, dxid,L,V);

– Fanon ◦ 𝛴DX .PutC𝑎 ,S (𝐾1, dxid, ℓ, 𝑣 ; EDX) executions are re-
placedwithFanon◦SDX (put, vx, E) executionswhere (vx, E) :=

LDX (put, dxid, ℓ, 𝑣);
– Fanon ◦ 𝛴DX .GetC𝑎 ,S (𝐾1, dxid, ℓ ; EDX) executions are re-

placedwithFanon◦SDX (get, vx, E) executionswhere (vx, E) :=

LDX (get, dxid, ℓ);
– Fanon ◦𝛴DX .DeleteC𝑎 ,S (𝐾1, dxid, ℓ ; EDX) executions are re-
placed with Fanon ◦ SDX (delete, vx, E) executions where
(vx, E) := LDX (delete, dxid, ℓ);

Note that the LDX-security of 𝛴DX guarantees that the views

of Z and A in Game3 and Game4 are computationally in-

distinguishable which implies that the probabilities that they

output 1 are negligibly-close probability.

The Theorem follows by a standard probabilistic argument.

H Encrypted Box Bank
The pseudocode for the box bank functionality is in Figure 9, for

the encrypted box bank scheme is in Figures 10 and 11, and for

the box bank leakage is in Figure 12. The security of the scheme is

captured in the following Theorem.

Theorem 2. If 𝛴GDX is L𝛿GDX-secure, then 𝛴BXB as described in
Figures 10 and 11 is L𝛿BXB-secure in the (Fanon, Fid)-hybrid model.

Proof. Let SGDX be the simulator guaranteed to exist by the

L𝛿GDX-security of 𝛴GDX and consider the simulator that simulates

A as follows:

• simulating Init: given (v̆x, Ĕ), initialize a dictionary sDX and

set bxrank := 0;

• simulating CreateBox: given (v̆x, Ĕ), parse v̆x as

J𝛴BXB, crtbx, 𝑡, bxrank, 𝜑𝑎, 𝜑𝑏 ; vx K ,

and Ĕ as E. Simulate a

(bxid; bxid; bxid; leakA) ← Fid .GetIdC𝑎 ,C𝑏 ,S (1
𝑘 , 𝛴BXB; 1

𝑘 , 𝛴BXB;⊥)

execution, compute bxrank := bxrank+1 and set sDX[bxrank] :=

bxid. Then, use SGDX (init, vx, E) to simulate a 𝛴GDX .Init ex-
ecution with the server S and output whatever A outputs.

• simulating DropMail: given (vx, E), parse vx as

J𝛴BXB, drpmail, 𝑡, bxrank ; vx K ,

and Ĕ as E. Compute bxid := sDX[bxrank] and send bxid
to S via Fanon. Use SGDX (put, vx, E) to simulate a 𝛴GDX .Put
execution with S and output whatever A outputs.

• simulating GetMail: given (v̆x, Ĕ), parse v̆x as

J𝛴BXB, gtmail, 𝑡, bxrank ; vx K ,

and Ĕ as E. Compute bxid := sDX[bxrank] and send bxid
to S via Fanon. Use SGDX (get, vx, E) to simulate a 𝛴GDX .Get
execution with S and output whatever A outputs.

• simulating DeleteMail: given (v̆x, Ĕ), parse v̆x as

J𝛴BXB, delmail, 𝑡, bxrank ; vx K ,

and Ĕ as E. Compute bxid := sDX[bxrank] and send bxid to S
via Fanon. Use SGDX (delete, vx, E) to simulate a 𝛴GDX .Delete
execution with S and output whatever A outputs.

It remains to show that for all p.p.t. adversaries A, all p.p.t. envi-
ronmentsZ, all 𝑧 ∈ {0, 1}𝑘 and all 𝛿 ∈ R≥0,����Pr [ Z(A,T,C1, . . . ,C𝑛 :: 𝛴BXB) = 1 ] − (1)

Pr

[
Z(S,T,C1, . . . ,C𝑛 :: F LBXB) = 1

] ���� ≤ negl(𝑘).

We do this using the following sequence of games:
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Functionality FLBXB
The functionality is parameterized with a leakage profile L, a
distance 𝛿 ∈ R≥0 and identification functions (𝜑,𝛾 ) . It interacts
with 𝑛 clients C1, . . . ,C𝑛 , a trusted party T, a server S and an ideal

adversary S. It stores and manages a dictionary BXB and a location

function 𝜆 using the following operations:

SetLocT (𝜆) :
(1) set 𝜆 := 𝜆;

InitS (⊥) :
(1) initialize a dictionary BXB;
(2) initialize a dictionary sDX;
(3) set leakS := L(init, 𝜆) ;
(4) output (⊥; leakS ) ;

CreateBoxC𝑎 ,C𝑏 ,S (𝜑𝛽 ,L,V;𝜑𝛼 ;⊥) :
(1) sample bxid← $ {0, 1}𝑘 ;
(2) set leakS := L

(
crtbx, 𝜆, 𝔦𝑎, 𝔦𝑏 , 𝜑𝛽 , 𝜑𝛼 , bxid,L,V

)
;

(3) if D
(
𝜆𝑎, 𝜆𝑏

)
≤ 𝛿 , 𝜑𝛽 = 𝜑𝑏 and 𝜑𝛼 = 𝜑𝑎 ,

(a) initialize an empty dictionary DX : L→ V;
(b) set sDX[bxid] := {𝔦𝑎, 𝔦𝑏 };
(c) set BXB[bxid] := DX;
(d) output (bxid; bxid; bxid; leakS ) ;

(4) else, set output (⊥𝐴 ;⊥𝐴 ;⊥𝐴 ; leakS ) ;

DropMailC𝑎 ,S (bxid, ℓ,𝑚;⊥) :
(1) set leakS := L(drpmail, 𝜆, 𝔦𝑎, bxid, ℓ,𝑚) ;
(2) if 𝔦𝑎 ∈ sDX[bxid] and BXB[bxid] ≠ ⊥,

(a) compute DX := BXB[bxid];
(b) set DX[ℓ ] :=𝑚;

(c) set BXB[bxid] := DX;
(3) output (⊥;⊥; leakS ) ;

GetMailC𝑎 ,S (bxid, ℓ ;⊥) :
(1) set leakS := L(gtmail, 𝜆, 𝔦𝑎, bxid, ℓ ) ;
(2) if 𝔦𝑎 ∈ sDX[bxid] and BXB[bxid] ≠ ⊥,

(a) compute DX := BXB[bxid];
(b) compute𝑚 := DX[ℓ ];
(c) output (𝑚;⊥; leakS ) ;

(3) else, output (⊥;⊥; leakS ) ;

DeleteMailC𝑎 ,S (bxid, ℓ ;⊥) :
(1) set leakS := L(delmail, 𝜆, 𝔦𝑎, bxid, ℓ ) ;
(2) if 𝔦𝑎 ∈ sDX[bxid] and BXB[bxid] ≠ ⊥,

(a) set DX := BXB[bxid];
(b) compute DX − ℓ ;
(c) set BXB[bxid] := DX;

(3) output (⊥;⊥; leakS )

Figure 9

• Game0: is the same as aZ(A,T,C1, . . . ,C𝑛 :: 𝛴BXB) experi-
ment.

• Game𝑖∈[𝑛] : is the same as Game𝑖−1 except that the session

of the 𝑖th box is replaced with a simulated session generated

by applying SGDX on the LGDX leakage of each operation of

that session.

We argue that for Game𝑖 , if there exists a p.p.t. adversary A, a

p.p.t. environmentZ, a string 𝑧 ∈ {0, 1}∗ and a distance 𝛿 ∈ R≥0

Encrypted Box Bank (part 1)

Given an encrypted grounded dictionary scheme 𝛴GDX =

(Init, Put,Get,Delete) , construct an encrypted box bank scheme

𝛴BXB = (Init,CreateBox,DropMail,GetMail,DeleteMail) as

follows:

InitS (⊥) :
(1) S initializes a dictionary EBB;
(2) output EBB

CreateBoxC𝑎 ,C𝑏 ,S (𝜑𝛽 ,L,V;𝜑𝛼 ; EBB) :
(1) C𝑎 and C𝑏 execute

(bxid; bxid; bxid) ← Fid .GetIdC𝑎 ,C𝑏 ,S (1
𝑘 , 𝛴BXB; 1

𝑘 , 𝛴BXB; 1
𝑘 ) ;

(2) C𝑎 , C𝑏 and S run

(out𝑎 ; out𝑏 ; outS ) ← 𝛴GDX .InitC𝑎 ,C𝑏 ,S (𝜑𝛽 , bxid,L,V;𝜑𝛼 ;⊥) ;
(3) if out𝑎 = out𝑏 = outS = ⊥𝐴 ,

(a) output (⊥𝐴 ;⊥𝐴 ;⊥𝐴 ) ;
(4) else,

(a) C𝑎 parses out𝑎 as (dxst, 𝐾GDX ) ;
(b) C𝑎 sets bxst𝑎 := (dxst, bxid) ;
(c) C𝑎 sets 𝐾BXB := 𝐾GDX;

(d) C𝑏 parses out𝑏 as (dxst, 𝐾GDX ) ;
(e) C𝑏 sets bxst𝑏 := (dxst, bxid) ;
(f) C𝑏 sets 𝐾BXB := 𝐾GDX;

(g) S parses outS as (EDX, dxid) ;
(h) S sets bxid := dxid;
(i) S sets EBB[bxid] := EDX;
(j) output (bxst𝑎, 𝐾BXB, bxid; bxst𝑏 , 𝐾BXB, bxid; EBB, bxid) ;

Figure 10

such that the probability that Game𝑖−1 and Game𝑖 output 1 is non-

negligibly close, then there exists a p.p.t. adversary AGDX such

that for all p.p.t. simulators SGDX, there exists a p.p.t. environment

ZGDX, a string 𝑧GDX ∈ {0, 1}∗ and a distance 𝛿GDX ∈ R≥0 such that

the L𝛿GDXGDX -security of 𝛴GDX is violated. Let AGDX be the adversary

that forwards messages back and forth, 𝑧GDX = 𝑧 and 𝛿GDX = 𝛿 . We

denote by 𝜒 the party that is eitherAGDX or SGDX.ZGDX simulates

Z and A and does the following:

(1) whenZ outputs (init, 𝜆),ZGDX does nothing;

(2) whenZ outputs (𝜑,𝛾, 𝜆,C𝑎, 𝜑𝛽 ,C𝑏 , 𝜑𝛼 , crtbx,L,V),ZGDX sim-

ulates

(bxid; bxid; bxid) ← Fid .GetIdC𝑎 ,C𝑏 ,S (1
𝑘 , 𝛴BXB; 1

𝑘 , 𝛴BXB; 1
𝑘 )

and outputs (𝜑,𝛾, 𝜆,C𝑎, 𝜑𝛽 ,C𝑏 , 𝜑𝛼 , init, dxid,L,V), where dxid :=

bxid. It then sends (bxid; bxid; bxid) back toZBXB while for-

warding messages back and forth between 𝜒 and A and A
andZ.

(3) whenZ outputs (C𝑎, drpmail, bxid, ℓ,𝑚),ZGDX sends bxid
to S via Fanon and outputs (C𝑎, put, dxid, ℓ,𝑚) where dxid :=

bxid, while forwarding messages back and forth between 𝜒

and A and A andZ. It then sends (⊥,⊥) toZ.

(4) whenZ outputs (C𝑎, gtmail, bxid, ℓ),ZGDX sends bxid to S
via Fanon and outputs (C𝑎, get, dxid, ℓ), where dxid := bxid
and forwards messages between 𝜒 and A and A and Z.

After receiving𝑚 it sends (𝑚;⊥) to
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Encrypted Box Bank (part 2)

DropMailC𝑎 ,S (bxst, 𝐾BXB, ℓ,𝑚; EBB) ;
(1) C𝑎 parses bxst as (dxst, bxid) ;
(2) C𝑎 parses 𝐾BXB as 𝐾GDX;

(3) C𝑎 sends bxid to S via Fanon;
(4) if EBB[bxid] ≠ ⊥,

(a) S computes EDX := EBB[bxid];
(b) C𝑎 and S run

(dxst; EDX) ← 𝛴GDX .PutC𝑎 ,S (dxst, 𝐾GDX, bxid, ℓ,𝑚; EDX)
(c) S sets EBB[bxid] := EDX;
(d) C𝑎 sets bxst := (dxst, bxid) ;
(e) output (bxst; EBB) ;

(5) else, output (⊥;⊥) ;
GetMailC𝑎 ,S (bxst, 𝐾BXB, ℓ ; EBB) :

(1) C𝑎 parses bxst as (dxst, bxid) ;
(2) C𝑎 parses 𝐾BXB as 𝐾GDX;

(3) C𝑎 sends bxid to S via Fanon;
(4) if EBB[bxid] ≠ ⊥,

(a) S computes EDX := EBB[bxid];
(b) C𝑎 and S run

(dxst,𝑚; EDX) ← 𝛴GDX .GetC𝑎 ,S (dxst𝑎𝑏 , 𝐾GDX, bxid, ℓ ; EDX)
(c) S sets EBB[bxid] := EDX;
(d) C𝑎 sets bxst := (dxst, bxid) ;
(e) output (bxst,𝑚; EBB) ;

(5) else, output (⊥;⊥) ;

DeleteMailC𝑎 ,S (bxst, 𝐾BXB, ℓ ; EBB) :
(1) C𝑎 parses bxst as (dxst, bxid) ;
(2) C𝑎 parses 𝐾BXB as 𝐾GDX;

(3) C𝑎 sends bxid to S via Fanon;
(4) if EBB[bxid] ≠ ⊥,

(a) S computes EDX := EBB[bxid];
(b) C𝑎 and S run

(dxst; EDX) ← 𝛴GDX .DeleteC𝑎 ,S (dxst, 𝐾GDX, bxid, ℓ ; EDX)
(c) S sets EBB[bxid] := EDX;
(d) C sets bxst := (dxst, bxid) ;
(e) output (bxst; EBB) ;

(5) else, output (⊥;⊥) ;

Figure 11

(5) when Z outputs (C𝑎, delmail, bxid, ℓ), ZGDX sends bxid to

S via Fanon and outputs (C𝑎, delete, dxid, ℓ), where dxid :=

bxid while forwarding all messages back and forth between

𝜒 and A and A andZ. It then sends (⊥;⊥) toZ.

Note that ifZGDX is in aZGDX
(
AGDX, T,C1, . . . ,C𝑛 :: 𝛴GDX

)
exper-

iment thenZ andA’s views are as in Game𝑖−1. On the other hand,

ifZGDX is in aZGDX

(
SGDX,C1, . . . ,C𝑛 :: F LGDXGDX

)
experiment, then

Z and A’s views are as in Game𝑖 . It follows by our initial assump-

tion thatZGDX and AGDX violate the L𝛿GDXGDX -security of 𝛴GDX.

Towards finishing the proof, note that Game𝑛 is equivalent to a

Z
(
S,C1, . . . ,C𝑛 :: F LBXBBXB

)
experiment. And since 𝑛 is a constant

and is independent of 𝑘 , Equation 1 follows by a standard proba-

bilistic argument.

Leakage L𝛿BXB
L𝛿BXB (op) :

(1) if op = (init, 𝜆) ,
(a) set 𝑡 := 0 and bxrank := 0;

(b) initialize a dictionary sDX;
(c) set v̆x := J𝛴BXB, init, 𝑡 ; ⊥ K;
(d) set Ĕ := ∅;

(2) if op = (crtbx, 𝜆, 𝔦𝑎, 𝔦𝑏 , 𝜑𝛽 , 𝜑𝛼 , bxid,L,V) ,
(a) set 𝑡 := 𝑡 + 1 and bxrank := bxrank + 1;

(b) set sDX[bxid] := bxrank;
(c) compute

(vx, E) := LGDX (init, 𝜆, 𝔦𝑎, 𝔦𝑏 , 𝜑𝛼 , 𝜑𝛽 , bxid,L,V) ;
(d) set

v̆x := J𝛴BXB, crtbx, 𝑡, bxrank, 𝜑𝑎, 𝜑𝑏 , bxid ; vx K ;

(e) set Ĕ := E;
(3) if op = (drpmail, 𝜆, 𝔦𝑎, bxid, ℓ,𝑚) ,

(a) set 𝑡 := 𝑡 + 1;

(b) compute

(vx, E) := LGDX (put, 𝜆, 𝔦𝑎, bxid, ℓ,𝑚) ;
(c) compute bxrank := sDX[bxid];
(d) set v̆x := J𝛴BXB, drpmail, 𝑡, bxrank ; vx K;
(e) set Ĕ := E;

(4) if op = (gtmail, 𝜆, 𝔦𝑎, bxid, ℓ ) ,
(a) set 𝑡 := 𝑡 + 1;

(b) compute (vx, E) := LGDX (get, 𝜆, 𝔦𝑎, bxid, ℓ ) ;
(c) compute bxrank := sDX[bxid];
(d) set v̆x := J𝛴BXB, gtmail, 𝑡, bxrank ; vx K;
(e) set Ĕ := E;

(5) if op = (delmail, 𝜆, 𝔦𝑎, bxid, ℓ ) ,
(a) set 𝑡 := 𝑡 + 1;

(b) compute

(vx, E) := LGDX (delete, 𝜆, 𝔦𝑎, bxid, ℓ ) ;
(c) compute bxrank := sDX[bxid];
(d) set v̆x := J𝛴BXB, delmail, 𝑡, bxrank ; vx K;
(e) set Ĕ := E;

(6) output (v̆x, Ĕ) ;

Figure 12

I The tigro Functionality and Leakage
The pseudocode for the annotation functionality is in Figure 13

and for the tigro leakage is in Figure 14. The security of the tigro
protocol is captured in the following Theorem.

Theorem 3. If 𝛴BXB is L𝛿BXB-secure, then tigro as described in
Figure 2 is L𝛿tigro-secure in the Fanon-hybrid model.

Proof. Let SBXB be the simulator guaranteed to exist by the

LBXB-security of 𝛴BXB and consider the simulator that simulates

A and works as follows:

• simulating Init: given (v̆x, Ĕ) parse v̆x as
J tigro, init, 𝑡 ; vx K ,

and Ĕ as E.
• simulating Handshake: given (v̆x, Ĕ), parse v̆x as

J tigro, hshk, 𝑡, 𝜑𝑎, 𝜑𝑏 ; vx K ,
377
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Functionality FLanno
The functionality is parameterized with a leakage profile L, a
distance 𝛿 ∈ R≥0 and identification functions (𝜑,𝛾 ) . It interacts
with 𝑛 clients C1, . . . ,C𝑛 , a trusted party T, a server S and an ideal

adversary S. It stores and manages a two-dimensional multi-map

2MM and a location function 𝜆 using the following operations:

SetLocT (𝜆) :
(1) set 𝜆 := 𝜆;

InitS (⊥) :
(1) initialize a two-dimensional dictionary 2DX;
(2) set𝑇 := ∅;
(3) set grounded := ∅;
(4) output (⊥) ;

HandshakeC𝑎 ,C𝑏 ,S (𝜏𝑎, 𝜑𝛽 ;𝜏𝑏 , 𝜑𝛼 ;⊥) :
(1) set leakS := L(hshk, 𝜆, 𝔦𝑎, 𝜏𝑎, 𝔦𝑏 , 𝜏𝑏 ) ;
(2) if D

(
𝜆𝑎, 𝜆𝑏

)
≤ 𝛿 and 𝜑𝑏 = 𝜑𝛽 and 𝜑𝑎 = 𝜑𝛼 ,

(a) set𝑇 :=𝑇 ∪ {𝜏𝑎, 𝜏𝑏 };
(b) set grounded := grounded ∪

{
{𝜏𝑎, 𝜏𝑏 }

}
;

(c) output (𝜏𝑏 ;𝜏𝑎 ;⊥; leakS ) ;
(3) else, set (⊥𝐴 ;⊥𝐴 ;⊥𝐴 ; leakS ) ;

AnnotateC𝑎 ,S (𝜏𝑎, oid, anno, authlist;⊥) :
(1) set leakS := L(ann, 𝜆, 𝔦𝑎, oid, anno, authlist) ;
(2) for all 𝜏𝑏 ∈ authlist,

(a) if {𝜏𝑎, 𝜏𝑏 } ∈ grounded, set 2DX[sort(𝜏𝑎, 𝜏𝑏 ), oid] :=

anno;
(3) output (⊥;⊥; leakS ) ;

GetAnnotationC𝑎 ,S (𝜏𝑎, oid;⊥) :
(1) set leakS := L(gtanno, 𝜆, 𝔦𝑎, oid) ;
(2) for all 𝜏𝑏 ∈ 𝑇 \ 𝜏𝑎 ,

(a) if {𝜏𝑎, 𝜏𝑏 } ∈ grounded,
(i) set anno := 2DX

[
sort(𝜏𝑎, 𝜏𝑏 ), oid

]
;

(ii) set anno := (anno, anno) ;
(3) output (anno;⊥; leakS ) ;

DeleteAnnotationC𝑎 ,S (𝜏𝑎, oid, authlist;⊥) :
(1) set leakS := L(delanno, 𝜆, 𝔦𝑎, oid, authlist) ;
(2) for all 𝜏𝑏 ∈ authlist,

(a) if {𝜏𝑎, 𝜏𝑏 } ∈ grounded, set 2DX −
(
sort(𝜏𝑎, 𝜏𝑏 ), oid

)
;

(3) output (⊥;⊥; leakS ) ;

Figure 13

and Ĕ as E. UseSBXB (crtbx, vx, E) to simulate a𝛴BXB .CreateBox
execution with A and output whatever it outputs.

• simulating Annotate: given (v̆x, Ĕ), parse v̆x as
J tigro, ann, 𝑡 ; vx1, . . . , vx𝑚 K ,

and Ĕ as (E1, . . . , E𝑚). For all 𝑖 ∈ [𝑚], useSBXB (drpmail, vx𝑖 , E𝑖 )
to simulate a 𝛴BXB .DropMail execution with A and output

whatever it outputs.

• simulating GetAnnotation: given (v̆x, Ĕ), parse v̆x as
J tigro, gtanno, 𝑡 ; vx1, . . . , vx𝑚 K ,

and Ĕ as (E1, . . . , E𝑚). For all 𝑖 ∈ [𝑚], useSBXB (gtmail, vx𝑖 , E𝑖 )
to simulate a 𝛴BXB .GetMail execution with A and output

whatever it outputs.

Leakage L𝛿tigro
L𝛿tigro (op) :

(1) if op = (init, 𝜆) ,
(a) set 𝑡 := 0;

(b) initialize a multi-map sMM;

(c) initialize a dictionary sDX;
(d) set v̆x := J tigro, init, 𝑡 ; ⊥ K;
(e) set Ĕ := ∅;

(2) if op = (hshk, 𝜆, 𝔦𝑎, 𝜏𝑎, 𝜑𝛽 , 𝔦𝑏 , 𝜏𝑏 , 𝜑𝛼 ) ,
(a) set 𝑡 := 𝑡 + 1;

(b) sample tid← $ {0, 1}𝑘 ;
(c) set sDX

[
sort(𝜏𝑎, 𝜏𝑏 )

]
:= tid;

(d) set sMM[𝜏𝑎 ]
+
= 𝜏𝑏 and sMM[𝜏𝑏 ]

+
= 𝜏𝑎 ;

(e) compute

(vx, E) := LBXB (crtbx, 𝜆, 𝔦𝑎, 𝔦𝑏 , 𝜑𝛼 , 𝜑𝛽 , tid,L,V) ;
(f) set v̆x := J tigro, hshk, 𝑡, 𝜑𝑎, 𝜑𝑏 ; vx K;
(g) set Ĕ := E;

(3) if op = (ann, 𝜆, 𝜏𝑎, oid, anno, authlist) ,
(a) set 𝑡 := 𝑡 + 1;

(b) parse authlist as (𝜏1, . . . , 𝜏𝑚 ) ;
(c) for all 𝑖 ∈ [𝑚],

(i) set tid𝑖 := sDX
[
sort(𝜏𝑎, 𝜏𝑖 )

]
;

(ii) compute

(vx𝑖 , E𝑖 ) := LBXB (drpmail, 𝜆, 𝔦𝑎, tid𝑖 , oid, anno) ;
(d) set v̆x := J tigro, ann, 𝑡 ; vx1, . . . , vx𝑚 K;
(e) set Ĕ := (E1, . . . , E𝑚 ) ;

(4) if op = (gtanno, 𝜆, 𝜏𝑎, oid) ,
(a) set 𝑡 := 𝑡 + 1;

(b) compute (𝜏1, . . . , 𝜏𝑚 ) := sMM[𝜏𝑎 ];
(c) for all 𝑖 ∈ [𝑚],

(i) set tid𝑖 := sDX
[
sort(𝜏𝑎, 𝜏𝑖 )

]
;

(ii) compute (vx𝑖 , E𝑖 ) := LBXB (gtmail, 𝜆, 𝔦𝑎, tid𝑖 , oid) ;
(d) set v̆x := J tigro, gtanno, 𝑡 ; vx1, . . . , vx𝑚 K;
(e) set Ĕ := (E1, . . . , E𝑚 ) ;

(5) if op = (delanno, 𝜆, 𝜏𝑎, oid, authlist) ,
(a) set 𝑡 := 𝑡 + 1;

(b) parse authlist as (𝜏1, . . . , 𝜏𝑚 ) ;
(c) for all 𝑖 ∈ [𝑚],

(i) set tid𝑖 := sDX
[
sort(𝜏𝑎, 𝜏𝑖 )

]
;

(ii) compute (vx𝑖 , E𝑖 ) := LBXB (delmail, 𝜆, 𝔦𝑎, tid𝑖 , oid) ;
(d) set v̆x := J tigro, delanno, 𝑡 ; vx1, . . . , vx𝑚 K;
(e) set Ĕ := (E1, . . . , E𝑚 ) ;

(6) output (v̆x, Ĕ) ;

Figure 14

• simulating DeleteMail: given (v̆x, Ĕ), parse v̆x as

J tigro, delanno, 𝑡 ; vx1, . . . , vx𝑚 K ,

and Ĕ as (E1, . . . , E𝑚). For all 𝑖 ∈ [𝑚], useSBXB (delmail, vx𝑖 , E𝑖 )
to simulate a 𝛴BXB .DeleteMail execution withA and output

whatever it outputs.
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It remains to show that for all p.p.t. adversaries A, all p.p.t. envi-
ronmentsZ, all 𝑧 ∈ {0, 1}∗ and all 𝛿 ∈ R≥0,����Pr [ Z(A,T,C1, . . . ,C𝑛 :: tigro) = 1 ] − (2)

Pr

[
Z(S,T,C1, . . . ,C𝑛 :: F Ltigroanno ) = 1

] ��� ≤ negl(𝑘).

We argue that if there exists a p.p.t. adversary A, a p.p.t. envi-
ronmentZ, a string 𝑧 ∈ {0, 1}∗ and a distance 𝛿 ∈ R≥0 such that the

probability thatZ(A, T,C1, . . . ,C𝑛 :: tigro) andZ(S, T,C1, . . . ,C𝑛 ::

F Ltigroanno ) output 1 is non-negligibly close, then there exists a p.p.t.
adversary ABXB such that then for all p.p.t. simulators SBXB, there
exists a p.p.t. environmentZBXB, a string 𝑧BXB ∈ {0, 1}∗ and a dis-

tance 𝛿BXB ∈ R≥0 such that the LBXB-security of 𝛴BXB is violated.

Let ABXB be the adversary that forwards messages back and

forth and 𝑧BXB = 𝑧 and 𝛿BXB = 𝛿 . We denote by 𝜒 the party that

is either ABXB or SBXB. ZBXB simulates Z and A and does the

following:

(1) whenZ outputs (init, 𝜆),ZBXB outputs (init, 𝜆). It also ini-

tializes a two-dimensional multi-map sMM.

(2) whenZ outputs (𝜑,𝛾, 𝜆,C𝑎, 𝜑𝛽 ,C𝑏 , 𝜑𝛼 , hshk,L,V),ZBXB out-

puts (𝜑,𝛾, 𝜆,C𝑎, 𝜑𝛽 ,C𝑏 , 𝜑𝛼 , crtbx,L,V). Upon receiving bxid,
it sets sMM

[
sort(𝜏𝑎, 𝜏𝑏 )

]
:= bxid and sends (𝜏𝑏 ;𝜏𝑎) to Z.

ZBXB also forwards messages back and forth between 𝜒 and

A and A andZ.

(3) when Z outputs (C𝑎, ann, oid, anno, authlist) then, for all
𝜏𝑏 ∈ authlist, ZBXB computes bxid := sMM

[
sort(𝜏𝑎, 𝜏𝑏 )

]
and outputs (C𝑎, drpmail, bxid, oid, anno) and sends (⊥;⊥)
toZ.ZBXB also forwards messages back and forth between

𝜒 and A and A andZ.

(4) whenZ outputs (C𝑎, gtanno, oid), then, for all bxid ∈
sMM

[
sort(𝜏𝑎, 𝜏𝑏 )

]
,ZBXB outputs (C𝑎, gtmail, bxid, oid). Upon

receiving𝑚, it returns (𝑚;⊥) toZ.ZBXB also forwards mes-

sages back and forth between 𝜒 and A and A andZ.

(5) whenZ outputs (C𝑎, delanno, oid, authlist) then, for all 𝜏𝑏 ∈
authlist,ZBXB computes bxid := sMM

[
sort(𝜏𝑎, 𝜏𝑏 )

]
and out-

puts (C𝑎, delmail, bxid, oid) and sends (⊥;⊥) to Z. ZBXB

also forwards messages back and forth between 𝜒 and A
and A andZ.

Note that ifZBXB is in aZBXB
(
ABXB, T,C1, . . . ,C𝑛 :: 𝛴BXB,

)
exper-

iment thenZ and A’s views are as inZ(A,T,C1, . . . ,C𝑛 :: tigro)
experiment. On the other hand, ifZBXB is in a

ZBXB

(
SBXB,T,C1, . . . ,C𝑛 :: F LBXBBXB

)
experiment, thenZ and A’s views are as in a

Z(S,T,C1, . . . ,C𝑛 :: F Ltigroanno )

experiment. It follows by our initial assumption that ZBXB and

ABXB violate the LBXB-security of 𝛴DX, from which the Theorem

follows.

J The Leakage of tigro[𝜋∗bas]
The leakage of tigro[𝜋∗bas] is in Figures 15 and 16.

Leakage Ltigro [𝜋∗bas ]
𝛿

Ltigro [𝜋∗bas ]
𝛿 (op) :

(1) if op = (init, 𝜆) ,
(a) set 𝑡 := 0;

(b) initialize a multi-map sMM;

(c) initialize a dictionary sDX;
(d) set v̆x :=

q
tigro[𝜋∗bas ], init, 𝑡 ; ⊥

y
;

(e) set Ĕ := ∅;
(2) if op = (hshk, 𝜆, 𝔦𝑎, 𝜏𝑎, 𝜑𝛽 , 𝔦𝑏 , 𝜏𝑏 , 𝜑𝛼 ) ,

(a) set 𝑡 := 𝑡 + 1;

(b) sample tid← $ {0, 1}𝑘 ;
(c) set sDX

[
sort(𝜏𝑎, 𝜏𝑏 )

]
:= tid;

(d) set sMM[𝜏𝑎 ]
+
= 𝜏𝑏 and sMM[𝜏𝑏 ]

+
= 𝜏𝑎 ;

(e) set v̆x as

Jtigro[𝜋∗bas ], hshk, 𝑡, 𝜑𝑎, 𝜑𝑏 ;

J𝛴BXB, crtbx, 𝑡, bxrank, 𝜑𝑎, 𝜑𝑏 , tid;

J𝛴GDX, init, 𝑡, 𝜆𝑎, 𝜑𝑎, 𝜑𝛼 , 𝜆𝑏 , 𝜑𝑏 , 𝜑𝛽 , tid;

⟨⟨ 𝜋∗bas, init, 𝑡, tid,L,V | ⊥ ⟩⟩KKK

(f) set Ĕ := ∅;
(3) if op = (ann, 𝜆, 𝜏𝑎, oid, anno, authlist) ,

(a) set 𝑡 := 𝑡 + 1;

(b) parse authlist as (𝜏1, . . . , 𝜏𝑚 ) ;
(c) for all 𝑖 ∈ [𝑚], set tid𝑖 := sDX

[
sort(𝜏𝑎, 𝜏𝑖 )

]
;

(d) set v̆x as

Jtigro[𝜋∗bas ], ann, 𝑡 ;
J𝛴BXB, drpmail, 𝑡, bxrank;

J𝛴GDX, put, 𝑡, tid𝑖 ;

⟨⟨ 𝜋∗bas, put, 𝑡, tid𝑖 , |anno | | oid ⟩⟩KK𝑖∈ [𝑚]K

(e) set Ĕ as

v̆x × V

(
𝜋∗bas ∧

(
get ∨ put ∨ delete

)
∧
𝑚∨
𝑖=1

tid𝑖 | oid
)

;

Figure 15

K EXH-based tigro
In this section, we instantiate the tigro protocol using the EXH
multi-map encryption scheme [24]. EXH leverages latency as a

new paradigm to minimize the leakage. In particular, EXH has two

modes of operations: a low-leakage mode, which leaks minimal

information about the queries and the data, such as the expected

response length, the operation arrival rate, and the size of the

multi-map; and a subliminal mode that only leaks the size of the

multi-map. The subliminal mode is more potent as it hides whether

an operation was executed at the server. EXH’s main technical idea

is conceptually simple: it introduces a queue at the client that stores

the client’s operations, and there is a servicing mechanism that

sends operations to the server following some fixed distribution. If

the distribution is chosen independently of the data and the queries,

then EXH operates in the subliminal mode; otherwise, it operates

in the low-leakage mode.

In the remainder of this section, we briefly recall EXH, discuss the
main technical challenges we face when instantiating tigro using
EXH, describe its efficiency as well as the efficiency of the grounded
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Leakage Ltigro [𝜋∗bas ]
𝛿
(part 2)

4. if op = (gtanno, 𝜆, 𝜏𝑎, oid) ,
(a) set 𝑡 := 𝑡 + 1;

(b) compute (𝜏1, . . . , 𝜏𝑚 ) := sMM[𝜏𝑎 ];
(c) for all 𝑖 ∈ [𝑚], set tid𝑖 := sDX

[
sort(𝜏𝑎, 𝜏𝑖 )

]
;

(d) set v̆x as

Jtigro[𝜋∗bas ], gtanno, 𝑡 ;
J𝛴BXB, gtmail, 𝑡, bxrank;

J𝛴GDX, get, 𝑡, tid𝑖 ;

⟨⟨ 𝜋∗bas, get, 𝑡, tid𝑖 | oid ⟩⟩KK𝑖∈ [𝑚]K

(e) set Ĕ as

v̆x × V

(
𝜋∗bas ∧

(
get ∨ put ∨ delete

)
∧
𝑚∨
𝑖=1

tid𝑖 | oid
)

;

5. if op = (delanno, 𝜆, 𝜏𝑎, oid, authlist) ,
(a) set 𝑡 := 𝑡 + 1;

(b) parse authlist as (𝜏1, . . . , 𝜏𝑚 ) ;
(c) for all 𝑖 ∈ [𝑚], set tid𝑖 := sDX

[
sort(𝜏𝑎, 𝜏𝑖 )

]
;

(d) set v̆x as

Jtigro[𝜋∗bas ], delanno, 𝑡 ;
J𝛴BXB, delmail, 𝑡, bxrank;

J𝛴GDX, delete, 𝑡, tid𝑖 ;

⟨⟨ 𝜋∗bas, delete, 𝑡, tid𝑖 | oid ⟩⟩KK𝑖∈ [𝑚]K

(e) set Ĕ as

v̆x × V

(
𝜋∗bas ∧

(
get ∨ put ∨ delete

)
∧
𝑚∨
𝑖=1

tid𝑖 | oid
)

;

6. output (v̆x, Ĕ) ;

Figure 16

dictionary encryption scheme, the encrypted box bank scheme,

and tigro. Finally, we describe the concrete leakage profile of tigro
and all its building blocks. Note that some results below require

background on queueing theory, and we recommend the reader to

go over the preliminary section in [24] or for more details [158].

Moreover, we only focus on the query part in our analysis, but a

similar analysis can be done for the updates and the deletes. We

also consider the special case where the multi-map is a dictionary

since this is sufficient for our needs.

EXH details. EXH is a multi-map encryption scheme with two

client-side queues: a query queue Q𝑞 and an update queue Q𝑢 .
Whenever a client issues a query 𝑞, it adds the query to the queue.

At the same time, there is an ongoing query process, QServicing,
parametrized by a servicing distributionD that sends a query to the

server at times sampled fromD. However, when the queue is empty,

the client still has to send a fake query to the server to hide the real

queries’ arrival time and response length. The multi-map {ℓ, v}ℓ∈L
is first transformed into a dictionary {ℓ ∥𝑖ℓ , 𝑣𝑖ℓ }ℓ∈L,𝑖ℓ ∈[#v] following
the same technical idea leveraged in the 𝜋bas construction [39]. The

dictionary is then encrypted using a leakage-free dictionary, LDX,
which can be instantiated using an oblivious RAM [78]. Given that

LDX is leakage-free, a server cannot distinguish between two real

queries or between a real and fake query. One of the main technical

challenges in EXH is quantifying the query (or update) latency or

the queue size as a function of the arrival rate, the servicing rate,

and the size of the response length distribution. We refer the reader

to [24] for more details.

Technical challenges. The technical challenge when instantiating

tigro using EXH is that the latency analysis does not work. In [24],

EXH only considers a single user interacting with the data structure;

in our case, however, two users can concurrently query or update

the encrypted structure. In particular, if the two users concurrently

send two operations, only one is executed. At the same time, the

other one has to wait due to the locking mechanism. Such a lock

substantially changes the latency analysis as, now, the operations

can potentially remain in the queue longer than the single client

setting.

K.1 Efficiency Analysis
In the following, we first study the efficiency of EXH when there is

a locking mechanism on the entire encrypted structure. We then

discuss the overall efficiency of the more high-level protocols.

Multi-class queue model. We focus on the query queue for our

analysis, but a similar argument can be made for the update queue.

Let Q1

𝑞 and Q
2

𝑞 denote the query queue of the first and second users.

Our first observation is that the existence of the lock enforces a

fixed order on the operations in both Q1

𝑞 and Q2

𝑞 based on the time

of arrival of the queries. As a result, we consider an abstract shared
queue Qsh

𝑞 that stores both elements in Q1

𝑞 and Q
2

𝑞 ordered based on

their arrival times. One can then observe that the expected latency

as well as the expected size of the queue Qsh
𝑞 is an upper bound on

the expected latency and the expected queue size of both Q1

𝑞 and

Q2

𝑞 . Such a queue is referred to as a multi-class queue in queuing

theory. The analysis of such a queue mainly depends on the arrival

and servicing rates of the individual queues. Another contribution

we make here is we also provide alternative modeling of the queue-

ing system in [24], which has been made possible also since the

response length is always equal to 1 in tigro as we are working with
dictionaries instead of multi-maps. For our queue analysis, instead

of going through the birth-and-death process using the transition

rate matrix and then calculating the probability-generating function

using the balance equations, we use the notion of queueing systems

with vacation, which we describe below. In particular, we equate

processing a fake element, which is required when the queue is

empty in EXH, to the vacation period the server takes when a queue
is empty. For our analysis, we assume that the arrival processes for

both queues are a Poisson process with arrival rates 𝜆1 and 𝜆2 and

exponential servicing rates 𝜇1 and 𝜇2.

Queues with vacation. Conceptually, one can equate the time

spent processing a fake element, which is required when the queue

is empty in EXH, to the vacation period the server takes when a

queue is empty in a standard queue. In particular, a vacation is

defined as the period between the queue is empty until an element

arrives in the queue. Such a period is equivalent to the period

needed to process a fake element. We denote such a system as

M/M/1 where consider a Poisson arrival process with rate 𝜆, an

exponential servicing rate with rate 𝜇, and vacation time with rate
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𝜇. The expected number of elements in the queue is equal to,

𝑆 =
𝜌

1 − 𝜌 ,

and the expected latency can be derived using Little’s Law as

𝐿 =
1

𝜇 · (1 − 𝜌) .

We refer the reader to [121] for more details. Now, we go back to

our multi-class queuing model where the underlying queues are

bothM/M/1 queueing systems with parameters 𝜆1, 𝜇1 and 𝜆2, 𝜇2.

The resulting multi-class queuing system is a hyper-exponential

M/H2/1 with vacation where the expected (shared) queue size is

equal to

𝑆sh =
𝜆 · E[𝑆2]

2

·
(

𝜆

1 − 𝜌 +
1

E[𝑆]

)
where

E[𝑆2] = 2𝜆1

𝜆 · 𝜇2

1

+ 2𝜆2

𝜆 · 𝜇2

2

, E[𝑆] = 𝜌

𝜆
and 𝜌 =

𝜆1

𝜇1

+ 𝜆2

𝜇2

and 𝜆 = 𝜆1 + 𝜆2. The expected latency can be derived from Little’s

Law such that,

𝐿sh =
𝑆sh

𝜆
.

We refer the reader to [164] for more details. We are now ready to

state our main efficiency Theorem.

Theorem K.1. Given aM/M/1 queueing system with arrival rate
𝜆 ∈ R>0, servicing rate 𝜇 ∈ R>0, vacation rate 𝜇, EXH with the
locking mechanism has the following asymptotics: the expected size
of the query queue is at most 𝑆sh, the expected query latency is at
most 𝐿sh, the expected communication complexity is 𝑂 ( 𝜇𝑖

𝜆𝑖
· log𝑁 ),

and the round complexity is 𝑂 ( 𝜇𝑖
𝜆𝑖
), for 𝑖 ∈ [2].

The proof of the theorem follows directly from the analysis of

the multi-class queueing system stated above. The communication

complexity and the number of rounds are exactly equal to the ones

stated in [24] with the assumption that LDX is instantiated using a

constant client-side ORAM such as OptORAMa [20].

Efficiency of 𝛴GDX, 𝛴BXB and tigro. The Put and Get of 𝛴GDX
,and GetMail and DropMail of 𝛴BXB have the exact asymptotics

as EXH stated in Theorem K.1 under the assumption of a Poisson

arrival, exponential servicing and exponential vacation. The asymp-

totics of the GetAnnotation protocol of tigro, assuming that the

for-loop over the contact list is executed in parallel, is summarized

in the following corollary. Note that we assume that the cost of

the anonymous network as a constant, and it does not show in the

asymptotics.

Corollary K.2. Given a M/M/1 queueing system with arrival
rate 𝜆 ∈ R>0, servicing rate 𝜇 ∈ R>0, vacation rate 𝜇,GetAnnotation
in tigro has the following asymptotics: the expected size of the query
queue is at most #Contacts𝑎 · 𝑆sh, the expected query latency is at
most 𝐿sh, the expected communication complexity is 𝑂 (#Contacts𝑎 ·
𝜇𝑖

𝜆𝑖
· log𝑁 ), and the round complexity is 𝑂 ( 𝜇𝑖

𝜆𝑖
), for 𝑖 ∈ [2],

The proof follows directly fromTheoremK.1 and the only change

is that there are #Contacts𝑎 queues and query processes running in
parallel. A similar result can be obtained for the Annotate protocol.

Leakage L𝛿tigro[EXH]
L𝛿tigro[EXH] (op) :

(1) if op = (init, 𝜆) ,
(a) set 𝑡 := 0;

(b) set v̆x := J tigro[EXH], init, 𝑡 ; ⊥ K;
(c) set Ĕ := ∅;

(2) if op = (hshk, 𝜆, 𝔦𝑎, 𝜏𝑎, 𝜑𝛽 , 𝔦𝑏 , 𝜏𝑏 , 𝜑𝛼 ) ,
(a) set 𝑡 := 𝑡 + 1;

(b) sample tid← $ {0, 1}𝑘 ;
(c) set v̆x as

Jtigro[EXH], hshk, 𝑡, 𝜑𝑎, 𝜑𝑏 ;

J𝛴BXB, crtbx, 𝑡, bxrank, 𝜑𝑎, 𝜑𝑏 , tid;

J𝛴GDX, init, 𝑡, 𝜆𝑎, 𝜑𝑎, 𝜑𝛼 , 𝜆𝑏 , 𝜑𝑏 , 𝜑𝛽 , tid;

⟨⟨ EXH, init, 𝑡, tid,L,V | ⊥ ⟩⟩KKK

(d) set Ĕ := ∅;
(3) if op = (ann, 𝜆, 𝜏𝑎, oid, anno, authlist) ,

(a) set v̆x := ∅ and Ĕ := ∅;
(4) if op = (gtanno, 𝜆, 𝜏𝑎, oid) ,

(a) set v̆x := ∅ and Ĕ := ∅;
(5) if op = (delanno, 𝜆, 𝜏𝑎, oid, authlist) ,

(a) set v̆x := ∅ and Ĕ := ∅;
(6) output (v̆x, Ĕ) ;

Figure 17

Remarks. The number of pairs, 𝑁 , in EXH is an upper bound

on the maximum number of pairs the dictionary will ever store.

This upper bound is set at setup time and cannot be exceeded. Note

that this is a limitation of using oblivious RAMs, as they are not

resizable. A more practice-conscious decision uses the recursive

variant of Path ORAM [162] instead of OptORAMa [20] as the

former is significantly more practical. However, using the recursive

variant of Path ORAM results in worse asymptotics. In particular,

the communication complexity of EXH becomes 𝑂 ( 𝜇𝑖
𝜆𝑖
· log

2 𝑁 ),

and the round complexity is 𝑂 ( 𝜇𝑖
𝜆𝑖
· log𝑁 ), for 𝑖 ∈ [2].

Concrete leakage. When using EXH in the subliminal mode, i.e.,

when the servicing rate is set independently of the arrival rate,

the concrete leakage of tigro is almost null. First, notice that the

leakage of the EXH-based encrypted grounded dictionary is only

composed of the vertices of the init operation, and the leakage has

no edges. Second, the concrete leakage of the EXH-based encrypted
box bank comprises the vertices of the init and crtbx operations and
has no edges. Finally, the concrete leakage of the EXH-based tigro
is solely composed of the vertices of the init and hshk operations
and also has no edges. In other words, EXH-based tigro only reveals
the existence of a box but does not reveal who owns it, when it is

queried or updated, or the number of boxes a given individual has

access to. The detailed leakage profile 𝛴GDX, 𝛴BXB and tigro when
instantiated with EXH are detailed in Figure 17.
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K.2 Empirical Evaluation
As a first step towards evaluating the practicality of tigro[EXH],
we implemented the concurrent multi-client version of EXH de-

scribed above which outsources its state to the server and uses

a coarse-grained lock to access it. As we will see in more detail

below, this adds two round trips and additional communication

needed to retrieve and upload the state, which significantly impacts

EXH’s performance—especially for larger structures. In fact, the

performance of this EXH variant was poor enough that it ruled out

tigro[EXH] as a practical solution for large mailboxes and we leave

the design of an efficient subliminal multi-client and concurrent

EMM as an important open problem.

Evaluation setup. We used the same experimental setup as in

[24], which we briefly recall here for completeness. We use the

Enron email dataset, which is a publicly available collection of

emails from approximately 150 Enron employees. Our experiments

are run on a machine with an AMD Ryzen 7 5700x processor and
32GB of RAM on a local network. First, we parse the Enron dataset

and randomly generate three multi-maps of sizes 2
12
, 2

12
, and 2

14
.

We evaluated the scheme with two clients that execute queries

concurrently. Their query arrivals follow a Poisson process, with

arrival rate of 4 for the first client and 2 for the second. We define

the service rate 𝜇 as the inverse of the time required by the server

to process a query.

Query latency. Though we set the query rate of the first client

to be twice that of the second, we observed only a small differ-

ence between the two clients. In the following, we report only the

numbers for the first client, but we refer the reader to Figure 18

for more details. The 75th percentile of the query latency was 87

milliseconds (ms), while the mean and maximum values were 70

ms and 383 ms, respectively. The query latency increased signifi-

cantly when we expanded the structure size to 2
14
. Specifically, the

75th percentile, mean, and maximum query latencies were 633, 429,

and 838 seconds, respectively. This is due to the large state, which

impacts the servicing rate. We believe that smaller arrival rates

could lead to slower growing queues but setting the service rate as

a function of the arrival rate breaks the subliminality of EXH.

Queue size. We noticed almost no difference between the queues

of the two clients. Figure 18 presents the maximum, mean, and

standard deviation of the queue size. For 𝑁 = 2
10
, the mean, max-

imum, and standard deviation of the queue size were 0.08, 9, and

0.49, respectively—values that are small and align well with the low

latency described earlier. However, when we increased 𝑁 to 2
14
, the

queue size grew significantly. Specifically, the mean, maximum, and

standard deviation of the queue size were 2, 120, 4, 506, and 1, 128,

respectively, which again aligns with the slow latency described

above.

L Ethical Principles
Our design goals are based on insights from numerous qualitative

studies, historical artifacts, and personal organizing experience,

and did not include any direct interactions with activists or their

data. While we do intend to involve activists directly in qualitative

implementation testing, grassroots optimization, and future work,

such involvement will be carefully protected by IRB privacy and

security protocols—we do not intend to release the tigro protocol
as a mainstream software application for use outside of academic

settings until resources are available for sufficient penetration test-

ing and maintenance. When it is ready for a full release, we intend

to develop educational materials and work closely with organiza-

tions to configure tigro to their needs, and continue to improve the

accessibility and usability of the tigro application.
Our experiments involved running traffic through the Tor net-

work. While our client set sizes were small, we wanted to further

minimize the load our evaluation imposed on the Tor network.

To do so, we avoided concurrent executions which would require

clients to open many Tor circuits in parallel, and also staggered

our evaluations across multiple days. This is consistent with Tor

community standards and specifications, for instance the Circuits

specification section, which notes that “excessive circuit creation

can impact the entire path of that circuit” [148]. The C Tor im-

plementation additionally rate-limits circuit creation per client IP

address. In the future, we hope to work with folks at the Tor Project

to better integrate Tor into the tigro protocol in a way that serves

activists in the context of the broader Tor user base.
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(f) Size standard deviation.

Figure 18: Query latency in seconds and queue size, where the arrival rates of the first and second queues are 𝜆1 = 4 and 𝜆2 = 2,
respectively. We varied the number of pairs 𝑁 within the set {210, 212, 214}.
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