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Abstract

Human motion is a behavioral biometric trait that can be used to
identify individuals and infer private attributes such as medical con-
ditions. This poses a serious threat to privacy as motion extraction
from video and motion capture are increasingly used for a variety
of applications, including mixed reality, robotics, medicine, and the
quantified self. In order to protect the privacy of the tracked individ-
uals, anonymization techniques that preserve the utility of the data
are required. However, anonymizing motion data is a challenging
task because there are many dependencies in motion sequences
(such as physiological constraints) that, if ignored, make the an-
onymized motion sequence appear unnatural. In this paper, we
propose Pantomime, a full-body anonymization technique for mo-
tion data, which uses foundation motion models to generate motion
sequences that adhere to the dependencies in the data, thus keep-
ing the utility of the anonymized data high. Our results show that
Pantomime can maintain the naturalness of the motion sequences
while reducing the identification accuracy to 10%.
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1 Introduction

Human motion data is a rich source of information with various
applications in medicine, Mixed Reality (MR), or robotics. As mo-
tion tracking systems become cheaper and easier to use, we are
now seeing more widespread adoption of motion tracking in ev-
eryday life. Examples of this are full-body motion tracking Inertial-
Measurement-Unit (IMU)-suits and similar IMU-trackers for MR
applications. Another example is the hand motion tracking most
MR headsets can now perform using video cameras. The captured
motion data is used for applications such as the animation of digital
avatars in social MR scenarios [22], the remote control [5] and train-
ing [40] of robots, as input modalities for MR devices in general [7],
or for the monitoring of rehabilitation efforts in medicine [35].
While these applications demonstrate how valuable motion data
can be, it also carries risks, as it is behavioral biometric data that
contains inherently sensitive information about the recorded per-
son. Identifying people through their gait (pattern of walking) has
long been a research topic for surveillance systems as it can be
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performed even on low-quality video data [44]. In recent years, 3D
motion capture data has also been investigated for gait recognition
purposes, and it has been shown that the identification of individ-
uals is simple and robust [8, 14]. Further, it has been shown that
diseases like Parkinson’s can be inferred from gait data [1].

Therefore, to prevent the user identification from motion data,
while preserving its utility, we require anonymization techniques
for full-body motion data. However, as prior work [8] has shown
motion data is difficult to anonymize while maintaining high utility,
because it contains a large number of correlations between data
points, which an anonymization must consider. Otherwise, it is
possible to break the protection or even reconstruct the original
data from the anonymized data [10, 43].

Therefore, we propose Pantomime, the first anonymization for
full-body motion sequences that is robust against re-identification
while enabling high utility. Pantomime uses foundation motion
models to hide the identity of people captured in motion data, which
makes it applicable to different motion data formats and eliminates
the requirement to train on the data it should anonymize. The
use of foundation motion models allows Pantomime to encode the
motion data into the motion space. Pantomime then anonymizes the
motion data in the motion space by adding random noise to it before
decoding the motion data back into its original space. The advantage
of this approach is that by adding noise to the motion space, we
create a new plausible motion that is similar to the original. By
increasing the noise, the new motion can be further away from
the original motion, and thus anonymization can be increased at
the expense of motion utility, allowing us to configure the privacy-
utility tradeoff of Pantomime.

Furthermore, using foundation motion models has the advantage
that they are trained on general motion data and therefore general-
ize well to different motions [36]. Because of this, Pantomime does
not require the enrollment of specific users or the tuning of the
model to specific datasets, as in previous work [29]. Moreover, Pan-
tomime is applied to the motion data time-step by time-step, making
it flexible in its application to motion data (e.g., when animating an
avatar in a MR chat application).

We investigate the privacy-utility tradeoff of Pantomime by mea-
suring the utility via naturalness and by comparing the similarity of
the anonymized sequence to the original using a user study. To mea-
sure the privacy protection we measure the person identification
accuracy with a state-of-the-art biometric recognition system [14].

Furthermore, we investigate how much of the individual com-
ponents (e.g., body shape, joint rotations, etc.) of the motion data
contribute to person identification. To better understand which
component requires anonymization. The contributions of this work
are as follows:
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Figure 1: Left a person in an IMU-suit. Middle a point light
display representation of motion data. Right a digital avatar.

e We propose Pantomime, the first general technique for an-
onymizing motion data that does not require training on
the dataset to be anonymized and can configure its privacy-
utility tradeoff.

e We evaluate Pantomime’s privacy protection using three
full-body motion capture datasets.

e We conduct a user study to investigate the naturalness and
action similarity of the anonymized motion sequences.

The paper is organized as follows. First, we introduce the back-
ground in Section 2. We then examine the relevant related work
in Section 3 before describing Pantomime in Section 4. We then
describe how we evaluated Pantomime in Section 5 and present the
results in Section 6. The paper ends with a discussion in Section 7
and a short conclusion in Section 8.

2 Terminology & Background

In the following we introduce the terminology, autoencoder back-
ground, the SMPL body model, and foundation models used in this

paper.

2.1 Terminology

Here we define the terminology for motion data and gait that we
use in this paper.

A foundation model is, as defined by Bommasani et al. [2]: "... any
model that is trained on broad data (generally using self-supervision
at scale) that can be adapted (e.g., fine-tuned) to a wide range of
downstream tasks". In this paper, we adapt motion models trained
on a large motion corpus for motion sequence encoding and decod-
ing to the task of anonymization.

Throughout this paper we will be working with motion sequences.
Motion sequences are time series of body poses. A body pose consists
of the position and orientation of all body parts of the captured
person at a given point in time. In this paper we will use two
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representations of body poses. The first is the representation as a
set of 3D points located at fixed body landmarks (e.g., shoulders) of
the person. The second is the representation as a body shape plus
the joint rotations of the individual body parts (e.g. arms, legs, ..).

Walking is a cyclic motion. For this work, we use the definition
of a gait cycle from Perry et al’ [34]. There, a full gait cycle is
completed when the feet are in the same relative position to each
other as they were at the beginning of the cycle.

For our user study we use point-light displays [6]. Point-light dis-
plays (see Figure 1) are a well-established method from psychology
for representing motion data. Instead of displaying the whole body,
only certain landmarks of the body are displayed as white dots
on a black background. The advantage of point-light displays is
that they allow viewers to judge the execution of a motion without
being influenced by the appearance of the person performing the
motion.

2.2 Autoencoders

Pantomime uses foundation models that use variants of Autoen-
coder (AE) architectures, and relies on some of the features of these
architectures. This is because anonymization is performed in their
latent space. Here we focus on the features of AE and its variants
that are important for Pantomime.

An AE [17] is a machine learning architecture consisting of an
encoder model and a decoder model. The encoder’s goal is to trans-
late the data into a much smaller latent space, which the decoder
then translates back into the original data space. In other words,
the encoder performs a compression of the data and the decoder
decompresses it back to its original form. The overall goal of the
model is to learn an efficient coding of the input data. Since the out-
put of the model should be the same as the input, it can be trained
unsupervised by using a reconstruction loss (e.g., Mean Squared
Error (MSE)) between the encoder input and the decoder output.
Variational Autoencoder (VAE) [16] is a type of AE that, instead of
learning a discrete latent code for a given input, maps the input to
the parameters of a probability distribution. A discrete latent code
is then drawn from this probability distribution and decoded into
the input space by the decoder. When training a VAE, the shape
of the learned latent distribution is often regularized by using a
Kullback-Leibler divergence [18] to resemble a normal distribution.
In this case, the learned latent space can be interpreted as a mixture
of normal distributions.

Several VAE variants exist. f-VAEs [11] use a weighted Kullback-
Leibler divergence to increase its influence in the loss and thereby
force a disentanglement of the dimensions of the latent code [3,
39]. Another type of VAE is a Conditional Variational Autoencoder
(CVAE) [39] that uses an additional label to constrain the latent
code of an input to be deterministic. In this way, only the label can
be fed to the decoder to generate a sample that belongs to the class
of the input label.

2.3 SMPL Body Model

The Skinned Multi-Person Linear Model (SMPL) [21] model is a body
shape model that uses blend shapes to represent the human body
shape for different poses. The SMPL decomposes the body shape
into a fixed identity-based body shape and a variable shape that



Proceedings on Privacy Enhancing Technologies 2026(2)

depends on the body pose, which is represented as joint rotations.
Due to this decomposition into static and dynamic body pose, the
SMPL model respects the body shape deformation that occurs in dif-
ferent poses, i.e. soft tissue deformations when a person is moving
compared to when the person is standing still. The SMPL model has
been trained to minimize the reconstruction error of high-resolution
3D body scans. For the remainder of the paper, the SMPL model is
defined as a differentiable function M(r, ®, ©, ) mapping the root
translation r € R3, root rotation ® € R, body pose as joint angles
© € R¥?, and identity-based body shape parameters § € R!®
to the vertices V € R*%%_ The joint positions J € R**?? can be
calculated from the vertices using a regressor matrix.

To find the SMPL model representation of a given body pose, we
perform 3D body fitting. The goal of the fitting is to find the best
parameters for the SMPL model to fit the given data of the body
pose (e.g. all limb positions of a person).

2.4 Foundation Models

In the following, we will introduce the two foundation motion
models VPoser and HuMoR that we use for Pantomime.

2.4.1  VPoser. VPoser [32] is a VAE that has learned the probability
distribution of plausible human body poses. It takes a single body
pose as input and tries to output the same body pose. Since it models
plausible poses, it can be used to judge whether a given pose is
plausible or not. This is used to fit the SMPL body model to given
motion data by using the model as a loss.

VPoser uses the normal distribution N (g, o) for its latent space.
The VPoser encoder takes body poses as joint angles © as defined
by the SMPL body model and outputs a latent code z given the
learned parameters ¢ and 6. The encoder can be formulated as
q¢(2:19:) = N (215 11y (©1), 0 (0;)). The latent code is then mapped
back into the original pose space by the decoder pg(©;|z;) to get
the reconstructed pose ©;.

2.4.2 HuMoR. HuMoR [36] is a CVAE that has learned the transi-
tion from one pose to the next. Unlike VPoser, it uses two successive
poses as input to its encoder and then tries to output the transition
from the first to the second pose with its decoder. With its focus
on pose transitions, HuMoR effectively models the distribution of
human motion. Like VPoser, HuMoR can be used to fit body models
to motion sequences.

HuMoR represents the state of a moving person as a matrix
x € R® consisting of root translation, root orientation, body
joint angles, body joint positions, and the velocities of root transla-
tion, root orientation, and joint positions. The encoder of HuMoR
takes two sequential states x; and x;_; as input and generates a
latent code z; via the parameterization of a normal distribution
qo(ze |, x0-1) = N (245 py (1, X¢-1), 04 (%2, X;—1)) with the learned
parameters ¢. The latent code z; is then decoded by the decoder
po(xt|zs, x,—1) into the state change Ag and the ground contacts ¢;
with the learned parameters 0. The reconstructed motion state x;
is then %y = x;—1 + Ag(z4, x4-1).
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3 Related Work

Below is an overview of research in the emerging field of motion an-
onymization that attempts to prevent identification. We categorize
the works according to the type of motion data they anonymize.

3.1 Body Shape Anonymization

Sattar et al. [38] investigated the privacy of body shapes extracted
from single images. They show that a person’s body shape is con-
sidered private information by performing a small user study, and
propose an adversarial perturbation to prevent the automatic ex-
traction of shape information from images. While this work is not
motion anonymization, it highlights the need for anonymizing the
body shape information that is implicitly contained in motion data.

3.2 Video Anonymizations

After motion data was identified as private information, some early
anonymization approaches were proposed to protect it from infer-
ence. An early approach to anonymize human gait in videos was
proposed by Tieu et al. [42], where the silhouette and a noise sil-
houette of a walking person are mixed using a Convolutional Neural
Network (CNN) trained similarly to a AE with the weighted MSE of
the original and noise silhouettes as the reconstruction loss. Hirose
et al. [12, 13] investigated how gait videos can be anonymized by
deforming the silhouette of the walking person and then computing
a new texture for it to preserve utility. The approach uses a AE
that learns a code for the silhouette of the walking person. It also
estimates the phase of the gait. Both the phase and the shape coding
are then anonymized before being fed to the decoder to generate a
new gait silhouette. The anonymization of the shape code is done
using a k-anonymity approach, where the k-nearest shape codes
are mixed and averaged with the encoded one. The last step is to
compute a new texture for the silhouette. Romero et al. propose
GaitGuard [37], a real-time anonymization for gait in the camera
view of MR devices, where the anonymization is offloaded to a local
server. For the anonymization itself, different approaches such as
applying Gaussian blur have been tested. The goal of GaitGuard is
to prevent pose extraction.

The anonymizations described above only work for 2D gait
videos and are therefore limited, as they cannot be applied to 3D
motion captures and do not work for motion data in general. How-
ever, the use of a AE for silhouette anonymization can be adapted
for 3D motion data.

3.3 Egocentric Video Anonymization

Thapar and Arora [41] propose an anonymization technique for
egocentric gait videos. In egocentric videos, the person using the
camera is never seen directly, as the camera captures the person’s
field of view. However, it is still possible to infer the identity of
the person recording the video. The anonymization technique uses
machine learning to estimate the rotation of the camera and then
adds the rotations of another video to anonymize it. Egocentric
video anonymization can be considered a special case of 3D motion
anonymization, since only the 3D rotation of the camera is anony-
mized. Full body motion data consists of a set of 3D positions and
rotations, so this approach is not applicable.
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3.4 Motion Capture Anonymization

Malek-Pdjaski and Deligianni [24] developed an anonymization
technique for 3D motion capture that extracts features that do not
allow identification but can still be used for affect recognition. They
attempt to separate the information needed for affect recognition
from the information used for identification by using two AE. One
AE is trained to be subject-specific and one AE is trained to be affect-
specific. The disadvantage of this approach is that the AEs have to be
trained on the dataset to be anonymized. Moon et al. [27] proposed
an adversarial anonymization scheme for 3D motion capture data in
which a machine learning model is trained to minimize the identity
recognition and maximize the action recognition. Both approaches
are not suitable for preserving the naturalness of the motion data (as
determined by a user study), since the benefit must be quantifiable
so that it can be used as a loss in the training of these approaches.

Simple Anonymizations. Moore et al. [28] suggest using only the
velocities of the motion sequences and Miller et al. [26] suggest us-
ing only the joint rotations to reduce identifiability. Meng et al. [25]
additional propose adding noise to the joint rotations. Hanisch et
al. [8] investigated the effect of various simple anonymization tech-
niques such as noise injection or removal of specific body parts
from 3D motion capture data. All of these simple anonymization
techniques fail to achieve a good privacy-utility tradeoff and show
that identity recognition is possible even on heavily corrupted data.

Mixed Reality Anonymizations. Nair et al. investigate how the
(motion) data collected by Virtual Reality (VR) headsets can be
anonymized. They proposed a framework called MetaGuard [30]
which claims to protect various attributes collected by VR headsets.
Their second proposal Deep Motion Masking (DMM) [29] is a ma-
chine learning approach which reduces identity similarity while
maintaining action similarity. The evaluation of the approaches
performed in [29] shows that DMM is effective and can anonymize
motion sequences of different datasets against different attackers,
but MetaGuard is not effective and does not provide sufficient pro-
tection. The drawback of DMM is that it requires a large training
dataset and is application specific for the data it was trained on.

3.5 Summary

In summary, previous work is limited in several ways. They either
require large amounts of training data, are action specific (gait
only), cannot be applied to full body motion data, do not preserve
the utility of the data, or are simply not effective.

4 Methodology

As previous work [8, 29] has shown, anonymizing motion data is a
challenging task. The main problem is that motion data contains
a large number of dependencies between the individual tracked
points, and constraints such as the maximum degree of flexion of
certain joints. In addition, the physiology of the person performing
the motion is important, as it strongly influences how motions are
executed to perform the same action. For example, a tall person will
bend their shoulder joint differently to grab an object from a table
than a shorter person in the same situation. Because of all these
dependencies, directly modifying the data is either not effective be-
cause the dependencies can be used to reconstruct the original data,
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or the modification has to be very strong, which greatly reduces
the utility of the motion data. Another interpretation of the depen-
dencies is that they represent redundancy in the data, since the true
dimension of the motion data, which can be changed independently,
is much smaller than the recorded positions.

The main idea of Pantomime is to remove as many of the depen-
dencies described above as possible before performing anonymiza-
tion, and then reintroduce the dependencies after anonymization
to generate a new sequence of motion data. We perform the de-
pendency removal by mapping a motion sequence into the motion
space of a foundation motion model. We then anonymize the mo-
tion sequence in the motion space by adding noise to it. Finally, we
map the anonymized motion sequence back to its original position
space.

4.1 Requirements

The two main goals of motion anonymization are to prevent the
identification of an individual from their respective motion se-
quences, and to preserve the utility of the motion sequences for the
application for which they are intended. For Pantomime, the utility
goals are naturalness and action similarity. Naturalness means that
the motion sequence appears as a genuine motion sequence to a
human observer. And action similarity means that the action in
the anonymized sequence should be as similar as possible to the
original one. We chose naturalness because for many applications
of full-body motion data, such as social interactions in MR, it is im-
portant that the motions appear believable and realistic. The action
similarity should prevent our anonymized motion sequences from
deviating too much from the original ones, otherwise we could
just generate random motion sequences to satisfy the naturalness
goal. In addition, it would be beneficial to meet the following re-
quirements derived from common applications of motion data. The
first application requirement is the applicability of anonymization
to full-body tracking, since even from sparse input data, such as
tracking from MR devices, the full-body pose can be estimated. The
second is that the anonymization should be general with respect to
the format in which the motion data is captured, since motion cap-
ture systems vary in the number of points tracked and the specific
body landmarks that are captured.

4.2 Adversary Model

The main goal of the adversary is to identify which person belongs
to which motion sequence. We assume a strong adversary as de-
scribed by Hanisch et al. [8] in that the adversary is aware of the
existing anonymization and can adapt their attack to it. The adver-
sary becomes stronger by adapting their attack, resulting in more
rigorous evaluation results. To achieve their goal, the adversary
uses a biometric recognition system to perform identification. To
train the recognition system and learn templates for each person
under attack, the adversary has access to clear motion data of these
people. Since the adversary knows the anonymization used and
its parameters, they can anonymize the clear data. By training the
recognition system on anonymized data, the attacker can adapt the
recognition system to the changes that the anonymization makes
to the original data, and thus adapt their identification attack to the
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anonymization, thus posing a greater challenge to the anonymiza-
tion.

4.3 Anonymizing Human Motion

We will now explain how Pantomime works. As a first step, we unify
different motion capture formats into the format of the SMPL model
by performing a fitting step. This step is necessary because we want
Pantomime to be general enough to work with different formats
of motion data. After transforming the original data into SMPL
data, we map the data into the motion space of a foundation motion
model and then perform anonymization by adding noise to the data.
The intuition here is that since the motion space encodes plausible
motions, by modifying the input data in this space, we end up with
a plausible motion for the output of the anonymization. In contrast,
performing anonymization by adding noise to the original position
data quickly leads to implausible motions because the individual
points are modified without adhering to the given physiology of
the body or physics. The final step is to decode the anonymized
motion space data back into the SMPL model format and then back
into the original motion data format.

In the following, we describe the different steps of our anonymi-
zation pipeline for Pantomime, an overview of the whole process
can be seen in Figure 2.

4.3.1 SMPL Model Fitting. To unify the motion data formats, we
perform a fitting of our original motion sequence to the SMPL body
model using the HuMoR [36] fitting method. This way all of our
motion sequences have the same format and can be used with the
same foundation motion models. The fitting process is a function
optimization that is performed for each pose of a motion sequence
to find the best SMPL parameters to represent that pose.

Given an observed motion sequence, we try to find the param-
eters of the SMPL body model M(r, @, ©, f§) that best describe the
sequence. To perform this function optimization, three loss terms
must be minimized. The first is the plausibility of the motion. Here
we use either VPoser or HuMoR as a prior to measure the plausi-
bility of a given pose (VPoser) or the plausibility of a given pose
transition (HuMoR). The second loss term is a reconstruction loss
comparing the original with the found SMPL joint positions using
MSE. Since the skeletons between motion data representations may
have different kinematic structures, we define a mapping between
the SMPL body model skeleton and the dataset we are trying to fit
to compute this reconstruction loss. The third loss is a regulariza-
tion term that enforces consistency of bone length, ground contact,
ground position, and body shape across the entire motion sequence
(i.e., bone length and body shape should not change much during a
single motion sequence). The weighting of the three loss parts is
dataset specific and is determined by performing a hyperparameter
optimization to find the optimal values. A more detailed description
of the loss terms can be found in [36].

This first step can also be seen as a decoupling of the dependen-
cies, since the original position data is split into the body shape
p and the joint angles O, effectively decoupling these two aspects
of the data. While this has a positive effect on the anonymization,
the downside is that the fitting process decreases the quality of the
original data.
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4.3.2  Encoding the Motion Sequences. Next, we encode the mo-
tion sequences into the latent space of a foundation motion model.
The foundation model used for this step is interchangeable, as
Pantomime only requires that it be a VAE that encodes from the
SMPL parameters to a latent space of plausible poses or pose tran-
sitions and back to the SMPL parameters. The rationale behind
this requirement is that VAEs compress the original data by remov-
ing dependencies [3, 39] (i.e., correlations) between data points,
and thus our anonymization no longer needs to adhere to these
dependencies for effective anonymization. In other words, by an-
onymizing in a space of plausible motions, where similar motions
are close to each other, the resulting motion is plausible and similar
to the original, thus preserving the data’s utility. We will later test
this assumption through a user study. In this paper, we use VPoser
and HuMoR as two possible foundation motion models that satisfy
this requirement. However, it is important to note that VPoser only
takes the body pose (joint angles ©) as input, while HuMoR also
requires the root orientation, root translation, and body shape.

4.3.3 Anonymizing the Latent Code. Now we anonymize the latent
code. To do this, we draw a noise vector p from a normal distribution
N(p,0) with p = 0 and 0 = 1 and add it to the latent code z;
at time step ¢t. We chose normal distributed noise because VAEs
regularize their latent space to be normal distributed and adding two
normal distributed random variables results in a normal distributed
sum [19]. Since the decoder expects a normally distributed random
variable as input, this should result in the least utility loss. We
chose the mean y to be 0 and the ¢ to be 1 because we do not
want to introduce a bias into the anonymized motion sequences.
With a mean of 0, the resulting distribution of anonymized motion
sequences will cluster around the original motion sequence. The
noise vector p is scaled by the scalar y to make the anonymization
configurable by increasing the distance in motion space to the
original sequence. There are two different modes for adding the
noise. In variable we draw a new noise vector p, for each time-
step z;, giving us a; = yp; + z; for the anonymized latent code a;,
while in static we add the same noise vector p to each z;, giving us
ar =yp+z.

4.3.4 Decoding the Motion Sequence. The last step is to decode
the anonymized latent code a; into the parameters of the SMPL
body model using the motion model, and from there back into the
original position format. Note that for Pantomime, we only focus on
the anonymization of the body pose, the ® parameter of the SMPL
body model. We do not consider the anonymization of the body
shape, the root translation, and the root orientation and remove
them by setting their respective parameters to zero. We do this
because we assume that a person who wants to be anonymous will
choose a digital body that does not resemble them, including the
body shape. The root translation and orientation can be estimated
from the resulting motion sequence.

5 Evaluation

We now evaluate the privacy-utility tradeoff of Pantomime to under-
stand how much noise must be added for effective anonymization
and how much utility is retained. We also test the assumptions we
made when designing Pantomime.
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Figure 2: The Pantomime anonymization pipeline.
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5.1 Datasets

We select our datasets to include a large number of full body motion
capture sequences with a preference for the gait task, as this has
been shown to be highly identifiable. For our evaluation datasets,
we do not want overlap with the datasets used to train the founda-
tion models that we use for anonymization. Therefore, the founda-
tion motion models must be able to generalize to new datasets that
they did not encounter during training. Thus, we do not use the
AMASS [23] dataset, or any of the datasets included in it, because
AMASS was used to train VPoser and HuMoR.

For our evaluation, we use the CeTI-Locomotion [9], Horst-DB [14],
and HuMMan [4] datasets. CeTI-Locomotion includes a variety of
walking modalities as well as sit-to-stand exercises in which par-
ticipants stand up and then sit down as quickly as possible. The
dataset was recorded from 50 healthy participants using an IMU
suit that captures the relative motion of each body part. In combi-
nation with the anthropomentric measurements of the participants,
the 17 body segment positions are calculated. Horst-DB contains
only one walking modality and was recorded using optical motion
tracking with 54 reflective markers attached to body landmarks
such as joints or the iliac crest. The resulting data are scalar val-
ues for the x,y,z positions of each of the markers. The HuMMan
dataset was recorded for action recognition. We specifically use
the motion generation subset which contains actions performed by
participants recorded by a camera dome. We use the already fitted
SMPL parameters for our experiments. As there are not enough
samples for each participant and each action we had to filter the
HuMMan dataset (see Section 5.2.1 for details).

The main difference between the three datasets is that CeTI-
Locomotion includes several different walking modalities (normal,
fast, carrying a backpack, and carrying a bottle crate) plus an ad-
ditional sit-to-stand exercise. Further, the HuMMan dataset was
designed for action recognition containing a high number of similar
actions and does not require the SMPL fitting as the data is already
in the SMPL parameter format.

Also, the HuMMan camera tracking and the IMU tracking are
less accurate than optical marker tracking, which is considered the
gold standard of motion tracking. See Table 1 for a comparison of
the three datasets.

5.2 Implementation

Here we describe the implementation details for both Pantomime
and the biometric recognition systems we will use for our experi-
ments.

Latent
Data
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Position
Data

SMPL
Data

SMPL rendering

Foundation Motion
Model Decoding

Table 1: Overview numbers of the used evaluation dataset

Name Points | Participants | Tasks | Samples
CeTI-Locomotion | 17 50 5 4672
Horst-DB 54 57 1 1140
HuMMan (fltered) | 17 55 117 | 2294

5.2.1 Data Preparation. We preprocess all of our evaluation datasets

to have a frame rate of 30 Hz, the same as in the previous work [36].
For the Horst DB dataset, we additionally trim the samples to ex-
actly one gait cycle (see Section 2.1) using the additional force plate
data and a threshold to identify the first and last pose of the cycle,
as described by Horst et al. [14]. For the HuMMan dataset we have
to filter the participants and actions to have enough samples for
each. We first select only the participants which have at least 40
samples and then from these samples filter all actions that have less
then 10 samples. This results in 55 participants, and 117 actions,
with a total of 2294 samples.

5.22  SMPL Parameter Fitting. Overall, the goal of the fitting is to
find the parameters of the SMPL model (M(r, ®, ©, §)) that match
the positions of the input data as closely as possible, as well as to
achieve a high plausibility with the used foundation motion model
(here HuMoR or VPoser). The foundation motion model is used
here to enforce the generation of only plausible motions for the
SMPL poses. To fit our two evaluation datasets we use the code of
HuMoR [36], which implements the whole process in three steps. In
the first stage, the root translation and rotation are optimized using
VPoser as a prior, in the second stage, the entire SMPL parameters
are optimized using VPoser as a prior, and in the third stage, HuMoR
is used as a prior for the optimization. Since the code performs the
optimization first with VPoser and then with HuMoR, we use it to
generate both fits.

To perform the fitting for the CeTI-Locomotion and Horst-Study
dataset (the HuMMan dataset already is in the SMPL format), we
need a mapping from our motion data joint positions to the SMPL
joint positions (i.e., which positions in our data correspond to which
position in the SMPL joints). We created the mapping manually
as follows. For CeTI-Locomotion this mapping is undercomplete
because CeTI-Locomotion has only 17 joints while the SMPL model
has 21. For the Horst DB, it is the other way around because the
datasets tracked 54 points, some of which are ignored while others
are combined to better match the joint positions of the SMPL body
model. Joint positions for which there is no matching position in
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the original data are set to infinity. To obtain good fitting results,
we perform hyperparameter optimization on both datasets to find
the weights for the fitting losses described in section 4.3.1. Due to
the length of the fitting process, we perform the hyperparameter
optimization on 10 random motion sequences of each dataset and
then use the found parameters for all of them. We excluded some
motion sequences from both datasets because the SMPL fitting
process failed for them (producing NaN values at some stage of
the process), and we were unable to obtain an SMPL body model
representation. In both datasets, this accounted for less than 1% of
the total motion sequences.

Although the SMPL model fitting allows Pantomime to be gener-
alized by unifying and anonymizing other motion data formats, the
quality of the motion data is reduced by the fitting and the fitting
process itself is slow and resource-intensive.

As Pantomime removes the root translation from the sequences,
we estimate a new root translation for the anonymized sequences by
using the absolute trajectory of the right foot as the root translation.

5.2.3 Biometric Recognition System. For the biometric recognition
system, we adapt a state-of-the-art method used in previous work [8,
14], in which the motion sequence is resampled to a fixed 100
frames and then flattened into a single vector. Note that fixed-
length sequences are only used for evaluation. Anonymization
can be performed on sequences of arbitrary length. The samples
are then divided into 80% training data and 20% test data in a
stratified fashion, while keeping the same percentage of samples
per identity class. To account for the randomization during the
data splitting we run every experiment 10 times and report the
average value, as well as the 95% confidence interval. We use the
same system for action recognition, but there we split the data so
that a single participant’s samples are either in the test data or in
the training data. This should prevent the system from learning
actions for specific people and test generalization. The datasets are
then processed independently. Each dimension of the feature vector
is min-max normalized before its dimensionality is reduced using a
principal component analysis (PCA). As a classifier, we use a Support
Vector Machine (SVM) with a radial basis function (RBF) kernel,
which is trained in a 5-fold stratified cross-validation procedure
using balanced accuracy as a metric. The final result is obtained by
running the SVM on the test data. The recognition system is always
trained on the anonymized data of the anonymization we are testing,
as defined by our adversary model. In addition to this simple SVM
system, we use a variation of EKYT [20], a deep learning recognition
system that uses a DenseNet architecture. This architecture works
well with medium-size datasets, such as the ones we use. We use
the same training-to-test data ratio as we do for the SVM system.
We train for 200 epochs, with a batch size of 1280 using Adam as
the optimizer and a learning rate of 0.001 and a learning step size
of 50.

5.24 Code Availability. We implemented the biometric recognition
system using Python, scikit-learn [33] and PyTorch [31]. Pantomime
itself is implemented in Python on top of the existing HuMoR
code [36]. The anonymization and evaluation code for Pantomime
can be found here: https://github.com/kit-ps/Pantomime-Motion-
Data- Anonymization-using-Foundation-Motion-Models/blob/main/.
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5.3 Experiments

Here we detail the experiments we performed to investigate our un-
derlying assumptions in designing Pantomime, and then to evaluate
Pantomime’s privacy-utility tradeoft.

5.3.1  Assumptions & Baseline.

Baseline Identification & Action Recognition. First, we establish
an identification and action recognition baseline on the original
position data, against which we will later compare the anonymi-
zation results of Pantomime. This will allow us to evaluate how
good Pantomime’s privacy protection is and how much utility we
lose as a result. In our baseline identification experiment E1, we
train and test the biometric recognition system on the dataset to
perform person identification. To do this, we split the dataset into
a test and a training part of the dataset, with each person having
different samples in both partitions. We then train the biometric
recognition system on the training dataset in a supervised manner.
We then determine the identification performance on the test set.
In the action recognition baseline experiment E2, we determine
the baseline action recognition performance. We now train and test
an action recognition system. Unlike for person identification, we
split the dataset so that a person is either in the test or training
dataset to avoid the system learning the unique action performance
of a person and to better generalize. We then measure how well
the system can identify the action performed in the sample.

Identification Potential SMPL Parameters. The unification of the
motion data in the SMPL body format splits the data into motion
data (poses as joint angles ©), body shape f, root translation r, and
root orientation ¢. Pantomime focuses only on anonymizing the
motion data of the poses. For the remaining SMPL parameters, we
test how much identification potential they have on their own.

For E3 we use the SMPL body model fits from both VPoser
and HuMoR for our motion data where specific components are
removed by setting them to zero. We then generate new position
data for the classification. We expect the body shape and poses
alone to carry a high identification potential, as has been shown in
previous studies [8, 38]. For the root translation and especially for
the root rotation we expect a lower identification potential, because
these are single vectors, which should carry less information than
the body poses.

Noise Mode Comparison. We assume that adding the same noise
vector to all poses of a motion sequence (static noise mode) will
perform better than adding a new noise vector to each pose (vari-
able noise mode). In our noise mode comparison experiment E4,
we run both modes with different values of the noise scaling y on
the original motion data to test this assumption. We then measure
privacy by performing identification with our biometric recognition
system. We expect that the static noise mode will always outper-
form the variable noise mode. Since a motion sequence is a time
series of poses, two consecutive poses will be very similar to each
other because a person cannot move much in a single time step.
Adding different noise vectors to two similar poses makes it eas-
ier to separate the noise from the underlying data, since much of
the difference between the two poses after the noise is added is
the noise. If we add the same noise vector to both poses, then the
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Table 2: The combinations of motion representations, an-
onymizations, and protection targets which we use in our
privacy-utility tradeoff.

motion rep. anonymization protection targets
original direct 10%, 20%
SMPL (VPoser) | direct, VPoser, HuMoR | 10%, 20%
SMPL (HuMoR) | direct, VPoser, HuMoR | 10%, 20%

difference between the two poses is still the same as it was before
anonymization, and we cannot distinguish noise from data.

5.3.2  Privacy-Utility Evaluation. In our privacy-utility experiment
E5 we evaluate the privacy and utility of Pantomime. For a better
comparison, we not only study how noise injection into the latent
space affects the privacy-utility tradeoff, but also test applying noise
directly to the original data and the fitted SMPL representation. Due
to the different representation of the motion sequence (original,
SMPL fit, latent code), the noise parameters of our different an-
onymization techniques are not directly comparable. For example,
adding the same amount of noise to the position of a joint will
have a different effect than adding noise to the joint rotations of
an SMPL fit. In order to achieve comparability between where we
apply noise, we define protection targets. A protection target is a
given value of recognition accuracy, for example 20%. We then tune
the noise parameters of our anonymization to achieve the given
target (+2%). In this way, the anonymization performance of our
techniques is the same, and we can directly compare the utility
of our approaches to judge which anonymization has the better
tradeoff. An overview of all combinations of motion representation,
anonymization, and protection target is given in Table 2.

We conduct a more thorough test of identification on recogni-
tion target motion sequences in E6. Here, we use EKYT biometric
recognition to conduct another identification experiment. The ra-
tionale is to use a different system than the one used to select the
recognition targets to determine whether other biometric systems
might perform better than the simple SVM system employed in the
other experiments. Additionally, we perform majority voting on all
test motion sequences of a given participant to determine whether
this improves identification.

We investigate utility by performing action recognition on the
CeTI-Locomotion and HuMMan datasets and by conducting a user
study on the CeTI-Locomotion and Horst-Study datasets. We inves-
tigate two utility goals in our user study, the first is the naturalness
of an anonymized motion sequence, and the second is the motion
similarity between an original and corresponding anonymized mo-
tion sequence.

VPoser only works on a single pose at a time, while HuMoR
works on the pose transition and thus on pose pairs. Due to this,
and the better overall performance for pose fitting reported by
HuMoR [36], we expect HuMoR to do a better job of removing the
dependencies, and therefore Pantomime to achieve better utility.
Furthermore, we expect Pantomime to achieve better utility than
adding noise to the original pose data, regardless of the foundation
motion model chosen.
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Figure 3: Example rendering of a motion sequence
used during the user study. Link to animated exam-

ples: https://github.com/kit-ps/Pantomime-Motion-
Data- Anonymization-using-Foundation-Motion-
Models/blob/main/Pantomime-Examples/.

5.4 Utility / User Study

For utility, we investigate how natural the anonymized motion
sequences appear and how similar the actions are compared to the
original motion sequence. We do this by conducting a user study
similar to prior work [43] on the evaluation of biometric anony-
mizations. We use two tasks to evaluate our objectives. In the first
task, we show participants a single motion sequence. The partic-
ipants then rate how natural the sequences appear by answering
the question "Is this a natural human motion? The rating is done
on a 5-point Likert scale from "very unnatural” (1) to "very natu-
ral" (5). In the second task, we show the original sequence next to
an anonymized version of the sequence. Participants then answer
the question "How similar are the motions performed in the two
videos?" by rating on a 5-point Likert scale from "very dissimilar”
(1) to "very similar" (5).

We conducted an online survey in which participants were
shown different motion sequences from the CeTI-Locomotion and
Horst-DB datasets as short video sequences (see Figure 3 for an
example) rendered at 20 frames per second. We reduced the render-
ing from 30 to 20 frames per second to allow users to better judge
the execution of the motion. The motion is rendered as point-light
displays to reduce the influence of appearance and to focus on
the motion. From the Horst DB, we randomly select four motion
sequences, two from male participants and two from female partic-
ipants. From CeTI-Locomotion, we randomly select two male and
two female motion sequences for the modalities gait-normal, gait-
fast, gait-bottle-crate, and sit-to-stand. These 20 motion sequences
were anonymized with a subset (original+direct, HuMoR+direct,
HuMoR+HuMoR, VPoser+direct, and VPoser+VPoser) of the com-
binations described above (see Table 2) for the protection targets
of 10% and 20%. We publish an overview! of the motion sequences
used and their anonymized variants alongside this paper. Since we
perform two tasks (naturalness and similarity see above) and add
the original sequences, this results in 440 unique questions. From
this question pool, each participant answers 40 random questions.

Uhttps://github.com/kit-ps/Pantomime-Motion- Data- Anonymization-using-
Foundation-Motion- Models/blob/main/Pantomime-Examples/


https://github.com/kit-ps/Pantomime-Motion-Data-Anonymization-using-Foundation-Motion-Models/blob/main/Pantomime-Examples/
https://github.com/kit-ps/Pantomime-Motion-Data-Anonymization-using-Foundation-Motion-Models/blob/main/Pantomime-Examples/
https://github.com/kit-ps/Pantomime-Motion-Data-Anonymization-using-Foundation-Motion-Models/blob/main/Pantomime-Examples/
https://github.com/kit-ps/Pantomime-Motion-Data-Anonymization-using-Foundation-Motion-Models/blob/main/Pantomime-Examples/
https://github.com/kit-ps/Pantomime-Motion-Data-Anonymization-using-Foundation-Motion-Models/blob/main/Pantomime-Examples/

Proceedings on Privacy Enhancing Technologies 2026(2)

Table 3: The influence of the individual parameters of the
VPoser and Humor SMPL fits on the identification given as
accuracy (95% confidence interval)

datasets .
SMPL para. CeTI-Locomotion | Horst-DB
shape () 0.6 (0.59, 0.6 0.46 (0.43, 0.49
joint poses (©) [PIN( 0 1.0 (1.0, 1.0)
VPoser
root trans. (r) 0.4 (0.4, 0.4 0 0.5, 0
root orient. (P) ENUSEXORENI 0.94 (0.93, 0.95)
shape (f) 0 0 0.1 (0.09
joint poses (0) [ISEN( 0.19 0.47 (0.45, 0.49
HuMoR

root trans. (r) 0 0.2, 0 0.38 (0 0.39

root orient. () ENEX(©

5.5 Ethical Considerations

The user study data collection was approved by the ethics com-
mission of the Karlsruhe Institute of Technology (research project
"Utility of Anonymized Motion Sequences") and was conducted in
accordance with the Declaration of Helsinki. All data was collected
in an anonymous online survey in December 2024 using an online
recruitment platform? to recruit 224 participants (112 male, 112
female; mean age 30.8, std 9.57). Participation took a median of 7:47
minutes and participants were paid an average of 10.71£ per hour.

The CeTI-Locomotion and Horst-DB datasets used in this study
were both approved by their respective ethics committees and their
participants gave written informed consent to participate in the
data collection.

6 Results

Here, we describe the results of our experiments, similar to the
evaluation section, where we start with the results of testing the un-
derlying assumptions for Pantomime before describing the results
of the privacy-utility evaluation.

6.1 Assumptions & Baseline

We start with the baseline identification experiment E1 and the
action recognition experiment E2. For both CeTI-Locomotion and
Horst-DB we observe that the identification recognition accuracy
for the original position data is high with 83% and 96%, respec-
tively, however, for HuMMan we only achieve 26% recognition
accuracy. For the CeTI-Locomotion and HuMMan datasets, we also
perform action recognition to classify which of the actions was
performed in a motion sequence, achieving an accuracy of 80% for
CeTI-Locomotion and 47% for HuMMan. Overall, these results are
in line with prior work and show that the recognition systems used
for identification and action recognition work, however, identifi-
cation works significantly worse for the HuMMan dataset as this
dataset was not designed for identification.

For E3 we look at the difference in identification accuracy when
using only certain parts of the data in their SMPL representation
using the CeTI-Locomotion and Horst-Study dataset. In Table 3 we

Zhttps://prolific.com
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Figure 4: Comparison of the static noise vs. variable noise
mode of directly applying noise to the original data of both
CeTI-Locomotion and Horst-DB over different y noise scaling
choices.

report the identification accuracy for the data when using positions
generated from the SMPL representation with only the specific
parameter intact, while the rest of the parameters are set to zero.
We find that most parameters have a high identification potential
(greater than 50%) on their own. The lowest identification potential
is observed for the SMPL fit of the CeTI-Locomotion data using
HuMoR. But even here, the individual parameters have significantly
more identification potential than the chance level (2%) for CeTI-
Locomotion. This leads us to conclude that anonymizing only the
SMPL joint poses in the latent space is not sufficient, as the re-
maining components of the SMPL body model can be used for
identification. This justifies our decision to set the remaining pa-
rameters to zero.

Next, we report the results for our noise mode experiment E4,
see Figure 4. For both datasets, we can see that the variable noise
mode is always outperformed by the static noise mode when using
the same noise scaling y. When visually inspecting the resulting
motion sequences using a rendering of the sequence, it can also be
seen that the variable approach leads to a very visible shaking of
the joint points, the injected noise becomes visible in the motion
execution.

Since two consecutive poses are very similar to each other, chang-
ing the noise vector for each pose makes it easier to distinguish
what is the real data and what is the noise addition. Our conclusion
from this experiment is that the static noise mode is the better mode
to add noise to the data because it always outperforms the variable
noise for identification reduction.

6.2 Privacy-Utility Results

To investigate the privacy-utility tradeoff E5, we first report the
action recognition results for the CeTI-Locomotion and HuMMan
datasets, before doing the main comparison using our user study.
Comparing the direct anonymization on the original data with all
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the anonymizations on the adjusted data, we see that the adjusted
data drops faster in person identification than in action recognition.
For example (see Figure 5), at 60% action recognition accuracy, the
original data is still at about 15% identification accuracy, while the
fitted data is much lower and close to 5% accuracy. Surprisingly,
there does not seem to be a difference if the anonymization on
the fitted data is performed directly on the positions, the SMPL
joints, or the latent encoding, as all these anonymizations perform
similarly.

For the HuMMan action vs. identification see Figure 6. Compared
to the CeTI-Locomotion dataset, the HuMMan dataset has much
lower identification and action recognition rates. Since the baseline
action recognition rate of 47% is below the 74% reported for RGB
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noise scaling vs identification: CeTl-Locomotion
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Figure 7: The scaling of the noise parameter y in comparison
to the achieved recognition accuracy of different anonymi-
zation combinations for CeTI-Locomotion. The error bars
represent the 95% confidence interval.

noise scaling vs identification: Horst-DB

original positions
0.4

= = protection target
chance level
direct
& VPoser

HuMoR

0344

accuracy
=3
N}
N

[ S S AV S AV p—

1.00 1.50 1.75

VPoser fitted

0.50 0.75 2.00

031+ (]

accuracy

o
o
\

o ¥
1
1
1
1
1
1

o
1
1
]
1
]
[}
¥
]
]
]
1
1
1
1
1
1
1
1
1
1
]
]
]

T
1.00
HuMoR fitted

T
0.75

)
03 4%

accuracy

T T
1.00 1.25
noise scaling y

T
0.75

Figure 8: The scaling of the noise parameter y in comparison
to the achieved recognition accuracy of different anonymi-
zation combinations for Horst-DB. The error bars represent
the 95% confidence interval.

videos [4] and the identification rate is only 26%, we conclude
that the SMPL data fitted to the RGB videos is not optimal. Using
HuMOoR as the foundation motion model for anonymization further
decreases identification to 11% and action recognition to 20% — even
without applying any noise. This shows that preserving privacy
halves the utility of data. At the same time, action recognition is still
significantly above chance level (4%) showing the general viability
of Pantomime’s design.

For the main privacy-utility tradeoff, we first report the scaling
of the noise parameter versus the achieved recognition accuracy,
see Figure 7 and Figure 8. We use these results to pick the noise
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and majority voting for SVM and EKYT for CeTI-Locomotion.
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model and majority voting for SVM and EKYT for Horst-
Study.

scaling values which fulfill the specific protection targets (shown
as green line). We find that the direct application of noise to the
position data requires less noise scaling than when we apply the
noise in the latent space or directly to the joint rotations of the
SMPL model. For both datasets, we choose the anonymizations that
achieve 10% or 20% (+2%) for the direct comparison of utility in the
user study.

We now present the results of Experiment E6 (see Figure 9 and
10). Using EKYT as an extra recognition model on the anonymized
data for both the CeTI-Locomotion and the Horst Study shows
that, for some of the 20% targets, identification increases. The most
drastic case is VPoser + Direct, which climbs to over 50% recognition
accuracy. These increases are exacerbated in majority voting, where
all test samples of a subject are used to determine the most common
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Figure 12: Average similarity rating per question of the user
study as a box plot per anonymization.

subject label. When the base accuracy is high, the majority vote can
reach 100% accuracy in classifying the correct subject. However,
when the recognition target is selected at 10%, this effect can be
mitigated. For example, VPoser + VPoser and HuMor + HuMor only
slightly increase their identification rates when majority voting is
used. Overall the experiment shows that selecting a low enough
recognition target is important, especially when an attacker that
obtains a large set of motion sequences per person.

For our user study, we first calculate the average of the ratings
for each question, and then use the averages to create a box plot for
each anonymization technique. Comparing the naturalness results
(see Figure 11) we see that the original motion sequences score the
highest for both datasets, indicating that the participants consider
the selected datasets to be representative of natural motion. For the
direct addition of noise to the original position data, we see that both
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datasets have very low naturalness ratings, close to very unnatural,
showing that the naturalness of the motion data is destroyed. The
anonymizations using HuMoR as a foundation model achieve more
utility than the direct anonymization, but also all are rated close to
unnatural. The best natural ratings we see for the anonymization
using VPoser, for the CeTI-Locomotion dataset an intermediate
rating is achieved, while for the Horst-DB the rating is even above
natural. We conclude that using VPoser as a foundation model
during anonymization helps to achieve natural motion sequences
that are close to the naturalness of the original.

For the similarity results (see Figure 12), we generally see a
similar pattern as for naturalness, with the original data rated as
very similar to itself. Direct anonymization on the original data
achieves almost no similarity, HuMoR achieves intermediate to
unsimilar results, and VPoser again delivers the best similarity
on the Horst-DB datasets. This again shows that using VPoser,
Pantomime can successfully anonymize while keeping the motion
sequence similar to the original, thus preserving utility.

7 Discussion, Limitations & Future Work

Our results demonstrate that Pantomime can successfully anony-
mize motion data by doing so in the latent space of a foundation
motion model. Furthermore, we demonstrate that applying a fixed
random vector to the entire motion sequence rather than varying
it for each pose is a more effective method of anonymizing mo-
tion sequences, and that using a VPoser fitting with VPoser latent
encoding achieves the best privacy-utility tradeoff.

In general, we find that Pantomime’s approach of using foun-
dation motion models to first fit the position data to the SMPL
body model and then anonymize the data in the latent space of the
model is a viable approach to anonymize full-body motion data in a
plausible manner. Because of the plausibility constraints added by
the foundation models, the data can retain the utility of the motion
data while performing effective anonymization.

In comparison with prior work, Pantomime has some key ad-
vantages. It anonymizes full-body motion capture data, it is not
designed to work only with specific motions (such as gait), it does
not require a large corpus of specific application data to train, and
it is configurable via its noise scaling, allowing its privacy-utility
tradeoff to be adjusted for specific applications. Furthermore, it
is general as it performs a unification of motion data formats by
fitting to the SMPL body model.

The same foundation models that we use to anonymize can also
be used to generate synthetic motion data, by using the original data
as an anchor in the latent space and then shifting it by adding noise,
we essentially generate synthetic data that is similar to the original
data. Thus, Pantomime can be considered as synthetic data gen-
eration. Similar to face anonymization [15], which generates new
faces to anonymize facial images that have similar characteristics
such as ethnicity or age.

Pantomime also has some limitations that need to be addressed.
Its main drawback is the poor fitting quality for some of the motion
sequences, especially when HuMoR is used for fitting. Another
problem with fitting is that it does not work well for certain actions,
such as the stand-to-sit tasks in CeTI-Locomotion. Furthermore,
the current implementation of the fitting process is slow (it takes
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about 1.5 weeks to process CeTI-Locomotion on a single GeForce
RTX 3090). However, the anonymization process itself is much
faster. It takes only about 16 minutes to anonymize the entire CeTI-
Locomotion dataset, which contains about 1.5 hours of recorded
sequences.

Pantomime’s approach to anonymization is very general and
could be promising for other complex data types that are difficult
to anonymize, such as trajectories or other biometric features. The
only requirement would be that the foundation models use a VAE
structure. Although our experimental evaluation shows that Pan-
tomime offers a reasonable tradeoff between privacy and utility,
future research could focus on formalizing this guarantee to under-
stand the theoretical bounds that govern it. Furthermore, it should
be investigated how the approach can be realized in a faster fashion
to allow for applications like the real-time streaming of motion
data.

8 Conclusion

We have presented Pantomime, a full-body motion anonymization
that uses foundation motion models to anonymize in a plausible
way. Our results show that using the VPoser model it is possible
to achieve identification rates as low as 10% while keeping the
anonymized motions natural and similar to the original ones. This
is an important step towards a more privacy-preserving use of
motion tracking in applications such as MR, robotics, or medicine.
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