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Abstract

We explore societal awareness and perceptions related to digital
fingerprinting, a stateless tracking technology increasingly used for
online security, advertising, and fraud prevention, as well as to coun-
termeasures designed to mitigate its impact. Despite its widespread
application, user awareness of fingerprinting remains significantly
lower compared to other tracking mechanisms, such as third-party
cookies. To deepen our understanding of user perceptions, we con-
ducted a study surveying 734 participants to assess their knowledge
of fingerprinting, acceptance of its use across different applications
(cybersecurity, law enforcement, user experience), and their reac-
tions to browsing inconveniences introduced by countermeasures.
Countermeasures examined include privacy-focused browsers (e.g.,
Tor), browser extensions, and spoofing tools. While these solutions
vary in effectiveness, they often compromise usability, resulting in
issues such as website breakages and prolonged CAPTCHA chal-
lenges. Privacy-conscious users demonstrated greater tolerance
for such disruptions, whereas others prioritized convenience over
protection.
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1 Introduction

In recent years, awareness about cookies and how to protect against
them has grown among internet users, as a study from 2021 by Eu-
rostat showed [17]. According to the survey, 80% of EU respondents
were aware of cookies and their potential to track people’s on-
line activities. However, only slightly more than one third of those
surveyed claimed to have changed their browser settings to limit
the use of cookies, and even fewer used software tools to limit
or block their effectiveness. After the introduction of the General
Data Protection Regulation (GDPR) [63], websites using cookies are
required to explicitly state the purposes for which cookies are used,
and users must have the option to opt out. Additionally, commonly
used browsers, such as Safari, Google Chrome, Mozilla Firefox, and
Microsoft Edge, now block third-party cookies by default or offer
tion 4.0 International License. To view a copy of this license
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tracking prevention settings to allow users to reduce their trace-
ability on the Web [51]. The environment provided by browsers,
combined with third-party cookie blockers like browser extensions,
therefore, offers a wide range of relatively effective countermea-
sures against user tracking by cookies.

While cookies are considered to be a stateful tracking technology,
digital fingerprinting, commonly also referred to as browser and
device fingerprinting, exhibits stateless characteristics and, among
others, uses information about the user’s browser, installed plugins,
fonts, and even the device’s hardware and operating system speci-
fications. Digital fingerprinting can identify users and their devices
with an accuracy comparable to a biometric fingerprint used to
identify humans, as Eckersley demonstrated already in 2010 [15].

Fingerprinting prevalence across the web has grown over recent
years [24, 37], with applications of the tracking method ranging
from cross-site tracking to enhance advertisement targeting to
cyber-security mechanisms like bot detection or fraud prevention
[35]. In particular, the tracking capabilities of digital fingerprint-
ing also triggered the desire of technically capable users to better
protect themselves, leading to various countermeasures against the
new tracking method. They range from using multiple browsers and
browser extensions, limiting JavaScript APIs, to using dedicated pri-
vacy browsers like Brave or Tor. While most countermeasures offer
no comprehensive protection against fingerprinting, they also come
with varying usability costs and loss of convenience during web
browsing [41]. For example, frequent website breakages, infinitely
repeated CAPTCHAs, and other forms of decreased usability were
partly responsible for the removal of Brave’s strict fingerprinting
protection mode in January 2024 [7].

Current research about digital fingerprinting mainly covers the
technical side of the identification technology [33, 39], limitations
of countermeasures [41], and analysis of its spread on the web
[18, 24, 39]. We are only aware of two studies [4, 57] providing initial
insights into user perspectives regarding digital fingerprinting.

Drawing on the results of a survey study with 734 participants,
our work explores, in more depth, how aware users are of digital
fingerprinting and how they perceive the tracking technology and
the available countermeasures. It is important to note that already
Eckersley highlighted the potential of fingerprinting as a tracking
mechanism that leaves no trace on the user’s machine, leading to
potential unawareness of the technology by users [15]. Therefore,
our survey explores user awareness regarding digital fingerprint-
ing in comparison to cookies. Further, we make use of concrete
scenarios to examine users’ perceptions and acceptance of different
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fingerprinting applications, and how users react to situations where
they are confronted with a decreased browsing experience due to
fingerprinting countermeasures. To that end, we formulated the
following research questions:

e RQ1 How aware are users of digital fingerprinting?

e RQ2 How does user acceptance of digital fingerprinting
differ depending on the purpose of the digital fingerprinting
application?

e RQ3 How do users react to inconveniences caused by coun-
termeasures against digital fingerprinting?

We conducted a mixed-method online study with participants
recruited via the Prolific! crowdwork platform and university stu-
dents to answer the stated research questions. Prolific participants
came from English-speaking countries (United Kingdom and United
States), and the university students were recruited from a German
university independent of their nationality.

Our work is the first large survey study covering in detail user
perceptions (including awareness and acceptance) of digital fin-
gerprinting countermeasures, situating users in scenarios where
they decide to maintain or deactivate a fingerprinting countermea-
sure. The findings indicate that privacy-protecting behaviors are
related to awareness of tracking technologies, while online privacy
concerns and attitudes are related to the acceptability of fingerprint-
ing. We explored responses to fingerprinting that are specific to
the different application contexts, while also identifying common
concerns, views, and perceptions.

The remainder of the paper is structured as follows: First, we
situate our research within the literature, followed by a detailed
description of the study design and deployment. We then present
the results of the data analysis to answer our research questions.
Finally, we discuss our findings and their potential implications.

2 Background and Related Work

In our work, we investigate user awareness and acceptance of
digital fingerprinting, and further explore how users perceive the
limitations of potential fingerprinting countermeasures. Below, we
position our study within the existing literature on these topics.

2.1 Digital fingerprinting

In RFC 6973, Cooper et al. [10] define the term fingerprint as “a
set of information elements that identifies a device or application
instance” and fingerprinting as the “process of an observer or at-
tacker uniquely identifying a device or application instance based
on multiple information elements communicated to the observer or
attacker” [10]. Digital fingerprinting can be split into the concepts
browser fingerprinting and device fingerprinting.

Browser fingerprinting describes the process of a browser di-
vulging information about its version, the operating system running
on the machine, IP address, and further information necessary for
the HTTP communication with the website. This process is known
as passive fingerprinting since it happens instantly when an HTTP
connection is established over the TCP/IP protocol. This is contrary
to active fingerprinting, where attributes require “active discov-
ery through a script or plugin” [43]. Properties such as supported
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data types (MIME types), hardware information, installed fonts,
and screen resolution must be actively gathered by the website
deploying fingerprinting [1].

For example, a website can probe specific JavaScript attributes or
use JavaScript APIs to acquire hash strings that represent the under-
lying hardware features of the user’s machine [16]. This procedure
is called device fingerprinting. When such device characteristics are
combined with the gathered information about the user’s browser,
the device can be identified with high accuracy. Commonly col-
lected attributes include screen resolution, system fonts, time zone,
and language settings. Device-specific information, such as GPU
configuration and audio processing characteristics, accessed via
APIs like WebGL or Canvas, can further enrich the process.

Browser and device fingerprinting can serve diverse purposes,
from user tracking to enhancing online security. Laperdrix et al.
highlight two primary categories of use: negative applications, such
as unauthorized tracking or exploiting device vulnerabilities, and
positive applications, like identifying outdated devices, fraud pre-
vention, or bot detection [35]. For instance, fingerprinting supports
paywall enforcement by identifying enrolled users [54] and en-
ables web tracking without relying on cookies [15]. While attackers
exploit device vulnerabilities to deploy targeted payloads, system
administrators use similar techniques to detect and patch outdated
components, ensuring network security [35]. Fingerprinting also
aids in fraud detection by identifying mismatched attributes in
spoofed devices [58, 64] and strengthens authentication systems
by verifying device attributes during login [3]. Despite its potential
for misuse, prior research highlights the dual-edged nature of fin-
gerprinting, illustrating its capacity to undermine or improve user
privacy and security.

Research documented the increasing prevalence of browser fin-
gerprinting across the web. Fietkau et al. [18] analyzed the top
10,000 Alexa websites in 2021 using their tool FPMON and revealed
that 19% employed heavily obfuscated fingerprinting scripts, with
canvas fingerprinting notably prevalent. They also found that 28% of
these websites collected substantial user device data, often exceed-
ing what is necessary for regular interaction. Igbal et al. developed
FP-Inspector, a machine-learning-based tool that identifies finger-
printing scripts with high accuracy [24]. Their study showed that
over 10% of the top 100,000 Alexa websites used fingerprinting, par-
ticularly on news and shopping sites, driven by targeted advertising
and anti-fraud services. They also mentioned that fingerprinting
has become more popular than cookies for advertising or paywall
enforcement, highlighting the growing adoption of fingerprinting
on the web. Providing further evidence for these trends, Li et al.
[39] discovered that 66.6% of the top 10,000 TRANCO websites [37]
transmitted fingerprinting data. As such, prior work highlights the
pervasive nature of fingerprinting and its evolution as a tracking
technique and security improvement measure.

There are no user surveys that focus primarily on digital fin-
gerprinting applications and countermeasures. The most relevant
prior work is a study by Pugliese et al. [57]. Over three years, they
collected digital fingerprinting data from a self-selected group of
participants, who were also invited to complete two brief optional
surveys. The first survey, distributed at registration, gathered in-
formation on demographics, technical background, and privacy
tool usage, while a follow-up survey nearly two years later asked
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about participants’ awareness, concerns, and self-reported actions
regarding fingerprinting.

The study’s participant base was predominantly male, based
in Germany, and had a strong representation of individuals with
computer science experience and frequent privacy tool use. Analy-
sis of the fingerprinting data and survey responses suggested that
demographic and behavioral factors had only a marginal effect on
long-term trackability. The follow-up survey revealed that most
participants were already familiar with browser fingerprinting and
expressed concern about it, but many felt they had limited ability
to effectively protect themselves. While many had adopted privacy
tools, the study did not provide a detailed assessment of countermea-
sure adoption or usability barriers. Instead, it highlighted persistent
concerns and a sense of resignation even among privacy-sensitive
users, who often perceived existing protections as insufficient or
impractical for everyday use.

Another recent research project has also collected fingerprinting
data associated with real web browsing behavior of users, revealing
a more nuanced understanding of fingerprinting practices [52], but
the authors did not collect data about user perceptions.

Berke et al. [4] analyze a dataset linking browser attributes with
user demographics derived from survey responses from 8,400 US
participants. Their findings suggest that fingerprinting risk is not
uniform across users, it increases with age and decreases with
income. The authors also showed that sensitive user information
(including gender, age, and income) can be accurately predicted
from browser attributes alone using machine learning.

2.2 Existing countermeasures and their
limitations

Browser fingerprinting countermeasures have been studied in prior
research, with a focus on their effectiveness and limitations. Unlike
third-party cookies, which are often blocked by default in modern
browsers, fingerprinting remains a more resilient tracking method
due to its stateless nature and reliance on browser and device at-
tributes rather than stored data [24, 69]. Igbal et al. also highlighted
browser vendors’ hesitancy to implement robust built-in counter-
measures because of potential web breakages caused by restricting
JavaScript APIs [24].

Several countermeasures exist: Blocking extensions such as
No-Script, Ghostery, and Privacy Badger primarily target JavaScript-
based trackers. These tools can block canvas fingerprinting and
other tracking scripts but are not explicitly designed to combat
fingerprinting, resulting in limited effectiveness. Merzdovnik et al.
noted that these tools often fail to block sophisticated fingerprint-
ing scripts and may break website functionalities [41, 46]. More
specialized tools like Canvas Defender disrupt the consistency of
canvas fingerprints by adding noise to the HTML5 Canvas APIL
Still, they remain a partial solution as they do not address other
fingerprinting methods that rely on hardware attributes, WebGL,
or browser configurations. Moreover, their effectiveness diminishes
when combined with broader tracking mechanisms, as fingerprint-
ing scripts can aggregate data from multiple sources to form a
composite identifier [35, 50].

Spoofing extensions offer an alternative by altering HTTP
header values and JavaScript attributes, such as user-agent strings
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and time zones, to obscure the user’s identity. However, these mea-
sures can backfire, increasing a user’s uniqueness due to inconsisten-
cies between spoofed values and actual device attributes [15, 28, 36].
Spoofing extensions can degrade website functionality, making user
experiences less convenient due to overlapping website layouts, less
readable fonts, or even misclassification as a potential bot [41, 61].

Privacy-focused browsers, such as Tor and Brave, represent
more robust solutions. The Tor browser standardizes configura-
tions across users, significantly reducing fingerprint uniqueness.
However, deviations from its default settings can undermine its ef-
fectiveness, including deviating from the standard browser window
size. Furthermore, Tor users face significant usability challenges,
including slower browsing speeds, access restrictions, and limited
website functionality [29, 34]. Additionally, convenient browsing
functionalities like auto-fill or saved passwords are unavailable [41].
Brave’s built-in fingerprinting protection, which included a strict
mode for enhanced defense, was eventually discontinued in early
2024 due to low adoption and frequent web breakages [6, 7].

Information paradox: The information paradox in the context
of digital fingerprinting is that measures meant to hide you can actu-
ally make you stand out if few people use them [15]. Eckersley [15]
noted that many potential privacy measures (like spoofing or block-
ing features) only work when a lot of users share them; otherwise
the countermeasure itself becomes a unique marker and contributes
to a distinct fingerprint. A user trying to block fingerprinting may
end up with a new, potentially unusual or rare, combination of
attributes that can increase entropy instead of reducing it [15]. A
concrete example is Tor Browser’s attempt to bucket screen sizes.
Tor locks windows to 200x100px steps and adds margins (letterbox-
ing) to force every user into a few sizes. But if a monitor or screen
size is uncommon and the user decides to maximize the screen then
the resulting fingerprint may be very distinct [34, 62].

2.3 Studies on privacy vs. convenience

Prior studies explored the balance between economic utility and
privacy in personalizing online services. Krause and Horvitz [30] in-
troduced utility-theoretic methods to quantify the costs of sharing
personal data against the benefits of personalization. Their algo-
rithm for finding near-optimal trade-off solutions was evaluated
using real-world search data and a user study involving over 1,400
participants. The study revealed that most participants were willing
to share personal information in exchange for tangible benefits such
as enhanced service efficiency. This finding parallels Acquisti and
Grossklags’ earlier work, demonstrating that users often sacrifice
privacy for short-term convenience or utility gains [2]. These in-
sights are relevant when considering the usability costs introduced
by countermeasures against digital fingerprinting, as users may
weigh such costs against their perceived privacy benefits.

A survey by Gao et al. [20] from 2014 studied people’s under-
standing of private browsing modes. Of the 200 participants, many
reported that private browsing increases personal privacy by not
saving the browsing history, and some falsely assumed that the
private browsing mode restricts all kinds of data collection from
websites. Some respondents criticized that, like the Tor browser,
no sign-in information is stored in private browsing mode, and
they claimed some browsing functions, like specific plugins, did
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not work correctly. Similarly, Ha et al. [22] investigated user under-
standing of cookies through focus groups segmented by age and
technical familiarity. They found that misconceptions about cook-
ies were widespread, and users prioritized browsing convenience
over privacy, with younger participants especially resistant to the
perceived effort required to manage cookies.

Nisenoff et al. [53] mapped and characterized breakage of non-
ad/non-tracking website elements (e.g., missing images or non-
functional buttons) caused by blocking tools. By analyzing public
reviews and issue reports as well as the data from a small survey
study, the authors illustrate the diversity of breakage issues and
mitigation strategies by users.

Complementing prior technical work, our survey explicitly fo-
cuses on the user experience aspects of digital fingerprinting and
of countermeasures against it. For instance, we confronted partici-
pants with concrete scenarios, where they were asked to react to
specific countermeasure inconveniences and browsing disruptions
and then indicate their likely behavior in each situation.

3 Method

To address the research questions raised in Section 1, we conducted
an online questionnaire that we distributed to two batches of par-
ticipants. The first batch consisted of participants from Prolific
sourced from the United Kingdom and the United States. The sec-
ond batch consisted of students at a German university. The sub-
sequent subsections detail the questionnaire design, recruitment
process, sample characteristics, and data analysis methodology.

3.1 Questionnaire

We first presented potential participants with information about
the study. Those who consented and committed to answering at-
tentively could proceed with the survey [21]. An additional check
at the end asked participants to confirm their level of focus and
active participation during the survey. Before informing the par-
ticipants about the main topic of the survey, digital fingerprinting,
we asked them about various security-related and privacy-related
technologies they may have previously used or encountered. This
was inspired by the Privacy Behavior Index introduced by Pugliese
et al. [57] to measure an individual’s privacy behavior on the web.
Each participant gets an index represented by a positive integer (0
- 7), indicating the number of privacy measures previously under-
taken by the participant. The Westin Index was used to measure
participants’ privacy concerns [31]. Milne et al. [48] found that
privacy concern levels strongly predicted behaviors like falsifying
information, refusing disclosure, or removing personal data [71].
Participants rated three statements on a five-point Likert scale,
from “Strongly disagree” to “Strongly agree,” with “Neither agree
nor disagree” as the neutral option.

3.1.1 Awareness of tracking technologies. Our next step was to ex-
amine the participants’ awareness of relevant tracking technologies,
i.e., cookies and digital fingerprinting. Both questions were identi-
cally worded, offering four hierarchical options. These ranged from
not knowing the respective tracking technology to being aware
of it and actively using countermeasures against cookies or fin-
gerprinting. Additionally, participants with a high awareness of
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fingerprinting (third or fourth level) were asked to select all applica-
tions of digital fingerprinting they were familiar with and provide
further applications if they knew any.

3.1.2  Participant briefing on fingerprinting. To proceed with the
survey, it was essential to ensure that participants had a basic
understanding of digital fingerprinting and its potential to reveal
information about them. A brief informational text was provided,
offering an overview of fingerprinting, its applications, and the
challenges associated with protecting against it. The explanation
was designed to be accessible, avoiding technical wording, to give
participants with no prior knowledge a general understanding of
the concept. We wrote this description based on information from
reputable online sources for privacy, including the Electronic Fron-
tier Foundation (EFF)%. In the text, we used simple language and
concrete examples on fingerprinting applications. We aimed to
avoid tech-heavy jargon. We confirmed participants’ understand-
ing of the concepts with a knowledge assessment requiring them
to select the three correct statements about digital fingerprinting
from the five we listed.

3.1.3  Fingerprinting acceptance. In the next section of the ques-
tionnaire, users were presented with three areas of application of
digital fingerprinting in a random order:
o Cybersecurity: Fingerprinting applications focusing on pro-
tecting users’ online security
e Law enforcement: Fingerprinting as a tool to improve the
effectiveness of their investigations and public safety efforts
o User experience: Fingerprinting applications to enrich the
user experience

Each application area included six potential scenarios (e.g., pre-
vention of online fraud, accelerated logins, and enforcing paywalls)
within its scope and an open-ended question. The scenarios were
derived from real-world fingerprinting applications or hypotheti-
cal fingerprinting applications implied through the technology’s
capabilities. For the area of cybersecurity, for instance, we asked
the participants about their acceptance of fingerprinting if it is
being used to prevent online fraud [26]. In the law enforcement
area, we used advances in digital forensics with the help of device
fingerprinting [65]; here the participants were asked about several
applications of fingerprinting to support investigations or cyber-
crime forensics/prevention. User experience had scenarios mostly
focusing on faster and better browsing experience, enhanced logins
with accelerated CAPTCHA, and tailored online experiences, but
also more direct applications of fingerprinting, such as online dating
[12]. We selected six scenarios — including a few similar items — to
capture more granular aspects of fingerprinting within each appli-
cation domain while avoiding respondent overload. Each scenario
was chosen to be realistic, simple, and familiar to participants.

Participants were asked to indicate their level of acceptance for
the six scenarios involving the processing of their own fingerprint
using a five-point Likert scale. Furthermore, in an open-ended ques-
tion, participants were asked to share their thoughts on whether
they trust the entity processing their digital fingerprint. This pro-
vided insight into users’ concerns regarding fingerprint processing,

Zhttps://coveryourtracks.eff.org/learn
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Restricted resource access

Some effective countermeasures against fingerprinting come at a cost: media elements are
only accessible to a limited degree, and the user gets denied access to online resources.
Pages can look static and users need to accept longer loading times and degraded service
from some websites.

nue to The New York Times, please:
onfirm that you are human.

Users frequently arrive at prolonged CAPTCHAs and can't access resources or login services.

Figure 1: Example scenario - frequent display of CAPTCHAs

taking into account the specific entity involved, as well as the con-
text and purpose of the fingerprinting.

3.1.4  Fingerprinting countermeasures. The next part of the survey
explored the user perspective on fingerprinting countermeasures.
An additional three-paragraph explanation was included to address
the absence of countermeasures and their limitations in the earlier
description of fingerprinting. This text provided participants with
a brief overview of fingerprinting countermeasures, highlighting
their potential to reduce user experience and introducing the in-
formation paradox, which suggests that specific countermeasures
can potentially make a user more identifiable [15] (described in
Section 2.1). We selected three fingerprinting countermeasures and
presented scenarios of how the respective countermeasure could
potentially decrease the browser’s functionality and user experi-
ence. These countermeasures were the Tor Browser fingerprinting
protection, Brave’s strict fingerprinting protection method (now
deprecated [7]), and lastly, browser extensions spoofing HTTP
header values to decrease fingerprinting effectiveness. For each
countermeasure, one specific scenario was directly presented in
the survey, and a screenshot served as a point of reference for the
upcoming scenarios (see Figure 1 for an example). The participants
then had to decide whether they would actively turn off the pro-
tection mechanism against fingerprinting to retain lost browser
functionality. The scenarios ranged from losing access to online
resources and static page layouts to losing browser functionalities
and website breakages. The specific countermeasures were not ex-
plicitly named. Each individual scenario included a five-point Likert
scale, where participants indicated how likely they would be to
turn off the countermeasure if keeping it activated resulted in a con-
stant loss of functionality or user experience. Three scenarios were
presented for each countermeasure, yielding a total of nine items
to assess user perspectives on fingerprinting countermeasures.

The lead instructions were worded similarly for each counter-
measure; the participant was asked to decide whether to turn it off
in the specific scenario or to keep it running.

We selected these three countermeasures to cover a range of
privacy vs. usability trade-offs and to offer participants realistic
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trade-off scenarios: Tor Browser as the strongest defence, designed
to minimize fingerprint uniqueness across users, offers potentially
the highest protection but also the largest impact on browsing
experience. Brave’s anti-fingerprinting mode is considered an in-
termediate option that provides substantial built-in protections
while preserving more web compatibility; Brave’s stricter settings
reduce fingerprintability but can also break or degrade site func-
tionality, which places it in the middle of the trade-off spectrum.
Browser extensions and HTTP-header spoofers serve to illustrate
a light option. These measures are easier to adopt but technically
less comprehensive and can either be bypassed or even increase
uniqueness [64].

3.1.5 Supporting questions. After completing the part on coun-
termeasure scenarios, we asked if the survey had changed the
participants’ attitudes toward browsing the internet. Participants’
demographics were collected at the end of the survey, including
questions on background in information technology, work or study
experience, and the browsers preferably used. This allowed us to
identify users with potential prior experience with online privacy
and privacy-enhancing browsers such as Brave and Tor.

The questionnaire included two attention checks to identify
inattentive participants: one embedded within the standard scales
and another within the demographic questions.

Before launching the study, we piloted the questionnaire on Pro-
lific with 30 participants. Feedback and responses from the pilot
informed several adjustments to enhance clarity and understand-
ability. These included refining descriptions, simplifying complex
or ambiguous wording, and reducing content to remain in scope
without losing the big picture. The pilot responses were solely used
to evaluate and improve the study design and were not included in
the final dataset. The questionnaire is provided in Appendix D.

3.2 Recruitment

The survey was conducted in English, and the first batch was ad-
vertised in February 2024 on the scientific crowdworking platform
Prolific®. The survey was open to anyone fluent in English living
in the United Kingdom (UK) or the United States (US). Data collec-
tion ended after 301 participants finished the questionnaire. The
second batch was conducted in July 2024 with 601 university stu-
dents. The students were recruited from two IT-related courses
held in English. Recruitment on Prolific offered monetary rewards,
while university students received points toward a voluntary grade
bonus. The threshold to receive the voluntary grade bonus could
be reached without participation in the study. Overall, the median
time to complete the survey was 24 minutes.

3.3 Sample

After filtering for inattentive participants, 753 of the 902 respon-
dents remained in the sample. In total, 149 (16.5%) failed either both
or one of the attention checks. We further excluded the responses
of participants who did not want to disclose their age or entered
an age below 18, which is the minimum age to participate. This
left us with 734 valid responses. 261 of them were from Prolific,
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while the other 473 were from university students. Regarding coun-
try of residence, matching based on the Prolific record was used
to update the answers of three participants. All participants who
did not want to disclose their country of residence were grouped
under other (0.4%). More than half of the participants were from
Germany (61.7%). The remainder came primarily from the United
Kingdom (17.7%) or the United States (17.8%). Table 18 in Appen-
dix C shows the distribution of countries. The Prolific sample is
nearly perfectly split 50/50 by UK (49.8%) and US (50.2%) partici-
pants. The university students sample is made up of a majority of
German residents (95.8%) with a small number of residents from
other countries. Regarding gender, 391 (53.3%) participants iden-
tified as male, 335 (45.6%) as female, one participant identified as
non-binary, and seven other participants preferred to either not
disclose or to self-describe their gender (< 0.1%). The age of the
participants ranged between 18-77 years, with a mean age of 29.6
and a median of 24. The mean (22 vs. 43.3) and median (21 vs. 42)
age among students was much younger compared to the Prolific
participants. Table 19 in Appendix C displays an overview of age
and gender grouped by country of residence and sample. More than
75% of the participants reported either having a college degree (or
Bachelor’s) or graduated from high school; further details on the
level of education are displayed in Table 20, Appendix C. For the
university students, we observe a big portion of 230 (48.6%) to only
have a high school diploma, implying these were undergraduate
students. As expected, many participants were students: 429 (58%),
and 146 participants reported working full time (19.8%). Table 21
in Appendix C provides a more detailed overview of participant
employment status for the respective samples. Apparently, some
university students either did not want to disclose their student
status or did not select the option (13.3%). We introduced a binary
variable indicating IT-related Background to differentiate between
participants who either studied or worked in an IT-related field, or
not. We identified 413 participants (56.3%) from an IT-related field,
306 from a non-IT-related field (41.7%); 15 preferred not to disclose
this information (2%). Details are shown in Table 22, Appendix C.

Furthermore, we asked participants to indicate the daily hours
they spent online. 304 (41.3%) of the participants reported that they
are online for more than 5 hours per day (Table 23, Appendix C).

To determine which users had already gained experience with
either the Tor or Brave Browser (or both), the participants could
select all browsers they had previously used (multiple selections
allowed). From this, we created a binary variable indicating whether
a participant had used a privacy-focused browser before; Private
Browser User (PBU). Table 24 (Appendix C) shows all previously used
browsers, while Table 25 (Appendix C) indicates the proportion of
participants who were identified as being a Private Browser User
(PBU). We classified nearly 22% of the participants as being privacy-
focused browser users. The proportion was slightly larger among
the participants from Prolific (24.9% vs. 19.9%).

Lastly, the measured privacy metrics, the Westin Index (privacy
concern) and the Privacy Behavior Index (PBI), are represented in
Figure 10 & Table 26 and Figure 11 (Appendix C), respectively.
The Westin Index categorizes participants according to their level
of agreement with three privacy statements [31]. The majority,
517 participants, were identified as Privacy Pragmatists (70.4%),
190 as Privacy Fundamentalists (25.9%), and only 27 as Privacy
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Unconcerned (3.7%). Among the smaller Prolific subsample, the rel-
ative proportion of Privacy Unconcerned was higher in comparison
(6.5% vs 2.1%). The behavior index had a median of 4 (Students and
Prolific) and a mean of 3.96 and 3.97 for the students and Prolific
participants, respectively.

3.4 Analysis

3.4.1 RQI. To assess whether participants’ awareness of finger-
printing (FP-A) is significantly lower than their awareness of cook-
ies (C-A), we employed a one-sided Wilcoxon signed-rank test.
Further, we examined whether fingerprinting awareness signifi-
cantly differed among Privacy Pragmatists, Privacy Fundamental-
ists, and Privacy Unconcerned based on the Westin Index. The same
approach was used for participants from IT-related backgrounds
versus those not coming from IT-related fields. If a significant effect
was found, we applied a Tukey-Kramer post-hoc test to identify
pairwise differences.

To assess the relationship between participants’ awareness of
fingerprinting (FP-A) and cookies (C-A), we calculated Spearman’s
rank correlation coefficient. We chose Spearman’s rank correlation
because awareness scores are ordinally scaled and may not meet
the normality assumption.

Finally, to assess which demographic factors and privacy metrics
of the individual have an impact on fingerprinting awareness (FP-
A), we developed a series of Ordered Logistic Regression models
based on the configurations described in Section 3.4.4. The same
logistic models (Section 3.4.4) were also employed for participants’
awareness of cookies (C-A). In the regression models, we excluded
participants who did not want to disclose their gender or their
IT-related background. As such, for all subsequent regressions, 712
participants were considered. Further, female and non-binary par-
ticipants serve as the reference group for the gender variable. The
reference groups for IT-related backgrounds and privacy concerns
were participants from non-IT-related fields and Privacy Funda-
mentalists, respectively.

3.4.2 RQ2. Regarding the second research question, covering the
level of user acceptance depending on the application of digital
fingerprinting, we aggregated the Likert scores from the scenar-
ios described in Section 3.1. To validate internal consistency, we
employed the Cronbach Alpha criterion. To analyze the impact
of demographic factors, privacy concerns, and privacy-protecting
behaviors on acceptability, we developed Ordinary Least Squares
(OLS) regression models. To remain consistent with the first re-
search question, we employed the same model configurations de-
scribed in Section 3.4.4.

Sentiment analysis was used to analyze participants’ responses
to the three open-ended questions asked for each application area
of digital fingerprinting to assess their emotional tone. We cate-
gorized words using a sentiment lexicon, the NRC lexicon [49].
The lexicon assigned them into positive or negative sentiments as
well as 8 different emotions, including anger, anticipation, disgust,
fear, joy, sadness, surprise, and trust [49, 72]. Sentiment ratios were
analyzed to identify differences in user sentiment across use cases.
Additionally, free-text responses were categorized using text min-
ing and coded into binary variables. A 20% random sample was
double-coded and tested with Cohen’s Kappa to ensure reliability.
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3.4.3 RQ3. For the final research question, we used exploratory
factor analysis to group the countermeasure scenarios presented in
Section 3.1. We verified the suitability of our data for factor analysis
using the Kaiser-Meyer-Olkin (KMO) test [11]. Afterwards, the op-
timal number of factors was determined and aggregated, similar to
the acceptance scores described in Section 3.4.2. Again, we ensured
the validity of the scores for further analyses using Cronbach’s
Alpha. Finally, we also employed OLS regressions on the deter-
mined factors.* We again used the model configurations explained
in Section 3.4.4. This allowed us to examine which characteristics
may have influenced participants’ decisions to either disable their
fingerprinting countermeasure or keep it active while browsing.

3.4.4 Regression model configurations. We used the same four
model configurations for all three research questions with the same
independent variables, solely varying the dependent variable. We
first estimated a base model, which included the demographic fac-
tors of age, gender, and IT-related background as predictors. To
control for potential unobserved structural differences between
subsamples, we included a dummy variable (“Sample”) indicating
whether a response comes from the group of paid Prolific partici-
pants or the students. Building on this, we expanded the model (one
additional variable at a time) to examine the influence of additional
privacy-related variables:

Base Model Includes Age, Gender, IT-related background, and
Sample.

Model 1 Adds Privacy Concern (Westin Index).

Model 2 Incorporates the Privacy Behavior Index (PBI), evaluating
whether individuals’ privacy-protective behaviors influence
awareness.

Model 3 Includes the binary variable Privacy-Focused Browser Us-
age (PBU) to examine if the use of privacy-focused browsers
is associated with higher fingerprinting awareness.

3.5 Ethical remarks & limitations

Our institution does not require ethics approval for questionnaire-
based studies. However, when conducting the study and analyzing
the data, we followed standard practices for ethical research, e.g.,
presenting detailed study procedures, obtaining consent, and allow-
ing to leave the study at any time.

Participation in the study was voluntary. Participants on Prolific
were compensated for their participation with a monetary reward
of 1.75 GBP. Therefore, the median hourly reward was 7.00 GBP,
which is 17% higher than Prolific’s minimum hourly rate of 6 GBP.

Student participants were rewarded for their participation with
a bonus code that could be redeemed as part of a series of grade
bonus tasks in their university course. This code was not stored
with the collected data. The only condition for receiving the bonus
code was completion of the survey.

Using two separate samples and a two-batch approach intro-
duced potential variability in the data. However, this design mir-
rors real-world conditions, where participants may have different
contexts or experiences, which may help generalize the findings.
Overall, we find that the effects for the subsamples to be aligned for

“Individuals with higher aggregated values for the factors were more likely to disable
the countermeasure if the respective inconveniences in the scenarios occurred.
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the key results of the study. We provide an overview of all effects
split by sample in Appendix B.

Our samples are not representative of a broader population. Due
to the study topic, our Prolific sample may be biased toward people
interested in IT or technology-related fields. We tried to address
this by keeping the survey teaser on Prolific relatively generic. The
participation rate by the students did not differ substantially from
other voluntary grade bonus tasks on other subject matters.

Additionally, the small number of Privacy Unconcerned (Westin
Index) in the sample (only 27 of 734 participants) may have im-
pacted the reliability of conclusions about the views and behaviors
concerning this group (Table 26). It has to be noted that work by
Pugliese et al. [57] recorded a similar proportion of Privacy Uncon-
cerned participants.

The survey included a short, non-technical explanation of digital
fingerprinting. Although the wording was chosen to be easy to
understand for a wide and non-technical audience, certain aspects
(for example, comparisons to cookies and statements about persis-
tence) may have primed or influenced participants. Our goal was to
inform and to improve understanding, but we have to acknowledge
that framing effects are unavoidable.

Nowadays, Prolific participants as well as students potentially
use large language models (LLMs) to reply to open-ended questions
such as the acceptability scenarios described in Section 3.1.2. If we
noticed an obvious case of Al-generated response during the cate-
gorization of the answers, this response was flagged as fitting none
of the developed categories, as these answers do not reflect partici-
pants’ genuine opinions or concerns. We acknowledge the general
and growing concern of LLM usage for survey-based research.

4 Findings

This section presents all findings from our investigation on the
research questions stated in Section 1. For each research question
on fingerprinting awareness, acceptance, and user perception of
fingerprinting countermeasures, we implemented the methods de-
scribed in Section 3.4. These results provide a comprehensive view
of participants’ responses related to digital fingerprinting in the
areas of interest.

4.1 Awareness of digital fingerprinting (RQ1)

Here, we focused on a comparison of participants’ awareness of
digital fingerprinting with their cookie awareness, while also in-
vestigating the impact of demographic and privacy-related factors.

4.1.1  Awareness of cookies and fingerprinting. For participants’
awareness of cookies and fingerprinting, we observed an overall
mean awareness level of 2.86 (Students: 2.81 and Prolific: 2.93) and
2.4 (Students: 2.42 and Prolific: 2.36), respectively (min: 1 — max: 4).
This corresponds to the levels described in Section 3.1. See Figure 2
for a detailed breakdown.

The Wilcoxon signed rank test revealed a statistically significant
difference between the awareness levels, with fingerprinting aware-
ness being significantly lower than cookie awareness (p < 0.001).
We further calculated a Spearman’s rank correlation coefficient of
0.40 between participants’ awareness of cookies and fingerprinting.
According to the guidelines from Cohen [9], this value indicates a
moderate strength of association.
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Figure 2: Comparison of fingerprinting and cookie awareness levels. 1: I do not know what web cookies are / digital fingerprinting
is. — 4: I am aware of web cookies / digital fingerprinting and I actively employ countermeasures against them / it

4.1.2  Factors influencing awareness of fingerprinting and cookies.
Table 3 in Section A.4 presents the ordered logistic regression coef-
ficients for regressions on participants’ awareness levels for finger-
printing and cookies. The independent variables and their respec-
tive relationships with awareness are reported below:

e Age: We did not observe any significant relationship be-
tween an increase in age and awareness of cookies. In con-
trast, we found such an effect for participants’ awareness
of fingerprinting. Here, older users, on average, were less
aware compared to younger participants (p < 0.05).

e Gender: Male participants, with one exception (fingerprint-
ing awareness model 2), were more aware of both finger-
printing and cookies (p < 0.05) compared to the reference
group.

o IT-Related Background: A background in IT showed a
positive relationship with participants’ awareness of cookies
(p < 0.01) and fingerprinting awareness, as seen in the base
model focused on demographics (p < 0.05).

e Sample: Awareness of fingerprinting did not significantly
vary in the university sample compared to the Prolific sample,
but we observed lower awareness and knowledge about
cookies in the university student subsample (p < 0.01).

e Privacy Concern: We found no relationship of privacy
concerns with the awareness levels for both technologies.

e Privacy Behavior Index (PBI): The Privacy Behavior In-
dex (PBI) [57] is related to awareness of fingerprinting and
cookies (p < 0.01), with the coefficient for fingerprinting be-
ing slightly larger. This means that participants engaging
in more privacy-protecting online activities exhibit a higher
awareness of both technologies.

e PBU: The same conclusion as for the Privacy Behavior Index
can be drawn for users who already used a privacy-focused
browser (PBU) (p < 0.01).

Overall, participants exhibited significantly lower awareness of
digital fingerprinting compared to cookies. While IT-related back-
grounds were linked to higher fingerprinting awareness, privacy
concerns did not significantly relate to awareness levels. Male par-
ticipants were generally more aware of both cookies and finger-
printing. A moderate correlation between fingerprinting and cookie

404

awareness was observed. Finally, more privacy-protective behav-
iors and the use of privacy-focused browsers were strong predictors
of higher awareness for both tracking methods.

4.2 Acceptance of digital fingerprinting
depending on its application (RQ2)

The acceptance level for each fingerprinting application was mea-
sured with five-point Likert scales. After completing the scenarios
from each fingerprinting application, the participants were asked
open-ended questions concerning their trust, and their responses
were analyzed using sentiment analysis and text mining. The appli-
cation scenarios and the exact wording of the questions is presented
in Appendix A.

4.2.1 Acceptance levels — descriptive statistics. Across all 734 par-
ticipants, the aggregated acceptance levels (min: 1 - max: 5)°, had
an average of 3.90 for Cybersecurity, 3.73 for Law Enforcement, and
3.00 for User Experience. Figures 4, 5, & 6 (Appendix A) illustrate the
varying level of acceptance for fingerprinting across all three use
cases. Interestingly, scenario 3 (enforcing paywalls to non-paying
customers) for cybersecurity and scenario 6 (dynamic price determi-
nation of services or products) for user experience strongly deviate
from the pattern observable among the other scenarios. Both of the
scenarios have a monetary context of fingerprinting usage.

4.2.2  Factors influencing acceptance of fingerprinting applications.
Before performing the OLS regressions, the three aggregated accep-
tance scores were evaluated using Cronbach’s alpha. The analysis
yielded a Cronbach’s alpha of 0.76 for the aggregated acceptance
score for the cybersecurity use case, as well as 0.84 and 0.83 for the
law enforcement and user experience use cases, respectively. The
independent variables showed the following relationships with the
acceptance scores:

e Age: An increase in age had a significant positive relation-
ship with participants’ acceptance when fingerprinting is
used for cybersecurity purposes or law enforcement (p <
0.01). The score on user experience contrasts this; here, with

5A higher score implies an overall higher acceptance within the field of application.
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increasing age, participants found it less acceptable that fin-
gerprinting is used to enhance user experience on the web
(p < 0.05).

e Gender: Being male is associated with a lower acceptance
of fingerprinting when employed for cybersecurity or law
enforcement, compared to the reference group (p < 0.01). For
user experience applications, no significant relationship was
determined.

e IT-Related Background: Regarding participants with an
IT background, they exhibited a lower acceptance for sce-
narios when fingerprinting is employed for law enforcement
purposes. This effect is significant at the 5% level in all but
model 2.

e Sample: For all use cases, we observed higher acceptance
among the sample of university students, at least at a 5%
significance level.

e Privacy Concern: Across all three acceptance scores (with
one exception), being a Privacy Pragmatist or Privacy Uncon-
cerned was related to significantly higher acceptance scores
for both groups (p < 0.05). The Privacy Unconcerned showed
a higher coeflicient in all three application areas. The overall
trend is observable in all scenarios, but for cybersecurity the
results are not as strongly significant as for the other two
scores.

e Privacy Behavior Index (PBI): For all application areas,
an increase in the behavior index is associated with a lower
acceptance of fingerprinting (p < 0.01).

e PBU: Having worked with either the Tor or Brave Browser
also decreased the acceptance rate across all three areas of
application. Interestingly, the coefficient for cybersecurity
has a weaker significance level compared to law enforcement
and user experience (p < 0.1 vs. p < 0.01).

The complete regression tables are displayed in Table 4 (Acceptance
cybersecurity), Table 5 (Acceptance law enforcement), and Table 6
(Acceptance user experience) in Appendix A.4.

4.2.3  Sentiment analysis of participants’ responses across finger-
printing applications. After the initial data cleaning steps, we classi-
fied the free text responses into positive and negative with the NRC
Lexicon from Mohammad and Turney [49]. We found a dominance
of the frequency of negative wordings for the open-ended question
concerning fingerprinting for law enforcement (1.18 vs. 1.03) and
an opposite result for the user experience use case (0.42 vs. 1.30).
Regarding fingerprinting used for cybersecurity, the frequencies
of positive (1.00) and negative (0.41) words also painted a similar
image as the law enforcement case, but here we observed an even
bigger difference. See Figure 3 for an illustration.

The NRC lexicon categorizes single words into positive or negative
sentiments as well as 8 different emotions [72]. The sentiment
ratios were analyzed to check participants’ sentiment differences
regarding the varying fingerprinting applications. Table 1 shows
the overall absolute values for each use case. Positive sentiment
was the most dominant in all three domains. Beyond these, trust
was the most prevalent emotion across all instances.
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For cybersecurity, anticipation was the second most frequent
emotion, indicating a forward-looking perspective on risks and
developments. In the law enforcement area, fear ranked second,
suggesting concerns about security and authority. In the user expe-
rience area, anticipation was again prominent, reflecting expecta-
tions regarding usability and innovation, followed by joy, indicating
positive interactions.

Table 1: Sentiment values across fingerprinting domains

Sentiment  CyberSec LawEnf UserExp
Positive 609 678 852
Trust 421 477 487
Negative 293 443 303
Anticipation 221 230 306
Fear 178 278 165
Anger 137 199 163
Joy 125 106 254
Sadness 90 136 93
Surprise 69 44 106
Disgust 64 106 70

Further, we applied a text mining approach, assigning the answers
to the open-ended questions (described in Appendix A) into specific
categories we identified. Employing trigrams and sample inspection
of several answers, we identified the following categories relevant
to our text analysis:

(1) Fingerprinting data used for own purposes by entity (profil-

ing, advertising, tracking, ...)
(a) Explicitly mentioned monetary purpose (selling data, ad-
vertising, dynamic pricing, ...)

(2) Trust in the entity to handle fingerprinting data responsibly
(companies or government)

(3) Fear of data breaches/hacks (concern of data leakages or data
access from third parties)

After the categories were identified, one of the authors coded
all answers. Furthermore, an external coder coded a random 20%
subset of the sample. We then calculated the resulting Cohen’s
Kappa values, representing a measurement of objectivity. For values
smaller than 0.4, disagreements were discussed, the coding scheme
refined, and coding conducted again for these categories. Table 9



Proceedings on Privacy Enhancing Technologies 2026(2)

in Appendix A displays the final Cohen’s Kappa values for all
categories in each fingerprinting domain. With nearly all values
larger than 0.6 (“substantial agreement” or better) and none smaller
than 0.4 (“moderate agreement”) [32], we verified our scheme and
pursued the coding.

In the cybersecurity area, respondents consistently viewed com-
panies as primarily profit-driven, undermining trust. 34.0% of the
respondents claimed that fingerprinting would be abused by firms
for their own purposes, hiding behind a claim to use it for cyber-
security. Interestingly, trusting the entity to responsibly handle
an individual’s fingerprint was higher compared to the user ex-
perience use case (19.1%). Further, an explicit monetary intent of
fingerprinting was mentioned less compared to the user experience
area (16.0%). Participants emphasized that increased transparency
could substantially improve confidence in these companies, like this
participant, for example: “I am cautious about trusting companies to
use my digital fingerprint primarily for security reasons, given the
potential for misuse and lack of transparency.” Many respondents
further noted that trust depends on the specific firm'’s practices and
commitment to safeguarding data, like this participant’s example:
“It strongly depends on the company, its reputation and its posi-
tion in the marketplace of security. In case those indicators aren’t
positive, I definitely wouldn’t trust that company.”

For law enforcement, the findings are more nuanced. Here, we
noticed a higher trust in the local government as a fingerprint pro-
cessing entity (39.3%), and at the same significantly fewer concerns
about the use of fingerprinting data for own (17.4%) or monetary
purposes (1.6%) were mentioned. For German participants, there
is a baseline trust in the German government — mainly because
it is not seen as profit-oriented — however, participants expressed
significant concerns regarding its technical capability to secure
data. Here, we also observe the highest fear of data getting leaked
through breaches by external entities or hacks (9.4%). The partici-
pants highlighted issues such as stereotypes, profiling, and political
manipulation, and many suggested introducing stricter regulatory
laws could enhance trust, like in this answer: “Mostly yes, since
in Germany at least it would not be possible without reasonable
suspicion in the first place. If I am informed about access to my data
and the same data deletion laws apply to the government, then it
is fine” Furthermore, some respondents indicated that trust levels
might vary with changes in government or during election cycles:
“As the state changes hands, there is no guarantee that it will be
fair to potential profiles who did not vote for them in the elections.
If you are a strong opposing party, you will likely be labeled a
terrorist. E.g., Tirkiye” This already highlights a tendency to trust
official agencies like the government with a higher likelihood than
companies, independently of their claim to use fingerprinting for
security or enhanced user experience. However, as the last quote
suggested, the participants recognized the potential to misuse or
directly profile individuals in sensitive matters.

In the user experience area, the predominant views are similar to
the cybersecurity use case. We observed lower trust (15.9%) and the
most concerns for fingerprinting data being used for own purposes
(42.9%), and from these, the highest number of participants claiming
that these purposes are directly or indirectly financially motivated
(30.3%). Here, respondents are skeptical of companies, primarily
due to their profit-driven motives and the risk of data being sold,
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as this respondent noted: “I do not trust companies to use this
information primarily for user experience reasons. I believe the
information will be sold to third parties as it is in a company’s
best interest to make money, and that’s one surefire way to make
some quick money”. Further, participants stated that companies
often prioritize their own interests over those of their customers
and that a lack of transparency is a critical barrier to building trust:
“I already do not consent to websites collecting my data for ‘user
experience reasons. Companies have been known to sell user data.
This scenario would be no different.” Overall, many participants
reported that a higher level of trust could be achieved if companies
were more transparent about their data practices, as noted in this
answer: ‘If all use is transparent, and I am aware of it, it would be
acceptable to me when used this way.”

Participants showed the highest acceptance of digital fingerprint-
ing for cybersecurity, followed by law enforcement, and the lowest
for user experience. Acceptance was influenced by factors such as
age, gender, IT background, privacy concerns, and use of privacy-
focused browsers. Sentiment analysis revealed more positive emo-
tions for cybersecurity and user experience, with anticipation be-
ing prominent, while law enforcement applications caused more
negative sentiments, particularly fear. The findings from the cod-
ing of the open-ended questions suggested that respondents view
commercial fingerprinting as largely profit-driven and opaque —
fostering significant distrust — while displaying higher trust in gov-
ernment agencies despite concerns over their technical capabilities
and potential for misuse.

4.3 User perception of inconveniences caused
by fingerprinting countermeasures (RQ3)

Lastly, we examine the factors influencing users’ decisions to de-
activate or maintain a fingerprinting countermeasure when an
associated inconvenience arises. This analysis follows a similar
methodology as outlined for RQ2 in Section 3.4. The Tor Browser
scenarios are described in more detail in Section 3.1. Before conduct-
ing the regressions, we performed an exploratory factor analysis to
group the scenarios into two common factors.

4.3.1
participants, we solicited their propensity to deactivate a finger-
printing countermeasure when the respective inconveniences in the
scenarios occurred®. For Brave (Figure 7, Appendix A), a common
pattern in the offered scenarios can be observed, while scenario 2
(personalized search engine results) for Tor has a strong shift to
“Would not disable” (Figure 8, Appendix A). A similar pattern can
be detected for the Browser Extensions scenarios; here, many par-
ticipants opted not to disable their fingerprinting countermeasure
when encountering static-looking webpages (Figure 9, Appendix A).

Countermeasure scenarios — descriptive statistics. For all 734

4.3.2  Grouping countermeasure scenarios to factors. To evaluate if
the Likert items (min:1 — max:5) from the scenarios are suitable for
factor analysis, the Kaiser-Meyer-Olkin test for sampling adequacy

®Five-point Likert Scale: “Would definitely not disable,” “Would probably not disable,”
“Not sure,” “Would probably disable,” “Would definitely disable”
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Table 2: Overview of response frequencies by scenario

Fingerprinting Usage: Category 1(a) & 3

Trust: Category 2

Scenario Own Purposes Monetary Fear of Breaches No Trust Indifferent Trust
Count % Count % Count % Count % Count % Count %
Cybersecurity 256 34.0% 125 16.6% 68 9.0% 390 51.8% 219 29.1% 144 19.1%
Law Enforcement 131 17.4% 12 1.6% 71 9.4% 315 41.8% 142 18.9% 296 39.3%
User Experience 323 42.9% 228 30.3% 30 4.0% 423 56.2% 210 27.9% 120 15.9%

was performed [11, 68]. We computed a test value of 0.796, which
indicates that it is suitable to proceed with a factor analysis [42].

Afterward, we determined the optimal number of factors to
group our items. We used Cattell’s scree test, also known as the
“elbow criterion” [5]. We obtained an optimal number of two factors,
while Horn’s parallel trends analysis yielded three. We decided to
use only two factors because using three factors resulted in high
cross-loadings for scenarios 3 and 9 while also leaving one factor
to contain only two scenarios.

We conducted a factor analysis using an oblique (oblimin) ro-
tation to identify underlying structures within the dataset. This
rotation method is appropriate since it can be assumed that the
factors are not independent of each other [25]. Two factors were
extracted, and the factor loadings were examined to assess the
strength of each variable’s association with the respective factors.
This approach allowed us to explore potential latent constructs
that may explain the observed data patterns. Table 10 in Appen-
dix A displays each item and the respective loadings to both factors.
We assign the items to the factor where they exhibit the highest
absolute loading:

e Factor 1: Scenarios 4 — 6 focus on disruptions in continuity,
errors in operation, and missing interface elements, all of
which contribute to an overarching theme of Functionality
Loss.

e Factor 2: Scenarios 1 -3 & 7 — 9 reflect both restricted access
to desired content (e.g., streaming platforms, language pref-
erences) and disruptions in the browsing experience due to
non-personalized search results, malfunctioning website ele-
ments, and the need for manual intervention (e.g., disabling
extensions). We labeled this factor Restricted Access &
Browsing Disruptions.

Further, we performed regressions on the aggregated factor scores
(Section 3.4.4). The scores for both factors were again validated
regarding internal consistency using Cronbach’s alpha. For Func-
tionality Loss, we calculated an alpha score of 0.94; for Restricted
Access & Browsing Disruptions, we found a score of 0.74. This
allowed us to pursue OLS regressions on the scores, capturing par-
ticipants’ willingness to trade off browsing experience and function-
ality for enhanced fingerprinting protection. For all 712 participants
considered in the regressions, we computed a mean of 3.31 for Func-
tionality Loss and a mean of 3.20 for Restricted Access & Browsing
Disruptions. For both factor scores, it has to be kept in mind that
a higher score implies that the user is less willing to accept the
inconveniences caused by fingerprinting countermeasures to his
browsing experience. Users with a score of 1 (“Would definitely not
disable”) would endure functionality and convenience loss to keep
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their fingerprinting protection active.

4.3.3  Factors influencing the perception of fingerprinting counter-
measures. We again performed the four regression models described
in Section 3.4.4 on both factors to examine the impact demographic
factors and online privacy concerns had on participants’ willingness
to deactivate fingerprinting countermeasures:

e Age: We did not observe any significant relationship of age
(on the 5% level) with either of the countermeasure factors.

e Gender: We also did not record any significant relationship
of gender with either of the countermeasure factors.

e IT-Related Background: We only found a significant re-
lationship of background in IT with the second factor: Re-
stricted Access & Browsing Disruptions. Participants with
an IT-related background exhibited a significantly (p < 0.05)
lower willingness to deactivate a countermeasure even if it
resulted in access loss while browsing. For the first factor,
no effect could be observed.

e Sample: We did not encounter any significant differences
regarding our two samples.

e Privacy Concern: A significant relationship could only be
observed for the second factor. Compared to Privacy Funda-
mentalists, Privacy Pragmatists and Privacy Unconcerned
participants were significantly more likely to deactivate their
countermeasures to achieve a satisfactory browsing experi-
ence and to access all resources they wanted, even though it
may expose them to being fingerprinted (p < 0.01).

e Privacy Behavior Index (PBI): Participants engaging in
more privacy-protective measures, as indicated by the pri-
vacy behavior index developed by Pugliese et al. [57], were
also more likely to keep their fingerprinting countermea-
sures active and to tolerate the respective side effects. For
the second factor covering Restricted Access & Browsing
Disruptions, we observed a significant negative relationship
at the 1% level, and for the first factor at a 5% level.

e PBU: In constrast to our PBI analysis, participants who had
previously used Tor or Brave were less willing to accept any
side effects to retain their fingerprinting protection. This
relationship could only be observed for the second factor:
Restricted Access & Browsing Disruptions (p < 0.01).

The regression tables for both factors are displayed in Section A.4,
where Table 7 shows the results for Functionality Loss and Table 8
shows the results for Restricted Access & Browsing Disruptions.
As an additional exploratory analysis, we investigated if higher
acceptance scores, as discussed in RQ2, were related to participants
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being more likely to deactivate their countermeasures if functional-
ity or experience were impacted. To do so, we also added the average
acceptance scores (for Cybersecurity, Law Enforcement, and User
Experience) to the respective Base Model for Factors 1 & 2. Partic-
ipants who exhibited higher acceptance scores for fingerprinting
being applied to enhance User Experience also showed significantly
(p < 0.001) higher scores for Restricted Access & Browsing Disrup-
tions as well as a higher tendency to deactivate countermeasures
when confronted with Functionality Loss (p < 0.01). For the case
in which we controlled for the average fingerprinting acceptance
score when applied for Cybersecurity, we observed a significant
relationship only for Functionality Loss through countermeasures
(p < 0.01). For Law Enforcement, we did not observe any significant
relationship. (This analysis is not included in the Appendix.)

Our findings reveal that participants’ propensity to deactivate fin-
gerprinting countermeasures in response to browsing inconve-
niences is associated with their IT-related background, privacy
concerns, and prior privacy-related behaviors. While age, gender
and sample origin had no significant impact, individuals with an
IT-related background were more tolerant of Functionality Loss,
but not of Restricted Access & Browsing Disruptions. Privacy Prag-
matists and Privacy Unconcerned participants were significantly
more likely to disable countermeasures to maintain browsing con-
venience. Further, participants who actively engaged in privacy-
protective behaviors (PBI) were more likely to endure browsing
disruptions to retain fingerprinting protection. Our exploratory
analysis of the impact of fingerprinting acceptance also revealed
significant effects, in particular, for User Experience.

5 Summary & Discussion

Our results reveal an awareness gap between digital fingerprinting
and cookies: respondents showed significantly lower awareness
of fingerprinting. This could be influenced by various factors. In
comparison to cookies, digital fingerprinting is a more recently
recognized technology space [10, 15], which is considerably more
difficult to communicate to users due to the diversity of approaches,
technologies and terminologies involved. Further, digital finger-
printing suffers from a lack of transparency due to the high rele-
vance of server-side processing and its stateless characteristics. In
addition, regulations such as the GDPR and the ePrivacy Directive
[15, 57] have been mostly applied to scenarios involving cookies.

Participants with IT-related backgrounds reported higher aware-
ness of fingerprinting, suggesting that acquiring technology literacy
may often include knowledge about fingerprinting. Gender differ-
ences were consistent and notable: men were more aware of both
tracking methods, similar as in prior work on gender differences
in digital literacy and privacy awareness [55, 60, 66]. Awareness of
fingerprinting did not significantly vary across our two samples.

In contrast to general privacy concerns, active privacy-protective
behaviors (e.g., using VPNs or ad blockers) were associated with
higher awareness levels. As the data are observational and cross-
sectional, we cannot determine the directionality of this relation-
ship: e.g., does higher awareness lead users to adopt protective
tools, or vice versa. Future experimental work or longitudinal stud-
ies could explore such patterns in more detail [13].
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Acceptance of fingerprinting varied strongly by application: it
was highest for cybersecurity uses, lower for law enforcement, and
lowest for user-experience applications. However, the results from
the sentiment analysis and text mining differed to a certain degree.
Here, the law enforcement context had the most unfavorable ratio
between positive and negative word occurences, and also positive
and negative sentiment occurences. The emotion of fear was also
expressed more often in comparison to the other application areas.
This resonates with broader concerns about surveillance and social
control tools like facial recognition and predictive policing [8].

It must be noted though that positive sentiments and expres-
sions of trust were most common across all three application areas
(see Table 1). As such, our participants seemingly appreciated the
beneficial uses of fingerprinting. This, however, also points to an
area of improvement of our study. We did not explicitly include
an application context that was more negatively loaded such as
usage of fingerprinting to enhance social control mechanisms or to
sidestep other anti-tracking mechanisms (e.g., to respawn cookies).
This would be an important area for future work to complement
our results. Across all application areas, the detailed analysis of the
free-text answers revealed various points of criticism that could
be useful for the design of follow-up studies. For example, many
participants interpreted “user experience” claims skeptically, asso-
ciating them with commercial motives (e.g., monetization or firm
self-interest). This illustrates that many of our participants recog-
nized the (policy) conundrum between using digital fingerprinting
“for good” vs. the slippery slope of potential misuse and abuse.

However, from a numerical perspective, user experience scenar-
ios generated also the largest number of positive sentiments, likely
due to their more direct association with convenience rather than
negative aspects such as the potential for social control. This may
relate to research showing that users often trade privacy for conve-
nience or benefits when using online services or products [2, 30].

Age did play a role in our investigation. Older participants were
less aware of digital fingerprinting. Further, their acceptance of
digital fingerprinting was higher for the cybersecurity area, and
lower for user-experience applications. Prior research also high-
lights generational differences in technology contexts [27, 38, 45],
and our study adds to this line of work.

Privacy Fundamentalists and users of privacy-enhancing tech-
nologies (high PBI) showed a significantly lower acceptance of
fingerprinting across all application areas, especially in contexts
with direct financial implications such as paywalls or dynamic pric-
ing [23, 56]. That is, they are leaning towards the sceptical side of
the aforementioned trade-off scenario between the beneficial usage
of fingerprinting and potential overreach or abuse.

Men showed lower acceptance of fingerprinting in cybersecurity
and law enforcement contexts compared to women and non-binary
participants, a difference that aligns with research in other con-
texts highlighting that women have “distinct safety and security
needs” [40]. The same applies to people with other gender identi-
ties and other marginalized communities [59]. On the one hand,
supporting cybersecurity and law enforcement may be appreciated.
On the other hand, fingerprinting also substantially increases the
technical and practical hurdles for achieving anonymity online or
evading trackability by unwanted parties.
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Perceptions of browsing inconveniences caused by fingerprinting
countermeasures varied by privacy-related factors and background.
Participants engaging in more privacy-protective measures (higher
PBI), were more likely to tolerate all forms of inconveniences out-
lined in the survey. Similarly, participants with IT-related back-
grounds and Privacy Fundamentalists were more willing to tolerate
at least problems with Restricted Access & Browsing Disruptions
in exchange for better fingerprinting protection. However, we ob-
served the opposite effect for users of privacy-focused browsers.
This is perhaps the result of having - out of all groups - the most
direct experience with such challenges, but also the practical un-
derstanding to sidestep them.

Returning to the analysis of the free-text responses, we noted that
the comments by the participants further illuminated the numerical
analysis meaningfully. For example, discussions around user experi-
ence often referenced personal use cases, whereas financial motives
were rarely mentioned in law enforcement contexts, suggesting
that monetary concerns are less central in debates about govern-
ment tracking. In contrast, trust-related responses dominated the
law enforcement context, seemingly reflecting more confidence in
government agencies over commercial entities when it comes to
online monitoring and investigative practices.

Building on seminal theoretical work [44] and applied to the
context of digital fingerprinting, trust in an organization can be
broken down into distinct dimensions: competence (e.g., can the
organization technically protect personal data), benevolence (e.g.,
are users’ preferences respected), and integrity/accountability (e.g.,
is fingerprinting transparent, lawful, and controllable). In our study,
respondents referred to competence the most in the cybersecu-
rity area. Participants accept the technical rationale but only if
organizations prove they can prevent breaches. Further, (a lack of)
benevolence was an important point for user experience use cases:
participants overwhelmingly interpreted fingerprinting for user ex-
perience as profit-driven (42.9% own-purpose, 30.3% monetization),
with many criticizing user experience being only a claim for the
real intent of commercially exploiting consumer data. For law en-
forcement, they often referred to benevolence (39.3% trust) but then
shifted attention to integrity, accountability and oversight, claim-
ing fingerprinting must be used for non-commercial motives and
demanding (legal) safeguards/protections against political misuse.

Finally, the survey itself had a notable effect on some respondents:
several reported heightened concern about fingerprinting after
learning about it, with comments such as: “It made me much more
aware and frightened by what is collected about us”, or “It made me
more concerned about my security while browsing”, or “I'm going to
get rid of all my extensions... and be more mindful of my browsing
habits” These reactions highlight how increased awareness can
shift perceptions and intentions regarding protective behavior.

6 Implications & Concluding Remarks

We observed that fingerprinting acceptance is dependent on the
application area, but also on the trust in the organization deploying
fingerprinting. Therefore, transparent and direct communication
from the implementing party would be ideal to foster understanding
and acceptance, and to overcome the inherent information barriers
of digital fingerprinting. Unfortunately, current disclosure practices
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regarding digital fingerprinting appear incomplete [47]. Likewise,
attempts at self-regulation in the online tracking space have a spotty
track record; see, for example, the dissolution of the W3C Tracking
Protection Working Group in 2019 [70], or the recent public debates
on the phasing out of third-party cookies.

The mentioned desire for transparency and control over the own
fingerprint could imply adding user-facing feedback mechanisms.
Prior work shows that users can benefit from real-time notification
of fingerprinting attempts. For instance, Weinshel et al. [67] found
that users were “surprised by how often they were tracked” and mo-
tivated to take action when shown tracking summaries. Tools like
browser dashboards or indicator icons can meet this need: Firefox’s
privacy dashboard, for example, transparently reports how many
fingerprinting attempts have been blocked [19]. Likewise, Fietkau
et al. [18] designed a color-coded icon (green—yellow—red) that
alerts users to extensive fingerprinting on the current page. Incor-
porating similar UI into more browser dashboards could increase
trust and perceived control. Of course, dashboard-type approaches
still place a significant burden on users to inform themselves and
manage their preferences. Importantly, our study illustrates that
there is a sizable number of users willing to invest time and effort in
protective behaviors (PBU, PBI), or are even willing to suffer from
non-trivial browsing inconveniences to evade digital fingerprinting.

Our findings shed light on users’ preferences related to finger-
printing, suggesting concrete directions for countermeasure design.
For example, privacy-sensitive users were less willing to accept
fingerprinting, implying that automatic defaults should favor pro-
tection. Firefox, for example, has fingerprinting protection enabled
by default [19]. Consistent with the participants’ expressed desire
for control and transparency in the open-ended questions, there
are already efforts to formulate advice for marking fingerprintable
features and enabling fallback behavior [14]. This involves clearly
indicating when an API may aid in fingerprinting, such as through
an icon or label, and ensuring that the application’s functionality
can gracefully degrade if those APIs are turned off [14].

In conclusion, our study of 734 participants revealed a more com-
prehensive picture of user perceptions of digital fingerprinting
and its countermeasures. While awareness of traditional tracking
methods like cookies is widespread, fingerprinting remains less
well-known, especially among non-technical users. In our work,
we further establish how acceptance of fingerprinting largely de-
pends on its application area and how users react to inconveniences
related to fingerprinting countermeasures.

A significant challenge highlighted by our findings is the balance
between robust protection and usability. Even privacy-conscious
users may abandon countermeasures if they disrupt the browsing
experience. Moreover, relying solely on external tools can some-
times introduce additional risks, such as malware or even making
a user more uniquely identifiable [15].

Future work should also delve deeper in the economic determi-
nants of the ecosystem supporting digital fingerprinting to improve
our understanding of the perceived and actual value of digital fin-
gerprinting to deliver more equitable outcomes.
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A Additional Material: Scenarios, Graphs, and Tables

A.1 Survey: Fingerprinting acceptance scenarios

Acceptance scenarios — cybersecurity:
(1) Detecting potential criminal access to user accounts.’
(2) Preventing illegal attempts to access databases comprising user information.
(3) Enforcing paywalls to non-paying customers.
(4) Leveraging Artificial Intelligence to improve fraud prevention practices.
(5) Educating the user about their account security.
(6) Reducing the amount of phishing mails.
Acceptance scenarios — law enforcement:
(1) Performing digital forensic analysis in the context of online fraud.
(2) Tracking suspicious online search queries for crime prevention.
(3) Supporting criminal investigations with evidence obtained through digital fingerprinting.
(4) Employing digital fingerprinting technology to aid in missing persons investigations.
(5) Preventing harm by inspecting online chat forums for signs of criminal activities.
(6) Controlling the rehabilitation of prisoners by tracking their online activities.
Acceptance scenarios — user experience:
(1) Accelerating user logins by bypassing CAPTCHAs.
(2) Elevating the online dating experiences with personalized and relevant matches.
(3) Relevant ad recommendations based on individual interests.
(4) Tailored websites for personalized user experience.
(5) Optimizing job search results for relevant and fulfilling career opportunities.
(6) Dynamic price determination of services or products.

A.2 Likert scales: Acceptance scenarios

i

Criminal Access Detection 7% 51% 38%
!

Database Access Prevention 7% 48% 42%
1
I

Paywall Enforcement110% 24% 34% 24% 7%

i
!

Al Fraud Prevention - 6% 22% 52% 18%
1
|

Account Security Education - 14% 52% 30%
1
!

Phishing Reduction - 13% 50% 33%
I

Percentage of Responses

Figure 4: Fingerprinting for cybersecurity scenarios

"Response options: Strongly Unacceptable, Unacceptable, Indifferent, Acceptable, Strongly Acceptable.
412

Schramm et al.

Strongly unacceptable
Unacceptable
Indifferent

Acceptable

Strongly acceptable



Analyzing Societal Awareness and Perception of Digital Fingerprinting and Fingerprinting Countermeasures

Digital Forensics A

Suspicious Query Tracking -

Evidence Support A

Missing Persons Aid -

Chat Monitoring -

Rehabilitation Tracking A

. 16% 17%

1
I 8% 14%

|8%

1
1
l13% 18%
1
1
1
. 19% 21%
I

36% -

Percentage of Responses

Figure 5: Fingerprinting for law enforcement scenarios

Faster Logins A

Personalized Dating -

Targeted Ads -

Customized Websites -

Optimized Job Search A

Dynamic Pricing _

% 9%

1

1
I12% 20%

1

28%

32% 40% .
j
30% 29% I
1
1
1
26% 30% I
!
28% 37% .

50%

19% 18% I

Percentage of Responses

Figure 6: Fingerprinting for user experience scenarios
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A.3 Likert scales: Countermeasure scenarios

Brave Browser Scenario 1 1

Brave Browser Scenario 2 1

Brave Browser Scenario 3 1

17%

16%

16%

13%

14%

15%

34%

37%

35%

Percentage of Responses

Schramm et al.

[ Would definitely not disable
Would probably not disable
Not sure
Would probably disable
I Would definitely disable

Figure 7: Brave browser scenarios (1: All the progress you made in the game is lost in your next gaming session; 2: Many games
do not work correctly; 3: You cannot reach the next level because a 3D element of the game’s user interface is not visible)

Tor Browser Scenario 1 |

Tor Browser Scenario 2 |

Tor Browser Scenario 3 |

34%

23%

12% 11%

20%

20%

47%

18%

36%

Percentage of Responses

[ Would definitely not disable
Would probably not disable
Not sure
Would probably disable
s Would definitely disable

Figure 8: Tor browser scenarios (1: You can’t access your favorite streaming platform; 2: Your search engine results are not
personalized to match your interests; 3: You always need to manually turn off a browser extension to watch a video online)
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| Would definitely not disable
Would probably not disable
Browser Extensions Scenario 1 | 7% 21% 16% 39% Not sure

Would probably disable
. Would definitely disable

Browser Extensions Scenario 2 15% 16% 43%

Browser Extensions Scenario 3 1 16% 34% 21% 23%

Percentage of Responses

Figure 9: Browser extensions scenarios (1: Websites are not displayed in your preferred language; 2: Interactive website elements
(search buttons or sliders) overlap each other and do not work; 3: Search engine results look static and less appealing)
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A.4 Tables: Regression tables, Cohen’s Kappa, and factor loadings

Table 3: Ordered logistic regression: Awareness fingerprinting vs. awareness cookies

Schramm et al.

Dep. Variable

Tracking Awareness Fingerprinting

Tracking Awareness Cookies

Base Model Model1 Model2 Model3 Base Model Model1l Model2 Model3
Age -0.0195** -0.0188**  -0.0133 -0.0138 -0.002 -0.001 0.004 0.003
(0.008) (0.008)  (0.008)  (0.008) (0.009) (0.009)  (0.009)  (0.009)
Gender 0.499*** 0.489*** 0.261* 0.332** 0.550*** 0.553*** 0.324** 0.413***
(0.144) (0.145)  (0.149)  (0.148) (0.152) (0.153)  (0.156)  (0.155)
IT-Related Background 0.326™* 0.321** 0.120 0.199 1.007*** 1.005***  0.845"**  0.905"**
(0.161) (0.161)  (0.165)  (0.164) (0.172) (0.172)  (0.175)  (0.174)
Sample -0.461* -0.444* -0.195 -0.219 -0.979*** -0.972***  -0.761***  -0.780***
(0.242) (0.244)  (0.248)  (0.248) (0.256) (0.257)  (0.260)  (0.197)
Westin Index
Privacy Pragmatists -0.101 -0.029
(0.165) (0.175)
Privacy Unconcerned -0.1217 -0.255
(0.404) (0.406)
Privacy Behavior Index 0.491*** 0.452***
(0.062) (0.061)
PBU 1.046*** 0.827***
(0.193) (0.197)
1/2 -2.419** -2.472%* -0.511 -2.092*** -4.759*** -3.554***  -3,018"** -4.492***
(0.399) (0.409)  (0.466)  (0.405) (0.573) (0.581)  (0.619)  (0.576)
2/3 0.775"** 0.775*** 0.831*** 0.792*** 1.376™** 1.378*** 1.395™** 1.387"**
(0.053) (0.053)  (0.053)  (0.053) (0.103) (0.103)  (0.102)  (0.103)
3/4 0.983*** 0.984*** 1.046™* 1.021*** 1.0417*** 1.064™** 1.107*** 1.098™**
(0.060) (0.060)  (0.059)  (0.060) (0.044) (0.045)  (0.046)  (0.045)
Observations 712 712 712 712 712 712 712 712
Pseudo R? 0.015 0.015 0.057 0.034 0.042 0.043 0.082 0.055

Note: *p<0.1; *p<0.05; ***p<0.01
Standard errors are in parentheses.

Gender: Female and Non-binary as reference category.

Sample: Prolific sample participants as reference category.
Westin Index: Privacy Fundamentalists as reference category.
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Table 4: OLS regression: Acceptance of fingerprinting for cybersecurity

Dep. Variable Acceptance Fingerpinting Cybersecurity
Base Model Model1 Model2 Model 3
Age 0.010*** 0.009"**  0.009"*  0.010***
(0.003) (0.003)  (0.003)  (0.003)
Gender -0.144*** -0.139™*  -0.114™*  -0.126™**
(0.044) (0.044)  (0.044)  (0.045)
IT-Related Background -0.068 -0.064 -0.043 -0.052
(0.049) (0.049)  (0.049)  (0.049)
Sample 0.191*** 0.176™* 0.160** 0.164™
(0.74) (0.074)  (0.074)  (0.075)
Westin Index
Privacy Pragmatists 0.085*
(0.050)
Privacy Unconcerned 0.259**
(0.119)
Privacy Behavior Index -0.051%**
(0.017)
PBU -0.102*
(0.055)
Const 3.601*** 3.563"" 38117 3.639"
(0.118) (0.121)  (0.137)  (0.120)
Observations 712 712 712 712
R? 0.045 0.053 0.057 0.050
Adj. R? 0.040 0.045 0.500 0.043

Note: *p<0.1; **p<0.05; “**p<0.01

Standard errors are in parentheses.

Gender: Female and Non-binary as reference category.
Sample: Prolific sample participants as reference category.
Westin Index: Privacy Fundamentalists as reference category.
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Table 5: OLS regression: Acceptance of fingerprinting for law enforcement

Dep. Variable Acceptance Fingerpinting law enforcement
Base Model Model1 Model2 Model 3
Age 0.010™** 0.008™* 0.009*** 0.009***
(0.003) (0.003)  (0.003)  (0.003)
Gender -0.386™* -0.370***  -0.323"**  -0.343***
(0.056) (0.056)  (0.057)  (0.057)
IT-Related Background -0.230™* -0.219™**  -0.178™**  -0.194™**
(0.063) (0.062)  (0.063)  (0.064)
Sample 0.0334** 0.294™*  0.270*** 0.271***
(0.096) (0.095)  (0.095)  (0.097)
Westin Index
Privacy Pragmatists 0.224***
(0.064)
Privacy Unconcerned 0.549™**
(0.152)
Privacy Behavior Index -0.106**
(0.022)
PBU -0.237*
(0.070)
Const 3.561"** 3.458™"  4.001*** 3.649"*
(0.153) (0.155)  (0.175)  (0.154)
Observations 712 712 712 712
R? 0.100 0.124 0.129 0.114
Adj. R? 0.094 0.116 0.123 0.108

Note: *p<0.1; **p<0.05; ***p<0.01

Standard errors are in parentheses.

Gender: Female and Non-binary as reference category.
Sample: Prolific sample participants as reference category.
Westin Index: Privacy Fundamentalists as reference category.
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Table 6: OLS regression: Acceptance of fingerprinting for user experience

Dep. Variable

Acceptance Fingerpinting user experience

Base Model Model1 Model2 Model3

Age 0.001 -0.002 -0.000 -0.000
(0.004) (0.003)  (0.004)  (0.004)
Gender -0.107* -0.072 -0.0455 -0.068
(0.061) (0.060)  (0.062)  (0.062)
IT-Related Background -0.067 -0.047 -0.016 -0.034
(0.068) (0.066)  (0.068)  (0.069)
Sample 0.286"** 0.212** 0.224** 0.229**
(0.103) (0.101)  (0.103)  (0.105)
Westin Index
Privacy Pragmatists 0.411**
(0.068)
Privacy Unconcerned 0.786™**
(0.161)
Privacy Behavior Index -0.103***
(0.023)
PBU -0.217°*
(0.076)
Const 2.886"** 2.686™** 3.315*** 2.997***
(0.165) (0.164)  (0.190)  (0.167)
Observations 712 712 712 712
R? 0.023 0.085 0.049 0.034
Adj. R? 0.018 0.077 0.043 0.028

Note: *p<0.1; **p<0.05; “**p<0.01
Standard errors are in parentheses.

Gender: Female and Non-binary as reference category.

Sample: Prolific sample participants as reference category.
Westin Index: Privacy Fundamentalists as reference category.
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Table 7: OLS regression: Functionality loss caused by fingerprinting countermeasures

Dep. Variable Functionality Loss
Base Model Model1 Model2 Model 3
Age -0.007 -0.008 -0.008 -0.007
(0.006) (0.006)  (0.006)  (0.006)
Gender -0.065 -0.046 -0.020 -0.052
(0.097) (0.098)  (0.099)  (0.099)
IT-Related Background -0.188" -0.180" -0.150 -0.177
(0.108) (0.108)  (0.110)  (0.110)
Sample -0.190 -0.218 -0.236 -0.209
(0.164) (0.165)  (0.165)  (0.167)
Westin Index
Privacy Pragmatists 0.155
(0.110)
Privacy Unconcerned 0.092
(0.264)
Privacy Behavior Index -0.075**
(0.038)
PBU -0.073
(0.122)
Const 3.7803"** 3.697"""  4.093**  3.807"
(0.262) (0.269)  (0.304)  (0.266)
Observations 712 712 712 712
R? 0.010 0.013 0.016 0.011
Adj. R? 0.005 0.005 0.009 0.004

Note: *p<0.1; **p<0.05; “**p<0.01

Standard errors are in parentheses.

Gender: Female and Non-binary as reference category.
Sample: Prolific sample participants as reference category.
Westin Index: Privacy Fundamentalists as reference category.
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Table 8: OLS regression: Restricted access & browsing disruptions caused by fingerprinting countermeasures

Dep. Variable Restricted Access & Browsing Disruptions
Base Model Model1 Model2 Model 3
Age 0.001 -0.001 -0.001 -0.001
(0.003) (0.003)  (0.003)  (0.003)
Gender 0.011 0.029 0.075 0.061
(0.059) 0.059)  (0.059)  (0.060)
IT-Related Background -0.152™* -0.141** -0.098 -0.110*
(0.066) (0.065)  (0.066)  (0.066)
Sample 0.163 0.123 0.098 0.090
(0.100) (0.099)  (0.099)  (0.101)
Westin Index
Privacy Pragmatists 0.226™**
(0.066)
Privacy Unconcerned 0.480™**
(0.159)
Privacy Behavior Index -0.109**
(0.023)
PBU -0.279***
(0.073)
Const 3.146™ 3.038™™* 3,598  3.250**
(0.159) (0.162)  (0.182)  (0.160)
Observations 712 712 712 712
R? 0.010 0.032 0.041 0.030
Adj. R? 0.004 0.023 0.035 0.023
Note: *p<0.1; **p<0.05; “**p<0.01
Standard errors are in parentheses.
Gender: Female and Non-binary as reference category.
Sample: Prolific sample participants as reference category.
Westin Index: Privacy Fundamentalists as reference category.
Table 9: Cohen’s Kappa for text mining categories
Nr. Category Cybersecurity Law Enforcement User Experience
1 Fingerprint used for own purposes by entity 0.746 0.442 0.762
la  Explicitly mentioned monetary purpose 0.758 0.429 0.784
2 Trust in the entity to handle fingerprint responsibly 0.968 0.958 0.965
3 Fear of data breaches/hackers 0.669 0.664 0.793

Table 10: Factor loadings for countermeasure scenarios (Oblimin rotation and absolute values smaller than 0.2 omitted)

Nr. Scenario Factor 1 Factor 2

1 You can’t access your favorite streaming platform 0.261 0.364
2 Your search engine results are not personalized to match your interests 0.566
3 You always need to manually turn off a browser extension to watch a video online 0.625
4 All the progress you made in the game is lost in your next gaming session 0.869

5  Many games do not work correctly 0.922

6  You cannot reach the next level because a 3D element of the game’s user interface is not visible 0.950

7  Websites are not displayed in your preferred language 0.534
8 Interactive website elements (search buttons or sliders) overlap each other and do not work 0.582
9  Search engine results look static and less appealing 0.629
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Schramm et al.

B Variable Significances in Both Samples — University Students vs. Prolific Participants

Table 11: Significance and sign of predictors across all model specifications - fingerprinting awareness

Prolific (N=253)

University Students (N=459)

Combined (N=712)

Variable Base M1 M2 M3  Base M1 M2 M3 Base M1 M2 M3
Age *0) () ) () *() R EE)

Gender (5) ) TR () ) TG ) )
IT-Related Background ) T (+) *(+) ) )

Westin—Privacy Pragmatist

Westin-Privacy Unconcerned

Privacy Behavior Index () () 4 (+)
SafeBrowserUser () () ()
Sample / / () )

Note. Empty cell indicates no significant effect in that model. Base Model = Age, Gender, IT-Related Background (Sample for Combined); M1 adds Westin typology; M2 adds Privacy
Behavior Index; M3 adds SafeBrowserUser. Significance: *p < 0.1, **p < 0.05, ***p < 0.01. “(+)”/“(-)” shows the sign of the estimated coefficient.

Table 12: Significance and sign of predictors across all model specifications — cookie awareness

Prolific (N=253)

University Students (N=459)

Combined (N=712)

Variable Base M1 M2 M3 Base M1 M2 M3 Base M1 M2 M3
Age GO O
Gender ***(+) ***(+) *(+) **(+) **(+) **(+) *(+) ***(_'_) ***(+) **(+) ***(+)
IT-Related Background B G I €5 ) () i € o € I 5 Wt 5 W )
Westin—Privacy Pragmatist

Westin-Privacy Unconcerned

Privacy Behavior Index = (y) (4 ()
SafeBrowserUser **(+) ) **(4)
Sample / / )R D) )

Note. Empty cell indicates no significant effect in that model. Base Model = Age, Gender, IT-Related Background (Sample for Combined); M1 adds Westin typology; M2 adds Privacy

¢

Behavior Index; M3 adds SafeBrowserUser. Significance: *p < 0.1, **p < 0.05, ***p < 0.01. “(+)”/“(-)” shows the sign of the estimated coefficient.

Table 13: Significance and sign of predictors across all model specifications — acceptance of fingerprinting for cybersecurity

purposes

Prolific Sample (N=253) University Students (N=459) Combined Sample (N=712)
Variable Base M1 M2 M3 Base M1 M2 M3 Base M1 M2 M3
Age ***(+) ***(+) ***(+) ***(+) ***(+) ***(+) **(+) *'k(+) ***(+) ***(+) ***(+) *'k*(+)
Gender ‘k**(_) ***(_) 'k'k(_) ***(_) ‘k(_) *‘k*(_) 'k'k'k(_) *'k(_) ***(_)
IT-Related Background
Westin — Privacy Pragmatist *(+)
Westin — Privacy Unconcerned () **(+)
Privacy Behavior Index (=) (=)
SafeBrowserUser =) )
Sample / / B ) B CO B O

Note. Empty cell indicates no significant effect in that model. Base Model = Age, Gender, IT-Related Background (Sample for Combined); M1 adds Westin typology; M2 adds Privacy
Behavior Index; M3 adds SafeBrowserUser. Significance: *p < 0.1, **p < 0.05, ***p < 0.01. “(+)”/“(-)” shows the sign of the estimated coefficient.
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Table 14: Significance and sign of predictors across all model specifications — acceptance of fingerprinting for law enforcement

purposes
Prolific Sample (N=253)  University Students (N=459) Combined Sample (N=712)

Variable Base M1 M2 M3 Base Ml M2 M3 Base M1 M2 M3
Age *'k(+) **(+) **(+) **(+) **(+) **(+) *(+) ***(+) 'k*(+) **'k(+) ***(+)
Gender ***(_) ***(_) ***(_) ***(_) ***(_) ***(_) ***(_) ***(_) ***(_) ***(_) ***(_) ***(_)
IT.ReIated Background *(_) *(_) ***(_) ***(_) ***(_) ***(_) ***(_) ***(_) ***(_) ***(_)
Westin - Privacy Pragmatist () (1)
Westin - Privacy Unconcerned () *(+) o (4)
Privacy Behavior Index () () w5
SafeBrowserUser (=) ()
Sample / / ***(+) ***(+) ***(+) ***(+)

Note. Empty cell indicates no significant effect in that model. Base Model = Age, Gender, IT-Related Background (Sample for Combined); M1 adds Westin typology; M2 adds Privacy
Behavior Index; M3 adds SafeBrowserUser. Significance: *p < 0.1, **p < 0.05, ***p < 0.01. “(+)”/“(-)” shows the sign of the estimated coefficient.

Table 15: Significance and sign of predictors across all model specifications — acceptance of fingerprinting for user experience

purposes
Prolific Sample (N=253) University Students (N=459) Combined Sample (N=712)

Variable Base M1 M2 M3 Base Ml M2 M3 Base M1 M2 M3
Age
Gender RO I © I O BN O ()
IT-Related Background
Westin — Privacy Pragmatist (+) () FE(+)
Westin - Privacy Unconcerned () **(+) ()
Privacy Behavior Index ) () A
SafeBrowserUser ) )
Sample / / ***(+) **(+) **(+) ***(+)

Note. Empty cell indicates no significant effect in that model. Base Model = Age, Gender, IT-Related Background (Sample for Combined); M1 adds Westin typology; M2 adds Privacy
Behavior Index; M3 adds SafeBrowserUser. Significance: *p < 0.1, **p < 0.05, ***p < 0.01. “(+)”/“(-)” shows the sign of the estimated coefficient.

Table 16: Significance and sign of predictors across all model specifications — functionality loss caused by fingerprinting

countermeasures

Variable

Prolific Sample (N=253) University Students (N=459)

Combined Sample (N=712)

Base M1 M2 M3 Base M1 M2 M3

Base M1 M2 M3

Age

Gender

IT-Related Background

Westin — Privacy Pragmatist
Westin — Privacy Unconcerned
Privacy Behavior Index
SafeBrowserUser

Sample

AR

***(_) ***(_) **(_) **(_)

/ /

NOIN©

**(_)

Note. Empty cell indicates no significant effect in that model. Base Model = Age, Gender, IT-Related Background (Sample for Combined); M1 adds Westin typology; M2 adds Privacy
Behavior Index; M3 adds SafeBrowserUser. Significance: *p < 0.1, **p < 0.05, ***p < 0.01. “(+)”/“(-)” shows the sign of the estimated coefficient.
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Table 17: Significance and sign of predictors across all model specifications - restricted access & browsing disruptions caused by

fingerprinting countermeasures

Prolific Sample (N=253) University Students (N=459)

Combined Sample (N=712)

Variable Base Ml M2 M3 Base M1 M2 M3 Base M1 M2 M3
Age

Gender

IT-Related Background G () ) O HE) ) *)
Westin - Privacy Pragmatist (+) () (4

Westin - Privacy Unconcerned *(+) *(+) *(4)

Privacy Behavior Index () () w5
SafeBrowserUser () w () wx(.)
Sample / /

Note. Empty cell indicates no significant effect in that model. Base Model = Age, Gender, IT-Related Background (Sample for Combined); M1 adds Westin typology; M2 adds Privacy
Behavior Index; M3 adds SafeBrowserUser. Significance: *p < 0.1, **p < 0.05, ***p < 0.01. “(+)”/“(-)” shows the sign of the estimated coefficient.
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Table 18: Country of residence by sample

Country of Residence Prolific University Total
Germany 0(0.0%) 453 (95.8%) 453 (47.4%)
UsS 131 (50.2%)  0(0.0%) 131 (13.7%)
UK 130 (49.8%)  0(0.0%) 130 (13.6%)
Other 0 (0.0%) 4(0.8%) 4(0.4%)
China 0 (0.0%) 3 (0.6%) 3(0.3%)
Czech Republic 0 (0.0%) 2 (0.4%) 2(0.2%)
Spain 0 (0.0%) 2 (0.4%) 2(0.2%)
Austria 0 (0.0%) 1(0.2%) 1(0.1%)
Belarus 0 (0.0%) 1(0.2%) 1(0.1%)
Colombia 0 (0.0%) 1(0.2%) 1(0.1%)
Indonesia 0 (0.0%) 1(0.2%) 1(0.1%)
No answer 0 (0.0%) 1(0.2%) 1(0.1%)
Slovakia 0 (0.0%) 1(0.2%) 1(0.1%)
Taiwan 0 (0.0%) 1(0.2%) 1(0.1%)
Turkey 0 (0.0%) 1(0.2%) 1(0.1%)
Vietnam 0 (0.0%) 1(0.2%) 1(0.1%)
Total 261 (100%) 473 (100%) 734 (100%)

Table 19: Age and gender by country of residence and sample

Residence Age ‘ Gender
Mean Median | Fem. Male Non-b Not disclose

Germany 21.98 21 184 264 0 5
Other 22.85 23 10 9 0 1

UK 41.62 41 69 61 0 0

US 44.82 43 72 57 1 1
Sample

Prolific 43.2 42 141 118 1 1
University 22 21 194 273 0 6
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Table 20: Level of education distribution in samples

Level of Education Prolific University Total
College graduate (Bachelor’s or equivalent 115 175 290
degree)
Doctoral degree 2 0 2
High school diploma 34 230 264
Less than high school 1 0 1
Master’s degree 42 21 63
Other, please specify 1 8
Prefer not to say 3 6
Professional degree after college (e.g., law, 3 0
medicine)
Some college 53 31 84
Vocational training 7 2 9
SUM 261 473 734
Table 21: Employment status distribution by sample
Employment Status Prolific University Total
Disabled 5 0 5
Employed full-time 141 4 145
Employed full-time, Student 1 5 6
Employed part-time 44 31 75
Employed part-time, Student 0 94 94
Homemaker 7 0 7
Other Employment 5 1 6
Prefer not to say 3 2 5
Retired 18 18
Student 8 291 299
Student, Disabled 0 1
Unemployed NOT looking for work 2 3
Unemployed NOT looking for work, Dis- 1 0
abled
Unemployed NOT looking for work, Stu- 0 7 7
dent
Unemployed looking for work 26 12 38
Unemployed looking for work, Student 0 22 22
SUM 261 473 734

Table 22: IT-related background by sample

IT-Related Background University Prolific Total
No 121 185 306
Prefer not to Say 8 7 15
Yes 344 69 413
SUM 473 261 734
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Table 23: Time spent online by sample

Time Spent Online  University Prolific Total

Less than 1 hour 1 0 1
1 - 2 hours 19 20 39
2 - 3 hours 59 40 99
3 - 4 hours 96 44 140
4 - 5 hours 108 43 151
More than 5 hours 190 114 304

Table 24: Browser usage by sample

Browser Prolific University Total
Firefox 184 243 427
Opera 71 127 198
Tor Browser 44 66 110
Safari 156 385 541
Chrome 253 431 684
Microsoft Edge 171 263 434
Brave 39 46 85
Other 11 47 58

Table 25: Privacy browser users by sample

University ‘ Prolific ‘ Total
n % n % n %
No 379 80.1% | 196 75.1% | 575 78.3%
Yes 94 19.9% 65 249% | 159 21.7%

Westin Index Questions

: Strongly disagree

Consumers have lost all control over how SOWEWhat dlsagre_e
personal information is collected and 1 Neither agree or disagree
used by companies. Somewhat agree

Strongly agree

Most businesses handle the personal information
they collect about consumers in a proper 1
and confidential way.

Existing laws and organizational practices
provide a reasonable level of protection 1
for consumer privacy today.

50% 25% 0% 25% 50% 75%
Percentage of Responses

Figure 10: Westin Index — responses
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Table 26: Westin Index category distribution by sample

Prolific ‘ University ‘ Total

n %o n % n Vi

Privacy Fundamentalist 68 26.1% | 122 25.8% | 190 25.9%

Privacy Pragmatist 176  67.4% | 341 72.1% | 517 70.4%
Privacy Unconcerned 17 65% | 10 21% | 27 3.7%
SUM 261 100% | 473 100% | 734 100%
Sample
200 1 [ University Students
3 Prolific
175 4
150 1
125 4
o
c
=
o
O 100 -
751
501
251
0 f | I I
0 1 2 3 4 5 6 7

Privacy Behavior Index

Figure 11: Privacy Behavior Index - distribution of categories among samples
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D Questionnaire

We care about the quality of our data. In order for us to get the
most accurate measures of your knowledge and opinions, it
is important that you thoughtfully provide your best answers
to each question in the study.

e Will you provide your best answers to each question
in this study?
o I'will provide my best answers.
o I will NOT provide my best answers.
o I cannot promise either way.

Which of the following technologies have you used or
encountered?

(Select the answers that apply.)

O Enabling "Do Not Track” in the browser settings.

O Using the Tor Browser.

O Using private mode in browsers (privacy or incognito
mode).

Deleting cookies.

Denying third-party cookies.

Using the Brave Browser.

Deactivating JavaScript.

Ooo0ooao

Indicate your level of agreement regarding the follow-

ing statements:

(Select the answers that apply.)

- Consumers have lost all control over how personal infor-
mation is collected and used by companies.

— Most businesses handle the personal information they
collect about consumers in a proper and confidential way.

— Existing laws and organizational practices provide a rea-

sonable level of protection for consumer privacy today.

Strongly disagree

Somewhat disagree

Neither disagree nor agree

Somewhat agree

Strongly agree

O O O o o

e Web Cookies

(Which of the following statements is applicable to your knowl-

edge of web cookies?)

o I'do not know what web cookies are.

o I have heard of web cookies before, but I do not know how
they work and how they are applied.

o Tam aware of web cookies, their functionality, and their
applications.

o T'am aware of web cookies and I actively employ counter-
measures against them.

Digital Fingerprinting

(Which of the following statements is applicable to your knowl-

edge of digital fingerprinting?)

o Ido not know what digital fingerprinting is.

o Thave heard of digital fingerprinting before, but I do not
know how it works and how it is applied.
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o I'am aware of digital fingerprinting, its functionality, and
its applications.

o Tam aware of digital fingerprinting and I actively employ
countermeasures against it.

o Tell us a bit about your browsing preferences and what
you care about while browsing the internet.

(Do you agree or disagree with the following statements?)

— My browsing experience significantly decreases when I
can’t access all the websites I want to.

— I often access my browsing history to find websites I vis-
ited in previous browsing sessions.

— When I download and install applications, it needs to be
fast, and I don’t want to bother selecting the correct file
for my operating system.

— I care about fast loading speeds while browsing on the
Internet.

— T only use one browser for all my online activities.

- Iam annoyed by lengthy login procedures and want to
access my accounts anytime without restrictions.

— CAPTCHASs slow down my productivity and browsing
speed.

- My browsing experience significantly decreases when

videos or other media elements do not load.
Strongly disagree

Somewhat disagree

Neither disagree nor agree

Somewhat agree

Strongly agree

Don’t know

O O O O O ©O

Digital Fingerprinting
(We would like to inform you about digital fingerprinting technology
as covered in this study. Please read the description carefully.)

What is digital fingerprinting?

Digital fingerprinting is the process where a script or website col-
lects small pieces of information about a user’s device, assembling
them into a unique "fingerprint" of the user’s device. To generate
a digital fingerprint, characteristics unique to an individual, their
browser, and their hardware setup, including data like screen reso-
lution and installed fonts, are gathered.

What can a digital fingerprint reveal?

Digital fingerprints can reveal insights into a user’s online activi-
ties and interests, enabling tracking across websites and apps. This
information may expose personal characteristics such as political
affiliation, sexual orientation, education level, income bracket, etc.
Unlike cookies, digital fingerprints are stable identifiers the user
cannot delete. They may also be linked to a user’s real-life identity
based on logins to various online services.

What are the various uses of digital fingerprints?

Online service providers use digital fingerprints for multiple pur-
poses. Companies use them to personalize advertisements, enhance
user experiences, and boost security by identifying and blocking
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potentially fraudulent login attempts. Service providers may utilize
digital fingerprints to track cybercriminals and other malicious
actors based on information from service providers.

Can I protect myself against fingerprinting?

Despite the widespread use of digital fingerprinting, general user
awareness about it is not as high as with cookies. Unlike cookies,
it is much harder to individually protect yourself against browser
fingerprinting; available countermeasures are only effective to a
limited degree and have the potential to substantially reduce con-
venience while browsing.

e Which of the following statements describe what you
know about digital fingerprinting?

(Check all that apply.)

O Itis a technology to check which immigrants and travelers
should be admitted when crossing national borders.

O It is a technology that could be used to detect potentially
fraudulent login attempts on websites.

O It is a technology to track online activities of users.

O It is a technology to identify users based on the character-
istics of their browsers, applications, devices, and network
connections.

O It is a technology to identify a person based on biometrics
(e.g., facial features, fingerprints, irises).

O None of the above.

o Cybersecurity through digital fingerprinting focuses
on protecting users’ security. How acceptable would
you find the usage of digital fingerprinting in the fol-
lowing use cases:

(Select the answers that apply.)

— Detecting potential criminal access to user accounts.

— Preventing illegal attempts to access databases comprising
user information.

— Enforcing paywalls to non-paying customers.

— Leveraging Artificial Intelligence to improve fraud preven-
tion practices.

— Educating the user about their account security.

— Reducing the amount of phishing mails.

Strongly unacceptable

Unacceptable

Indifferent

Acceptable

Strongly acceptable

O O O o o

¢ Imagine your digital fingerprint is now being collected

for cybersecurity purposes. Indicate your level of agree-

ment with the following statements about your digital

fingerprint:

(Select the answers that apply.)

— I'would like to get notifications when my digital finger-
print is collected.

— I would like to disclose my digital fingerprinting pref-
erences in my device’s settings (e.g., DoNotFingerprint
button).
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I would like to be notified and provided with a reason
when my digital fingerprint is collected.

I would like to have the option to consent or decline the
collection of my digital fingerprint on the website.
Strongly disagree

Disagree

Neither agree or disagree

Agree

Strongly agree

O O O O O

Do you trust companies to use your digital fingerprint
primarily for security reasons? State your thoughts.
[Textarea]

Law enforcement today is embracing digital finger-

printing as a tool to improve the effectiveness of their

investigations and public safety efforts. How accept-

able would you find the usage of digital fingerprinting

in the following use cases:

(Select the answers that apply.)

- Performing digital forensic analysis in the context of on-
line fraud.

— Tracking suspicious online search queries for crime pre-
vention.

— Supporting criminal investigations with evidence obtained
through digital fingerprinting.

- Employing digital fingerprinting technology to aid in miss-
ing persons investigations.

— Preventing harm by inspecting online chat forums for
signs of criminal activities.

- Controlling the rehabilitation of prisoners by tracking

their online activities.

Strongly unacceptable

Unacceptable

Indifferent

Acceptable

Strongly acceptable

O O O O o

Imagine your digital fingerprint is now being collected

for law enforcement purposes. Indicate your level of

agreement with the following statements about your
digital fingerprint:

(Select the answers that apply.)

— I would like to get notifications when my digital finger-
print is collected.

— I'would like to have the option to consent or decline the
collection of my digital fingerprint on the website.

— I would like to be notified and provided with a reason
when my digital fingerprint is collected.

— I would like to disclose my digital fingerprinting pref-
erences in my device’s settings (e.g., DoNotFingerprint
button).

o Strongly disagree

Disagree

Neither agree or disagree

Agree

Strongly agree

O o0 o o
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e Do you trust your local government to handle your
digital fingerprint in a responsible way? State your
thoughts.

[Textarea]

e Companies often state that they employ digital finger-
printing to enrich the user experience. How acceptable
would you find the usage of digital fingerprinting in
the following use cases:

(Select the answers that apply.)

— Accelerating user logins by bypassing CAPTCHAs.

— Elevating the online dating experiences with personalized
and relevant matches.

- Relevant ad recommendations based on individual inter-
ests.

— Tailored websites for personalized user experience.

— Optimizing job search results for relevant and fulfilling
career opportunities.

— Dynamic price determination of services or products.

Strongly unacceptable

Unacceptable

Indifferent

Acceptable

Strongly acceptable

O O O o o

¢ Imagine your digital fingerprint is now being collected
for user experience purposes. Indicate your level of
agreement with the following statements about your
digital fingerprint:

(Select the answers that apply.)

- I'would like to get notifications when my digital finger-

print is collected.

— I'would like to have the option to consent or decline the

use of my digital fingerprint on the website.

— I would like to get notified and provided with a reason

when my digital fingerprint is collected.

- I would like to disclose my digital fingerprinting pref-
erences in my device’s settings (e.g., DoNotFingerprint
button).

Strongly disagree
Disagree

Neither agree or disagree
Agree

Strongly agree

O O O o o

¢ Do you trust companies to use your digital fingerprint
primarily for user experience reasons? Could you think
of other potential applications of fingerprinting re-
garding user experience? State your thoughts.
[Textarea]

Countermeasures against fingerprinting
(Please carefully read the text about countermeasures to combat fin-
gerprinting:)

Mitigating digital fingerprinting-based tracking presents challenges.
Unlike cookies that browsers can block, browsers by default struggle
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to prevent digital fingerprinting effectively. Fingerprinting coun-
termeasures risk breaking functionality on various websites when
attempting to prevent a site from accessing information such as
screen dimensions, installed fonts, or hardware information on
your machine.

Available countermeasures range from browser extensions to spe-
cial browsers designed for privacy on the web. While they all come
at some usability cost, which will be evaluated on later pages of this
survey, their effectiveness regarding protection against fingerprint-
ing differs. Paradoxically, some countermeasures even increase a
user’s fingerprintability, making the user’s device or browser even
more distinguishable.

All countermeasures follow the same approach, trying to make
the user less identifiable. Standard techniques are altering browser
attributes, blocking potential fingerprinting scripts, or turning off
certain APIs, which can be used to obtain details about the browser
or device running the browser.

Countermeasures against fingerprinting
(Please carefully read the text about countermeasures to combat fin-
gerprinting:)

Restricted resource access

Some effective countermeasures against fingerprinting come at a
cost: media elements are only accessible to a limited degree, and the
user gets denied access to online resources. Pages can look static
and users need to accept longer loading times and degraded service
from some websites.

inue to The New York Times, please:
onfirm that you are human.

~

fm ot arobot.

Users frequently arrive at prolonged CAPTCHAs and can’t access
resources or login services.
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Accessing videos or media resources requires manual user inter-
vention.

e Imagine you are browsing the web with active finger-
printing protection
(Would you consider turning your fingerprinting protection off
in the following cases? "Would not disable" means that you con-
tinue to browse the web with active fingerprinting protection.
"Would disable" means that you turn off your fingerprinting
protection to eliminate the given side effect.)

- You can’t access your favorite streaming platform.

- Your search engines results are not personalized to match
your interests.

— You always need to manually turn off a browser extension
to watch a video online.

o Would definitely not disable

o Would probably not disable

o Not sure

o Would probably disable

o Would definitely disable

Countermeasures against fingerprinting
(Please read the provided text carefully.)

Unavailability of Browser Games
Countermeasures intervening with Graphic APIs cause some online

services, like online graphic design tools or browser games, to be
unavailable to users.

P ——
= e

® Ragdolt Archers
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The sliding images above show how a countermeasure breaks the
functionality of browser games.

¢ Imagine you are playing an online browser game with
active fingerprinting protection.
(Would you consider turning your fingerprinting protection off
in the following cases? "Would not disable" means that you con-
tinue to browse the web with active fingerprinting protection.
"Would disable" means that you turn off your fingerprinting
protection to eliminate the given side effect.)

— All the progress you made in the game is lost in your next
gaming session.

— Many games do not work correctly.

— You cannot reach the next level, because a 3D element of
the game’s user interface is not visible.

o Would definitely not disable

o Would probably not disable

o Not sure

o Would probably disable

o Would definitely disable

Countermeasures against fingerprinting
(Please carefully read the text about countermeasures to combat fin-

gerprinting.)
Static and less appealing webpages

Some countermeasures randomize browser attributes to conceal
the actual fingerprint, this process is called spoofing. Others block
scripts associated with known trackers, reducing traceability.

While these countermeasures only reduce the effectiveness of fin-
gerprinting to a limited degree, they also come with some usability
issues:
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The first screenshot shows the Google search with no spoofing
extension activated, while the second screenshot depicts a browser
with a browser extension enabled. Some extensions can cause web-
page design elements to disappear, overlap, or have an incorrect
size.

e Imagine you are browsing the web with active finger-
printing protection
(Would you consider turning your fingerprinting protection off
in the following cases? "Would not disable" means that you con-
tinue to browse the web with active fingerprinting protection.
"Would disable" means that you turn off your fingerprinting
protection to eliminate the given side effect.)

— Websites are not displayed in your preferred language.

- Interactive website elements (search buttons or sliders)
overlap each other and do not work.

— Search engine results look static and less appealing.

o Would definitely not disable

o Would probably not disable

o Not sure

o Would probably disable

o Would definitely disable

e Countermeasures and usability
(Now that you know what fingerprinting does and how typical
countermeasures affect a browser’s usability, consider the fol-
lowing scenarios: Imagine your digital fingerprint is captured,

433

and now you need to choose. Would you apply protection mech-
anisms against fingerprinting if they cause the following side
effects: "Definitely not" means you don’t want to use a coun-
termeasure if it causes the respective side effect. "Definitely”
means you are definitely willing to accept the respective side
effect for better fingerprinting protection.)

— A website you want to visit isn’t available, as the website
host blocks your browser.

- Your browsing history is never saved.

— You need to manually select the correct installer file for a
software tool because your browser, by default, provides
you with a file for the wrong operating system.

— Clicking a link and reloading a page takes triple the usual
time.

— Please select probably not in this question.

— You need separate browsers for online shopping, working,
and chatting in a forum.

- You want to log into your online banking system, and it
detects you as a potential bot and denies access.

— You want to access online resources, but the CAPTCHA
to identify you as human appears multiple times, denying
you fast access.

— You want to watch a video on a news site, but it does not

load.

Definitely not

Probably not

Possibly

Probably

Definitely

O O O O O

¢ Did our survey change your attitude concerning brows-
ing on the internet?
o Yes
o If Yes: How did your attitude change? [Textarea]
o No

Finally, please tell us a bit more about yourself.

e How old are you right now?
[Textarea] / Prefer not to say

e Which is the country you’re currently living in?

— Apsny

— Afghanistan

— Albania

— Antarctic

— Algeria

— American Samoa
— Andorra

— Angola

- Anguilla

- Antigua and Barbuda
— Argentina

— Armenia

— Aruba
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— Australia

— Austria

— Azerbaijan

— Bahamas

— Bahrain

- Bangladesh

— Barbados

— Belarus

- Belgium

- Aland Islands

— Belize

— Benin

— Bermuda

— Bhutan

— Bolivia

— Caribbean Netherlands
— Bosnia and Herzegovina
— Botswana

— Brasil

— Bouvet Islands

— British Virgin Islands
— Brunei

— British Indian Ocean Territory
— Bulgaria

— Burkina Faso

— Burma

— Burundi

— Cambodia

— Cameroons

— Canada

— Cape Verde

— Cayman Islands

— Central African Republic
— Chad

— Chile

— China (People’s Republic of China)
— Christmas Island

— Cocos Islands

— Colombia

— Comoros

- Republic of the Congo
— Democratic Republic of the Congo
— Cook Islands

— Costa Rica

— Cote d’Ivoire

— Croatia

— Cuba

— Curacao

- Cyprus

— Czech Republic

— Denmark

— Djibouti

— Dominica

- Dominican Republic

— East Timor

— Ecuador

- Egypt
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El Salvador
Equatorial Guinea
— Eritrea

— Estonia

— Ethiopia

— Falkland Islands
— Faroe Islands

— Federated States of Micronesia
- Fiji

— Finland

— France

— French Guiana

— French Polynesia
— French Southern Territories
— Gabon

— Gambia

- Georgia

- Germany

— Ghana

— Gibraltar

— Greece

— Greenland

— Grenada

- Guadeloupe

— Guam

— Guatemala

- Guernsey

— Guinea

— Guinea-Bissau

- Guyana

— No answer

Which of the following web browsers have you used?
(Check all that apply.)

O Firefox

O Opera

Tor browser

Safari

Chrome

Microsoft Edge

Brave

Other, please tell us: [Textarea]

Which of the following items is different from the
others?

o Mercedes

o Audi

o Toyota

o BMW

o Microsoft

o Tesla

Ooo0oooaoao

Have you studied or worked in an IT-related field?
o Yes

o No

o Prefer to not disclose

What is the highest level of education you have com-
pleted?
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Less than high school

High school diploma

Vocational training

Some college

College graduate (Bachelor’s or equivalent degree)
Master’s degree

Doctoral degree

Professional degree after college (e.g., law, medicine)
Other, please specify: [Textarea]

Prefer not to say

0O 0O 0O 0O 0O 0O 0 0O o o

What is your current employment status?
(Check all that apply.)

Employed full-time

Employed part-time

Unemployed looking for work
Unemployed NOT looking for work
Homemaker

Student

Retired

Disabled

Other, please specify: [Textarea]
Prefer not to say

o o o I o Y

What is your gender?

Male

Female

Non-binary

Prefer to self-describe: [Textarea]
Prefer not to disclose

O O O O o

How much time do you spend online on a daily basis?
(Select the range of hours.)

less than 1 hour

1-2 hours

2 -3 hours

3 - 4 hours

4 - 5 hours

more than 5 hours

O O O O O ©O

When answering the questions in the study, did you

follow the provided instructions?

(Please answer honestly. Your answer has NO consequences for

you or the compensation you will receive.)

o Tanswered all questions according to the provided instruc-
tions.

o I sometimes chose random answer options because I was
not motivated to answer the question or did not know
how to answer it.

o T often chose random answer options because I wanted to
finish as quickly as possible.

Could you complete the questionnaire without distrac-
tions?

(Please answer honestly. Your answer has NO consequences for
you or the compensation you will receive.)

o I completed the study with full attention.

o I'was sometimes distracted (by people, noise, etc.).

o I was often distracted (by people, noise, etc.).
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o Is there anything else you would like to tell us?
[Textarea]
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