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Abstract

Achieving differentially private computations in decentralized set-
tings poses significant challenges, particularly regarding accuracy,
communication cost, and robustness against information leakage.
While cryptographic solutions offer promise, they often suffer from
high communication overhead or require centralization in the pres-
ence of network failures. Conversely, existing fully decentralized
approaches typically rely on relaxed adversarial models or pairwise
noise cancellation, the latter suffering from substantial accuracy
degradation if parties unexpectedly disconnect. In this work, we
propose IncA, a new protocol for fully decentralized mean esti-
mation, a powerful primitive in data-intensive processing. Our
protocol, which enforces differential privacy, requires no central or-
chestration and employs low-variance correlated noise, achieved by
incrementally injecting sensitive information into the computation.
First, we theoretically demonstrate that, when no parties perma-
nently disconnect, our protocol achieves accuracy comparable to
that of a centralized setting—already an improvement over most
existing decentralized differentially private techniques. Second, we
empirically show that our use of low-variance correlated noise
significantly mitigates the accuracy loss experienced by existing
techniques in the presence of dropouts.

Keywords
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1 Introduction

The training of machine learning models commonly relies on the
centralized processing of large datasets. While this approach of-
fers simplicity, it presents substantial privacy implications when
sensitive data is involved, or when data aggregation is limited by
sharing constraints. For instance, private companies or hospitals
might be reluctent to share their data for jointly training predic-
tion models due to competitive secrecy or juridic regulations. For
these reasons, algorithms where the data remains local to their
owners have gained significant popularity in the last decade. One
prominent example is Federated Learning [47, 52], a framework in
which participating entities iteratively perform local model train-
ing and subsequently transmit intermediate model updates to a
central server for aggregation. While this architecture enhances

This work is licensed under the Creative Commons Attribu-
tion 4.0 International License. To view a copy of this license
visit https://creativecommons.org/licenses/by/4.0/ or send a
letter to Creative Commons, PO Box 1866, Mountain View, CA 94042, USA.
Proceedings on Privacy Enhancing Technologies 2026(2), 472–498
© 2026 Copyright held by the owner/author(s).
https://doi.org/10.56553/popets-2026-0057

data governance, it nonetheless introduces new challenges in terms
of privacy and robustness. Indeed, computational processes relying
on a large participant base give rise to vulnerabilities to partici-
pant behavior, including failures or corruption by adversaries. This
may compromise both the integrity of the outcome and participant
privacy through inference attacks [33, 49, 53, 55, 59, 65].

Crucially, Federated Learning still relies on centralized coordina-
tion. This substantially concentrates the security and robustness of
the computation on a single entity, which is often a server owned by
a company or another kind of organization. This has two important
drawbacks. The first is applicability, as a party that is computa-
tionally capable of processing the messages of all parties and can
be trusted not to crash or disconnect is not always available. The
second is robustness, as compromising this single entity creates
significant privacy and security risks due to its central control and
full visibility over the computation.

For these reasons, a central coordinator may be undesirable
or simply unavailable in certain settings. To overcome this limi-
tation, entirely decentralized machine learning algorithms have
been developed [9, 39]. In this context, decentralized averaging
algorithms, which are the primary focus of this paper, constitute a
fundamental component enabling parties to average their model
parameters or gradients towards model convergence. Specifically,
we concentrate on the canonical task of averaging a set of private
values held by participants. Despite its apparent simplicity, aver-
aging serves as a critical primitive in decentralized learning and
various other machine learning and data mining tasks, including
recommendation systems[58], clustering, matrix factorization[57],
decision trees, empirical cumulative distribution functions[6] and
linear regression. Fundamentally, its applicability extends to any
task amenable to decomposition into local computations followed
by private averaging.

Our objective is then to analyze the privacy of decentralized av-
eraging algorithms through the lens of differential privacy (DP) [28].
This framework has emerged as a gold standard in privacy research
due to its solid theoretical guarantees. Nevertheless, demonstrating
that an algorithm satisfies DP is often challenging, typically neces-
sitating the injection of noise into computations, which degrades
accuracy. This challenge is particularly acute within the local differ-
ential privacy (LDP) framework [15, 25, 45, 48, 50]. In LDP, where
data is fully privatized before it is used in collaborative computa-
tions, the required noise levels are frequently prohibitively high,
rendering computations practically unusable in many real-world
scenarios.

The integration of cryptographic primitives, such as secure mul-
tiparty computation (specifically, Secure Aggregation [8, 12]) or
fully homomorphic encryption, into decentralized computations
offers a promising solution to substantially reduce the noise levels
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required for achieving differential privacy (DP) guarantees. This
approach can yield privacy-accuracy trade-offs comparable to those
observed in central DP settings [2, 16, 27, 40, 44, 46], where a single
trusted party or curator is responsible for noise injection. However,
a significant drawback of these cryptographic methods is their high
computational cost, particularly as the number of involved parties
increases, or their reliance on a trusted central entity for orchestra-
tion and fault tolerance (e.g., handling participant dropouts).

New challenges arise when privacy-preserving computations
lack a central coordinator trusted to follow the protocol. In a decen-
tralized setting, each party has a partial view of the protocol. The
lack of a single consistent view of the full set of parties’ interactions
reduces the capability of recovery from failures and the detection
of actively corrupted parties.

Several techniques can reduce the noise of local DP and be exe-
cuted without central coordination. These solutions consist of gos-
sip algorithms in which exchanges are similar to the protocols pro-
posed in [13]. However, they often rely on DP relaxations [18, 20],
which can limit practical applicability, or necessitate correlated
bounded noise (e.g., pairwise canceling Gaussian noise [4, 61, 66]).
The latter approaches either incur high communication costs or de-
mand the cancellation of high-variance noise, which substantially
impacts accuracy in the presence of dropouts.

In our work, we propose IncA, a protocol designed to minimize
the impact of inconsistencies in the computation, such as failures
or connection problems of participants. This is achieved by split-
ting information injection into multiple iterations and reducing
the impact of inconsistent messages. Our approach is particularly
advantageous when failure-recovery mechanisms are too costly
or infeasible. Therefore, it is a good candidate in the decentralized
setting. IncA (i) provides the same privacy-accuracy trade-offs as
Central DP in the absence of dropouts, (ii) satisfies the classical
notion of DP, (iii) is robust against a fraction of parties colluding
and attempting to learn information about honest participants, and
(iv) bounds impact of dropouts through the use of low variance
correlated noise.

1.1 Contributions

Our contributions are the following:

(1) We propose a novel protocol for private averaging. It in-
volves iterative exchanges of messages in a way similar to
the gossip protocols in [13] with the addition of correlated
noise. The latter ensures privacy with a minimal harm in
accuracy. We provide a generic construction in which the pri-
vate values as well as the noise injected in the computation
are customizable, allowing to choose the most adequate strat-
egy for different scenarios. Our approach differs from the
common technique of previous correlated noise approaches
[4, 61, 66] and Secure Aggregation [7, 8, 12, 27, 64], that are
based in pairwise noise masks shared between users. In our
approach, each user knows its own noise terms and cancels
them in progressive updates.

(2) When parties do not drop out of the protocol, we prove differ-
ential privacy guarantees even if the adversary (i) corrupts a
proportion of the participants to passively share their gath-
ered information, (ii) observes a proportion the exchanges,

and (iii) knows all the network interactions (i.e., who com-
municated with whom). While proven to be differentially
private, our protocol matches the utility of Secure Aggrega-
tion combined with local noise [2, 16, 40, 46] without the use
cryptographic primitives or a requiring a central orchestra-
tor. This privacy-utility trade-off is comparable to Central
DP. We provide two characterizations of our privacy guar-
antees: the first is more accurate while the second is more
interpretable. For the latter, we show that our guarantees
hold when a sufficiently large and diverse set of exchanges
have been performed between honest parties.

(3) We prove that, given the graph that models the hidden ex-
changes between honest parties, certain topologies provide
sufficient conditions for privacy or the lack of it. We provide
positive and negative results. The former are for strongly
connected topologies. The latter are for graphs where no
party changes their neighbors across iterations and the ad-
versary continually observes at least two honest parties.

(4) We extend our privacy analysis to the case of dropouts, where
correlated noise does not cancel as when all participants fin-
ish their contribution correctly. We show that our approach
is especially resilient to dropouts when the injection of pri-
vate values is done incrementally among the noise, therefore
keeping correlated DP noise smaller in size. The analysis is
done both in theory and in practice. First, we show theoreti-
cally that DP noise that is not supposed to cancel is bounded.
We compare IncA with alternative decentralized [20, 61, 66]
and centrally coordinated techniques [8] under the same
threat model. We empirically show that our protocol ex-
hibits a similar cost to other decentralized techniques while
requiring correlated noise of smaller variance. Additionally,
we measure the cost and accuracy gap between IncA and
centrally coordinated ones.

1.2 Structure of the Paper

The rest of the paper is organized as follows. We first present
preliminaries (Section 2). Then we present our protocol (Section 3)
and its privacy analysis (Section 4).We further present our empirical
evaluation (Section 5), related work (Section 6), and conclude the
paper (Section 7).

2 Preliminaries

We denote the set of integers between 𝑎 and 𝑏 with [𝑎, 𝑏] ≔ {𝑎, 𝑎 +
1 . . . 𝑏} and the set of first 𝑘 positive integers by [𝑘] ≔ [1, 𝑘]. We
define 1 ≔ (1, . . . , 1)⊤ and b𝑖 is a vector of all 0s except for the
𝑖th coordinate which is equal to 1. The dimensions of 1 and b𝑖 can
be inferred from the context. Unless explicitly stated differently,
all vectors are column vectors. I [·] is the indicator function, i.e.,
I [𝑇𝑟𝑢𝑒] = 1 and I [𝐹𝑎𝑙𝑠𝑒] = 0. For an 𝑛 ×𝑚 matrix𝑀 and subsets
of indices 𝐽 ⊆ [𝑛] and 𝐾 ⊆ [𝑚],𝑀𝐽 ,𝐾 is the matrix obtained from
𝑀 by taking the subsets of rows and columns indicated by 𝐽 and 𝐾
respectively. This extends analogously to vectors and other kinds
of tensors. When used as sub-indexes ‘:’ means the set of all indices
and −𝑖 means the set of all indices minus 𝑖 , e.g.,𝑀:,𝐾 =𝑀[𝑛],𝐾 and
𝑀−𝑖,𝐾 =𝑀[𝑛]\{𝑖 },𝐾 . When we use “:” instead of a column index of a
matrix, the result is a row vector (e.g.,𝑀𝑖,: is a row vector).
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2.1 Problem Statement

We consider a set of parties 𝑃 = [𝑛]. Each party 𝑖 ∈ 𝑃 has a pri-
vate value x𝑖 ∈ X where X is a convex set in a vector space X.
These parties want to collaboratively estimate x̄ = 1

𝑛

∑
𝑖∈𝑃 x𝑖 while

keeping each value x𝑖 (differentially) private. While for simplicity
of our explanation we average scalars, our approach can be easily
extended to vectors (such as machine learning models or gradients).

2.2 Differential Privacy

We evaluate the privacy of our protocols using the differential pri-
vacy framework (DP) [29]. This framework allows one to quantify
how distinguishable is the output of a randomized algorithm on
two neighboring datasets. More formally, a dataset is a vector of
elements of X, we denote the space of all datasets by X∗. Two
datasets x(𝐴) , x(𝐵) ∈ X∗ are neighboring if there are x(0) ∈ X∗,
permutation matrices 𝑄 (𝐴) and 𝑄 (𝐵) , and 𝑢 (𝐴) , 𝑢 (𝐵) ∈ X such that

x(𝐴) =𝑄 (𝐴)
[
𝑢 (𝐴)

x(0)

]
and x(𝐵) =𝑄 (𝐵)

[
𝑢 (𝐵)

x(0)

]
.

Definition 2.1. Let 𝜀 > 0 and 𝛿 ∈ [0, 1]. A randomized algorithm
A : X∗ → Y is (𝜀, 𝛿)-DP if for any pair of neighboring datasets
𝐷, 𝐷 ′ and any subset 𝑌 ⊆ Y of possible outputs we have that

Pr(A(𝐷) ∈ 𝑌 ) ≤ exp(𝜀) Pr(A(𝐷 ′) ∈ 𝑌 ) + 𝛿 (1)

where the probability is taken over the randomness of A.

In our problem, we set X = {𝑥 ∈ R : 0 ≤ 𝑥 ≤ 1} for simplicity
of explanation. A dataset is a vector x = (x𝑖 )𝑛𝑖=1 ∈ X𝑛 . The output
of A is the set of all observations an adversary makes, which may
exceed the intended input and could include intercepted messages
or information obtained from corrupted parties. This output there-
fore depends on the threat model considered. Consider a particular
party 𝑖 ∈ 𝑃 . One can consider two extreme cases, which we briefly
describe below and provide details in Appendix D.1. First, if the
threat model allows for all parties 𝑃 \ {𝑖} to be corrupted, then the
best 𝑖 can do is to privatize 𝑥𝑖 before starting anything, and the
best utility which can be obtained for a given privacy level (𝜀, 𝛿)
is the utility of Local DP [24]. Second, if the threat model makes
more favorable assumptions, the best possible utility which can
be reached for a given privacy level is the utility of Central DP,
where there exist a trusted entity to whom all parties can send
their messages and the adversary cannot see them until this entity
releases his output.

GaussianMechanism. Our protocols use Gaussian noise to achieve
differential privacy. Using the Gaussian Mechanism[30], it is pos-
sible to compute (𝜀, 𝛿)-DP estimations of averages with a mean
squared error of 2 ln(1.25/𝛿)/𝜀2𝑛2 in the central model. In the local
model this error is 𝑛 times bigger.

2.3 Threat Model

We consider two possible threat models: Collusion DP and Eaves-
drop DP. Both of them correspond to a passive adversary: regardless
of whether parties are corrupted or not, all of them follow the pro-
tocol as prescribed. However, they might involuntarily crash or
disconnect (we discuss failures in Section 2.4).

Collusion DP has been widely adopted in the literature and is
the main focus of our work. It considers that the adversary corrupts

a subset of parties C ⊂ 𝑃 . If a party 𝑐 ∈ C is corrupted, the adver-
sary can learn both its private value x𝑖 and its incoming/outgoing
messages. We denote 𝑃𝐻 = 𝑃 \ C the set of 𝑛𝐻 = 𝑛 − |C| parties not
controlled by the adversary. We assume that parties communicate
via secure channels, and therefore the content of messages between
honest parties is not known by the adversary if both sender and
receiver are honest parties. However, we assume that the sender
and receiver of each message are known by the adversary. This
allows us to analyze the worst-case situations of network traffic
tracking.

More formally, let T (A, 𝐷) = (𝑦𝑘 )𝑀𝑘=1 be the transcript of all
𝑀 messages exchanged by a stochastic decentralized algorithm A
with input dataset 𝐷 , where 𝑦𝑘 = ((𝑖, 𝑗), 𝑣) ∈ (𝑃 × 𝑃) × {0, 1}∗
means that party 𝑖 sent value 𝑣 to 𝑗 .

Definition 2.2 (Collusion DP). We say that a decentralized al-
gorithm A is (𝜀, 𝛿 , C)-Collusion DP (or (𝜀, 𝛿 , C)-C-DP) if it is
(𝜀, 𝛿)-DP for the output A(𝐷𝐻 ) = (W,V𝑣𝑎𝑙 ), where the input
dataset 𝐷𝐻 is the set of private values of honest parties (x𝑖 )𝑖∈𝑃𝐻 ,
W = (𝑝) (𝑝,𝑣) ∈T (A,𝐷 ) is the tuple of pairs sender-receiver of all user
interactions, andV𝑣𝑎𝑙 = {((𝑖, 𝑗), 𝑣) ∈ T (A, 𝐷) : 𝑖 ∈ C or 𝑗 ∈ C}.

The view of the adversary in C-DP is similar to other correlated
noise techniques such as those presented in [4, 61] and secure
aggregation [8], where the set of interactionsW is known. It is
stronger than the view of the adversary in Network DP [18] which
only knowsV𝑣𝑎𝑙 and ignoresW. We remark that the knowledge
ofW is a dangerous piece of information as it can be exploited
to completely compromise privacy [55]. Our adversary is even
stronger than Pairwise Network DP [20] whereW is also unknown
and the reported privacy loss of a party is the average over all
possible placements of the adversary, whereas it corresponds to
the worst-case in C-DP. Unlike our model, some pairwise noise
and secure aggregation approaches [7, 8, 61] consider adversaries
that can deviate from the protocol in some ways. We discuss the
dangers of active attacks to our protocol in Appendix E.

We consider Eavesdrop DP as an alternative model where the
adversary does not corrupt parties but compromises the security of
some channels and observes a subset of messagesV𝑣𝑎𝑙 ⊆ T (A, 𝐷).
This might come from intercepting messages, exploiting side chan-
nels, or other attacks. As in Collusion DP, it also knows the sender
and receiver of all interactionsW.

Definition 2.3 (Eavesdrop DP). We say that a decentralized algo-
rithm A satisfies (𝜀, 𝛿 ,V𝑣𝑎𝑙 )-Eavesdrop DP (or (𝜀, 𝛿 ,V𝑣𝑎𝑙 )-E-DP) if
it satisfies (𝜀, 𝛿)-DP for the output A(𝐷) = (W,V𝑣𝑎𝑙 ).

Note that (𝜀, 𝛿 , T (𝐷))-E-DP (i.e., where all messages are known
by the adversary) is equivalent to Local DP. We remark that parties
executing algorithm A do not have knowledge of the observed
messagesV𝑣𝑎𝑙 or of the corrupted parties C.

2.4 Communication Model

Synchronization and Communication Structure. We study decen-
tralized protocols in the synchronous setting as defined in [36]. In
this setting, parties perform exchanges in 𝑇 iterations and there
exists a known finite time bound for a message to reach its destina-
tion.
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At each iteration 𝑡 ∈ [𝑇 ], all parties wake up and interact, among
others sending a message to a set of neighbors. We first model this
communication structure. For every iteration 𝑡 ∈ [𝑇 ], let 𝐸𝑡 ⊆ 𝑃 ×𝑃
such that (𝑖, 𝑗) ∈ 𝐸𝑡 if and only if party 𝑖 sends a message to 𝑗 in
iteration 𝑡 . If 𝐸𝑡 = 𝐸1 for all 𝑡 ∈ [𝑇 ], we will say that our protocol
has static exchanges, otherwise these are dynamic. For 𝑖 ∈ 𝑃 and
𝑡 ∈ [𝑇 ], let 𝑁 (𝑡 )

𝑖← = { 𝑗 | ( 𝑗, 𝑖) ∈ 𝐸𝑡 } and 𝑁 (𝑡 )𝑖→ = { 𝑗 | (𝑖, 𝑗) ∈ 𝐸𝑡 } to
be respectively the sets of incoming and outgoing neighbors of 𝑖 .

Failures. We consider that, at each iteration, parties could be
unexpectedly absent of the computation due to a temporary or per-
manent crash, disconnection from the network, or other problems.
We call this behavior a dropout. We denote by O (𝑡 ) ∈ 𝑃 to the set of
parties that did not drop out in the computation at iteration 𝑡 ∈ [𝑇 ].
We consider that a party 𝑖 ∈ 𝑃 dropped out permanently if he is
not present in the last iteration (i.e., 𝑖 ∉ O (𝑇 ) ). We assume that
messages have bounded delays [36] and that there is sufficient time
in an iteration that parties can confirm they received a message.
Therefore, if a party 𝑖 send a message to 𝑗 in an iteration where 𝑗
dropped out, 𝑖 will detect it.

Decentralization. We assume that no party is exempt from the
risk of failure. Therefore, it is not possible to designate a party
that consistently coordinates the protocol as is done in Federated
Learning and other centrally coordinated techniques. In Section 6,
we discuss the additional challenges of the decentralized setting in
comparison with centrally coordinated protocols.

3 Protocol

In this section, we present our protocol. The base protocol is de-
scribed in Section 3.1 and the dropout resistant version is presented
in Section 3.2.

3.1 Base Protocol

We introduce IncA, our protocol for incremental averaging in Al-
gorithm 1. It consist on three phases: Initialization, Mixing and
Dissemination.

Protocol. The Initialization Phase is devoted to sample DP noise
and compute the initial messages of each party 𝑖 ∈ 𝑃 . In particular, 𝑖
draws a Gaussian noise sample 𝜂★𝑖 ∼ N(0, 𝜎2

★) and a (𝑇 + 1)-vector(
𝑧𝑖,𝑡

)𝑇
𝑡=0 from a noise distribution D(x𝑖 + 𝜂★𝑖 ) (line 4). For all 𝑢 ∈ X,

D(𝑢) satisfies the following property:
𝑇∑︁
𝑡=0

𝑣𝑡 = 𝑢, for all (𝑣𝑡 )𝑇𝑡=0 ∼ D(𝑢). (2)

The goal of the 𝑇 + 1 terms
(
𝑧𝑖,𝑡

)𝑇
𝑡=0 is to inject the value x𝑖 + 𝜂★𝑖

into the system incrementally in a randomized way, such that (a) it
is hard for an adversary to infer this value and (b) if party 𝑖 would
drop out and would not inject the rest of the value into the system
the resulting error remains bounded. The goal of 𝜂★𝑖 is to prevent
leakages from the exact average, by outputing only a differentially
private approximation of it. The first message 𝑦 (0)

𝑖
of each party

𝑖 ∈ 𝑃 is set to 𝑧𝑖,0 (line 5).
Exchanges to ensure privacy are done in the Mixing Phase. At

each iteration 𝑡 ∈ [𝑇 ], each party 𝑖 ∈ 𝑃 starts by sending its message
𝑦
(𝑡−1)
𝑖

to outgoing neighbors 𝑁 (𝑡 )
𝑖→ . In the spirit of gossip algorithms,

one can view 𝑦
(𝑡−1)
𝑖

as 𝑖’s current estimate of the final output with
the information it has so far. Then, it computes its new message
(updated estimate of the final output) 𝑦 (𝑡 )

𝑖
by aggregating incoming

messages, his current message and a new part of its private value
to inject 𝑧𝑖,𝑡 . For each incoming neighbor 𝑗 ∈ 𝑁 (𝑡 )

𝑖← , message 𝑦 (𝑡−1)
𝑗

is aggregated with weight𝑊𝑡 ;𝑖, 𝑗 and 𝑦 (𝑡 )𝑖 with𝑊𝑡 ;𝑖,𝑖 (line 10). At the
end of the Mixing Phase, each party 𝑖 ∈ 𝑃 will have an estimate
𝑦
(𝑇 )
𝑖

. By the time iteration𝑇 is reached, the final messages (𝑦 (𝑇 )
𝑖
)𝑖∈𝑃

of this phase sufficiently hide the private values due to the gossip
mixing and the noise terms (𝜂★𝑖 )𝑖∈𝑃 and (𝑧𝑖,𝑡 )𝑖,𝑡 ∈𝑃×[𝑇 ] (see Section
4 for details).

In the Dissemination Phase, since (𝑦 (𝑇 )
𝑖
)𝑖∈𝑃 is differentially pri-

vate, the parties can compute 1
𝑛

∑
𝑖∈𝑃 𝑦

(𝑇 )
𝑖

in the clear. There are
many practical ways to perform this computation. One of them
is to use a gossip averaging protocol [13], this preserves a similar
structure as the previous phases of our protocols.

Utility. If for all 𝑡 ∈ [𝑇 ] we have that𝑊𝑡 satisfies

∀𝑗 ∈ 𝑃,
∑︁
𝑖∈𝑃

𝑊𝑡 ;𝑖, 𝑗 = 1 (column stochasticity) (3)

then

1
𝑛

∑︁
𝑖∈𝑃

𝑦
(𝑇 )
𝑖

=
1
𝑛

∑︁
𝑖∈𝑃

𝑧𝑖,𝑇 +
∑︁
𝑗∈𝑃

𝑊𝑇 ;𝑖, 𝑗𝑦
(𝑇−1)
𝑗

=
1
𝑛

∑︁
𝑖∈𝑃

𝑧𝑖,𝑇 +
1
𝑛

∑︁
𝑗∈𝑃

(∑︁
𝑖∈𝑃

𝑊𝑇 ;𝑖, 𝑗

)
𝑦
(𝑇−1)
𝑗

(by Eq. (3)) =
1
𝑛

∑︁
𝑖∈𝑃

𝑧𝑖,𝑇 +
1
𝑛

∑︁
𝑗∈𝑃

𝑦
(𝑇−1)
𝑗

(4)

By applying Equation (4) recursively on its second term, we have
that

1
𝑛

∑︁
𝑖∈𝑃

𝑦
(𝑇 )
𝑖

=
1
𝑛

∑︁
𝑖∈𝑃

𝑇∑︁
𝑡=0

𝑧𝑖,𝑡

(by Eq. (2)) =
1
𝑛

∑︁
𝑖∈𝑃

x𝑖 + 𝜂★𝑖 . (5)

Equation (5) shows that the only noise that remains in the final
estimate is 1

𝑛

∑
𝑖∈𝑃 𝜂

★
𝑖 , whose variance is 𝜎

2
★/𝑛. This shows that, if

matrices (𝑊𝑡 )𝑡 ∈[𝑇 ] are column stochastic, then as long asD satisfies
Equation (2) the injected noise of this distribution will not affect
accuracy.
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Algorithm 1 IncA Protocol

1: Input: 𝑇 ∈ N, x = (𝑥1, . . . , 𝑥𝑛)⊤ ∈ X𝑛 ,𝑊1, . . . ,𝑊𝑇 ∈ R𝑛×𝑛 ,
𝜎2
★ ∈ R, D(·) : X→ P

(
X𝑇+1)

2: Initialization Phase
3: for all 𝑖 ∈ 𝑃 do

4: Sample 𝜂★𝑖 ∼ N(0, 𝜎2
★) and (𝑧𝑖,0,...𝑧𝑖,𝑇 ) ∼ D(𝑥𝑖 + 𝜂★𝑖 )

5: 𝑦
(0)
𝑖
← 𝑧𝑖,0

6: end for

7: Mixing Phase
8: for 𝑡 ∈ {1 . . .𝑇 } do
9: for all 𝑖 ∈ 𝑃 do

10: 𝑦
(𝑡 )
𝑖
←

(∑
𝑗∈𝑃𝑊𝑡 ;𝑖, 𝑗𝑦

(𝑡−1)
𝑗

)
+ 𝑧𝑖,𝑡

11: end for

12: end for

13: Dissemination Phase: Parties jointly compute 1
𝑛

∑
𝑖∈𝑃 𝑦

(𝑇 )
𝑖

DistributionD. There are several ways to model the distribution
D(·). We first show two examples to illustrate the core principle
of the distribution.

Example 3.1 (Early Injection: DEI). For some variance 𝜎2
Δ > 0

and 𝑣 ∈ X, (𝑣𝑡 )𝑇𝑡=1 ∼ DEI (𝑣) is defined as follows:
(1) draw 𝑇 i.i.d. samples 𝜂1, . . . , 𝜂𝑇 with distribution N(0, 𝜎2

Δ)
(2) set 𝑣0 = 𝑣 +∑𝑇

𝑡=1 𝜂𝑡 and 𝑣𝑡 = −𝜂𝑡 for each 𝑡 ∈ [𝑇 ]

Let us instantiate D of Algorithm 1 by DEI. First, each party
𝑖 ∈ 𝑃 will draw𝑇 i.i.d noise terms 𝜂𝑖,0, . . . , 𝜂𝑖,𝑇 fromN(0, 𝜎2

Δ). Then
we have that

𝑦
(0)
𝑖

= x𝑖 + 𝜂★𝑖 +
𝑇∑︁
𝑡=1

𝜂𝑖,𝑇 and that

𝑦
(𝑡 )
𝑖

=

(∑︁
𝑗∈𝑃

𝑊𝑡 ;𝑖, 𝑗𝑦
(𝑡−1)
𝑗

)
− 𝜂𝑖,𝑡

for all 𝑡 ∈ [𝑇 ]. In this example, parties inject all the private value
and noise at the beginning of the execution to 𝑦 (0)

𝑖
, and gradually

remove each noise term in subsequent messages while mixing them.
Note that, in addition to the independent noise 𝜂★𝑖 , each party 𝑖

injects𝑇 noise terms. One might naively think that privacy could be
obtained by just adding a single extra noise term and progressively
removing it instead of adding many terms as done in the example.
However, such approach is likely to compromise privacy. With the
knowledge of interactions and weights matrices (𝑊1, . . . ,𝑊𝑇 ), the
adversary can easily construct a system of linear equations where
private values and noise terms are unknowns and each observed
message inV𝑣𝑎𝑙 can be used to construct one equation of the system
(see Section 4.2). This attack strategy has shown to be dangerous in
[55]. Therefore, it is crucial that each party has a sufficient number
of noise terms to hide private values from adversarial observations.

Example 3.2 (Incremental Injection: DInc). For some variance
𝜎2
Δ > 0 and 𝑣 ∈ X, (𝑣𝑡 )𝑇𝑡=1 ∼ DInc (𝑣) is defined as follows:
(1) draw 𝜂1, . . . , 𝜂𝑇 as in Example 3.1
(2) set 𝑣0 = 𝑣/(𝑇 + 1) + 𝜂1, 𝑣𝑡 = 𝑣/(𝑇 + 1) − 𝜂𝑡 + 𝜂𝑡+1 for all

𝑡 ∈ [𝑇 − 1] and 𝑣𝑇 = 𝑣/(𝑇 + 1) − 𝜂𝑇

In Example 3.2, 𝑣 is spread over all vectors (𝑣𝑡 )𝑇𝑡=1 and one noise
term is added and canceled at each iteration. When DInc is used in
Algorithm 1, each party 𝑖 ∈ 𝑃 draws i.i.d. noise terms 𝜂𝑖,0, . . . , 𝜂𝑖,𝑇
as in the previous example. Then we have that

𝑦
(0)
𝑖

= x𝑖/(𝑇 + 1) + 𝜂𝑖,1,

𝑦
(𝑡 )
𝑖

=

(∑︁
𝑗∈𝑃

𝑊𝑡 ;𝑖, 𝑗𝑦
(𝑡−1)
𝑗

)
− 𝜂𝑖,𝑡 + 𝜂𝑖,𝑡+1 ∀𝑡 ∈ [𝑇 − 1] and

𝑦
(𝑇 )
𝑖

=

(∑︁
𝑗∈𝑃

𝑊𝑡 ;𝑖, 𝑗𝑦
(𝑡−1)
𝑗

)
− 𝜂𝑖,𝑡 .

Party 𝑖 injects 1/(𝑇 + 1)-th of x𝑖 per iteration, renewing the noise
each time. At iteration 𝑇 no new noise term is injected. The sensi-
tivity of each noisy term 𝑧𝑖,𝑡 to changes in x𝑖 is in the worst case
smaller than in Example 3.1 where the private values are injected all
at once in the first iteration. This reduces the variance 𝜎2

Δ required
to satisfy differential privacy. As shown in Equation (5), noise added
by D cancels and its variance 𝜎2

Δ does not impact accuracy in the
absence of failures. However, parties can disconnect during the
computation. Therefore, it is important to remain 𝜎2

Δ as low as
possible.

Multivariate Gaussians. Examples 3.1 and 3.2 are part of a more
general types of distributions for which we prove differential pri-
vacy guarantees. We define it below.

Definition 3.3 (Multivariate Gaussian). We call a distributionD is
a (𝑐, 𝑍 )-Gaussian if for some 𝑐 ∈ R𝑇+1 and𝑍 ∈ R(𝑇+1)×𝑇 there holds
D(𝑢) = D (𝑐,𝑍 )

𝐺𝑎𝑢𝑠𝑠
(𝑢), where sampling (𝑣0, . . . , 𝑣𝑇 ) ∼ D (𝑐,𝑍 )𝐺𝑎𝑢𝑠𝑠

(𝑢) is
achieved by

(1) Sampling 𝜂𝑘 ∼ N(0, 𝜎2
𝑘
) for each 𝑘 ∈ [1,𝑇 ]

(2) Setting 𝑣𝑡 = 𝑐𝑡𝑢 +
∑𝑇
𝑘=1 𝑍𝑡,𝑘𝜂𝑘 for each 𝑡 ∈ [0,𝑇 ].

One can see that D (𝑐,𝑍 )
𝐺𝑎𝑢𝑠𝑠

(𝑣) is the multivariate Gaussian distri-
bution N(𝑐𝑣, 𝑍Σ𝑔𝑍⊤) where Σ𝑔 = diag(𝜎2

1 , . . . , 𝜎
2
𝑇
). To prove our

privacy guarantees, we will need Valid (𝑐, 𝑍 )-Gaussians:

Definition 3.4 (Valid (𝑐, 𝑍 )-Gaussian). A (𝑐, 𝑍 )-Gaussian D is
Valid if (i) it satisfies the property of Equation (2), i.e.,

∑𝑇
𝑡=0 𝑣𝑡 = 𝑢

independently of the 𝜂𝑘 , (ii) the matrix (𝑐, 𝑍 ) ∈ R(𝑇+1)×(𝑇+1) is
invertible and (iii) 𝑍−𝑇,: ∈ R𝑇×𝑇 is invertible.

Condition (i) above implies that
∑𝑇
𝑡=0 𝑐𝑡 = 1 and ∀𝑘 :

∑𝑇
𝑡=0 𝑍𝑡,𝑘 =

0. Conditions (ii) and (iii) prevent individual noise terms from being
guessed if the adversary does not observe all the messages of a
party.

Lemma 3.5. DEI and DInc are Valid Gaussians.

We prove Lemma 3.5 it in Appendix A.1. In practice we’ll adopt
DInc due to its good properties against dropouts.

3.2 Protocol for Dropouts

We now present our protocol in the presence of temporary and
permanent dropouts. For all 𝑡 ∈ [1,𝑇 ], we denote by O (𝑡 ) the
set of parties that did not dropout at iteration 𝑡 . Our protocol is
described in Algorithm 2. We consider that all parties in 𝑃 have
at least started the protocol and computed its first message (i.e.,
O (0) = 𝑃 ), otherwise they are not considered as part of the protocol.
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The Initialization Phase only requires minor changes with re-
spect to Algorithm 1 on the sampling of correlated noise. Since
a party 𝑖 ∈ 𝑃 might dropout, not all samples (𝑧𝑡,𝑖 )𝑡 ∈[0,𝑇 ] are gen-
erated in advance, as it is more convenient to do it per iteration,
depending on the online history 𝑖 . Only the first term 𝑧𝑖,0 is sampled
at Initialization Phase.

At each iteration 𝑡 ∈ [1,𝑇 ] of the Mixing Phase, only active
parties in O (𝑡 ) exchange messages. Each party 𝑖 ∈ O (𝑡 ) receives its
incoming messages of online parties, sends its outgoing messages
and detects that its outgoing messages are not received by 𝑗 ∈
𝑁
(𝑡 )
𝑖→ \ O (𝑡 ) due to dropout. Matrix𝑊 O

𝑡 has the weights of real
exchanges, correcting the attempted exchanges𝑊𝑡 according to
O (𝑡 ) . The weights of incoming neighbors that did not drop out
remain unchanged (line 11), otherwise they are set to 0 (line 12). To
keep the column stochasticity of𝑊 O

𝑡 , the weight𝑊 O
𝑡 ;𝑖,𝑖 of its own

message 𝑦 (𝑡−1)
𝑖

is increased with the weights of value that 𝑖 could
not send due to dropout (line 13).

Next, each party 𝑖 samples a new term 𝑧𝑖,𝑡 from the distribution
DO (𝑖, 𝑡) (line 14). Each party adapts D to its online history. At the
end of the Mixing phase, noise terms (𝑧𝑖,𝑡 )𝑡 ∈[0,𝑇 ] follow distribution
DO (𝑖, :), which we will explain later.

After that, party 𝑖 aggregates incoming messages and noise
terms to compute 𝑦 (𝑡 )

𝑖
as in the original protocol (line 15). If party 𝑖

dropped out, it will not be able to perform any exchange or sample
any noise term. Therefore it will consider the last message he com-
puted as his current message (line 17). This concludes the Mixing
Phase.

In theDissemination phase, parties average the values (𝑦 (𝑇 )
𝑖
)𝑖∈O (𝑇 ) .

When a party 𝑖 drops out during an iteration, it only partially injects
its value x𝑖 . Moreover, if 𝑖 permanently drops out at some iteration
𝑡 ∈ [1,𝑇 ], a part of the private values of (a subset of) all parties
is lost due to the mixing nature of our protocol, along with the
message 𝑦 (𝑡 )

𝑖
, which is never sent. Therefore, when computing the

average of (𝑦 (𝑇 )
𝑖
)𝑖∈O (𝑇 ) , dividing

∑
𝑖∈O (𝑇 ) 𝑦

(𝑇 )
𝑖

by 𝑛 is less accurate
than dividing by the total weight of private values injected.

We adopt the latter approach, which is feasible by adding some
extra information to the messages. Even if (x𝑖 )𝑖∈𝑃 are secret, parties
can still track the total weight of private values in each message if
they share their own weight alongside their messages and update it
when they inject part of their private values or aggregate incoming
messages. This does not constitute a privacy breach, as suchweights
are already known to the adversary (as encoded in Equation (21) and
explained in Section 4.1) and only depend on the status of parties
being online of offline rather than the private values themselves.

We assume that (𝑦 (𝑇 )
𝑖
)𝑖∈O (𝑇 ) is visible to the adversary. For re-

silience to dropouts, instead of using the method in [13], one can
employ other non-private epidemic dissemination protocols [22, 60]
that have negligible probability of information loss due to dropout.
In the unlikely case that a message from party 𝑖 is lost in the Dis-
semination phase due to a dropout, we consider 𝑖 ∉ O (𝑇 ) .

Distribution DO . Now we describe how parties use multivariate
Gaussians when dropouts occur. Let D = D (𝑐,𝑍 )

𝐺𝑎𝑢𝑠𝑠
(𝑣) and O =

(O (𝑖 ) )𝑖∈𝑃 be the dropout history. Then, for each party 𝑖 ∈ 𝑃 ,DO (𝑖, :

) =D (𝑐
(𝑖 ) ,𝑍 (𝑖 ) )

𝐺𝑎𝑢𝑠𝑠
(x𝑖 + 𝜂★𝑖 ) where

𝑐
(𝑖 )
𝑡 = 0, 𝑍

(𝑖 )
𝑡,: = 0 if 𝑖 ∉ O (𝑡 ) and 𝑡 ∈ [0,𝑇 ]

𝑐
(𝑖 )
𝑡 = 𝑐𝑡 ′ , 𝑍

(𝑖 )
𝑡 ′,: = 𝑍𝑡,: if 𝑖 ∈ O (𝑡 ) and 𝑡 ∈ [0,𝑇 − 1]

𝑐
(𝑖 )
𝑇

= 𝑐𝑇 ′ , 𝑍
(𝑖 )
𝑇,: = −∑𝑇 ′−1

𝑡 ′=0 𝑍𝑡 ′,: if 𝑖 ∈ O (𝑇 )

and 𝑡 ′ =
∑𝑡
𝑘=0 I

[
𝑖 ∈ O (𝑘 )

]
for all 𝑡 ∈ [0,𝑇 ]. Essentially, parties do

not inject anything into the system if they dropped out and, if they
are online in the last iteration, they cancel all previously injected
noise terms.

Algorithm 2 IncA for dropouts

1: Input: 𝑇 ∈ N, x = (𝑥1, . . . , 𝑥𝑛)⊤ ∈ X𝑛 ,𝑊1, . . . ,𝑊𝑇 ∈ R𝑛×𝑛 ,
𝜎2
★ ∈ R, D : X→ P

(
X𝑇+1)

2: Initialization Phase
3: for all 𝑖 ∈ 𝑃 do

4: Sample 𝜂★𝑖 ∼ N(0, 𝜎2
★) and 𝑧𝑖,0 ∼ DO (𝑖, 0)

5: 𝑦
(0)
𝑖
← 𝑧𝑖,0

6: end for

7: Mixing Phase
8: for 𝑡 ∈ {1 . . .𝑇 } do
9: for all 𝑖 ∈ 𝑃 do

10: if 𝑖 ∈ O (𝑡 ) then
11: Set𝑊 O

𝑡 ;𝑖, 𝑗 ←𝑊𝑡 ;𝑖, 𝑗 for all 𝑗 ∈ O (𝑡 )

12: Set𝑊 O
𝑡 ;𝑖, 𝑗 ← 0 for all 𝑗 ∈ 𝑃 \ O (𝑡 ) \ {𝑖}

13: Set𝑊 O
𝑡 ;𝑖,𝑖 ←𝑊𝑡 ;𝑖,𝑖 +

∑
𝑗∈𝑃\O (𝑡 )𝑊𝑡 ;𝑗,𝑖

14: Sample 𝑧𝑖,𝑡 ∼ DO (𝑖, 𝑡)
15: 𝑦

(𝑡 )
𝑖
←

(∑
𝑗∈𝑃𝑊

O
𝑡 ;𝑖, 𝑗𝑦

(𝑡−1)
𝑗

)
+ 𝑧𝑖,𝑡

16: else

17: 𝑦
(𝑡 )
𝑖
← 𝑦

(𝑡−1)
𝑖

18: end if

19: end for

20: end for

21: Dissemination Phase: Parties jointly average (𝑦 (𝑇 )
𝑖
)𝑖∈O (𝑇 ) .

Replacing 𝑧𝑖,𝑡 using the definition of DO , we have the following
equations for the messages:

𝑦
(0)
𝑖

= 𝑐
(𝑖 )
0 (x𝑖 + 𝜂

★
𝑖 ) +

𝑇∑︁
𝑘=1

𝑍
(𝑖 )
0,𝑘 𝜂𝑖,𝑘 (6)

𝑦
(𝑡 )
𝑖

=

𝑛∑︁
𝑗=1
𝑊 O
𝑡 ;𝑖, 𝑗𝑦

(𝑡 )
𝑗
+ 𝑐 (𝑖 )𝑡 (x𝑖 + 𝜂★𝑖 ) +

𝑇∑︁
𝑘=1

𝑍
(𝑖 )
𝑡,𝑘
𝜂𝑖,𝑘 (7)

for all 𝑡 ∈ [1,𝑇 ] .

These equations determine the view of the adversary.
For each 𝑖 ∈ O (𝑇 ) , we have that

𝑇∑︁
𝑡=0

𝑧𝑖,𝑡 =𝑤𝑖 (x𝑖 + 𝜂★𝑖 ) (8)

where𝑤 ∈ R𝑛 is such that

𝑤𝑖 =

𝑇∑︁
𝑡=0

𝑐
(𝑖 )
𝑡 . (9)
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If party 𝑖 did not permanently drop out, she/he will be able to inject
a proportion𝑤𝑖 of its private value x𝑖 plus independent noise 𝜂★𝑖 .

Utility. If all parties have the same probability of dropout, our
estimate will be unbiased. If there are only temporary drop outs, i.e.
O (𝑇 ) = 𝑃 , all correlated noise is canceled. By following a similar
analysis as the one in Equation (5), we have that

𝑛∑︁
𝑖=1

𝑦
(𝑇 )
𝑖

=

𝑛∑︁
𝑖=1

𝑤𝑖 (x𝑖 + 𝜂★𝑖 ).

If permanent dropouts occur, two main disruptions happen. First,
parts of the private values with non-zero coefficients in the dropped
messages are lost. Second, correlated noise is not completely can-
celed. Therefore, the properties in equations (3) and (8) do not hold.
We empirically show the final accuracy in Section 5.2.

4 Privacy Analysis

We now present our privacy results. In Section 4.1 we show how
the adversary’s knowledge can be structured as a set of linear
equations. Next, in Section 4.2 we present an abstract result that
accurately accounts for the privacy loss of IncA. After that, we
present in Section 4.3 interpretable results on the conditions to
obtain differential privacy with accuracy comparable to that of
Central DP when no dropouts occur. Finally, in Section 4.4, we
present sufficient positive and negative conditions on the graph
that models parties interactions to obtain privacy.

4.1 Knowledge of the Adversary

We prove Eavesdrop DP and Collusion DP guarantees. Hence, we
assume that the adversary knows the setW = {𝑊1, . . . ,𝑊𝑇 } and
online activity O = (O (𝑡 ) )𝑡 ∈[1,𝑇 ] . For the subset of values of mes-
sages it knows, we will slightly abuse notation with respect to the
definition ofV𝑣𝑎𝑙 in E-DP and C-DP so thatV𝑣𝑎𝑙 ⊆ 𝑃 × [0,𝑇 ] de-
notes the subset of observed iteration-party messages. Hence the
messages {((𝑖, 𝑡), 𝑦 (𝑡 )

𝑖
)} (𝑖,𝑡 ) ∈V𝑣𝑎𝑙

will be known.
For E-DP, we assume that the adversary can observe the final

messages of the Mixing Phase of all parties, i.e.,

V𝑣𝑎𝑙 ⊇ {(𝑖,𝑇 )}𝑖∈𝑃 .

For C-DP, they will additionally see all messages seen by corrupted
parties. That is,

V𝑣𝑎𝑙 = {(𝑖, 𝑡) ∈ 𝑃× [0,𝑇 −1] : ({𝑖}∪𝑁 (𝑡+1)
𝑖→ )∩C ≠ ∅}∪{(𝑖,𝑇 )}𝑖∈𝑃 .

Knowledge as Linear Equations. The knowledge of the adversary
can be structured as a set of linear equations where the unknowns
are private values x and noise terms (𝜂★, 𝜂). We show below how
these equations are constructed.

Let 𝑘𝐻 ≔ 𝑛𝐻𝑇 be the number of canceling noise terms unknown
by the adversary before they make any observations. We denote
by x𝐻 ≔ (x𝑖 )𝑖∈𝑃𝐻 ∈ X𝑛𝐻 , 𝜂★𝐻 ≔ (𝜂★𝑖 )𝑖∈𝑃𝐻 ∈ X𝑛

𝐻
and 𝜂𝐻(:) ≔

(𝜂𝑖,:)𝑖∈𝑃𝐻 ∈ X𝑘𝐻 the vectors of private values and noise terms
of honest parties. Then, from an execution E = (W,O,V𝑣𝑎𝑙 ) of
Algorithm 2, the adversary can construct a set of linear equations
described by

𝐵(x𝐻 + 𝜂★𝐻 ) +𝐴𝜂𝐻(:) = 𝑦V (10)

where for 𝑚 ≔ |V𝑣𝑎𝑙 | ≤ 𝑛𝐻𝑇 , 𝐵 ∈ R𝑚×𝑛𝐻 and 𝐴 ∈ R𝑚×𝑘𝐻 are
matrices with public coefficients such that (𝐵,𝐴) is a full rank,
𝑦V ∈ X𝑚 is the set of messages observed by the adversary after re-
moving known constants and redundant information (e.g., linearly
dependent equations), and (x𝐻 , 𝜂★𝐻 , 𝜂𝐻(:) ) are the unknowns. In Ap-
pendix A.2 we show the details on how to construct the system of
Equation (10).

Discussion. Let’s inspect the system of Equation (10). For each
𝑖 ∈ 𝑃𝐻 , variables x𝑖 and 𝜂★𝑖 only appear coupled in the term x𝑖 + 𝜂★𝑖 .
Therefore, the adversary will never be able to isolate them and we
can consider them as a single variable x̃𝑖 = x𝑖 +𝜂★𝑖 . In the worst case,
the adversary observes all the messages of honest parties, meaning
that𝑚 = 𝑛𝐻 +𝑘𝐻 and that (𝐵,𝐴) is a square invertible matrix. Then,
the adversary is able to recover x̃𝑖 for all 𝑖 ∈ 𝑃𝐻 by computing
(𝐵,𝐴)−1𝑦V . In that case, the only way to protect private values is
to set 𝜂★𝑖 large enough, i.e. using the same noise required for Local
DP. Hence, we emphasize the importance of setting 𝑛𝐻 + 𝑘𝐻 > 𝑚

to prevent this situation, which justifies the large amount of noise
terms (one per iteration) each party generates.

4.2 Abstract Result

We first present an abstract privacy result that provides a rela-
tionship between the variance of added noise terms and (𝜀, 𝛿)-
DP guarantees for a given execution of Algorithm 2. We define

Σ𝜂 ∈ X(𝑛𝐻+𝑘𝐻 )×(𝑛𝐻+𝑘𝐻 ) to be the covariance matrix of
(
𝜂★𝐻

𝜂𝐻(:)

)
.

Note that Σ𝜂 is diagonal as all noise terms are independent.

Theorem 4.1. Let E = (W,O,V𝑣𝑎𝑙 ) be an execution of Algorithm
2 where D is a Valid (𝑐, 𝑍 )-Gaussian and V𝑣𝑎𝑙 be defined by the
observations of the adversary (respectively by the corruption of a set
C of parties). Let 𝐵,𝐴 be derived from E as described in Equation (10).

Let Σ𝜂 be the covariance matrix of noise terms
(
𝜂★𝐻

𝜂𝐻(:)

)
, which have

positive variance. Then, execution E is (𝜀, 𝛿 ,V𝑣𝑎𝑙 )-E-DP (respectively
(𝜀, 𝛿 , C)-C-DP) if all noise terms have positive variance and

ℎ⊤Σ−1ℎ ≤ 𝜀
2

𝑐2 for each column ℎ of 𝐵 (11)

where 𝑐2 > 2 ln(1.25/𝛿) and

Σ ≔ (𝐵,𝐴)Σ𝜂 (𝐵,𝐴)⊤ ∈ R𝑚×𝑚 . (12)

We prove this result in Appendix A.4. Note that the invertibility
of Σ is not an additional constraint: given that (𝐵,𝐴) is full rank, Σ
is always invertible if all noise terms have positive variance. Using
Theorem 4.1, one can set variances and obtain 𝜀 and 𝛿 . We now
show the inverse direction, i.e., how to obtain Σ𝜂 given 𝜀 and 𝛿
using convex optimization.

A symmetric matrix𝑀 is positive semi-definite, denoted𝑀 ⪰ 0,
if 𝑥⊤𝑀𝑥 ≥ 0 for every non-zero vector 𝑥 .𝑀 is positive definite, or
𝑀 ≻ 0, if 𝑥⊤𝑀𝑥 > 0 for every non-zero vector 𝑥 .

Corollary 4.2. Let 𝜀, 𝛿 ∈ (0, 1). Let 𝐵, 𝐴 be associated with
an execution of Algorithm 2 be derived from (W,O,V𝑣𝑎𝑙 ) (or from
(W,O, C)) as defined in Theorem 4.1. Let Σ also be defined as in
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Theorem 4.1. Then, the execution is (𝜀, 𝛿 ,V𝑣𝑎𝑙 )-E-DP (respectively (𝜀,
𝛿 , C)-C-DP) if all noise terms have positive variance and(

Σ ℎ

ℎ⊤ 𝜀2/𝑐2

)
⪰ 0 (13)

for each column ℎ of 𝐵, where 𝑐2 > 2 ln(1.25/𝛿).

We prove it in Appendix A.4. It implies that for fixed (𝜀, 𝛿) the
possible values of Σ𝜂 can be computed with a convex program.

4.3 Bounded Independent Noise 𝜂★

In this section, we show how to achieve such guarantees with
bounded variance 𝜎2

★ of the independent noise 𝜂★. This is impor-
tant, as 𝜎2

★ completely determines the accuracy of Algorithm 1 (see
Equation 2 and significantly influences that of Algorithm 2, as 𝜂★
are the only terms that IncA does not attempt to cancel.

From an execution E = (W,O,V𝑣𝑎𝑙 ) of Algorithm 2, the view
of the adversary is completely determined by the values of x𝐻 , 𝜂★𝐻
and 𝜂𝐻(:) as described by Equation (10). We denote this view by

VE
(
x𝐻 + 𝜂★𝐻 , 𝜂𝐻

)
= 𝑦V .

We also sometimes slightly abuse notation by using the matrix
𝜂𝐻 = (𝜂𝑖,:)𝑖∈𝑃𝐻 ∈ X𝑛𝐻 ×𝑇 instead of vector 𝜂𝐻(:) (which contains the
same elements in a different shape) as the last parameter ofVE .

We start by presenting Lemma 4.3, which relates the change re-
quired in noise terms 𝜂★𝐻 and 𝜂𝐻(:) such that executing the protocol
with neighboring datasets x(𝐴) or x(𝐵) remain indistinguishable to
the adversary and the required variance of 𝜂★𝐻 and 𝜂𝐻(:) to satisfy
(𝜀, 𝛿)-DP guarantees.

Lemma 4.3. Let 𝜀, 𝛿 ∈ (0, 1). Let E = (W,O,V𝑣𝑎𝑙 ) be defined as
in Theorem 4.1. For a pair of neighboring datasets x(𝐴) , x(𝐵) ∈ X𝑛𝐻 ,
let 𝜉★ ∈ X𝑛𝐻 and Δ(:) ∈ X𝑘𝐻 be such that

VE
(
x(𝐴) + 𝜂★𝐻 , 𝜂𝐻(:)

)
=VE

(
x(𝐵) + 𝜂★𝐻 + 𝜉★, 𝜂𝐻(:) + Δ(:)

)
for any 𝜂★𝐻 , 𝜂𝐻(:) . Recall that Σ𝜂 is the covariance matrix of

(
𝜂★𝐻

𝜂𝐻(:)

)
.

Then, execution E is (𝜀, 𝛿 , V𝑣𝑎𝑙 )-E-DP (or (𝜀, 𝛿 , C)-C-DP) if for all
such neighboring datasets x(𝐴) and x(𝐵)(

(𝜉★)⊤,Δ⊤(:)
)
Σ−1
𝜂

(
𝜉★

Δ(:)

)
≤ 𝜀

2

𝑐2

where 𝑐2 > 2 ln(1.25/𝛿).

We can think of 𝜉★ as a maximum difference between data
points in the domain (and hence neighboring datasets), i.e., a mea-
sure closely related to sensitivity. In particular, for the sensitivity
Δ(IncA) there holds Δ(IncA) = maxx(𝐴) ,x(𝐵) ∥IncA(x(𝐴) , x(𝐵) )∥ =
max𝜉★ ∥IncA(𝜉★)∥.

The main techniques to prove Lemma 4.3 have been studied in
[61, Theorem 1]. We adapt the proof to our setting in Appendix A.5.
This lemma establishes the relation between the required (𝜀, 𝛿)-DP
parameters and magnitude of the change 𝜉★ in independent noise
term 𝜂★ and the change Δ(:) in canceling noise terms 𝜂 (:) such that
the view the of adversary remains indistinguishable when the input
is changed from x(𝐴) to x(𝐵) .

Correlated Noise Variance 𝜎2
Δ. In the rest of the paper, all noise

terms of vector 𝜂𝐻 have variance 𝜎2
Δ. Hence the condition to satisfy

(𝜀, 𝛿)-DP in Lemma 4.3 is equivalent to
∥𝜉★∥22
𝜎2
★

+
∥Δ(:) ∥22
𝜎2
Δ

≤ 𝜀
2

𝑐2 (14)

where 𝑐2 > 2 ln(1.25/𝛿).
From Equation (14), we can see that a bounded 𝜎★ is achievable

for sufficiently large 𝜎Δ > ∥Δ(:) ∥𝑐/𝜀 as long as 𝜉★ is bounded. We
break down our problem, first analyzing in Lemma 4.4 how privacy
is amplified by each message that the adversary does not see and in
subsequent theorems the conditions on unseen messages to obtain
a bounded 𝜉★ (and consequently 𝜎★).

Lemma 4.4. Let E = (W,O,V𝑣𝑎𝑙 ) be defined as in Theorem 4.1.
Then if 𝑦 (𝑡 )

𝑖
is not observed by the adversary (i.e., (𝑖, 𝑡) ∈ 𝑃𝐻 × [0,𝑇 −

1]\V𝑣𝑎𝑙 ) and 𝑖 ∈ O (𝑡 ) , then there exists𝑎 (𝑖,𝑡 ) ∈ X𝑛 and𝐺 (𝑖,𝑡 ) ∈ X𝑛×𝑇
such that for any 𝛽 ∈ R we have

VE
(
x̃𝐻 , 𝜂𝐻

)
=VE

(
x̃𝐻 + 𝛽𝑎 (𝑖,𝑡 ) , 𝜂𝐻 − 𝛽𝐺 (𝑖,𝑡 )

)
.

Moreover, 𝑎 (𝑖,𝑡 )
𝑖

=
𝑊 O

𝑡+1;𝑖,𝑖−1
𝑤𝑖

and 𝑎 (𝑖,𝑡 )
𝑗

=
𝑊 O

𝑡+1;𝑗,𝑖
𝑤𝑗

for all 𝑗 ∈ 𝑃𝐻 \ {𝑖},
where𝑤 ∈ R𝑛 is defined as in Equation (9).

Lemma 4.4 establishes that if 𝑦 (𝑡 )
𝑖

is not part of the adversary’s
observations and was effectively transmitted to other parties, a
vector in the nullspace of Equation (10), i.e., a vector which added
to a solution gives another solution, is (𝑎 (𝑖,𝑡 ) ,−𝐺 (𝑖,𝑡 ) ). We prove
this in Appendix A.6.

In the following theorems bounds on 𝜎2
★ are the result of con-

structing a bounded 𝜉★, from the possible solutions x + 𝜂★ of Equa-
tion (10). The more messages are unobserved the easier to find
smaller values of 𝜉★ and Δ(:) of Lemma (4.3).

First we show this when IncA is executed without dropouts.

Theorem 4.5. Let 𝜀, 𝛿 ∈ (0, 1). Let E = (W,O,V𝑣𝑎𝑙 ) be defined
as in Theorem 4.1 and associated with an execution without dropouts
(i.e., O (𝑡 ) = 𝑃 for all 𝑡 ∈ [0,𝑇 ]). LetH = 𝑃𝐻 × [0,𝑇 ] \ V𝑣𝑎𝑙 be the
set of pairs (𝑖, 𝑡) such that 𝑦 (𝑡 )

𝑖
is not seen by the adversary. For all

(𝑖, 𝑡) ∈ H , let 𝑎 (𝑖,𝑡 ) be as defined in Lemma 4.4. If {𝑎 (𝑖,𝑡 ) } (𝑖,𝑡 ) ∈H has
at least 𝑛𝐻 − 1 independent vectors, there exist 𝜉★ and Δ(:) as defined
in Lemma 4.3 and E satisfies (𝜀, 𝛿 ,V𝑣𝑎𝑙 )-E-DP (or (𝜀, 𝛿 , C)-C-DP) for
any

𝜎2
★ >

𝑐2

𝑛𝐻 𝜀
2 𝑎𝑛𝑑 𝜎2

Δ ≥
∥Δ(:) ∥22

𝜀2

𝑐2 − 1
𝑛𝐻𝜎

2
★

,

where 𝑐2 > 2 ln(1.25/𝛿).

We prove this theorem in Appendix A.7. By Equation (5), we have
that Algorithm 1 produces an unbiased estimate of 1

𝑛

∑
𝑖∈𝑃 x𝑖 with

variance 𝜎2
★/𝑛. Under the conditions of Theorem 4.5 this variance

of Algorithm 1’s output can be made arbitrarily close to
𝑐2

𝑛𝐻𝑛𝜀
2 .

The above matches the error of Secure Aggregation plus DP noise
[2, 16, 46] and Central DP when 𝑛𝐻 = 𝑛. In the case where 𝑛𝐻 < 𝑛,
IncA order-wisely matches the 𝑂 (1/𝑛2) mean squared error of
Central DP. Protocols that exactly obtain Central DP accuracy in
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the presence of corrupted parties require a large communication
cost [27, 44, 62]. In the remaining of Section 5.2 we show a bound
on 𝜎2

★ in the presence of dropouts.

Theorem 4.6. Let 𝜀, 𝛿 ∈ (0, 1). Let E = (W,O,V𝑣𝑎𝑙 ) be defined
as in Theorem 4.1. Let𝑤O =

∑
𝑖∈𝑃𝐻 𝑤𝑖 , where𝑤 is defined in Equation

(9). LetH = 𝑃𝐻 ×[0,𝑇 ] \V𝑣𝑎𝑙 be the set of pairs (𝑖, 𝑡) such that𝑦 (𝑡 )𝑖 is
not seen by the adversary. For all (𝑖, 𝑡) ∈ H , let 𝑎 (𝑖,𝑡 ) be as defined in
Lemma 4.4. If {𝑎 (𝑖,𝑡 ) } (𝑖,𝑡 ) ∈H has at least |𝑛𝐻 | − 1 independent vectors,
then there exist 𝜉★ and Δ(:) as defined in Lemma 4.3 such that E
satisfies (𝜀, 𝛿 ,V𝑣𝑎𝑙 )-E-DP (or (𝜀, 𝛿 , C)-C-DP) for any

𝜎2
★ >

(𝑛𝐻 − 1)𝑐2

(𝑤O − 1)2𝜀2 𝑎𝑛𝑑 𝜎2
Δ ≥

∥Δ(:) ∥22
𝜀2

𝑐2 − (𝑛𝐻 −1)
(𝑤O−1)2𝜎2

★

,

where 𝑐2 > 2 ln(1.25/𝛿).

Theorem 4.6 shows the needed increase of 𝜎2
★ due to dropout.

We prove it in Appendix A.7. As𝑤𝑖 is the proportion of x𝑖 injected
to the computation for each 𝑖 ∈ 𝑃𝐻 , 𝑤O ∈ [𝑛𝐻 /𝑇, 𝑛𝐻 ] is the total
amount for all private values. It is proportional to the online time of
all parties. As𝑤O ∈ 𝑂 (𝑛), then 𝜎2

★ ∈ 𝑂 (𝑐2/𝑛𝜀2) which order-wisely
matches 𝜎2

★ in the setting without dropouts.
If a honest party drops-out permanently in an early iteration, it is

possible that it was not able to send a sufficient number of messages
in order for {𝑎 (𝑖,𝑡 ) } (𝑖,𝑡 ) ∈H to have at least |𝑛𝐻 | − 1 independent vec-
tors. This would make Theorem 4.6 inapplicable. However, as it
has not completely canceled his correlated noise due to the perma-
nent dropout, it will remain protected by the uncanceled correlated
noise terms even if 𝜎2

★ is bounded. We reflect that possibility in the
following theorem.

Theorem 4.7. Let 𝜀, 𝛿 ∈ (0, 1). Let E = (W,O,V𝑣𝑎𝑙 ) be defined
as in Theorem 4.1. Let 𝐽 ⊆ 𝑃𝐻 be a coalition that contain all honest
parties that did not drop out permanently (i.e., O (𝑇 ) ∩ 𝑃𝐻 ⊆ 𝐽 ). Let
𝑤O =

∑
𝑖∈𝑃𝐻 𝑤𝑖 , where𝑤 is defined in Equation (9) and

H = {(𝑖, 𝑡) ∈ 𝑃𝐻 × [0,𝑇 ] \ V𝑣𝑎𝑙 : 𝑖 ∈ 𝐽 ∧ 𝑁 (𝑡 )
𝑖→ ⊆ 𝐽 }.

For all (𝑖, 𝑡) ∈ H , let𝑎 (𝑖,𝑡 ) be as defined in Lemma 4.4. If {𝑎 (𝑖,𝑡 ) } (𝑖,𝑡 ) ∈H
has at least |𝐽 | − 1 independent vectors, then there exist 𝜉★ and Δ(:)
as defined in Lemma 4.3 and E satisfies (𝜀, 𝛿 , V𝑣𝑎𝑙 )-E-DP (or (𝜀, 𝛿 ,
C)-C-DP) for any

𝜎2
★ >

( |𝐽 | − 1)𝑐2

(𝑤O − 1)2𝜀2 𝑎𝑛𝑑 𝜎2
Δ ≥

∥Δ(:) ∥22
𝜀2

𝑐2 − ( | 𝐽 |−1)
(𝑤O−1)2𝜎2

★

,

where 𝑐2 > 2 ln(1.25/𝛿).

We prove this theorem in Appendix A.7. Here, H is the set of
pairs (𝑖, 𝑡) such that 𝑦 (𝑡 )

𝑖
has not been seen by the adversary and

only sent between the members of 𝐽 . Theorem 4.7 shows how 𝜎2
★

increases if honest parties cannot join the coalition 𝐽 , which is an
“adequately connected component” of honest users. However, if
over time a party performs sufficient exchanges with other parties,
they are likely to be part of 𝐽 .

So farwe have shown conditions underwhichDP can be achieved
while 𝜎2

★, which is an important factor to determine output accu-
racy, remains bounded. However, 𝜎2

Δ still depends on Δ(:) . A large
𝜎2
Δ implies a larger risk (in terms of additional error) in case a party

drops out permanently. One can reduce 𝜎2
Δ by increasing 𝑇 . Indeed,

more iterations means that in every iteration a smaller fraction of
x𝑖 is injected, and hence the needed ∥𝜉★∥ and Δ(:) become smaller.
While this dependency on𝑇 isn’t explicit from the above theorems,
in Section 5.2, we empirically show how 𝜎2

Δ depends on 𝑇 .

4.4 Topological Conditions for Privacy

We show that certain conditions on the underlying topology of
the parties’ exchanges already determine the number of linearly
independent vectors of {𝑎 (𝑖,𝑡 ) } (𝑖,𝑡 ) ∈H for Theorems 4.5 and 4.6.

For all 𝑡 ∈ [1,𝑇 ], let

𝐸𝐻𝑡 = {(𝑖, 𝑗) ∈ 𝑃𝐻 × 𝑃𝐻 :𝑊 O
𝑡 ;𝑗,𝑖 > 0 ∧ (𝑖, 𝑡) ∉ V𝑣𝑎𝑙 }

be the set of edges whose messages the adversary has not seen. Let

𝐺𝐻 =

(
𝑃𝐻 ,

𝑇⋃
𝑡=1

𝐸𝐻𝑡

)
(15)

be the graph induced by these edges, which combines the unseen
exchanges across iterations.

Theorem 4.8. Let 𝜀, 𝛿 ∈ (0, 1). Let E = (W,O,V𝑣𝑎𝑙 ) be defined
as in Theorem 4.1, 𝑤O =

∑
𝑖∈𝑃𝐻 𝑤𝑖 and 𝐺

𝐻 as defined in Equation
(15). If𝐺𝐻 is strongly connected, then E satisfies (𝜀, 𝛿 ,V𝑣𝑎𝑙 )-E-DP (or
(𝜀, 𝛿 , C)-C-DP) for 𝜎2

★ and 𝜎2
Δ defined as in Theorem 4.6.

We prove the theorem in Appendix A.8. Essentially, we show
that if 𝐺𝐻 is strongly connected, {𝑎 (𝑖,𝑡 ) } (𝑖,𝑡 ) ∈H has at least 𝑛𝐻 − 1
linearly independent vectors and therefore theorems 4.5 and 4.6
are applicable 1. Analogous results can be obtained if the graph
induced by the unseen interactions inside a coalition 𝐽 is strongly
connected for Theorem 4.7 to apply.

Finally, we provide a negative result on static interactions: that is,
when all parties interact with the same neighbors in all iterations,
then it is difficult to obtain privacy using our theorems. In particular
if all the messages of two parties are observed, the preconditions
of our main results are not met.

Theorem 4.9. Let E = (W,O,V𝑣𝑎𝑙 ) be defined as in Theorem 4.1
LetH = 𝑃𝐻 × [0,𝑇 ] \ V𝑣𝑎𝑙 be the set of pairs (𝑖, 𝑡) such that 𝑦 (𝑡 )

𝑖
is

not seen by the adversary. For all (𝑖, 𝑡) ∈ H , let 𝑎 (𝑖,𝑡 ) be as defined
in Lemma 4.4. If parties do not change neighbors across iterations,
(i.e.,𝑊 O

𝑡 = 𝑊 O
1 for all 𝑡 ∈ [2,𝑇 ]) and there exist 𝑖, 𝑗 ∈ 𝑃𝐻 such

that (𝑖, 𝑡) ∈ V𝑣𝑎𝑙 and ( 𝑗, 𝑡) ∈ V𝑣𝑎𝑙 for all 𝑡 ∈ [0,𝑇 ], we have that
{𝑎 (𝑖,𝑡 ) } (𝑖,𝑡 ) ∈H has less than 𝑛𝐻 − 1 independent vectors.

We prove it in Appendix A.8. Essentially if all messages of two
honest parties are observed and no party changes neighbors in the
entire execution, it is not possible to meet the conditions for privacy
with bounded 𝜎2

★. However, changes in the neighborhood can occur
accidentally with dropouts. In that case, negative conditions do not
apply. Note that when parties do not drop out, negative conditions
are obtained easily if at least one corrupted party exchanges mes-
sages with two honest parties. Therefore, to increase the amount of
different vectors in {𝑎 (𝑖,𝑡 ) } (𝑖,𝑡 ) ∈H , it is beneficial that parties change
neighbors as much as possible. This aligns with [65], which shows
that dynamic networks are beneficial for privacy in decentralized
learning as they increase the mixing speed of messages.

1Theorem 4.5 is a special case of Theorem 4.6, therefore the same reasoning applies.
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Figure 1: MSE of Local DP, Central DP, IncA and Muffliato

using a Hypercube graph for 𝑛 = 210
, 𝜀 = 0.1 and 𝛿 = 10−5

. The

MSE of IncA is in function of 𝑛𝐻 in the 𝑥-axis.

5 Empirical Evaluation

In this section, we empirically evaluate IncA. The main question
we aim to answer is

How does the utility and cost of IncA compare with existing differ-
entially private techniques in the same adversarial setting?

We perform our evaluation under different dropout regimes and
communication parameters of IncA. In all cases, parties will gen-
erate their per-iteration neighbors by choosing 𝑘 random parties
from 𝑃 to be their outgoing neighbors. Message weights are cho-
sen evenly: for all 𝑡 ∈ [1,𝑇 ],𝑊𝑡 ;𝑗,𝑖 = 1/(𝑘 + 1) for each 𝑗 ∈ 𝑁 (𝑡 )

𝑖→
and𝑊𝑡 ;𝑖,𝑖 = 1/(𝑘 + 1). We compare IncA with both decentralized
techniques and centrally coordinated techniques. For utility, we
measure the mean squared error (MSE) of the privacy-preserving
estimations with respect to the ground truth over a set of samples.
For comparisons with other decentralized techniques, we measure
the cost of a protocol by counting the number of exchanges and
iterations that it performs. As existing centrally coordinated tech-
niques rely on cryptographic primitives and perform operations
that are substantially different in nature from that of decentralized
protocols, we provide a more refined analysis that includes runtime
and the total number of transferred bits.

We perform our evaluation when parties do not drop out in
Section 5.1, and under dropout in sections 5.2 and 5.3. We compare
with decentralized techniques in Section 5.2 and with centrally
coordinated techniques in Section 5.3.

5.1 Performance Without Dropouts

We analyze the performance of Algorithm 1 in the absence of
dropouts. We start by discussing the error of IncA, given by The-
orem 4.5. After that, we show the communication effort required
such that preconditions to apply this theorem are met.

Mean Squared Error. As a result of Theorem 4.5, we concluded
in Section 4.3 that Algorithm 1 produces an estimate with MSE
equal to 𝑐2

𝑛𝐻𝑛𝜀
2 . In Figure 1, we illustrate this for 𝑛 = 1024, com-

paring IncA, Central DP, Local DP and Muffliato[20]. The latter
is an approach for differentially private averaging that relaxes the
adversary by reporting the mean privacy loss under Pairwise Net-
work DP (PNDP). We show the error of IncA under E-DP, where
there are no corrupted parties and C-DP, where the proportion
of corrupted parties varies in the 𝑥-axis from 0 to 0.7 (the error

under E-DP correspond to the left extreme of the IncA curve). This
shows the degradation of IncA due to collusion, which allows
the adversary to know a proportion of independent noise terms
{𝜂★𝑖 }𝑖∈C . The error of IncA is much closer to Central DP than to
Local DP even when more than 70% of the parties are corrupted.
For Muffliato, we use hypercube topologies (which provide the best
privacy-utility trade-offs) under no collusion. As discussed in Sec-
tion 2.3, the adversary of PNDP is substantially weaker than E-DP
and C-DP. We can see that the error of Muffliato is significantly
higher than IncA, even with a weaker adversary. Moreover, when
executed under E-DP or C-DP, Muffliato matches the error of Local
DP. We provide more details on the calculations for Muffliato in
Appendix B. When executed without dropouts, existent correlated
noise techniques have the same error than ours [61, 66]. However,
they are significantly impacted by dropouts, as we show in Section
5.2.

Communication Cost. The more iterations 𝑇 that IncA performs,
the higher the likelihood is to obtain𝑛𝐻−1 linearly independent vec-
tors in {𝑎 (𝑖,𝑡 ) } (𝑖,𝑡 ) ∈H in order to have the error given by Theorem
4.5. In Appendix C.1, we evaluate IncA under different topology pa-
rameters. We vary the neighbors per iteration 𝑘 ∈ {1, 2, 3, 4, 5} and
the iterations 𝑇 ∈ {2, 4, 6, 8, 10}. We set 50% of observed messages
for Eavesdrop DP and 30% of corrupted parties for Collusion DP.We
show that, under collusion, the best choice is 𝑘 = 1 which reduces
the number of observations of the adversary. Under Eavesdrop
DP, increasing 𝑘 reduces the round complexity but still increases
communication.

For our next experiment, we focus on Collusion DP, our main
threat model. We set 𝑘 = 1 to obtain the best results. We show how
the number of parties affects the communication cost, analyzing
the number of messages required to apply Theorem 4.5 when 𝑛
increases. For all sets of parameters, we run the protocol 105 times
and in all cases we obtain 100% success. We focus on Collusion DP
with 50% of corrupted parties. As seen in our previous experiment,
the best 𝑘 under C-DP is equal to 1 as it reduces the number of
messages and𝑇 . In Figure 2, the number of parties 𝑛 is chosen from
{100, 500, 1000, 5000}. Even with 5000 parties, the communication
cost is low: the amount of messages (and 𝑇 ) required is slightly
higher than 15. For this experiment, we made a slight modification
in the way parties made exchanges: at each iteration, each party
chose an outgoing neighbor that he/she had not chosen in any
previous iteration.

5.2 Comparison With Decentralized Techniques

We now compare IncA with decentralized techniques in the pres-
ence of dropouts under the Collusion DP threat model. We assume
that a proportion 𝛾 ∈ (0, 1) of parties permanently drop out at a
random iteration. We use the DInc (Example 3.2) as parameter for
D, in which private values are evenly injected across all iterations,
thereby reducing the required 𝜎2

Δ. The error of IncA under dropouts
depends on several factors. They consist on

(1) the variance 𝜎2
★ of terms 𝜂★, which are not canceled

(2) the variance of 𝜎2
Δ terms 𝜂

(3) the amount of uncanceled terms 𝜂
(4) the coefficients𝑤 of x + 𝜂★
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Figure 2: Minimum number of iterations (andmessages since

𝑘 = 1) of IncA such that it obtains 100% success over 105

runs of the protocol for 𝑛 ∈ {100, 500, 1000, 5000} considering
a proportion of corrupted nodes between 0.05% and 0.5.

Theorems 4.6 and 4.7 provide bounds on 𝜎2
★ (factor 1). We exper-

imentally measure the impact of factors 1-4 in two experiments.
The first experiment determines 𝜎2

Δ (factor 2) and in the second we
jointly assess the relation of all factors.

First Experiment. For each run, we fix parameters 𝜀, 𝛿 , 𝑛, 𝑘 ,𝑇 , the
proportion of corrupted parties 𝜌 ∈ [0, 1), the dropout rate 𝛾 , and
the independent noise variance 𝜎2

★. Then, we compute the required
value of 𝜎2

Δ such that IncA satisfies (𝜀, 𝛿 , C)-C-DP according to
Theorem 4.7. We set 𝜎2

★ = 𝛼2 ln(1.25/𝛿)/𝑛O𝜀2 where 𝑛O = 𝑛(1−𝛾−
𝜌) and a degradation parameter 𝛼 . The quantity 2 ln(1.25/𝛿)/𝑛O𝜀2

is the theoretical lower bound of 𝜎2
★ according to Theorem 4.7 when

𝑛O honest users are online all iterations. As 𝜎2
★ must be bigger than

the theoretical bound, we chose 𝛼 = 1.3, providing a good balance
between 𝜎2

★ and 𝜎2
Δ. For each set of parameters, we perform 1000

runs for each parameter set and keep the worst case 𝜎2
Δ.

Second Experiment. For the second experiment, each run the
protocol estimates the average of a random vector x ∈ [0, 1]𝑛 using
the same sets of parameters than the first and worst case values of
𝜎2
Δ. We perform 1000 runs and compute the MSE of the estimations

with respect to the true average.

Comparison of Different Topologies. Figure 3a shows the results
for 𝑛 = 200, 𝜀 = 0.2, 𝛿 = 10−5 and proportion of corrupted par-
ties 𝜌 = 0.1. We tested IncA with parameters 𝑘 ∈ {1, 3, 5} and
𝑇 ∈ {10, 20}. It is clear that, for the same amount of permanent
dropouts, higher 𝑇 decreases the error. Parameter 𝑘 impacts differ-
ent factors that determine the MSE. First, as for the case without
dropouts, higher 𝑘 increases the number of observed messages,
which result in a larger 𝜎2

Δ to achieve DP guarantees. Second, higher
𝑘 also increases the mixing speed of the protocol reducing 𝜎2

Δ. In
experiments, these effects compensate for 𝑘 ∈ {1, 3, 5}, providing
similar results, although smaller 𝑘 yields smaller error and fewer
amount of messages per iteration.

Comparison With Related Techniques. We compare our protocol
with GOPA [61] and Cor-DP-DME [66], which are fully decentral-
ized and provide similar MSE when there are no dropouts (see
Appendix D.3 for more details on these protocols). The main dif-
ferences between GOPA and CorDP-DME are that the former is

(a) Parameters of IncA

(b) IncA and Previous Work

Figure 3:Mean Squared Error (MSE) in function of the propor-

tion𝛾 of dropouts for IncA, GOPA andCorDP-DMEprotocols,

over 1000 runs where 𝑛 = 200, 𝜀 = 0.2, 𝛿 = 10−5
and proportion

of corrupted parties 𝜌 = 0.1. As references we include the

MSE of Central DP (CDP) and Local DP (LDP) with 𝑛 parties.

agnostic to the communication topology and provides a dropout
mitigation phase, while CorDP-DME focuses on the complete graph
(i.e., all parties communicate with each other). The mitigation phase
of GOPA consists of parties rolling back the uncanceled noise due
to dropouts. However, if additional dropouts occur during recovery,
some uncanceled terms remain.

Figure 3b shows the comparison of IncA, GOPA and Cor-DP-
DME. For GOPA, 𝑘𝑃𝑅 is the number of exchanges at each round. In
Cor-DP-DME each party performs 𝑛 messages per round. Similarly
to IncA, GOPA is evaluated with two experiments of 1000 runs, first
determining worst-case empirical variance and then the MSE. Both
experiments are done in 1000 runs. For Cor-DP-DME, we ignore the
error induced by missing private values due to dropout and only
compute the error induced by the variance of noise terms when
they are uncanceled, which is a lower bound on the real error and
can be computed theoretically.

We evaluate all of the protocols for a proportion of dropouts
𝛾 ∈ {0.05, 0.1, 0.2}, and set GOPA and IncA to send 20 messages:
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𝑘𝑃𝑅 = 20 for GOPA and (𝑘,𝑇 ) = (1, 20) for IncA. GOPA is very
sensitive to the distribution of dropouts over its two rounds. We
denote by 𝛾2 ∈ [0, 𝛾] to the proportion of dropouts that happen in
the rollback round. We consider 𝛾2 ∈ { 𝛾2 ,

𝛾

4 ,
1
𝑛
}, note that 𝛾2 = 1

𝑛

assumes an extremely optimistic scenario for GOPA, in which only
a single party drops out in the rollback round. In all cases, we
observe that IncA outperforms the other protocols for the same
proportion of dropouts. If 𝛾2 = 1

𝑛
GOPA approaches IncA, but sig-

nificantly degrades if 𝛾2 ∈ { 𝛾2 ,
𝛾

4 }. Cor-DP-DME provides the worst
performance even if sends substantially more messages, showing
the impact when noise terms are not rolled back.

5.3 Comparison With Centralized Techniques

We conclude our experimental section by comparing IncA with
centrally-coordinated techniques. As a baseline, we consider secure
aggregation with locally added Gaussian noise in [46] (SAgg). We
use the secure aggregation primitive proposed by [8], which offers
good scalability properties with respect to the number of parties and
the input dimension in our semi-honest setting (see Appendix D.3
for more details on secure aggregation). For simplicity, we ignore
the errors introduced in the Gaussian noise by the finite precision
required for secure aggregation.

SAgg extensively uses cryptographic primitives such as pseudo-
random generation and secret sharing. Therefore, to perform more
accurate comparisons, our evaluation measures the runtime and the
number of transferred bits in both protocols. To do so, we perform
simulations in ABIDES [14], a discrete event simulation framework
recently adopted to deploy secure aggregation primitives [37, 51].
We consider the runtime of a protocol to be the average time a
single party spends performing computations or blocked waiting.
However, we do not include the delays of messages in the network.
For communication, we measure the total number of bits sent by
all parties. For each set of parameters we perform 10 simulations,
reporting the average and standard deviation.

Using the same principles as in previous experiments, for a given
setting (𝑛, corrupted proportion 𝜌 and dropout proportion 𝛾 ) we se-
lect parameters of IncA and SAgg that do not compromise privacy
over 1000 runs. For both protocols, dropouts are evenly distributed
across rounds. We consider each party’s private values to be 𝑑-
dimensional vectors of 32-bit values. All experiments were con-
ducted in a machine with Ubuntu 22.04, a 12th Gen Intel® Core™
i9-12950HX processor (24 cores) and 32 GB of memory.

Figure 4 shows our evaluation for varying the number of dimen-
sions 𝑑 of the input vectors and the number of parties 𝑛. For both
cases, 𝜌 = 0.1 and 𝛾 = 0.1. IncA is executed with (𝑘,𝑇 ) = (1, 40)
and a Dissemination Phase using gossip averaging [13] of 𝑇𝐷 = 20
iterations. SAgg is set such that each party interacts with 𝑘𝑆𝐴 = 16
other parties. In the top plots, we show the costs for 𝑑 ∈ {10𝑖 }𝑖∈[0,6]
and 𝑛 = 200. SAgg transmits a significantly lower amount of bits
for 𝑑 > 102 due to the use of seeds to compress messages. IncA
is faster than SAgg for 𝑑 < 105 as it does not use cryptographic
primitives and does not remain blocked by the computations of the
server. Once 𝑑 becomes the dominant factor, both protocols exhibit
similar runtime, but the cost of IncA increases at a greater factor. In
the bottom plots of this figure, we vary 𝑛 ∈ {200, 300, 400, 500} and

Figure 4: Communication cost in MegaBytes and computa-

tional cost in milliseconds (ms) or seconds of IncA and SAgg.

Costs vary as a function of the number of dimensions 𝑑 of

input vectors on the top plots and as a function of 𝑛 in the

bottom plots.

fix 𝑑 = 103. We see a similar advantage of SAgg in terms of commu-
nication cost due to seed compression. In terms of computation, we
can see that the runtime of IncA remains constant. On the other
hand, in SAgg the computational work of the server is linear in 𝑛,
as is the waiting time experienced by each party. In Appendix C.2,
we show performance when varying the total number of iterations
in IncA and compare its accuracy with respect to that of SAgg for
many combinations of 𝜌 and 𝛾 .

6 Related Work

Many distributed data processing tasks can be accomplished through
local computations and subsequent aggregation of their outcomes
across participating entities [6, 11, 47, 52, 57, 58]. This makes aver-
aging a simple, yet powerful primitive. Averages can be computed
in a federated way [11, 52] or in a decentralized way using gossip
protocols [10, 13, 22, 60]. However, many early approaches required
that parties share their data in the clear, which may be exploited
by external attackers [33, 49, 53, 55, 59, 65].

Differentially Private Mean Estimation. We study approaches
that prevent information leakage by providing differential privacy
guarantees [28]. Satisfying DP guarantees typically requires to
perturb the computation with noise, which compromises accuracy.
In the central model of DP (CDP), where a trusted curator performs
the computation, one can achieve a mean squared error of𝑂 (1/𝑛2)
induced by privacy noise [30]. If such a party is not available, parties
could add noise before sharing their sensitive information, which
further compromises accuracy. In the local model of DP (LDP)[15,
25, 45, 48, 50], where parties fully privatize their data before using it
in a collaborative computation, the estimation error is a factor of 𝑛
greater than in CDP and only yields acceptable accuracy when the
number of parties is massive [23, 32]. In Appendix D.1, we describe
LDP and CDP in more detail.
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Cryptographic Primitives. Instead of a trusted curator, one can
also use cryptographic primitives such as Multiparty Computation
(MPC) [21, 68] or other models such as Shuffling [42]. These tech-
niques can recover similar privacy utility trade-offs of Central DP
[2, 5, 16, 17, 34, 40, 41, 46] or exactly match them [27, 44, 62]. How-
ever, besides secure aggregation which we explain below, they incur
large communication costs or substantially relax trust assumptions
by considering multiple non-colluding servers or trusted parties
which anonymize messages by shuffling them.

Central Coordination. Secure Aggregation [7, 8, 12, 37, 51, 64]
is a special MPC primitive tailored to compute sums. Notably,
[7, 8, 37, 63] offer scalability to a large number of participants
as they are constant round and each party only has to communicate
with an𝑂 (𝑝𝑜𝑙𝑦-log(𝑛)) number of other parties. These approaches
rely on a central coordinator that acts as an intermediary on all
communications and has a global view of them. This design has two
important advantages. First, it allows for single round failure detec-
tion and message dissemination. Second, it plays a key role when
recovering from failures of cryptographic noise based protocols,
where even minor inconsistencies can make the output random
noise and highly structured approaches are required to ensure se-
curity. However, this central coordinator must not fail during the
computation and must process the messages of all parties. We pro-
vide a detailed description of these approaches in Appendix D.3,
and experimentally compare IncA to [8] in Section 5.3.

Decentralized/Gossip Protocols. Decentralized protocols are appli-
cable when such a central orchestrator is not an option. However,
they present several challenges. First, each participant has a partial
and delayed view of the failures of other parties. Second, if scalabil-
ity to the number of parties is desired (i.e., with a sub-linear cost
with respect to 𝑛) this knowledge further narrows to small com-
munication neighborhoods. Therefore, the global dissemination of
computations and protocol state (e.g., which parties are currently
online) take multiple rounds, making structured recovery strategies
challenging to implement, especially when the global state evolves
in a single round.

Certain approaches for decentralized differentially private av-
eraging focus on the relaxation of the adversary’s view due to
decentralization [18–20]. However, these relaxations are aggres-
sive as they consider average-case instead of worst-case privacy
loss [20], a constant number of colluders instead of a proportion of
𝑛 [18–20], and do not consider that the communication structure is
public. The techniques proposed in [18, 19] are based on random
walks, which forces sequential communication and a very large
number of rounds. We discuss these threat models in more detail
in Section 2.3, a comparison to [20] (the only work that focuses on
mean estimation) in Section 5.1, and a more detailed description of
gossip protocols in Appendix D.2.

Another type of decentralized protocols obtains an accuracy that
is comparable to central DP with a similar strategy to centrally
coordinated secure aggregation, but replacing cryptographic pair-
wise noise with Gaussian noise [4, 61, 66]. The resilience against
dropouts relies on the bounded impact of the non-cryptographic
noise terms [4, 66] and on recovery strategies that are simpler than
the ones used in secure aggregation [61]. Moreover, [4] focuses
on decentralized SGD and shows that ML updates can be applied

to ML models that have been obfuscated with bounded correlated
noise without experiencing an asymptotically significant impact
on convergence. [61, 66] focus on averaging, and [61] shows that
only 𝑂 (log(𝑛)) messages per party are required to obtain robust
topologies and bounded correlated noise. However, accuracy still
degrades significantly if parties disconnect in the middle of the
computation as pairwise noise does not cancel, even when apply-
ing dropout mitigation techniques. [66] is restricted to the case
where all parties communicate with each other, which offers poor
scalability in 𝑛. We present these protocols in detail in Appendix
D.3 and compare to them in Section 5.2.

Achieving Malicious Security. IncA considers passive attackers,
while some works are resilient against parties that arbitrarily devi-
ate from the protocol. [61] offers a variant for these kinds of attacks.
However, it requires a centralized structure with similar assump-
tions as the central coordinator. Alternatively, one can implement
this structure in the decentralized setting with a blockchain [56]
or use general purpose maliciously secure MPC [21] under heavy
computation and communication costs. If scalability is desired, the
centrally coordinated protocols previously discussed can prevent
some types of malicious behavior. However, these types remain
narrow (e.g., a server faking dropouts or out-of-range inputs) and
their privacy is significantly degraded. Finally, [3] mitigates the
impact of poisoned contributions, but does not ensure that actively
corrupted parties follow the protocol.

In Appendix E, we expand our discussion to alternatives, iden-
tifying advantages and limitations of our approach in terms of
computational and communication cost, dropout resilience and
security.

7 Conclusion and Future Work

We propose IncA, a protocol for fully decentralized mean esti-
mation, a key primitive for decentralized and privacy-preserving
computation. We demonstrate that IncA not only satisfies theoreti-
cal privacy guarantees but also maintains accuracy despite party
failures and collusion, all while incurring reasonable communi-
cation costs. Directions of future work include the evaluation of
our technique within larger systems such as the computation of
federated learning models, the derivation of explicit bounds on the
variance of correlated noise and the theoretical quantification of the
probability that our conditions hold under random communication
graphs.
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A Missing Theoretical Material

A.1 Proof of Lemma 3.5

Lemma 3.5. DEI and DInc are Valid Gaussians.

Proof. DEI is a (𝑐, 𝑍 )-Gaussian where 𝑐 and 𝑍 are as follows:
• 𝑐𝑡 = 1 for 𝑡 = 0 and 𝑐𝑡 = 0 for 𝑡 ∈ [1,𝑇 ],
• 𝑍0,: = 1⊤,
• for all 𝑡 ∈ [1,𝑇 ],

𝑍𝑡,𝑘 =

{
−1 if 𝑘 = 𝑡

0 if 𝑘 ∈ [1,𝑇 ] \ {𝑡}.

DInc is a (𝑐, 𝑍 )-Gaussian where

• 𝑐 = 1/(𝑇 + 1)
• for all 𝑡 ∈ [0,𝑇 ] and 𝑘 ∈ [1,𝑇 ]

𝑍𝑡,𝑘 =


1 if 𝑘 = 𝑡 + 1,
−1 if 𝑘 = 𝑡 ,
0 otherwise.

For both DEI and DInc, (𝑐, 𝑍 ) and 𝑍−𝑇,: are invertible matrices. □

A.2 Knowledge in Linear Relations

We now show how to construct the system of linear equations
presented in Equation (10). Recall that in our privacy proofs, each
party 𝑖 ∈ 𝑃 uses D (𝑐

(𝑖 ) ,𝑍 (𝑖 ) )
𝐺𝑎𝑢𝑠𝑠

(x𝑖 + 𝜂★𝑖 ) as the parameter for DO (𝑖, :)
in Algorithm 2. Recall that 𝑐 (𝑖 ) ∈ R𝑇+1 and 𝑍 (𝑖 ) ∈ R(𝑇+1)×𝑇 dictate
how private values and canceling noise terms are introduced at
each iteration for party 𝑖 .

Vectorized Gossip. Let 𝑦 (𝑡 ) ≔ (𝑦 (𝑡 )1 , . . . , 𝑦
(𝑡 )
𝑛 )⊤ ∈ X𝑛 for all 𝑡 ∈

{0, . . . ,𝑇 }, where 𝑦 (𝑡 )
𝑖

is defined for all 𝑖 ∈ 𝑃 and 𝑡 ∈ [0,𝑇 ] in
equations (6) and (7). Recall that b𝑖 is a column vector with a 1 in the
𝑖th coordinate and 0s elsewhere. Let 𝐷 (𝑡 )𝑐 = diag(𝑐 (1)𝑡 , . . . , 𝑐

(𝑛)
𝑡 ) ∈

R𝑛×𝑛 for all 𝑡 ∈ [0,𝑇 ]. The vectorized version of the Initialization
Phase (line 5) is

𝑦 (0) ≔ 𝐷
(0)
𝑐 (x + 𝜂★) +

𝑛∑︁
𝑖=1

(
𝑍
(𝑖 )
0,: 𝜂

⊤
𝑖,:

)
b𝑖 (16)

and the vectorized version of the Mixing Phase (line 15) is

𝑦 (𝑡 ) =𝑊 O
𝑡 𝑦
(𝑡−1) + 𝐷 (𝑡 )𝑐 (x + 𝜂★) +

𝑛∑︁
𝑖=1

(
𝑍
(𝑖 )
𝑡,: 𝜂

⊤
𝑖,:

)
b𝑖 (17)

for all 𝑡 ∈ [1,𝑇 ]. Note that for all 𝑡 ∈ [0,𝑇 ] and 𝑖 ∈ 𝑃 ,
(
𝑍
(𝑖 )
𝑡,: 𝜂

⊤
𝑖,:

)
b𝑖

is a vector where only the 𝑖-th value is different from 0.
Let 𝑘 ≔ 𝑛𝑇 be the total number of canceling noise terms and

recall that 𝜂 (:) ≔ (𝜂1,:, . . . , 𝜂𝑛,:)⊤ ∈ X𝑘 . For all 𝑡 ∈ [0,𝑇 ], let

𝜁𝑡 ≔

(
b1𝑍

(1)
𝑡,: , . . . , b𝑛𝑍

(𝑛)
𝑡,:

)
∈ R𝑛×𝑘

be a block matrix formed by horizontally concatenating 𝑛 blocks,
each of size 𝑛 ×𝑇 with only one nonzero row (i.e., the 𝑖-th block
only has the 𝑖-th row with non-zero values). Equations (16) and (17)
are equivalent to

𝑦 (0) = 𝐷 (0)𝑐 (x + 𝜂★) + 𝜁0𝜂 (:) (18)

and
𝑦 (𝑡 ) =𝑊 O

𝑡 𝑦
(𝑡−1) + 𝐷 (𝑡 )𝑐 (x + 𝜂★) + 𝜁𝑡𝜂 (:) (19)

respectively.

Linear Equations. From Equation (18) and applying Equation (19)
recursively we have that

𝐵𝑡 (x + 𝜂★) +𝐴𝑡𝜂 (:) = 𝑦 (𝑡 ) (20)

for all 𝑡 ∈ [0, . . . ,𝑇 ] where

𝐵0 ≔ 𝐷
(0)
𝑐 , 𝐵𝑡 ≔𝑊 O

𝑡 𝐵𝑡−1 + 𝐷 (𝑡 )𝑐 ∈ R𝑛×𝑛, ∀𝑡 ∈ [𝑇 ]

𝐴0 ≔ 𝜁0, 𝐴𝑡 ≔𝑊 O
𝑡 𝐴𝑡−1 + 𝜁𝑡 ∈ R𝑛×𝑘 , ∀𝑡 ∈ [𝑇 ] .
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Let

𝐵∗ ≔
©­­«
𝐵0
.
.
.

𝐵𝑇

ª®®¬ ∈ R𝑘×𝑛 , 𝐴∗ ≔
©­­«
𝐴0
.
.
.

𝐴𝑇

ª®®¬ ∈ R𝑘×𝑘 , and 𝑦 ≔
©­­«
𝑦 (0)

.

.

.

𝑦 (𝑇 )

ª®®¬ ∈ R𝑘 .
The we can summarize Equation (20) for all 𝑡 ∈ {0, . . . ,𝑇 } by

𝐵∗ (x + 𝜂★) +𝐴∗𝜂 (:) = 𝑦 (21)

Knowledge of the Adversary. Recall that C is the set of corrupted
parties (if we are under the C-DP setting),V𝑣𝑎𝑙 is the set of obser-
vations made by the adversary, 𝑃𝐻 is the set of honest parties with
size 𝑛𝐻 and 𝑘𝐻 the total number of canceling noise terms generated
by honest users. Additionally, recall that x𝐻 , 𝜂★𝐻 and 𝜂𝐻(:) are the
private vectors and noise terms of them. Let xC , 𝜂★C and 𝜂C(:) be the
vectors of values and noise terms generated by corrupted parties
in C and [𝑖, 𝑡] be the index of 𝑦 such that 𝑦[𝑖,𝑡 ] = 𝑦

(𝑡 )
𝑖

. Then,

𝐵V (x + 𝜂★) +𝐴V𝜂 (:) = 𝑦′V

is the linear system obtained by only keeping the rows with in-
dexes {[𝑖, 𝑡] : (𝑖, 𝑡) ∈ V𝑣𝑎𝑙 }, which are observable by the adversary.
Rearranging terms to separate the unknowns of the adversary, we
generate the equivalent system

(
𝐵 𝐵C

) (
x𝐻 + 𝜂★𝐻
xC + 𝜂★C

)
+

(
𝐴 𝐴C

) (
𝜂𝐻(:)
𝜂C(:)

)
= 𝑦′V .

Above, we assume that rows which are linear combinations of the
others are removed such that (𝐵,𝐴) is full rank. Removing these
rows does not reduce the adversary’s knowledge. The remaining
system is also equivalent to

𝐵(x𝐻 + 𝜂★𝐻 ) +𝐴𝜂𝐻(:) = 𝑦
′
V − 𝐵

C (xC + 𝜂★C) −𝐴C𝜂C(:)

which is exactly the system we described in Equation (10) for 𝑦V =

𝑦′V − 𝐵
C (xC + 𝜂★C) −𝐴C𝜂C(:) , a vector known to the adversary.

A.3 Preliminary Lemma

Before presenting our privacy proofs, we prove a preliminary lemma.

Lemma A.1. Given 𝜀, 𝛿 ∈ (0, 1), Equations

𝜀 − 1
2
𝜃 ≥
√
𝜃 (22)

and

1
2
(𝜀 − 1

2𝜃 )
2

𝜃
≥ ln

(
2

𝛿
√

2𝜋

)
(23)

are satisfied for

𝜃 ≤ 𝜀
2

𝑐2 (24)

where 𝑐2 > 2 ln(1.25/𝛿).

Proof. This lemma has been proven as part of the proof of
bounds of the Gaussian Mechanism [30, Theorem A.1]. For 𝜃 ≤ 𝜀2

𝑐2 ,

we have that Equation (22) is implied if

𝜀 − 𝜀2

2𝑐2 >
𝜀

𝑐

⇐⇒ 𝜀 >
𝜀

𝑐
+ 𝜀2

2𝑐2

⇐⇒ 𝑐

𝜀
𝜀 >

𝑐

𝜀

(
𝜀

𝑐
+ 𝜀2

2𝑐2

)
⇐⇒ 𝑐 − 𝜀

2𝑐
> 1.

For 𝜀 ≤ 1, the above is implied when 𝑐 > 3/2. Moreover, for 𝜃 ≤ 𝜀2

𝑐2

Equation (23) is implied if

1
2

(
𝜀 − 𝜀2

2𝑐2

)2

𝜀2

𝑐2

≥ ln
(

2
𝛿
√

2𝜋

)
⇐⇒ 1

2

(
𝜀 − 𝜀2

2𝑐2

)2

≥ ln
(

2
𝛿
√

2𝜋

)
𝜀2

𝑐2

⇐⇒ 1
2

(
𝜀2 − 𝜀

3

𝑐2 +
𝜀4

4𝑐4

)
≥ ln

(
2

𝛿
√

2𝜋

)
𝜀2

𝑐2

⇐⇒ 𝑐2 − 𝜀 + 𝜀2

4𝑐2 ≥ 2 ln
(

2
𝛿
√

2𝜋

)
.

For 𝑐 > 3/2 and 𝜀 ≤ 1, the derivative of 𝑐2 − 𝜀 + 𝜀2

4𝑐2 is positive.
Therefore

𝑐2 − 𝜀 + 𝜀2

4𝑐2 > 𝑐2 − 8/9

and thus Equation (23) is satisfied if 𝑐2 > 2 ln(1.25/𝛿). □

A.4 Proof of Theorem 4.1 and Corollary 4.2

Now we prove Theorem 4.1.
Theorem 4.1. Let E = (W,O,V𝑣𝑎𝑙 ) be an execution of Algorithm
2 where D is a Valid (𝑐, 𝑍 )-Gaussian and V𝑣𝑎𝑙 be defined by the
observations of the adversary (respectively by the corruption of a set
C of parties). Let 𝐵,𝐴 be derived from E as described in Equation (10).

Let Σ𝜂 be the covariance matrix of noise terms
(
𝜂★𝐻

𝜂𝐻(:)

)
, which have

positive variance. Then, execution E is (𝜀, 𝛿 ,V𝑣𝑎𝑙 )-E-DP (respectively
(𝜀, 𝛿 , C)-C-DP) if all noise terms have positive variance and

ℎ⊤Σ−1ℎ ≤ 𝜀
2

𝑐2 for each column ℎ of 𝐵 (25)

where 𝑐2 > 2 ln(1.25/𝛿) and

Σ ≔ (𝐵,𝐴)Σ𝜂 (𝐵,𝐴)⊤ ∈ R𝑚×𝑚 . (26)

Proof. We start our analysis from Equation (21). Matrices 𝐴,
𝐵 and x𝐻 are fixed, then honest parties draw 𝜂★𝐻 , 𝜂𝐻(:) and the
adversary observes 𝑦V . Let x(𝐴) and x(𝐵) be two possible values of
x𝐻 that are neighboring as precised in Definition 2.1. We prove that

Pr
(
𝑦V | x(𝐴)

)
≤ 𝜀 Pr

(
𝑦V | x(𝐵)

)
+ 𝛿
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for 𝜀 and 𝛿 according to Equation (25). Recalling that I [·] is the
indicator function, we have that

Pr
(
𝑦V | x𝐻

)
=

∫(
𝜂★𝐻

𝜂𝐻(:)

)
∈X𝑛𝐻 +𝑘𝐻

I
[
𝐵 (x𝐻 + 𝜂★𝐻 ) +𝐴𝜂𝐻(:) = 𝑦V

]
Pr

(
𝜂★𝐻

𝜂𝐻(:)

)
d
(
𝜂★𝐻

𝜂𝐻(:)

)

As (𝐵,𝐴) is full rank, then (𝐵,𝐴)
(
𝜂★𝐻

𝜂𝐻(:)

)
covers the complete

space X𝑚 . Recall that Σ is the covaraince matrix of (𝐵,𝐴)
(
𝜂★𝐻

𝜂𝐻(:)

)
.

The probability of a certain value of (𝐵,𝐴)
(
𝜂★𝐻

𝜂𝐻(:)

)
= 𝑦V − 𝐵x𝐻 is

given by the Gaussian distribution

Pr
(
(𝐵,𝐴)

(
𝜂★𝐻

𝜂𝐻(:)

)
= 𝑣

)
=

exp
(
−𝑣⊤Σ−1𝑣/2

)√︁
(2𝜋)𝑚 det (Σ)

For two possible values 𝑣𝐴 = 𝑦V − 𝐵x(𝐴) and 𝑣𝐵 = 𝑦V − 𝐵x(𝐵) we
get the ratio:

Pr
(
(𝐵,𝐴)

(
𝜂★𝐻

𝜂𝐻(:)

)
= 𝑣𝐴

)
Pr

(
(𝐵,𝐴)

(
𝜂★𝐻

𝜂𝐻(:)

)
= 𝑣𝐵

) =
exp

(
−𝑣⊤

𝐴
Σ−1𝑣𝐴/2

)
exp

(
−𝑣⊤

𝐵
Σ−1𝑣𝐵/2

)
= exp

(
−(𝑣𝐴 + 𝑣𝐵)⊤Σ−1 (𝑣𝐴 − 𝑣𝐵)/2

)
.

Now we adapt the strategy of [29] for proving the general gauss-
ian mechanism, computing first this ratio and showing it is bounded
by 𝑒𝜀 with probability 1−𝛿/2 (and above 𝑒−𝜀 with probability 1−𝛿/2).
We have that

ln

��������
Pr

(
(𝐵,𝐴)

(
𝜂★𝐻

𝜂𝐻(:)

)
= 𝑣𝐴

)
Pr

(
(𝐵,𝐴)

(
𝜂★𝐻

𝜂𝐻(:)

)
= 𝑣𝐵

)
�������� > 𝜀

⇐⇒
����−1

2
(𝑣𝐴 + 𝑣𝐵)⊤Σ−1 (𝑣𝐴 − 𝑣𝐵)

���� > 𝜀. (27)

Now note that

𝑣𝐴 − 𝑣𝐵 = 𝐵(x(𝐴) − x(𝐵) )

𝑣𝐴 + 𝑣𝐵 = 2𝑦V − 𝐵(x(𝐴) + x(𝐵) ) .

Without loss of generality, we assume that our datasets x(𝐴) and
x(𝐵) differ on the value of one party as much as possible. Let Δx ≔
x(𝐴) − x(𝐵) . As private values lie in the interval [0, 1], we have that
Δx has one component equal to 1 and 0 in all the other components.
Equation (27) is equivalent to����12 (

2𝑦V − 𝐵(x(𝐴) + x(𝐵) )
)⊤

Σ−1𝐵Δx

���� > 𝜀
⇐⇒

����12 (
2𝑦V − 2𝐵x(𝐴) + 𝐵Δx

)⊤
Σ−1𝐵Δx

���� > 𝜀
⇐⇒

����12 (
2 (𝐵,𝐴)

(
𝜂★𝐻

𝜂𝐻(:)

)
+ 𝐵Δx

)⊤
Σ−1𝐵Δx

���� > 𝜀
⇐⇒

����((𝐵,𝐴) ( 𝜂★𝐻𝜂𝐻(:)

))⊤
Σ−1𝐵Δx + 1

2
(𝐵Δx)⊤Σ−1𝐵Δx

���� > 𝜀.

We explore the conditions where(
(𝐵,𝐴)

(
𝜂★𝐻

𝜂𝐻(:)

))⊤
Σ−1𝐵Δx + 1

2
(𝐵Δx)⊤Σ−1𝐵Δx > 𝜀

with probability smaller than 𝛿/2 (as said, the other side of the
bound is analog). Note that

ℎ ≔ 𝐵Δx ∈ R𝑚

is the 𝑖th column of 𝐵, where 𝑖 is the coordinate of Δx that is equal
to 1. The above is equivalent to(

(𝐵,𝐴)
(
𝜂★𝐻

𝜂𝐻(:)

))⊤
Σ−1ℎ > 𝜀 − 1

2
ℎ⊤Σ−1ℎ.

To bound the probability of the above to hold, we will use the tail
bound

Pr (𝑤 > 𝛾) ≤ 𝜎𝑤

𝛾
√

2𝜋
exp(−𝛾2/2𝜎2

𝑤) (28)

where 𝜎𝑤 is the standard deviation of𝑤 . We set

𝑤 =

(
(𝐵,𝐴)

(
𝜂★𝐻

𝜂𝐻(:)

))⊤
Σ−1ℎ (29)

𝛾 = 𝜀 − 1
2
ℎ⊤Σ−1ℎ. (30)

and start by computing 𝜎𝑤 :

𝜎2
𝑤 = var

((
(𝐵,𝐴)

(
𝜂★𝐻

𝜂𝐻(:)

))⊤
Σ−1ℎ

)
= ℎ⊤Σ−1var

(
(𝐵,𝐴)

(
𝜂★𝐻

𝜂𝐻(:)

))
Σ−1ℎ

= ℎ⊤Σ−1ℎ. (31)

By Equation (28), proving that

𝜎𝑤

𝛾
√

2𝜋
exp

(
−𝛾2

2𝜎2
𝑤

)
≤ 𝛿

2

implies our privacy guarantee. The above is equivalent to

𝛾

𝜎𝑤
exp

(
𝛾2

2𝜎2
𝑤

)
≥ 2
𝛿
√

2𝜋
and, applying logarithms to both sides, to

ln
(
𝛾

𝜎𝑤

)
+ 1

2

(
𝛾

𝜎𝑤

)2
≥ ln

(
2

𝛿
√

2𝜋

)
.

The above is implied if

ln
(
𝛾

𝜎𝑤

)
≥ 0 (32)

and
1
2

(
𝛾

𝜎𝑤

)2
≥ ln

(
2

𝛿
√

2𝜋

)
. (33)

Below, we replace 𝛾 and 𝜎𝑤 using Equations (30) and (31). Then by
noticing that Equation (32) is equivalent to 𝛾 ≥ 𝜎𝑤 , we have that
Equations (32) and (33) can be rewritten as

𝜀 − 1
2
ℎ⊤Σ−1ℎ >

√
ℎ⊤Σ−1ℎ (34)

and
1
2

(
𝜀 − 1

2ℎ
⊤Σ−1ℎ

)2

ℎ⊤Σ−1ℎ
≥ ln

(
2

𝛿
√

2𝜋

)
(35)
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respectively. Finally, using Lemma A.1, equations (34) and (35) are
implied for

ℎ⊤Σ−1ℎ ≤ 𝜀
2

𝑐2 .

where 𝑐2 > 2 ln(1.25/𝛿). □

Now we prove Corollary 4.2.
Corollary 4.2. Let 𝜀, 𝛿 ∈ (0, 1). Let 𝐵, 𝐴 be associated with an

execution of Algorithm 2 be derived from (W,O,V𝑣𝑎𝑙 ) (or from
(W,O, C)) as defined in Theorem 4.1. Let Σ also be defined as in
Theorem 4.1. Then, the execution is (𝜀, 𝛿 ,V𝑣𝑎𝑙 )-E-DP (respectively (𝜀,
𝛿 , C)-C-DP) if all noise terms have positive variance and(

Σ ℎ

ℎ⊤ 𝜀2/𝑐2

)
⪰ 0 (36)

for each column ℎ of 𝐵, where 𝑐2 > 2 ln(1.25/𝛿).

Proof. Given that (𝐵,𝐴) is full rank and Σ𝜂 is a positive diagonal
matrix, then Σ ≻ 0. Given that(

Σ ℎ

ℎ⊤ 𝜀2/𝑐2

)
⪰ 0,

by Schur’s complement we have that 𝜀2/𝑐2 − ℎ⊤Σ−1ℎ ≥ 0 for each
column ℎ of 𝐵. This is equivalent to the condition of Theorem 4.1
to obtain (𝜀, 𝛿)-DP. □

A.5 Proof of Lemma 4.3

Lemma 4.3. Let 𝜀, 𝛿 ∈ (0, 1). Let E = (W,O,V𝑣𝑎𝑙 ) be defined as in
Theorem 4.1. For a pair of neighboring datasets x(𝐴) , x(𝐵) ∈ X𝑛𝐻 , let
𝜉★ ∈ X𝑛𝐻 and Δ(:) ∈ X𝑘𝐻 be such that

VE
(
x(𝐴) + 𝜂★𝐻 , 𝜂𝐻(:)

)
=VE

(
x(𝐵) + 𝜂★𝐻 + 𝜉★, 𝜂𝐻(:) + Δ(:)

)
for any 𝜂★𝐻 , 𝜂𝐻(:) . Recall that Σ𝜂 is the covariance matrix of

(
𝜂★𝐻

𝜂𝐻(:)

)
.

Then, execution E is (𝜀, 𝛿 , V𝑣𝑎𝑙 )-E-DP (or (𝜀, 𝛿 , C)-C-DP) if for all
such neighboring datasets x(𝐴) and x(𝐵)(

(𝜉★)⊤,Δ⊤(:)
)
Σ−1
𝜂

(
𝜉★

Δ(:)

)
≤ 𝜀

2

𝑐2

where 𝑐2 > 2 ln(1.25/𝛿).

Proof. It follows directly from [61, Theorem 1]. We adapt the
proof to our setting. Let x(𝐴) and x(𝐵) be two neighboring datasets.
Let 𝑦V be the view of the adversary after execution E. Let

𝑆 (𝐴) = {(𝜂★𝐻 , 𝜂𝐻(:) ) ∈ X
𝑛𝐻+𝑘𝐻 : VE

(
x(𝐴) + 𝜂★𝐻 , 𝜂𝐻(:)

)
= 𝑦V }

and analogously

𝑆 (𝐵) = {(𝜂★𝐻 , 𝜂𝐻(:) ) ∈ X
𝑛𝐻+𝑘𝐻 : VE

(
x(𝐵) + 𝜂★𝐻 , 𝜂𝐻(:)

)
= 𝑦V }.

Let 𝑡 = (𝜉★,Δ(:) ). The precondition of the lemma implies that
𝑆 (𝐴) + 𝑡 = 𝑆 (𝐵) . Our (𝜀, 𝛿)-differential privacy guarantee given by

Pr(𝑦V |x(𝐴) ) ≤ 𝑒𝜀 Pr(𝑦V |x(𝐵) ) + 𝛿

is implied if

Pr((𝜂★𝐻 , 𝜂𝐻(:) )) ≤ 𝑒
𝜀 Pr((𝜂★𝐻 , 𝜂𝐻(:) ) + 𝑡) + 𝛿 (37)

Indeed if Equation (37) holds we have

Pr(𝑦V |x(𝐴) ) =
∫
(𝜂★𝐻 ,𝜂𝐻(:) ) ∈𝑆

(𝐴)
Pr((𝜂★𝐻 , 𝜂𝐻(:) ))d𝜂

★𝐻d𝜂𝐻(:)

≤
∫
(𝜂★𝐻 ,𝜂𝐻(:) ) ∈𝑆

(𝐴)
(𝑒𝜀 Pr((𝜂★𝐻 , 𝜂𝐻(:) ) + 𝑡) + 𝛿)d𝜂

★𝐻d𝜂𝐻(:)

=

∫
(𝜂★𝐻 ,𝜂𝐻(:) )−𝑡 ∈𝑆

(𝐴)
(𝑒𝜀 Pr((𝜂★𝐻 , 𝜂𝐻(:) )) + 𝛿)d𝜂

★𝐻d𝜂𝐻(:)

=

∫
(𝜂★𝐻 ,𝜂𝐻(:) ) ∈𝑆

(𝐵)
(𝑒𝜀 Pr((𝜂★𝐻 , 𝜂𝐻(:) )) + 𝛿)d𝜂

★𝐻d𝜂𝐻(:)

= 𝑒𝜀 Pr(𝑦V |x(𝐵) ) + 𝛿.
Therefore, it suffices to prove Equation (37) to prove our (𝜀, 𝛿)-DP
guarantee.

Wewill do that by proving that Pr((𝜂★𝐻 , 𝜂𝐻(:) )) ≤ 𝑒
𝜀 Pr((𝜂★𝐻 , 𝜂𝐻(:) )+

𝑡) with probability at least 1 − 𝛿 . Denoting 𝛾 = (𝜂★𝐻 , 𝜂𝐻(:) ) for con-
venience, we need to prove that with probability 1 − 𝛿 it holds
that

| log(Pr(𝛾)/Pr(𝛾 + 𝑡)) | ≤ 𝜀.
We have that��� log

Pr(𝛾)
Pr(𝛾 + 𝑡)

��� =

��� − 1
2
𝛾⊤Σ−1

𝜂 𝛾 +
1
2
(𝛾 + 𝑡)⊤Σ−1

𝜂 (𝛾 + 𝑡)
���

=

���12 (2𝛾 + 𝑡)⊤Σ−1
𝜂 𝑡

���.
To ensure that | log(Pr(𝛾)/Pr(𝛾 + 𝑡)) | ≤ 𝑒𝜀 holds with probability
at least 1−𝛿 , since we are interested in the absolute value, we show
that

Pr
( 1

2
(2𝛾 + 𝑡)⊤Σ−1

𝜂 𝑡 ≥ 𝜀
)
≤ 𝛿/2,

the proof of the other direction is analogous. This is equivalent to

Pr(𝛾Σ−1
𝜂 𝑡 ≥ 𝜀 − 𝑡⊤Σ−1

𝜂 𝑡/2) ≤ 𝛿/2. (38)

The variance of 𝛾Σ−1
𝜂 𝑡 is

var(𝛾Σ−1
𝜂 𝑡) = 𝑡⊤Σ−⊤𝜂 var(𝛾)Σ−1

𝜂 𝑡

= 𝑡⊤Σ−⊤𝜂 Σ𝜂Σ
−1
𝜂 𝑡

= 𝑡⊤Σ−1
𝜂 𝑡 .

For any centered Gaussian random variable 𝑌 with variance 𝜎2
𝑌
, we

have that
Pr(𝑌 ≥ 𝜆) ≤ 𝜎𝑌

𝜆
√

2𝜋
exp

(
−𝜆2/2𝜎2

𝑌

)
. (39)

Let 𝑌 = 𝛾Σ−1
𝜂 𝑡 , 𝜎2

𝑌
= 𝑡⊤Σ−1

𝜂 𝑡 and 𝜆 = 𝜀 − 𝑡⊤Σ−1
𝜂 𝑡/2, then satisfying

𝜎𝑌

𝜆
√

2𝜋
exp

(
−𝜆2/2𝜎2

𝑌

)
≤ 𝛿/2 (40)

implies Equation (38). Equation (40) is equivalent to
𝜆

𝜎𝑌
exp

(
𝜆2/2𝜎2

𝑌

)
≥ 2/𝛿

√
2𝜋,

or, after taking logarithms on both sides, to

log
(
𝜆

𝜎𝑌

)
+ 1

2

(
𝜆

𝜎𝑌

)2
≥ log

(
2

𝛿
√

2𝜋

)
.

To make this inequality hold, we require

log
(
𝜆

𝜎𝑌

)
≥ 0 (41)
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and
1
2

(
𝜆

𝜎𝑌

)2
≥ log

(
2

𝛿
√

2𝜋

)
. (42)

Equation (41) is equivalent to 𝜆 ≥ 𝜎𝑌 . Substituting 𝜆 and 𝜎𝑌 we get

𝜀 − 𝑡⊤Σ−1
𝜂 𝑡/2 ≥ (𝑡⊤Σ−1

𝜂 𝑡)1/2 . (43)

Substituting 𝜆 and 𝜎𝑌 in Equation (42) gives

1
2
(𝜀 − 1

2 𝑡
⊤Σ−1

𝜂 𝑡)2

𝑡⊤Σ−1
𝜂 𝑡

≥ ln
(

2
𝛿
√

2𝜋

)
(44)

By Lemma A.1, equations (43) and (44) are satisfied for 𝑡⊤Σ−1
𝜂 𝑡 ≤ 𝜀2

𝑐2

for 𝑐2 = 2 ln(1.25/𝛿).
□

A.6 Proof of Lemma 4.4

Lemma 4.4. Let E = (W,O,V𝑣𝑎𝑙 ) be defined as in Theorem 4.1. Then
if 𝑦 (𝑡 )

𝑖
is not observed by the adversary (i.e., (𝑖, 𝑡) ∈ 𝑃𝐻 × [0,𝑇 − 1] \

V𝑣𝑎𝑙 ) and 𝑖 ∈ O (𝑡 ) , then there exists 𝑎 (𝑖,𝑡 ) ∈ X𝑛 and 𝐺 (𝑖,𝑡 ) ∈ X𝑛×𝑇
such that for any 𝛽 ∈ R we have

VE
(
x̃𝐻 , 𝜂𝐻

)
=VE

(
x̃𝐻 + 𝛽𝑎 (𝑖,𝑡 ) , 𝜂𝐻 − 𝛽𝐺 (𝑖,𝑡 )

)
.

Moreover, 𝑎 (𝑖,𝑡 )
𝑖

=
𝑊 O

𝑡+1;𝑖,𝑖−1
𝑤𝑖

and 𝑎 (𝑖,𝑡 )
𝑗

=
𝑊 O

𝑡+1;𝑗,𝑖
𝑤𝑗

for all 𝑗 ∈ 𝑃𝐻 \ {𝑖},
where𝑤 ∈ R𝑛 is defined as in Equation (9).

Proof. For clarity, within the proof we ignore the superscript
𝐻 of x𝐻 , 𝜂★𝐻 and 𝜂𝐻 and refer to them as x, 𝜂★ and 𝜂.

Let x̃ = x + 𝜂★. We want to prove that for any 𝛽 ∈ R,

VE (x̃, 𝜂) =VE (x̃′, 𝜂′) (45)

where x̃′ = x̃+ 𝛽𝑎 (𝑖,𝑡 ) and 𝜂′ = 𝜂 − 𝛽𝐺 (𝑖,𝑡 ) for some 𝑎 (𝑖,𝑡 ) and𝐺 (𝑖,𝑡 ) .
To achieve this, we will set x̃′𝑖 = x̃𝑖 + 𝛽 and compute the values of
x̃′ and 𝜂′ such that the viewV remains unchanged.

Let 𝑌 (𝑦) ∈ X(𝑇+1)×𝑛 be

𝑌
(𝑦)
𝑡 ′,: ≔

{
0 for 𝑡 ′ = 0(
𝑊 O
𝑡 ′ 𝑦
(𝑡 ′−1)

)⊤
for 𝑡 ′ ∈ [1,𝑇 ] .

The vector 𝑦 (:)
𝑗
∈ X𝑇+1 of messages of any party 𝑗 ∈ 𝑃 follows

𝑌
(𝑦)

:, 𝑗 + 𝑐
( 𝑗 ) x̃𝑗 + 𝑍 ( 𝑗 )𝜂⊤𝑗,: = 𝑦

(:)
𝑗
. (46)

Let 𝑦′ = (𝑦 (𝑡
′ )′

𝑗
)⊤
𝑖∈𝑃,𝑡 ′∈[0,𝑇 ] be the vector of messages of all parties

with input x̃′, 𝜂′. For all 𝑗 ∈ 𝑃 let

O𝑗 = {𝑡 ′ ∈ [𝑇 ] : 𝑗 ∈ O (𝑡 ′ ) }

be the set of active iterations of a party. We are assuming that the
only message that is not visible to the adversary is 𝑦 (𝑡 )

𝑖
. Therefore

Equation (45) is implied if

𝑦
(𝑡 ′ )′
𝑖

= 𝑦
(𝑡 ′ )
𝑖

for all 𝑡 ′ ∈ O𝑖 \ {𝑡} (47)

and
𝑦
(𝑡 ′ )′
𝑗

= 𝑦
(𝑡 ′ )
𝑗
, for all 𝑗 ∈ 𝑃 \ {𝑖}, 𝑡 ′ ∈ O𝑗 , (48)

which means that all messages remain unchanged except for 𝑦 (𝑡 )
𝑖

when the input changes from x̃, 𝜂 to x̃′, 𝜂′.

Temporary Dropouts. We first analyze the case where there are
no permanent dropouts. We will start by computing 𝑦 (𝑡 )′

𝑖
− 𝑦 (𝑡 )

𝑖
,

which we will use for the remainder of the proof. By Equation (47),
have that ∑︁

𝑡 ′∈O𝑖

𝑦
(𝑡 ′ )′
𝑖
−

∑︁
𝑡 ′∈O𝑖

𝑦
(𝑡 ′ )
𝑖

= 𝑦
(𝑡 )′
𝑖
− 𝑦 (𝑡 )

𝑖
. (49)

By equations (6) and (7) we have that for all 𝑗 ∈ 𝑃∑︁
𝑡 ∈O𝑗

𝑦
(𝑡 ′ )
𝑗

=
∑︁

𝑡 ′∈O𝑗 \{0}
𝑊 O
𝑡 ′ ;𝑗,:𝑦

(𝑡 ′−1) +
∑︁
𝑡 ′∈O𝑗

𝑐
( 𝑗 )
𝑡 ′ x̃𝑗 + 𝑍 ( 𝑗 )𝑡 ′,: (𝜂 𝑗,:)

⊤ .

(50)

By definition of DO and Equation (8), we know that∑︁
𝑡 ′∈[0,𝑇 ]

𝑐
( 𝑗 )
𝑡 ′ x̃𝑗 + 𝑍 ( 𝑗 )𝑡 ′,: (𝜂 𝑗,:)

⊤

=
∑︁
𝑡 ′∈O𝑗

𝑐
( 𝑗 )
𝑡 ′ x̃𝑗 + 𝑍 ( 𝑗 )𝑡 ′,: (𝜂 𝑗,:)

⊤ =𝑤 𝑗 x̃𝑗

when there are only temporary dropouts. Then Equation (50) be-
comes equivalent to∑︁

𝑡 ∈O𝑗

𝑦
(𝑡 ′ )
𝑗

=
©­«

∑︁
𝑡 ′∈O𝑗 \{0}

𝑊 O
𝑡 ′ ;𝑗,:𝑦

(𝑡 ′−1)ª®¬ +𝑤 𝑗 x̃𝑗 (51)

for all 𝑗 ∈ 𝑃 . Then by equations (51), (47) and (48) we also have that∑︁
𝑡 ′∈O𝑗

𝑦
(𝑡 ′ )′
𝑗
−

∑︁
𝑡 ′∈O𝑗

𝑦
(𝑡 ′ )
𝑗

=𝑊 O
𝑡+1;𝑗,𝑖 (𝑦

(𝑡 )′
𝑖
− 𝑦 (𝑡 )

𝑖
) +𝑤 𝑗 (x̃′𝑗 − x̃𝑗 ) (52)

for all 𝑗 ∈ 𝑃 . By combining the above with Equation (49) and since
𝛽 = x̃′𝑖 − x̃𝑖 have that

𝑦
(𝑡 )′
𝑖
− 𝑦 (𝑡 )

𝑖
=𝑊 O

𝑡+1;𝑖,𝑖 (𝑦
(𝑡 )′
𝑖
− 𝑦 (𝑡 )

𝑖
) +𝑤𝑖𝛽

The above is equivalent to

𝑦
(𝑡 )′
𝑖
− 𝑦 (𝑡 )

𝑖
=

𝑤𝑖𝛽

1 −𝑊 O
𝑡+1;𝑖,𝑖

(53)

which is the quantity we wanted to compute as a first step of our
proof.

Now we will compute 𝜂′𝑖,: − 𝜂𝑖,:. Using equations (46) and (47),
we have that for all 𝑡 ′ ∈ O𝑖 \ {𝑡}:

0 = 𝑦
(𝑡 ′ )′
𝑖
− 𝑦 (𝑡

′ )
𝑖

=𝑊 O
𝑡 ′ ;𝑖,: (𝑦

(𝑡 ′−1)′ − 𝑦 (𝑡 ′−1) ) + 𝑐 (𝑖 )
𝑡 ′ (x̃

′
𝑖 − x̃𝑖 ) + 𝑍

(𝑖 )
𝑡 ′,: (𝜂

′
𝑖,: − 𝜂𝑖,:)⊤

(54)

The above is equivalent to

𝑍
(𝑖 )
𝑡 ′,: (𝜂

′
𝑖,: − 𝜂𝑖,:)⊤ = −𝑐 (𝑖 )𝛽 −𝑊 O

𝑡 ′ ;𝑖,: (𝑦
(𝑡 ′−1)′ − 𝑦 (𝑡 ′−1) ) (55)

for all 𝑡 ′ ∈ O𝑖 \ {𝑡}.
Let 𝑡 be the smallest iteration of O𝑖 that is greater than 𝑡 (it

always exists, as 𝑡 < 𝑇 and 𝑇 ∈ O𝑖 ). We have that

𝑊 O
𝑡 ′ ;𝑖,: (𝑦

(𝑡 ′−1)′ − 𝑦 (𝑡 ′−1) ) = 0

for all 𝑡 ′ ∈ O𝑖 \ {𝑡, 𝑡}. If 𝑖 dropped out from iterations 𝑡 + 1 to 𝑡 ,
𝑦 (𝑡
′ ) = 𝑦 (𝑡+1) for all 𝑡 ′ ∈ [𝑡 + 1, 𝑡], and no extra noise terms and
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private values were added due to inactivity. Therefore, by Equation
(53) we have

𝑊 O
𝑡 ;𝑖,: (𝑦

(𝑡−1)′ − 𝑦 (𝑡−1) ) =𝑊 O
𝑡+1;𝑖,𝑖 (𝑦

(𝑡 )′
𝑖
− 𝑦 (𝑡 )

𝑖
)

=
𝛽𝑤𝑖𝑊

O
𝑡+1;𝑖,𝑖

1 −𝑊 O
𝑡+1;𝑖,𝑖

.

From the above and Equation (55) we have that

𝑍
(𝑖 )
𝑡 ′,: (𝜂

′
𝑖,: − 𝜂𝑖,:)⊤ = 𝛽ℎ𝑡 ′ for all 𝑡 ′ ∈ O𝑖 \ {𝑡} (56)

where ℎ𝑡 ′ = −𝑐 (𝑖 ) for 𝑡 ′ ∈ O𝑖 \ {𝑡, 𝑡} and

ℎ𝑡 = −𝑐 (𝑖 ) −
𝑤𝑖𝑊

O
𝑡+1;𝑖,𝑖

1 −𝑊 O
𝑡+1;𝑖,𝑖

.

Given thatDO is Valid, we have that 𝑍 = (𝑍 (𝑖 )
𝑡 ′,: )𝑡 ′∈O𝑖 \{𝑡 } is full row

rank. Hence, there exist 𝑣 ∈ X𝑇 that satisfies

𝑍𝑣 = (ℎ𝑡 ′ )𝑡 ′∈O𝑖 \{𝑡 } .

Setting (𝜂′𝑖,: − 𝜂𝑖,:)⊤ = 𝛽𝑣 satisfies Equation (56).
We now compute x̃′𝑗 and 𝜂

′
𝑗,: for 𝑗 ∈ 𝑃 \ {𝑖}. Similarly to Equation

(54), by equations (46) and (48), we have that

0 = 𝑦
(𝑡 ′ )′
𝑗
− 𝑦 (𝑡

′ )
𝑗

=𝑊 O
𝑡 ′ ;𝑗,: (𝑦

(𝑡 ′−1)′ − 𝑦 (𝑡 ′−1) ) + 𝑐 ( 𝑗 )
𝑡 ′ (x̃

′
𝑗 − x̃𝑗 ) + 𝑍

( 𝑗 )
𝑡 ′,: (𝜂

′
𝑗,: − 𝜂 𝑗,:)⊤ .

(57)

for all 𝑡 ′ ∈ O𝑗 .
Let 𝑘𝑡 ′ = −𝑊 O

𝑡 ′ ;𝑗,: (𝑦
(𝑡 ′−1)′ − 𝑦 (𝑡 ′−1) ) for all 𝑡 ′ ∈ O𝑗 . Let 𝑡 be the

earliest iteration ofO𝑗 that is bigger than 𝑡 (it always exist, as before,
as 𝑇 ∈ O𝑗 ). 𝑘𝑡 ′ is equal to 0 for 𝑡 ′ ∈ O𝑗 \ {𝑡} and by Equation (53)

𝑘𝑡 =𝑊
O
𝑡+1;𝑗,𝑖 (𝑦

(𝑡 )
𝑖
− 𝑦 (𝑡 )′

𝑖
) = −

𝛽𝑤𝑖𝑊
O
𝑡+1;𝑗,𝑖

1 −𝑊 O
𝑡+1;𝑖,𝑖

.

For 𝑍 = (𝑐 ( 𝑗 )
𝑡 ′ , 𝑍

( 𝑗 )
𝑡 ′,: )𝑡 ∈O𝑗 , Equation (57) is equivalent to

𝑍

(
x̃′𝑗 − x̃𝑗
𝜂′𝑗,: − 𝜂 𝑗,:

)
= 𝛽 (𝑘𝑡 ′ )𝑡 ′∈O𝑗 . (58)

AsDO is a Valid Gaussian, we have that 𝑍 full row rank. Therefore
there exist 𝑣 ∈ X𝑇+1 such that 𝑍𝑣 = (𝑘𝑡 ′ )𝑡 ′∈[0,𝑇 ] . Setting(

x̃′
𝑗
−x̃𝑗

𝜂′
𝑗,:−𝜂 𝑗,:

)
= 𝛽𝑣

satisfies Equation (58). Then, setting 𝑎 (𝑖,𝑡 ) = x̃′−x̃ and𝐺 (𝑖,𝑡 ) = 𝜂′−𝜂
finishes the first part of our claim.

We now prove the remaining part of the claim, which is that
there exist 𝑎 (𝑖,𝑡 )

𝑖
such that

𝑎
(𝑖,𝑡 )
𝑖

= (𝑊 O
𝑡 ;𝑖,𝑖 − 1)/𝑤𝑖

and
𝑎
(𝑖,𝑡 )
𝑗

=𝑊 O
𝑡 ;𝑗,𝑖/𝑤 𝑗 for all 𝑗 ∈ 𝑃𝐻 \ { 𝑗}

satisfies the lemma.
For 𝐾 ∈ R, any re-scaling (𝐾𝑎 (𝑖,𝑡 ) , 𝐾𝐺 (𝑖,𝑡 ) ) of (𝑎 (𝑖,𝑡 ) ,𝐺 (𝑖,𝑡 ) ) sat-

isfies the lemma. We will prove the claim for a re-scaling 𝑎 (𝑖,𝑡 ) of
𝑎 (𝑖,𝑡 ) .

For all 𝑗 ∈ 𝑃𝐻 \ {𝑖}, by equations (52) and (48) we have that

0 =
∑︁
𝑡 ′∈O𝑗

𝑦
(𝑡 ′ )′
𝑗
−

∑︁
𝑡 ′∈O𝑗

𝑦
(𝑡 ′ )
𝑗

=𝑊 O
𝑡+1;𝑗,𝑖 (𝑦

(𝑡 )′
𝑖
− 𝑦 (𝑡 )

𝑖
) +𝑤 𝑗 (x̃′𝑗 − x̃𝑗 )

(by Eq. (53)) =𝑊 O
𝑡+1;𝑗,𝑖

𝑤𝑖𝛽

1 −𝑊 O
𝑡+1;𝑖,𝑖

+𝑤 𝑗 (x̃′𝑗 − x̃𝑗 ). (59)

The above is equivalent to

x̃′𝑗 − x̃𝑗 = 𝛽
𝑤𝑖

𝑊 O
𝑡+1;𝑖,𝑖 − 1

𝑊 O
𝑡+1;𝑗,𝑖

𝑤 𝑗

= 𝛽𝑎
(𝑖,𝑡 )
𝑗

(60)

for all 𝑗 ∈ 𝑃𝐻 \{𝑖}. Let𝐾 =
𝑊 O

𝑡+1;𝑖,𝑖−1
𝑤𝑖

and 𝑎 (𝑖,𝑡 ) = 𝐾𝑎 (𝑖,𝑡 ) . We deduce
that 𝑎 (𝑖,𝑡 ) satisfies the lemma as it is a re-scaling of 𝑎 (𝑖,𝑡 ) . Recalling
that x̃′𝑖 − x̃𝑖 = 𝛽 we know that 𝑎 (𝑖,𝑡 )

𝑖
= 1 and hence

𝑎
(𝑖,𝑡 )
𝑖

= 𝐾𝑎
(𝑖,𝑡 )
𝑖

=
𝑊 O
𝑡+1;𝑖,𝑖 − 1
𝑤𝑖

.

By equation (60) we have that

𝑎
(𝑖,𝑡 )
𝑗

= 𝐾𝑎
(𝑖,𝑡 )
𝑗

=
𝑊 O
𝑡+1;𝑗,𝑖

𝑤 𝑗

.

for all 𝑗 ∈ 𝑃𝐻 \ {𝑖}. The last two equations are what we wanted to
prove.

Permanent Dropouts. For simplicity, in the case of permanent
dropouts we will assume that for each permanently dropped party
𝑖′ ∈ 𝑃 \ O (𝑇 ) the adversary knows a special message:

𝑦
(𝑇 )
𝑖′ =

∑︁
𝑗∈𝑃

𝑊 O
𝑇 ;𝑖′, 𝑗𝑦

(𝑖′ )
𝑗
+

𝑇∑︁
𝑘=1

𝑍
(𝑖′ )
𝑇,𝑘

𝜂𝑖′,𝑘 (61)

where

𝑍
(𝑖′ )
𝑇,𝑘

= −
𝑇−1∑︁
𝑡 ′=0

𝑍
(𝑖′ )
𝑡 ′,𝑘 for all 𝑘 ∈ [1,𝑇 ] .

The special message of Equation (61) cancels remaining noise that
party 𝑖′ didn’t cancel due to dropout. Note that in the original
setting, the adversary does not know 𝑦

(𝑇 )
𝑖′ as party 𝑖′ dropped out.

Therefore if we prove that there exist 𝑎 (𝑖,𝑡 ) and 𝐺 (𝑖,𝑡 ) that satisfy
the lemma with the extra knowledge of Equation (61) then this will
also hold with the original knowledge of the adversary where these
special messages are unknown. Then, for each party 𝑖′ ∈ 𝑃\O (𝑇 ) we
define 𝑍 (𝑖′ ) ∈ R(𝑇+1)×𝑇 such that 𝑍 (𝑖

′ )
𝑡,: = 𝑍

(𝑖′ )
𝑡,: for all 𝑡 ∈ [0,𝑇 − 1]

and 𝑍 (𝑖
′ )

𝑇,: defined as above.
Running Algorithm 2 with distributions

DO (𝑖′, :) =D (𝑐
(𝑖′ ) ,𝑍 (𝑖

′ ) )
𝐺𝑎𝑢𝑠𝑠

(x𝑖′ + 𝜂★𝑖′ )

for all 𝑖′ ∈ 𝑃 \ O (𝑇 ) is equivalent to an execution without perma-
nent dropouts. Hence we can compute 𝑎 (𝑖,𝑡 ) and 𝐺 (𝑖,𝑡 ) as in the
temporary dropout case. Note that the value of 𝑎 (𝑖,𝑡 ) only depends
on𝑊𝑡+1;:,𝑖 and 𝑤 which only depends on (𝑐 (𝑖′ ) )𝑖′∈𝑃 . Therefore its
value is not modified by the changes introduced by 𝑍 (𝑖′ ) for all
𝑖′ ∈ 𝑃 . □
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A.7 Proofs of Theorems 4.5, 4.6 and 4.7

In this appendix, we prove theorems 4.5, 4.6 and 4.7. We start by
proving Lemma A.2. Then we prove Theorem 4.7 and show that
theorems 4.5 and 4.6 are a special case of Theorem 4.7.

Lemma A.2. Let E = (W,O,V𝑣𝑎𝑙 ) be defined as in Theorem
4.1. Let 𝐽 , 𝑤 , H , {𝑎 (𝑖,𝑡 ) } (𝑖,𝑡 ) ∈H be as defined in Theorem 4.7. If
{𝑎 (𝑖,𝑡 ) } (𝑖,𝑡 ) ∈H has at least |𝐽 | − 1 independent vectors, then for any x,
𝜂★, x′ and (𝜂★)′ such that∑︁

𝑖∈ 𝐽
𝑤𝑖 (x𝑖 + 𝜂★𝑖 ) =

∑︁
𝑖∈ 𝐽

𝑤𝑖 (x′𝑖 + (𝜂★𝑖 )′) .

there exist Δ ∈ X𝑛𝐻 ×𝑇 such that

VE
(
x + 𝜂★, 𝜂

)
=VE

(
x′ + (𝜂★)′, 𝜂 + Δ

)
for any 𝜂.

Proof. We first define

K (x̃) =
{
x̃′ ∈ X𝑛𝐻 :

∑︁
𝑖∈ 𝐽

𝑤𝑖 x̃′𝑖 =
∑︁
𝑖∈ 𝐽

𝑤𝑖 x̃𝑖

}
.

and

H (x̃)

=

x̃ +
∑︁
(𝑖,𝑡 ) ∈H

𝛽 (𝑖,𝑡 )𝑎
(𝑖,𝑡 ) ∈ X𝑛𝐻 : 𝛽 (𝑖,𝑡 ) ∈ R ∀(𝑖, 𝑡) ∈ H

 .
By definition,𝑊 O

𝑡+1;𝑗,𝑖 ≠ 0 only if 𝑗 ∈ 𝑁 (𝑡 )
𝑖→ or if 𝑗 = 𝑖 . By Equation

(3) and since 𝑁 (𝑡 )
𝑖→ ∈ 𝐽 we have that for any (𝑖, 𝑡) ∈ H ,∑︁

𝑗∈ 𝐽
𝑊 O
𝑡+1;𝑗,𝑖 =

∑︁
𝑗∈𝑃

𝑊 O
𝑡+1;𝑗,𝑖 = 1. (62)

Then for any (𝑖, 𝑡) ∈ H , x̃ ∈ X𝑛𝐻 and 𝛽 ∈ R,∑︁
𝑗∈ 𝐽

𝑤 𝑗 (x̃𝑗 + 𝛽𝑎 (𝑖,𝑡 )𝑗
) =

∑︁
𝑗∈ 𝐽

𝑤 𝑗 x̃𝑗 +
∑︁
𝑗∈ 𝐽

𝑤 𝑗𝑎
(𝑖,𝑡 )
𝑗

=
∑︁
𝑗∈ 𝐽

𝑤 𝑗 x̃𝑗 +𝑤𝑖𝑎 (𝑖,𝑡 )𝑖
+

∑︁
𝑗∈ 𝐽 \{𝑖 }

𝑎
(𝑖,𝑡 )
𝑗

(by Lemma 4.4) =
∑︁
𝑗∈ 𝐽

𝑤 𝑗 x̃𝑗 +𝑤𝑖𝑎 (𝑖,𝑡 )𝑖
+

∑︁
𝑗∈ 𝐽 \{𝑖 }

𝑤 𝑗

𝑊 O
𝑡+1;𝑗,𝑖

𝑤 𝑗

=
∑︁
𝑗∈ 𝐽

𝑤 𝑗 x̃𝑗 +𝑤𝑖
𝑊 O
𝑡+1;𝑖,𝑖 − 1
𝑤𝑖

+
∑︁

𝑗∈ 𝐽 \{𝑖 }
𝑊 O
𝑡+1;𝑗,𝑖

=
∑︁
𝑗∈ 𝐽

𝑤 𝑗 x̃𝑗 − 1 +
∑︁
𝑗∈ 𝐽

𝑊 O
𝑡+1;𝑗,𝑖

(by Eq. (62)) =
∑︁
𝑗∈ 𝐽

𝑤 𝑗 x̃𝑗 .

Therefore x̃ + 𝛽𝑎 (𝑖,𝑡 ) ∈ K (x̃) . This implies that H (x̃) ⊆ K (x̃) . We
know thatH (x̃) has dimension |𝐽 |−1. SinceK (x̃) also has dimension
|𝐽 | − 1, it must be thatH (x̃) =K (x̃) .

This means that for any x̃′ ∈ K (x̃) there exists (𝛽 (𝑖,𝑡 ) ) (𝑖,𝑡 ) ∈H ∈
R |H | such that

x̃ +
∑︁
(𝑖,𝑡 ) ∈H

𝛽 (𝑖,𝑡 )𝑎
(𝑖,𝑡 ) = x̃′ .

By successively applying Lemma 4.4 for each (𝑖, 𝑡) ∈ H we have
that

VE (x̃, 𝜂) =VE (x̃′, 𝜂 + Δ)
for any 𝜂, where Δ = −∑

(𝑖,𝑡 ) ∈H 𝛽 (𝑖,𝑡 )𝐺
(𝑖,𝑡 ) and 𝐺 (𝑖,𝑡 ) as defined in

Lemma 4.4. This completes the proof. □

Theorem 4.7. Let 𝜀, 𝛿 ∈ (0, 1). Let E = (W,O,V𝑣𝑎𝑙 ) be defined
as in Theorem 4.1. Let 𝐽 ⊆ 𝑃𝐻 be a coalition that contain all honest
parties that did not drop out permanently (i.e., O (𝑇 ) ∩ 𝑃𝐻 ⊆ 𝐽 ). Let
𝑤O =

∑
𝑖∈𝑃𝐻 𝑤𝑖 , where𝑤 is defined in Equation (9) and

H = {(𝑖, 𝑡) ∈ 𝑃𝐻 × [0,𝑇 ] \ V𝑣𝑎𝑙 : 𝑖 ∈ 𝐽 ∧ 𝑁 (𝑡 )
𝑖→ ⊆ 𝐽 }.

For all (𝑖, 𝑡) ∈ H , let𝑎 (𝑖,𝑡 ) be as defined in Lemma 4.4. If {𝑎 (𝑖,𝑡 ) } (𝑖,𝑡 ) ∈H
has at least |𝐽 | − 1 independent vectors, then there exist 𝜉★ and Δ(:)
as defined in Lemma 4.3 and E satisfies (𝜀, 𝛿 , V𝑣𝑎𝑙 )-E-DP (or (𝜀, 𝛿 ,
C)-C-DP) for any

𝜎2
★ >

( |𝐽 | − 1)𝑐2

(𝑤O − 1)2𝜀2 𝑎𝑛𝑑 𝜎2
Δ ≥

∥Δ(:) ∥22
𝜀2

𝑐2 − ( | 𝐽 |−1)
(𝑤O−1)2𝜎2

★

,

where 𝑐2 > 2 ln(1.25/𝛿).

Proof. Let x(𝐴) and x(𝐵) be two neighboring datasets. Let 𝑖 ∈ 𝑃𝐻
be the coordinate in which x(𝐵) and x(𝐴) differ. Without loss of
generality, we assume x(𝐵)

𝑖
− x(𝐴)

𝑖
= 1. We split the proof into two

cases, depending on whether 𝑖 ∈ 𝐽 or not. We start with the case
where 𝑖 ∈ 𝐽 .

Define 𝜉★ such that 𝜉★𝑗 = − 𝑤𝑖

∥𝑤 ∥22
𝑤 𝑗 if 𝑗 ∈ 𝐽 and 𝜉★𝑗 = 0 otherwise.

For any 𝜂★, we have that∑︁
𝑗∈𝑃𝐻

𝑤 𝑗 (x(𝐴)𝑗
+ 𝜂★𝑗 ) =

∑︁
𝑗∈𝑃𝐻

𝑤 𝑗 (x(𝐵)𝑗 + 𝜂
★
𝑗 + 𝜉★𝑗 ).

By Lemma A.2, there exists Δ such that

VE
(
x(𝐴) + 𝜂★, 𝜂

)
=VE

(
x(𝐵) + 𝜂★ + 𝜉★, 𝜂 + Δ

)
. (63)

for any 𝜂. Therefore we can apply Lemma 4.3. We have that execu-
tion E is (𝜀, 𝛿)-DP if 𝜎2

★, 𝜎2
Δ, ∥𝜉★∥22, ∥Δ∥22, 𝜀 and 𝛿 satisfy Equation

(14).
We have that

∥𝜉★∥22 =
𝑤2
𝑖

∥(𝑤𝑖 )𝑖∈ 𝐽 ∥22
From the above, Equation (14) is implied if

∥Δ∥22
𝜎2
Δ

≤ 𝜀
2

𝑐2 −
𝑤2
𝑖

∥(𝑤𝑖 )𝑖∈ 𝐽 ∥22𝜎2
★

.

We know that

𝜎2
★ >

𝑤2
𝑚𝑎𝑥

∥(𝑤𝑖 )𝑖∈ 𝐽 ∥22
𝑐2

𝜀2 .

Then, we can deduce that

𝜀2

𝑐2 −
𝑤2
𝑖

∥(𝑤𝑖 )𝑖∈ 𝐽 ∥22𝜎2
★

> 0.

The above is equivalent to

𝜎2
Δ ≥

∥Δ∥22
𝜀2

𝑐2 −
𝑤2
𝑖

∥ (𝑤𝑖 )𝑖∈ 𝐽 ∥22𝜎
2
★

. (64)
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In other words, with 𝜎2
Δ lower bounded by the above expression

execution E is (𝜀, 𝛿)-DP as Equation (14) is satisfied.
We now prove the lemma when 𝑖 ∉ 𝐽 . It must be that 𝑖 dropped

out permanently, which means that 𝑍 (𝑖 )
𝑇,: = 0. AsD is a Valid (𝑐, 𝑍 )-

Gaussian, we have that 𝑍 (𝑖 )−𝑇,: is full row rank. The 𝑇 -th row of 𝑍 (𝑖 )

is equal to 0. Then, 𝑍 (𝑖 ) and 𝑍 (𝑖 )−𝑇,: share the same solutions. Hence
𝑍 (𝑖 ) is also full row rank.

We first prove that for any 𝜂★ and 𝜂 there exist 𝜉★ and Δ such
that

∥𝜉★∥22 ≤
𝑤2
𝑖

∥(𝑤𝑖 )𝑖∈ 𝐽 ∥22
and Equation (63) is satisfied. The former requirement is met by
setting

𝜉★𝑖 =
𝑤2
𝑖

∥(𝑤 𝑗 ) 𝑗∈ 𝐽 ∥22
and 𝜉★𝑗 = 0 for all 𝑗 ∈ 𝑃𝐻 \ {𝑖}. Equation (63) holds if 𝑦 (𝑡 )

𝑖
does not

change for all 𝑡 ∈ [0,𝑇 ] and the algorithm is executed with input
(x(𝐴) , 𝜂★, 𝜂) or with input (x(𝐵) , 𝜂★ + 𝜉★, 𝜂 + Δ). This is equivalent
to proving that

𝑐 (𝑖 ) (x(𝐴)
𝑖
+ 𝜂★𝑖 ) + 𝑍 (𝑖 ) (𝜂𝑖,:)⊤

= 𝑐 (𝑖 ) (x(𝐵)
𝑖
+ 𝜂★𝑖 + 𝜉★𝑖 ) + 𝑍 (𝑖 ) (𝜂𝑖,: + Δ𝑖,:)⊤ .

The above is equivalent to

𝑍 (𝑖 ) (Δ𝑖,:)⊤ = −𝑐 (𝑖 ) (1 + 𝜉★𝑖 ) .

As 𝑍 (𝑖 ) is full row rank, there exists Δ𝑖,: that satisfies such equation.
Then by setting Δ 𝑗,: = 0 for all 𝑗 ∈ 𝑃𝐻 \ {𝑖} we apply Lemma 4.3

for 𝜉★ and Δ as defined above. We do the same reasoning as the last
part of the derivation where 𝑖 ∈ 𝐽 (after Equation (63)), showing
that Equation (14) is satisfied for

𝜎2
★ >

𝑤2
𝑚𝑎𝑥

∥(𝑤𝑖 )𝑖∈ 𝐽 ∥22
· 𝑐

2

𝜀2

and 𝜎2
Δ as in Equation (64). This concludes the proof. □

Theorem 4.5. Let 𝜀, 𝛿 ∈ (0, 1). Let E = (W,O,V𝑣𝑎𝑙 ) be defined
as in Theorem 4.1 and associated with an execution without dropouts
(i.e., O (𝑡 ) = 𝑃 for all 𝑡 ∈ [0,𝑇 ]). LetH = 𝑃𝐻 × [0,𝑇 ] \ V𝑣𝑎𝑙 be the
set of pairs (𝑖, 𝑡) such that 𝑦 (𝑡 )

𝑖
is not seen by the adversary. For all

(𝑖, 𝑡) ∈ H , let 𝑎 (𝑖,𝑡 ) be as defined in Lemma 4.4. If {𝑎 (𝑖,𝑡 ) } (𝑖,𝑡 ) ∈H has
at least 𝑛𝐻 − 1 independent vectors, there exist 𝜉★ and Δ(:) as defined
in Lemma 4.3 and E satisfies (𝜀, 𝛿 ,V𝑣𝑎𝑙 )-E-DP (or (𝜀, 𝛿 , C)-C-DP) for
any

𝜎2
★ >

𝑐2

𝑛𝐻 𝜀
2 𝑎𝑛𝑑 𝜎2

Δ ≥
∥Δ(:) ∥22

𝜀2

𝑐2 − 1
𝑛𝐻𝜎

2
★

,

where 𝑐2 > 2 ln(1.25/𝛿).

Proof. If there are no dropouts, then𝑤𝑖 = 1 for all 𝑖 ∈ 𝑃𝐻 and
O (𝑡 ) = 𝑃 for all 𝑡 ∈ [0,𝑇 ]. Then the proof is a direct application of
Theorem 4.7 with 𝐽 = 𝑃𝐻 . □

Theorem 4.6. Let 𝜀, 𝛿 ∈ (0, 1). Let E = (W,O,V𝑣𝑎𝑙 ) be defined as
in Theorem 4.1. Let𝑤O =

∑
𝑖∈𝑃𝐻 𝑤𝑖 , where𝑤 is defined in Equation

(9). LetH = 𝑃𝐻 × [0,𝑇 ] \V𝑣𝑎𝑙 be the set of pairs (𝑖, 𝑡) such that𝑦 (𝑡 )
𝑖

is not seen by the adversary. For all (𝑖, 𝑡) ∈ H , let 𝑎 (𝑖,𝑡 ) be as defined

in Lemma 4.4. If {𝑎 (𝑖,𝑡 ) } (𝑖,𝑡 ) ∈H has at least |𝑛𝐻 | − 1 independent
vectors, then there exist 𝜉★ and Δ(:) as defined in Lemma 4.3 such
that E satisfies (𝜀, 𝛿 ,V𝑣𝑎𝑙 )-E-DP (or (𝜀, 𝛿 , C)-C-DP) for any

𝜎2
★ >

(𝑛𝐻 − 1)𝑐2

(𝑤O − 1)2𝜀2 𝑎𝑛𝑑 𝜎2
Δ ≥

∥Δ(:) ∥22
𝜀2

𝑐2 − (𝑛𝐻 −1)
(𝑤O−1)2𝜎2

★

,

where 𝑐2 > 2 ln(1.25/𝛿).

Proof. We have that
𝑤2
𝑚𝑎𝑥

∥𝑤 ∥22
≤ 𝑛𝐻 − 1
(𝑤O − 1)2

for all 𝑤 such that
∑
𝑖∈𝑃𝐻 𝑤𝑖 = 𝑤O . Then, it follows directly by

applying Theorem 4.7 with 𝐽 = 𝑃𝐻 . □

A.8 Proof of Theorems 4.8 and 4.9

Theorem 4.8. Let 𝜀, 𝛿 ∈ (0, 1). Let E = (W,O,V𝑣𝑎𝑙 ) be defined as
in Theorem 4.1,𝑤O =

∑
𝑖∈𝑃𝐻 𝑤𝑖 and 𝐺

𝐻 as defined in Equation (15).
If 𝐺𝐻 is strongly connected, then E satisfies (𝜀, 𝛿 ,V𝑣𝑎𝑙 )-E-DP (or (𝜀,
𝛿 , C)-C-DP) for 𝜎2

★ and 𝜎2
Δ defined as in Theorem 4.6.

Proof. We first construct a weighted adjacency matrix𝑊 𝐻 of
graph 𝐺𝐻 . For each party 𝑖 ∈ 𝑃𝐻 , let

𝐹 (𝑖 ) =
{
𝑊 O
𝑡+1;𝑃𝐻 ,𝑖 ∈ R

𝑛𝐻 : (𝑖, 𝑡) ∈ 𝑃𝐻 × [0,𝑇 − 1] \ V𝑣𝑎𝑙
}

the set whose elements are columns

𝑊 O
𝑡+1;𝑃𝐻 ,𝑖 = (𝑊

O
𝑡+1;𝑗,𝑖 ) 𝑗∈𝑃𝐻 ∈ R𝑛𝐻 ,

which determine the weights of outgoing messages 𝑦 (𝑡 )
𝑖

that have
not been seen by the adversary.

For each party 𝑖 ∈ 𝑃𝐻 , we set

𝑊 𝐻
:,𝑖 =

1
|𝐹 (𝑖 ) |

∑︁
𝑣∈𝐹 (𝑖 )

𝑣 .

For all 𝑖, 𝑗 ∈ 𝑃𝐻 , we have that𝑊 𝐻
𝑖,𝑗 > 0 if (𝑖, 𝑗) ∈ 𝐸 (𝐺𝐻 ) and𝑊 𝐻

𝑖,𝑗 = 0
otherwise. Therefore,𝑊 𝐻 is a weighted adjacency matrix of 𝐺𝐻 .
As 𝐺𝐻 is strongly connected then𝑊 𝐻 is irreducible. This means
that for all 𝑖, 𝑗 ∈ 𝑃𝐻 , (𝑊 𝐻 )𝑘𝑖,𝑗 > 0 for a sufficiently large integer 𝑘 .

Therefore we can apply the Perron-Frobenius Theorem for non-
negative irreducible matrices. This implies that the largest eigen-
value of𝑊 𝐻 is smaller or equal to 1 and has multiplicity 1. The
same applies to (𝑊 𝐻 )⊤.

As columns of𝑊 𝐻 are the average of column-stochastic matrices,
then𝑊 𝐻 is column stochastic. Therefore,

(𝑊 𝐻 )⊤1 = 1.

This means that 1 is an eigenvalue of (𝑊 𝐻 )⊤ associated to the
eigenvector 1.

By the results of our application of the Perron-Frobenius Theo-
rem, it must be that 1 is the largest eigenvalue of (𝑊 𝐻 )⊤ and has
multiplicity 1. This means that the nullspace of (𝑊 𝐻 )⊤ − 𝐼 has
dimension 1, which implies that (𝑊 𝐻 )⊤ − 𝐼 has rank 𝑛𝐻 − 1. Then

𝑊̄ =𝑊 𝐻 − 𝐼
also has rank 𝑛𝐻 − 1. Let

𝐹
(𝑖 )
𝐼

=

{
𝑊 O
𝑡+1;𝑃𝐻 ,𝑖 − b𝑖 ∈ R

𝑛𝐻 : (𝑖, 𝑡) ∈ 𝑃𝐻 × [0,𝑇 − 1] \ V𝑣𝑎𝑙
}
.
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We can deduce that

𝐹𝐼 =
⋃
𝑖∈𝑃𝐻

𝐹
(𝑖 )
𝐼

=

{
𝑤⊤
𝑃𝐻
𝑎
(𝑖,𝑡 )
𝑃𝐻

: (𝑖, 𝑡) ∈ 𝑃𝐻 × [0,𝑇 − 1] \ V𝑣𝑎𝑙
}

where𝑤 is defined in Equation (9), 𝑎 (𝑖,𝑡 ) in Lemma 4.4,

𝑤𝑃𝐻 = (𝑤 𝑗 ) 𝑗∈𝑃𝐻 ∈ R𝑛𝐻

and
𝑎
(𝑖,𝑡 )
𝑃𝐻

= (𝑎 (𝑖,𝑡 )
𝑗
) 𝑗∈𝑃𝐻 ∈ R𝑛𝐻 .

We can also deduce that for each 𝑖 ∈ 𝑃𝐻

𝑊̄:,𝑖 =
1
|𝐹 (𝑖 )
𝐼
|

∑︁
𝑣∈𝐹 (𝑖 )

𝐼

𝑣 .

Given that 𝑊̄ has rank 𝑛𝐻 − 1, 𝐹𝐼 contains at least 𝑛𝐻 − 1 linearly
independent vectors. 𝐹𝐼 can be obtained by multiplying each vector
of

𝐹𝐼 =

{
𝑎
(𝑖,𝑡 )
𝑃𝐻

: (𝑖, 𝑡) ∈ 𝑃𝐻 × [0,𝑇 − 1] \ V𝑣𝑎𝑙
}

by𝑤⊤
𝑃𝐻

. Therefore, 𝐹𝐼 also has 𝑛𝐻 − 1 linearly independent vectors.
For all (𝑖, 𝑡) ∈ 𝑃𝐻 ×[0,𝑇 −1]\V𝑣𝑎𝑙 , we have that the vector 𝑎 (𝑖,𝑡 )𝑗

= 0
for all 𝑗 ∈ C. This means that we can obtain

𝐹𝐼 =
{
𝑎 (𝑖,𝑡 ) : (𝑖, 𝑡) ∈ 𝑃𝐻 × [0,𝑇 − 1] \ V𝑣𝑎𝑙

}
by adding 0-valued entries to each vector 𝐹𝐼 in the same indexes.
Therefore, the number of linearly independent vectors in 𝐹𝐼 is the
same as that of 𝐹𝐼 . Given that 𝐹𝐼 has 𝑛𝐻 − 1 linearly independent
vectors, we can apply Theorem 4.6, which gives the required bound
on 𝜎2

★ to achieve (𝜀, 𝛿)-DP, for sufficiently large 𝜎2
Δ. □

Now we prove Theorem 4.9.
Theorem 4.9. Let E = (W,O,V𝑣𝑎𝑙 ) be defined as in Theorem 4.1

LetH = 𝑃𝐻 × [0,𝑇 ] \ V𝑣𝑎𝑙 be the set of pairs (𝑖, 𝑡) such that 𝑦 (𝑡 )
𝑖

is
not seen by the adversary. For all (𝑖, 𝑡) ∈ H , let 𝑎 (𝑖,𝑡 ) be as defined
in Lemma 4.4. If parties do not change neighbors across iterations,
(i.e.,𝑊 O

𝑡 = 𝑊 O
1 for all 𝑡 ∈ [2,𝑇 ]) and there exist 𝑖, 𝑗 ∈ 𝑃𝐻 such

that (𝑖, 𝑡) ∈ V𝑣𝑎𝑙 and ( 𝑗, 𝑡) ∈ V𝑣𝑎𝑙 for all 𝑡 ∈ [0,𝑇 ], we have that
{𝑎 (𝑖,𝑡 ) } (𝑖,𝑡 ) ∈H has less than 𝑛𝐻 − 1 independent vectors.

Proof. According to Lemma 4.4, for each (𝑖, 𝑡) ∈ H , 𝑎 (𝑖,𝑡 ) only
depends on𝑊 O

𝑡+1;:,𝑖 and𝑤 . If𝑊
O
𝑡 =𝑊 O

1 for all 𝑡 ∈ [1,𝑇 ], we have
that for all 𝑖 ∈ 𝑃𝐻 , if (𝑖, 𝑡) ∈ H then𝑎 (𝑖,𝑡 ) = 𝑎 (𝑖,0) for all 𝑡 ∈ [0,𝑇−1].
In addition, from the theorem we know that there exist 𝑖, 𝑗 ∈ 𝑃𝐻
such that (𝑖, 𝑡) ∈ V𝑣𝑎𝑙 and ( 𝑗, 𝑡) ∈ V𝑣𝑎𝑙 for all 𝑡 ∈ [0,𝑇 ]. Therefore
{𝑎 (𝑖,𝑡 ) } (𝑖,𝑡 ) ∈H is contained in {𝑎 (𝑖,0) }𝑖∈𝑃𝐻 \{𝑖, 𝑗 } , which has at most
𝑛𝐻 − 2 vectors. □

B Calculations for Muffliato

In this appendix, we show how the accuracy of Muffliato is com-
puted for the experiment in Figure 1.

Essentially, for a given function 𝑓 : 𝑃 × 𝑃 → R+ and 𝛼𝑀 > 1,
a mechanism satisfies (𝛼𝑀 , 𝑓 )-Pairwise Network DP (PNDP) [20,
Definition 5] if for all pairs of parties 𝑖, 𝑗 ∈ 𝑃 , it satisfies (𝛼𝑀 , 𝑓 (𝑖, 𝑗))-
Renyi DP (RDP) [54] assuming the adversary has access only to
party 𝑗 ’s view.

Results of [20, Theorem 1] defines the mean privacy loss 𝜀𝑖 of a
party 𝑖 . Given that private values are within [0, 1] we have that the
local sensitivity is given by Δ𝑀 = 1 and for any party 𝑖 ∈ 𝑃𝐻 we
have that

𝜀𝑖 =
𝛼𝑀𝑇𝑑𝑖

2𝑛𝜎2
𝑀

(65)

by [20, Equation (7)], where 𝑑𝑖 is the degree of party 𝑖 , 𝛼𝑀 is the
desired parameter 𝛼 of Renyi DP, 𝑇 is the number of iterations and
𝜎2
𝑀
is the variance of the Gaussian noise that each party adds to

its private value. Muffliato reports 𝜀 = max𝑖∈𝑃 𝜀𝑖 as its measure of
privacy loss.

For the sake of comparison, we convert PNDP guarantees given
by 𝜀, which are essentially themean privacy loss of a RDP guarantee,
to a mean privacy loss of an (𝜀, 𝛿)-DP. By [54, Proposition 3], a
mechanism that satisfies (𝛼, 𝜀)-RDP it also satisfies (𝜀, 𝛿)-DP with

𝜀 = 𝜀 + ln(1/𝛿)
𝛼𝑀 − 1

. (66)

Typically, when guarantees are satisfied for multiple pairs (𝛼, 𝜀)
one uses the pairs that minimizes 𝜀 for a fixed 𝛿 . This optimizes
the privacy/accuracy trade-offs. In our experiments of Figure 1, we
fix (𝜀, 𝛿) = (0.1, 10−5). Here we do the same and choose 𝜀, 𝛼𝑀 such
that it minimizes 𝜎2

𝑀
. By Equation (66), we set

𝛼𝑀 =
log(1/𝛿)
𝜀 − 𝜀 + 1. (67)

We use the same parameters as those in Figure 1 and set Muffliato
under hypercube graphs, which give the smallest 𝜀 (see [20, Figure
1a]). For 𝑛 = 210 = 1024, the degree of each node 𝑖 in a hypercube is
𝑑𝑖 = 10 for all 𝑖 ∈ 𝑃 . By plugging Equation (67) into Equation (65)
we have that

𝜎2
𝑀 =

(
ln(1/𝛿)
𝜀 − 𝜀 + 1

)
10𝑇
2𝑛𝜀

. (68)

We set 𝑇 according to [20, Theorem 2]. Then we have that

𝑇 =

⌈
ln(𝑛)
√
𝜆2

⌉
when 𝜎2

𝑀
≥ 1. 𝜆2 is the second largest eigenvalue of the gossip

matrix of a hypercube of 𝑛 = 1024 nodes and is equal to 9
11 . Given

these parameters, we deduce that 𝑇 = 8.
With the current parameters, 𝜎2

𝑀
is always greater than 180. We

ignore the gossip error by assuming that each party converged to
the true average of noisy values. Therefore we approximate the
MSE of Muffliato by 𝜎2

𝑀
/𝑛 which is at least 0.1764.

C Additional Experiments

In this appendix, we provide additional experiments related to
Section 5. First, we show the impact of varying the parameter 𝑘
in Appendix C.1, and then we present a comparison with secure
aggregation in Appendix C.2.

C.1 Additional Experiments Varying 𝑘

We analyze the communication effort required to obtain the privacy
conditions described in Section 5.1, under the experimental setup
given therein.

We evaluate IncA when each party communicates with 𝑘 ∈
{1, 2, 3, 4, 5} neighbors per iteration. We consider 𝑇 ∈ {2, 4, 6, 8, 10},
where 50% of messages per iteration chosen randomly are observed
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(a) 50% of observed messages (b) 50% of observed messages (c) 30% of corrupted parties

Figure 5: Percentage of success in function of the number of iterations (figures 5a and 5c) and the number of messages (Figure

5a) to meet the preconditions of Theorem 4.5 for 𝑘 ∈ {1, 2, 3, 4, 5}, where the adversary only observes messages or corrupts a

subset of parties. The total number of parties is 𝑛 = 100.

by the adversary (Eavesdrop DP) or 30% of the parties are chosen
randomly to collude with the adversary (Collusion DP). For each
parameter combination, we run the protocol 100 times and count
how many times the preconditions of Theorem 4.5 are met.

Our results are shown for 𝑛 = 100 in Figure 5, with the success
rate as a function of the number of iterations (𝑇 ) or total number of
messages (𝑘𝑇 ) per party. The left and center figures show results
when the adversary only observes messages (Eavesdrop DP). In
Figure 5a, we can see that the higher 𝑘 is, the lower is the number
of iterations 𝑇 required for IncA to get 100% success. However, as
shown in Figure 5b, lower 𝑘 requires less number of messages in
total. In Figure 5c, we switch to Collusion DP, where parties are
corrupted. When 𝑘 is lower, it is easier to achieve higher success
rate. This happens because bigger values of 𝑘 reduce the size of
(𝑎 (𝑖,𝑡 ) ) (𝑖,𝑡 ) ∈H (and therefore the possibility that this set has 𝑛𝐻 − 1
linearly independent vectors), as the corrupted nodes receive more
messages. This results hold for any Valid (𝑐, 𝑍 )-Gaussian D, as
when there are no dropouts, {𝑎 (𝑖,𝑡 ) } (𝑖,𝑡 ) ∈H only depends on the
communication matricesW.

C.2 Additional Comparisons With Secure

Aggregation

We show additional experiments with secure aggregation (SAgg).
The experimental setup is described in Section 5.3. First, we evaluate
the computation and communication cost of IncA when we vary
the total number of iterations and compare it to SAgg. Second, we
compare the MSE of IncA and SAgg for different proportions of
parties that collude (𝜌) or drop out (𝛾 ).

Varying the Number of Iterations. Figure 6 shows the compu-
tational and communication cost of IncA with 𝑘 = 1 for a total
number of iterations from the set {10, 20, 40, 60, 80}. We compare
this cost with that of SAgg with 𝑘𝑆𝐴 = 24 (see Appendix D.3 for
details on 𝑘𝑆𝐴). For both protocols, we set the number of dimen-
sions 𝑑 = 103, 𝜌 = 0.1 and 𝛾 = 0.2. We can observe that both the
communication cost and runtime of IncA increase linearly with
the number of iterations. The computational and communication
gaps between the protocols is consistent with the observations of
Figure 4 in Section 5.3.

Figure 6: Computation and communication costs for IncA

with respect to the total number of iterations.

Varying 𝜌 and 𝛾 . Figure 7 shows the MSE of IncA and SAgg
with 𝑛 = 200 for 𝜌 ∈ {0.05, 0.1, 0.15} and 𝛾 ∈ {0.05, 0.1, 0.15, 0.2}.
For IncA, we set 𝑇 = 40 and 𝑘 = 1 and consider that the final
dissemination phase is done in 𝑇𝐷 = 20 iterations with 𝑘 = 1. We
can see that the MSE of both protocols increases uniformly when 𝜌
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Figure 7: MSE as a function of the proportion 𝛾 of dropouts

and varying the number of corrupted parties 𝜌 for IncA and

SAgg with 𝑛 = 200. For IncA, 𝑇 = 40 and 𝑘 = 1. Dropouts are
evenly distributed across rounds for both protocols.

or 𝛾 increase. We can see that IncA has higher MSE values, steeper
growth and greater instability due to the gossip averaging in the
Dissemination Phase compared to SAgg.

D Alternatives to Our Protocol

We describe in detail the most relevant alternatives to our protocol
that were presented in Section 6. Central DP and Local DP are
discussed in Appendix D.1, gossip protocols in Appendix D.2, and
pairwise-noise approaches in Appendix D.3.

D.1 Central DP and Local DP

We first describe Central DP, then Local DP.
Central DP assumes the existence of a trusted party (or trusted

curator) that does not compromise the obtained information. During
a multi-party computation, each party can send their private values
to the trusted curator, which will use this input to produce an
outcome and add DP noise before revealing it. For mean estimation,
the trusted curator computes

𝑓𝐶𝐷𝑃 (x1, . . . , x𝑛) =
1
𝑛

∑︁
𝑖∈𝑃

x𝑖 ,

the only information that will be exposed to the adversary and that
therefore needs to be privatized. Local DP [25, 50] considers a much
stronger adversary. All messages sent by any party are exposed to
it, and therefore each party has individually privatize a component
of

𝑓𝐿𝐷𝑃 (x1, . . . , x𝑛) = (x1, . . . , x𝑛)
before sharing it.

To satisfy DP, a mechanism adds an amount of noise that is
proportional to the sensitivity of the outcome with respect to the
change in the input. More formally, for any computation 𝑓 in the
domain X𝑛 , the ℓ𝑘 -sensitivity Δ𝑘 𝑓 is defined to be the maximum
change between outputs on neighboring datasets. That is,

Δ𝑘 𝑓 = max
x,x′∈X𝑛
x∼x′

∥ 𝑓 (x) − 𝑓 (x′)∥𝑘

where x ∼ x′ means that x and x′ are neighboring datasets (see
Section 2.2), and ∥ · ∥𝑘 is the ℓ𝑘 -norm.

For the Gaussian mechanism, the noise required to privatize each
coordinate of the outcome vector of 𝑓 to satisfy (𝜀, 𝛿)-DP must have
a variance of at least

𝜎2 (𝑓 ) = 2 ln(1.25/𝛿) (Δ2 𝑓 )2
𝜀2 [30, Theorem 3.22].

If private values are in the range [0, 1], the ℓ2-sensitivity of 𝑓𝐶𝐷𝑃
and 𝑓𝐿𝐷𝑃 are 1/𝑛 and 1 respectively. This gives

𝜎2 (𝑓𝐿𝐷𝑃 ) = 𝑛2𝜎2 (𝑓𝐶𝐷𝑃 ) . (69)

For computing an average in Local DP, after adding noise, we get
the estimate

1
𝑛

∑︁
𝑖∈𝑃

(
x𝑖 + N(0, 𝜎2 (𝑓𝐿𝐷𝑃 ))

)
that has a variance equal to 𝜎2 (𝑓𝐿𝐷𝑃 )/𝑛. In Central DP, the estimate
has variance 𝜎2 (𝑓𝐶𝐷𝑃 ) as the noise is added right after the compu-
tation. Therefore, given Equation (69) this variance a factor of 𝑛
smaller than in Local DP.

Due to the utility obtained from revealing only the final output,
Central DP is considered as the best possible privacy-accuracy
trade-off, whereas Local DP gives the strongest privacy guarantees.

D.2 Gossip Protocols

Gossip protocols are designed for the dissemination and compu-
tation of information in a decentralized way[10, 13, 22, 60]. They
offer good scalability with the number of participants as they only
require each party to communicate with a small number of neigh-
bors. When computations do not require privacy constraints, they
are already known to have good resilience to failures.

The work of [13] studies the averaging task presented in Algo-
rithm 3. The authors show that if matrices𝑊1, . . . ,𝑊𝑇 are doubly
stochastic, for all 𝑖 ∈ 𝑃 the convergence rate of 𝑦 (𝑇 )

𝑖
to 1

𝑛

∑
𝑖∈𝑃 x̃𝑖

when 𝑇 →∞ depends on the spectral properties of these matrices.
Muffliato, a recent approach by Cyffers et al. [20] builds on

[13] and proposes differentially private gossip protocols. Muffliato
executes Algorithm 3, but with x̃𝑖 = x𝑖 + 𝜂𝑔𝑖 for all 𝑖 ∈ 𝑃 , where x𝑖
is the private value and 𝜂𝑔

𝑖
∼ N(0, 𝜎2

𝑔 ) for some 𝜎2
𝑔 > 0.

In our setting, Muffliato satisfies DP with the same trade-offs as
Local DP. However, relaxing the assumptions on the knowledge of
the adversary, these trade-offs can be improved (see Section 5.1 and
Appendix B for more details).

The works of [18] and [19] have used gossip protocols for de-
centralized differentially private computations. Specifically, they
use random walks to compute machine learning models with dif-
ferential privacy guarantees.
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Algorithm 3 Gossip Averaging [13]

1: Input: 𝑇 ∈ N, x̃ = (x̃1, . . . , x̃𝑛)⊤ ∈ X𝑛 ,𝑊1, . . . ,𝑊𝑇 ∈ R𝑛×𝑛 , 𝑇
2: Initialization Phase
3: for all 𝑖 ∈ 𝑃 do

4: 𝑦
(0)
𝑖
← x̃𝑖

5: end for

6: for 𝑡 ∈ {1 . . .𝑇 } do
7: for all 𝑖 ∈ 𝑃 do

8: 𝑦
(𝑡 )
𝑖
← ∑

𝑗∈𝑃𝑊𝑡 ;𝑖, 𝑗𝑦
(𝑡−1)
𝑗

9: end for

10: end for

D.3 Pairwise Noise Approaches

Pairwise-noise masks has been one of the main techniques for
privacy preserving aggregation in our setting. We present it below.

The core idea for differentially private averaging is described
in Algorithm 4. Each party 𝑖 ∈ 𝑃 communicates with a set of
neighbors 𝑁𝑝 (𝑖) = { 𝑗 : {𝑖, 𝑗} ∈ 𝐸𝑝 } which define an undirected
communication graph 𝐺𝑝 . Jointly with each neighbor 𝑗 ∈ 𝑁𝑝 (𝑖),
party 𝑖 draws a pairwise noise term 𝑝𝑖, 𝑗 . After that, one of {𝑖, 𝑗}
adds 𝑝𝑖, 𝑗 and the other adds −𝑝𝑖, 𝑗 to their private values. Since all
pairwise-noise terms cancel each other, the value computed in the
Aggregation Phase is

1
𝑛

∑︁
𝑖∈𝑃

x𝑝
𝑖
=

1
𝑛

∑︁
𝑖∈𝑃

x𝑖 + 𝜂𝑝𝑖 +
∑︁

𝑗∈𝑁𝑝 (𝑖 )
𝑗<𝑖

𝑝𝑖, 𝑗 −
∑︁

𝑗∈𝑁𝑝 (𝑖 )
𝑗>𝑖

𝑝𝑖, 𝑗

=
1
𝑛

∑︁
𝑖∈𝑃

x𝑖 + 𝜂𝑝𝑖 +
1
𝑛

∑︁
{𝑖, 𝑗 }∈𝐸𝑝

𝑝𝑖, 𝑗 − 𝑝𝑖, 𝑗

=
1
𝑛

∑︁
𝑖∈𝑃

x𝑖 + 𝜂𝑝𝑖 .

The DP noise terms (𝜂𝑝
𝑖
)𝑖∈𝑃 ensure that the final result satisfies

differential privacy, while each individual term x𝑖 is additionally
protected by (𝑝𝑖, 𝑗 ) 𝑗∈𝑁𝑝 (𝑖 ) .

Algorithm 4 Pairwise Noise Aggrebation

1: Input: Vector of private values x ∈ X𝑛 , noise distributionM𝑝 ,
communication graph 𝐺𝑝 = (𝑃, 𝐸𝑝 ), DP noise variance 𝜎2

𝑝

2: Randomization Phase:
3: for all 𝑖 ∈ 𝑃 do

4: for all 𝑗 such that {𝑖, 𝑗} ∈ 𝐸𝑝 do
5: 𝑖 and 𝑗 jointly sample 𝑝𝑖, 𝑗 ∼ M𝑝

6: end for

7: Sample 𝜂𝑝
𝑖
∼ N(0, 𝜎2

𝑝 )
8: Compute x𝑝

𝑖
= x𝑖 + 𝜂𝑝𝑖 +

∑
𝑗∈𝑁𝑝 (𝑖 )
𝑗<𝑖

𝑝𝑖, 𝑗 −
∑
𝑗∈𝑁𝑝 (𝑖 )
𝑗>𝑖

𝑝𝑖, 𝑗

9: end for

10: Aggregation Phase:
11: Each party 𝑖 ∈ 𝑃 reveals x𝑝

𝑖
and all parties jointly compute∑

𝑖∈𝑃 x
𝑝

𝑖
/𝑛

Let’s analyze the same setting as in Collusion DP where a set
of parties is corrupted by an adversary. If the sub-graph of 𝐺𝑝

induced by honest parties is connected, then (i) not all of a party’s
neighbors are corrupted by the adversary and (ii) partial sums
of the set (x𝑝

𝑖
)𝑖∈𝑃 do not reveal partial sums of (x𝑖 )𝑖∈𝑃 . In this

case, the only information revealed without the protection of terms
(𝑝𝑖, 𝑗 ) (𝑖, 𝑗 ) ∈𝐸𝑝 is the final average plus (𝜂𝑝

𝑖
)𝑖∈𝑃 . In that case and if

(𝑝𝑖, 𝑗 ) (𝑖, 𝑗 ) ∈𝐸𝑝 has sufficiently large variance, pairwise noise protocols
obtain differentially private average estimates with an MSE that
only depends on the variance𝜎2

𝑝 of independent noise terms (𝜂𝑝
𝑖
)𝑖∈𝑃 .

These terms only need to protect the final average, therefore they
can be calibrated to have in total the same variance as in Central
DP, obtaining the most accurate possible result.

There is a large body of work that studies a variant of Algorithm
4. It was first proposed in [1] and subsequently studied in [31, 35, 43].
The former works mainly strengthen the resilience to failures. The
work of [12] became widely adopted due to its strong security
guarantees. However, this work still requires that each party to
communicate with each other (𝑂 (𝑛) messages per party). [8] and
[61] obtain good scalability to the number of participants by proving
that𝑂 (log(𝑛)) messages per party were sufficient to achieve strong
privacy guarantees.

Except for [61],M𝑝 is a uniform distribution over a finite group.
In this case, all noise masks are added to private values via the
(modular) addition of this group. These protocols, if proven secure,
are commonly known as secure aggregation (SAgg) protocols2.

The kind of pairwise masks used by SAgg leak no information,
but they are extremely vulnerable to failures. If, during the execu-
tion, parties drop out of the protocol and even a single pairwise
mask remains uncanceled, then the entire computation converts
into modular noise. Therefore, these approaches use Shamir’s secret
sharing to hide pairwise masks while providing sufficient redun-
dancy to reconstruct uncanceled masks due to dropout, and com-
press pairwise noise messages to a small seed using pseudo-random
generators. However, they require structured and centrally coordi-
nated techniques to consistently reconstruct uncanceled noise and
ensure a negligible probability of that a mask is not reconstructed.

In GOPA [61], all noise is Gaussian. Therefore, pairwise masks
leak some information, which makes the proof of privacy guar-
antees more involved. However, uncanceled noise terms have a
bounded impact on the estimation and simpler dropout-recovery
techniques that can be performed without central coordination,
are applied to repair the damage. Parties in GOPA [61] perform a
roll-back of uncanceled noise terms in the Aggregation Phase when
they realize their neighbors are inactive. However, if some parties
that are supposed to roll back the uncanceled noise have themselves
dropped out, some pairwise noise terms remain. CorDP-DME [66]
also uses Gaussian pairwise noise and minimizes its variance re-
quired to obtain DP guarantees. However, the protocol achieves
this by maximizing communication, requiring 𝑂 (𝑛) messages per
party.

More recent extensions of secure aggregation improve the robust-
ness against malicious participants and computational complexity
in [8]. However both [7, 8] offer only a narrow protection to a
malicious server. Other recent works improve the performance for
multiple executions of the protocol [37, 51]. This is done either at
2In our paper we use secure aggregation combined with DP noise in a similar way as
it is done in [46]. However, secure aggregation computes the exact average and is not
required to satisfy DP guarantees.
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the cost of degrading scalability to the number of parties [51] or to
the dimension of input vectors [37].

Parameters for Experimental Comparison. We compare our pro-
tocol with the decentralized and semi-honest variants of GOPA,
CorDP-DME and SAgg. For GOPA, each party communicates with
𝑘𝑃𝑅 random neighbors at randomization phase and after that, each
party performs a decentralized Aggregation Phase based in gossip
averaging (Algorithm 3), performing 𝑇𝑃𝐷 iterations and each party
communicating with 𝑘𝑃𝐷 neighbors per iteration. However, we
only include the cost Aggregation Phase in the theoretical analysis
of Appendix E. In Section 5.2, when we empirically compare GOPA
and IncA, mostly considering Randomization and dropout recovery
phases for GOPA and Mixing Phase for IncA. We don’t include
gossip Aggregation and Dissemination phases of both protocols
in the empirical comparison because they are identical. Moreover,
since GOPA uses correlated noise of higher variance than IncA,
dropouts in this phase will be more detrimental for the former. As
CorDP-DME only differs from GOPA in that 𝑘𝑃𝑅 = 𝑛 and does not
have a dropout recovery method, we proceed similarly.

For centrally-coordinated techniques, we compare with the se-
cure aggregation protocol of [8] as a baseline which achieves good
scalability in terms of number of parties and input dimension. We
consider that each party interacts with 𝑘𝑆𝐴 neighbors. In our com-
parison, we include the cost of Dissemination Phase for IncA.

E Discussion

In this appendix, we discuss the advantages and limitations of our
approach, with emphasis on the comparison with pairwise noise
approaches, the alternatives most related to IncA (see Appendix
D.3 for details). We discuss the communication and computational
costs, the resilience to dropout and the impact of active attackers.

Round Complexity. Our protocol requires𝑇 rounds for theMixing
Phase and 𝑇𝐷 rounds for the Dissemination Phase. It performs
𝑂 (𝑑𝑘 (𝑇 + 𝑇𝐷 )) computations per party. As shown in the experi-
ments, the number of messages of IncA remains similar to pair-
wise noise approaches when 𝑘 = 1. Acceptable values of 𝑇 and 𝑇𝐷
slightly increase with 𝑛 and more significantly with the proportion
of corrupted or dropped out parties. Evidence shows a logarithmic
behavior of 𝑇 in function of 𝑛 (see Figure 2), although better utility
can be obtained increasing this parameter.

Pairwise noise approaches in the decentralized setting require
a constant round randomization phase where each party interacts
with 𝑘𝑃𝑅 other parties and a 𝑇𝑃𝐷 -round aggregation phase which
is the same as the Dissemination Phase of IncA and requires inter-
action with 𝑘𝑃𝐷 parties per round (see Appendix D.3 for details).
Overall, these protocols have a 𝑂 (𝑇𝑃𝐷 ) round complexity. There-
fore, considering that 𝑇𝐷 and 𝑇𝑃𝐷 have similar values due to the
similarity of Dissemination and Randomization phases, pairwise
noise approaches require less rounds than IncA. However, the Ran-
domization Phase of the former requires 𝑘𝑃𝑅 interactions, while
each round of IncA works the best with a single interaction per
round in Dissemination Phase. With a central coordinator, pairwise
noise approaches can reduce the Aggregation Phase (and therefore
the overall protocol) to a constant number of rounds.

Communication Cost. Our methodology relies in incrementally
mixing private vectors with noise. If private vectors have dimen-
sion 𝑑 and parties communicate with 𝑘 = 1 neighbors per round
(a setting shown to be optimal under dropouts and collusion) then
each party sends 𝑇 + 𝑇𝐷 messages and 𝑂 (𝑑 (𝑇 + 𝑇𝐷 )) bits. GOPA
[61], which scales well to 𝑛 in the decentralized setting, requires
𝑂 (𝑑 (𝑘𝑃𝑅+𝑘𝑃𝐷𝑇𝑃𝐷 )) bits per client. Centrally coordinated approaches
compress messages of randomization phase using small seeds and
only require constant-round dissemination phase, reducing the
cost to 𝑂 (𝑑 + 𝑘𝑆𝐴) bits per client, where 𝑘𝑆𝐴 is the number of par-
ties each client interacts. However, they require the server to send
𝑂 (𝑛(𝑑 + 𝑘𝑆𝐴)) bits. Although not proposed in [61], GOPA might
also partially benefit from the seed compression of secure aggrega-
tion in the decentralized setting, removing the multiplicative factor
𝑑 in the randomization phase.

Both 𝑘𝑆𝐴 and 𝑘𝑃𝑅 are logarithmic in 𝑛. From [13], terms𝑇𝐷 ,𝑇𝑃𝐷 ,
𝑘𝑃𝐷 can also be logarithmic in 𝑛 for good mixing graphs. Therefore
evidence suggests that GOPA and IncA require the same commu-
nication complexity of 𝑂 (𝑑𝑝𝑜𝑙𝑦-log𝑛) bits per party and secure
aggregation of 𝑂 (𝑑 + 𝑝𝑜𝑙𝑦-log𝑛) per client. Overall, IncA is less
applicable when the number of rounds is particularly costly or
parties have low bandwidth (i.e., when larger messages will have a
higher impact in the overall time).

Computational Cost. IncA performs𝑂 (𝑑 (𝑇 +𝑇𝐷 )) computations
per client. In the centralized setting, pairwise noise approaches
require a computational work of𝑂 (𝑑 +𝑘𝑆𝐴) per client and𝑂 (𝑛(𝑑 +
𝑘𝑆𝐴)) at the server [7]. Moreover, clients are blocked during the
server’s computation, which results in a linear runtime for all par-
ties. In the decentralized setting, these approaches require𝑂 (𝑑 (𝑘𝑃𝑅+
𝑘𝑃𝐷𝑇𝑃𝐷 )) computations per party and both scale gracefully with 𝑛
as IncA.

Dropout Distribution. Each protocol may experience a differ-
ent number and distribution of dropouts. In practice, this is influ-
enced by factors such as the runtime complexity (also discussed
in [26, 38, 67]) and the ability of parties to rejoin the computation.
The former depends on the number of rounds (𝑇 + 𝑇𝐷 for IncA)
and their duration. The duration of a round is influenced by the
number of computations and messages (𝑘 for IncA). IncA allows
dropped parties to rejoin the computation. Therefore, permanent
dropouts do not necessarily increase with 𝑇 , as longer runtime
may increase the probability of a party to rejoin. Pairwise noise ap-
proaches require only two rounds in the randomization phase, but
substantially more messages per iteration than IncA and rejoining
is only allowed until parties start the rollback phase.

Impact of Active Attacks. We consider that corrupted parties
are passive. If they would deviate from the protocol, the utility of
IncA would be compromised. However, our privacy guarantees
depend on the structure of interactions between honest parties.
Therefore, when the latter choose their outgoing neighbors as in
our experiments of Section 5, active attacks do not compromise the
privacy guarantees of our protocol.
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