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Abstract
Lookup table (LUT) is an important cryptography primitive, widely

used in secure applications such as private set intersection, boolean

circuit evaluation, and privacy-preserving machine learning. How-

ever, existing LUT constructions suffer from either high overhead

or limited functionality.

In this paper, we propose ROTL, a secure two-party protocol

for arithmetic LUT evaluation. Compared with SP-LUT (the state-

of-the-art arithmetic LUT presented at NDSS ’17), it achieves up

to 3.3× speedup and 10.5× communication reduction in overall

(preprocessing + online) and 21× speedup and 60× communication

reduction in terms of the online phase.

At the heart of ROTL is a novel protocol for secret-sharing rota-

tion, which allows two parties to generate additive secret shares of

the rotated table without revealing the rotation offset. We believe

this protocol is of independent interest. Based on ROTL, we design
a novel secure comparison protocol; compared with the state-of-

the-art (USENIX ’22), it achieves a 5× runtime speedup and 2.5×
communication reduction in the online performance.

To support boolean secret sharing, we further provide an opti-

mization (named FLUTE+) for FLUTE (the state-of-the-art boolean

LUT presented at Oakland ’23). For a boolean LUT with table size 𝑛

and elements bit-width 𝑙 , we reduce FLUTE’s computation complex-

ity from𝑂 (𝑛2𝑙) to𝑂 (𝑛 log𝑛 +𝑛𝑙) and shift𝑂 (𝑛 log𝑛) computation

to the preprocessing phase without introducing communication

overhead. As a result, FLUTE+ achieves up to 5× speedup in terms

of overall (preprocessing and online) and over 600× speedup in

terms of the online phase compared with FLUTE. The communi-

cation cost of FLUTE+ is exactly the same as FLUTE’s in both the

preprocessing phase and the online phase.

Keywords
privacy-preserving protocols, two-party secure computation.

1 Introduction
Secure computation [62] allows two or more parties to evaluate

a public function while ensuring the correctness of the evalua-

tion results and the privacy of each party’s input. Secure infer-
ence [10, 23, 31, 38, 42, 44, 48, 56, 57] considers a scenario involving
two semi-honest parties (a server S and a client C), which has
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emerged as a prominent topic. However, many functions in secure

inference, such as non-linear operation, boolean circuit evaluation,

and floating-point evaluation, are prohibitively expensive to realize

with conventional gates in 2PC; instead, lookup tables (LUTs) have

to be utilized [36, 54–56], making LUT an essential primitive in

secure inference.

A LUT protocol allows two parties, holding a secret-shared index

𝑖 , to learn secret-shared 𝑥𝑖 from a public table x ∈ Z𝑛
2
𝑙
. A prepro-

cessing phase is usually introduced to prepare some expensive and

input-independent work so that the online phase can be done effi-

ciently. More specifically, S and C generate correlated randomness

during the preprocessing phase and consume it in the online phase.

The most common way (SP-LUT [18]) for arithmetic LUT eval-

uation is based on 1-out-of-𝑛 OT. Specifically, S generates a LUT

output for each of C’s 𝑛 possible input shares, and masks these

outputs with a single random number, which is S’s output share.
Then, C uses 1-out-of-𝑛 OT to get its output share. SP-LUT can be

used for both arithmetic shares and boolean shares lookup table

evaluation. Although this protocol is computationally efficient, it

has to transfer the whole masked table during the online phase.

The state-of-the-art boolean LUT protocol (named FLUTE) avoids

transferring the whole table by converting the LUT description into

boolean expressions, the circuit of which is then evaluated as a

multi-fan-in inner product [10]. However, FLUTE involves expen-

sive computations in the online phase, due to the evaluation of the

multi-fan-in AND gates. Moreover, FLUTE has limited functionality

and can only support boolean shares for its input and output. To be

used with arithmetic shares, FLUTE has to be augmented with both

arithmetic-to-boolean (A2B) and boolean-to-arithmetic (B2A) con-
versions, and the A2B conversion is particularly expensive for both

computation and communication. As the result, using FLUTE with

A2B and B2A in arithmetic secret share scenario is more expensive

than using SP-LUT.

Our contribution. In this paper, we propose ROTL, an arithmetic

LUT protocol that avoids transferring the whole table during the

online phase. The rough idea of ROTL is to have C and S jointly

right-rotate the table x for 𝑠 elements in the preprocessing phase,

with both the rotated table and 𝑠 being secret-shared between C
and S. Then, in the online phase, C and S can simply recover

(𝑖 + 𝑠) and output the (𝑖 + 𝑠)-th element in the rotated table. This

idea aligns with the approaches presented by OTTT [40] and OP-

LUT [18]. However, both OTTT and OP-LUT require expensive

circuit evaluations to rotate the table: OTTT evaluates a boolean

circuit representing the table for every possible input, and OP-

LUT can be considered a natural generalization of the GMW [25]

protocol. In contrast, we propose a novel protocol for table rotation

that is significantly more lightweight. Recognizing that rotation
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is a special kind of permutation, we leverage the secret-shared

permutation protocol proposed by Chase et al. [11], which is already

quite lightweight, demanding only 𝑛 log𝑛 random-OTs to shuffle a

table of size𝑛. By harnessing the inherent characteristics of rotation,

we achieve a significant reduction in the number of necessary

random-OTs, cutting it down to a mere log𝑛. Furthermore, we

come up with a way allowing C and S to rotate a selection vector

b ∈ Z𝑛
2
rather than rotating the table x ∈ Z𝑛

2
𝑙
. As a result, we make

the communication overhead independent of 𝑂 (𝑛𝑙).
Boolean secret-shared LUTs are commonly used in boolean cir-

cuit evaluation. For completeness, we propose another boolean

secret-shared LUT protocol named FLUTE+. It can be considered as

an optimization of FLUTE [10]. For a boolean LUT with table size

𝑛 and elements bit-width 𝑙 , we reduce the computational complex-

ity of FLUTE from 𝑂 (𝑛2𝑙) to 𝑂 (𝑛 log𝑛 + 𝑛𝑙) and shift 𝑂 (𝑛 log𝑛)
computation to the preprocessing phase.

In addition to LUTs, secure comparison is another critical primi-

tive for secure inference, extensively employed in privacy-preserving

machine learning [36, 38, 41, 50] and private set intersection [32, 37].

Based on ROTL, we introduce a novel secure comparison protocol,

strategically shifting the main overhead to the preprocessing phase.

Compared with the state-of-the-art [38], it achieves a 5 × speedup

and 2.5 × communication reduction in terms of online performance.

We summarize our contributions as follows:

• A novel 2PC protocol for secret-shared rotation, in Section 4;

• A novel arithmetic LUT protocol (named ROTL), which is up

to 21× faster than SP-LUT (the state-of-the-art arithmetic

LUT presented at NDSS ’17), in Section 5;

• A novel boolean LUT protocol (named FLUTE+), achieving

up to 600× speedup over FLUTE (the state-of-the-art boolean

LUT presented at Oakland ’23), in Section 6;

• A novel secure comparison protocol, which achieves a 5 ×
speedup and 2.5 × communication reduction compared with

the state-of-the-art [38] in terms of online performance, in

Section 7;

• A full-fledged implementation
1
and comprehensive bench-

mark, in Section 8.

2 Background and preliminaries
In this section, we present the necessary background and prelimi-

naries for this paper.

2.1 Notations
We use ⟨𝑥⟩𝑙 = (⟨𝑥⟩𝑙S , ⟨𝑥⟩

𝑙
C) to denote 2-out-of-2 arithmetic secret

share over Z
2
𝑙 . Namely, 𝑥 = ⟨𝑥⟩𝑙S + ⟨𝑥⟩

𝑙
C mod 2

𝑙
. Similarly, we

use ||𝑥 ||𝑙 = ( ||𝑥 ||𝑙S, ||𝑥 ||
𝑙
C) to denote 2-out-of-2 boolean secret share,

where ⊕ represents bit-wise xor and 𝑥 = ||𝑥 ||𝑙S⊕ ||𝑥 ||
𝑙
C . For simplicity,

we omit the 𝑙 notation of ⟨𝑥⟩𝑙 and ||𝑥 ||𝑙 when it is not contextually

relevant.

We denote vectors with bold fonts and elements inside a vector

with indices. For example, v is a vector of 𝑛 elements and 𝑣𝑖 is

the 𝑖-th element in v. We use≫ to denote the cyclic right-rotate

1
Our code is open source, available at https://github.com/zju-abclab/faster-LUT

Table 1: A table of frequent notations.

Notation Description

C client

S server

≈𝑐 computational indistinguishability

𝜆 security parameter

𝑐𝜆 computation cost of correlation robust hash

𝑛 table length

𝑙 bit-length of each element in the table

≫ cyclic right-rotate operation on vectors

𝑠 rotation offset

⟨𝑥 ⟩𝑙 (⟨𝑥 ⟩𝑙S , ⟨𝑥 ⟩
𝑙
C ) s.t. 𝑥 = ⟨𝑥 ⟩𝑙S + ⟨𝑥 ⟩

𝑙
C mod 2

𝑙

||𝑥 ||𝑙 ( ||𝑥 ||S , ||𝑥 ||C ) s.t. 𝑥 = ||𝑥 ||S ⊕ ||𝑥 ||C
|rOT | ammortized communication cost of 1-out-of-2 random OT

|MT | ammortized communication cost of multiplication triplet

FLUT ideal functionality for lookup table evaluation

FRotate ideal functionality for secret-shared rotation

FMult ideal functionality for secret-shared multiplication

FAND ideal functionality for secret-shared AND

FCMP ideal functionality for comparison 𝑏 ← CMP(𝑥, 𝑦) :
𝑏 = 1 if 𝑥 ≥ 𝑦; 𝑏 = 0 otherwise

FMUX ideal functionality for multiplexer 𝑦 ← MUX(𝑥,𝑏 ) :
𝑦 = 𝑥 if 𝑏 = 1; 𝑦 = 0 if 𝑏 = 0

operation on vectors. We use C and S to denote the two parties in

all protocols. We use Π to denote a protocol and use F to denote

the ideal functionality of a protocol. We use viewCΠ /view
S
Π to denote

the view of C/S when they run the protocol Π.
We set the security parameter 𝜆 to be 128 in this paper and

denote the computation cost of correlation robust hash [27] as 𝑐𝜆 .

Table 1 provides a summary of the frequently used notations in this

paper.

2.2 Lookup table (LUT)
The ideal functionality of a lookup table (LUT) protocol FLUT takes
a public table x ∈ Z𝑛

2
𝑙
and a secret-shared index ⟨id⟩ ∈ Z𝑛 as inputs,

and returns the secret-shared entry ⟨𝑥id⟩. Figure 1 describes this
functionality. We abuse the secret share notation here for simplicity,

the boolean LUT protocol will be presented in Section 6.

Parameter: Public table x ∈ Z𝑛
2
𝑙

Input: Secret-shared index

• C: ⟨id⟩C ∈ Z𝑛
• S: ⟨id⟩S ∈ Z𝑛

Output: Secret-shared entry

• C: ⟨𝑥id⟩C ∈ Z2
𝑙

• S: ⟨𝑥id⟩S ∈ Z2
𝑙

Functionality FLUT

Figure 1: Ideal functionality for LUT.
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2.3 Oblivious transfer (OT)
Oblivious Transfer (OT) [2, 6, 7, 19, 39, 51, 53, 61] allows a sender
to send a message of the receiver’s choice to the receiver while

ensuring the sender learns nothing about the choice and the receiver

learning nothing about the other messages.

In this paper, we adapt Silent OT [6, 7, 53, 61] which is based on

the LPN (Learning Parity Error) assumption [4]. SilentOT produces

a large number of 1-out-of-2 randomOTs in batch in preprocessing,

where the messages and choices are randomly sampled by the

protocol. These random OTs can then be consumed to implement

standard OT and other protocols [3] in the online phase. We denote

the amortized communication cost per random OT as |rOT| ≈ 0.6

bits [61].

2.4 Boolean multiplication triplet
A boolean multiplication triplet is a tuple of three secret shared bits

MT = ( ||𝑎 ||, ||𝑏 ||, ||𝑐 ||) such that 𝑐 = 𝑎 ∧ 𝑏. A boolean multiplication

triplet can be implemented by 2 parallel executions of 1-out-of-2

random OTs [2] and can be consumed to evaluate a AND gate [3].

We denote the amortized communication cost per boolean mul-

tiplication triplet as |MT| = 2|rOT| ≈ 1.2 bits and the amortized

communication cost per AND gate as (4 + |MT|) ≈ 5.2 bits.

2.5 Pseudo-random generator (PRG)
A Pseudo-Random Generator (PRG) is a deterministic function

𝐺 : {0, 1}𝑛 → {0, 1}𝑚 which stretches a short random seed into a

longer output which is polynomial-time-indistinguishable from a

uniform distribution.

In this paper, PRG is instantiated using a correlation robust hash

function from [27]. We denote the computation cost of a correlation

robust hash [27] as 𝑐𝜆 .

2.6 Puncturable pseudorandom function (PPRF)
A puncturable pseudorandom function (PPRF) allows one with a

master key to evaluate a PRF at all points of its domain; allows

one with a punctured key to evaluate the PRF at all points except

a punctured point. A PPRF can be used to efficiently achieve (𝑛 −
1)-out-of-𝑛 random OT [6, 11, 58], which, on input 𝑖 ∈ Z𝑛 from

S, allows S and C to jointly generate a vector v with randomly

sampled elements, s.t., S obtains all elements in v except for 𝑣𝑖
(denoted by vS), and C obtains the whole vector v (denoted by

vC) without learning the index 𝑖 . Specifically, it has the following
properties:

• Correctness: 𝑣 C
𝑗
= 𝑣S

𝑗
∀ 𝑗 ≠ 𝑖 .

• Position hiding: a compromised C, who, in addition to its

view in the protocol execution, receives two distinct indices

𝑖, 𝑖′ ∈ Z𝑛 , cannot differentiate between the following two

executions:

– where S uses 𝑖 as its input;

– where S uses 𝑖′ as its input.
• Value hiding. a compromised S, who, in addition to its view

in the protocol execution, receives the vector vC , cannot
differentiate between the following two executions:

– where vC is generated according to PPRF;

– where vC is generated according to PPRF,
but 𝑣 C

𝑖
is replaced with a random element from the domain.

In this paper, we adapt PPRF-GGM construction, which is pro-

posed in [6, 11, 58] and optimized in [28]. In this construction, one

PPRF with output vector length 𝑛 requires log𝑛 parallel executions

of 1-out-of-2 random OTs. The communication cost is |rOT| · log𝑛
bits and the computation cost is 𝑛 · 𝑐𝜆 (𝑐𝜆 represents correlation

robust hash). For detailed protocol, we refer to the original paper,

for it is slightly complicated and beyond our contribution. The

security (position and value hiding property) of PPRF is based on

Oblivious Transfer and PRG. We abuse the notion and use PPRF to

denote the PPRF-GGM based (𝑛 − 1)-out-of-𝑛 OT in this paper for

simplicity.

2.7 Secret-shared permutation
Chase et al. [11] propose a protocol for secret-shared permutation,

which allows two parties to learn secret shares of a permuted array

x ∈ Z𝑛
2
𝑙
. Figure 2 shows the ideal functionality for this protocol: it

takes an array x from C and a permutation 𝜋 from S, and returns

secret shares ⟨𝜋 (x)⟩ of a permuted array. We denote the permuted

vector by 𝜋 (𝑥) = (𝑥𝜋 (0) , ..., 𝑥𝜋 (𝑛−1) ).

Input:
• C: x ∈ Z𝑛

2
𝑙

• S: a permutation 𝜋

Output:
• C: ⟨𝜋 (x)⟩C = r, where r ∈$ Z𝑛

2
𝑙

• S: ⟨𝜋 (x)⟩S = 𝜋 (x) − r

Functionality FPermut

Figure 2: Ideal functionality for secret-shared permutation.

The protocol is described in Figure 3. After Step 1, C learns a

matrix [u0, ..., u𝑛−1], (u𝑖 represents the 𝑖-th row of the matrix.) and

S learns the same matrix except for elements corresponding to the

permutation, i.e., S learns nothing about

[
𝑢0,𝜋 (0) , ..., 𝑢𝑛−1,𝜋 (𝑛−1)

]
.

Figure 4 visualizes these two matrices. In Step 2, C sets r, a to be

row-wise and column-wise sums of thematrix elements. In Step 3,S
computes each 𝑐𝑖 by taking the sum of column 𝜋 (𝑖) and subtracting
the sum of row 𝑖 . Notice that 𝑐𝑖 = 𝑎𝜋 (𝑖 ) −𝑟𝑖 , then S has c = 𝜋 (a) − r.
In Step 5, S’s output is:

𝜋 (x − a) + c = 𝜋 (x) − 𝜋 (a) + 𝜋 (a) − r = 𝜋 (x) − r.
That means S and C secret-share 𝜋 (x) at the end of the protocol.

The security is based on PPRF and PRG. The total communi-

cation cost of this protocol is (( |rOT| + 𝜆)𝑛 log𝑛 + 𝑛𝑙) bits and re-

quires 𝑛2 symmetric-key operations.

3 Threat model
We consider two non-colluding parties, S and C, and our pro-

posed protocol is secure against a single semi-honest (passive)

non-adaptive corruption [15, 24]. In this scenario, the probabilis-

tic polynomial-time (PPT) adversary A attempts to learn extra
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(1) C and S run 𝑛 executions of PPRF in parallel,

where S uses 𝜋 (𝑖) as its input in execution 𝑖 , for

𝑖 ∈ Z𝑛 . Let u𝑖 and v𝑖 be the outputs of the 𝑖-th

execution, for C and S respectively (S fills the

punctured positions in v𝑖 with 0s).

(2) For 𝑖 ∈ Z𝑛 , C sets 𝑟𝑖 :=
∑
𝑗

𝑢𝑖, 𝑗 , 𝑎𝑖 :=
∑
𝑗

𝑢 𝑗,𝑖 .

(3) For 𝑖 ∈ Z𝑛 , S sets 𝑐𝑖 := (
∑
𝑗

𝑣 𝑗,𝜋 (𝑖 ) ) − (
∑
𝑗

𝑣𝑖, 𝑗 ).

(4) C sends x − a to S and outputs r.

(5) S outputs 𝜋 (x − a) + c.

Protocol ΠPermut

Figure 3: The secret-shared permutation protocol.

(a) C receives the full matrix.

(0, 0) (0, 1) (0, 2) (0, 3) (0, 4)

(1, 0) (1, 1) (1, 2) (1, 3) (1, 4)

(2, 0) (2, 1) (2, 2) (2, 3) (2, 4)

(3, 0) (3, 1) (3, 2) (3, 3) (3, 4)

(4, 0) (4, 1) (4, 2) (4, 3) (4, 4)

(b) S receives a “punctured” matrix,

where the missing elements are at posi-

tions (𝑖, 𝜋 (𝑖 ) ) .

Figure 4: Visualization of the two matrices received by C and
S after Step 1 of ΠPermut, with 𝜋 = (3, 2, 0, 1, 4) and the dark
blocks denote puncture positions.

information from legitimate messages but must strictly follow the

protocol’s procedure. We assume the adversary is computationally

bounded and we set the computational security parameter 𝜆 to 128.

The security proof is based on the Universal Composability (UC)

framework [43]. Our proposed protocols are based on Oblivious

Transfer and Pseudo-Random Generator that have already been

proven secure.

4 Secret-shared rotation
In this section, we provide a protocol for secret-shared rotation, the

ideal functionality of which is shown in Figure 5.

As rotation is a special kind of permutation, we can directly

employ the secret-shared permutation protocol described in Sec-

tion 2.7, with S using

𝜋 (𝑖) = (𝑖 + 𝑠) mod 𝑛

as the input permutation.

In Figure 6, a matrix is depicted as a replacement for Figure 4(b)

when permutation is substituted with rotation. Clearly, this matrix

is more regular. In the 𝑖-th row, the 𝜋 (𝑖)-th position is punctured

Input:
• C: x ∈ Z𝑛

2
𝑙

• S: 𝑠 ∈ Z𝑛
Output:
• C: ⟨x′⟩C ∈ Z𝑛

2
𝑙

• S: ⟨x′⟩S ∈ Z𝑛
2
𝑙
, s.t., x′ = (x ≫ 𝑠) =

(𝑥𝑛−𝑠 , 𝑥𝑛−𝑠+1, ..., 𝑥𝑛−1, 𝑥0, 𝑥1, ..., 𝑥𝑛−𝑠−1)

Functionality FRotate

Figure 5: Ideal functionality for secret-shared rotation.

(0, 0) (0, 1) (0, 2) (0, 3) (0, 4)

(1, 0) (1, 1) (1, 2) (1, 3) (1, 4)

(2, 0) (2, 1) (2, 2) (2, 3) (2, 4)

(3, 0) (3, 1) (3, 2) (3, 3) (3, 4)

(4, 0) (4, 1) (4, 2) (4, 3) (4, 4)

Figure 6: S receives “punctured” matrix that replaces Fig-
ure 4(b) when rotation is applied with 𝑠 = 2.

with 𝜋 (𝑖) = (𝑖 + 𝑠) mod 𝑛. We observe that in each row (except

the first), the punctured position is rotated one step right from the

previous one. So all the punctured positions can be interpreted as a

right slant column.

Recall that in secret-shared permutation, S uses 𝑛 PPRFs to
obtain the elements that are not punctured. This time, we aim

to obtain all such elements with a single PPRF. To this end, we

transform the matrix in Figure 6 into a rhombus shape that is shown

in Figure 7. More specifically, we transform the punctured matrix

into 𝑛 column vectors (t0, t1, ...t𝑛−1), where t𝑖, 𝑗 = v𝑗,(𝑖+𝑗 ) mod 𝑛 .

For each slant column of the rhombus, we have C and S use the

result of PPRF as PRG seed to generate elements in that column.

We notice that the transform operation is independent of 𝑠 , all

the punctured positions will be rotated to the same slant column.

Then, all the punctured elements can be generated by the same

seed. To this end, we could have S use a single PPRF to get all PRG
seeds except for the one that generates the punctured elements.

The number of required PPRF instances is reduced from 𝑛 to 1, and

the communication cost is (( |rOT| + 𝜆) · log𝑛) bits.
C and S could locally recover the matrix in Figure 6 using PRG,

and then calculate the row-wise and column-wise sums of this

matrix. However, it suffers from a 𝑂 (𝑛2) space complexity. Given

that FRotate is usually batching invoked, recovering such 𝑛 × 𝑛

matrices brings heavy memory overhead.

We provide an optimization to calculate the row-wise and column-

wise sums without recovering the matrix. Denote d𝑖 as a column

of elements generated by C from expanding the 𝑖-th seed. The
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(0, 0) (0, 1) (0, 2) (0, 3) (0, 4)

(1, 0) (1, 1) (1, 2) (1, 3) (1, 4)

(2, 0) (2, 1) (2, 2) (2, 3) (2, 4)

(3, 0) (3, 1) (3, 2) (3, 3) (3, 4)

(4, 0) (4, 1) (4, 2) (4, 3) (4, 4)

(0, 0) (0, 1) (0, 2) (0, 3) (0, 4)

(1, 1) (1, 2) (1, 3) (1, 4) (1, 0)

(2, 2) (2, 3) (2, 4) (2, 0) (2, 1)

(3, 3) (3, 4) (3, 0) (3, 1) (3, 2)

(4, 4) (4, 0) (4, 1) (4, 2) (4, 3)

(0, 0)

(1, 1)

(2, 2)

(3, 3)

(4, 4)

(0, 1)

(1, 2)

(2, 3)

(3, 4)

(4, 0)

(0, 2)

(1, 3)

(2, 4)

(3, 0)

(4, 1)
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(2, 0)

(3, 1)
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𝑠𝑒𝑒𝑑0 𝑠𝑒𝑒𝑑1 𝑠𝑒𝑒𝑑2 𝑠𝑒𝑒𝑑3 𝑠𝑒𝑒𝑑4

Figure 7: Transformation of Figure 6 such that the punctured elements can be generated by a single seed.

row-wise sums can simply be calculated as r :=
∑
𝑖

d𝑖 , as our trans-

formation in Figure 7 does not change the sum of each row. To

compute the column-wise sums, C right-rotates each d𝑖 by 𝑖 el-

ements, that is shown in Figure 8. The row-wise sums of slant

columns in this new rhombus (i.e., a :=
∑
𝑖

(d𝑖 ≫ 𝑖)) are exactly the

column-wise sums of the matrix in Figure 6.

The detailed protocol is shown in Figure 9.

Theorem 1. The protocol in Figure 9 securely realizes the ideal
functionality FRotate in the (FPRG, FPPRF)-ℎ𝑦𝑏𝑟𝑖𝑑 𝑚𝑜𝑑𝑒𝑙 .

The proof of Theorem 1 can be found in the Appendix A.

5 Lookup table with arithmetic secret share
In this section, we present our arithmetic secret share LUT protocol

ROTL.

5.1 Strawman solution
The basic idea of ROTL is to have C and S jointly right-rotate the

public table x for 𝑠 ∈$ Z𝑛 elements in the preprocessing phase,

with both the rotated table and 𝑠 being secret-shared between C
and S. Then, in the online phase, C and S can simply recover

id′ := (id + 𝑠) mod 𝑛 and output the id′-th element in the rotated

table. To make FRotate support a secret-shared input 𝑠 , we first have
C locally sample ⟨𝑠⟩C ∈$ Z𝑛 and rotate x for ⟨𝑠⟩C elements:

y := (x ≫ ⟨𝑠⟩C) .

Then, we have C and S run

(⟨y′⟩C, ⟨y′⟩S) ← FRotate (y, ⟨𝑠⟩S),

where ⟨𝑠⟩S ∈$ Z𝑛 is sampled by S.
In the online phase, we have C open (⟨id⟩C + ⟨𝑠⟩C) and S open

(⟨id⟩S + ⟨𝑠⟩S) to recover the value id′. C outputs ⟨𝑦′id′ ⟩C and S
outputs ⟨𝑦′id′ ⟩S . We notice that 𝑠 and y′ can only be used as one-

time pad for security, which means it needs independent 𝑠 and

FRotate invocation for each ROTL.
This strawman solution is almost free in the online phase (re-

cover an index) and only requires one call to FRotate in the pre-

processing phase. However, C has to input the whole rotated ta-

ble to FRotate. We aim to replace the table with a bit-vector to re-

duce the communication cost from (( |rOT| + 𝜆) log𝑛 + 𝑛𝑙) bits to
(( |rOT| + 𝜆) log𝑛 + 𝑛) bits.

5.2 ROTL
We have C replace y := (x ≫ ⟨𝑠⟩C) with a bit-vector b, where the
⟨𝑠⟩C-th bit is 1 and other bits are 0s. Then, C and S run

(⟨b′⟩C, ⟨b′⟩S) ← FRotate (b, ⟨𝑠⟩S) .

Notice that the 𝑠-th bit in b′ is 1 and other bits are 0s.

In the online phase, C and S recover 𝑠′ := (id−𝑠) mod 𝑛. Then,

they locally right-rotate ⟨b′⟩C and ⟨b′⟩S by 𝑠′ elements, resulting

in ⟨b′′⟩C and ⟨b′′⟩S . The id-th bit in b′′ is 1 and other bits are 0s.

The element to be chosen is equal to the dot-product between b′′

and x, the secret shares of which can be computed locally by C and

S given that x is public.

However, to compute the dot-product, the elements in b′′ need
to be in the same domain (i.e., Z𝑛

2
𝑙
) with the elements in x. A naive

solution is to use 2
𝑙
as the modulus for the elements in b at first, but

this would negate the advantage of using a bit vector, resulting in

the same complexity as the strawman solution. Instead, wemaintain

a modulus of 2 for the elements in b and aim to expand the modulus

for the elements in b′′ from 2 to 2
𝑙
. To this end, we make the

following observations:

• If 𝑏′′𝑖 = 0, the shares (⟨𝑏′′𝑖 ⟩1C, ⟨𝑏
′′
𝑖 ⟩1S) can be either (0, 0) or

(1, 1), meaning that:

⟨𝑏′′𝑖 ⟩1C = ⟨𝑏′′𝑖 ⟩1S when 𝑏′𝑖 = 0.

In this case, we could directly extend the modulus of 𝑏′′𝑖
from 2 to 2

𝑙
, with one party changing the sign of its share to

produce (⟨𝑏′′𝑖 ⟩𝑙C, −⟨𝑏
′′
𝑖 ⟩𝑙S):

⟨𝑏′′𝑖 ⟩𝑙C + (−⟨𝑏
′′
𝑖 ⟩𝑙S) mod 2

𝑙 = 0.

• If 𝑏′′𝑖 = 1, the shares (⟨𝑏′′𝑖 ⟩1C, ⟨𝑏
′′
𝑖 ⟩1S) can be either (1, 0) or

(0, 1). The above procedure for case “𝑏′′𝑖 = 0” may result in

an error:

– if (⟨𝑏′′𝑖 ⟩1C, ⟨𝑏
′′
𝑖 ⟩1S) = (1, 0),

⟨𝑏′′𝑖 ⟩𝑙C + (−⟨𝑏
′′
𝑖 ⟩𝑙S) mod 2

𝑙 = 1,

which leads to a correct final output;

– if (⟨𝑏′′𝑖 ⟩1C, ⟨𝑏
′′
𝑖 ⟩1S) = (0, 1),

⟨𝑏′′𝑖 ⟩𝑙C + (−⟨𝑏
′′
𝑖 ⟩𝑙S) mod 2

𝑙 = −1,
which flips the sign of the final output.

To get rid of this error, we have C and S locally compute

⟨𝑠𝑢𝑚⟩𝑙C :=
∑
𝑖

⟨𝑏′′𝑖 ⟩𝑙C and ⟨𝑠𝑢𝑚⟩𝑙S :=
∑
𝑖

(−⟨𝑏′′𝑖 ⟩𝑙C) respectively:

– if (⟨𝑏′′id⟩
1

C, ⟨𝑏
′′
id⟩

1

S) = (1, 0), 𝑠𝑢𝑚 = 1;
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Figure 8: Transformation of Figure 7 such that the row sums of slant columns (right) are exactly the column sums of Figure 6.

(1) C and S run one execution of PPRF, where S
uses 𝑠 as its input. Let seedC and seedS be the

output for C and S respectively.

(2) C runs as follows:

(a) ∀𝑖 ∈ Z𝑛, d𝑖 ← PRG(seedC𝑖 ), where d𝑖 ∈ Z𝑛
2
𝑙
;

(b) r :=
∑
𝑖

d𝑖 ;

(c) a :=
∑
𝑖

(d𝑖 ≫ 𝑖);
(3) S runs as follows:

(a) ∀𝑖 ∈ Z𝑛 and 𝑖 ≠ 𝑠, t𝑖 ← PRG(seedS𝑖 ), where
t𝑖 ∈ Z𝑛

2
𝑙
;

(b) t𝑠 := [0...0];
(c) r∗ :=

∑
𝑖

t𝑖 ;

(d) a∗ :=
∑
𝑖

(t𝑖 ≫ 𝑖);

(e) c := (a∗ ≫ 𝑠) − 𝑟 ∗.
(4) C sends x − a to S and outputs r.
(5) S outputs ((x − a)≫ 𝑠) + c.

Protocol ΠRotate

Figure 9: The secret-shared rotation protocol.

– if (⟨𝑏′′id⟩
1

C, ⟨𝑏
′′
id⟩

1

S) = (0, 1), 𝑠𝑢𝑚 = −1.
Then, we only need to multiply 𝑠𝑢𝑚 to the dot-product.

The detailed protocol is shown in Figure 10.

Theorem 2. The protocol in Figure 10 securely realizes the ideal
functionality FLUT in the (FRotate, FMult)-ℎ𝑦𝑏𝑟𝑖𝑑 𝑚𝑜𝑑𝑒𝑙 .

The proof of Theorem 2 can be found in the Appendix B.

An optimization is that, instead of having S locally sample

⟨𝑠⟩S ∈$ Z𝑛 at Step 2 (in the preprocessing phase), we could rely on

PPRF to “sample” ⟨𝑠⟩S . Namely, we replace OTs with random-OTs

in PPRF, resulting in a random punctured position, which could be

interpreted as ⟨𝑠⟩S . As a result, we reduce the communication to

(( |rOT| + 𝜆) log𝑛 + 𝑛) bits.

Parameter: Public table x ∈ Z𝑛
2
𝑙

Input: Secret-shared index

• C: ⟨id⟩C ∈ Z𝑛
• S: ⟨id⟩S ∈ Z𝑛

Preprocessing:
(1) C locally samples ⟨𝑠⟩C ∈$ Z𝑛 and generates a

bit-vector b, where the ⟨𝑠⟩C-th bit is 1 and other

bits are 0s.

(2) S locally samples ⟨𝑠⟩S ∈$ Z𝑛 .

(3) C and S run (⟨b′⟩C, ⟨b′⟩S) ← FRotate (b, ⟨𝑠⟩S).

(4) C locally computes ⟨𝑠𝑢𝑚⟩𝑙C :=
∑
𝑗

⟨𝑏′𝑗 ⟩𝑙C mod 2
𝑙
.

(5) S locally computes ⟨𝑠𝑢𝑚⟩𝑙S :=
∑
𝑗

−⟨𝑏′𝑗 ⟩𝑙S mod 2
𝑙
.

Online:
(1) C sends (⟨𝑖𝑑⟩C − ⟨𝑠⟩C) to S,
S sends (⟨𝑖𝑑⟩S − ⟨𝑠⟩S) to C, simultaneously.

C and S recover 𝑠′ := (id − 𝑠).

(2) C locally right-rotates ⟨b′⟩C by 𝑠′ elements,

resulting in ⟨b′′⟩C , and computes

⟨𝑧⟩𝑙C :=
∑
𝑖

(⟨𝑏′′𝑖 ⟩𝑙C · 𝑥𝑖 ).

(3) S locally right-rotates ⟨b′⟩S by 𝑠′ elements,

resulting in ⟨b′′⟩S , and computes

⟨𝑧⟩𝑙S :=
∑
𝑖

(−⟨𝑏′′𝑖 ⟩𝑙S · 𝑥𝑖 ).

(4) C and S run (⟨𝑧′⟩𝑙C, ⟨𝑧
′⟩𝑙S) ← FMult (𝑠𝑢𝑚, 𝑧).

Output:
(1) C outputs ⟨𝑧′⟩𝑙C .
(2) S outputs ⟨𝑧′⟩𝑙S .

Protocol ΠROTL

Figure 10: The ROTL protocol.

Another optimization is to replace FMult with FMUX at Step 4 (in

the online phase), as FMUX can be realized with two executions of
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1-out-of-2 random OT [57], much cheaper than FMult. The funda-

mental idea of this optimization is:

𝑧′ := FMUX (2𝑧, 𝛽) − 𝑧,
where 𝛽 is the sign bit of 𝑠𝑢𝑚.

Given that 𝑠𝑢𝑚 = 1 or −1, we could even locally get 𝛽 for free

(without invoking FCMP). This is based on the inherent property of

the arithmetic share architecture. Let 𝛼 C
𝑖
be the 𝑖-th bit of ⟨𝑠𝑢𝑚⟩𝑙C

and 𝛼S
𝑖
be the 𝑖-th bit of ⟨𝑠𝑢𝑚⟩𝑙S , with 𝑖 = 0 denoting the least-

significant bit. Let 𝑐𝑖 be the carry-bit from (𝑖 − 1)-th bit where 𝑖 ≥ 1,

𝑐𝑖 = 1 iff. 𝛼 C
𝑖
= 1 and 𝛼S

𝑖
= 1. Then, the 𝑖-th bit of 𝑠𝑢𝑚 is equivalent

to:

𝛼 C𝑖 ⊕ 𝛼S𝑖 ⊕ 𝑐𝑖−1
where 𝑖 ≥ 1. The first observation is LSB(𝑠𝑢𝑚) = 1 and 𝑐0 = 0 for

both 𝑠𝑢𝑚 = 1 and 𝑠𝑢𝑚 = −1. Now we concentrate on the second

least significant bit of 𝑠𝑢𝑚. In the case of 𝑠𝑢𝑚 = 1 = (0 . . . 01)2, we
have

(
𝛼 C
1
+ 𝛼S

1
+ 𝑐0

)
mod 2 = 0, which means 𝛼 C

1
⊕ 𝛼S

1
= 0. In the

case of 𝑠𝑢𝑚 = −1 = (1 . . . 11)2, we have
(
𝛼 C
1
+ 𝛼S

1
+ 𝑐0

)
mod 2 = 1,

which means 𝛼 C
1
⊕ 𝛼S

1
= 1. Therefore, we can directly use 𝛼 C

1
and

𝛼S
1
as the input shares of 𝛽 for FMUX.

5.3 Comparison
Table 2 provides a theoretical comparison between ROTL and ex-

isting LUT protocols that support arithmetic shares.

We use |rOT| and |MT| to denote the communication costs for

generating a 1-out-of-2 random OT and a boolean multiplication

triplet, respectively. A boolean multiplication triplet can be gener-

ated from two 1-out-of-2 randomOTs using Beaver’s multiplication

method [3], which yields |MT| = 2|rOT|. Notice that we assume a

different |MT| with those in OP-LUT [18] and FLUTE[10]:

• OP-LUT [18] assumed a relatively large |MT| (i.e., 138 bits),
as they use IKNP [2, 39] for oblivious transfer extensions.

• FLUTE [10] replaced IKNP with silent OT extension [6],

which reduces |rOT| to around 0.118 bits, but requires more

computation.

• We use Ferret-OT [61], which achieves a better trade-off

between communication and computation. The communica-

tion cost per random-OT is around 0.6 bits and |MT| ≈ 1.2

bits.

For alignment, we use |rOT| and |MT| in our theoretical analysis.

In terms of communication, OTTT [40] and OP-LUT [18] only

need to transfer 2 log𝑛 bits in online phase, but involve a commu-

nication complexity of 𝑂 (𝑛𝑙 log𝑛) and 𝑂 (𝑛2𝑙) respectively during

preprocessing. SP-LUT [18] reduces the total communication, but

involves transferring the whole table in the online phase. The pre-

processing and online communication complexities of SP-LUT are

𝑂 (log𝑛) and 𝑂 (𝑛𝑙), respectively. Our proposed ROTL has a total

communication cost of 𝑂 (𝜆 log𝑛 + 𝑙), which is much cheaper than

OTTT and OP-LUT. In fact, it is the first arithmetic secret-sharing

LUT protocol with communication overhead independent of 𝑛𝑙 .

Table 3 summarizes the improvement of ROTL over SP-LUT in

terms of total communication (ROTL is clearly better than OTTT

and OP-LUT, hence we focus on comparing with SP-LUT).

In terms of computation, ROTL requires 2𝑛2𝑙+(𝑛2+𝑛) ·𝑐𝜆 during
preprocessing and 𝑛𝑙 + 2𝑙 during online computation:

• It requires 𝑛 · 𝑐𝜆 for PPRF and 𝑛2 · 𝑐𝜆 for generating the

rhombus of Figure 7.

• It requires 2𝑛2𝑙 to compute the row- and column-wise sums

of the rhombus in Figure 9.

• During online computation, it requires a dot-product of the

public table with a boolean vector, which is equivalent to

𝑛𝑙 bits computation, and only plaintext addition is required.

Additionally, it requires one FMUX operation, which is equal

to 2𝑙 bits computation.

We refer to Section 8 for a detailed empirical comparison.

6 Lookup table with boolean secret share
Arguably, ROTL achieves the best tradeoff between computation

and communication, but it necessitates augmentation with A2B

and B2A conversions to support boolean secret shares. For boolean

circuit evaluation, we introduce another boolean secret share LUT

protocol named FLUTE+. It can be considered as an optimization of

FLUTE [10]. For a boolean secret share LUT with table size 𝑛 and

elements bit-width 𝑙 , we reduce the computational complexity from

𝑂 (𝑛2𝑙) to 𝑂 (𝑛 log𝑛 + 𝑛𝑙), and shift the 𝑂 (𝑛 log𝑛) computation to

the preprocessing phase.

The fundamental idea of FLUTE lies in the conversion of LUT

description into boolean expressions. For example, let log𝑛 = 2,

𝑥0, 𝑥1 be the log𝑛 input bits, and 𝑦1 · · ·𝑦𝑙 be the 𝑙 output bits, the
lookup table is:

𝑥0 𝑥1 𝑦1 · · ·𝑦𝑙
0 0 𝑎1 · · ·𝑎𝑙
0 1 𝑏1 · · ·𝑏𝑙
1 0 𝑐1 · · · 𝑐𝑙
1 1 𝑑1 · · ·𝑑𝑙

They represent each output bit as:

𝑦𝑖 = (𝑥0 ∧𝑥1 ∧𝑎𝑖 ) ⊕ (𝑥0 ∧𝑥1 ∧𝑏𝑖 ) ⊕ (𝑥0 ∧𝑥1 ∧ 𝑐𝑖 ) ⊕ (𝑥0 ∧𝑥1 ∧𝑑𝑖 ) .

In the preprocessing phase, C and S generate secret shares of log𝑛

random bits (𝛼0 and 𝛼1 in this case), and use FAND to compute the

secret shared AND sum of all subsets of these random bits (𝛽 :=

𝛼0 ∧ 𝛼1 in this case). In the online phase, they reveal𝑚0 := 𝛼0 ⊕ 𝑥0
and𝑚1 := 𝛼1 ⊕ 𝑥1. Then, 𝑦𝑖 can be expanded as several binomial

expansions. We take the first component of 𝑦𝑖 as an example, which

is:

(𝑥0 ∧ 𝑥1 ∧ 𝑎𝑖 )
= (𝑚0 ⊕ 𝛼0) ∧ (𝑚1 ⊕ 𝛼1) ∧ 𝑎𝑖
= (𝑚0 ∧𝑚1 ⊕𝑚0 ∧ 𝛼1 ⊕𝑚1 ∧ 𝛼0 ⊕ 𝛼0 ∧ 𝛼1) ∧ 𝑎𝑖
= (𝑚0 ∧𝑚1) ∧ 𝑎𝑖
⊕ (𝑚0 ∧ ||𝛼1 ||C ⊕𝑚1 ∧ ||𝛼0 ||C ⊕ ||𝛽 ||C) ∧ 𝑎𝑖
⊕ (𝑚0 ∧ ||𝛼1 ||S ⊕𝑚1 ∧ ||𝛼0 ||S ⊕ ||𝛽 ||S) ∧ 𝑎𝑖 ,

the secret-share of which can be computed locally by S and C. For
the public values such as𝑚0 ∧𝑚1, C holds𝑚0 ∧𝑚1 and S holds 0.

Recall that each binomial expansion contains 𝑛 = 2
log𝑛

terms, and

each output bit contains 𝑛 components, so the online computation

for each output bit is 𝑂 (𝑛2). FLUTE [10] runs the above process
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Table 2: Comparison with existing LUT protocols that support arithmetic inputs. A table has 𝑛 𝑙-bit elements. We use Ferret-
OT [61] for random 1-out-of-2 Oblivious Transfer, which roughly requires |rOT| ≈ 0.6 bits communication cost per random OT.
The multiplication triplet is implement by 2 random OT instances, so we have |MT| = 2|rOT| ≈ 1.2 bits communication cost.
When calculating the computational overhead, we only consider one party, as the two parties can run in parallel. We use 𝑐𝜆 to
denote the computation cost of correlation robust hash [27].

Protocol

Communication (bits) Computation

preprocessing online preprocessing online

OTTT [40] ( |MT| + 4) (log𝑛 − 1)𝑛𝑙 2 log𝑛 𝑙𝑛 log𝑛 log𝑛

OP-LUT [18] |rOT| · log𝑛 + 𝑛2𝑙 2 log𝑛 𝑛2𝑙 log𝑛 log𝑛

SP-LUT [18] |rOT| · log𝑛 log𝑛 + 𝑛𝑙 𝑛 log𝑛 log𝑛 + 𝑛𝑙 + 𝑛 · 𝑐𝜆
GC-LUT [34] 𝑛𝑙 + 𝑙𝜆 log𝑛 - 𝑛𝑙𝜆 + (𝑛 + 𝑙 log𝑛 + 𝑛𝑙

𝜆
) · 𝑐𝜆 -

MAESTRO [49] 2

√
𝑛 − log𝑛 − 2 2 log𝑛 O(𝑛 log𝑛) O(𝑛)

Scalable MPC [21] 𝑂 (𝑛𝑙) 2 log𝑛 𝑂 (𝑛𝑙) log𝑛

GROTTO [59] 2𝜆 log𝑛 2 log𝑛 𝑂 (log𝑛) 𝑛𝑙 + log𝑛 · 𝑐𝜆
ROTL (Ours) ( |rOT| + 𝜆) log𝑛 + 𝑛 2 log𝑛 + 4𝑙 + 2 2𝑛2𝑙 + (𝑛2 + 𝑛) · 𝑐𝜆 log𝑛 + (𝑛 + 2)𝑙

Table 3: Improvement factor of total communication of ROTL
over SP-LUT.

𝑛

𝑙
8 16 32 64 128

4 0.12 0.20 0.33 0.50 0.66

8 0.16 0.29 0.50 0.79 1.13

16 0.24 0.45 0.79 1.32 1.98

32 0.38 0.72 1.32 2.25 3.51

64 0.64 1.21 2.25 3.94 6.31

128 1.09 2.10 3.93 6.99 11.5

256 1.91 3.69 6.98 12.6 21.0

for all 𝑙 output bits, which involves 𝑂 (𝑙 · 𝑛2) online computation

complexity.

Our first observation reveals that (𝑥0 ∧ 𝑥1, 𝑥0 ∧ 𝑥1, 𝑥0 ∧ 𝑥1,

𝑥0 ∧ 𝑥1) are constant across all output bits, hence we can compute

them once and reuse the results. This optimization reduces the

online computation of FLUTE from𝑂 (𝑛2𝑙) to𝑂 (𝑛2+𝑛𝑙). We further

observe that the online computation for each party (e.g., C) to
compute an output bit is:

(𝑚0 ∧𝑚1 ⊕𝑚0 ∧ ||𝛼1 ||C ⊕𝑚1 ∧ ||𝛼0 ||C ⊕ ||𝛽 ||C) ∧ 𝑎𝑖⊕
(𝑚0 ∧𝑚1 ⊕𝑚0 ∧ ||𝛼1 ||C ⊕𝑚1 ∧ ||𝛼0 ||C ⊕ ||𝛽 ||C) ∧ 𝑏𝑖⊕
(𝑚0 ∧𝑚1 ⊕𝑚0 ∧ ||𝛼1 ||C ⊕𝑚1 ∧ ||𝛼0 ||C ⊕ ||𝛽 ||C) ∧ 𝑐𝑖⊕
(𝑚0 ∧𝑚1 ⊕𝑚0 ∧ ||𝛼1 ||C ⊕𝑚1 ∧ ||𝛼0 ||C ⊕ ||𝛽 ||C) ∧ 𝑑𝑖 .

Although C knows𝑚0 and𝑚1 only in the online phase, it could

enumerate the possible values of𝑚0 and𝑚1 in the preprocessing

phase and compute:

||𝑠0 ||C := 0 ∧ 0 ⊕ 0 ∧ ||𝛼1 ||C ⊕ 0 ∧ ||𝛼0 ||C ⊕ ||𝛽 ||C,
||𝑠1 ||C := 0 ∧ 1 ⊕ 0 ∧ ||𝛼1 ||C ⊕ 1 ∧ ||𝛼0 ||C ⊕ ||𝛽 ||C,
||𝑠2 ||C := 1 ∧ 0 ⊕ 1 ∧ ||𝛼1 ||C ⊕ 0 ∧ ||𝛼0 ||C ⊕ ||𝛽 ||C,
||𝑠3 ||C := 1 ∧ 1 ⊕ 1 ∧ ||𝛼1 ||C ⊕ 1 ∧ ||𝛼0 ||C ⊕ ||𝛽 ||C .

After knowing𝑚0 and𝑚1 in the online phase, it could locally re-

arrange the order of (𝑠0, 𝑠1, 𝑠2, 𝑠3). This transition shifts the 𝑂 (𝑛2)

computation to the preprocessing phase, leaving only 𝑂 (𝑛𝑙) local
computation online.

We further reduce the preprocessing computation from 𝑂 (𝑛2)
to 𝑂 (𝑛 log𝑛) by leveraging the butterfly diagram optimization [16].

In more detail, we transform (𝑠0, 𝑠1, 𝑠2, 𝑠3) to:

||𝑠0 ||C = (0 ⊕ ||𝛼1 ||C) ∧ (0 ⊕ ||𝛼0 ||C)
= ||𝛼1 ||C ∧ ||𝛼0 ||C,

||𝑠1 ||C = (0 ⊕ ||𝛼1 ||C) ∧ (1 ⊕ ||𝛼0 ||C)
= ||𝛼1 ||C ∧ (1 ⊕ ||𝛼0 ||C),
= ||𝛼1 ||C ⊕ ||𝛼1 ||C ∧ ||𝛼0 ||C,

||𝑠2 ||C = (1 ⊕ ||𝛼1 ||C) ∧ (0 ⊕ ||𝛼0 ||C),
= (1 ⊕ ||𝛼1 ||C) ∧ ||𝛼0 ||C,
= ||𝛼0 ||C ⊕ ||𝛼1 ||C ∧ ||𝛼0 ||C,

||𝑠3 ||C = (1 ⊕ ||𝛼1 ||C) ∧ (1 ⊕ ||𝛼0 ||C),
= 1 ⊕ ||𝛼0 ||C ⊕ ||𝛼1 ||C ⊕ ||𝛼1 ||C ∧ ||𝛼0 ||C .

To compute ( ||𝑠0 ||C , ||𝑠1 ||C , ||𝑠2 ||C , ||𝑠3 ||C) efficiently, C first sets:

||𝑠0 ||C := ||𝛼0 ||C ∧ ||𝛼1 ||C,
||𝑠1 ||C := ||𝛼1 ||C,
||𝑠2 ||C := ||𝛼0 ||C,
||𝑠3 ||C := 1.

Then, C computes:

||𝑠3 ||C := ||𝑠3 ||C ⊕ ||𝑠2 ||C,
= 1 ⊕ ||𝛼0 ||C .

||𝑠1 ||C := ||𝑠1 ||C ⊕ ||𝑠0 ||C,
= ||𝛼1 ||C ⊕ ||𝛼0 ||C ∧ ||𝛼1 ||C
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Table 4: Comparison of Boolean LUT protocols in theoretical asymptotic complexity. The table size is 𝑛 and the bit-width
of each entry is 𝑙 . We use Ferret-OT [61] for random 1-out-of-2 Oblivious Transfer, which roughly requires |rOT| ≈ 0.6

bits communication cost per random OT. The multiplication triplet is implement by 2 random OT instances, so we have
|MT| = 2|rOT| ≈ 1.2 bits communication cost. When calculating the computational overhead, we only consider one party, as the
two parties can run in parallel.

Protocol

Communication (bits) Computation (bits)

preprocessing online preprocessing online

FLUTE [10] ( |MT| + 4) (𝑛 − log𝑛 − 1) 2 log𝑛 𝑛 − log𝑛 − 1 𝑛𝑙 + 𝑛2𝑙
FLUTE+ ( |MT| + 4) (𝑛 − log𝑛 − 1) 2 log𝑛 𝑛 − log𝑛 − 1 + 𝑛 log𝑛 𝑛𝑙 + 𝑛 log𝑛

Next, C computes:

||𝑠2 ||C := ||𝑠2 ||C ⊕ ||𝑠0 ||C,
= ||𝛼0 ||C ⊕ ||𝛼1 ||C ∧ ||𝛼0 ||C,

||𝑠3 ||C := ||𝑠3 ||C ⊕ ||𝑠1 ||C,
= 1 ⊕ ||𝛼0 ||C ⊕ ||𝛼1 ||C ⊕ ||𝛼0 ||C ∧ ||𝛼1 ||C .

In the general case, for log𝑛 input bits, the process for generating

( ||𝑠0 ||C , ||𝑠1 ||C , ||𝑠2 ||C , · · · ||𝑠𝑛−1 ||C) is as follows:
(1) ∀ 𝑖 ∈ [0, 𝑛 − 1]: 𝑄𝑖 ← { 𝑗 | 𝑗-th bit of 𝑖 is 0}
• if 𝑄𝑖 = ∅, ||𝑠𝑖 ||C := 1;

• otherwise, ||𝑠𝑖 ||C := ∧𝑗∈𝑄𝑖
||𝛼 𝑗 ||C .

This step requires (𝑛 − log𝑛 − 1) invocations of FAND.
(2) ∀ 𝑗 ∈ [0, log𝑛 − 1] and ∀ 𝑖 ∈ [0, 𝑛 − 1]: if the 𝑗-th bit of 𝑖 is

1, ||𝑠𝑖 ||C := ||𝑠𝑖 ||C ⊕ ||𝑠𝑖+2𝑗 ||C .
S runs the same process, except that, in Step 1, S sets ||𝑠𝑖 ||S := 0

when 𝑄𝑖 = ∅ to have 𝑠𝑖 = 1.

This optimization effectively reduces the preprocessing compu-

tation from 𝑂 (𝑛2) to 𝑂 (𝑛 log𝑛).
Table 4 shows the theoretical comparison between FLUTE and

FLUTE+. Their communication costs are identical as we focus on

optimizing computation. In the online phase, FLUTE+ involves a

slight overhead in re-arranging the order of (𝑠0, · · · , 𝑠𝑛−1), amount-

ing to 𝑛 log𝑛 bits of computation.

7 Secure comparison
In this section, we provide a protocol for secure comparison. Recall

that the ideal functionality of secure comparison is:

𝑏 ← CMP(𝑥,𝑦): 𝑏 = 1 if 𝑥 ≥ 𝑦, 𝑏 = 0 otherwise;

where 𝑥 and 𝑦 are two signed integers in Z
2
𝑙 . To compute a secret-

shared 𝑏, we could have S and C compute an arithmetic share of

𝑎 := 𝑥 − 𝑦. Then, 𝑏 is the negation of most-significant bit (MSB) of
𝑎:

𝑏 = 1 ⊕MSB(𝑎).
Let ⟨𝑎⟩C =𝑚𝑠𝑏C | |⟨𝑎′⟩C and ⟨𝑎⟩S =𝑚𝑠𝑏S | |⟨𝑎′⟩S , then

MSB(𝑎) =𝑚𝑠𝑏C ⊕𝑚𝑠𝑏S ⊕ 𝑐𝑎𝑟𝑟𝑦,

where 𝑐𝑎𝑟𝑟𝑦 = 1{⟨𝑎′⟩C+⟨𝑎′⟩S ≥ 2
𝑙−1}. IfS and C can compute the

secret-share of 𝑐𝑎𝑟𝑟𝑦, they can obtain the secret-share ofMSB(𝑎).
Let 𝑐 = ⟨𝑎′⟩C and 𝑑 = 2

𝑙−1 − ⟨𝑎′⟩S , then

𝑐𝑎𝑟𝑟𝑦 = 1{𝑐 ≥ 𝑑} = 1 ⊕ 1{𝑐 < 𝑑},

where 𝑐 and 𝑑 are two unsigned integers in Z
2
𝑙−1 . Notice that the

computation of 1{𝑐 < 𝑑} is a millionaires’ problem, the ideal func-

tionality of which is shown in Figure 11.

Input:
• C: 𝑐 ∈ Z

2
𝑙−1

• S: 𝑑 ∈ Z
2
𝑙−1

Output:
• C: ⟨𝛽⟩C ∈ Z2

• S: ⟨𝛽⟩S ∈ Z2, s.t., 𝛽 = 1{𝑐 < 𝑑}

Functionality FMILL

Figure 11: Ideal functionality for secure comparison.

The insight of our millionaires’ protocol is to have S and C
compute: 𝑒 = 𝑐 − 𝑑 mod 2

𝑙
, and (arithmetically) secret-share the

result. Then, they invoke FLUT (⟨𝑒⟩C, ⟨𝑒⟩S) with a public binary

table:

[0, ..., 0︸︷︷︸
2
𝑙−1

, 1, ..., 1︸︷︷︸
2
𝑙−1

] .

It is noteworthy that themodulus for 𝑒 is 2𝑙 (instead of 2𝑙−1), because
𝑐 and 𝑑 are unsigned integers.

2

WithROTL (cf. Section 5), all the expensive operations are shifted
to the preprocessing phase. As the public table is binary, FMUX can

be bypassed, leaving only a single dot-product operation in the

online phase. However, this is feasible for relatively small 𝑛 = 2
𝑙
,

because ROTL requires 𝑂 (𝑛) communication and 𝑂 (𝑛2) compu-

tation in the preprocessing phase. To this end, we use the same

technique in [38, 57] to partition 𝑒 into smaller blocks. Essentially,

our protocol can be interpreted as replacing the SP-LUT in the pro-

tocols of Cheetah [38] with our proposed ROTL. Figure 12 shows
the details of the millionaires’ protocol.

8 Evaluation
In this section, we empirically compare ROTL and FLUTE+ with

existing LUT protocols. We also compare our secure comparison

2
We set the modular to 2

𝑙
, to make sure that 2

𝑙−1 < 𝑒 < 2
𝑙
when 𝑐 < 𝑑 ; and

0 ≤ 𝑒 < 2
𝑙−1

when 𝑐 ≥ 𝑑 .

If the modular is 2
𝑙−1

, it has 0 < 𝑒 < 2
𝑙−1

for both 𝑐 < 𝑑 or 𝑐 > 𝑑 , which can not be

distinguished with a public table.
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(1) C and S parse 𝑐 and 𝑑 as smaller blocks of 𝑙 ′

bits, with 𝑚 = ⌈ 𝑙−1
𝑙 ′ ⌉:
𝑐 = 𝑐𝑚−1 | |...| |𝑐0,
𝑑 = 𝑑𝑚−1 | |...| |𝑑0.

(2) For 𝑖 = 0 to 𝑚 − 1, C and S compute 𝑒𝑖 = 𝑐𝑖 − 𝑑𝑖
mod 2

𝑙 ′+1
, and invoke FLUT (⟨𝑒𝑖⟩C, ⟨𝑒𝑖⟩S) with

two public tables:

[0, ..., 0︸︷︷︸
2
𝑙 ′

, 1, ..., 1︸︷︷︸
2
𝑙 ′

], [1, 0, ..., 0︸︷︷︸
2
𝑙 ′+1−1

]

and get the secret-shares of

lt𝑖 = 1{𝑐𝑖 < 𝑑𝑖 } and eq𝑖 = 1{𝑐𝑖 = 𝑑𝑖 }
respectively. Notice that, since the inputs to both

tables are identical (i.e., 𝑒𝑖 ), a single ROTL
invocation is enough.

(3) C and S invoke FAND and output:

lt𝑚−1 ⊕ (eq𝑚−1 ∧ lt𝑚−2)⊕
(eq𝑚−1 ∧ eq𝑚−2 ∧ lt𝑚−3) ⊕ ...⊕
(eq𝑚−1 ∧ ... ∧ eq

1
∧ lt0)

Protocol ΠMILL

Figure 12: The millionaires’ protocol.

protocol with the state-of-the-art [38]. For privacy-preserving ma-

chine learning (PPML) application, we compare our ROTL based

protocol with GROTTO [59].

8.1 Implementation
We fully implemented ROTL and FLUTE+ in C++ and set the secu-

rity parameter 𝜆 = 128 for all implementations. We use [27] for PRG

and use Ferret-OT [61] from EMP-toolkit
3
for random OT instances.

For PPRF [6, 11, 58], we incorporated the half-tree [28] optimiza-

tion to reduce both communication and computation cost. We use

AVX2 (Advanced Vector Extensions) to accelerate the operations.

We use AES-NI (Advanced Encryption Standard Instructions) to

accelerate AES operation, which is used in circular correlation ro-

bustness hash [27] and PRG [27, 28]. For SP-LUT
4
[18], FLUTE

5
[10],

Scalable-MPC
6
[21] and MAESTRO

7
[49] we use their open-source

implementations.

8.2 Experimental setup
We consider both LAN and WAN in our benchmark: in LAN, the

bandwidth is 3000 Mbps and RTT is 0.8ms; in WAN, the bandwidth

is 100 Mbps and RTT is 50ms. All experiments were performed

on AWS c5.9xlarge instances with Intel Xeon 8000 series CPUs at

3.6GHz, and they were conducted using a single thread.

3
EMP-toolkit: https://github.com/emp-toolkit/emp-ot

4
SP-LUT: https://github.com/encryptogroup/ABY

5
FLUTE: https://github.com/encryptogroup/FLUTE

6
Scalable-MPC: https://github.com/radhika1601/ScalableMixedModeMPC

7
MAESTRO: https://github.com/KULeuven-COSIC/maestro

To ensure a fair comparison, we present separate benchmarks

for arithmetic LUT and boolean LUT. For arithmetic LUT, our com-

parison focuses on our proposed ROTL against SP-LUT, for SP-LUT
has been demonstrated to outperform OTTT and OP-LUT [18] in

terms of both communication and computation, as detailed in our

theoretical comparison in Table 2. For boolean LUT, we compare

our proposed FLUTE+ with the original FLUTE [10].

If we measure the performance of a single LUT instance, the

error could be substantial as a single LUT instance runs in 𝜇s. To

avoid this, we sequentially run 100 000 LUT instances and report

the average communication and runtime for all benchmarks.

8.3 Arithmetic LUT benchmark
The main bottleneck of ROTL is the preprocessing phase (recall

that in Table 2). Specifically, ROTL needs to transfer 𝑂 (𝜆 log𝑛)
bits more than SP-LUT and has 𝑂 (𝑛2) correlation robust hash op-

eration overhead in preprocessing phase. Table 5 shows that the

preprocessing runtime of ROTL is 3.1× - 5.4× slower than SP-LUT.

However, in the online phase, the communication and computa-

tion complexities of ROTL are both 𝑂 (log𝑛 + 𝑙) and without any

correlation robust hash operation, while SP-LUT needs 𝑂 (𝑛𝑙) com-

munication and 𝑂 (𝑛) correlation robust hash operation overhead.

When the table size is relatively small, e.g., 𝑛 = 4, ROTL’s online
communication and runtime are slightly higher than SP-LUT. As

the table size increases, ROTL’s online advantage becomes more

pronounced, when 𝑛 = 256 and 𝑙 = 64, the biggest setting in our

benchmark, ROTL is 2× and 20× faster than SP-LUT in LAN and

WAN setting respectively, and reduces the online communication

cost by over 60×.
Table 6 shows the improvement factor of online runtime compar-

ison between ROTL and SP-LUT, we highlight the entries in blue

color where ROTL outperforms SP-LUT. It can be seen that ROTL
is faster than SP-LUT in the scenarios where the public table is rel-

atively large or the network bandwidth is limited. ROTL’s runtime

improvement is mainly due to the reduced online communication

cost.

Table 5 shows detailed benchmark of SP-LUT and ROTL in dif-

ferent 𝑛 and 𝑙 settings.

8.4 Boolean LUT benchmark
Given that the communication costs of FLUTE+ and FLUTE are the

same during both the preprocessing and online phases (Table 4),

our evaluation subsequently centers on runtime performance in

LAN setting. We benchmark the online runtime performance of

our proposed FLUTE+ framework against the original FLUTE [10]

implementation in Figure 13.

FLUTE significantly lags behind FLUTE+ in online runtime, pri-

marily due to its 𝑂 (𝑛2𝑙) computation complexity. When 𝑛 = 256

and 𝑙 = 8, our proposed FLUTE+ is approximately 636× and 167×
faster than FLUTE in the LAN and WAN settings respectively. The

online runtime of FLUTE+ is almost constant with respect to 𝑙 be-

cause each 𝑙-bit element is processed in a single SIMD instructions

with AVX2 extension [45].

Table 7 shows detailed benchmark of FLUTE [10] and FLUTE+

(Section 6) in different 𝑛 and 𝑙 settings.
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Table 5: Detailed benchmark of the Arithmetic LUT with different table size 𝑛 and elements’ bit-length 𝑙 . We run each LUT in
batch size 100 000 and report average communication and runtime.

protocol

table size

𝑛

bit-length

𝑙

Communication (bit) LAN (𝜇s) WAN (𝜇s)

total online prep. total online prep. total online prep.

SP-LUT [18]

4

8 35.2 34

1.2

6.257 0.057

6.2

8.527 0.787

7.74

16 67.2 66 6.263 0.063 8.838 1.098

32 131.2 130 6.287 0.087 9.646 1.906

64 259.2 258 6.340 0.140 11.068 3.328

16

8 134.4 132

2.4

6.59 0.128

6.46

9.81 1.952

7.86

16 262.4 260 6.62 0.155 11.09 3.229

32 518.4 516 6.71 0.245 13.95 6.092

64 1030.4 1028 6.91 0.448 19.72 11.863

64

8 521.6 518

3.6

7.12 0.351

6.77

14.85 6.670

8.18

16 1033.6 1030 7.23 0.460 20.62 12.437

32 2057.6 2054 7.63 0.861 31.17 22.985

64 4105.6 4102 8.42 1.653 52.28 44.096

256

8 2060.8 2056

4.8

8.82 1.237

7.58

32.60 23.871

8.73

16 4108.8 4104 9.24 1.656 54.73 46.001

32 8204.8 8200 10.83 3.253 98.83 90.101

64 16396.8 16392 14.00 6.416 186.85 178.123

ROTL (Ours)

Section 5

4

8 299.2 38

261.2

19.34 0.146

19.19

29.21 3.254

25.96

16 331.2 70 19.38 0.193 29.57 3.612

32 395.2 134 19.41 0.215 30.21 4.254

64 523.2 262 19.43 0.240 31.82 5.862

16

8 572.4 42

530.4

20.25 0.313

19.94

33.68 3.400

30.28

16 604.4 74 20.31 0.366 34.04 3.760

32 668.4 138 20.33 0.387 34.68 4.400

64 796.4 266 20.33 0.390 36.11 5.832

64

8 881.6 46

835.6

22.38 0.837

21.54

35.12 3.947

31.17

16 913.6 78 22.43 0.886 35.48 4.305

32 977.6 142 22.45 0.908 36.12 4.946

64 1105.6 270 22.51 0.968 37.55 6.377

256

8 1334.8 50

1284.8

35.02 3.010

32.01

53.20 6.113

47.09

16 1366.8 82 35.07 3.058 53.56 6.474

32 1430.8 146 35.09 3.076 54.21 7.116

64 1558.8 274 35.11 3.100 55.64 8.550

Table 6: Improvement factor of online runtime of ROTL over
SP-LUT.

LAN

𝑛

𝑙
8 16 32 64

4 0.39 0.32 0.40 0.58

8 0.39 0.39 0.57 0.85

16 0.40 0.40 0.63 1.14

32 0.40 0.50 0.84 1.45

64 0.41 0.52 0.95 1.71

128 0.41 0.53 1.03 1.96

256 0.41 0.54 1.05 2.07

WAN

𝑛

𝑙
8 16 32 64

4 0.24 0.30 0.44 0.56

8 0.34 0.52 0.78 1.12

16 0.52 0.85 1.38 2.03

32 0.96 1.65 2.73 3.97

64 1.69 2.89 4.64 6.91

128 2.73 4.80 8.21 12.9

256 3.90 7.10 12.7 20.8

8.5 Evaluation of secure comparison protocol
We compare our secure comparison protocol with the SP-LUT based

construction Cheetah [38], FSS DCF based construction [5] and a

construction with constant communication round [46]. Table 8

shows the benchmarks in different settings.

Our secure comparison protocol shares the same structure with

Cryptflow2 [57], Cheetah [38] and FSS DCF based construction [5],

which partition the inputs (𝑙-bits) into 𝑚 smaller blocks (𝑙 ′-bits)
where𝑚 = ⌈ 𝑙

𝑙 ′ ⌉ and use FLUT to calculate the lt and eq. After that,
use FAND to get the comparison result with tree based combination

4 8 16 32 64 128 256
Table size

10 1

100

101

102

Ru
nt

im
e 

(u
s)

l = 1
l = 2
l = 4
l = 8FLUTE, l = 1

FLUTE, l = 2
FLUTE, l = 4
FLUTE, l = 8
FLUTE+, l = 1
FLUTE+, l = 2
FLUTE+, l = 4
FLUTE+, l = 8

Figure 13: Online runtime comparison between FLUTE and
FLUTE+ in LAN setting.

technique.We give a brief complexity analysis here: 1) for lt and eq,
it needs𝑚 FLUT instance with 𝑛 = 2

𝑙 ′
and 𝑙 = 2 in one round; 2) for

tree based combination, it needs𝑚− 1 FAND instances within log𝑚

rounds. In our implementation, we follow the mainstream setting

𝑙 ′ = 4, which is widely adopted by [5, 38, 57]. We also evaluate

our secure comparison protocol with different 𝑙 ′ in Figure 14, The
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Table 7: Benchmark of the LUT with different table size 𝑛 and elements’ bit-length 𝑙 . We run each LUT in batch size 100 000 and
report average communication and runtime.

protocol

table size

𝑛

bit-length

𝑙

Communication (bit) LAN (𝜇s) WAN (𝜇s)

total online prep. total online prep. total online prep.

FLUTE [10]

4

1

9.2 4 5.2

0.29 0.17

0.12

3.10 1.01

2.09

2 0.43 0.31 3.10 1.01

4 0.74 0.62 3.46 1.37

8 1.32 1.20 3.81 1.72

16

1

65.2 8 57.2

1.11 0.86

0.25

4.41 1.01

3.40

2 1.79 1.54 4.88 1.48

4 3.08 2.83 6.26 2.86

8 5.85 5.60 9.09 5.69

64

1

308.4 12 296.4

4.42 3.59

0.83

10.57 3.68

6.89

2 7.53 6.70 13.69 6.80

4 14.00 13.17 20.22 13.33

8 26.13 25.30 32.67 25.78

256

1

1300.4 16 1284.4

35.90 32.59

3.31

53.28 36.03

17.25

2 61.72 58.41 78.97 61.72

4 112.15 108.84 132.27 115.02

8 211.93 208.62 236.76 219.51

FLUTE+ (Ours)

Section 6

4

1

9.2 4 5.2

13.93 0.027

13.90

19.28 1.01

18.27

2 13.93 0.028 19.28 1.01

4 13.93 0.029 19.28 1.01

8 13.93 0.029 19.28 1.01

16

1

65.2 8 57.2

14.90 0.044

14.86

21.79 1.03

20.76

2 14.91 0.046 21.79 1.03

4 14.91 0.048 21.79 1.03

8 14.90 0.049 21.79 1.03

64

1

308.4 12 296.4

16.10 0.074

16.03

23.64 1.05

22.59

2 16.11 0.082 23.65 1.06

4 16.13 0.097 23.67 1.08

8 16.13 0.100 23.68 1.09

256

1

1300.4 16 1284.4

47.43 0.230

47.20

57.81 1.19

56.62

2 47.46 0.256 57.84 1.22

4 47.52 0.324 57.93 1.31

8 47.53 0.328 57.93 1.31

Table 8: CMP evaluation with various bit-lengths. we simultaneously run 2
20 CMP with 8 threads and report average communi-

cation and runtime.

bit-length Protocol

Communication (bit) LAN time (𝜇s) WAN time (𝜇s)

total online prepr. total online prepr. total online prepr.

𝑙 = 32

SP-LUT based [38] 374 340 34 7.21 2.26 4.95 12.70 6.93 5.77

FSS DCF based [5] 16 736 64 16672 21.28 8.17 13.11 47.65 28.4 19.25

constant round [46] 54 216 53 620 596 582.36 1.13 581.23 1879 48 1831

ROTL based (Ours) 5 546 132 5 414 24.22 0.28 23.94 83.44 2.84 80.60

𝑙 = 64

SP-LUT based [38] 755 692 63 12.09 2.83 9.26 21.98 12.28 9.70

FSS DCF based [5] 33 344 128 33 216 42.15 9.25 32.9 144.54 54.9 89.64

constant round [46] 145 005 1 166 143 839 2098.25 1.13 2096.94 4706 72.91 4633

ROTL based (Ours) 11 114 276 10 838 48.39 0.57 47.82 165.47 5.86 159.61

experiment result shows that 𝑙 ′ = 4 achieves the minimal total

communication cost and online runtime.

Since a single comparison instance runs in 𝜇s, we batch run

2
20

comparison instances with 8 threads and report the average

communication (bit) and runtime (𝜇s). Each experiment is repeated

5 times, and the variance is negligible.

In terms of online performance, we achieve a 5× speedup over

the Cheetah [38] in the LAN setting. In the WAN setting, our ROTL
based secure comparison protocol is also at least 2× faster than

Cheetah. [46] is tailored for constant rounds, our protocol has better

performance but needs 𝑂 (log𝑚) communication rounds.

8.6 Evaluation of PPML applications
Arithmetic LUT arewidely used in PPML applications [29, 30, 36, 54–

57, 59], especially for implementing secure non-linear functions

like sigmoid, invsqrt and tanh, where the input and output are

both arithmetic secure-shared values. We compare our ROTL based

PPML protocol with GROTTO
8
[59], which is a state-of-the-art

PPML framework based on FSS. We use the same construction pro-

posed in CipherGPT [36], splitting the non-linear function into sev-

eral segments and using LUT to determine which segment the input

8
GROTTO: https://github.com/DigitalLibertiesLab/grotto is unavailable, we imple-

mented it following the pseudocode in appendix B of [59].
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Table 9: Detailed benchmark of the selected PPML functions. All functions are simultaneous evaluationed in batch size 10, 000
with single thread.

Function Protocol

Communication (bits) LAN (us) WAN (us)

total online prep. total online prep. total online prep.

sigmoid
GROTTO [59] 25 918 24 318 1 600 126 92 34 697 510 187

SP-LUT [18] 75 076 7 940 67 136 674 635 39 1 700 1 502 198

ROTL (Section 5) 10 843 1 624 1 624 130 64 66 724 490 234

invsqrt
GROTTO [59] 25 918 24 318 1 600 154 120 34 598 410 188

SP-LUT [18] 75 076 7 940 67 136 674 635 39 1 700 1 502 198

ROTL (Section 5) 10 843 1 624 1 624 130 64 66 724 490 234

tanh
GROTTO [59] 25 918 24 318 1 600 118 84 34 646 460 186

SP-LUT [18] 75 076 7 940 67 136 674 635 39 1 700 1 502 198

ROTL (Section 5) 10 843 1 624 1 624 130 64 66 724 490 234

log 10
GROTTO [59] 25 918 24 318 1 600 440 220 220 900 450 450

SP-LUT [18] 75 076 7 940 67 136 674 635 39 1 700 1 502 198

ROTL (Section 5) 10 843 1 624 1 624 130 64 66 724 490 234

sqrt
GROTTO [59] 25 918 24 318 1 600 644 610 34 976 790 186

SP-LUT [18] 75 076 7 940 67 136 674 635 39 1 700 1 502 198

ROTL (Section 5) 10 843 1 624 1 624 130 64 66 724 490 234

belongs to, then using a low-degree polynomial to approximate the

non-linear function in that segment. CipherGPT uses SP-LUT [18]

for LUT instances, while we replace it with our proposed ROTL.
For fairness, we set 𝑛 = 256 to make sure that the accuracy of our

ROTL based PPML protocol is the same as GROTTO. We set the

polynomial degree 𝑑 = 3 for all experiments, which aligns with

GROTTO.

Table 9 shows that in the LAN setting, our ROTL based PPML

protocol is 1.3× - 9.5× faster than GROTTO and around 10× faster
SP-LUT based protocol in the online phase. The online runtime

efficiency mainly comes from that our proposed ROTL needs no cor-
relation robust hash operation in the online phase. Our ROTL based
PPML protocols have the minimal communication cost both in the

online phase and the total. SP-LUT based protocols transfer the

masked table in the online phase, making the network bandwidth

the bottleneck. Moreover, GROTTO uses a relaxed secure model

compared to ROTL and SP-LUT, it explicitly requires a trusted

helper server in the preprocessing phase to generate FSS keys.

9 Discussion
Although our proposed protocol ROTL is efficient in the online

phase, it suffers from high preprocessing communication and com-

putation overhead.

• For preprocessing communication, ROTL involves a factor of
𝜆 log𝑛 which is 200 × expensive than SP-LUT. Table5 shows

that ROTL only gains lower total communication when 𝑛

and 𝑙 are relatively big.

• For preprocessing computation, ROTL’s asymptotic com-

plexity is 𝑛2 while SP-LUT’s is 𝑛 log𝑛, which limits ROTL in

scaling up table size.

For preprocessing storage overhead, ROTL requires 𝑛+ log𝑛 bits

storage for each party, while SP-LUT needs 2𝜆 log𝑛 bits storage for

S and (𝜆 + 1) log𝑛 bits storage for C However, in practice, ROTL

has lower storage overhead than SP-LUT since the table size 𝑛 is

often less than 256, the security parameter 𝜆 is usually set to 128.
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A Proof of Theorem 1
Proof of Theorem 1.

Correctness. Notice that c = (a ≫ 𝑠) − r. Then, S’s output in
Step 5 is:

((x − a)≫ 𝑠) + c = (x ≫ 𝑠) − (a ≫ 𝑠) + c
= (x ≫ 𝑠) − (a ≫ 𝑠) + (a ≫ 𝑠) − r
= (x ≫ 𝑠) − r.

That means S and C secret-share (x ≫ 𝑠) at the end of the proto-

col.

Security.We first consider the case where C is corrupt. We have

C participate in two executions of the protocol, with S inputting 𝑠

and 𝑠′ respectively. If C can distinguish the two executions, then,

we use C as a subroutine to build a distinguisherA that breaks the

position hiding property of PPRF as follows:

(1) A receives (1𝜆, 𝑛, 𝑖, 𝑖′, viewCPPRF), where viewCPPRF contains

vC ;

(2) A runs Steps 2.a-2.d of ΠRotate using vC as seedC , and ob-

tains r and a;

(3) A constructs viewCRotate, which is viewCPPRF augmented with

r and a;

(4) A forwards (1𝜆, 𝑛, 𝑖, 𝑖′, viewCRotate) to C, treating (𝑖, 𝑖
′) as

(𝑠, 𝑠′);

(5) A outputs what C outputs.

Then, if C can distinguish the two executions, A can break the

position hiding property of PPRF.

Next, we consider the case where S is corrupt. We have S par-

ticipate in two executions of the protocol, with C inputting x and

x′ respectively. We show the indistinguishability in a sequence of

hybrids:

• 𝐻0 = (1𝜆, 𝑛, x, viewSRotate), where view
S
Rotate includes view

S
PPRF

and x − a.

• 𝐻1 = (1𝜆, 𝑛, x, ṽiewSRotate), where ṽiew
S
Rotate is identical to

viewSRotate except for replacing a with a′ ∈$ Z𝑛
2
𝑙
.

By the value hiding property of PPRF, C could replace seedC𝑠
with a random seed from the domain. Then, by the pseudo-

random property of PRG, C could replace d𝑠 with d′𝑠 ∈$ Z𝑛
2
𝑙

in Step 2.a, which leads to a random a in Step 2.d. Therefore,

𝐻1 ≈𝑐 𝐻0.

• 𝐻2 = (1𝜆, 𝑛, x′, ṽiew
S
Rotate).

In 𝐻1, the server’s view contains the value x − a′. In 𝐻2, it

contains x′−a′. Since a′ is a uniformly random sampled from

the domain, it acts as a one-time pad, ensuring that x − a′
and x′ − a′ are information-theoretically indistinguishable.

Therefore, 𝐻2 ≈ 𝐻1, which implies 𝐻2 ≈𝑐 𝐻1.

□

B Proof of Theorem 2
Proof of Theorem 2.

Correctness. We prove the correctness by tracking the important

values in the protocol.

- b (Prep 1): C defines b as a one-hot vector with a 1 at index

⟨𝑠⟩C .
- b′ (Prep 3): According to the functionality of FRotate, b′ is a
one-hot vector with a 1 at index 𝑠 = (⟨𝑠⟩C + ⟨𝑠⟩S) mod 𝑛.

- 𝑠𝑢𝑚 (Prep (4, 5)): We have 𝑠𝑢𝑚 = 1 when ⟨𝑠⟩C = 1 and

⟨𝑠⟩S = 0; 𝑠𝑢𝑚 = −1 when ⟨𝑠⟩C = 0 and ⟨𝑠⟩S = 1.

- b′′ (Online 1, 2, 3): b′′ is a one-hot vector with a 1 at index

𝑖𝑑 = (𝑠 + 𝑠′).
- 𝑧 (Online 2, 3): 𝑧 = 𝑥𝑖𝑑 when ⟨𝑠⟩C = 1 and ⟨𝑠⟩S = 0; 𝑧 = −𝑥𝑖𝑑
when ⟨𝑠⟩C = 0 and ⟨𝑠⟩S = 1.

- 𝑧′ (Online 4): In both cases, we have 𝑧′ = 𝑧 · 𝑠𝑢𝑚 = 𝑥𝑖𝑑 .

Security.We first consider the case where S is corrupt. We have

S participate in two executions of the protocol, with C inputting

⟨𝑖𝑑⟩C and ⟨𝑖𝑑⟩′C respectively. We show the indistinguishability in a

sequence of hybrids:

• 𝐻0 is the real execution with C’s input ⟨𝑖𝑑⟩C . S’s view is

viewS
0

= (⟨𝑠⟩S, ⟨b′⟩S,𝑚C, ⟨𝑧′⟩S), where 𝑚C = (⟨𝑖𝑑⟩C −
⟨𝑠⟩C), and ⟨b′⟩S, ⟨𝑧′⟩S are the outputs of FRotate and FMult,

respectively.

• 𝐻1 is identical to𝐻0, except we replace all messages received

bySwith randomvalues.S’s view is viewS
1
= (⟨𝑠⟩S, r1, 𝑟2, 𝑟3),

where r1 ∈$ (Z2)𝑛 , 𝑟2 ∈$ Z𝑛 , and 𝑟3 ∈$ Z
2
𝑙 are uniformly

random sampled from the corresponding domains.

𝐻1 is indistinguishable from 𝐻0 due to three properties:

(1) By the definition of the ideal functionality FRotate, the
output ⟨b′⟩S is computationally indistinguishable from a

random sampled vector r1.
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(2) The message 𝑚C = (⟨id⟩C − ⟨𝑠⟩C) is perfectly masked

by ⟨𝑠⟩C , which is uniformly random sampled by C in the

preprocessing phase, and is independent to ⟨𝑖𝑑⟩C . ⟨𝑠⟩C acts
as a one-time pad, making𝑚C information-theoretically

indistinguishable from a uniformly random sampled𝑟2.

(3) By the definition of the ideal functionality FMult, the out-

put ⟨𝑧′⟩S is computationally indistinguishable from a ran-

dom sampled value 𝑟3.

Therefore, we have 𝐻1 ≈𝑐 𝐻0.

• 𝐻2: This hybrid is identical to𝐻1, except it is generated start-

ing fromC’s input ⟨id′⟩C .S’s view is viewS
2
= (⟨𝑠⟩S, r1, 𝑟2, 𝑟3).

Since r1, 𝑟2, and 𝑟3 are all uniformly random sampled values,

their distribution is independent of C’s input. To this end,

we have 𝐻2 ≈𝑐 𝐻1.

Next, we consider the case where C is corrupt. We have C partic-

ipate in two executions of the protocol, with S inputting ⟨𝑖𝑑⟩S and

⟨𝑖𝑑 ′⟩S respectively. We show the indistinguishability in a sequence

of hybrids:

• 𝐻0 is the real execution with S’s input ⟨𝑖𝑑⟩S . C’s view is

viewC
0
= (⟨𝑠⟩𝐶𝑙𝑖, b, ⟨b′⟩C,𝑚S, ⟨𝑧′⟩C), where𝑚S = (⟨𝑖𝑑⟩S −

⟨𝑠⟩S), and ⟨b′⟩C, ⟨𝑧′⟩C are the output of FRotate and FMult,

respectively.

• 𝐻1 is identical to𝐻0, except we replace all messages received

byCwith randomvalues.C’s view is viewC
1
= (⟨𝑠⟩C, b, r1, 𝑟2, 𝑟3),

where r1 ∈$ (Z2)𝑛 , 𝑟2 ∈$ Z𝑛 , and 𝑟3 ∈$ Z
2
𝑙 are uniformly

random sampled from the corresponding domains. We reuse

the same proof as in the case where S is corrupt to prove

that 𝐻1 ≈𝑐 𝐻0.

• 𝐻2 is identical to 𝐻1, except it is generated starting from S’s
input ⟨𝑖𝑑 ′⟩′S . We reuse the same proof as in the case where

S is corrupt to prove that 𝐻2 ≈𝑐 𝐻1.

□

C Related work
In this section, we provide a succinct overview of related work.

Garbled LUTs. Yao’s garbled circuits (GC) [62] is a generic proto-

col for secure two-party computation. In Yao’s GC setting, earlier

studies observed that 2-input/1-output gates can be extended into

multi-input/multi-output gates, thereby reducing the overhead asso-

ciated with circuit evaluation [35, 47, 52]. This could be considered

as a general solution for LUT evaluations. Fairplay [47] supports

garbled gates with up to 3-inputs, with their approach generalizing

to an arbitrary number of inputs. TASTY [35] supports multi-input

garbled gates, incorporating garbled-row reduction. More recently,

[52] introduced garbled circuits featuring multi-input/multi-output

gates. Heath et al. proposed a novel LUT protocol in [34] based on

the One-Hot Garbling (OHG) technique [33].

TFHE programmable bootstrapping based LUT.
TFHE [14] is a fully homomorphic encryption (FHE) scheme, which

allows arbitrary computations over binary gates. I. Chillotti et

al. [13] proposed blind rotation algorithm to accelerate circuit boot-

strapping and extend the functionality to enable a LUT evaluation

while bootstrapping (i.e., programmable bootstrapping). Ripple [26]

optimized programmable bootstrapping LUT with discrete wavelet

transform (DWT) [60] to achieve better performance. TFHE pro-

grammable bootstrapping based LUT depends on heavy bootstrap-

ping computation and requires transferring homomorphic boot-

strapping keys in the size of several gigabytes in advance.

Pseudorandom correlation generator LUT. Agarwal et al. [1]
proposed pseudorandom correlation generator (PCG) constructions

for unit-vector (UV) correlation. A UV correlation is a vector that

contains only one randomly distributed 1, and 0 elsewhere. The

vector and 1’s position are secret-shared. In [7], Boyle et al. showed

that UV correlation can be locally converted to a randomly rotated

secret-shared table, then consumed to implement LUT. The effi-

ciency of generating UV correlation is highly dependent on the

number of parties. In a two semi-honest party setting, [1] needs

around 1 second to generate a UV correlation of length 8 while

SOTA protocols run in only tens 𝜇s.

Function Secret Sharing based LUT. The Distributed Point Func-
tion (DPF) mode of Function Secret Sharing [8] can be used to

implement LUT directly. GROTTO [59] proposed a novel FSS DPF-

based LUT for the scenario where the public table is composed

of sparse continuous values. GROTTO avoids recovering the full

DCF tree and perform better than other DPF or DCF based LUT

protocols [5, 29, 30].

LUTs w/wo preprocessing. The preprocessing model is widely

used in secure multiparty computation (MPC) [3, 17]. It splits the

computation into an input-independent preprocessing phase and an

input-dependent online phase. In more detail, it enables the parties

to generate correlated randomness in the preprocessing phase, sub-

sequently expediting the online phase in terms of communication,

interactive rounds, as well as overall runtime.

Ishai et al. [40] proposed a LUT protocol named OTTT based

on the preprocessing model. It generates secret-shares of a rotated

table in the preprocessing phase, by evaluating a Boolean circuit

representing the table once for every possible input. Dessouky et

al. [18] proposed OP-LUT, which further reduces the cost of OTTT’s

preprocessing phase by leveraging OT instances. However, it still

requires expensive circuit evaluations. In contrast, our proposed

protocol for secret-shared rotations (cf. Figure 9) is significantly

more lightweight.

In the same paper, Dessouky et al. [18] proposed another LUT

protocol named SP-LUT, which operates without relying on the

preprocessing model. Indeed, it only prepares log𝑛 random OTs

during the preprocessing phase. SP-LUT is arguably the most light-

weight protocol in terms of computation, but it incurs the highest

communication cost as it necessitates transferring the entire table,

unlike other LUT protocols that operate on a bit vector. Compound-

ing this, such expensive communication occurs during the online

phase.

Before our work, FLUTE achieved the optimal balance between

overall and online performance. Indeed, the authors of FLUTE

claimed that “FLUTE matches or even outperforms the online perfor-
mance of all prior approaches, while being competitive in terms of
overall performance with the best prior LUT protocols [10]”. In this

paper, we take a substantial leap forward, achieving a remarkable

962× speedup in online performance and a 10.8× speedup in overall
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performance. Additionally, we overcome FLUTE’s limitation by

enabling support for arithmetic shares.

LUT for secure inference. LUT is an important building block

in secure inference. Cheetah [38] employs LUT to realize the state-

of-the-art ΠCMP, which is subsequently utilized to implement the

ReLU activation function. SecFloat [55] leverages LUT for floating-

point computation, striking a commendable balance between effi-

ciency and accuracy. SIRNN [56] pioneers the exploration of em-

ploying LUT for computing complex functions such as sigmoid and

softmax. Iron [31] applies them to inference transformer model,

but it exhibits high costs in communication and computation. Ci-

pherGPT [36] introduces an innovative method for computing

GELU and softmax, optimizing the utilization of LUT. Nevertheless,

LUT evaluation remains a bottleneck. All these works use SP-LUT

as the underlying LUT protocol, and ROTL could serve as a bet-

ter alternative. SIGMA [29] uses function secret-sharing (FSS) to

achieve a similar goal with LUT, but this solution relies on a trusted

dealer.

D LUT benchmark in different batch size
Both our proposed ROTL and FLUTE+ are implemented based on

silent OT. A key feature of silent OT preprocessing (e.g., in Ferret

OT [61]) is the generation of a large batch of random OTs (rOTs),

often numbering in the millions (10
6
). We benchmarked ROTL and

FLUTE+ with different batch sizes in Table 10 and found that our ap-

proaches exhibit overhead in small-batch scenarios. This is largely

because fixed costs—such as serialization, padding, and network

latency are amplified when the transferred payload and computa-

tional work are minimal. As the batch size increases, this overhead

is dramatically reduced, significantly lowering the amortized cost

per rOT.

E CMP evaluation with various 𝑙 ′

Our secure comparison protocol shares the same structure with

Cryptflow2 [57], Cheetah [38] and FSS DCF-based construction [5],

which partition the inputs (𝑙-bits) into 𝑚 smaller blocks (𝑙 ′-bits)
where𝑚 = ⌈ 𝑙

𝑙 ′ ⌉ and use FLUT calculate the lt and eq. After that,
use FAND to get the comparison result with tree-based combination

technique.We give a brief complexity analysis here: 1) for lt and eq,
it needs𝑚 FLUT instance with 𝑛 = 2

𝑙 ′
and 𝑙 = 2 in one round; 2) for

tree-based combination, it needs𝑚−1 FAND instances within log𝑚

rounds. In our implementation, we follow the mainstream setting

𝑙 ′ = 4, which is widely adopted by [5, 38, 57]. We also evaluate

our secure comparison protocol with different 𝑙 ′ in Figure 14, The

experiment result shows that 𝑙 ′ = 4 achieves the minimal total

communication cost and online runtime.

F Compare ROTL with other LUT
We compare our proposed ROTL with the other two arithmetic

LUTs in Table 11.

Scalable MPC [21] proposed an HE [9, 12, 17, 20, 22] (Homo-

morphic Encryption) based MPC LUT protocol, tailored for a large

number of parties (e.g., 32 parties or 64 parties). In our considered

two-party scenario, Scalable MPC is less efficient in both runtime

and communication cost.

Figure 14: CMP evaluation with 𝑙 = 32 and various 𝑙 ′ in LAN
setting. we simultaneously run 2

20 CMP with 8 threads and
report average communication and runtime.
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MAESTRO [49] is an MPC LUT protocol tailored to perform AES

in multi-party (≥ 3) parties. MAESTRO’s construction is based on

the fact that multiplication of replicated secret-shared value in a

multi-party (≥ 3) scenario can be done locally. In our considered

two-party scenario, MAESTRO needs to perform lots of expensive

secure multiplications, making it impractical to implement.
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Table 10: Benchmark of LUT with different table size 𝑛 and elements’ bit-length 𝑙 in different batch size 𝑏. We report the average
communication and runtime in the total.

protocol

table size

𝑛

bit-length

𝑙

Communication (bit) LAN runtime (𝜇s) WAN runtime (𝜇s)

𝑏 = 1 𝑏 = 10
3 𝑏 = 10

5 𝑏 = 1 𝑏 = 10
3 𝑏 = 10

5 𝑏 = 1 𝑏 = 10
3 𝑏 = 10

5

ROTL
Section 5

4 8 1.6 ∗ 106 13569.5 299.2 1.6 ∗ 105 1312.26 19.34 2.7 ∗ 105 2190.37 29.21

16 16 1.6 ∗ 106 13873.5 604.4 1.6 ∗ 105 1320.45 20.31 2.7 ∗ 105 2197.06 34.04

64 32 1.6 ∗ 106 14245.5 977.6 1.7 ∗ 105 1376.65 22.45 2.8 ∗ 105 2298.02 36.12

256 64 1.6 ∗ 106 14825.5 1558.8 1.8 ∗ 105 1425.48 35.11 2.8 ∗ 105 2335.23 55.64

FLUTE+

Section 6

4 1 1.1 ∗ 106 8855.65 9.2 1.0 ∗ 105 65.20 13.93 2.0 ∗ 105 1685.75 19.28

16 2 1.1 ∗ 106 8899.65 65.2 1.1 ∗ 105 98.51 14.91 2.1 ∗ 105 1759.41 21.79

64 4 1.1 ∗ 106 9087.65 308.4 1.1 ∗ 105 104.92 16.13 2.3 ∗ 105 1831.21 23.67

256 8 1.1 ∗ 106 9851.65 1300.4 1.2 ∗ 105 308.40 47.53 2.3 ∗ 105 1854.67 57.93

Table 11: Detailed benchmark of the Arithmetic LUT with different table size 𝑛 and elements’ bit-length 𝑙 . We run each LUT in
batch size 100 000 and report average communication and runtime.

protocol

table size

𝑛

bit-length

𝑙

Communication (bit) LAN (𝜇s) WAN (𝜇s)

total online prep. total online prep. total online prep.

Scalable MPC [21]

4

≈ 32

8722 4 8718 44.17 0.050 44.12 596.50 1.01 96.40

16 34890 6 34884 169.53 0.050 169.48 385.92 1.01 384.91

64 1.39 × 105 12 1.39 × 105 677.98 0.050 677.93 1540.65 1.01 1539.64

256 5.58 × 105 16 5.58 × 105 2798.46 0.050 2798.41 6151.04 1.01 6150.03

ROTL (Ours)

Section 5

4

32

393.2 132 261.2 19.41 0.215 19.19 30.21 4.254 25.96

16 666.4 136 530.4 20.33 0.387 19.94 34.68 4.400 30.28

64 975.6 140 835.6 22.45 0.908 21.54 36.12 4.946 31.17

256 1428.8 144 1284.8 35.09 3.076 32.01 54.21 7.116 47.09

MAESTRO
†
[49]

16 4 27 16 11 0.3140 0.1289 0.1851 14.83 9.05 5.78

256 8 38 16 22 0.9250 0.1559 0.7691 21.38 10.68 10.70

ROTL (Ours)

Section 5

16 4 570.4 40 530.4 20.25 0.313 19.94 33.68 3.400 30.28

256 8 1332.8 48 1284.8 35.02 3.010 32.01 53.20 6.113 47.09

†
MAESTRO considers 3 participate parties.
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