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Abstract

Coinjoin is a collaborative Bitcoin transaction designed to enhance
users’ privacy by joining coins of multiple parties. Coinjoin imple-
mentations with a centralized trust-minimized coordinator have
mixed more than 391,000 bitcoins (B) since 2018. In June 2024, law
enforcement actions led to the shutdown of coordinators of all three
leading coinjoin designs—Wasabi 1.x, Wasabi 2.x, and Whirlpool—
prompting a proliferation of new independent coordinators.

Prior studies of this ecosystem offer little information beyond
coinjoin detection and aggregation of related statistics, primarily
due to the unavailability of information (intentionally) obscured
by coinjoins. To overcome this limitation, we combine on-chain
transaction analysis, coordinator monitoring, and active coinjoin
participation, complemented by tailored analysis and visualizations,
to: 1) provide a model for estimation of the number of active users
at a time, 2) detect previously unknown coordinators, 3) retrospec-
tively observe activity patterns of prominent parties, and 4) deliver
continuously updated insights into the ecosystem.

We show that while Wasabi 1.x remains inactive and recently re-
sumed Whirlpool exhibits little activity, the Wasabi 2.x mixing has
exceeded pre-shutdown levels under the new coordinator kruw.io,
which now accounts for 99% of mixed inputs (over 46,000 B in the
past 18 months) with raising concurrently active users now esti-
mated to 70+ in average coinjoin, providing the first data-based
estimate of the participants’ anonymity set. We revealed a previ-
ously unknown but significant coordinator active from early May
to November 2024, with a method capable of identifying emerging
coordinators. Although WW?2 conceals large-input wallet activity
more effectively than WW1, it is still detected by the proposed
transaction-centric liquidity analysis.
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1 Introduction

Coinjoins serve to increase the anonymity of financial assets within
the UTXO-based cryptocurrencies [15]. They help to protect partici-
pants against large-scale user monitoring, financial history profiling
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from target-seeking criminals, and discriminatory access to finan-
cial services. At the same time, they have also been used for obscur-
ing movement of stolen or illegally obtained digital assets, notably
by North Korea’s Lazarus group on several occasions, including the
recent February 2025 $1.5 billion Bybit hack [5]. From 2018 until
June 2024, Wasabi 1.x (WW1), Wasabi 2.x (WW2), and Samourai
Whirlpool (SW) represented the leading coinjoin implementations
relying on a centralized coordinator. SW was abruptly shut down
by the FBI in April 2024, followed by a voluntary shutdown of the
zkSNACKs’ WW?2 coordinator on June 1. The zkSNACKs coordina-
tor was subsequently replaced by new, smaller coordinators. These
events provide a timely opportunity to evaluate the operational
history and privacy guarantees of the coinjoin designs.

In general, packet mixing protocols [6] aim to obscure the link-
age between output and input messages, protecting participants
from attackers who observe or interfere with the protocol’s exe-
cution. Privacy depends on the anonymity set (i.e., the plausible
owners/recipients of an output) typically correlated to the num-
ber of active users. Coinjoin protocols apply this idea to on-chain
transactions, where a group of users creates a single collaborative
transaction, hindering the transaction’s input-output linkage by
attackers. So far, no data-based estimation of the number of active
users in the coinjoin designs was provided in open literature.

Initial studies in this field focus on the on-chain detection of
coinjoin transactions and gathered statistics on their prevalence
(e.g., [7, 14, 17, 18, 20, 23]). Failure to recognize that a coinjoin
involves inputs from multiple distinct wallets can lead clustering
algorithms [13] to erroneously merge unrelated address groups,
thus compromising the resulting data’s accuracy and usability. Be-
cause coinjoins are used by both lawful and unlawful actors, a more
accurate estimation and interpretation of anonymity from on-chain
data are necessary to avoid a one-sided interpretation.

Stitz et al. [18] analyzed WW1 and SW activity up to early
2022, while Wu et al. [26] modeled the economic incentives of
coordinator-based mixing. The Dumplings project [7] implemented
the extraction of coinjoin transactions based on various heuristic
approaches from published works. Previous studies assumed only
well-defined and public coordinators; that situation changed in May
2024, after which monitoring services such as LiquiSabi [21] and
Wabisator [1] emerged to inform users about the activity of known
post-zkSNACKs WW2 coordinators; with their scope limited only
to real-time summaries. No method for detecting unknown, non-
public coordinators has been devised so far.
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To overcome the aforementioned gaps, we investigate the fol-
lowing research questions:

RQ1: Which previously unknown or non-public coinjoin coordina-
tor services can be retrospectively identified using on-chain
observable transaction behavior?

RQ2: What temporal characteristics of coinjoin usage can be esti-
mated from on-chain data?

RQ3: How can the popularity, liquidity, and transaction frequency
of major coinjoin designs be retrospectively analyzed?

Contributions. To answer our research questions, we make the
following contributions:

e We present a practical method for identifying, filtering, and
pre-processing on-chain coinjoin transactions that, when
combined with the new coordinator attribution algorithm,
enables both retrospective and prospective detection of pre-
viously unknown, non-public coordinators (Sect. 4).

o Using real input and output distributions gathered from long-
term client-side participation experiments (Sect. 3), we de-
velop a data-driven estimator for the number of active wal-
lets, achieving practical accuracy with tight error bounds
(Sect. 4).

e We provide detailed insights into the operation and evolution
of three major coordinator-based coinjoin designs and their
coordinators, highlighting patterns of continuity following
the FBI-led shutdowns in 2024 (Sect. 5).

We release all processing tools' as well as a continuously updated
dataset? about past and currently active coordinators to support
informed decisions of privacy-seeking users.

2 Coinjoin background

Bitcoin’s UTXO-based transaction model [15] offers limited privacy,
exposing recipients’ addresses and transferred values. As outputs
become inputs in subsequent transactions, heuristic techniques (e.g.,
common input ownership and script-type analysis [3]) can often
reconstruct user activity. Attribution of a single address within a
cluster reveals a user’s financial history and approximate holdings.
To counter this, users have adopted privacy-enhancing mixing
protocols since 2011 [4, 9] to obscure input-output linkages.

Early mixing services such as Bitcoin Fog [9] and BitLaundry [4]
required sending funds to a trusted coordinator, who batched and
redistributed them with obfuscated outputs. These designs relied
on full custody and mapping knowledge held by the coordina-
tor, making them single points of trust. Collaborative transactions,
coinjoins [12], were introduced to preserve user control without
introducing custodial risk. Coinjoins contain inputs and outputs of
multiple users, typically with repeated output values, so that, from
on-chain observation, it is impossible to tell which combination of
inputs and outputs is owned by a single user. Modern coinjoin imple-
mentations rely on trustless coordination that avoids custody while
enabling the creation of such transactions. The coinjoin-specific
terms are summarized by Table 1. This study focuses on the most
widely deployed coinjoin variants: Wasabi 1.x (WW1) [27], Wasabi
2.x (WW2) [25], and Whirlpool (SW,AW) [19].

!https://github.com/crocs-muni/coinjoin-analysis
Zhttps://crocs-muni.github.io/coinjoin/
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Table 1: Basic definitions

Term Explanation

coin Transaction output (TXO), whether spent or unspent (UTXO), for which
a wallet controls the spending key; term used for readability.

anonset  Number of same-denomination outputs from WW1 transaction, i.e.
anonset(o) = [{o; € O :0; = 0}|, where O is the set of all coinjoin
outputs and = tests equality of outputs’ values; the anonset is computed
locally by each WW1 wallet for every UTXO (default target: 50).

anonscore A more advanced anonymity metric computed locally by WW2 wallets
for each UTXO. It is based on the number of equal-value outputs, but
also considers the anonscore of inputs and the possibility that one user
owns multiple same-valued outputs. (default target: 5; raised to 10 in
v2.5.1, Jan. 2025). Let the value-weighted average anonscore of inputs
of a user u be denoted as a,,, the minimum anonscore of his inputs as
my,, and let Oy, be a set of his outputs, and O be the set of all outputs.
Then the anonscore of 0 € O, is computed as

s if[{oi € 0O:0; =0} =1
as(0) = ay M, if|[{o; €0:0; =0} >1
[{oi € Oy :0; =0}

privacy  Value-weighted ratio of the total anonscores of all UTXOs in a WW2

progress  wallet to a target anonscore. A value of 100% indicates that all UTXOs
have reached or exceeded the specified target.

remix Proportion of coinjoin inputs that are remixed (outputs of another

rate coinjoin transaction) relative to all inputs, measured either by input
count or total input value (in B).

burn Absolute (wall-clock) or logical (number of intermediate coinjoins) time

time elapsed between output creation and its subsequent use as an input in
a later coinjoin transaction; captures age of the inputs used.

standard ~ Shared list of concrete values (in B) used by all other participating

denomi-  wallets for coinjoin transaction outputs to increase the likelihood of a

nation group of outputs with exactly the same value (i.e., denomination).

large A wallet that registers and remixes inputs of a significantly higher

wallet value (multiples) than from all other active wallets combined (for the

coinjoins in a specific time period).

All these coinjoin designs execute the following steps:

A) Active wallets (clients) periodically connect to a coordinator
API to determine the current coinjoin phase.

B) Wallets select coins and register them as coinjoin inputs at
the coordinator and prove their ownership.

C) After the input registration ends, wallets confirm that they
are still online and willing to participate.

D) Wallets register outputs, returning the value from own inputs
to newly generated own addresses.

E) For SW, the coordinator prepares the final transaction and
broadcasts it to the wallets for signing. For WW1 and WW2,
transaction is deterministically created by all wallets locally
from registered inputs and outputs supplied by coordinator.

F) Wallets verify the transaction and, if their included amounts
are correct, sign (unlock) their inputs.

G) The coordinator collects all signatures and broadcasts the
signed transaction to the Bitcoin network.

H) Wallets continue with step A). Once the transaction from
step G) has been mined, coins and their anonymity metrics
are computed.

If some of the wallets fail to confirm connection (step C), register
outputs (step D), or unlock their inputs (step F), typically due to
network connectivity issues, the coinjoin round is aborted (SW,
WWT1), or a smaller subset of active wallets is opportunistically
formed (i.e., “blame round” for WW2). The offending inputs are
removed and temporarily banned from subsequent participation


https://github.com/crocs-muni/coinjoin-analysis
https://crocs-muni.github.io/coinjoin/

CoinJoin ecosystem insights for Wasabi 1.x, Wasabi 2.x and Whirlpool coordinator-based privacy mixers

@bitcoind,Dumplings

Proceedings on Privacy Enhancing Technologies 2026(2)

((detect candidate coinjoins ] l

@ coinjoin metadata

@ [Bitcoin blockchain -|:H:|— @

020" 4

other coords. (g} =
o 0 o == coord. real-time API

A @ Coingoin :

! client coordinator our client

[ —— (zkSNACKs) (Wasabi Wallet)

/d/ 2) | Ocoins (utxos) @

__________ N 5

real-time coords.
metadata

coinjoin-analysis

—i(_filter false positives

AY
1

|
(
[

((detect coordinators ilil liquidity in time

[ relative transactions reorder

=< inter coords.
il jiquidity flows

l|/‘|/| wallets in time I

temporal inputs composition

)
)
)
tx-centric liquidity visualization ]
)
)

wallets participation prediction

Figure 1: Overview of coinjoin creation @—@ and coinjoin analysis @—@ steps. The steps with a green background denote

active data gathering and analysis performed in this paper.

for a defined time interval (i.e., “prison”) as a DoS prevention mech-
anism. The mixing process adjusted to implementation specifics of
different coinjoin designs is described in detail in Section C, with a
step-by-step example for mixing 1 B input. At a given time, only
currently online and participating wallets are active participants
contributing to the anonymity set of a given coinjoin transaction.

The coinjoin protocol steps A) to H) correspond to operations
@—@ on Figure 1, with the remaining operations @—@ cor-
responding to the data analysis steps described in Section 3 and 4.
The observed types of inputs and outputs are depicted on Figure 2.

MIX_ENTER MIX_LEAVE MIX_STAY MIX_REMIX

MIX_REMIX_FRIENDS MIX_REMIX_WW1 MIX_REMIX_FRIENDS_WW1
ww2 ww2 ww2

Figure 2: Input/output types observed in coinjoins. The upper
row depicts three generic types of transactions (cjtx) valid for
all three considered coinjoin designs, showing fresh liquidity
(ENTER input), outgoing liquidity (LEAVE output), unmoved
liquidity (STAY unspent output) and liquidity remixed in
later transactions (REMIX). The bottom row presents special
transaction types that avoided coordination fees (“friends-
do-not-pay”) in the WW2 zkSNACKs coordinator, where the
input originates from an existing WW2 or WW1 mix user.

wwi
anx

wwi
anx

2.1 Trustless central coordinator designs

WW1 was the first operational implementation of the ZeroLink
protocol [2]. After its release in 2018, WW1 supported only single-
denomination coinjoins with a fixed output size of approximately
0.1 B. In 2019, version 1.1.0 introduced support for multiple output
denominations (e.g., 0.2, 0.4, 0.8 B).

WW?2 is an implementation of an improved protocol called
WabiSabi [8], which allows for arbitrary output denominations,
independently selected by each client based on all registered inputs.
Both WW1 and WW2 initially operated under a single major co-
ordinator, the zZkSNACKs company [29], which developed Wasabi
Wallet and the associated coordinator as open-source software.
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WW1 zkSNACKs coordinator was shut down on 19th May 2023
in favor of superseding the WW?2 design. Following the voluntary
shutdown of zkSNACKs WW?2 coordinator on June 1, 2024 (citing
legal uncertainty), multiple competing smaller WW2 coordinators
were established, with at least four still operational.

SW is another implementation of the ZeroLink protocol. The
coordinator, operated by the Samourai group, managed four distinct
pools, with a specific output denomination: 0.001, 0.01, 0.05, 0.5 B
(denoted as 100k, 1M, 5M, 50M) and was shut down by FBI actions
on 24th April, 2024. Initially, each pool conducted small coinjoins
with a 5x5 input/output structure, later expanding to allow 8x8
transactions, all with the same pool-specific output denomination.
Any fresh input is first split into outputs of the pool’s standard
denomination using a so-called TX0 transaction. A new Whirlpool
coordinator by the Ashigaru group was started on 31st May 2025
with two pool sizes of 0.025 and 0.25 B (denoted as 2.5M and 25M).

Each design has a different fee structure, primarily consisting
of a coordination fee (paid to the coordinator, might be 0%) and a
mining fee (always paid to Bitcoin miners). Additionally, a client
wallet may leave a (typically small) residual value that cannot be
allocated to standard output denominations, which is then collected
by the coordinator as a hidden “tip” (see Section G for more details).

2.2 Related Work

Stiitz et al. [18] introduced methods for detecting WW1 and SW
coinjoins and analyzed the Bitcoin blockchain up to February 2022,
reporting counts of coinjoins, mixed volume, and an upper bound
on mixing entities based on on-chain heuristics. Our work refines
these estimates and extends them to WW1, WW2, and SW coin-
joins, providing higher-resolution analysis that reveal the activ-
ity of larger wallets. We utilize existing coinjoin detection tech-
niques [7, 17, 18, 20, 23], already included in Dumplings project [7],
but apply additional post-processing: false positives detection based
on expected connectivity between subsequent coinjoin transactions
together with expected transaction flags and transaction reordering
with respect to its default order given by mining time for less noisy
analysis.

Wau et al. [26] proposed a generic model of mixing services and
compared the mechanisms used by trusted-coordinator services
with those used by WW1. They collected WW1 transactions via
the public API and estimated the profits generated by coordination
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fees through February 2020. Similarly, we collect public API data
for post-zkSNACKs WW?2 coordinators and utilize it for unknown
coordinators detection.

Moser and Bohme [14] collected data on JoinMarket’s offers by
monitoring its IRC channel. They reported statistics on the amount
of Bitcoins offered for mixing as well as the fees demanded for the
use of the funds. Further, they used a heuristic for on-chain detec-
tion of JoinMarket transactions and compared the volume of the
detected transactions with the volume assumed based on changes
in the observed offers. Our work does not focus on JoinMarket-type
of coinjoins without a centralized coordinator, but we utilize the
basic idea of client-side participation to obtain better insight for
on-chain data analysis.

Gavenda et al. [10] presented a generic approach for analyzing
coinjoin transactions based on possible input-output mappings,
demonstrating the infeasibility of this approach for large-enough
WW?2 transactions. Further, they showed that a large proportion of
coinjoin outputs is spent in a privacy-harming manner.

The Dumplings project [7] provides baseline coinjoin transaction
detection from on-chain data along with aggregate liquidity analysis
up to November 2021. In our work, we incorporate Dumplings as a
component of our pipeline, applying additional post-processing to
reduce both false positives and false negatives in its outputs.

As information about the activity of different WW2 coordinators
is crucial to users, several services providing basic data on current
liquidity and completed coinjoin transactions emerged after the
zkSNACKs coordinator shutdown. We are aware of two such cur-
rently running services, LiquiSabi [21] and Wabisator [1]. While
these liquidity monitoring services focus on statistics on the cur-
rent activity of the coordinators to facilitate informed selection of
a current coordinator, we provide more detailed insights covering
the whole eight-year history.

3 Client-side experiments

On-chain data provides only partial information about finalized
coinjoins, reducing elaborate participant interactions only to the
published transaction. In particular, all intermediate details known
to a coordinator, such as the duration of the coinjoin orchestration,
timing of input registrations, inputs that failed to sign the transac-
tion, or precise time of transaction broadcast, are not preserved in
on-chain data. Additionally, data visible only to the client, such as
coin distribution, selected inputs and outputs, and changes in coin
anonymity scores are also absent from on-chain records.

To obtain client-side insight missing from on-chain data, we con-
ducted experiments using client wallets that actively participated
in coinjoins across all three designs, covering different time periods
and varying client configurations. By controlling the client wallet,
we were able to capture temporal data from the client’s perspec-
tive, offering a (partial) ground truth for the coinjoins in which we
participated. This data is crucial for the estimation of the number
of actively participating wallets and the related anonymity set.

We used unmodified client software wallets to participate in
WW1, WW2 and SW coinjoins to prevent any unintentional mod-
ifications to the client’s behavior. All implementations produce
some level of logging into log files, in addition to the information
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displayed by the wallet graphical interface. Additionally, WW2 pro-
vides detailed information upon listcoins and gethistory RPC
requests. Section J lists collected information in details. To protect
the privacy of other users involved in the same coinjoins, we do not
release the full dataset from these specific client-side experiments.
Instead, we provide only aggregated results along with interpretive
analysis.

3.1 Wasabi 2.x client experiments

The experiment was designed to capture the ground truth mapping
of inputs to outputs, observe wallet behavior when targeting an
anonymity score (anonscore) higher than the default and provide
client-side characteristics which are not observable in the resulting
on-chain data. As a result, we can later estimate the number and
duration of participating wallets.

We conducted two experiments with the latest wallet versions
available at the time: the first in May 2024 using the zkSNACKs
coordinator with Wasabi Wallet 2.0.7.1 and target anonscore 25
(called as25 experiment), and the second in March 2025 using the
kruw.io coordinator with Wasabi Wallet 2.5.1 and target anonscore
38 (as38). The first experiment provided client-side insight while
zkSNACKs was still operational, and the second confirmed these
characteristics under the new dominant coordinator, kruw.io. The
total cost spent on mining and coordination fees was roughly $600
for each experiment at a time: as25 costing totally 1,003,653 sats
(~4,047 sats/tx, 78.4% on mining fees) and as38 costing 665,959 sats
(~1,586 sats/tx, 62.7% on mining fees).

3.1.1  WW2 experiment design. The target anonscore of 25 was
selected based on prior smaller experiments indicating that such an
anonscore could be reached within one day. The target anonscore
of 38 was set to be average between the lowest and highest value
anonscore limits offered by the 2.5.1 version, yet also finishing
within one day.

We manually set the target anonymity score (25 or 38), with all
other wallet settings remaining at their defaults. Each iteration of
the experiment (called session) began with the wallet loaded with a
one coin (utxo) having an anonscore of 1. The wallet was allowed to
automatically participate in coinjoins until all resulting output coins
reached the target anonscore. If mixing did not complete within 24
hours, primarily due to coins being temporarily banned by the co-
ordinator, the session was stopped. After each session, the wallet’s
coins (excluding temporarily banned ones) were consolidated into
a single coin in an otherwise empty wallet before starting the next
session. Throughout the process, all intermediate anonymity scores
and client logs were recorded and analyzed.

For as25 with zkSNACKs coordinator, we conducted 16 sessions
with ~0.1 B} and 7 sessions with ~0.2 B with identical wallet settings.
In total, we participated in 206 coinjoins, resulting in 858 our coins
with known input-output mappings. For as38 with kruw.io coordi-
nator, only sessions with ~0.1 B initial liquidity were executed as
no significant difference between 0.1 and 0.2 B sessions from as25
was observed. In total, we participated in 395 coinjoins, providing
1,955 coins with known input-output mappings for our wallet.
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3.1.2  WW2 results. The results provide crucial insight into client-
side behavior not otherwise retrievable from on-chain data. We use
the insight to interpret on-chain data as described in Section 4.
The behavior observed in both as25 and as38 was remarkably
similar with the following relevant differences: The average anon-
score gain (increase of sum of anonscores over all wallet coins) per
single coinjoin was 9.33 and 7.9 respectively. Achieving the target
anonscore required on average 8.95 (as25) and 17.17 (as38) coin-
joins® (see Figure 3). On average, our wallet participated only in half
of all coinjoins created under zkSNACKs coordinator (as25) within
the activity time period, while in almost all coinjoins for kruw.io
(as38). The reason for the difference is that zkSNACKs started cre-
ation of a new coinjoin while the previous was finalizing (effectively
two coinjoins in parallel), while kruw.io waited till finalization of
the previous one. The stability of average anonscore gain (Figure 3)
influences the expected number of coinjoins a wallet will actively
participate in, before it reaches the desired anonscore target.

Progress towards fully anonymized liquidity (as=25&38) Change in anonscore weighted (as=25838)

3
8

0.1 btc (as=25)
@ AVG (as=25)
0.1 btc (as=38)
AVG (as=38)
y 4t 0.2 btc (as=25)
S @ G (as-25)

1477

0.1 btc (as=25) 11.08

- AVG (as=25)
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AVG (as=38)
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~
8
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R

Privacy progress (%)
g
©
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35 7 9 1 1315 17 19
Number of coinjoins executed

Figure 3: Privacy characteristics across consecutive coinjoin
sessions targeting an anonscore of 25 for zkSNACKs (blue,
05/2024) and 38 for kruw.io (red, 03/2025). Thin lines corre-
spond to individual sessions, while thick lines denote the
average over sessions of the same type. The increase in pri-
vacy progress (left) reflects how long a wallet typically con-
tinues mixing before all coins reach the desired anonymity
target. The anonscore gains per single coinjoin (right) show a
comparable average anonymity gain across two tested coordi-
nators, regardless of the initial wallet holdings and sequence
of coinjoins in a given session.

The average number of inputs or outputs considered separately
(Figure 4) is approximately the same for as25 and as38 experiments
with 2.72 and 3.68 for inputs, and 4.15 and 4.95 for outputs. The
average number of inputs is initially lower due to a small number
of coins available in the wallet—starting each session with a single
coin; but when enough output coins are available in the wallet
(roughly 20 coins after around 10 coinjoins), it stabilizes as visible
for as38 in Figure 4. The average number of outputs has been con-
sistent since the very first coinjoin in each session, independently
of the number of coins in the wallet. However, the same does not
hold for evaluating specific pairs of numbers for inputs and outputs.
The as38 experiment tends to participate with observably more
inputs and outputs (Figure 5) due to a evolution of the wallet’s
coin selection algorithm®. We therefore use specific distribution
(as25/as38) for prediction of the number of participating wallets
under corresponding coordinator (Section 4.4).
3Influenced directly by the target itself, but also by the number of other participating

wallets, which is estimated to be roughly the same for as25 and as38 (Section 4.4).
4CoinJoinCoinSelector.cs:SelectCoinsForRound()
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Figure 4: Number of registered inputs (left) and outputs
(right) in progressing coinjoins, including average. The num-
ber of registered inputs initially grows with each coinjoin,
as the wallet lacks sufficient coins available for registration,
but eventually plateaus once enough partially mixed outputs
have been generated through prior coinjoins. By contrast,
the number of registered outputs remains relatively stable
from the outset, being only mildly affected by the number of
wallet coins, with only minor variations depending on the
wallet’s total holdings, used for the prediction of the number
of participating wallets.
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Figure 5: Frequency (%) of registered numbers of inputs and
outputs for zkSNACK:s (left, wallet version 2.0.7.1) and kruw.io
(right, version 2.5.1). The latter typically involves more inputs
and outputs, reflecting an evolution in the coin-selection
algorithm and underscoring the importance of accounting
for the expected client version when interpreting historical
data for the estimated number of participating users.

The default anonscore at the time of as25 experiment recom-
mended by the Wasabi Wallet, Trezor Suite, and BTCPay Server
in May 2024 was 5, and was increased to 10 at the time of as38
experiment. Note that although our targets exceeded the wallet
default, behavior at lower values remains analyzable.

For 21 out of 23 sessions of as25 experiment, the anonscore of 5
was achieved for all outputs during the very first coinjoin of each
session. This implies that if an anonscore of 5 was used instead
of 25, only two sessions would continue mixing after their first
coinjoin, producing observable remixed liquidity, while all others
would stop and produce no remix liquidity at all®. On the contrary,
no session out of 23 for as38 reached anonscore 10 during its first
coinjoin, always requiring at least two coinjoins and contributing
with remix liquidity—making input to output linking more difficult
for an attacker, as fully mixed output is at least two coinjoins away
from its original fresh input.

SWasabi Wallet v2.0.6 introduced a safety feature requiring at least two coinjoins for
the first deposit into an empty wallet.


https://github.com/WalletWasabi/WalletWasabi/blob/2fedb00240be028edaf4a30ebc5cba0544336460/WalletWasabi/WabiSabi/Client/CoinJoin/Client/CoinJoinCoinSelector.cs#L50C30-L50C49
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3.2 Wasabi 1.x client experiments

We used Wasabi Wallet 1.1.11.1 during June, September, and De-
cember 2020 to execute 7 coinjoin sessions (total 11 coinjoins) using
default settings with anonymity set (anonset) target of 50. Note that
WW1’s and WW2’s anonymity metrics are not directly comparable.

Input coins for coinjoin have to be selected manually and mix-
ing does not start automatically. As any number of inputs can be
registered into a single coinjoin, we registered 1-3 inputs to achieve
the minimal value to form at least one output for the smallest
(and most common) standard output denomination (around 0.1 B,
slightly varying in time based on coordinator-side settings).

Mixed outputs tend to reach the default (=50) anonset threshold
already after a single coinjoin. Out of seven separate mixing ses-
sions, only two required a second, and only one a third coinjoin.
Unlike WW?2, only one standard-denomination output per wallet is
allowed, with surplus value returned as change—yielding typically
two outputs (std. denom. and change) per wallet.

As WW1 saw only limited activity, once WW2 became oper-
ational in mid-2022, more recent, extensive, and representative
experiments were no longer possible.

3.3 Whirlpool client experiments

For SW, the number of participating client wallets in a single coin-
join is known and equal to the number of coinjoin’s inputs; the
SW wallet will register only a single own input per coinjoin. The
subsequent remixes are free of charge (including the corresponding
mining fee paid by fresh inputs coming from TX0). The active wal-
lets are queuing a subset of their already mixed coins for these free
remixes, occasionally being selected randomly by a coordinator for
participation in coinjoins. To estimate the number of wallets active
at a given time (approximating the potential anonymity set), we
rely on three parameters: (1) the queue length of coins awaiting
remix, (2) the fraction of our inputs selected by a wallet, and (3) the
probability of being chosen for participation. Through prolonged
participation with our wallet, we directly measure (2) and (3); com-
bined with observed coinjoins and their remixed inputs, we can
infer (1)—the remix queue length.

We used the SW client embedded in Sparrow Wallet [24] for 47
days from November to December 2021 (Sparrow version 1.5.2, SW
version 0.23.27) and for 55 days from July to September 2023 (Spar-
row version 1.7.7, SW version 0.23.36) with 100k (45 executed coin-
joins), 1M (160 coinjoins) and 5M (44 coinjoins) pools at Samourai
coordinator (Table 2 in Section H). The cost of all experiments com-
bined was roughly ~$130 paid on mining (~20.9%) and coordination
(~79.1%) fees.

In total, 249 coinjoin transactions were executed in seven non-
overlapping time intervals, always starting with its own new fund-
ing transaction TX0 providing input coins for a given pool. The
first mix for each coin happens quickly, as the coordinator waits
only for one fresh coin from another wallet, the rest being ran-
domly selected from coins in the free remix queue. After a wallet
observes the announcement of a new potential coinjoin transaction
by the coordinator, it registers one randomly selected coin with
the same denomination into the free remix waiting queue. As a
result, the probability of participation in a coinjoin as a free remix
input shall correspond to the ratio of the number of free remixes
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our wallet participated in to the total number of free remix inputs
in all coinjoins executed during the same period. We observed the
following minimum/maximum queue lengths: 589/1180 (100k pool,
2023), 146/340 (1M pool, 2021), 355/355 (1M pool, 2023), and 172/282
(5M pool, 2023), corresponding to the estimated anonymity set of
other active wallets, with more details in Section H.

3.4 Active querying of coordinators API

We collected a ground-truth dataset of coinjoin transactions mapped
to their coordinator using two independent methods: 1. periodic
queries to wasabist.io and wabisator.com aggregators, and 2. direct
queries to the list of known coordinators via their coordination
API (human-monitor and status commands). Due to temporal
outages on the aggregators and our collection sides, none of the
collected lists are fully complete. Figure 6 shows the daily number
of transactions available in different datasets, together with the
number of transactions initially not attributed by any ground-truth
mapping (red area, 6.88%). The notable gap is from May to early
July, before public monitors and our active API monitoring were
fully operational, and then occasional collection outages.

Daily coinjoin transactions attributed by different ground-truth datasets (post-zkSNACKs)

—-— dataset: crawl_wasabist
dataset: crawl_wabisator
dataset: crawl_crocsapi
all: dumplings + crawl_*
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Figure 6: Coverage of the crawled dataset with ground-truth
mappings of coinjoin transactions to their coordinators.
The crawl_wasabist dataset (blue) represents the earliest
coordinator monitoring, but ended in August 2024. The
crawl_wabisator dataset (orange) began shortly thereafter
and contributes the majority of mapped transactions, re-
maining active with occasional outages. The crawl_crocsapi
dataset (green) offers detailed coordinator statistics collected
at one-minute intervals, but until June 2025, only for selected
coordinators. The red areas mark periods of coinjoin activity
without corresponding ground-truth mappings—outages and

activity of unknown coordinator(s).

The original zZkSNACKs coordinator also provided an API to
obtain TXIDs of finalized transactions currently waiting in the
mempool. However, it is no longer provided by the new coordi-
nators, but it can still be reliably inferred from the time and the
composition of inputs. No public API is now running for WW1.

The aggregated ground-truth dataset with mappings used for
evaluation is created using transactions, for which at least one par-
tial dataset provides a mapping. When combined with all coinjoin-
like transactions extracted from blockchain using Dumplings (only
post-zkSNACKSs transactions are considered), the difference (red)
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highlights transactions with missing attribution to their coordinator—
the target of our coordinator attribution algorithm (Section 4.2.1).
The list of collected ground-truth mapping of transactions to coor-
dinators is made public.

4 On-chain data analysis

We analyze all historical coinjoin transactions created using Wasabi
1.x (WW1), Wasabi 2.x (WW2), and Whirlpool (SW), extracted
fromthe Bitcoin blockchain. We use additional insight obtained by
active participation in coinjoin rounds to observe wallets’ behaviors
and gather empirically observed parameters described in Section 3.

The time analysis period starts with the first ZeroLink-based
coinjoin 2018-07-19 (WW1) and ends with the recent cutoff time
10th November 2025 before this paper finalization.

Given the extensive dataset—encompassing over half a million
coinjoins over an 8-year period—and the numerous visualizations
generated from this analysis, we focus on presenting only the results
relevant to our research questions (RQs) and illustrating the analysis
methodology used. Additional results are presented in the Appendix
and online®.

4.1 Methodology

All finalized coinjoin transactions are permanently recorded on
the Bitcoin blockchain, allowing for retrospective extraction and
analysis of historical trends and events of privacy mixes. We use
three base projects in the analysis pipeline:

o bitcoind [16] for retrieving Bitcoin blockchain;

e Dumplings [7] for detection of coinjoins;

e coinjoin-analysis project (newly developed) for all subse-
quent analysis of coinjoin data.

For all three coinjoin designs, the following processing steps are
performed as shown in Figure 1 (steps @—@):

(1) Discovery of candidate coinjoin transactions @: usage
of Dumplings tool [7] to heuristically detect and extract
on-chain coinjoins.

(2) Rectification of misclassifications and misplacement
@: removal of false positives (non-coinjoin transactions),
misclassifications (postmix spent instead of coinjoin transac-
tions) and misplacement (relative disordering of transactions
due to mining fee spikes).

(3) Attribution to coordinator @: detection of the coordi-
nator of a given coinjoin based on active monitoring and
retrospective heuristic attribution (Section 4.2.1).

(4) Extraction of metadata from coinjoin series @: de-
tection of liquidity events (amounts and numbers of coins
entering, staying in, or leaving given mix pool), fees paid,
and retrieval of system parameters over time.

(5) Analysis and visualization of trends @: Visualized global
trends in time and detection of notable events.

Additionally, we independently implemented a subset of the
functionality—coinjoin detection and basic liquidity statistics—into

Shttps://crocs-muni.github.io/coinjoin/
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the BlockSci project’ (C++) for basic validation of the results ob-
tained. While BlockSci provides superior analysis performance (sec-
onds to detect coinjoins after an initial blockchain synchronization
when 256 CPU cores were used), it also requires a machine with
at least 500GB RAM due to in-memory blockchain representation.
The coinjoin-analysis (written in Python) performs the computation
while requiring less than 100GB of RAM. The processing for both
coinjoin-analysis and BlockSci highly benefits from additional CPU
cores due to internal tasks parallelization. No GPU acceleration is
used.

4.2 Coinjoin pre-processing algorithms

4.2.1 Coinjoin discovery algorithm. For WW1 and SW, we applied
the default coinjoin discovery from the Dumplings project, based
on Stiitz et al. [18]. The algorithm leverages knowledge of out-
put denominations, expected input-output counts, limited address
reuse, and predefined initial pool transactions, followed by graph
traversal (for SW).

For WW2, we decreased the required minimal number of inputs
from 50 (Dumplings’ default) to 15 to account for smaller transac-
tions created by new coordinators after zkSNACKs was stopped
(May 2024). The resulting increase in the number of false positives
is mitigated by a subsequent false positives detection algorithm.

The Dumplings project also provides lists of pre-mix (transac-
tions immediately preceding a coinjoin) and post-mix (immediately
following) transactions. In practice, we observed that some gen-
uine coinjoins—particularly in SW—were misclassified. To address
this, we reprocess all pre- and post-mix transactions using coinjoin
detection rules and reassign misplaced ones to the coinjoin set.

As the initial set of coinjoins is a crucial input for subsequent
analyses, we also re-implemented the mentioned coinjoin detection
into the BlockSci project for an independent verification of results.
After comparison with a list of all finished coinjoins obtained by
actively querying running coinjoin coordinators, we obtained a
perfect match for SW transactions and a near-perfect match for
WW1 and WW2 transactions. All differences were manually iden-
tified as misclassifications of the Dumplings project (all discovered
by false positive detection) or (rare) cases of completed coinjoin
transactions announced by a coordinator, but never recorded to the
blockchain ledger. The latter case happens when one or more inputs
are double-spent before a finalized coinjoin transaction was mined
into a block—typically due to a transaction stuck in the mempool
during a sudden mining fee increase and the original input owner(s)
decided to move their funds earlier.

4.2.2 False positives removal. We filter transactions returned by
the coinjoin discovery algorithm using two false positives detec-
tion rules based on additional context of coinjoin transactions not
utilized by the discovery algorithm:

1) Missing links to other coinjoins: All three designs rely on
remixing to expand the anonymity set, so links to adjacent coinjoins—
either as inputs or outputs—are expected. The only legitimate ex-
ceptions are initial coinjoins (with no input linkage) and final ones
(with no output linkage) within a given coordinator’s active period.

"https://github.com/crocs-muni/blocksci


https://crocs-muni.github.io/coinjoin/
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Transactions lacking any such connections are very likely to be
false positives.

2) Excessive number of reused addresses: Usage of the same
locking script (address) directly reveals ownership by the same
entity and is therefore intentionally avoided by all coinjoin wallets,
except for occasional implementation bugs. No or almost no address
reuse is therefore expected and transactions with more than 30% of
address reuse are almost certainly false positives.

3) Unexpected transaction properties: if coinjoin-like transac-
tions exhibit flags or formats not seen in transactions produced by
known coinjoin software, we analyze them and mark them as false
positives. In particular, we excluded all transactions with single
non-standard denomination change output, RBF enabled and no
Taproot outputs for WW2.

For WW1, WW2 and SW, we detected 402, 4026 and 0 (zero)
false positives, respectively. The SW detection likely contains no
false positives due to very specific structure of its initial splitting
transaction TX0 (outputs corresponding to pool size, OP_RETURN
output), fixed structure of its coinjoins (same number of inputs and
outputs, same value of all outputs equal to pool size) and remix
connections to other existing coinjoins; all utilized by the default
discovery algorithm.

The decreased threshold (down to 15) for a number of inputs for
WW2 naturally resulted in an increased number of false positives,
which we mitigated by detecting candidates with a missing con-
nection to any other coinjoin or exhibiting a high level of address
reuse. We manually verified all the candidate false positives and
continue to add them daily to an exclusion list.

Note that in all cases, an active attacker might intentionally craft
a transaction looking exactly the same as a genuine coinjoin, poten-
tially even using outputs from real coinjoins to confuse detection
algorithms used. One possible motivation to do so might be to an-
ticipate a future exclusion of any coinjoin transaction from address
clustering performed by chain analysis companies due to broken
assumptions behind common input ownership heuristic. However,
creating a coinjoin-looking transaction outside a set of transactions
finalized under any known coordinator (obtainable by active moni-
toring of its API) will make such a transaction distinctive. We are
not aware of any such suspicious transaction, but the required API
data is missing retrospectively for certain time periods.

4.2.3 Retrospective relative transaction reordering. Most coinjoin
designs require that an output from a prior coinjoin receive at least
one block confirmation before it can be used. Although querying
the coordinator’s API at broadcast time would allow precise or-
dering of coinjoins, such data is unavailable to us retrospectively.
While each block includes a timestamp, relying on it for transaction
ordering is problematic: (1) multiple coinjoins may be included
in the same block despite being broadcast at different times, and
(2) a coinjoin broadcast earlier may appear in a later block due
to underestimated mining fees. These inconsistencies introduce
noise into analyses, especially when fees spike abruptly, delaying
transaction confirmation and dispersing related coinjoins across
multiple blocks. This degrades metrics such as “burn time” (time
till a coin is remixed) and mix value flows tracking.

For WW2, which features a high remix ratio (typically exceeding
90%), we developed a relative reordering algorithm to compensate
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for the absence of reliable broadcast timestamps. The algorithm is
not applicable to SW and only marginally to WW1, due to their
low remix rates and sparser transaction linkages.

To obtain a baseline for evaluation, we performed active monitor-
ing of the WW2 zkSNACKs coordinator (as described in Section 3.4).
We collected TXIDs and times of appearance in mempool for coin-
joins created from May 2024 until the zkSNACKs’ shutdown on
June 1st. During this period with stable mining fee, 94.95% of 1129
coinjoins were confirmed within 12 blocks (roughly 2 hours) of
broadcast—which we use as a threshold below which we do not
reorder transactions. We also do not reorder transactions with a
difference bigger than 2 weeks, which is unlikely to be caused by
a delay in mining, but is typically caused by the start of a new
coordinator instead.

The reordering process then involves the following steps:

(1) For each coinjoin cj, estimate its timestamp #(¢j) as the min-
ing time of its block.

(2) Construct a partial order < on coinjoins based on input-
output dependencies: if ¢j,, consumes an output from cj,,
then cj, < ¢j,. The relation also includes all pairs implied
by transitivity.

(3) For each ¢j, < ¢jm, such that t(cj,) > t(¢jpm) and 2-hours <
t(cjn) — t(cjm) < 2-weeks, set t(cjn) = t(cjm).

(4) Estimate burn time of output of ¢j,, spent in ¢j, as the size of
the longest chain from c¢jy, to ¢j,, rather than absolute block
height differences.

This method significantly improves temporal analysis, as illus-
trated in Figure 7, by the removal of periods with artificially high
burn times, and by a tighter collocation of fresh liquidity inputs
originating from the same wallet.

Transaction time from block timestamp  After retrospective relative reordering
No compensation for non-std. remixes  After non-standard remix detection
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Figure 7: Impact of post-processing and temporal inputs
composition of the same time period. Each vertical bar cor-
responds to one single coinjoin transaction with sub-bars
color-coded according to Section 4.3.1. The fresh input pat-
terns (blue, green) and burn time patterns (gold to brown)
are significantly improved, with more accurate resulting In-
terim pool’s liquidity increase (blue line, Sect.4.3). The red
circle marks the period when a large wallet introduced fresh
liquidity over several consecutive coinjoin transactions, pro-
ducing a temporary rise in Interim liquidity followed by a
decline once the coins were mixed and spent. Without post-
processing (left), the visualization fails to correctly capture
both the liquidity inflow time and its remix duration.
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4.2.4  Attribution of coinjoins to their coordinators. The core chal-
lenge lies in accurately mapping coinjoin transactions to their coor-
dinators if multiple were running in parallel for the same coinjoin
design. While active querying of a coordinator’s API can definitively
attribute transactions, such querying is only possible in real-time
and cannot be applied retrospectively. Furthermore, some coor-
dinators are not publicly known, precluding any direct queries
altogether. This task is now particularly relevant for WW2, as its
client wallet allows users to easily switch between coordinators.

We employ a heuristic based on remix behavior. Using analy-
sis of inter-coordinator remix rate for transactions with known
ground-truth mapping to their coordinators (see Section D.1), we
established that a substantial proportion—typically at least 40%—of
remixed outputs are quickly reentering into coinjoins coordinated
by the same operator as shown on Figure 13. Thus, if a coinjoin in-
cludes a dominant fraction of remixed inputs previously associated
with a known coordinator, it can be attributed to that same coordi-
nator. In scenarios where a coordinator ceases operation, previously
linked wallets stop mixing until users eventually (not immediately)
transition to a different coordinator by manually reconfiguring
their wallets.

Finally, coinjoin sequences attributed to the same coordinator
are merged, accounting for possible inactivity before or after each
sequence. This temporal context refines attribution by distinguish-
ing separate coordinators from temporary disruptions. The detailed
rationale for parameters selection and analysis of algorithm’s sen-
sitivity to missing attributions is provided in Section D.

Using the described methodology, we attributed early coinjoin
transactions for a range of known smaller coordinators before active
API monitoring (see Section 3.4) was started. We also found addi-
tional, previously unknown coordinators, which operated only in
2024 and produced the earliest transaction from all post-zkSNACKs
coordinators (denoted as unknown_2024_e85631 / 28ce7b in Table 3).
See Section E for more details on their properties.

RQ1
RQ1: Which unknown coordination services can be retrospec-
tively identified using observable transaction behavior?

The difference between transactions gathered by API monitor-
ing from all known coordinators and all coinjoin transactions
recorded on blockchain provides candidates for ones from un-
known coordinators; a feature suitable both for retrospective
as well as, almost real-time, future detection. When combined
with the attribution algorithm (Section 4.2.4), we found two
distinct clusters of transactions by past unknown coordinators
operational between May and November 2024 (see Section E),
mixing 46.89 B and exhibiting practically no remix with any
other coordinator; behavior which would be consistent with a
non-public coordinator.

4.3 Coinjoin visualization algorithms

Preprocessed data, using the techniques described in Section 4.2,
enable analysis of coinjoin-wide ecosystem dynamics, coordinator-
specific behaviors, and notable observable events, with the goal of
visualizing coinjoins over time to facilitate inspection and identifi-
cation of temporal trends.
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All Bitcoin transactions, including coinjoins under the same
coordinator (mix, pool), can in principle be represented as a directed
acyclic graph (DAG) with transactions being nodes and outputs used
as inputs being edges. However, due to the significant number of
coinjoin transactions executed, each potentially involving hundreds
of inputs and outputs, naive DAG visualization is not beneficial for
the analysis of temporal events.

As the main goal of coinjoin is to obfuscate the link between
users’ fresh inputs entering and outputs leaving it, we primarily
focus on visualizations capable of capturing users’ funds entering
and leaving the pool.

4.3.1 Temporal inputs composition. To visualize coinjoins sequen-
tially in time, we utilize a stacked bar graph where each coinjoin
corresponds to one bar stacked from sub-bars capturing inputs of
the same type (Figure 2) and visualized with a specific color. We
use the following coloring scheme for inputs as shown on Figure 7:
fresh MIX_ENTER (blue), postponed® fresh liquidity (light blue),
remixed (colors from gold to sienna based on a remix burn time
with darker hue for higher burn times) and remix from “friends”
(green). The corresponding sub-bars are stacked in the same order
from the bottom of a graph with fresh inputs at the bottom, remixes
in the middle and “friends” inputs at the top.

The overall height of the stacked bar corresponds to a combi-
nation of all inputs of the same type—either the combined value
in B or a number of such inputs. Such a visualization captures
accurately temporal changes in the absolute value (notnorm) or
number of inputs for each separate coinjoin, but does not allow
easy comparison of patterns formed by intermediate sub-bars due
to uneven height of bars. We therefore create also normalized
(norm) versions of these two graphs, resulting in four primary
versions: value&notnorm (suitable for spotting patterns related to
absolute input value), value&norm (remix patterns related to value),
numbers&notnorm (patterns of absolute input numbers) and num-
bers&norm (remix patterns related to number of inputs). The Fig-
ure 7 shows a typical case for the normalized number of inputs for
WW2. Figure 8 captures a wallet’s WW1 mixing session duration
and the correlation between its fresh and mixed coins.

4.3.2  Transaction-centric liquidity visualization. Past studies [7, 14,
18, 23] have estimated the amount of liquidity entering coinjoin
pools by measuring the value of fresh inputs in detected coinjoin
transactions. While this method captures the initial inflow of funds,
it offers limited insight into the subsequent behavior of those inputs
and tends to overestimate the actual value that was effectively
mixed. For instance, if a coinjoin includes a very large input that
exits immediately as a similarly large, easily distinguishable output,
this non-standard output likely retains little to no anonymity and
can be excluded from further mixing analysis due to its minimal
anonymity set. To address this limitation, we propose a transaction-
centric liquidity visualization approach that tracks not only the
initial entry of funds into the pool but also the ongoing behavior of

8A fresh input may not be completely mixed into standard denomination outputs in
single coinjoin due to its (larger) size, becoming a non-standard output and entering
mix again in subsequent coinjoin.

Inputs to WW?2 not paying zkSNACKs coordination fee as they are coming directly
from WW1 or other WW2 user.
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wallets managing that liquidity. This enables a more accurate and
nuanced understanding of real mixing activity over time.
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Figure 8: Visual detection of large wallets behavior in WW1.
The upper sub-graph (values&notnorm) detects the length of
mixing and subsequent spending of mixed outputs where in-
terim liquidity decreases down to the initial level (coinjoins
around 90, highlighted by a red circle) or input without fur-
ther mixing with no impact on pools liquidity (coinjoin 189).
The lower one (numbers&norm) captures correlation of fresh
inputs (blue) with a significant influx of older ones (brown)
possibly coming from the same wallet (coinjoins around 650-
750). The remaining two variants (numbers&notnorm and
values&norm, not shown) are typically suitable for inspec-
tion when an excess number of small inputs are present.

Inputs and outputs of each coinjoin transaction can be inter-
preted as updates to the overall liquidity state of the shared mixing
pool under a given coordinator. Specifically, a previously unmixed
input (MIX_ENTER) represents an inflow of fresh liquidity, increas-
ing the pool’s total value. Conversely, any output subsequently
spent outside of a coinjoin (MIX_LEAVE) reduces the pool’s liquid-
ity. Inputs originating from prior coinjoins, or outputs consumed
directly by later ones (MIX_REMIX) are considered internal recy-
cling of liquidity and therefore do not alter the pool’s net value.

For each coinjoin transaction ¢j; in the chronologically ordered
dataset, we compute the following metrics:

e Interim pool’s liquidity: The difference between the sum of
all MIX_ENTER inputs and the sum of MIX_LEAVE outputs of
all transactions up to cj;. The included liquidity is computed
based on outputs with standard denominations (value appearing
at least two times for a given coinjoin) to account for distinctive
outputs easily separable from other mixed outputs.

e Unmoved outputs (MIX_STAY (today)): The cumulative sum
of outputs of coinjoins that have not been spent up to ¢j; by
any transaction till the current day. Note that this value is not
stable for future re-computations and will naturally decline over
time as users eventually spend their coins. Therefore, we also
introduce a temporarily unmoved outputs metric. The variation
MIX_STAY(1m) calculates the total value of outputs that have
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remained unspent for at least one month after their creation,
but may have been spent later.

e Actively remixed liquidity: Calculated as the difference be-
tween the interim pool liquidity and the temporarily unmoved
outputs (MIX_STAY(1m)). This reflects the volume of liquid-
ity actively participating in the mixing process in the specific
time-frame.

e Remix rate: The proportion of remixed inputs (numbers or
values) with standard denominations to all other types of inputs.

These metrics allow us to visualize the temporal impact of in-
dividual coinjoin transactions, capturing meaningful shifts in the
pool’s state. Such visualizations can reveal the distinct behavioral
signatures of specific wallets, as demonstrated for all three designs
in Figure 9 and in more detail in the Appendix. The pseudocode for
their computation is provided in Section K.
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Figure 9: Cumulative liquidity dynamics for studied coinjoin
designs. All WW2 and SW pools are merged together, respec-
tively. The x-axis is proportional to the number of coinjoins
executed in a given period, with dashed vertical lines sepa-
rating years and small ticks months. Aggregated fresh daily
liquidity entering the mix is plotted in gray vertical bars.

Note that when analysis of post-zkSNACKs coordinators is sep-
arately performed, the Interim pool’s liquidity can become tem-
porarily negative, as inputs previously mixed by other coordina-
tors (MIX_REMIX_FRIENDS) are not counted as fresh inflows,
but outflows are (as we cannot pair mixed outputs to their in-
puts). Depending on an analyst’s needs, the computation can be
kept unchanged (with an interpretation of the coordinator tem-
porarily losing more liquidity than its completely fresh inputs),
or MIX_REMIX_FRIENDS inputs can be treated as fresh liquid-
ity (MIX_ENTER) with the results recomputed. Both results are
relevant depending on the circumstances.
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4.4 Number of participating wallets

Estimating the actual number of distinct wallets participating in
a given coinjoin transaction is inherently difficult due to design
choices that intentionally obfuscate participant identities. For ex-
ample, the wallets typically register each input and output under a
separate Tor identity to prevent linkage based on IP address.
However, the total number of inputs and outputs for each coin-
join is publicly observable from on-chain data, creating an upper
limit on the number of wallets involved being equal to the mini-
mum from a number of inputs and outputs (typically inputs being
smaller). But as documented by client-side experiments (Section 3),
such an upper limit is certainly too high, as a single wallet typically
registers more than one input and output into a given coinjoin. For
example, 4.95 outputs were registered with kruw.io on average.
Although the specific contribution (in terms of the number of
inputs or outputs) from each wallet is inherently unknown, the total
input count in a coinjoin itself already represents an aggregate of
all participating wallets’ contributions. The wallet’s coin selection
algorithm, influenced by factors such as the number of coins held
and their anonymity scores, generates a particular distribution of
number of inputs and outputs. The overall distribution of a coinjoin
can be understood as the aggregation of the input distributions of
participating wallets. If all wallets were in the same internal state,
this distribution would approximate a simple average; in practice,
differing wallet states introduce heterogeneity into the aggregate.
We used the real distributions of number of outputs obtained
during client-side experiments (Figure 4) to predict the number of
wallets and estimate the prediction’s error bounds. The resulting
bounds for both client-side experiments provide reasonably tight
and usable estimates, tighter for as38. For typical coinjoin with 300
outputs, the point estimate for the number of wallets is N=60.6 wal-
lets, 95% CI [55.4, 65.8] based on Wald CI via the delta method [11]
using the as38 distribution. See Section F for detailed evaluation.
The model predicts roughly 60 active participants (after smooth-
ing variation across subsequent coinjoins) for most of the zkSNACKs
period, with kruw.io initially starting below 20, gradually rising
above the zkSNACKs’s level to 70+ as seen on Figure 10.

4.4.1 Local mismatch between inputs and outputs. One can also
use a prediction based on the number of coinjoin inputs rather than
outputs; the predicted number shall equal the prediction based on
outputs. We propose an approach to estimate the average number
of wallets per coinjoin using a sliding window method. First, we
take the observed average number of outputs (e.g., 4.95 for WW2
kruw.io) per wallet as a stable reference. Then, for each interval
(e.g., monthly), we compute a synthetic average number of inputs
per wallet such that the number of estimated wallets derived from
inputs equals the number derived from outputs'’. Specifically, we
calculate this synthetic input/output-to-wallet ratio by minimizing
the L1 (Manhattan) distance between the two resulting wallet num-
ber estimates over the interval. While the method could be anchored
in either inputs or outputs, we select outputs due to their lower
variance, as observed by our client-side experiments (Section 3).

19The standard coinjoin only resends a wallet’s input value back to itself. The excep-
tions are one additional wallet for outputs belonging to a coordinator for collection of
fees and a recently introduced feature pay-in-coinjoin of WW2, which is still experi-
mental and not directly available in the WW2 GUL
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Figure 10: The output-based predictions of the number of
participating wallets for WW2 zkSNACKs (top) and kruw.io
(bottom) with a smoothed average and error bounds (dashed,
CI 95%). The zkSNACKs coordinator consistently involved
roughly 60 participating wallets during its operational
period, while kruw.io began with fewer during the post-
zkSNACKSs competition, then gradually increased and even
surpassed this number as it gained dominance.

Although we can use the real distribution of number of inputs
from as25 and as38 experiments, the design of the experiment,
starting with a single coin in a wallet, artificially limits the number
of registered coins until a wallet is populated with enough coins
available for selection. Experimentally, we verified that dropping
the first three (for as38) or first five (for as25) coinjoins from each
session is enough to obtain predictions matching the one based on
the number of outputs (Figure 21).

A significant divergence between the wallet count estimates
derived independently from inputs and outputs—despite the (in-
herently unknown) ground truth for these values being equal—
indicates the presence of wallets with coin distributions that tem-
porarily deviate markedly from the average. To account for possible
changes in wallet coin selection algorithms over time, the synthetic
ratio is computed separately for a selected interval (e.g., 10 neigh-
boring coinjoins or a month) rather than as a single static value.
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RQ2
RQ2: How can temporal characteristics of coinjoin usage be
estimated from on-chain data?

The combination of ground-truth from our client-side experi-
ments with retrospective data recorded on-chain (Section 4.4)
allowed us to predict the total number of wallets participat-
ing (effective anonymity set) in time for WW1 and WW2
zkSNACKSs coordinators, being long-term roughly around 60
wallets on average for both. The post-zkSNACKs coordina-
tor kruw.io gradually raised from below 20 to between 60-80
concurrent wallets as of November 2025. The error bounds
are usably tight, e.g., for the typical kruw.io coinjoin with 300
outputs, the estimate is 60.6 + 5.2 wallets for 95% Wald CI.
For WW1 and WW2, transaction reordering and transaction-
centric liquidity visualization (Section 4.3.2) clearly reveals
inflows and outflows when a wallet’s inputs exceed those of
other participants by roughly an order of magnitude. In such
cases, the mix fails to conceal how long the inputs remained
in mixing or whether they were spent or left unspent. The
privacy impact is particularly pronounced for smaller coordi-
nators, such as opencoordinator, where mixing durations for
wallets with inputs as small as 1-2 B are readily observable.

5 Ecosystem insights

Using the toolchain described in Section 4, we extract available
on-chain information from coinjoins of WW1, WW2 and SW from
19th July 2018 (start of WW1) until the 10th November 2025 (cutoff
date for this paper), with a summary presented in Table 3. The
time period can be divided into three primary periods—before
the shutdown of zZkSNACKs’s WW1 coordinator, before the shut-
down of Samourai’s Whirlpool and zkSNACKs’s WW2 coordinators
(April/May 2024) and the period after, with multiple new post-
zZkSNACKs WW2 coordinators operating. These periods slightly
overlap as zZkSNACKs WW1 and WW2 coordinators were operated
roughly a year in parallel and post-zkSNACKs coordinators were
partially operational already in May 2024. Finally, post-Samourai
Whirlpool coordinator Ashigaru is operating since 31st May, 2025
with very little activity so far. The complete results for monthly
intervals are provided in the Section M, N and O.

Collectively, all pools mixed over 391,564 B of fresh input liquid-
ity!?, distributed across 1.93 million inputs (both fresh and remixed).
Both WW1 and WW2 (under zkSNACKSs coordinators) generated
approximately 35,000 transactions each, typically involving low
hundreds of inputs and outputs. All post-zkSNACKs coordinators
for WW2 collectively added another 42,717 transactions. In contrast,
SW produced an order of magnitude more transactions (541,131),
but primarily consisting of small transactions with exactly five
inputs and five outputs or slightly larger with eight inputs and
eight outputs. Recently started Ashigaru coordinator for Whirlpool
coordinated only 287 coinjoins in its 2.5M and 25M pools so far.

e exclude non-mixed outflows (for WW1) and inflows entering WW2 from WW1
or sent between WW2 users. Repeated remixes are also not counted.
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5.1 Aftermath of 04-05/2024 shutdown

On 24th April 2024, all four pools under the Samourai SW coordina-
tor, as well as related infrastructure, were forcefully shut down by
an FBI operation [22]. One month later, zkSNACKs, the company
behind the WW1 and WW2 coordinators, decided to shut down
operations as well, citing legal uncertainties [28].

If a user of the WW1 wallet upgraded to the WW2 wallet with
the zZkSNACKs coordinator (before its shutdown on 1st June, 2024),
the wallet’s coins formerly mixed with the WW1 coordinator were
fee-discounted also for the WW2 coordinator. Simple selection of
an alternative WW2 coordinator (post-zkSNACKs) became avail-
able from version 2.0.8 (Hydra) released on 1st June, 2024 (same
day when zkSNACKs coordinator was stopped), allowing for com-
petition!? of alternative coordinators for users and liquidity.

The WW2 zkSNACKs coordinator enforced a minimum and
maximum of inputs and outputs at 150 and 400, respectively (except
for the first month of its operation). Except kruw.io, all other post-
zkSNACKs coordinators currently operate with significantly lower
minimums (e.g., 10-50).

On average, anonymity increases with more participants. The
coordinators with a higher rate of coinjoins and larger liquidity,
taken as a heuristic proxy for the (unknown) number of real par-
ticipants, attract more new users, naturally leading to liquidity
centralization mainly with one coordinator. Indeed, until the shut-
downs of all three main coordinators in 2023 (WW1) and 2024 (SW,
WW?2), no other relevant coordinators emerged for a given design
despite open-source availability and clear economic incentives in
collected coordination fees. Around three months after shutdown
(August 2024), kruw.io clearly emerged as a dominant coordinator
for WW2 with two orders of magnitude more liquidity than other
remaining coordinators and kept its dominance till the cutoff date
(10th November 2025). The number of its coinjoins is gradually
increasing, now typically over 800 per month, though still lower
than zkSNACKs’ maximum of almost 2,500. Surprisingly, both gin-
gerwallet and opencoordinator kept a comparable number of overall
coinjoins as kruw.io, but with an order of magnitude lower number
of inputs and two orders of magnitude lower fresh input values.

The Figure 12 shows direct liquidity flows between WW2 coor-
dinators. Such a flow is a result of a wallet owner manually switch-
ing to a new WW2 coordinator (e.g., from zkSNACKs to kruw.io),
with outputs already mixed under the previous coordinator being
remixed again as inputs under the new one. The majority of out-
flows from zkSNACKs coordinator entered kruw.io (85.1%, 635.9 B).
Notably, a significant liquidity initially mixed by other coordinators
than kruw.io was later remixed again with kruw.io—mainly from
wasabicoordinator (121.4 B) and opencoordinator (119.5 B)—as users
converge to the dominant coordinator or use more than one.

128ee https://liquisabi.com/ for statistics on current coordinators.
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RQ3
RQ3: How can the popularity, liquidity, and transaction fre-
quency be retrospectively measured?

Retrospective activity measurement combines coinjoin de-
tection, false positives filtering, attribution to coordinators,
transaction reordering, and transaction-centric liquidity anal-
ysis to provide new insights and more precise liquidity mea-
surements. The WW1, WW2, and SW all exhibit markedly
different aggregated behavior of their users. The coinjoin pools
have collectively mixed more than 391,564 B3 of fresh liquid-
ity, distributed across 1.92 million inputs. SW had the highest
number of transactions (~541,000), while WW1 and WW2 un-
der zkSNACKs produced around 35,000 each. Although SW’s
overall inflows were smaller compared to WW1, WW2 under
zkSNACKs retained a significantly higher proportion of un-
spent output value. After mid-2022, WW2 absorbed significant
activity from WW1. When all major coordinators for WW2
and SW were shut down between April and June 2024 after FBI
actions, WW2’s kruw.io eventually emerged as the dominant
coordinator, now capturing over 99% of mixed liquidity with
at least one coinjoin transaction every hour, each typically
with more than 20, but up to hundreds B on its input.

5.2 Study limitations

The main uncertain parameter of the analysis is the number of
involved real separate entities (wallets) and their coin profiles. How-
ever, a large majority of the reported results does not depend on
this (unknown) parameter.

The detection algorithm omits candidate coinjoin transactions
for WW1 and WW2 with fewer than 15 inputs due to a significant
increase in false positives if this threshold is further lowered. As a
result, some coinjoin transactions are missing from the analysis, and
a coordinator operating below this threshold may be omitted from
our results; however, its impact on the analysis is small as a majority
of such small transactions are present in collected ground-truth
datasets (see Figure 6). SW is not impacted as these transactions
are detected using a different mechanism.

The active participation in coinjoins as described in Section 3 is
relatively expensive, both in capital expenses (if mixing behavior
of larger denominations, e.g., above 1 B is to be monitored) and
operational expenses (at least mining fees and potentially also co-
ordination fees need to be paid), preventing us from continuously
performing client-side participation.

Due to the already extensive scope, we intentionally omit anal-
ysis of coinjoin designs other than those with a centralized but
trust-minimized coordinator. The analysis of ones with decentral-
ized trust-minimized coordinators (e.g., JoinMarket) or ones with
a centralized trusted coordinator (e.g., ChipMixer) might benefit
from some ideas from this paper (in particular, transaction-centric
liquidity visualizations from Section 4.3.2), but requires deeper cus-
tomization regarding transaction detection and interpretation of
input and output liquidity meaning. For the same reason, we also
omit discussion of coinjoin designs’ resiliency against particular
deanonymization attacks, which deserves research on its own.
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5.3 Privacy implications

Common intuition holds that more participants improve privacy
and that large flows are harder to conceal. Our results show the
expected scale of concurrent participants in a coinjoin and demon-
strate that neither the use of a non-public coordinator nor substan-
tial input flows can be effectively hidden.

Improved understanding of anonymity set: The estimation of ac-
tively participating wallets from Section 4.4 provides an insight into
the expected number of other participants, the major contributing
factor to the anonymity score of coins mixed. The estimate currently
predicts more than 70 active participants for kruw.io coordinator
on average, but significantly less for small coordinators, e.g., <10
for the opencoordinator coordinator, making it easier to mount a
successful Sybil attack in such a case. Note that the wallet count
estimation assumes all clients employ an unmodified standard Coin-
Join wallet. This may overestimate the number of distinct wallets
if modified clients register more inputs on average. Nonetheless,
the assumption remains conservative regarding Sybil attacks, since
such modifications would only amplify their potential effect.

Visibility of duration and post-mix actions for larger wallets: Even
moderately sized mixed inputs are discernible for smaller coordi-
nators, e.g., the “fin”-like patterns in opencoordinator around 1
visible at Figure 11, revealing the start and end of the wallet’s mixing
activity. Knowledge of the duration allows an analyst to attribute
a significantly higher probability of ownership for outgoing out-
puts (MIX_LEAVE) to the large wallet in coinjoins executed during
the descending part of the “fin"- like pattern. These patterns are
also visible for large coordinators like kruw.io, but only for wallets
with substantially larger inputs (e.g., two orders of magnitude more
than for small coordinators) and are also less distinct due to the
aggregate activity of a higher number of other users.

Non-public coordinator will not hide its presence: As long as the
structure of its coinjoins resembles the generic coinjoin pattern
with the same output denomination groups (especially when using
the same coordination software), the transactions will be extracted
from on-chain data, even if the coordinator is non-public. Such
detection is especially effective when combined with active moni-
toring of all known coordinators, making the presence of non-public
coordinator(s) quickly visible as shown on Figure 6.

6 Conclusions

This paper advances beyond prior work by introducing methods for
detecting individual coinjoin coordinators, rather than merely iden-
tifying coinjoin transactions — a task of particular importance in the
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post-zkSNACKs era, characterized by multiple competing coordina-
tors. Our coordinator attribution algorithm retrospectively linked
coinjoins to coordinators prior to public monitoring started in late
June 2024, and uncovered a previously unknown non-trivial coordi-
nator. We further show that the now-dominant kruw.io coordinator
has already reached the pre-shutdown activity levels. In May 2025,
the Whirlpool also re-emerged under the new anonymous Ashigaru
coordinator, but yet to attract any significant liquidity.

We used distributions of outputs obtained from our client-side
experiments to provide an estimator for the number of wallets
active in a given coinjoin—a crucial anonymity parameter for the
participating users. We further propose a novel transaction-centric
liquidity analysis with sufficient granularity to isolate the activity
of wallets mixing values significantly larger than the sum of all
other active other participants active at the same time.

Future research directions may include several key areas: 1) En-
hancing the wallet count predictor by incorporating additional
features beyond the number of coinjoin outputs used in this study.
The main challenge lies in the scarcity of ground-truth data on
wallet coin distributions, anonymity targets, input—output corre-
lations, and client code modifications. 2) Evaluating adversarial
participant behavior, such as Sybil attacks involving numerous
registered inputs or manipulations by coordinators, along with
the corresponding game-theoretic implications. 3) Quantifying the
anonymity loss of large wallets, which is currently observable vi-
sually, including if several large wallets participate concurrently.
4) Developing data-driven, actionable recommendations for devel-
opers regarding anonymity metric computations and appropriate
default anonymity targets.

Ongoing analysis and monitoring of this ecosystem are valuable
both for privacy-conscious users as well as law enforcement agen-
cies. To support continued research, we provide open-source tools,
regularly updated coinjoin datasets, and daily-updated visualiza-
tions at https://crocs-muni.github.io/coinjoin/.
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set for all coinjoin users at the time of experiments, including
potentially unlawful ones, but only mildly, given at least higher
tens of other participants and a limited duration of our experiments.
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bution of coinjoin transactions it coordinates is not increasing or
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decreasing anonymity of participants — the typical conservative
assumption is that (fresh) transaction inputs owners are known
before participation in coinjoin.

We do not attempt to deanonymize a human operator behind any
coordination service; we only use it to infer the existence of such a
separate entity (e.g., an unknown coordinator). The related dataset
contains only data made publicly available by a given coordinator
to all connected wallets during their regular operation; the released
dataset provides only a historical archive of the data.

We believe that the only non-public and truly sensitive pieces of
information in our research were client-side logs collected during
client-side experiments, as all other data is publicly available on
blockchain, in public databases of third-party monitoring services,
or was obtainable via the coordinator’s public API. We do not release
these client-side logs; instead, we provide only aggregated statistics
here.

A.1 Adherence to coordinator’s usage policy

Coordinators typically have no usage policy specified, as they are
anonymous with only bare usage instructions. The exceptions are
the WasabiWallet project (WW1 and WW2 during zkSNACKs coor-
dinator) and its fork (WW2 GingerWallet). Existing policies permit
monitoring provided it does not adversely affect the service experi-
enced by other users — which is not our case due to only occasional
standard API requests. The source code is licensed under MIT, GPL,
or aGPL.

The original zkSNACKs coordinator for WW1 and WW?2 (files
WalletWasabi/Legal/Assets/LegalDocumentsWw1.txt and *Ww2.txt
and also available via GetLegalDocuments() API call) does not forbid
monitoring as long as it does not negatively impact service for other
users. WalletWasabi repository (post-zkSNACKs) removed recently
(26th April 2025) legal documents by commit b98d3f0* altogether.

The GingerWallet code (fork of zkSNACKs’s WalletWasabi code,
LegalDocumentsGingerWallet.txt!* introduced only minor changes
to the original zZkSNACKs license, related only to the renaming of a
development team and operator company.

Samourai Whirlpool coordinator (SW) had no EULA or TOS pub-
lished, only a code license (GPL) till the FBI seizure. An older mirror
for the code!” is available. Recently launched Ashigaru Whirlpool
(AW), which is a continuation of Whirlpool, has no specific EULA
or TOS at its clearnet!® page or Tor onion site!”.

B Liquidity flows discussion

As of 10th November 2025, WW1 and WW2 under zkSNACKs
coordinator have about 2.5% and 4.4% of non-remixed coinjoin
outputs still unspent, with 3,456 B and 4,880 B, respectively, after
more than a year of inactivity. SW has significantly more unspent
outputs (average 9.5% over all its pools, but 18.9% for 50M pool), in
total value of 7,315 B.

Bhttps://github.com/WalletWasabi/WalletWasabi/commit/b98d3f0972cfd4168f c66e
1b0deb5719b8552410
https://github.com/GingerPrivacy/GingerWallet/blob/master/WalletWasabi/Legal
/Assets/LegalDocumentsGingerWallet.txt

Shttps://github.com/Samourai- Wallet/Whirlpool

18https://ashigaru.rs
7http://ashicodepbnpvslzsl2bz712pwrjvajgumgac423pp3y2deprbnzz7id.onion/Ashig
aru/
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Figure 9 provides insights into the liquidity dynamics of all three
studied designs. WW1 cumulative liquidity grows until the begin-
ning of 2022, after which liquidity outflows become higher than
fresh inflows, including remixing previously mixed outputs before
withdrawing them from a pool. The fresh liquidity decline of WW1
corresponds to the move into a newer WW2 pool by users simply
upgrading to a newer Wasabi Wallet 2.x version in 2022. Occasional
changing liquidity peaks (e.g., January 2024 for WW?2) are caused
by a large inflow of fresh funds (presumably one or a few very large
wallets), mixed and sent out shortly after.

WW?2 pool cumulative liquidity quickly rose to around 4,000 B8 in
December 2022, after which it slightly decreased to around 3,000 B
and started again slowly rising back to around 4,000 B over the
whole year 2023. The sharp increase came during April and espe-
cially May 2024, after the plan to shut down the WW2-zkSNACKs
coordinator was announced. The users likely rushed to mix while
still operational, which resulted in a sharp increase in liquidity
inflows as well as the value of unspent outputs above 7,000 B. The
post-zkSNACKs coordinators were slower to accumulate unmoved
outputs, with a significant rise only from the start of 2025, especially
under kruw.io coordinator.

SW displays very different dynamics from WW1 and WW2. SW
unspent coins grow more continuously and exhibit less volatility.
The changing liquidity plot line is smoother due to larger inputs
being first split into a particular pool denomination via TX0 be-
fore entering any coinjoin transaction, spreading the (larger) input
over multiple transactions in time. Finally, the typically fresh daily
inflows are also significantly smaller than for WW1 and WW2.
Despite that, SW had the highest fraction of mixed, but unmoved
outputs, showing a different prevalent usage pattern of “mix then
hold”. Only during April 2025, the unspent coins from all WW2
coordinators combined surpassed it.

As seen from Figure 9, the remix rate (input liquidity repeatedly
mixed to achieve higher anonymity) was mostly around 62.3% for
SW (3 out of 5 inputs, later rising up to 75% for 6 out of 8 inputs),
on average 72.8% for WW 1, but significantly higher at 94.6%+ for
WW2. The different remix rates are directly influenced by the given
coinjoin design as well as the structure of fees.

Finally, there are liquidity flows between post-ZKSNACKs co-
ordinators under WW2 coinjoin design, as users are changing the
coordinator in their wallet configuration and mixing already mixed
funds under a new one. On the Figure 12, flows between significant
WW2 coordinators are highlighted. As expected from the fact that
kruw.io is currently the dominant coordinator, most of the outflows
from zksnacks are towards it, but with non-trivial flows also from
opencoordinator and wasabicoordinator. The lower part of Figure 12
shows the situation only for mixed outputs created after 1st January
2025, when only four coordinators remained operational. While
kruw.io still receives most of the previously mixed flows from other
coordinators (76.4 B8 total) with opencoordinator being the largest
contributor (69.7 B), a significant portion was also sent from the
kruw.io to the opencoordinator (42.0 B). Similarly, although on a
smaller scale, coinjoin_nl received 5.26 B from kruw.io and sent
4.87 B back to it. We hypothesize that some users regularly use
multiple coordinators with the goal of achieving better anonymity.
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Figure 12: Flows of previously mixed liquidity between WW2
coordinators for the whole studied period since May 2024
(upper picture) and filtered only for new outputs created from
January 2025 (lower picture). Self flows (remixes under the
same coordinator), very small coordinators and very small
flows to zkSNACKs are omitted for picture clarity. Input
flows to kruw.io and opencoordinator are annotated with
values in B for scale.

C Specifics of coinjoin protocols mixing process

In this section, we describe an example mixing process under differ-
ent designs step by step when starting with 1 B. In the description,
we assume that the wallet has initially just one coin. However, if
there are already other existing coins in the wallet, the situation will
be very similar, only with previously existing coins also included in
the mixing. All implementations require active online participation
of the wallet controlling the coins.

C.1 Wasabi Wallet 2.x

When a user wants to mix 1  with Wasabi Wallet 2.x the process
goes as follows:

(1) The user sends 1 B to his Wasabi Wallet.

(2) A user selects desired coordinator (e.g., kruw.io) by setting
coordinator’s API endpoint. The coordinator can be changed
by the user at any time.

(3) The wallet automatically registers one or more coins (ran-
domized, but considering the given coin’s current anonscore
to prefer coins without the desired target anonscore thresh-
old) as an input for the next coinjoin.

(4) When the output registration period starts, the wallet auto-
matically selects a suitable split of output values and regis-
ters outputs of these values (together equaling to 1 B minus
coordination and mining fees).
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(5) When the output registration period ends, the wallet requests
information about transaction inputs and outputs, constructs
deterministically and locally the transaction, checks if all
inputs and outputs of this wallet are included, and signs its
input(s). The signature(s) is sent back to the coordinator.

(6) Transaction is broadcast to the Bitcoin network by clients or
the coordinator (was changing over time).

(7) The wallet computes the anonscore of all its newly created
coins. If all of them have sufficiently high anonscore, the
process ends. Otherwise, the wallet continues from Step 2,
potentially registering multiple inputs.

The desired level of anonymity is set by the user via the target
anonscore parameter, which is computed on a per-coin basis. The
mixing time for a default anonscore value is typically in hours.

C.2 Wasabi Wallet 1.x
The mixing process of 1 B with Wasabi Wallet 1.x is as follows:

(1) The user sends 1 B to his Wasabi Wallet, becoming a coin in
the wallet.

(2) The user chooses one (or more) coin(s) to mix and sets a
desired anonset anonymity target.

(3) The coordinator was (as no WW1 coordinator is operational
now) fixed by default in wallet software, pointing to the
zSNACKs coordinator.

(4) The wallet registers the input into the next coinjoin.

(5) The wallet registers output(s) (in version 1.0, only one output
of 0.1 B, in 1.1, the wallet can register one output for each
allowed denomination, e.g., 0.1, 0.2, 0.4,...).

(6) The wallet computes anonset of all its outputs.

(7) Transaction is broadcast to the Bitcoin network by each
participating wallet.

(8) If some outputs do not meet the desired anonset yet and have
sufficient value to obtain at least an output of 0.1 B, then the
wallet registers them into the next coinjoin and continues
as described in Steps 3-6. Otherwise, mixing stops.

The desired level of anonymity is set by the user via the target
anon set parameter, which is computed on a per-coin basis. The
mixing time for a default anonscore value typically takes hours.

C.3 Samourai/Ashigaru Whirlpool

When mixing 1 B with the Samurai/Ashigaru Whirlpool, the fol-
lowing steps happen:

(1) The user sends 1 B to his Whirlpool client wallet, becoming
a coin in the wallet.

(2) The user manually chooses a suitable mix pool based on
which denominations are desired (e.g., 0.05 B pool). The
Whirlpool coordinator endpoint is fixed by default in the
wallet software.

(3) The user initiates creation of special transaction TX0, in
which pays a coordination fee and obtains multiple outputs
of a standard denomination (e.g., 19 outputs of slightly higher
than 0.05 B; with small surplus used to pay for mining fee
in subsequent coinjoin) and some change output (not mixed
further).
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(4) The wallet registers the TX0’s outputs of standard denom-
inations as inputs to the queue for future coinjoin rounds.
For each coinjoin, registering just one input. The coordina-
tor chooses randomly from additional registered inputs in
the queue (registered by other wallets) are selected for the
round.

(5) For each round, where the wallet’s input is included, the
wallet provides an output address.

(6) For the first coinjoin of each TX0’s output, the coinjoin is
typically very quick, as this output pays for the mining fee by
its (small) surplus value over the pool’s size. The subsequent
remixes (where someone else is paying the mining fee) take
typically significantly longer to execute.

(7) Wallet checks the proposed transaction and, if it is correct,
signs it.

(8) Transaction is broadcast to the Bitcoin network by the coor-
dinator.

(9) The wallet automatically registers mixed coins for other
coinjoin rounds (if coins are selected, Steps 4-6 are followed).

(10) Mixing ends when the user decides to send the funds out of
the Wallet. Any leftover from send (change output) staying
in the Wallet is not automatically mixed further.

The desired level of anonymity is controlled by a user observing
the number of remixes for each coin performed so far. The mixing
time for a default number of remixes (=5) typically takes at least
days or more.

D Evaluation of Wasabi 2.x coordinator
attribution algorithm

In this section, we provide a rationale behind the selection of spe-
cific threshold values and the inner working of the coordinator
attribution algorithm and evaluate its sensitivity to increasingly
larger fractions of transactions to be attributed.

D.1 Same-coordinator remix ratio and resulting
attribution threshold

As the coordinator attribution algorithm utilizes a threshold for the
fraction of inputs (and outputs) assumed to come from transactions
previously created under the same coordinator, we first established
a suitable threshold based on the inter-coordinator remix rate us-
ing the distribution of real values observed from the ground-truth
dataset, as shown in Figure 13. The established threshold of 40%
(used during subsequent analyses) separates the first two coordina-
tors with a large margin most of the time, as can be seen in Figure
14. The separation is significant especially after the brief period of
June-August 2024, during which new coordinators were started and
seeded with already mixed funds from other existing coordinators
(typically zkSNACKs).

D.2 Sensitivity to unattributed transactions

While the collected ground-truth mapping datasets attribute a
large majority of extracted coinjoin transactions based on the co-
ordinator’s API monitoring, 3065 transactions (6.88%) were not
unattributed due to gaps in monitoring, mostly till November 2024.
We therefore analyze the sensitivity of the coordinator attribution
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Figure 13: Distribution of ratios of inputs and outputs com-
ing from coinjoin transactions coordinated under the same
coordinator observed in the ground-truth dataset. The box-
plot’s whiskers extend to the 5th and 95th percentiles of the
data. Except for the coinjoin_nl coordinator, all inputs are
above 40% threshold.
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Figure 14: Ratios of inputs (dark) and outputs (light) orig-
inating from coinjoin transactions attributed to the same
coordinator and the second most common one (which may
vary over time), computed from the ground-truth dataset
for four representative coordinators. Inputs from the same
coordinator are green, inputs from the second most com-
mon coordinator are red (the exact coordinator responsible
may change over time). Occasional significant drops in the
same-coordinator ratio result from gaps in the ground-truth
data, where missing transactions cause inputs to appear—
temporarily—as originating from other unattributed coordi-
nators.

algorithm (see Section 4.2.4) to an increasing fraction of initially
unattributed transactions.

Using the aggregated ground-truth dataset, we moved an increas-
ing fraction of attributed transactions and placed these into the
unattributed set. The selection of transactions for removal is per-
formed for a specific coordinator either 1) randomly (corresponds
to occasional omission of transactions during monitoring) or 2)
continuously from the end (corresponds to omission of all coor-
dinators’ transactions after a certain moment in time). After the
removal, the coordinator attribution algorithm is rerun, with its
output compared against the results expected from the aggregated
ground-truth dataset, counting false positives and false negatives.
Note that exhaustive evaluation over all potentially variable param-
eters is impractical due to too many combinations (nine known
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coordinators, hundreds to thousands of transactions each, transac-
tion removal approach, time period, etc.).
We performed the following three experiments:

e Random txs, single coordinator: drop of transaction at-
tribution of 0-100% for each coordinator separately, with
results averaged over 10 executions, visualized at Figure 15.

e Random txs, any coordinator: drop of 0-100% from all
transactions under any coordinator, averaged over 10 execu-
tions, visualized at Figure 16.

o Tail txs, single coordinator: drop of last 0-100% trans-
actions for each coordinator separately (deterministic, no
averaging needed), visualized at Figure 17.

The results are shown on Figure 15, demonstrating that the algo-
rithm is notably insensitive to transactions with missing attribution
until around 80% of transactions are randomly dropped (false pos-
itives). The algorithm is attributing transactions properly when
trailing transactions of a single coordinator are dropped for almost
all coordinators, with the exception of opencoordinator, which is sig-
nificantly misattributed after removal of 33% of trailing transactions
as seen on Figure 17.
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Figure 15: Impact of removal of increasing fraction of attrib-
uted transactions (txs) on coordinator attribution algorithm,
measured in number of misattributed txs for: random txs
of a single coordinator (top graph), random txs of any co-
ordinator (middle graph), and tail txs (lowest graph). The
impact of the removal of random txs of a single coordinator
is generally small, with all but opencoordinator coordinators
staying below 200 misattributed txs. Until the removal of up
to 80% randomly selected txs from any coordinator provides
only a small linearly increasing number of misattributed
txs, after which it quickly rises. Finally, dropping all trailing
txs of a single coordinator results in an excessive number of
misattributed transactions after 33% for opencoordinator, 91%
for mega, and 96% for wasabist coordinators, respectively;
the rest of the coordinators see small to negligible numbers
of misattributed txs. Note the logarithmic scale of the y-axis.

E Newly discovered coordinators

The active monitoring of known coordinators, combined with all
coinjoin-like transactions observed on the blockchain allowed us to
identify two previously unknown coordinators in the set difference
between these two sources. As seen on Figure 6, the primary target

Number of transactions (log scale)

Number of transactions (log scale)
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Figure 16: Impact of removal of an increasing fraction of ran-
dom transactions from any of the known coordinators. Until
the removal of up to 80% randomly selected transactions, only
a small and linearly increasing number of misattributed txs
is observable. Note the logarithmic scale of the y-axis.
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Figure 17: Impact of removal of a fraction of tail transac-
tions for a single coordinator on the coordinator attribution
algorithm. All but opencoordinator coordinator stay below
100 incorrectly attributed transactions (false positives) until
around 76% of trailing transactions are removed. The num-
ber of transactions not attributed to their real coordinator
(false negatives) is significant only for opencoordinator and
wasabicoordinator due to generally low internal remix ratio
(below our threshold 0.4). Note the logarithmic scale of the
y-axis.

period is May to November 2024 (red region), after which very few
transactions remained unattributed. Using the coordinator attri-
bution algorithm, we found two distinct clusters of transactions,
previously unknown coordinator(s) named unknown_2024_e85631
(shown on Figure 18) and unknown_2024_28ce7b.
unknown_2024_e85631 was operational from early May 2024
(the earliest post-zkSNACKs coordinator detected) to 11th Novem-
ber 2024, mixing around 38 B over 653 transactions, while un-
known_2024_28ce7b mixed only about 9 B over 55 transactions
within a short period of 14-25th November 2024. Both clusters
of transactions for these coordinators have almost always 100%
remixes from their own transactions, with practically no mix in-
puts coming from other coordinators, consistent with a private
coordinator scenario with clients not switching between several
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coordinators. Given the same distinct intermix ratio and the sec-
ond one starting only 3 days after the previous one stopped, we
can hypothesize that both clusters are coordinated under the same
underlying non-public entity.

wasabi2_unknown_2024_e85631: Liquidity dynamics in time
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Figure 18: Mixed liquidity and intermix ratio for previously
unknown coordinator unknown_2024_e85631 (653 txs), op-
erational from early May 2024 to November 2024, mixing
around 38 B. Remixed inputs and outputs are almost entirely
(nearly 100%) processed under the same coordinator, consis-
tent with a scenario in which clients mix exclusively through
a non-public coordinator without switching to other coordi-
nators.

wasabi2_unknown_2024_28ce7b: Liquidity dynamics in time
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Figure 19: Mixed liquidity and intermix ratio for previously
unknown coordinator unknown_2024_28ce7b, mixing around
9 B over 55 txs in November 2024.
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F Wallet prediction error bounds for WW2

To estimate the number of unique participating wallets in a coinjoin
transaction, we model the number of inputs or outputs registered
per wallet as an independent and identically distributed (i.i.d.) ran-
dom variable inferred from client-side measurements. Let N denote
the total number of inputs or outputs observed in a transaction. If
the mean number of coins registered by a wallet is y, the plug-in
estimator for the number of wallets is

where /I is the empirical mean number of coins per wallet obtained

from our client-side measurements. This estimator is a smooth func-

tion of /i and therefore admits a first-order variance approximation

via the delta method. Writing g(1) = N/u, we have ¢’ (1) = =N /12,

which quantifies how uncertainty in J propagates into uncertainty

in W. The asymptotic variance is thus approximated by

) N\? X

Var(W) = (I?) Var (/1) (1)

where Var (/) is obtained from the empirical per-wallet distribu-
tion.

We report 95% Wald confidence intervals (CI) using this variance
approximation. This approach is appropriate under the assumption
that all participating wallets are unmodified and that their coin-
registration behaviour follows the same underlying distribution.
Adversarial deviations (e.g., such as Sybil participants registering
arbitrarily many inputs or outputs) break these assumptions and
degrade privacy by inflating W while shrinking the true anonymity
set. Consequently, the confidence intervals reported here charac-
terise the privacy achievable under honest participation and should
be interpreted as upper bounds on the effective anonymity that the
system can provide.

Figure 20 presents the resulting 95% ClIs for four cases, corre-
sponding to two independent experiments (as25 for zkSNACKs
and as38 for kruw.io) and two sources of observational data (in-
puts or outputs). Note that the input- and output-based predictions
are not expected to align for the same value of N, as real coinjoin
transactions typically contain more outputs than inputs.

G Mining fee and hidden coordinator tips

Figure 22 shows the distribution of mining fees, fairly proportional
to the number of coins registered by our wallet. As as38 was ex-
ecuted during a period with lower on-chain fees (typically 2-3
sats/vB), its distribution is also naturally lower than for as25. Ad-
ditionally, the surplus fee (which we call the hidden coordination
tip) is computed as the difference between our inputs and outputs
excluding the fair mining fee. The hidden coordination tip is paid
when a wallet cannot split the sum of inputs into chosen output
denominations and leaves a small leftover amount, which is then
collected (in sum over all wallets) by the coordinator. The hidden
tip is typically less than 100 sats'® per wallet, but in some cases it
can be significantly higher (up to 8472 sats observed), especially
with increased minimum registrable amount for standard output
denomination of the kruw.io coordinator (from 5000 to 9999 sats)—
providing income for the coordinator even when the mandatory

181 5 = 100,000,000 sats
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Figure 20: Error bounds (95% CI) for wallet predictions based
on the observed distribution of inputs and outputs in client-
side experiments. Differences between input- and output-
based estimates for the same N are expected due to the typical
coinjoin transaction structure (see text above) with a median
number of inputs to outputs being 230 to 272 and a maximum
of 498 to 652 for kruw.io (experiment as38). Similarly, for
zkSNACKs (experiment as25), it is 205 to 226 (median) and
400 to 508 (maximum).
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Figure 21: Impact of omitting X first coinjoins from real
client-side experiments (until the wallet is populated with
enough coins) to match outputs-based predictions (bolt green
line). zksnacks required omitting the first five coinjoins in
comparison to only three for kruw.io, suggesting that signifi-
cantly more wallets under kruw.io have a small number of
mixed coins.

coordination fee was 0%. Rarely, the observed hidden coordination
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tip value was even negative (max. -96 sats observed), in which case
a wallet pays slightly less than its fair mining fee share.

Any input-to-output deanonymization algorithm must account
for these distributions, since the inputs of a targeted wallet are
reduced by these characteristics.

Mining & hidden coord. tips
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Figure 22: Distribution of mining fees and hidden coordi-
nation tips observed for zkSNACKs (left) and kruw.io (right)
experiments. Each dataset is represented using 100 bins.

H Whirlpool waiting queue length estimation

Table 2 provides an estimation of the number of UTXOs waiting for
remix via average queue length (Est.q.len.) for different pool sizes
of Samourai Whirlpool. Based on our wallet’s observed participa-
tion characteristics (Our participation column) and all Whirlpool
coinjoins executed during the participation interval extracted from
on-chain data (CJs in period column), the waiting queue length can
be estimated. Note that the waiting queue length is not identical
to the potential anonymity set, since a single wallet may register
multiple coins; it is only proportional to it. In Whirlpool, a wallet
typically participates in multiple consecutive coinjoins (a session)
for each coin, and the anonymity set corresponds to the distinct
wallets providing the other inputs in these coinjoins. While a single
coinjoin enforces input selection from different wallets, this does
not necessarily hold across the entire session. Assuming queue
entries are not heavily concentrated in just a few wallets, longer
queues shall yield larger anonymity sets.

Table 2: Estimation of waiting queue length based on our
Whirlpool client-side experiments for different pool sizes.

L CJs in period Our participation | Est. q.
Coinjoin pool (date) (#/free inputs) | (coins/mixes/rate) len.
100k (2023-08-02—12) 2308 /11797 2/10/0.08% 1180
100k (2023-08-14—09-13) 4938 / 20628 2/35/0.17% 589
1M (2021-11-04—11) 2342/ 6733 10/41/0.61% 164
1M (2021-11-12—21) 2062 / 5798 10/30/0.52% 193
1M (2021-11-25—12-03) 2144 / 5542 12/38/0.69% 146
1M (2021-12-05—24) 2205 / 6458 4/19/0.29% 340
1M (2023-08-14—09-13) 2702 / 11375 12/32/0.28% 355
5M (2023-07-17—29) 649 / 3436 11/20/0.58% 172
5M (2023-08-14—09-13) 1568 / 6771 4/24/0.35% 282
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I Changes to Dumplings processing software

The original Dumpling code repository has the last changes from
the end of the year 2023 (commit 36f28f2). To accommodate for
changes in coinjoin transactions for post-zkSNACKs coordinators,
we performed the following changes:

e Decrease of the minimum number of inputs for WW2 from
50 to 15.

e Scanning started from block 336861 (2015-01-01) to capture
early JoinMarket transactions.

e Addition of 2.5M and 25M sats denominations to detect
Whirlpool pools under the Ashigaru coordinator.

o Added detection of Taproot lock scripts and Replace-By-Fee
transaction flag (BIP-125) and serialization to output files.

The changes are available in our Dumplings repository fork
(https://github.com/crocs-muni/Dumplings) as the upstream
repository is not maintained anymore.

J Data collected from client-side software

We used unmodified client software wallets to participate in WW1,
WW?2 and SW coinjoins to prevent any unintentional modifications
to the client’s behavior. All implementations produce some level
of logging into log files, in addition to the information displayed
by the wallet graphical interface. However, sensitive information
like identification of wallet coins and their intermediate status is
not written (intentionally) in case the log file would be exposed.
Additionally, WW2 provides detailed information upon a RPC re-
quest. We collect the following files from a client wallet working
directory and from RPC requests:

o WW1: Manual extraction of transactions, coins and their
anonset value from Wallet Wasabi’s graphical interface.

o WW2: Logs.txt (runtime client logs), PrisonedCoins.json
(coins temporarily banned from participation), coins.json
(wallet coins and their status obtained using listcoins RPC
method), history.json (transactions in which the wallet par-
ticipated, obtained using gethistory RPC method), daily
screenshot of wallet UI with unspent coins and their anon-
score shown (for manual cross-verification against coins.json).

o SW: Manual extraction of transactions, coins and their num-
ber of remixes from Sparrow Wallet’s graphical interface.

However, these collected raw logs and other data are not made
public as discussed in the Ethics section.
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K Transaction-centric liquidity visualization pseudo-algorithms

Pseudocode of computation of transaction-centric, cumulative pool liquidity statistics used for visualization as described in Section 4.3.2.
The input arrays are created from all sorted coinjoins after establishing the type of inputs and outputs as shown on Figure 2: MIX_ENTER,
MIX_LEAVE, MIX_STAY, MIX_REMIX, MIX_REMIX_FRIENDS, MIX_REMIX_FRIENDS WW1. The full working code is available in
cj_visualize.py::plot_mix_liquidity().

Input:

Number of coinjoins N;

Arrays mix_enter|i], mix_remixfriend[i], mix_remixfriend_ww1[i], mix_leave[i], mix_stay[i] fori =0,...,N —1;
Array mix_leave_time_before[i] fori =0,...,N — 1 (fast-leaving part of mix_leave[i], default 30 days);
Output:

Array interim_liquidity[i] fori =0,...,N — 1.

Array interim_liquidity_time[i] fori =0,...,N — 1.

Array stay_liquidity[i] fori=0,...,N — 1.

Array remix_liquidity[i] fori =0,...,N — 1.

curr_liquidity < 0

curr_liquidity_time < 0

curr_stay_liquidity < 0

curr_remix_liquidity <« 0

fori — 0toN—-1do

// Interim pool’s liquidity

base_liquidity_step « mix_enter[i] + mix_remixfriend[i] + mix_remixfriend_ww1[i] — mix_leave[i]
curr_liquidity « curr_liquidity + base_liquidity_step

interim_liquidity[i] < curr_liquidity

// Interim pool’s liquidity with time cutoff

curr_liquidity_time « curr_liquidity_time + base_liquidity_step + mix_leave[i] — mix_leave_time_before[i]
interim_liquidity_timel[i] « curr_liquidity_time

// Unmoved outputs

curr_stay_liquidity + mix_stay|i]

stay_liquidity[i] < curr_stay_liquidity

// Actively remixed liquidity

remix_liquidity_step < base_liquidity_step — stay_liquidity|i]
curr_remix_liquidity « curr_remix_liquidity + remix_liquidity_step
remix_liquidityi] « curr_remix_liquidity

end

Algorithm 1: Pseudocode of computation of transaction-centric, cumulative pool liquidity statistics.
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L All coinjoins statistics

’ Coinjoin pool ‘ Operating period ‘ Total cjtxs Fresh inputs ‘ Remix rate | Unmoved UTXOs | Num. of inputs ‘
(coordinator name) (from - to) (#) (#/value) (average) (#, value) (min/avg/max)
| Wasabi 1.x (zkSNACKSs) | 2018-07-19 - 2023-05-19 | 33504 [ 336k /22723128 |  728% | 25%.345608 | 6/743/186 |
Wasabi 2.x (zkSNACKs) 2022-06-18 — 2024-06-02 35170 273k / 70007.3 B 94.6% 4.4%, 4880.6 B 50"/ 214.9 / 400
Wasabi 2.x (post-zkSNACKs) 2024-05-02 — running 42717 135k / 46958.3 B 87.6% 11.5%, 3501.0 B <15/ 96.7 / 498
Wasabi 2.x (kruw.io) 2024-05-07 — running 13952 123k / 46309.7 B 87.5% 11.1%, 33883 B <15/227.5/ 498
Wasabi 2.x (opencoord.) 2024-07-06 — running 14295 6524 /2579 B 89.3% 14.2%,21.2 B <15/32.5/ 100
Wasabi 2.x (gingerwallet) 2024-06-02 - running 11971 2467/ 187.4 B 95.1% 14.4%, 60.1 B <15/33.6 /81
Wasabi 2.x (wasabicoord.) 2024-06-09 - 2024-08-12 1187 1523 /1353 B 87.3% 3.0%, 73 B <15/35.1/102
Wasabi 2.x (unknown_2024_e85631) | 2024-05-02 — 2024-11-11 653 260/37.98 82.9% 14.0%, 19.9 B <15/ 42.6 / 87
Wasabi 2.x (unknown_2024_28ce7b) | 2024-11-14 - 2024-11-25 55 73/9.08B 71.3% 8.6%, 1.9 B <15/37.6 /65
Wasabi 2.x (coinjoin.nl) 2024-12-04 - running 144 73/408 74.2% 29.0%, 2.1 B 21/26.4/42
Whirlpool all (Samourai) 2019-04-17 — 2024-05-01 541131 1.13M / 47309.0 B 62.3% 9.5%, 7315.0 B 5/54/8"
Whirlpool 5M 2019-04-17 - 2024-04-25 112143 233k / 11705.5 B 61.4% 9.4%, 1102.5 B 5/54/8"
Whirlpool 1M 2019-05-23 - 2024-04-24 205648 434k / 4359.8 B 60.0% 7.9%, 341.1 B 5/53/8"
Whirlpool 50M 2019-08-02 — 2024-04-25 30327 61k / 30826.9 B 63.0% 18.9%, 5832.5 B 5/55/8
Whirlpool 100k 2021-03-05 — 2024-05-01 193013 404k / 416.7 B 60.7% 9.6%, 38.9 B 5/54/8"
Whirlpool all (Ashigaru) 2025-05-31 - running 287 611/42.6 B 57.4% 72.7%,41.0 B 5/50/5
Whirlpool 2.5M 2025-05-31 - running 218 445/11.1 8 59.2% 70.3%, 7.8 B 5/50/5
Whirlpool 25M 2025-06-06 — running 69 166 /4158 51.9% 80.1%, 33.2 B 5/50/5

Table 3: Summary of the operational parameters for studied coinjoin pools until 10th November 2025. Unmoved UTXOs
are computed from non-remixed outputs. Fresh inputs value excludes part of the input value if followed by non-standard
outflow (WW1 only) and “friends-do-not-pay” (inputs to WW2 coming from WW1 or sent between two WW2 users) liquidity.
Values marked * are with some, but negligible exceptions. Operating period is based on the time when the last coinjoin
transaction of a given coordinator was mined—the coordinator stopped coordination shortly before that. Note that some “post-
”zkSNACKs coordinators were already operational while zZkSNACKs coordinator was still running (but scheduled for shutdown).
Coincidentally, the earliest detected non-zkSNACKs transaction is from an unknown coordinator unknown_2024_e85631.

l Coinjoin pool [ First transaction (txid) [ Last transaction (txid) l

l Wasabi 1.x (zkSNACKs) [ £250e997dc1a2d68861e03689d1709973e1964a62{929ba5727fe8607dafb676 [ 390b971e0990b0689c306473dcb98b6b7481adf75d83652c30cfbe78912d9ed7

Wasabi 2.x (zkSNACKs)

d31c2b4d71eb143b23bb87919dda7fdfecee337ffa1468d1c431ece37698f918

0dc6180a7f6ab204cba382065c06c04f6fdd58846437af2d078b4f48eba25d95

Wasabi 2.x (post-zkSNACKs)

4315e96b05f9c87d96bcd9d35b520e3d2c4f4851558420774d2e2a88270d5¢cd4

d93758d59a9ec82d65fa7cb8d00fecb5ae655fbedad7e1208b8b3db0608f5814

Wasabi 2.x (kruw.io)

e8ab4e3f1c0133cclcccf6fofedd499cb31fb07ff1b2e27e64b4b9d9750188ca

d1e7efee0071dd9e72481bf73ad35371b1f402fbf11a9a7354c129df5a773f44

Wasabi 2.x (gingerwallet)

75d060816¢a08d067a91ba982e330aba7c5a2d50db2605403567989370120a66

8e7¢637f8fb584ac618bb4fcbf8a08eb1534d9a288b9a6ad9f42e2a6afc0832f

Wasabi 2.x (opencoord.)

1c875d731F53f221072432fdfd1a3f666a4a5e0dccb4021beb535537ccd36baa

d93758d59a9ec82d65fa7cb8d00fecb5ae655fbe9ad7e1208b8b3db0608f5814

Wasabi 2.x (wasabicoord.)

309f790cf0aec4a010698cb1adf4f9ce8f4d438b15cb9bdbfc97951fbef473d7

4432b1065163aleafd151ffdf5f509¢97a6402086¢12c2c291a317481caf60b9

Wasabi 2.x (unknown_2024_e85631)

4315e96b05f9¢87d96bcd9d35b520e3d2c4f4851558420774d2e2a88270d5cd4

427fee6b90d10f5b6204e7b1d3738081bda236549586a472be4338159d6cesfF

Wasabi 2.x (unknown_2024_28ce7b)

28ce7b2815bce935b9f1ec7bb183f0d1365b5005789e¢6175d5771f72190a862f

1ac49264159f44468013ba101f32ae167cb3423d8fde022c86d7dff23ca2d9bb

Wasabi 2.x (coinjoin.nl)

1£2622282e05f3dd5a0af95b49fbee4f9c577abfc7edd4a362237ab9ab6c72bf

ab4cf228fc301d7d0c77e8d1d12d19ecf2d1f9b6699821f6bfffde45beadfad4

Whirlpool all (Samourai)

a554db794560458¢102bab0af99773883df13bc66ad287¢29610ad9bac138926

7369a8c414405f36ddddbb6d4c89b3680b214b50b2cf91eab0747a4aee6f8c6b

Whirlpool 5M a554db794560458¢102bab0af99773883df13bc66ad287¢29610ad9bac138926 d30a07a865757ab4ble1366cd8c07cc85daa10300ef77c025d2dcaedbf42a827
Whirlpool 1M c6c27bef217583cca5f89de86e0cd7d8b546844f800da91d91a74039c3b40fba 8bc4ba7b1805¢8a4b2f35e2f66b430192e6760cdc23dfef3403fcd9a1b7723c8
Whirlpool 50M b42df707a3d876b24a22b0199e18dc39aba2eafa6dbeaaf9dd23d925bb379¢59 ¢10267ce9e8d2fc09262d3743ed2bfa094c4e15fad9e2d479fd63ed7d21b8220

Whirlpool 100k

ac9566a240a5e037471b1a58ea50206062c13ela75c0c2de3f21¢7053573330a

7369a8c414405f36ddddbb6d4c89b3680b214b50b2cf91eab0747a4aee6f8c6b

Whirlpool all (Ashigaru)

737a867727db9a2c981ad622f2fa14b021ce8b1066a001e34fb793f8das33155

e6b289ac228a31a2c4al16bc976fdd828286f8190f50557e8e07998b8cf5759b9

Whirlpool 2.5M

737a867727db9a2c981ad622f2fa14b021ce8b1066a001e34fb793f8da833155

e6b289ac228a31a2c4a16bc976fdd828286f8190f50557e8e07998b8cf5759b9

Whirlpool 25M

7784df1182ab86ee33577b75109bb0f7¢5622b9fb91df24b65ab2ab01b27dffa

b8f50518d2a799d1f2041e7e77fe3eed5d082d490023e3a2ebcd907abag7bd00

Table 4: Transaction IDs of first and last coinjoin attributed to given coordinator till 10th November 2025.
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Figure 23: Cumulative liquidity dynamics for all Wasabi 2.x coordinators.
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Figure 24: Cumulative liquidity dynamics for Wasabi 2.x zZkSNACKs coordinator.
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Figure 25: Cumulative liquidity dynamics for Wasabi 2.x kruw.io coordinator. Note that actively remixed liquidity (red dashed
line) may take negative values when incoming liquidity is smaller than outgoing liquidity. This occurs because input liquidity
previously already mixed under zkSNACKs or another WW2 coordinator is intentionally not counted as fresh—otherwise,
overall WW2 design liquidity would be artificially inflated by wallets changing coordinators.
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wasabi2_gingerwallet: Liquidity dynamics in time
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wasabi2_coinjoin_nl: Liquidity dynamics in time
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wasabi2_wasabist: Liquidity dynamics in time
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wasabi2_kruw: Liquidity dynamics in time
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wasabi2_opencoordinator: Liquidity dynamics in time
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wasabi2_mega: Liquidity dynamics in time
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btc in mix

Figure 26: Liquidity dynamics for all non-trivial detected WW2 coordinators. Note that actively remixed liquidity (red dashed
line) may take negative values when incoming liquidity is smaller than outgoing liquidity. This occurs because input liquidity
previously already mixed under zkSNACKs or another WW2 coordinator is intentionally not counted as fresh—otherwise,
overall WW2 design liquidity would be artificially inflated by wallets changing coordinators. Both kruw.io and gingerwallet
illustrate this case.
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Figure 27: WW2 kruw.io monthly liquidity changes with focus on value of inputs without normalization. High-resolution
version available at https://crocs-muni.github.io/coinjoin/.
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Figure 28: WW2 kruw.io monthly liquidity changes with focus on number of inputs with normalization. High-resolution
version available at https://crocs-muni.github.io/coinjoin/.
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Figure 29: WW2 zkSNACKs monthly liquidity changes with focus on value of inputs without normalization. High-resolution
version available at https://crocs-muni.github.io/coinjoin/.
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Figure 30: WW2 zkSNACKs monthly liquidity changes with focus on the number of inputs without normalization. High-
resolution version available at https://crocs-muni.github.io/coinjoin/.
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Figure 31: WW2 zkSNACKs monthly liquidity changes with focus on value of inputs with normalization, highlighting new
fresh inflows. High-resolution version available at https://crocs-muni.github.io/coinjoin/.
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Figure 33: Variability of inputs-based wallets prediction factor of number of active wallets for WW1 zkSNACKs coordinator.
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Figure 34: WW1 zkSNACKs monthly liquidity changes with focus on value of inputs without normalization. Period 2018-07 -
2020-09, continues on Figure 35. High-resolution version available at https://crocs-muni.github.io/coinjoin/.
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Figure 35: WW1 zkSNACKs monthly liquidity changes with focus on value of inputs without normalization. Period 2020-10 -
2022-12, continues on Figure 36. High-resolution version available at https://crocs-muni.github.io/coinjoin/.
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Figure 36: WW1 zkSNACKs monthly liquidity changes with focus on value of inputs without normalization. Period 2023-01 -
2023-05, till the coordinator was voluntarily shut down in favor of WW2 design with zkSNACKs coordinator. High-resolution
version available at https://crocs-muni.github.io/coinjoin/.
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O Whirlpool statistics

whirlpool: Liquidity dynamics in time
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Figure 37: Cumulative liquidity dynamics for Samourai Whirlpool and Ashigaru Whirlpool with all pools combined.
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Figure 38: Liquidity dynamics for Ashigaru Whirlpool pools started from 31st May 2025 with sizes of 2.5M and 25M satoshis.
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whirlpool_100k: Liquidity dynamics in time
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Figure 39: Liquidity dynamics for Samourai Whirlpool pools with sizes of 100k, 1M, 5M and 50M satoshis separately. The
final lower value for unmoved outputs than cjtx centric (blue) visible (especially for pools with smaller sizes) with respect to
changing liquidity is caused by the mining fees spent.
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