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Abstract

As genomic research has grown increasingly popular in recent
years, dataset sharing has remained limited due to privacy con-
cerns. This limitation hinders the reproducibility and validation
of research outcomes, both of which are essential for identifying
computational errors during the research process. In this paper,
we introduce PROVGEN, a privacy-preserving method for sharing
genomic datasets that facilitates reproducibility and outcome vali-
dation in genome-wide association studies (GWAS). Our approach
encodes genomic data into binary space and applies a two-stage
process. First, we generate a differentially private version of the
dataset using an XOR-based mechanism tailored to biological char-
acteristics. Second, we restore data utility by adjusting the Minor
Allele Frequency (MAF) values in the noisy dataset to align with
public MAFs using optimal transport. Finally, we convert the pro-
cessed binary data back into its genomic representation and publish
the resulting dataset. We evaluate PROVGEN on three real-world
genomic datasets and compare it with local differential privacy and
three synthesis-based methods. Our results show that PROVGEN
overall outperforms existing approaches in detecting GWAS out-
come errors, preserving data fidelity, and resisting membership
inference attacks (MIAs). By adopting our method, genomic re-
searchers will be inclined to share differentially private datasets
while maintaining high data quality for reproducibility of their
findings.
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1 Introduction

Recent advancements in genome sequencing have unlocked sig-
nificant research opportunities in genomics. Through computa-
tional and statistical methods, such as genome-wide association
studies (GWAS), researchers have identified numerous associations
between diseases/traits and genes, further enriching our under-
standing of the field.

As genomic research becomes increasingly popular, uninten-
tional errors may occur during the research process or when
reporting outcomes. Thus, medical professionals, who often rely
on GWAS outcomes for clinical applications such as treatment pro-
cedures, need to ensure that these results are accurately computed.
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However, validating these results is challenging, as they typically
lack access to the original datasets due to privacy concerns regard-
ing genomic datasets [29]. As a result, the inability to validate the
outcomes compromises the assessment of their quality and correct-
ness, which in turn hampers the progress of genomic research.

This issue underscores the critical role of reproducibility in sci-
entific research, particularly in the field of genomics. Formally,
reproducibility refers to the ability to obtain consistent experiment
results using the same input data, methods, and tools. Over the
past decades, thanks to promotion by researchers [7, 21, 48] and
the government [31], there has been a growing awareness of the
importance of reproducibility, and more researchers are willing to
share the datasets along with their research outcomes. However,
the sharing of genomic datasets poses significant challenges due
to the sensitive nature of the data involved [29]. For instance, if a
genomic dataset is shared publicly, an attacker might infer with
high confidence whether a particular victim has a specific trait or
disease [55]. This kind of exposure represents a significant threat
to personal privacy and could result in severe consequences, such
as discrimination or safety risks.

Hence, there is a crucial need for an approach to validate GWAS
outcomes that (i) ensures the individuals’ genomic privacy, safe-
guarding against state-of-the-art inference attacks, and (ii) enables
validation of the research outcomes while maintaining the integrity
and statistical accuracy of the data in the shared datasets. This will
enable recipients (verifiers) to reproduce research outcomes and
detect minor miscalculations made by researchers.

Existing works aim to enable validation of GWAS outcomes in a
privacy-preserving manner. However, they either suffer from inher-
ent ambiguity in detecting small errors [22] or provide insufficient
utility to support reliable GWAS outcome validation [24, 25, 50, 51].
In this paper, we propose PROVGEN (PRivacy-preserving Outcome
Validation for GENomic Data), a novel framework that securely
shares genomic datasets while ensuring reproducibility in GWAS
outcome validation. We focus on datasets of point mutations in
DNA, namely Single Nucleotide Polymorphisms (SNPs, introduced
in Section 3.1), as they are the most popular ones in biomedical
research [32] and genome-wide association studies (GWAS) [10].
Note that the shared dataset is not intended for the primary use of
data (e.g., conducting research) by medical experts, due to the noise
introduced by differentially-private mechanisms. In this work, we
focus on the secondary use of genomic datasets, i.e., reproducibil-
ity and validation of GWAS outcomes by other researchers,
where noise in the shared dataset can be tolerated.

The overall procedure of the proposed scheme can be described
in two stages: data perturbation and utility restoration. In the data
perturbation stage, genomic data is initially encoded into binary
values and then perturbed by XORing it with binary noise. The
probability distribution used for generating the noise is carefully
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calibrated by leveraging the column-wise correlation of the SNPs
from publicly available datasets. The core part of the data pertur-
bation process is the efficient binary noise generation (EBNG)
(see Definition 3), which is an improvement of the XOR mechanism
initially proposed in [24]. The noise sampling of the original XOR
mechanism is extremely time-consuming, making it impractical for
large datasets such as genomic datasets. In contrast, our method
addresses this limitation by analyzing the upper bounds of the mar-
ginal probabilities of each noise element. In the utility restoration
stage, we introduce a post-processing scheme aiming to improve
the GWAS utility distorted by the noise introduced in the first stage.
We adjust the Minor Allele Frequencies (MAFs) in our dataset to
align with the MAF values that are publicly available or provided
along with the research findings by modifying certain values in the
shared dataset. This postprocessing step significantly improves the
GWAS outcomes derived from the noisy dataset, thereby enabling
reliable validation of GWAS results using the final shared dataset.

We evaluate our proposed scheme using three genomic datasets
from the OpenSNP project [40], focusing on four aspects: GWAS
outcome validation, data fidelity, resistance to membership infer-
ence attacks (MIAs), and computational efficiency. For comparison,
we implemented five alternative approaches: local differential pri-
vacy (LDP) [25], the vanilla XOR mechanism [24], GAN-AG [51],
and two differentially private synthetic data generators, DPSyn [27]
and PrivBayes [54]. Our results show that PROVGEN consistently
outperforms all five methods in detecting subtle errors in GWAS
outcomes. In contrast, the alternatives either fail to identify sig-
nificant errors (e.g., LDP [25]), suffer from severe degradation in
data fidelity (GAN-AG [51]), or exhibit prohibitive time complexity
(vanilla XOR [24], DPSyn [27], and PrivBayes [54]). Furthermore,
in terms of statistical fidelity (e.g., mean and variance errors) and
robustness against MIAs, our scheme achieves superior perfor-
mance in most cases. Overall, the experimental results highlight
the effectiveness and practicality of PROVGEN for GWAS outcome
validation in real-world genomic research settings.

Our main contributions are summarized as follows.

e We propose PROVGEN, a novel approach that enables out-
come validation for GWAS via privacy-preserving genomic
dataset sharing.

e We design an innovative two-stage scheme under differential
privacy that effectively detects unintentional errors in GWAS
outcomes.

e We develop a novel XOR-based method, inspired by Ji et
al. [24], significantly reducing the time complexity of noise
generation.

o We evaluate our scheme on three real genomic datasets and
demonstrate that it outperforms existing methods in terms
of accuracy, utility, and privacy.

2 Related Work
2.1 Reproducibility

Reproducibility ensures that experiment results are consistent in the
same setting (e.g., using identical input data and methods), which
facilitates research quality assessment [21] and advances scientific
knowledge [28]. It has been promoted for several years by both
researchers and government [7, 48]. Researchers typically share
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datasets used in their research such that everyone can reconstruct
the same experiments and validate their results. Some examples of
these datasets include ImageNet [43] and the Iris dataset [19].

However, certain datasets such as genomic and location datasets,
may contain sensitive data, and thus basic anonymization tech-
niques, e.g., hiding identifiable information, may not sufficiently
protect against adversarial attacks [15]. Halimi et al. [22] propose a
framework for validating GWAS results by comparing published
MAFs with a noisy researcher-side MAF using a threshold derived
from public genomic data. However, this method has inherent am-
biguity, making the detection of small errors unreliable. Crypto-
graphic approaches, such as homomorphic encryption (e.g.,[45])
and zero-knowledge proofs (e.g., VerDP[34]), have been explored
for secure GWAS validation. However, their high computational
overhead and incompatibility with current GWAS data-sharing
practices limit their feasibility for large-scale genomic studies. In
this paper, we address this challenge by proposing a differentially
private scheme for sharing genomic datasets while preserving high
data utility. Our approach enables researchers to reproduce GWAS
studies conducted on the original dataset while ensuring strong
privacy protection for individuals.

2.2 Privacy-Preserving Dataset Sharing

Differential privacy has become the standard approach for releas-
ing aggregated statistics in a privacy-preserving manner. It intro-
duces calibrated noise to query results to limit the amount of in-
formation that an attacker can infer from the released data. Many
methods have applied differential privacy to data sharing. For ex-
ample, Chanyaswad et al. [11] apply Gaussian noise in matrix
form to sanitize numerical datasets, and Ji et al. [24] propose the
XOR mechanism to release binary datasets using matrix-valued
Bernoulli noise. Andr’es et al. [4] introduce Laplace noise for ge-
olocation data to achieve geo-indistinguishability, a variant of dif-
ferential privacy. In the genomic domain, Backes et al. [6] propose
epigeno-indistinguishability to protect epigenetic microRNA data.
Although these approaches have advanced the field, preserving
data utility while ensuring privacy for complex biomedical and
high-dimensional genomic datasets remains challenging and serves
as the motivation for PROVGEN.

Meanwhile, there are also attempts to share datasets by synthe-
sizing them under differential privacy guarantees. For example, Li
et al. [27] propose a scheme that generates synthetic datasets by
concerning pairwise marginal distribution of features and auxiliary
information. Zhang et al. [54] synthesize datasets using Bayesian
networks, where conditional probabilities are noisy and protected
under differential privacy. Yelmen et al. [51] propose a GAN-based
approach, which generates artificial genomic sequences by cap-
turing internal correlations within the original dataset. However,
its utility significantly degrades as the DNA sequence length in-
creases. In this paper, we propose a privacy-preserving dataset
sharing scheme for GWAS outcome validation that effectively de-
tects subtle errors while maintaining high data utility. We compare
our approach with existing methods and demonstrate its superior
performance in Section 7.
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2.3 Genomic Privacy

Encryption-based approaches [5, 8] are often inefficient concerning
computational and communication costs, so the implementation
of such approaches is hardly practical. Instead, differential privacy
is heavily adopted. Uhler et al. [49] propose a method to release
GWAS statistics (e.g., x2), and Yu et al. [53] improve this work by
allowing an arbitrary number of case and control individuals while
considering auxiliary information. Yilmaz et al. [52] consider the
correlations between SNPs and propose dependent local differential
privacy to release individual genomic records. Yet, it only works for
individual genomic sequences and cannot be extended to dataset
sharing. Our approach publishes entire genomic datasets under
differential privacy, while preserving high data utility and essential
GWAS statistical properties.

3 Preliminaries

3.1 Genomic Data

DNA encodes genetic information using nucleotide bases (A, T,
C, G), with SNPs representing single-base variations. A Single Nu-
cleotide Polymorphism (SNP) is the most common type of genetic
variation, where a single nucleotide differs at a specific position in
the genome among individuals. For a variation to be classified as
an SNP, it must occur in at least 1% of the population [2].

Each SNP can have different alleles, representing the possible
nucleotide variations at a given position. The major allele is the
more frequently occurring variant in a population, while the minor
allele is the less common one. For example, if a specific SNP location
contains C in most individuals but T in minority, then C is the major
allele, and T is the minor allele. The SNP value reflects the count of
minor alleles in an individual’s genome:

e 0: homozygous for the major allele
e 1: heterozygous, carrying one copy of the minor allele
e 2: homozygous for the minor allele

Over 600 million SNPs have been identified across global popu-
lations, and they play a crucial role in Genome-Wide Association
Studies (GWAS), where researchers investigate genetic variations
linked to specific diseases or traits [33].

3.2 Genome-Wide Association Studies

Genome-wide association studies (GWAS) are a widely used ap-
proach for identifying correlations between genetic variations and
specific traits or phenotypes [9, 16, 26, 47]. In a typical GWAS, in-
dividuals are divided into case and control groups based on the
presence or absence of a particular characteristic, where the case
group exhibits the trait, and the control group does not.

A contingency table is constructed to summarize the statisti-
cal distribution of SNP values between these groups, as shown in
Table 1. In this table, S; represents the number of individuals in the
case group with an SNP value of i at a specific genomic position,
while R; denotes the corresponding count in the control group. The
total number of individuals across both groups is denoted by N.

For example, in a study on lactose intolerance, if S, = 10, it
means that 10 individuals with lactose intolerance are homozygous
for the minor allele at that SNP position.
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Genotype
0 1 2 Total
Case S() S 1 52 S
Control Ry R R, R
Total N() N; 1 Nz N

Table 1: A contingency table.

In a typical GWAS, researchers collect genomic data from indi-
viduals with and without a specific trait or disease, forming case
and control groups. The data is preprocessed and used to construct
contingency tables that summarize SNP distributions across the
groups. Statistical tests such as the y? test are then applied to iden-
tify significant SNPs, and the resulting associations are published
to support further research and validation.

3.3 Differential Privacy

Differential privacy (DP) quantifies privacy and limits the inference
of any single individual from observing the query results between
neighboring databases. The formal definition is as follows:

DEFINITION 1 (DIFFERENTIAL PRIVACY). [17] For any neigh-
boring datasets D, D’ that differ only in one data record, a randomized
algorithm M satisfies e-differential privacy if for all possible outputs
S C Range(M)

Pr(M(D) € S) < ¢€ x Pr(M(D’) € S).

The privacy parameter € quantifies potential leakage: smaller
values imply stronger privacy, while € = co represents no privacy
protection.

Two key properties of differential privacy ensure its robustness:

PrROPOSITION 3.1 (POST-PROCESSING). [18] If M satisfies e-
differential privacy, then for any (possibly randomized) function f
that does not depend on the private data, the composed mechanism
f o M also satisfies e-differential privacy.

This means that any computation performed on the output of a
DP mechanism without direct access to the raw data cannot weaken
its privacy guarantee.

PROPOSITION 3.2 (COMPOSABILITY). [18] If two independent
mechanisms My and My satisfy €;- and e;-differential privacy, re-
spectively, then their joint release (M (D), M2(D)) satisfies (€1+¢€3)-
differential privacy.

This property enables reasoning about end-to-end privacy in
multi-stage releases, such as jointly publishing a perturbed dataset
and differentially private statistics.

3.4 The XOR Mechanism

Since we utilize an improved version of it, we also revisit the defi-
nition and privacy guarantee of the XOR mechanism proposed in
[24].

DEFINITION 2 (XOR MECHANISM). Given a binary- and matrix-
valued query n, mapping a dataset to a binary matrix, i.e., 1y : D —
{0,1}*P, the XOR mechanism is defined as

XOR(nx(D), B) =nx(D) & B,

where & represents the XOR operator, and B, a binary matrix noise
within € {0,1}"*P, follows a matrix-valued Bernoulli distribution
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with a quadratic exponential dependence structure, i.e.,
B ~ Ber,p(0,A12, -, Ap_1,n).
3.4.1  PDF of Matrix-valued Bernoulli Distribution. The PDF of this

matrix-valued Bernoulli distribution with quadratic exponential
dependency, i.e., B ~ Berp ,(0, A1, -, Ap_1,) is parameterized
by matrices ©, A2, ,Ap—1, € RP*P and is expressed as

f8(B) =C(O, A1z, . An_1n)

n n
1
xexp { Tr[BOBT] + ZZTrUUBAL,— B']}, @
i=1 j#i
where
C(@» Al,z, t ,An—l,n) =

-1
[sz exp{Tr[Bk@B{]+z;;1 ;;,.Tr[JijBkA,-,sz]H ,

is the normalization constant, By € {0, 1}"*?, and J; ;18 the matrix
of order n X n with 1 at the (i, j)-th position and 0 elsewhere.
Similar to the classical differential privacy output perturbation
mechanisms (such as Gaussian or Laplace mechanisms), which
attain privacy guarantees by constraining the parameters of the
considered distributions (i.e., Gaussian or Laplace distribution), the
XOR mechanism also ensures privacy by controlling the parameters
in the distribution in (1). The sufficient condition for the XOR
mechanism to achieve e-differential privacy is recalled as follows.

THEOREM 3.3. The XOR mechanism achieves e-differential privacy
of a matrix-valued binary query if © and A; ; satisfy

sr(1IA@)llz + 2 B IAAIE) < @

where sy is the sensitivity of the binary- and matrix-valued query,
and ||A(©)|[; and [|A(A;;)||2 are the l; norm of the vectors composed
of eigenvalues of © and A, j, respectively.

In Section 6.1, we will discuss how to obtain sy when considering a
binarized genomic dataset.

In practice, it is computationally prohibitive to evaluate the
normalization constant (see (1)) in the PDF of the matrix-valued
Bernoulli distribution; thus, to generate a sample from it, [24] re-
sorts to the Exact Hamiltonian Monte Carlo scheme. However, this
scheme is impractical for our study due to its extreme high time
complexity caused by thousands of SNPs in the dataset. To address
this issue, we propose a new noise generation scheme without com-
promising the privacy of the original XOR mechanism. In particular,
each element in the noise matrix is generated using its calibrated
marginal distribution. More details are deferred to Section 6.2.

4 System Settings

In this section, we introduce the system model and the threat model.

4.1 System Model

In our system, we consider a scenario in which researchers are
conducting genome-wide association studies (GWAS). In this set-
ting, we consider two key parties: the researcher and the verifier.
The researcher performs GWAS on a local genomic dataset and
publishes the research findings publicly. Typically, GWAS research
findings include the name and methodology of the experiment, the
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number of samples in the case group, details about the control group
(which may include aggregated statistics of the control group), the
SNP identifier (commonly referred to as the rsID), and the minor
allele frequency (MAF) of SNPs that are significantly associated
with the trait or disease of interest.

To enhance the credibility of its research and reputation in
the research community, the researcher would share the entire
research dataset along with the findings for external validation.
However, direct sharing of genomic datasets raises privacy con-
cerns [29]. Instead, the researcher sanitizes the dataset using a
privacy-preserving scheme before sharing it.

Throughout the research process, the researcher may uninten-
tionally introduce errors, including errors during: (i) data cleaning
and preprocessing, (ii) statistical analysis, or (iii) publication of
findings. Our work focuses on detecting unintentional errors that
occur during these stages, but excludes errors introduced during
data collection. Errors at this stage are generally considered hard to
detect and have not been effectively addressed by existing methods.
This is widely acknowledged in the field, and no current work has
provided a robust solution for identifying or correcting such errors.

Importantly, multiple errors may arise at the same or different
stages. Since such errors are generally independent, we treat them
as independent events. Our approach is capable of detecting such
compounded errors because they collectively lead to discrepancies
in GWAS results, making it easier for our scheme to identify them.

The verifier, assumed to be a peer reviewer or another researcher,
seeks to validate the published findings. Using the shared dataset,
the verification process proceeds as follows. First, the verifier repro-
duces the same GWAS experiments reported by the researcher using
the shared dataset and obtains the p-values for all SNPs claimed
as significant in the research findings. Then, the verifier calculates
the percentage of SNPs reported as significant in the original find-
ings that remain statistically significant in the reproduced results
(possibly using a relaxed p-value threshold instead of the original
p-value), which is termed the SNP retention rate.

To assess the trustworthiness of the findings, the verifier com-
pares the SNP retention rate from the reproduced results to a the-
oretical ideal or expected rate, which represents the anticipated
retention rate under error-free conditions. The primary goal of this
paper is to ensure that meaningful differences in retention rates
can be observed, enabling the verifier to detect potential errors.
Note that the estimation of such an expected rate, which can be
obtained by using additional auxiliary datasets, is beyond the scope
of this paper. If this difference falls within a specified threshold, the
findings are deemed reliable. Otherwise, the verifier may initiate
further investigation or request additional detailed information,
pending Institutional Review Board (IRB) approval.

4.1.1  Motivation for Sharing Raw Genomic Data. Publishing datasets
provides several important advantages over releasing only aggre-
gated GWAS statistics:

e Independent validation and reproducibility. Verifiers
can locally re-run GWAS using the shared dataset and com-
pare their results with the published statistics. This enables
transparent verification of analysis steps and improves the
reproducibility of reported findings.
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o Support for advanced applications. Access to individual-
level genomic data allows downstream analyses such as vari-
ant calling (identifying genetic variants relative to a refer-
ence genome) and machine learning tasks (e.g., phenotype
classification). These applications are not feasible with ag-
gregated summary statistics. Our scheme enables such use
cases by sharing privacy-preserving datasets that retain high
utility (see Section 7.5 and Table 4).

e Community and benchmarking benefits. Programs such
as NIH’s TOPMed [46] and All of Us [39] repeatedly em-
phasize the need for shareable, individual-level simulated
datasets to support reproducibility and benchmarking of new
methods.

As shown in Section 7.5, our scheme achieves high data fidelity
while maintaining privacy protection. This balance demonstrates
that our approach can effectively support the above goals under
practical privacy budgets.

4.2 Threat Model

In our framework, we assume that the researcher is honest yet
cautious, holding the original genomic dataset without sharing it
directly. Meanwhile, an honest researcher may still unintentionally
provide incorrect GWAS outcomes due to computational errors,
which could mislead other researchers. Our scheme aims to address
this issue by offering a means to reproduce and validate GWAS
experiments, enhancing their reliability.

Note that our scope does not extend to scenarios involving a
malicious researcher who might intentionally fabricate datasets
to report false results. Deliberately creating and using synthetic
datasets to produce inaccurate findings poses a challenge that is
nearly impossible in most data analysis contexts, not only in GWAS.
In this case, only those with direct access to the original data can
validate the authenticity of research finding. Moreover, the ethical
implications and potential consequence of using fabricated dataset
(e.g., damage to the researcher’s credibility and reputation from
funding agencies) serve as strong deterrents against such miscon-
duct.

The verifier may be malicious and curious about the original
dataset. Such a malicious verifier, acting as an attacker, may conduct
membership inference attacks (MIAs) to determine if an individual
(the victim) is part of the shared dataset or not. Since individuals
in a genomic dataset often share an attribute (e.g., trait or disease),
linking the victim to the dataset could also associate them with that
attribute. For instance, assume the researcher shares a dataset con-
sisting of heart disease patients. An attacker could use the published
research findings and the shared dataset to predict the target’s pres-
ence in the dataset. If the analysis indicates that the target is likely
a member, the attacker could infer a potential association of the
individual with heart-related diseases.

We assume that the attacker has access to two key pieces of
information: (i) the shared dataset from the researcher and (ii) the
specific trait/disease of the individuals in the dataset, e.g., heart
disease in the previous example. In addition, the attacker can exploit
auxiliary knowledge to launch MIAs by constructing a reference
dataset of individuals without the trait/disease (e.g., from the 1000
Genomes project [3]). We consider the following MIAs: 1) Hamming
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distance-based test (HDT) [22], 2) decision tree, 3) random forest,
4) XGBoost [13], 6) Support Vector Machine [14], and 7) neural
network. More details will be deferred to Section 7.2.3.

5 PROVGEN Workflow

Our proposed workflow is depicted in Figure 1. During the data per-
turbation stage, we first encode the genomic dataset into a binary
matrix. Each SNP is represented using two bits while considering
the biological property (discussed in Section 6.1). We then imple-
ment a noise sampling scheme, an adaptation of the XOR mecha-
nism [24], optimized for efficient generation of large datasets. This
scheme generates a noisy version of the binary matrix while con-
sidering inherent correlations among SNPs from publicly available
datasets.

In the utility restoration stage, we address the utility degradation
caused by noise addition. We develop a post-processing technique
focused on enhancing the GWAS utility distorted in the first stage.

This involves aligning the Minor Allele Frequencies (MAFs) in
the noisy dataset with those that are publicly available or have been
published as a part of research findings by flipping allele values
using optimal transport [1]. Following this, we convert the altered
dataset back into genomic space and make it available to verifiers
for validation.

6 Methodology
6.1 Genomic Dataset Perturbation

Existing methods are not effective for genomic data due to two
reasons: they either exhibit high time complexity [27, 54] or fail to
appropriately address the inherent correlation among SNPs [25],
leading to significant utility loss, as evidenced by our preliminary
experiments. We overcome these challenges by converting genomic
datasets into binary space. Specifically, we encode each SNP value
to 2 bits according to the conversion metric shown in Table 2 and
generate a binary version of the genomic dataset D? € {0, 1}"*?™,
It is important to note that this binary representation of SNPs is
consistent with their biological characteristics (refer to Section 3.1).
As detailed in Section 3.2, SNP data have three values (0, 1 and 2) that
indicate the number of minor alleles in a gene. Each allele, inherited
from one parent, contributes to the SNP value: ‘00’ for value 0 (no
minor allele), ‘01’ for value 1 (one minor allele), and ‘11” for value
2 (both parents with a minor allele). The binary matrix resulting
from this encoding effectively simulates the allele distribution in
the genomic sequence. Therefore, flipping one binary value in the
binary dataset is analogous to flipping one allele, thus maintaining
biological consistency in our data representation.

Genomic Value Binary Format

0 00
1 01
2 1N

Table 2: Conversion between SNP values and binary format.

After encoding, we implement the XOR mechanism [24] to per-
turb the binary-encoded SNP dataset. The perturbation is repre-
sented as D? = DY @ B, where D? is the original binary SNP dataset,
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Figure 1: The workflow of PROVGEN operates as follows: 1) The input dataset D is encoded into a binary form D’ and subjected
to an XOR operation with binary noise, generated through Efficient Binary Noise Generation (EBNG). 2) We utilize the Minor
Allele Frequencies (MAFs) of SNPs to enhance the data utility of the noisy dataset D’ using optimal transport. Finally, we
convert the optimized binary dataset D” back into its original SNP format to obtain the final shared dataset D’.

and D is the perturbed outcome. The operator & denotes the (ex-
clusive or) XOR operation, and B € {0, 1}"*?™ is the binary noise

matrix, sampled from the matrix-valued Bernoulli distribution.
The parameters of this distribution are calibrated with respect
to the privacy parameter € and the sensitivity sy of the binary
encoding between D and D, where D ~ D denotes neighboring
genomic datasets that differ by a single individual’s genomic record.
Mathematically, the sensitivity is defined as:
Sf = sup ID* @ D”||2.

DD

®)

Here, || - ||12D denotes the squared Frobenius norm, which, in the case
of binary matrices, equals the number of differing entries (i.e., the
Hamming distance). For example, if the dataset contains 1,000 SNPs
and each SNP is encoded using 2 bits, then a single individual’s
record contributes up to 2 X 1,000 = 2,000 bits, which defines the
worst-case sensitivity.

Motivation of Adopting XOR Mechanism. Our approach is
motivated by the need to preserve two fundamental types of corre-
lations inherent in genomic data: (i) SNP-wise correlations, which
capture dependencies between SNPs, and (ii) sample-wise correla-
tions, which reflect kinship relationship among individuals, such
as those observed in family members. Although local differential
privacy (LDP) [25] can be employed within our framework as an
alternative for the XOR mechanism and achieves comparable utility
for GWAS reproducibility, it does not account for these correlations.
As demonstrated by Yilmaz et al. [52], neglecting such dependencies
during differentially private perturbation can expose the shared
dataset to powerful inference attacks. To address this vulnerability,
we adopt the XOR mechanism, which generates binary noise ma-
trices sampled from a matrix-valued Bernoulli distribution with a
quadratic exponential dependency structure [30]. This formulation
naturally models both SNP-wise and sample-wise dependencies, en-
abling correlation-aware perturbation that enhances privacy while
preserving utility. As a result, the XOR mechanism is well-suited for
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our setting, as it offers stronger protection against inference attacks
by preserving critical correlations, and it lays a robust foundation
for the downstream post-processing.

It is noteworthy that, in practice, there are infinite ways to gen-
erate the parametric matrices in the XOR mechanism. As long as
the sufficient condition in (2) is satisfied, achieving e-differential
privacy is possible. In [24], the authors assume that these matrices
are positive definite and propose generating them via a computa-
tionally intensive optimization procedure. In contrast, our approach
relaxes this requirement by constructing the parametric matrices us-
ing biologically informed characteristics of SNPs and sample-level
relationships among individuals, thereby reducing computational
complexity while preserving the structural dependencies essential
for both privacy and utility.

In particular, the entries of © (cf. (1) in Section 3.4.1) are referred
to as “feature-association” values [24, 30]. They model the corre-
lations between the columns of D? € {0, 1}"*?™, representing the
inherent dependencies among SNPs [36]. To preserve these inherent
correlations, we utilize a publicly available reference dataset that
contains the same set of SNPs as D (e.g., the control group in a case-
control study). Such datasets can be obtained from open-source
genomic repositories, such as the 1000 Genomes Project [3].

To model these correlations, we employ a log-linear associa-
tion approach, constructing a matrix © € R2™*?™ ith diagonal
entries 9~p,p and non-diagonal entries 0~p,q (p # q), computed as:

Pr(M, =0
Op.p =1log oM =9

Pr(M, =1)’
Pr(M, = 0,M; = 1) Pr(M, = 1,My = 0)
& Pr(M, = 1, M, = 1) Pr(M, = 0, M, = 0)’

p e [1,2m],
(4)

9~P>q =lo

where p, q € [1,2m], p # g, M is the binarized version of a publicly
available dataset, Pr(M, = 0) represents the frequency of values
equal to 0 in the p-th column, and Pr(M,, = 0, My = 1) denotes the
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frequency of tuples where the value is 0 in the p-th column and 1
in the g-th column.

The entries of A;;, referred to as “object-association” values,
model the correlations between rows i and j of D?, representing
kinship relationships [23]. If the genomic dataset contains SNP
sequences of family members, A;; can be derived using Mendel’s
law. Given the privacy parameter €, we determine the distribution
parameters (© and A;;) based on correlations obtained from publicly
available genomic datasets of the same nature. In this scenario, A;;
is generated using the log-linear association approach to preserve
kinship-based correlations.

By invoking Theorem 3.3, we have

se(lIAO)]z + X5 Xieinr 1A (A1) < e, ®)

as a sufficient condition to protect the privacy of genomic dataset
without kinship correlations.

6.2 Efficient Binary Noise Generation

The original noise generation of the XOR mechanism [24] is time
consuming as it constructs the entire binary noise matrix B €
{0,1}™%2m at once by repeatedly simulating Hamiltonian dynamics
until the system reaches convergence. Such a procedure involves
repeatedly computing energy gradients (i.e., derivatives of the sys-
tem’s energy function) and updating momentum variables over
many iterations, which results in substantial computational over-
head. Thus the noise generation procedure in [24] is impractical for
large size genomic datasets where both n (the number of samples)
and m (the feature dimension) can be extremely large.

In this section, we introduce a novel sampling scheme, termed
efficient binary noise generation (EBNG). The proposed scheme
accelerates the noise generation process, making it practical for
large-scale genomic datasets. The key idea is to bypass the Hamil-
tonian Monte Carlo sampling procedure used in [24] and instead
generate the entries of B in an element-wise manner. To make this
alternative solution feasible, we need to calibrate every marginal
probability of Pr[B, = 1] so that (i) the target correlation structure
O across entries is preserved and (ii) the original privacy guarantee
in Theorem 3.3 still holds.

First, we review the following lemma which connects the matrix-
valued Bernoulli distribution with the multivariate Bernoulli dis-
tribution. By leveraging the connection between two distributions,
we can first generate the noise in a vector formate, i.e., vec(BT),
then respahe it as a matrix.

LEMMA 6.1. [30] If B ~ Ber,p(0©,A12, -+ ,Ap_1n), thenb =
vee(BT) € {0, 1} is attributed to a multivariate Bernoulli distri-
bution with parameterIL, i.e., vec(8T) ~ Berp, (IT), and

Frec(8T) (vec(8T) =b) = C(I) exp{b” I b}.
The parameter I1 and the normalization constant C(IT) are
n n
=180+ Z ZJ;‘]‘ ®Aij,
i=1 j#i

and C(H):[Zexp{bTHb}]_l, S = {0,1)"1,
beS

(6)

where ® is the Kronecker tensor product.
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As will be discussed in Section 7, the considered SNP datasets
do not have kinship correlations, thus we can adopt a simple form
of the multivariate Bernoulli distribution, i.e.,

fy(b=b) = C(IT) exp{b’ ITb}, M=1,® O. @)

However, the normalization constant in (7), i.e., C(IT), involves
a summation of 2™ values and is still intractable. Thus, we will
generate each element of the noise vector separately, based on an
approximated marginal PDF of each element, B,. In what follows,
we first present the efficient noise generation scheme, then derive
the approximated marginal PDF of B, and provide with the privacy
guarantee. The detailed proof is deferred to Appendix D.

DEFINITION 3 (EFFICIENT BINARY NOISE GENERATION). Given
a genomic dataset D, suppose that each individual has m SNP:s (i.e.,
P = 2m SNP bits after encoding). The efficient binary noise generation
scheme perturbs the u-th bit (u € [1,2m]) for each individual with
a random binary bit By, and Pr[B,, = 1] is calibrated based on the
correlation among the SNP bits.

A sufficient condition for the above bit-wise perturbation to
preserve e-differential privacy on the entire genomic dataset D is
shown below.

THEOREM 6.2. LetII be the parameter determined in (7), SUM(I1,)
is the summation of the uth row of I1, and I1,,,, is the uth diagonal
entry of I1. Define

Ky = 2 X SUM(TI,) — I,

then, Definition 3 achieves e-differential privacy if we use the following
approximated marginal PDF for each noise bit B,

3 if x> [[A(O)]]

. ) <o’ ®)
ooty U Ku < |IA(O)]l2

Pr[B, =1] = {

where ||A(®)||, is the I, norm of the eigenvalues of ©.

Our new binary noise sampling scheme relies only on simple
algebraic operations and a sequence of Bernoulli draws, so it is
substantially more efficient than methods that require repeated
Hamiltonian dynamics simulation. Table 3 summarizes the key
differences between our noise generation approach and that of Ji et
al. [24]. As further demonstrated in Section 7.7, the original XOR
mechanism can generate only about 10 SNPs within a one-hour
runtime, confirming that the vanilla method is impractical for our
setting.

considered sampling privacy
PDF approach guarantee
[24] B ~ fg(B) in (1), Hamiltonian Thm. 3.3
matrix format Monte Carlo
Ours B, ~ Pr[B, =1] independent Thm. 6.2, a suffcicent

condition for Thm. 3.3
Table 3: Comparison of noise generation methods.

in (8), scalar format Bernoulli draws
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6.3 Restoring GWAS Utility via Post-Processing

Efficient binary noise generation introduces an excessive amount
of noise into the encoded genomic dataset. This poses a signifi-
cant challenge for verifiers, as the resultant dataset from the XOR
mechanism compromises reliable GWAS outcome validation due
to substantial utility loss. To address this issue, we employ a post-
processing strategy that leverages public Minor Allele Frequencies
(MAFs) (or shared by the researcher as a part of the research find-
ings) to enhance the dataset’s utility. Notably, sharing of MAF
values is permitted under the NIH Genomic Data Sharing (GDS)
policy [35] and is commonly included as a part of GWAS research
findings.
In our approach, the published MAFs are represented as

M ={MG ML, MY ©)
where M denotes the MAF of the j-th SNP in the target dataset. We

also compute the MAFs, denoted as M from the dataset generated
in the first stage.

Our objective is to align the MAF distribution of the noisy dataset
D? with the published MAFs while mitigating utility degradation,
namely, minimizing the number of allele flips required. The post-
processing procedure for each SNP j follows these steps:

(1) Compute the MAF value M ; of the SNPs in the noisy (bina-
rized) dataset D?.

(2) Apply an optimal transport approach, specifically the earth
mover’s distance [42], to transition from M ;j to the reference
MAF M. This approach determines the percentage of alleles
that need to be flipped and their corresponding values.

(3) Determine the exact number of alleles to be flipped by ap-
plying the floor function to the product of the computed
percentage and the total number of alleles.

(4) Randomly select the determined number of alleles and flip
them.

Further details regarding this optimization problem can be found
in Appendix E.

After post-processing, we convert the dataset back into genomic
space following Table 2. During this step, any invalid binary output
(e.g., “10”) is converted to “1” in SNP representation. This adjust-
ment aligns with biological properties and enhances data utility
while maintaining the integrity of the original genomic information.

End-to-end Privacy Analysis. Our scheme does not provide
a formal mathematical privacy guarantee for the joint release of
the shared dataset and the accompanying Minor Allele Frequencies
(MAFs). This is because MAF statistics are released without ob-
fuscation under the NIH Genomic Data Sharing (GDS) policy [35],
which treats them as public information (i.e., € = o). Consequently,
the formal e-differential privacy guarantee applies only to the per-
turbed dataset generated by the XOR mechanism. As shown in
Section 7.6, our empirical evaluation against multiple membership
inference attacks indicates that this configuration does not incur
additional privacy leakage.

To further examine a stricter privacy configuration, we consider
an alternative setting (Section 7.4.3) where MAFs are not publicly
available and are instead protected under differential privacy. The
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shared dataset is released with privacy budget €., and the MAFs
are released with privacy budget €, under the Laplace mechanism.
According to the composability property of differential privacy [17],
their joint release satisfies (e, + €5, )-differential privacy. Experimen-
tal results show that PROVGEN continues to detect GWAS errors
effectively under this configuration, demonstrating robustness even
when both components are protected by differential privacy.

7 Evaluation

We conducted a comprehensive evaluation of our scheme using
three real-world genomic datasets from the OpenSNP project [40].
For comparison, we introduced a local differential privacy approach
based on randomized response [25] as a baseline. Additionally, we
evaluated the state-of-the-art synthesis-based approach [51] for
genomic dataset sharing to highlight its limitations on realistic
genomic datasets.

Furthermore, we implemented two widely used synthetic data
generation approaches, DPSyn [27] and PrivBayes [54], both of
which were winners of the NIST Differential Privacy Synthetic Data
Challenge [37]. These methods are commonly used for tabular data
and serve as alternative solutions when GAN based approaches fail
for genomic dataset sharing. However, as discussed, these synthesis
based methods suffer from significant computational complexity
and can only handle genomic datasets with approximately 130
SNPs. This is far below the millions of SNPs typically present in an
individual’s genome.

7.1 Datasets

We leveraged the OpenSNP project [40] to construct sample datasets
for evaluation. We select three phenotypes, i.e., lactose intolerance,
hair color, and eye color. The corresponding datasets contain 9,091
SNPs and 60 individuals (lactose intolerance), 9,686 SNPs and 60
individuals (hair color), and 28,396 SNPs and 401 individuals (eye
color). For each phenotype, we also constructed a reference dataset
with matching SNPs to ensure alignment with the target data.

7.2 Evaluation Metrics

In this section, we introduce evaluation metrics regarding GWAS
outcome validation, data fidelity, resistance against MIAs, and time
complexity.

As introduced in Section 4.1, we use the SNP retention rate to
assess the reliability of GWAS findings. This rate quantifies the
proportion of significant SNPs from the original study that remain
significant when reproduced using the shared dataset. Since we do
not prescribe a specific threshold for acceptability, our evaluation
focuses on the difference in SNP retention rates between error-free
and error-injected scenarios. A difference greater than zero that
shows clear separation across the x-axis (e.g., error rates) indicates
the presence of potential errors. Larger deviations correspond to
higher confidence in error detection. To explore how such devia-
tions arise, we model two representative types of errors commonly
encountered in GWAS pipelines.

7.2.1  GWAS Outcome Validation. In an honest research setting,
a researcher may inadvertently report inaccurate SNPs as part of
GWAS outcomes. We categorize such errors into two types and
model them accordingly. Unintentional errors may occur in many
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other ways as well, but we use the below simple scenarios to illus-
trate the consequences of such errors.

Flipping error occurs when some p-values are calculated in-
correctly. This type of error may arise from mistakes during any
of the five stages mentioned in Section 3.2: data collection, group
formation, preprocessing, statistical analysis, or publication of find-
ings. We model flipping errors by randomly selecting a portion of
the p-values and replacing them with values between 0 and 1. The
error rate, denoted by 07, parameterizes this error. The researcher
correctly reports 1 — ¢ of the truly significant SNPs, while the
remaining &y are reported incorrectly.

Noise error happens during all stages except for the publication
of findings. This type of error introduces noise into contingency
tables or the calculated p-values. We model noise errors by adding
normally distributed noise to each p-value reported in the research
findings. The error rate 8, denotes the scale (standard deviation) of
the normal distribution from which the noise is sampled.

For GWAS, we evaluate significance using two common statisti-
cal tests: the y? test and the odds ratio test. The y? test measures
whether the observed distribution of SNPs significantly deviates
from what is expected under no association. The odds ratio test
estimates how strongly a specific SNP is associated with the trait
by comparing occurrence odds between case and control groups.
Further technical details of these tests are provided in Appendix C.

7.2.2 Data Fidelity. In addition to our primary objective, we as-
sessed the performance of the proposed scheme using data fidelity
metrics relevant to general-purpose data analysis. We employed
metrics including average point error, average sample error, mean
error, and variance error. These metrics quantify the extent to which
the integrity and statistical properties of the original dataset are pre-
served when shared with other researchers. The following sections
detail each metric.

Average Point Error. Average point error measures the entry-level
discrepancy between two datasets. Given two datasets, D and D",
with dimensions n X m, we compute the number of mismatched
entries and define the point error as:

i 2 1p,;#D;;

nxm

(10)

Error, =

Average Sample Error. Average sample error quantifies the dis-
tance between corresponding samples in two datasets. We calculate
this using the /; norm, which represents the sum of absolute dif-
ferences between each sample pair, normalized by the number of
SNPs in the datasets:

n m
i=1 24j=1

|D;; - D7|
v (11)

Errors =
nxm

Mean and Variance Error. In addition to the previous metrics, we
assess mean and variance errors, which serve as key indicators of
statistical data fidelity. These metrics are computed as the absolute
differences in the mean and variance values within the SNP domain.

7.2.3  Resistance Against Membership Inference Attacks (MIAs). We
conducted a privacy evaluation against membership inference at-
tacks (MIAs) following existing work on genomic data [22]. We
adhered to the threat model in Section 4.2 and employed multiple
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attacks, including the Hamming distance test and multiple machine
learning-based MIAs. We do not include likelihood ratio tests in
our evaluation, as done in [22], because they do not involve dataset
sharing [44]. We use accuracy as our evaluation metric. For each
machine learning-based MIA, we train a separate model using a
balanced sample of individuals from both the shared and a reference
dataset. Accuracy is then evaluated using the remaining individu-
als in the original, unperturbed version of the shared dataset. The
details of the attack strategies are outlined below.

Hamming Distance Test (HDT) [22]. The Hamming distance test
(HDT) is considered one of the most powerful MIAs against genomic
datasets [22]. It leverages the pairwise Hamming distance between
genomic sequences in the case group (received from the researcher
and subjected to perturbation for privacy guarantees) and in the
control group (constructed from publicly available datasets). Specif-
ically, for each individual i in the shared dataset (the case group), a
malicious client calculates the Hamming distances between individ-
ual i and all individuals in the reference dataset (the control group),
then records the minimum Hamming distance for individual i. The
malicious client collects all these minimum Hamming distance for
individuals in the case group and selects a threshold y following 5%
false positive rate. When attempting to identify a victim, the mali-
cious client calculates the minimum Hamming distance between
the victim’s sequence and all individuals in the control group. If
the minimum Hamming distance is lower than the threshold y, the
target is considered a member of the case group, and vice versa.
Machine Learning-Based MIAs. We assume that the attacker
employs the following machine learning-based membership infer-
ence attacks (MIAs) for inference: decision tree (DT), random forest
(RF) [41], XGBoost [13], support vector machine (SVM) [38], and
neural networks. Upsampling methods, such as SMOTE [12], are
not suitable in this case due to the limited sample size (e.g., only
60 samples for the lactose intolerance dataset and the hair color
dataset), which prevents generating sufficient synthetic samples.

Given the limited sample size (at most 401 samples), our experi-
ment may not fully capture the robustness of the scheme against
machine learning-based MIAs in realistic scenarios, particularly
for the lactose intolerance and hair color datasets. Nonetheless,
the results provide valuable insights into privacy protection. The
most realistic evaluation is conducted on the eye color dataset,
which contains 401 samples, offering a scenario closer to real-world
settings.

7.2.4  Time Complexity Evaluation. To evaluate the computational
efficiency of each method, we measure the time required to gen-
erate privacy-preserving datasets across a range of SNP counts.
This metric is used to compare our approach with Local Differential
Privacy (LDP)[25], DPSyn[27], PrivBayes [54], and GAN [51], using
the lactose intolerance dataset as a benchmark. For each configu-
ration, we repeat the experiment 10 times and report the average
runtime to reduce the effect of variability. By varying the number of
SNPs, we assess how the time consumption of each method scales
with data dimensionality, thereby revealing their practicality for
large-scale genomic data sharing.
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7.3 Experiment Setup

Local differential privacy (LDP) [25] and the proposed scheme can-
not be compared directly since our scheme perturbs the data at
the dataset level, while LDP perturbs each individual sample in-
dependently. To bridge this difference, we adopt the effective-e
formulation [22], which maps the dataset-level privacy budget in
our scheme to an equivalent per-SNP value. This allows consistent
and interpretable comparisons of privacy-utility trade-offs across
all methods, including LDP [25], GAN-AG [51], DPSyn [27], and
PrivBayes [54].

Unless otherwise specified, all experiments use €, € {1,2,3,4,5}.
In GWAS studies, SNPs with p-values below a = 0.05 are treated
as significant, and the threshold is adjusted by a tolerance factor
/0.8 = 0.0625 following the relaxed verification criterion in Sec-
tion 4.1. During validation, SNPs remaining significant under this
relaxed threshold are considered retained. To evaluate performance
against injected errors, we vary the error rate § € [0, 1]. For ro-
bustness, each experiment is repeated ten times, and we report the
mean performance with 95% confidence intervals shown as shaded
regions in the plots. For neural networks used in membership infer-
ence attacks (MIAs), we adopt a feed-forward network with layer
sizes 512, 128, 32, and 1, respectively, and LeakyReLU activations.

7.4 GWAS Outcome Validation

In this section, we evaluate how well our scheme supports repro-
ducibility and error detection in genome-wide association studies
(GWAS). The goal is to determine whether verifiers can reliably
identify errors in reported outcomes using the shared privacy-
preserving datasets. We compare our approach with both the local
differential privacy (LDP) baseline [25] and several synthesis-based

approaches, including GAN-AG [51], DPSyn [27], and PrivBayes [54].

A higher SNP retention-rate difference between the error-free and
error-injected settings indicates better error detectability and, con-
sequently, stronger validation performance.

7.4.1  Comparison with LDP [25]. Figures 2-5 show the overall
performance of our method and LDP across different privacy lev-
els. Our scheme consistently achieves higher SNP retention-rate
differences than LDP [25]. This demonstrates stronger capability in
detecting both flipping and noise errors. In the lactose intolerance
and hair color datasets, our method shows clear differences when
errors occur, with larger error rates leading to greater separation.
The retention-rate difference ranges from about 0.4 (e.g., lactose
intolerance under noise errors) to nearly 0.8 (e.g., hair color under
flipping errors). These results confirm that our approach reliably de-
tects small errors in both cases. In contrast, for LDP, the maximum
difference at an error rate of 1.0 rarely exceeds 0.2.

In the larger eye color dataset, LDP shows almost no change
in SNP retention rate across error levels, suggesting that it fails
to identify erroneous results. Our method is slightly less sensitive
in this dataset but still shows visible differences whenever errors
occur. Overall, our scheme provides stronger and more interpretable
GWAS validation than LDP under practical privacy budgets.
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7.4.2  Comparison with Synthesis-based Approaches. We also im-
plemented synthesis-based approaches, including the GAN ap-
proach [51], DPSyn [27], and PrivBayes [54], for comparison. How-
ever, we encountered significant limitations during their implemen-
tation.

DPSyn and PrivBayes depend on modeling internal correlations
between features (SNPs in this context). Their computational cost
increases non-linearly with dimensionality, which restricts their
use to datasets containing at most 140 SNPs (see Section 7.7). This
scale is far below the requirements of real GWAS datasets.

The GAN-AG model can complete dataset generation but suffers
from severe utility loss (see Appendix G). In the lactose intolerance
dataset, 51 of the 60 generated samples were identical, indicating
that the model failed to capture the necessary variation. Across all
datasets, the observed retention rate differences were close to zero,
meaning that these synthetic datasets provide no meaningful signal
for detecting GWAS errors.

Overall, synthesis-based approaches are impractical for GWAS
outcome validation at realistic scales. Our method, in contrast,
remains robust and reliable, consistently outperforming both LDP
and synthesis-based methods in error detection while maintaining
privacy and data utility.

7.4.3  Evaluation under Non-Public (Noisy) MAF Release. As dis-
cussed in Section 6.3, our default setting assumes that MAF statis-
tics are publicly available under the NIH Genomic Data Sharing
(GDS) policy. However, in scenarios where MAFs cannot be pub-
licly released, e.g., due to access restrictions or additional privacy
requirements, verifiers must rely on noisy, differentially private
versions of these statistics. To simulate such cases and evaluate
end-to-end privacy, we consider an alternative configuration in
which both the shared dataset and the MAFs are protected under
differential privacy.

In this configuration, the dataset is perturbed using our proposed
dataset-sharing approach parameterized by €., while the MAFs are
released using the Laplace mechanism parameterized by €p,. Ac-
cording to the composability property of differential privacy [17], if
the dataset and the statistics are protected under privacy budgets €,
and €,,,, respectively, their joint release satisfies (e, +¢€,)-differential
privacy. We implemented this configuration and performed GWAS
outcome validation under these combined privacy budgets by fixing
€. = 1 and varying €,, € 0.1,0.5,1.0. As shown in Figure 7, PROV-
GEN maintains consistent validation accuracy across all datasets,
with only a slight reduction compared to the public MAF case. These
results demonstrate that PROVGEN continues to reliably detect
GWAS errors even when both the dataset and the MAF statistics
are protected by differential privacy.

7.5 Data Fidelity

Beyond evaluating GWAS reproducibility, we compared the per-
formance of our scheme with LDP using the fidelity metrics in-
troduced in Section 7.2.2. The results in Table 4 show that our
scheme achieves consistently lower mean and variance errors than
LDP across all datasets. These results indicate that the statistical
characteristics of the original data are better preserved under our
perturbation mechanism at the same privacy level as LDP.

For sample error and point error, LDP performs better in most
cases. When combined with our advantage in mean and variance
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Figure 2: Performance of GWAS outcome validation for the y? test against flipping errors between ours and LDP [25].
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Figure 3: Performance of GWAS outcome validation for the y? test against noise errors between ours and LDP [25].
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Figure 4: Performance of GWAS outcome validation for the odds ratio test against flipping errors between ours and LDP [25].
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Figure 5: Performance of GWAS outcome validation for the odds ratio test against noise errors between ours and LDP [25].

fidelity, this outcome suggests that our approach applies stronger datasets. As discussed in Section 7.3, these synthesis-based methods
perturbation at the individual-value level. The added noise intro- cannot scale to larger datasets. To ensure fairness, only 100 SNPs
duces more variation in specific entries while maintaining global from each dataset are used for this comparison. Detailed results are
statistical consistency. In contrast, LDP perturbs each record inde- provided in Appendix L.

pendently with limited overall noise, resulting in smaller point-level
deviations but weaker preservation of aggregate statistics.

We also compared our method against PrivBayes [54] and DP-
Syn [27] under a 100-SNP setting to assess performance on smaller
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Sample Error Point Error Mean Error Variance Error
Dataset €. LDP [25] Ours LDP[25] Ours LDP [25] Ours LDP [25] Ours
1 0.3110  0.3829 0.2222  0.3405 0.2324 0.0006 0.2549 0.0325
2 0.3111  0.3681 0.2223  0.3309 0.2324 0.0006 0.2549 0.0333
Eye Color 3 0.3110  0.3509 0.2222 0.3191 0.2324 0.0006 0.2548 0.0346
4 0.3111 0.3321 0.2222 0.3054 0.2325 0.0007 0.2549 0.0360
5 0.3112 0.3126 0.2223 0.2905 0.2325 0.0007 0.2550 0.0372
1 0.3068  0.3832 0.2221 0.3455 0.2204 0.0041 0.2416  0.0396
2 0.3071  0.3443 0.2223 0.3178 0.2201 0.0043 0.2414 0.0386
Hair Color 3 0.3066 0.3033 0.2220 0.2855 0.2199 0.0050 0.2413  0.0375
4 0.3071 0.2663 0.2222 0.2543 0.2203  0.0058 0.2418 0.0359
5 0.3069 0.2355 0.2223  0.2269 0.2199 0.0063 0.2412 0.0338
1 0.3086  0.4352 0.2221 0.3900 0.2200 0.0042 0.2149 0.0609
2 0.3087  0.3901 0.2221 0.3576 0.2199 0.0038 0.2152  0.0606
Lactose Intolerance 3 0.3092  0.3411 0.2224 0.3191 0.2204 0.0047 0.2156 0.0587
4 0.3089 0.2945 0.2223 0.2797 0.2201  0.0060 0.2151 0.0549
5 0.3089 0.2536 0.2223 0.2433 0.2203  0.0073 0.2155 0.0496

Table 4: Data fidelity comparisons across datasets for our approach versus LDP [25].

Confidence intervals for all results are

very small and thus omitted. Outcomes with superior (lower) results are highlighted in bold.

€e
Dataset Approach 1 2 3 4 5
Eye Color Baseline - LDP [25] 0.927 0.907 0.827 0.878 0.870
Ours 0.525 0.564 0.521 0.541 0.564
Hair Color Baseline - LDP [25] 0.833 0.833 0.833 0.833 0.833
Ours 0.750 0.750 0.833 0.833 0.833
Lactose Intolerance Baseline - LDP [25] 0.850 0.867 0.867 0.883  0.867
Ours 0.508 0.550 0.558 0.642 0.767

Table 5: Comparison of maximum attack power against MIAs. Better results are marked in bold. When both methods achieve

the same value, both are bolded.
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Figure 6: Comparison of our approach and local differential privacy (LDP) [25] against MIAs on the eye color dataset. Our
scheme maintains low attack power for €, < 5, while LDP remains vulnerable to Hamming distance and neural network attacks.

7.6 Robustness Against Membership Inference
Attacks
We evaluated the robustness of our scheme against membership

inference attacks (MIAs) in comparison with LDP across three
datasets. Table 5 summarizes the maximum attack power observed

in each setting, where a higher value indicates greater privacy risk.

Note that additional results covering a wider range of €, values are
provided in Appendix H due to space constraints.

Our scheme achieves lower maximum attack power than LDP
in the eye color and lactose intolerance datasets, showing stronger
resistance to MIAs across all €, values. In contrast, LDP remains
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consistently more vulnerable. For the hair color dataset, both meth-
ods exhibit similar performance when €, > 3, with our approach
recording 75% attack power under SVM and 83.3% under the Ham-
ming distance test. This higher vulnerability is primarily attributed
to the small sample size and high feature dimensionality of this
dataset, which favor dimension-aware classifiers such as SVM.
Detailed per-dataset analysis further supports this observation.
In the eye color dataset (Figure 6), LDP exhibits high attack power
under both the Hamming distance test (82.7% across all €, values)
and neural networks (up to 92.7% with large variance), whereas
our method remains resistant, with attack power around 50% for
decision tree and XGBoost attacks. For the lactose intolerance and
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Figure 7: GWAS outcome validation under combined privacy budgets (e, = 1, €, € {0.1,0.5,1.0}) for the y* and odds ratio tests.

hair color datasets (Appendix H), LDP achieves higher attack power
in most cases; however, the instances where our scheme performs
worse are generally close to 50%, comparable to random guessing.
The only exception is the SVM attack on the hair color dataset,
where our scheme reaches 75% attack power. Nevertheless, this
value remains lower than the most effective attack type Hamming
distance test (83.3%) indicating that our approach still provides
robust protection.

Overall, our method demonstrates stronger resilience to mem-
bership inference attacks under realistic privacy budgets while
maintaining high data utility.

7.7 Time Complexity

We evaluated the time efficiency of our scheme against vanilla
XOR [24], LDP [25], DPSyn [27], and PrivBayes [54]. All experi-
ments were conducted on an Intel(R) Xeon(R) Silver 4416+ 20-core
HPC server. The number of samples was fixed at 100, while the
number of SNPs was varied to simulate realistic genomic data gen-
eration. The original XOR mechanism can only generate up to 10
SNPs within a one-hour time limit, and synthetic data generators
such as DPSyn and PrivBayes complete generation for about 100
SNPs. In contrast, our proposed method scales efficiently to the full
28,000-SNP eye color dataset. Although LDP achieves the fastest
runtime, it is impractical for GWAS validation due to weak error
detection performance (Section 7.4.1) and high vulnerability to
membership inference attacks (Section 7.6). Since the number of
SNPs involved in typical GWAS validation rarely exceeds this scale,
our method can effectively support realistic genomic studies. Over-
all, PROVGEN achieves the best balance between computational
efficiency, validation accuracy, and privacy protection.

8 Limitations and Future Work

In this paper, we propose a novel scheme for sharing genomic
datasets in a privacy-preserving manner, specifically for GWAS
outcome validation. We efficiently adapted the XOR mechanism
to generate binary datasets while preserving correlations with the
help of published Minor Allele Frequencies (MAFs). Our approach
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demonstrates superiority in detecting GWAS outcome errors, main-
taining data fidelity, and providing robustness against membership
inference attacks.

While our approach is specifically optimized for enhancing
GWAS reproducibility, it has certain limitations. It may not gen-
eralize well to other genomic studies, such as transcriptome-wide
association studies, genetic epidemiology, or gene-environment
interaction analyses. Additionally, our method does not explicitly
address scenarios where malicious researchers fabricate datasets
to report false results. However, the likelihood of such misconduct
is low, as ethical risks and potential career repercussions serve as
strong deterrents.

Despite these limitations, our method remains highly effective
within its intended scope, significantly improving the reproducibil-
ity and utility of GWAS outcomes. Moving forward, we will explore
strategies to further optimize privacy and usability in practical ge-
nomic research settings. Future work will also focus on integrating
dataset fingerprinting techniques to enhance accountability and
strengthen privacy assurances in genomic data sharing.
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A Appendix
B Symbols and Notations

We show frequent symbols and notations used in the paper in
Table 6.

Notations | Descriptions

n The number of individuals in the dataset D

m The number of SNPs in the dataset D

Db The binarized version of D

Db The perturbed (binarized) dataset from Stage 1

Db The utility-restored (binarized) dataset from Stage 2
D’ The output dataset

€e Effective privacy budget for each SNP

Table 6: Symbols and notations.

C Statistical Tests for GWAS Evaluation

x? Test. The y? test assesses whether the observed frequencies
of SNP values in case and control groups differ significantly from ex-
pected values under the null hypothesis of no association. A larger
x? value indicates a greater deviation from expectation, implying a
stronger association with the phenotype or disease.

Odds Ratio Test. The odds ratio (OR) test evaluates the strength
of association between an SNP and a trait. The OR is calculated as:

_ (51 +5)/(Ri +R) _ Ro(51 +52)
SO/RO SO(Rl + RZ) .

OR (12)

To assess significance, we compute the 95% confidence interval as
exp(Iln (OR) * 1.96 X SE(In (OR))), where:

1 1 1 1
+ =+ + —.
S1+ S, So Ri+Ry Ro

SE(In (OR)) =\/

We then compute the z-value as % and derive the p-value
from the standard normal distribution.

D Proof of Theorem 6.2

Proor. In the first step, we denote

Su={b|b, =1,b, € {0,1}, Yo € {1,2,--- ,NP},v # u}.
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Then, we bound the marginal probability of each noise bit taking
value 1 as follows

Pr[b, = 1] = Z C(IT) exp{b” TT b}

beS,
_ 2bes, exp{b” ITb}
Thes exp{b’ ITb}
(a) 2beSy exp{bT ITb}
- T T
2bes, expib’ 1T b}+2b€§ exp{b* IIb}
1
1+ ZbegeXp{b;Hb}
2besy, exp{b” IIb}
(b) 1
Spess exp{b” TIb}
Zyes; xp{ (b+ju) TTI(b +ju) }
() 1

— oo Ob
beSu exp{(b+ju) TTL(b +ju) }
1
< .T ’
1+ maxhesfu exp {z]un b +Hu,u}

1 + min

where in (a), S_u is the complementary set of S, i.e.,
S.={b|b, =0,b, € {0,1},Yo € {1,2,--- , NP}, v # u}.
(b) is because by defining the one-hot vector
ju € {0, 1}VPX1

that only has 1 at the uth position, and 0 at all the other positions.
Then, Vb € S_u we have b+j, € S,. (¢) is because %—;i > min; %
for positive sequences x; and y;, and in (c) IT,, represents the
entry of IT in the uth row and uth column.

In step 2, we proceed to calculate the maximum value, i.e.,

max, - exp {2j£Hb +I1,,} = exp {Hu,u +max, - 2jim b} .

In particular, we observe that jIII represents the uth row of II,
thus max, Sy JITIb corresponds to the summation of all positive
values in the uth row of IT except for IT,, ;, (since b, = 0). We denote
Ky =2 X Sum(I1,) — I1,,,,.

In step 3, we prove that the probability ratio of the outputs of
the efficient genomic dataset perturbation is bounded by exp(e).
W.lo.g., suppose D and D’ only differ by the SNP sequence of the
first individual, and let d and d’ be the encoded SNP sequences of
the first individual in D and D’, respectively.
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In [1,Pr(d, ® B, =0,)
[T, Pr(d;, @ B, = Oy)

:Zln Pr(By =0y & du)
— Pr(B, =0, 84d,)

:Z In Pr(B, = 1)04®du(1 — Pr(B, = 1))1—(Ou®du)
— " Pr(Bj, = 1)%®di(1 - Pr(B], = 1))!~(Ou®di)

=2 10w ®dy) - (0 ®d})| InPr(B, = 1)+
[(Ou @) ~ (Ou ® )] In(1 ~ Pr(B, = 1))
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{uxy>|A(O)]|}
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+( [(04 ®dy) — (0, ®d,)] InPr(B, = 1)+
{usu <TTA(O)]1}

[(O.® d;) -(Ou® du)] In(1 - Pr(Bu = l)))

@ [(Ou®d,) — (O ® )] In ————+
(uxy 21TA(O) 1) 1+ exp (i)
exp(iy)
1+ exp(ky)
= D [oed)-(0.ed)]
{uxy <||1A(©) ][}

[(O,® dl’,{) - (O, ®dy)]In

! 1 exp(xy)

X ( n 1+ exp(ky) T exp(ky)

= Y [0.ed) - (0,8d)]In—
exp(ky)
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where (a) is because the summation is 0 for {u : x, > ||1(©)||},
(b) is because u ® v = (1 — u)v + u(1 — v) for binary u and v, and
(c) is because the cardinity of set {u : x, < [|A(©)]|} is at most sy
According to (5), we can complete the proof. O

E Further Details About the Post-Processing

We use the Minor Allele Frequencies (MAFs) published in the re-
search findings, denoted as M, as a reference and calculate the
MAFs in the noisy dataset D as M. We first convert these MAFs
into binary distributions with percentages of 0’s and 1’s, denoted
as C; for M7 and C; for M. Our goal is to adjust the distribution

of 0’s and 1’s in D? so that the final dataset, denoted as ﬁb, aligns
its MAFs closely with the public MAFs.

First, we define the cost as C,q = |p — g| for the change from
p to g, where p, q € {0,1}, aiming to modify the dataset with the
minimum total cost. We then construct an optimization problem at
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each position j in the encoded genomic dataset D?. We consider
C} and C; as two mass distributions at position j, aiming to find
T"KX'K

a transport plan that modifies the mass of C; to make it

resemble C ;. The total cost is defined as:

1 1
(T.C) = Z Z TpqCpqg>

(13)
p=0 g=0
where T is the transport plan and C is the matrix of costs.
The optimal transport is formulated as follows:
in(T,C
mT1n< )
1
st Z Tpg = ™ Vp € {0,1}
q=0
1
Z Tpg = E2™ Vg € {0, 1}
p=0
Tpq 20 V(p,q) € {0,1} x{0,1},
where é,r(’;?rm and C,’:}"rm are normalized as:
~norm 6kj /norm kj
om ) omom &g e (g 1}, (14)
SO N (A

Here, ¢ ; and c;cj are the counts of SNP value k at position j in C and
C’, respectively. T essentially represents a joint mass distribution
at each position j (X, X Tpg = 1, V) whose row- or column-wise
marginalization is the marginal distribution of SNP taking value p
or q at position j.

This one-dimensional optimization problem is solved using op-
timal transport (OT), a method in transportation theory aimed
at minimizing the cost while transferring the distribution from
one state to another. We use the existing Python package [20] to
calculate this one-dimensional optimal transport, applying the for-
mulated strategy to adjust SNP values based on T4, effectively
transferring |_qu X nJ alleles from one category to another.

F Ethical Considerations

In our study, we utilized existing public genomic datasets to extract
inherent correlations between SNPs in the noise generation step
(Section 6.2) and leveraged the published minor allele frequencies
(MAFs) to perform utility restoration (Section 6.3). While these
datasets are publicly accessible and have been previously cleared
for use in research, we recognize the importance of addressing
ethical considerations in our work.

In particular, we ensure that the use of these datasets aligns with
their intended purposes as defined by the original data providers.
Our methodologies and objectives are consistent with the terms un-
der which these datasets were made public. Our approach, focuses
on maintaining the anonymity integral to these datasets, avoids
any attempts at re-identification and strictly follows protocols to
prevent de-anonymization. Meanwhile, our work does not involve
direct interaction with human participants, thus significantly reduc-
ing ethical risks commonly associated with primary data collection.
We adhere to recognized standards for secondary data usage, and
continually stay informed about ethical guidelines and best prac-
tices in genomic research to ensure ongoing compliance.
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Figure 9: Performance of the GAN approach [51] for GWAS
outcome validation.

G GWAS Outcome Validation Using GAN-AG

Figure 9 reports the GWAS outcome validation performance of the
GAN-AG approach [51].

H Details of the Experiment Results Against
MIAs

We present detailed experimental results for the lactose intolerance
and hair color datasets against multiple membership inference at-
tacks in Figures 10 and 11. For lactose intolerance, both our scheme
and LDP exhibit attack accuracies close to 50% across all classi-
fiers, except under the Hamming distance test where LDP performs
slightly worse at higher ¢, values. For hair color, our scheme shows
stronger resistance under the Hamming distance test, while LDP
performs slightly better under most machine learning attacks such
as decision tree, random forest, and XGBoost. However, due to the
dataset’s small sample size, these results are less representative
of large-scale GWAS settings. We additionally evaluate a wider
privacy range, €, € [1072,10%], in Figures 12- 14.

I Additional Utility Comparison

In our analysis, we conduct a comprehensive utility comparison
of our method against DPSyn [27] and PrivBayes [54] across three
toy datasets, each comprising 100 SNPs, as shown in Figure 7.
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Comprehensive comparison

Table 7
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Figure 10: Comparison of robustness of our approach and local differential privacy (LDP) [25] against different membership

inference attacks on the lactose intolerance dataset.
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Figure 11: Comparison of robustness of our approach and local differential privacy (LDP) [25] against different membership

inference attacks on the hair color dataset.
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Figure 12: Comparison of the robustness of our approach and local differential privacy (LDP) [25] against multiple membership
inference attacks on the hair color dataset, evaluated over a wide privacy range ¢, € [1072,10%].
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Figure 13: Comparison of robustness of our approach and local differential privacy (LDP) [25] against different membership
inference attacks on the lactose intolerance dataset, evaluated over a wide privacy range €, € [1072,10%].
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Figure 14: Comparison of robustness of our approach and local differential privacy (LDP) [25] against different membership
inference attacks on the eye color dataset, evaluated over a wide privacy range €, € [1072, 10?].
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