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Abstract location-tracking infrastructure supporting hundreds of millions
Offline finding (OF) protocols—such as Apple’s Find My, Google’s of trackers via networks operated by Apple [5], Google [31], Sam-

sung [60], and Life360 (which bought Tile) [49].

The very properties that make OF systems effective for finding
items also introduce a variety of security, privacy, and safety risks.
In terms of privacy, tags could be used by OF network operators
to track tag owners or finders [42, 41, 50, 81]. At the same time,
tags are a quintessential dual-use technology: malicious tag owners
can slip them into a victim’s bags, clothing, or vehicle to easily
track their location. Trackers are routinely implicated in stalking,
theft, physical assault, murder, and other criminal activities [15, 17,
53, 9, 68, 69, 28]. In response, vendors introduced “anti-stalking”
features that notify users when an unknown tracker is persistently
detected nearby [6, 4, 59, 48, 67, 46, 23]. Complications arise here
given tensions between threat models: naive anti-stalking features
sacrifice owner privacy (and vice versa).

These challenges are compounded by the proprietary and undoc-
umented nature of OF protocols requiring the academic community
to reverse engineer them individually [38, 80, 58, 51, 10, 44]. Unsur-
prisingly, these papers and others [82, 52, 81, 47, 50, 16, 55, 11] found
attacks that circumvent privacy and anti-abuse mitigations. Simul-
taneously, researchers formalized various cryptographic properties
for OF systems and proposed secure protocol constructions [25, 20,
54, 22, 19, 36]. The result is a patchwork and complex landscape,
with so far no comprehensive treatment of threat models and secu-
rity, privacy, and safety goals, nor a clear explanation of the core
mechanisms that underlying OF protocols use to achieve them.

In this work, we provide the first comprehensive system-
atization of security, privacy, and anti-stalking in the context

Find Hub, Samsung’s SmartThingsFind, and Tile—enable hundreds
of millions of users to track their belongings via Bluetooth-based
tracker tags. However, their scale and tracking capabilities give rise
to privacy risks for tag owners and bystanders, as well as safety risks
for victims of tag-facilitated stalking. In response, academics and
practitioners have suggested cryptographic and non-cryptographic
mitigations to improve privacy and anti-stalking protections, work-
ing to navigate complex and subtle tensions between these goals.
The result is a large landscape of privacy goals, threat models,
protocol designs, implementations, and analyses.

In this work, we systematize the OF protocol landscape. We
gather and analyze a corpus of 49 research papers and OF protocol
technical specifications, and use it to develop a taxonomy capturing
the functionality, security, and privacy goals of OF protocols. We
use the taxonomy to guide a focused assessment of the four major
OF deployments along with six academic constructions, comparing
design choices, consolidating known attacks, and analyzing the
designs’ trade-offs between privacy, security, abusability, and effi-
ciency. We provide a simple OF protocol that achieves most security
goals, and which clarifies the essential cryptographic components
underlying OF protocols. We also provide a survey of physical layer
attacks and usability issues that undermine protections in practice.
Finally, we discuss open problems and potential research directions
towards secure, interoperable, and abuse-resistant OF systems.

1 Introduction

Over the past decade, Bluetooth-based offline finding (OF) systems of OF protocols. We review 40 academic papers, including pro-
have transformed how users track their belongings. First popular- tocol designs, attacks, measurement, and user studies, as well as
ized by Tile in 2014 [tileNews], OF systems leverage large crowd- nine industry specifications. To start, we use the various papers and
sourced networks of participating “finder” devices to physically available specifications to reconstruct and compare the protocol
locate tracker tags. Tags can be as small as a coin, and use Blue- designs from the major tag vendors (i.e., Apple, Google, Samsung,
tooth to advertise themselves to finder devices, which forward and Life360). Based on this, we describe the general OF protocol
the advertisement together with the finder’s current location to phases and detail a relatively simple protocol that can be viewed as
the vendor’s backend. The tag’s owner can then access this track- a “textbook” version of how OF protocols can be built.
ing information. OF systems now underpin a massive, always-on We then define 11 security properties for OF protocols, span-
ning privacy guarantees for all protocol participants as well as
This work is licensed under the Creative Commons Attribu- @ protections against abuse. Ten of these properties are derived from
tion 4.0 International License. To view a copy of this license Lo - . .
visit https://creativecommons.org/licenses/by/4.0/ or send a BY descriptions in our corpus, while one is a new goal we propose
letter to Creative Commons, PO Box 1866, Mountain View, CA 94042, USA. after identifying unaddressed gaps.
Proceedings on Privacy Enhancing Technologies 2026(4), 131-155 We partition the 11 goals into ones targeting the security of
© 2026 Copyright held by the owner/author(s). . h . ff furth
https://doi.org/10.56553/popets-2026-0113 tag owners and ones targeting the security of finders. We further
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categorize a subset of these goals as baseline goals, which are specif-
ically targeted and achieved by most vendors and can be thought
of as the core security and privacy goals of an OF system.

We evaluate both deployed protocols and academic proposals
against our taxonomy. We find that no system achieves all baseline
goals—an unsurprising result given the inherent tensions between
many security objectives. We provide intuition for the design de-
cisions and vulnerabilities that prevent protocols from achieving
specific properties, and illustrate the trade-offs that arise when
balancing privacy and abuse prevention.

Based on our findings, we identify promising directions for future
research and policy to guide the development of usable, privacy-
preserving OF systems that minimize abuse while respecting the
practical constraints of large-scale deployment.

Summary. We provide the first systematization of the security,
privacy, and safety landscape of OF protocols. In this work, we:
e contribute a corpus of relevant papers between 2014 and 2025,
which we will submit as an artifact;

e contribute a comprehensive set of security, privacy, and anti-
abusability goals and corresponding threat models to evaluate
the security of OF protocols;

e describe the OF protocol implementations of Apple, Google,
Samsung, and Tile, identifying differences in cryptographic
design and evaluating them relative to the security goals;

e discuss open research and policy challenges in balancing effi-
ciency, privacy, and abuse prevention.

2 Background

We begin by reviewing the origins and security analyses of OF sys-
tems to motivate the need for a systematization. We then provide
background on Bluetooth Low Energy (BLE), the core communica-
tion layer underlying OF networks.

The evolution of OF networks. The idea of crowdsourcing to
track objects using Bluetooth-capable tags and location-enabled
smartphones was proposed in early location-tracking systems [24].
In the 2010s, this vision was commercialized by companies such
as TrackR [29], Tile [49], Nut [57], and Cube [71]. However, these
systems offered little in the way of privacy or anonymity and finder
networks were limited to application users.

Apple’s introduction of AirTags and the Find My network [40]
marked a turning point, promising strong cryptographic guarantees
for the security and privacy of users. Samsung and Google soon
launched their own finder networks [61, 30]. Unlike earlier systems
with small user bases, these major vendors could instantly bootstrap
massive finder networks from their global smartphone ecosystems.

Despite their scale, these systems are remarkably opaque. Ven-
dors keep designs proprietary and offer minimal documentation.
Academic researchers have had to reverse engineer their protocols
piece by piece to understand how they work [38, 80, 58, 11, 51, 10].

The complexity of analyzing these systems is exacerbated by
their inherently conflicting privacy and abuse-prevention goals. On
the one hand, privacy of tag owners requires that a tag’s Bluetooth
advertisements be frequently rotated and unlinkable, so that a “su-
per observer” cannot fingerprint the tag and track its owner over
time. On the other hand, abuse-prevention requires the opposite:
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bystander devices must be able to link a tag’s advertisements in
order to detect when a rogue tag is following them. Cryptography
helps reconcile these goals, but every vendor solves the problem
differently, and the details are rarely public. Academic work has
shown attacks against both the privacy [82, 52, 81, 47, 50, 16] and
abuse-prevention [37, 55, 58, 11, 10] implementations. In parallel,
researchers have developed formal models to capture the complex
security and privacy goals of OF protocols and proposed secure
solutions [25, 20, 54, 22, 19].

What has resulted is a fragmented landscape: results are spread
across different attack surfaces, adversary models, and mitigations,
making it difficult to systematically assess which protections work,
which fail, and what design principles should guide future OF sys-
tems. Without transparency, it’s hard for researchers or policymak-
ers to assess whether the solutions are secure or even functional.
This motivates our systematization effort.

Bluetooth Low Energy (BLE). BLE communication occurs via
advertisements or full connections. Advertisements are connection-
less broadcasts used for discovery and connection initiation [79].
When a connection is established, bidirectional data exchange oc-
curs. However, to save energy, a device can keep advertising without
forming a connection even after pairing, and peers can reply with
lightweight responses to indicate they are in range.

Hardware constraints. Solutions to secure OF networks are bound
by the hardware constraints of tracker tags. Tags are designed to run
for approximately one year on a coin cell battery, requiring them
to minimize computation and transmission. Deployments therefore
use BLE for its power efficiency. However, BLE advertisement pay-
loads are capped at 31 bytes in Bluetooth 4.0 [79] constraining the
size of any cryptographic material a tag can broadcast.

3 Literature search methodology

To construct our corpus of papers, we used two independent ap-
proaches, each conducted by a different author. For the first method,
we used a seed set of 13 recent highly cited papers that directly
addressed the security and privacy of OF systems and recursively
examined backward and forward citations to identify additional
relevant work until reaching saturation. For the second method,
we conducted a systematic keyword-based search across major
academic venues in security, privacy, and cryptography: USENIX
Security, ACM CCS, IEEE S&P, NDSS, PETS, SOUPS, ACM WiSec,
ACM WPES, and IACR ePrint from 2014-2025. Our final corpus,
available at our repository [43], is the union of the two methods,
consisting of 40 academic papers and nine industry documents. We
detail our methodology in Appendix A.

Roadmap. In Section 4, we introduce the functionality goals of an
OF protocol, using a canonical construction that we call BasicOF as
arunning example of how each goal can be instantiated, while simul-
taneously describing deployed protocols. In Section 5 we present a
set of security goals for OF systems categorized into owner privacy
and finder security. We evaluate deployed and academic protocols
against these properties in Section 6. In Section 7, we highlight
physical and Ul-level challenges in securing OF networks. Finally,
we list takeaways and directions for future work in Section 8 and
conclude with the limitations of our work in Section 9.
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4 Protocol phases & implementations

OF systems can be divided into four main sub-protocols: pairing,
connected mode, lost mode, and unwanted tracking detection. Here
we discuss each of these stages. Along the way we present a canoni-
cal construction, BasicOF, that achieves the described functionality
and discuss how four major vendors—Apple, Google, Samsung, and
Tile—instantiate these phases in their respective implementations.

4.1 Pairing

Pairing is the first step in the life cycle of a tracker tag, where a
user pairs a tracker tag with an owner device. Tracker tags have
no internet or GPS capabilities, meanwhile the owner device is
typically a smartphone with internet connectivity. In this phase, the
tag and its owner device (1) authenticate themselves as legitimate
participants in the service provider’s network and (2) establish a
shared key, with some help from the service provider. Intuitively,
this can be achieved by executing an Authenticated Key Exchange
(AKE) protocol between the tag and the owner device where the
service provider establishes the relevant public key infrastructure.

Canonical construction. In Figure 1, we present a canonical pro-
tocol for the pairing phase of an OF system. We assume that the
service provider provisions unique identities, idiag and idowner, and
signing key pairs, (sktag, 0ktag) and (skowner, Vkowner), to the tag and
owner device respectively. The service provider has its own signing
key pair (skserver> Ukserver)s With 0kserver known to the tag and owner.

Our protocol involves the execution of a standard signed Diffie-
Hellman (DH) AKE protocol to derive a shared secret Kshared be-
tween the tag and its owner. The tag and the owner each generate
ephemeral key pairs (x, X) and (y, Y) respectively. Each party signs
their ephemeral public key using their signing key and sends their
identity, their ephemeral public key, and the corresponding signa-
ture to the server, with the owner device acting as a proxy to the
server for the tag. The server verifies the received signatures and
ensures that the tag was not previously registered. Upon successful
verification, the server maps the tag to the owner as registered pairs
in its local database. Finally, the tag and the owner device execute a
Diffie-Hellman key exchange to derive Kshareq using their respective
shares X and Y. This setting mirrors deployed protocols and differs
from standard AKE since instead of mutually authenticating each
other, the tag and the owner rely on the server for authentication.

Deployed protocols. We now give a high-level overview of the
pairing phase implementations of the four major vendors. We pro-
vide a summary in Table 1 and full details in Appendix B.

All deployments use an AKE protocol to establish a shared key
between the tag and the owner device during pairing. In all imple-
mentations, the owner device authenticates itself by requiring the
owner to log in to their account. However, they differ in:

(1) Who participates in the KE: We observe two distinct design
choices: either the KE is executed directly between the tag
and the owner device (Apple and Google), or between the
tag and the server (Samsung and Tile). In the latter case, the
server sends Kspared to the owner device over TLS.

How tags authenticate: Tags may authenticate themselves to
the server via manufacture-provisioned secrets (Apple, Tile,
Samsung) or cryptographically to the owner (Google).
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These design choices impact both the security and privacy guaran-
tees of the OF system as discussed in Section 6.

4.2 Connected mode

After registration, the tag operates in connected mode when it is
within Bluetooth range of its owner device. In this phase, the tag
periodically broadcasts BLE advertisements derived from the shared
key, which its owner device can recognize and acknowledge.

Tags continue advertising after pairing instead of switching to an
encrypted BLE connection to save energy. BLE connections between
the owner device and tag are only established when performing
user actions on the tag, such as instructing a tag to emit a sound.

BLE advertisements are broadcast unencrypted, making them
readable by any attacker with a radio frequency (RF) detector. If
a tag uses a static identifier—or a static MAC address—such an
attacker can easily fingerprint it and track a user based on the
advertisements broadcast by their tag. This is a known issue in
Bluetooth privacy and MAC address randomization is a standard
mitigation [78, 2]. However, randomizing the MAC address alone
is insufficient if the payload contains a static identifier. So, tags
periodically rotate their identifiers, such that they are unlinkable.

Canonical construction. We present a canonical protocol for
connected-mode interactions in Figure 1. Our construction de-
rives connected-mode identifiers id; by applying a key-derivation
function KDF to the shared key Kshared and an epoch counter i.
The counter is incremented every Aconn minutes; this is a config-
urable parameter of the scheme. Connected-mode advertisements
also encode their mode—as indicated by the string “conn” in the
advertisement—signaling to nearby finder devices that the tag is in
connected mode and that its location should not be reported.

Deployed protocols. We detail the connected-mode identifier-
generation methods for the four vendors in Table 2. All implemen-
tations set some epoch duration Aconn and derive their connected-
mode advertisements by applying a KDF to (a function of) Kspared-
They differ in exactly what function of Kspared is used to derive the
identifiers id; and how the state of the tag is encoded in these adver-
tisements. Though Apple and Google’s connected-mode identifiers
are public keys, they are never used for encryption. Apple and
Google reserve a single bit in advertisements to indicate the tag’s
mode. Samsung tags can advertise one of six different operating
states, based on how many devices the tag is connected to and how
long it has been disconnected (see Table 1 of [80]). Tile does not
distinguish between connected and lost modes.

4.3 Lost mode

Once a tag has been outside Bluetooth range of its owner device
for a threshold duration, it transitions to lost mode. In this state,
the tag periodically broadcasts BLE advertisements intended for
discovery by nearby finder devices—bystander devices in the service
provider’s network—that have both GPS and internet capabilities
and continuously scan for such advertisements. Upon receiving
a lost-mode advertisement, a finder extracts a special lost-mode
identifier therein, computes its current GPS location, and sends the
identifier and its current location to the service provider. To locate
the lost tag, the owner can subsequently query the provider with
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Tracker tag Owner device Service provider
Finder device idtag: (Sktag, Uklag)s UkSp idowners (Skowners Okowner ) UkSp SkSp: ZJkSp

X $Zp; X —g*°
Otag <— Sign(Sktag,X I idtag)

Pairing

idtag; X, Otag

y s Zp ;Y —gY
Gowner < Sign(skowner X || Y || idtag I idowner)

idag, X, Otag, idowner, Y, Gowner

>

VKowner < VK[idowner] ; 0ktag < Vk[idiag]

If lisValid (idiag) or lisValid (idowner) or
Ver(vktag, X || idrag) or registered|idiag] or
Ver (vkowner X || Y || idhtag || idowner) then abort

registered|[idiag | < idowner

Osp < Sign (SkSps “accept” | X | Y| idtag [l idowner)

“accept”, o
If Ver (uksp, “accept” || X || Y || idag || idowner» 0'sp) then abort
Kshared < KDF(XY,“key”, idiag || X || idowner || Y) // Shared secret
idowner» Y, Osp
4 _______________________
If 'Ver (vksp, “accept” || X || Y || idiag || idowner, 0sp) then abort
Kshared < KDF(XY,“key”, idiag || X || idowner || Y) / Shared secret
T
i
i« 0; j « 0/ Initialize counters
Do every Aconn minutes:
id; < KDF(Kghared: i» ‘connected”) / Derive id
i—i+1
id;, “conn”
—-; Do every Ajost minutes:
g xj < KDF(Kshared, Jj, ‘lost”) // Derive lost id
g Xj gIje—j+1
= X, “lost”
/| Generate ephemeral key pair
Yye$Zp; Y —gY
// Derive encryption key
Kene < H(ij)
// Encrypt location
¢ «$ SE.Enc(Kgnc, loc)
H(X;),Y,c
Detection T[H(Xj)] — (H(Xj)s Y,c)
D[X;] « D[X;] U {loc} L « {} // Derive ids for lost tag
X XU {X;} For j = jiost t0 j = jeurr do:
Do every Ascan minutes: xj < KDF(Kshareds J ‘lost”) ; X; « g/
VX € X L LU{H(X;)}
If [D[X]| > Apetect then L
Alert user of persistent tag >
B R={T[HX) |} 1(x)eL
For r € Rdo:
(H(X;),Y,c) «r
xj « KDF(Kshared, J, ‘lost”)
Kgne < H(Y™)
loc « SE.Dec(Kgnc, €)
17 \ 7 17

Figure 1: The canonical construction BasicOF for an OF protocol built using an authenticated key exchange protocol AKE, a key
derivation function KDF, and a symmetric encryption scheme SE as building blocks. Here, we instantiate AKE using a standard
signed Diffie-Hellman key exchange protocol. Dashed arrows denote BLE advertisements; solid arrows denote TLS connections.
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Key Exchange
Participants

(Tag) authentication method

Summary of KE

Tag, owner

Apple

Tag, owner

Google

Tag, server

Tag authenticates to the server by encrypting its serial num-
ber and other secrets provisioned at manufacture time under
the server’s public encryption key pkserver. The server de-
crypts and checks whether the serial number matches the
secrets and ensures that the tag was not previously registered.

Tag only authenticates implicitly to the owner device after
pairing by producing a MAC over a nonce n using an interme-
diate key Kyccount derived during key exchange. The owner
device verifies the MAC against a locally generated one to
authenticate tag.

Tag authenticates to the server by sending a hash of its MAC
address. Tag also authenticates to the owner device by pro-
ducing an encryption of the fixed string “smartthings” under
the shared key. The owner decrypts the ciphertext and checks

Samsung

if the message obtained equals “smartthings”.

Tag, server

Tile

that the tag was not previously registered.

Tag authenticates to the server by providing a unique device
identifier and a hash of the model-specific key provisioned at
manufacture time. The server verifies the hash and ensures

The tag and the owner device generate ephemeral key pairs, (x,X) and (y, Y), and
nonces Niag and Nowner respectively. The tag and owner then compute the “master”
public key Xy <= X - Y, the connected-mode secret key (SKNy) and the separated-
mode secret key (SK'Sy) as SKNj || SKSy < KDF(Xo, nttag | Powner). The shared
key Kshared is (Xo, SKNy, SKSp).

The server assigns a key pair (Xmodelids Xmodelid) to each tag of the same model
modelld. The owner samples its ephemeral key pair (y, Y) and computes Kpy «—
H (Xgodelld)' Then it samples two symmetric keys Kyccount and Kghared- It encrypts
Kaccount under Kpy and Kephemeralld under Kaccount, and sends both ciphertexts to
the tag. The tag derives Kpy and decrypts ciphertexts to get Kshared-

The tag sends h <« Ho(macAddress) to the owner device which samples a
random string rand and sends (h, rand) to the server. The server retrieves the
tag’s public key X using h, samples its ephemeral key pair (y, Y), and computes
Kmaster < Hi1 (XY || rand). It sets parameters IV, poolSize, and seed and sends
Kinaster and(IV, seed, poolSize, Y) to the owner device, which forwards the latter
to the tag. The tag computes Kmaster and sets Kshared < (Kmaster, IV, seed).
After generating sresT, the tag computes the shared key Kghared
KDF (Kinterim, sresT). Upon receiving the modelld, the server retrieves the cor-
responding Kinterim. It derives sresT analogously to the tag and Kshared
KDF (Kinterims sresT). Finally, the server sends Kspared to the owner device.

Table 1: Comparison of pairing implementations across vendors.

Connected-mode ID generation State encoding

(Xo, SKNp, SKSp) « Kshared

SKN; «— KDF(SKNj_1, “update”)

u; || v; < KDF(SKN;j, “diversify”)

U —uj+1l; 0 <0 +1

id; «— X, - g%

r} < KDF(Kshared, OXFF || rotExp || i ||
0x00 || rotExp || i)

The second bit of the second byte
of the payload is set to 1 to indi-
cate connected mode.

Apple

The unwanted tracking byte (UT)
encodes a tag’s state and is set to
0x40 in connected mode.

Google

ri «<r' modn

id; « g"i

(Kmaster> seed, IV) « Kspared

Kprivld <« KDFq (Kmaster» “Privacyn)

x; < 0| (i A 255) || seed

Il (i A 255)

id; < KDF; (Kprivid, IV, x;) [: 64]

Kseed < KDF(Kshared, tile_uuid ||
“identity”)

id; < KDF(Kseeq, 1) [: 64]

Tags encode their state in bits 5-7
of the first byte of the advertise-
ment payload. A tag can be in one
of six states (see Table 1 [80]).

Samsung

Tags do not differentiate between
modes and hence do not encode
state.

Tile

Table 2: Comparison of connected-mode implementations
across vendors.

its tag’s identifiers and retrieve associated reports. We summarize
these interactions in Figure 2.

Canonical protocol. We present a canonical protocol for lost-
mode interactions in Figure 1. It uses an epoch duration Ajes;, which
determines how frequently a tag rotates its lost-mode identifier.
As we discuss in Section 4.4, Aconn and Ayt are distinct to accom-
modate the differing privacy goals of the two modes. A lost tag
derives ephemeral secret key x; by applying a key-derivation func-
tion KDF to the shared key Kspareq and the epoch counter j, and it
then generates the corresponding public key as X; < ¢g*/. Addi-
tionally, lost-mode advertisements encode this state, as indicated
by the string “lost” in the advertisement. While the derivation is
structurally similar to connected mode, it is context-separated.
Upon receiving a lost-mode advertisement, a finder sees the tag’s
ephemeral public key X, generates its own ephemeral key pair
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(y,Y), obtains its current GPS location loc, and constructs a location
report ¢ < Enc(K, loc) where K « H(X]y). It then sends H(X), Y,
and c to the service provider.

To locate their lost tag, the owner device determines a range
[Jiosts jeurr] of epoch counters covering when the tag was lost, com-
putes X; for j € [Jiost, jeurr] USing Kshared, and queries the service
provider for associated reports by sending each H(X). The provider
responds with any matching reports, which the owner decrypts
using x; to recover the tag’s location loc.

Deployed protocols. Apple’s derivation of lost-mode identifiers is
similar to the connected-mode derivation given in Table 2, except
it uses a separated-mode key SKS, instead of SKN;. Moreover, it
unsets the second bit of the second byte of the payload. Google and
Samsung use the same identifier generation as in the connected
mode, but set the UT byte to 0x41 (Google) and the 3-bit operational
state to 010 or 011 depending on how long the tag was disconnected
from its owner (Samsung). Apple, Samsung, and Google all set Aot
to 24 hours in the lost mode. As mentioned in Section 4.2, Tile does
not differentiate between lost and connected modes.

Apple and Google require finders to end-to-end encrypt location
information for lost tags by default. In these systems the lost-mode
identifiers are public encryption keys. Finders encrypt their location
under the advertised public key, and submit the encryption and the
hash of the public key to the service provider. The owner decrypts
reports by deriving the appropriate decryption key from Kgpared-

Samsung offers end-to-end encryption as an opt-in feature. The
owner sets a 6-digit PIN, generates encryption keys (pk,, sk.), en-
crypts sk, under the hash of the PIN and an IV, producing ciphertext
¢, and sends (pke, ¢, IV) to the server. Tags with E2EE enabled en-
code that fact in a designated field of the advertisement. Finders
request pk, from the server using the tag’s identifier, encrypt the
location under pk,, and send it with the identifier to the server. The
owner decrypts the reports using sk,.

Tile does not end-to-end encrypt location reports. Finder devices
send id; and the location in plaintext (over TLS) to the service.
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id, id —
id report —
. ----> — report

tracker tag  finder devices  service provider  owner device
Figure 2: A summary of the lost mode of an OF protocol.
Dashed arrows denote BLE advertisements and solid arrows

denote TLS connections.

4.4 Unwanted tracking detection

The phases of an OF protocol we have described so far assume
that users of the protocol are benign. However, tracker tags have
aided several criminal activities including theft, stalking, assault,
and even murder [15, 17, 53, 9, 68, 69, 28]. In this setting, a malicious
user surreptitiously places their own tag on their target’s person or
belongings and uses the network to monitor the target’s movements.
To combat tracker-aided stalking, manufacturers have deployed
unwanted tracking detection or “anti-stalking” mechanisms that
attempt to alert a user if an unknown tag has been following them.

Intuitively, this requires a finder device to link advertisements
broadcast by a tag over time. However, this goal directly conflicts
with the unlinkability property we discussed in Section 4.2. A com-
mon approach to address this tension is to introduce distinct epoch
durations, Aconn and Ajest, for the connected and lost modes respec-
tively, such that Aconn < Ajost- This means that tags rotate their
identifiers more frequently in connected mode than in lost mode.
As aresult, in lost mode, a finder device can more easily link iden-
tifiers across locations to detect tracking, while in connected mode
the faster rotation protects the owner’s privacy against RF adver-
saries. In effect, implementations trade off some privacy against RF
adversaries in the lost mode to allow unwanted tracking detection.

Canonical protocol. We present a canonical protocol for un-
wanted tracking detection in Figure 1. Recall that in this construc-
tion, finder devices run periodic Bluetooth scans for lost-mode
advertisements. In addition to reporting the location of a lost tag,
finder devices run a detection algorithm. This algorithm maintains a
database of observed lost-mode identifiers and the locations where
they were recorded. If the same identifier is recorded at more than
a threshold number of distinct locations, the finder device’s user is
alerted of potential unwanted tracking.

Deployed protocols. All major OF vendors provide some form
of unwanted tracking detection. Apple provides Item Safety Alerts,
Google provides Unknown Tracker Alerts, Samsung offers Unknown
Tag Detection, and Tile provides its Scan and Secure feature. At their
core, Apple, Google, and Samsung follow the same basic approach
as in Fig. 1 with Ajos set to 24 hours, running detection scans pe-
riodically in the background at the OS level. However, individual
implementations may enforce additional heuristics like time of day,
battery level, and connection to cellular/WiFi network to optimize
their algorithms. These heuristics are opaque, owing to the propri-
etary nature of the systems, and have not been reverse-engineered
in academic work, so we omit them from our description.

Tile’s approach differs fundamentally in that it requires the user
to manually initiate a Bluetooth scan. The scan requires the finder
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device to be in motion for about 10 minutes, during which six
consecutive Bluetooth scans are run. The device records all observed
Tile advertisements and forwards them to the server, which then
returns identifying information about the detected tags.

5 OF Security and Privacy

In this section, we provide a synthesis of the security and privacy
goals discussed in the literature. This synthesis also helps us high-
light goals that are missing and that we believe future work should
address. We group these goals into two categories, owner security
and finder security. We begin by detailing the adversaries and their
capabilities, before presenting the security goals. In Section 6, we
use these properties as a framework for evaluating the security of
deployed OF implementations as well as academic proposals.

Adversaries and their capabilities. As we will see, a wide vari-
ety of security properties have or can be targeted by OF systems.
Underlying them are a smaller number of threat models related to
adversarial capabilities, which we distill down into the following:

e RF adversary: An attacker equipped with a radio frequency
(RF) detector who can passively intercept Bluetooth transmis-
sions within range or actively inject arbitrary messages.

e BT MITM adversary: An RF attacker that is additionally posi-
tioned between a tag and owner during pairing.

e  Malicious tag: An attacker who fabricates counterfeit tracker
tags that behave similarly to provider-approved tags. These
tags exploit the OF network for tracking while evading detec-
tion mechanisms intended to prevent misuse such as stalking.

e  Malicious owner: An attacker who owns a legitimate tag but
deviates from the protocol and exploits the OF network to
learn more information than it is privy to.

e Temporary physical access: An attacker who gains temporary
physical access to a tag and can extract the tag’s secrets.

e  Network adversary: An attacker positioned between the owner
and server (or finder and server) that can passively observe or
actively modify protocol messages exchanged between them.

e Service provider: Since OF systems rely on centralized infras-
tructure, we consider the service provider itself as a potential
adversary capable of passively observing or actively manipu-
lating protocol interactions.

We allow for collusion between adversaries. We define the threat
model for the security goals defined in the following section based
on these adversary definitions.

The complete set of goals appears in Table 3, where for each goal,
we list the corresponding adversary, and give a security definition.

Owner privacy. We begin by discussing definitions in the owner
security category. These goals protect tag owners’ location infor-
mation from surveillance by the service provider and third party
adversaries including RF and Bluetooth MITM.

Unlinkability ensures that a tag’s broadcasts cannot be corre-
lated over time by RF, Bluetooth MITM, network adversaries, or the
service provider. In its absence, an attacker could track an owner
based on the advertisements broadcast by its tag. For example, an
attacker could place an RF receiver near the target’s home and mon-
itor recorded Bluetooth advertisements to learn whether the target
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[19]

Post-compromise security
[19]

Finder proximity

[25]

Temporary physical access

Network
Temporary physical access

Malicious finder

Security Goal Adversary Definition
Unlinkability RF Any two BLE advertisements broadcast by the same tag that are at least A time
[54, 22, 19, 20, 50, 51] BT MITM apart are indistinguishable from advertisements broadcast by two different tags.
Network
Service provider
_a;' Location confidentiality Network Any two location reports ry and r; generated by a finder device for distinct locations
E [54, 22, 19, 51] Service provider (fo, t) and (£, ¢) are indistinguishable.
E Location report integrity Network It is infeasible for an attacker to modify honestly generated location reports without
g [19] Service provider being detected.
g Forward secrecy Network It is infeasible for an attacker to compromise the location confidentiality of reports

submitted before tag compromise.

It is infeasible for an attacker to compromise the location confidentiality of reports
submitted after tag compromise.

It is infeasible for an attacker to submit any report for a tag at location (¢, ¢) and
have it be accepted by the corresponding owner without actually having been in
the tag’s proximity at time #.

Finder security

Tag-owner binding

Malicious owner

[54, 51, 25] Malicious tag
BT MITM
Network

Detectability Malicious owner

[22] Malicious tag

Stalker identity integrity

Finder privacy

Malicious owner
Malicious tag

Malicious owner

It is infeasible for an attacker that controls multiple owner accounts to register the
same tag simultaneously under more than one account.

A finder device can efficiently determine and alert the user of suspected stalking
if a sequence of lost-mode advertisements {advo, advy, ..., advAdetect } recorded at
distinct locations (£, £9), (£1, 1), - - - » (£detects tdetect) Originated from the same tag.
A finder device can efficiently retrieve the identity of the owner of a tag that was
detected for potential stalking.

Any two location reports submitted by the same finder device are indistinguishable

[25] Service provider
Advertisement unforgeability = Malicious tag
[54, 19]

from reports submitted by two distinct finder devices.

It is infeasible for an attacker to forge advertisements that are indistinguishable
from ones produced by legitimate tags and retrieve location reports for them.

Table 3: Security goals for Offline Finding protocols and the corresponding threat model. Here we use “infeasible” and
“indistinguishable” to mean computationally infeasible and computationally indistinguishable, respectively.

is at home. In the worst case, the attacker could set up a network
of RF detectors and surveil the movements of large populations.
Location confidentiality ensures that neither the service provider
nor network adversaries learn the location of the finder or the re-
ported tag. In its absence, the service provider/network adversary
effectively runs a mass-surveillance network.
Location report integrity prevents network adversaries and
the service provider from modifying reports submitted by finders.
Forward secrecy ensures that even if an adversary compromises
a tag’s secrets, it cannot retroactively learn the tag’s past location
from reports submitted before tag compromise.
Post-compromise security ensures that an adversary cannot
learn tag locations from reports submitted after tag compromise.
Together, forward secrecy and post-compromise security prevent
long-term privacy loss from a single compromise: the attacker
learns at most a small window of locations, not the tag’s full history.
Finder proximity ensures that only finders physically near a
lost tag can submit any reports for it. Without it, malicious finders
could remotely inject false reports for tags of their choice.Such an
adversary could, for example, generate “evidence” that an honest
user’s tag was seen at a particular location, thereby framing them
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for being complicit in stalking. This property is especially important
when considering stalker identity integrity (see below).

Finder security. We now discuss properties in the finder privacy
category. These properties protect the location information of re-
porting finders from malicious owners with potentially malicious
tags and the service provider. As we will see in Section 6, these prop-
erties are not achieved by most deployed systems and have received
little academic attention, but are ones we believe are important to
ensure the security of finders’ locations.

Tag-owner binding ensures that a tag is paired with exactly one
owner account throughout its life cycle, and is defined against the
malicious owner, malicious tag, Bluetooth MITM, RF, and network
adversaries. Without this property, an adversary could re-register
an already registered tag, allowing them in the worst case, to track
the original owner without their knowledge.

Detectability provides potential stalking victims a reliable way
to link advertisements from a tag over time to recognize when an
unknown tag is following them. Without detectability, a malicious
owner/tag adversary could place their tag on their target’s person
or belongings and use the OF network to monitor their movements.

Stalker identity integrity enables a user that has been a tar-
get of unwanted tracking to—in collaboration with a judge or the
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service provider—retrieve the identity of the tag owner. Then, ap-
propriate action can be taken against the perpetrator. Without this
property, victims might detect they are being tracked but have no
way to identify or prosecute the perpetrator.

Finder privacy prevents the service provider and malicious
owners from correlating different location reports submitted by the
same finder. Without it, the malicious party could deanonymize
finders and infer their movements based on the reports they submit.
For instance, an attacker could place several tags along a particular
geographic area and, by correlating the location reports submitted
for different tags by the same finder, reconstruct the finder’s trajec-
tory. Although vendors often claim that finders remain anonymous,
these claims have not been rigorously analyzed or formalized.

Advertisement unforgeability ensures that only tags approved
by the provider can generate valid advertisements that owners can
later use to retrieve their tag’s location. In particular, it prevents
malicious tag adversaries from using the OF network. Note that
if a protocol achieves advertisement unforgeability, then it also
trivially achieves detectability against malicious tags. Mayberry et
al. [54] formalized this notion as beacon unforgeability and gave a
construction based on partially blind signatures to achieve it.

Baseline properties. Of the properties defined in Table 3, we
jointly refer to unlinkability, location confidentiality/integrity, tag-
owner binding, detectability, and finder privacy as baseline goals.
These are the core security and privacy goals of an OF system, and
are targeted by most deployed protocols.

5.1 Unlinkability versus anti-abuse

Unlinkability is inherently in tension with detectability and stalker
identity integrity. The former requires that broadcasts hide identi-
fying information that the latter properties require to be revealed
in some circumstances. As discussed in Section 4.4, some deployed
protocols balance this tension by using distinct modes of operation—
connected and lost—for the tag. In the connected mode, the tag
changes its identifier every Aconn = 15 minutes and in the lost mode
every Ajost = 24 hours. So in the lost mode, such protocols only
achieve unlinkability for Aj.s which is strictly weaker than unlink-
ability achieved in the connected mode. This deliberate weakening
of achieved unlinkability allows users to detect stalking.

6 Security and privacy analysis

In this section, we use the definitions from Table 3 to evaluate the
security of four major deployed protocols and six constructions
proposed in academic papers.

We begin with the BasicOF protocol (Fig. 1) and provide intu-
ition for why it satisfies all baseline security goals. Our intention is
to show that a canonical protocol built from standard cryptographic
building blocks achieves all baseline security goals. Then we evalu-
ate deployed protocols. For each property a protocol fails to achieve,
we detail the relevant attacks or design choices, citing prior work
where applicable. Then we present the academic constructions. We
describe the set of goals they target and provide intuition for how
they achieve them. Table 4 provides a summary.

In Table 4, we evaluate unlinkability guarantees in both con-
nected and lost modes by separately analyzing unlinkability for
A = 15 minutes and A = 24 hours. Protocols that rely on distinct
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modes of operation to balance the privacy—-detectability tension
should therefore always achieve unlinkability for A = 24 hours,
and achieve unlinkability for A = 15 minutes in connected mode.

Scope of analysis. Our analysis evaluates the cryptographic proto-
cols underlying OF systems in isolation. In practice, despite achiev-
ing security properties at the cryptographic level, deployments may
fail to achieve them overall due to factors outside the cryptographic
protocol such as client authentication and static MAC addresses.
We discuss such instances of when implementation-level factors
weaken the achieved security in Section 6.1.

The BasicOF construction. Recall that BasicOF is constructed
by canonically composing an authenticated key exchange protocol
(AKE), a key derivation function (KDF), and a symmetric encryption
scheme (SE). Tag-owner binding follows from the (authentication)
security of AKE. Unlinkability follows from the key indistinguisha-
bility security of AKE and the PRF security of KDF. Location confi-
dentiality and integrity follow from the IND-CPA and INT-CTXT
security of SE [7]. Detectability against malicious owners follows
from slower identifier rotation—trading off unlinkability—in the
lost mode, allowing finder devices to check if the same lost-mode
identifier (i.e., the same X;) has been recorded at multiple loca-
tions over time. Since no identifying information about finders is
included in location reports, BasicOF also achieves finder privacy.
We note that BasicOF makes blackbox use of KDF and SE but
instantiates AKE with a variant of the signed Diffie-Hellman pro-
tocol. This reflects the fact that the pairing phase in OF cannot be
captured using standard AKE syntax. While the latter is executed
between two parties who mutually authenticate each other and
derive a shared secret, the former involves three parties: the tag, the
owner device, and the server, where the tag and owner authenticate
to the server while establishing a shared key with each other.
Deployed protocols often implement this phase in ways that
introduce vulnerabilities. The concrete instantiation of AKE in
BasicOF serves to show that, in principle, the required security
guarantees can still be achieved using known techniques.

6.1 Deployed protocols

All deployed protocols achieve 15-minute and 24h unlinkability,
location confidentiality and integrity, forward secrecy, as well as
post-compromise security against network adversaries, as protocol
messages between online parties are sent over TLS. We omit the
corresponding rows from Table 4.

Unlinkability (A = 15min). Apple achieves 15-min unlinkability
against the server and RF adversaries only in connected mode, but
does not achieve it against BT MITM adversaries. Recall that during
pairing, the tag transmits (x, ny,g), where x is the tag’s ephemeral
secret and ny,g a random nonce; the phone responds with (Y, nowner)-
Rotating keys are derived from pky = Y - g, nag, and nowner. In
theory, a passive BT MITM adversary can observe all messages
exchanged between the tag and the owner during pairing, derive
pko, and link advertisements (vulnerability V7 in [51]). However,
in practice, mounting such attacks is highly non-trivial.

Google achieves unlinkability from RF adversaries and Bluetooth
MITM adversaries in both connected and lost modes, but not from
the server. Owners must upload precomputed advertisements so
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. Deployed protocol Academic proposal
Security Goal N
D O
& & & @ Jv@\ RN
<JO<< @ ¥ 00% 0‘\% \3& qu & @ ng‘ ’5\\
I I T P O P
R A € S S < < ) A3
Unlinkability [A = 15minutes]
Radio-frequency adv. () © () O O O () O ( O (] ( J
Bluetooth MITM () o ° o o o o ) - - ° °
Service provider () © O O O O () O O O (] O
% Unlinkability [A = 24hours]
§ Radio-frequency adv. ® () (] O O O ( O ( J ( J (] (
& Bluetooth MITM ° @ ° @ @ @ ¢ O - - ° °
g Service provider ® ® O O O O (] O O [ J ( J O
©  Location confidentiality ) ) ) O ° O ° ° O ° ° °
Location report integrity () () () (@) ° (@) ° (] (@) [ [ ] [ ]
Forward secrecy ) ) O O ° O - - O ° - °
Post-compromise security O () O O () O = - O (] - (]
Finder proximity 0] O O O O O (] (] - - - -
Tag-owner binding
Bluetooth MITM () () () (] [ ) [ ) O ( J - ( - -
Malicious tag (] (] (] (] (] (] O ( J - ( J - -
Malicious owner () () O O O () O (] = (] - -
2 Detectability
E Malicious tag o) (@) (@) (@) (@) (@) - - - @) @) -
§ Malicious owner ° ° ¢} ° ) o = = = () () =
_g Stalker identity integrity
= Malicious tag o o o o o o) - - - o) - -
Malicious owner O (] O O O ( J - - - (] - -
Finder Privacy
Malicious owner ) ) () () ® ® () (] = (] = 2
Service provider ) () ) ) ) () ® ® = (] - -
Advertisement unforgeability ) O O O O ° - - - ® - -

Table 4: Summary of protocols and their achieved security properties. We use @ to denote that a protocol achieves a property, ©
to denote that a property is satisfied only in connected mode, and O to indicate that a property is not achieved. We use - to
indicate that a given property is not targeted by the corresponding academic protocol. When a property is achieved (or not
achieved) for all adversaries in the threat model, we collapse all the adversaries into a single row.

that the server can preemptively match location reports to owners
(c.f. Appendix C.2) at the cost of unlinkability.

In Samsung and Tile, the server stores the shared master key (c.f.
Appendix B), so neither achieves unlinkability against the server. In
Samsung (resp. Tile) advertisements recycle through 65, 535 (resp.
8,640) values, allowing an RF adversary to, in theory, passively
capture and link advertisements. In practice [51] (resp [44]) shows
that it would take an attacker 3 years (resp. 3 months) to execute
such an attack. Moreover, recall that for tags in Samsung’s E2EE
mode, a finder queries the server for the tag’s public key to encrypt
the location. This key is long term, so the finder can use the returned
public key to identify the tag.
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Implementation-level weaknesses. Google’s 15-min unlinka-
bility is weakened by the use of static MAC addresses in the lost
mode (c.f. Appendix D). Tile’s 15-min unlinkability is largely dimin-
ished by its use of static MAC addresses at all times, allowing RF
adversaries to trivially break the property.

Unlinkability (A = 24h). Apple achieves 24-hour unlinkability
from the server and RF adversaries, but not from Bluetooth MITM
adversaries due to the attack described above. Google provides
24-hour unlinkability from RF adversaries and Bluetooth MITM ad-
versaries, but not from the server for reasons listed above. Samsung
and Tile fail for the same reasons as before.
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Location confidentiality and integrity. Finders in Apple, Google,
and Samsung (E2EE mode) encrypt location reports end-to-end
using an authenticated encryption scheme (c.f. Section 4), thereby
achieving location confidentiality and integrity against the service
provider. Tile and Samsung (default mode) do not encrypt location
data (c.f. Section 4), and hence do not achieve these properties.

Forward secrecy and post-compromise security. Apple and
Samsung (E2EE) achieve forward secrecy and post-compromise
security. In Apple’s protocol, a tag learns only the master public key
during pairing, not the corresponding secret key (c.f. Appendix B).
As a result, if an adversary compromises a tag, they can reconstruct
all past and future public keys used to encrypt location reports, but
not the decryption keys. In the Samsung protocol’s E2EE mode, the
key used for encrypting location reports is generated and stored
by the owner (c.f. Appendix D), so tag compromise does not break
location confidentiality of past or future reports.

By contrast, Google’s protocol establishes a shared symmetric
key between the tag and its owner (c.f. Appendix B), from which
both tag identifiers and encryption/decryption keys are derived.
Compromising a tag’s secrets would allow the adversary to decrypt
all past and future location reports. Tile and Samsung (default)
trivially fail to provide either property.

Finder proximity. No deployed protocol achieves finder proximity
by design. If an attacker knows a tag’s identifier (by observing it
or via an unlinkability attack), they can submit arbitrarily many
location reports for the identifier without its presence.

Tag-owner binding. Apple and Tile achieve this against all adver-
saries by cryptographically authenticating the tag and the owner
device during pairing, then storing a map between the owner ac-
count and the tag in their databases (see Section 4.1). AirTags can
only be paired to one account; resetting the AirTag does not allow its
registration with a new owner. Tile allows for device re-registration
after reset. However, resetting a tag removes the associated owner-
tag mapping. Google and Samsung use a similar process for pairing,
but their protocols are vulnerable to attacks by malicious owners.

In Google, the server cannot check if a tag is already registered;
tags are registered in Find Hub against a secret key (shared by
all tags of the same model) and a set of precomputed advertise-
ments. A malicious owner can therefore record another user’s tag
advertisements and re-register them as a “fake” tag (location report
denial-of-service attack described in Section 6.5 of [10]).

Samsung attempts authenticating tags during registration, but
their implementation is vulnerable to the following attack. An
attacker can reset an already registered tag (say, tag;), forcing it
into the pairing phase. Because Samsung’s key exchange occurs
between the server and the tag, and a tag’s long-term secret key is
derived deterministically from its MAC address, a malicious owner
device can mount an attack (V5 of [51]), impersonating a new tag
(tagy) to the server. The server records the attacker as the owner of
tag,, but the attacker actually pairs with tag;, which was already
registered to another user, breaking tag-owner binding,.

Detectability. None of the deployed protocols achieve detectabil-
ity against malicious tags. In all these protocols, finders cannot
distinguish honest tag broadcasts from those by malicious tags
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(see below). Malicious tags can then mimic honest tags and rotate
identifiers frequently in the lost mode and evade detection.

Apple and Samsung achieve detectability against malicious own-
ers through automatic background scanning, and Tile only partially
satisfies it since scans must be triggered manually (c.f. Section 4).

Google’s Find Hub relies on the server to control tags’ transition
to the lost mode: a tag only enters lost mode if the server has
not received recent reports from its owner (c.f. Appendix D). A
malicious owner can evade detectability by repeatedly submitting
fake location reports for a tag, thereby preventing its transition to
lost mode and hence its detection.

Stalker identity integrity. None of the deployed protocols achieve
stalker identity integrity against malicious tags as they fail to
achieve detectability against malicious tags, and detectability is
a pre-requisite for stalker identity integrity.

Apple achieves stalker identity integrity against malicious own-
ers: it provides a mechanism for a stalking victim to recover partial
identity of a detected tag’s owner (e.g. first four digits of phone
number or characters of an email address). Apple’s approach is
non-cryptographic: once the user locates the detected tag, they
extract the tag’s unique serial number and query Apple’s server,
which returns partial account information for the owner. Because
the server maintains a binding between serial numbers and owners,
the integrity of the returned identity is preserved.

Google implements a similar process, but as mentioned above, it
does not achieve detectability against malicious owners, and hence
also does not achieve stalker identity integrity.

Tile also claims to support stalker identification, but unlike Apple
and Google, users cannot retrieve the information themselves—
victims are required to involve law enforcement, after which Tile
claims to provide the owner’s identity. To the best of our knowledge,
Samsung does not support any such mechanism.

Finder privacy. All deployed protocols achieve finder privacy
against malicious owners and the service provider, since location
reports do not contain identifying information about the finder.

Implementation-level weaknesses. Finders must authenticate
to the provider before submitting location reports in all deploy-
ments. This allows the service provider to, in theory, link location
reports to the finder, weakening this guarantee in practice. A ma-
licious owner can further diminish the finder privacy of Apple’s
protocol by using metadata appended to reports by the server as a
side channel to recover finder sub-trajectories [70].

Advertisement unforgeability. None of the deployed protocols
except Tile achieve this property: by using standard advertisement
formats with pseudorandom identifiers, they permit a malicious tag
adversary to forge advertisements indistinguishable from genuine
tag broadcasts. Prior work has shown that such attacks enable
unauthorized use of the OF network and evasion of unwanted-
tracking detection [37, 55, 11, 8, 10, 13].

In Tile, the server verifies that a tag is registered with the request-
ing owner before returning location reports associated with the tag.
This prevents attacks using malicious tags, since they cannot be
registered in the first place. Note that this check is possible because
Tile’s server maintains a mapping between tag identifiers and their
owners (c.f. Appendix B), which comes at the cost of unlinkability.
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Takeaway #1: None of the deployed protocols achieve all base-
line goals due to: (i) design decisions (e.g., Samsung and Tile
do not encrypt location reports), (ii) tensions between security
properties (e.g., Apple and Google trade off unlinkability for de-
tectability), (iii) vulnerable cryptographic implementation (e.g.,
Apple’s and Samsung’s key exchange protocols), or (iv) threats
outside of their models (e.g., Google does not aim for unlinkabil-
ity against the server).

Takeaway #2: Apple and Google achieve most of the owner
security goals, but fail at achieving several finder security goals.

6.2 Academic proposals

Here, we describe and evaluate six academic proposals using our
framework. Each proposal addresses only a subset of the goals
defined in Table 3. Accordingly, we focus on the specific goals each
proposal aims to achieve. We also discuss efficiency constraints that
hinder practical deployment.

PrivateFind [77]. PrivateFind achieves unlinkability, location con-
fidentiality and integrity, finder privacy, and finder proximity. It
does not achieve tag-owner binding as there is no registration with
the server; anyone with physical access to the tag can pair to it.

The pairing phase of PrivateFind establishes Kspareq between the
tag and the owner. The paper defines two ways of pairing: local
and manufacturer-verified. The former is over an insecure chan-
nel which is susceptible to BT MITM attacks whereas the latter
happens over an encrypted channel using a key provisioned to the
tag at manufacture time. After pairing, the tag and owner derive
ephemeral identifiers as idjy; < KDF(Kshared, id;) every 15 min-
utes, achieving 15-minute unlinkability. Tags become discoverable
only when out of Bluetooth range of the owner. A finder detecting
a lost tag sends its location to the tag, which encrypts it under
Kshared and returns it to the finder, who forwards the ciphertext to
the server. As Kshared is only known to the owner and tag, location
confidentiality and integrity are ensured.

PrivateFind achieves finder privacy by design: finders are not
required to register accounts with the provider and the server omits
any metadata in its reports. Thus, neither a malicious owner nor
the service provider can identify which finder submitted a given
report. Finally, as a finder must interact with the tag over BLE to
report a location and replay attacks are prevented using counters
in the AEAD scheme, PrivateFind also achieves finder proximity.

Deployment challenge. Requiring tags to be interactive in lost
mode adds significant computation and communication overhead,
thereby reducing battery life.

SECROW [25]. SECROW achieves tag-owner binding, location
confidentiality and integrity, finder proximity, and finder privacy.
Each tag and owner device is provisioned a long-term signing key
pair and a unique identifier; owner and finder devices additionally
have a Trusted Execution Environment (TEE) that can generate
attested ephemeral signing keys. During pairing, both the tag and
the owner device authenticate themselves to the service provider
using their long term private keys and establish Kpareq. This to-
gether with the fact that the server stores a tags-to-owners mapping
guarantees tag-owner binding.
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The tag’s static identifier is accessible to finders. During the
location-reporting phase, a finder authenticates itself to the service
provider using one of its ephemeral signing keys generated by the
TEE, hence achieving finder privacy. The server returns a nonce,
which the finder forwards to the tag along with its own location.
The tag encrypts the location under Kgpareq using an authenticated
encryption scheme, signs the server’s nonce, and returns the ci-
phertext, signature, its identifier to the server via the finder. The
server verifies the signature and stores the report. As locations are
encrypted with Kspared, SECROW achieves location confidentiality
and integrity. Moreover, since location reporting requires active
interactions with the tag over BLE, it achieves finder proximity.
Due to the use of static identifiers, SECROW does not achieve
unlinkability.

Deployment challenge. The security of SECROW requires a TEE
on all owner and finder devices, limiting large scale deployment.

Eddystone-EID [20]. Eddystone-EID is designed for a setting that
is slightly different from that of OF systems: in addition to an
identifier, tags broadcast some telemetry data (e.g., battery status,
temperature). The protocol guarantees unlinkability against RF
adversaries and confidentiality of the tag’s telemetry data.

During pairing, the tag and the owner establish two symmetric
keys: one for identifier generation and another for end-to-end en-
cryption of telemetry data. The owner device shares the identifier
generation key with the server. Since the server knows the iden-
tifier generation key, there is no unlinkability against the server.
The paper does not detail the actual key exchange protocol, so we
mark security against BT MITM as being out of scope. The server
uses this to create an identifier-to-owner mapping by generating
all identifiers for a tag. After pairing, the tag broadcasts ephemeral
identifiers generated by applying a KDF to the identifier-generation
key and the current epoch along with the AEAD encryption of its
telemetry data under the end-to-end encryption key. Finders ap-
pend their location to the tag’s broadcast and forward them to the
server, which forwards it to the intended owner. Since the location
data is not encrypted, it does not guarantee location confidentiality
or integrity. While Eddystone-EID does not introduce deployment
challenges, it does not address or achieve most goals.

BlindMy [54]. Apple’s unwanted-tracking alerts were shown to be
easily bypassed by programming a malicious tag to emulate multiple
AirTags, producing lost messages that nearby finders would accept
and report [55]. An attacker could then query these reports to
track a victim. BlindMy cryptographically prevents such exploits
by achieving advertisement unforgeability, while inheriting other
security guarantees from Apple’s protocol.

BlindMy uses partially blind signatures to achieve advertisement
unforgeability. It modifies Apple’s pairing and location retrieval
phase. During pairing, in addition to establishing Kpared as in Ap-
ple’s protocol, the owner precomputes all identifiers that the tag
will broadcast over its lifetime. Then, the owner device sends the
hash of these identifiers (“blinded” so the server does not learn
them) along with their corresponding epochs to the server. The
server verifies that the epochs are valid and produces signatures
over each (blinded identifier hash, epoch) pair and returns these
signatures to the owner device. The owner device unblinds the
signatures and stores all (identifier, unblinded signature) pairs, and
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shares all the identifiers with the tag. The paper does not detail
how identifiers are shared with the tag, so we mark unlinkability
against BT MITM adversaries as out of scope.

When the owner requests reports, it sends the signed identifier
hashes and epochs to the server. The server verifies these before
returning matching reports, ignoring any invalid requests. The
owner then decrypts the reports analogously to Apple’s protocol.

Deployment challenge. The pairing and location report down-
load phases are significantly different from those of existing proto-
cols, making their integration non-trivial.

EBGH]J24 [22]. As pointed out in Section 4.4, unlinkability and
detectability are inherently conflicting goals and typically, deploy-
ments trade off unlinkability in the lost mode for detectability. The
OF protocol proposed in [22], that we refer to as EBGH]24, improves
this trade-off; it simultaneously guarantees strong 15-minute un-
linkability and detectability against malicious owners. It inherits
location confidentiality and integrity by following Apple’s protocol.
To achieve strong unlinkability and privacy, [22] introduce a new
cryptographic primitive called multi-dealer secret sharing (MDSS).
Analogous to traditional secret sharing [64]—where a dealer splits
a secret into shares such that a threshold number of them can
recover the initial secret—MDSS sets a threshold for reconstruction.
MDSS additionally guarantees that even when multiple dealers
share different secrets, a receiver can recover these secrets from a
set of mixed shares. Using MDSS as a building block, [22] propose an
OF construction that achieves both unlinkability and detectability.
Deployment challenge. While [22] implemented their construc-
tion on hardware to demonstrate feasibility, the advertisement size
in their construction requires the tag to broadcast twice as many
times as in Apple’s protocol, reducing its battery life by half.

BenNtf [19]. BenNtf achieves unlinkability against RF and BT
MITM adversaries, but not against the server, for similar reasons as
Google. It also achieves location confidentiality and integrity, and
forward and post-compromise security. The protocol also defines
an integrity notion which is similar to advertisement unforgeability
but does not consider security against malicious tags.

BenNtf operates in the same setting as Eddystone-EID, but in-
stead of separately broadcasting its identifier and encrypted teleme-
try, BenNtf encapsulates telemetry within the identifier itself. It
inherits the same unlinkability properties as Eddystone-EID. The
identifier also serves as a public key, which finders use to encrypt
location data, thereby ensuring confidentiality and integrity.

To achieve forward and post-compromise security, [19] intro-
duces XDHIES, an extension of the DHIES [1] scheme that provides
inherent forward and backward security. Crucially, BenNtf sep-
arates keys for identifier generation from those for decrypting
location reports, and tags only learn the former. Then, tag com-
promise reveals public keys but not decryption keys, preserving
confidentiality and integrity of reports, as in Apple’s protocol.

In the paper, the authors suggest that the anti-abuse measures
deployed by Apple or Google can be integrated with their protocol,
but it is not detailed in the paper. Since it is unclear which of Apple’s
or Google’s guarantees it would inherit, in Table 4 we mark the
anti-abuse properties as not targeted by BenNtf.
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Deployment challenge. BcnNtf deviates significantly from ex-
isting deployments to achieve advanced properties, making it hard
to achieve backwards compatible integration.

Takeaway #3: Academic proposals individually achieve many
of the additional goals that deployed protocols fail to achieve. In
principle, combining these techniques could yield a construction
that achieves the full set of desired properties. However, the pro-
posals either do not meet the battery and bandwidth constraints
of tags deployed in practice or introduce compatibility issues
with current implementations, rendering deployment infeasible.

7 Challenges beyond the protocol level

We now summarize works that identify risks and challenges extend-
ing beyond the protocol layer. Appendix E provides a full discussion.

BLE security analyses. Even when OF protocols achieve crypto-
graphic unlinkability, physical-layer properties often leak identi-
fying information, enabling large-scale device fingerprinting and
tracking. Static identifiers, timing behavior, and hardware char-
acteristics can all be exploited to link broadcasts. Prior work has
demonstrated wide-area fingerprinting of Tile devices [82], link-
age of BLE advertisements to Bluetooth Classic frames to obtain
unique device IDs [52], and tracking of BLE devices via allow-list
communication patterns even with randomized MACs [81]. Other
attacks include UWB distance-reduction [47], the Battery Insertion
Attack, which exploits timing patterns to break unlinkability [50],
and large-scale exploitation of BLE address-type inconsistencies in
Apple’s Find My network [16].

Unwanted tracking detection in practice. Research shows that
IoT devices, including tags, are abused to cause interpersonal harm
[65, 66, 76, 14]. Studies focusing on tracker tags in particular exam-
ine how existing anti-stalking tools operate [36, 73, 63], revealing
weaknesses ranging from fundamental flaws in notification logic
to the lack of cross-vendor support. Additional work demonstrates
attacks that suppress safety notifications altogether [63, 55]. In re-
sponse, researchers have proposed new applications and techniques
for detecting malicious trackers [36, 12, 56, 18, 21]. Beyond the logic
of these tools themselves, several works performed user studies to
analyze the usability of these anti-stalking features [39, 72, 26, 27],
finding many usability issues like desensitization to notifications.

8 Discussion

In this section, we reflect on the lessons learned from our analysis.
We highlight recurring challenges, tensions between privacy and
abuse-prevention, and gaps in current designs that leave room for
both abuse and unintended privacy harms. We identify five main
themes that we believe should guide future work on OF systems.

Privacy versus abuse prevention. Unlinkability has emerged as
one of the most difficult properties to achieve in practice. Even
though most protocols explicitly aim to achieve unlinkability, both
protocol-level and physical-layer attacks repeatedly break this prop-
erty. Unlinkability often complicates stalker detection, sometimes
creating more opportunities for abuse than it prevents.

Achieving unlinkability and detectability simultaneously at the
protocol level is challenging, with many designs sacrificing one
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to preserve the other. Among the systems we evaluated, only the
construction of [22] achieves both properties, but at the cost of
higher communication overhead on the tag, making it impractical
for real-world deployment. Unlinkability is further undermined by
physical-layer vulnerabilities in BLE and Bluetooth that allow effi-
cient tag fingerprinting. These attacks are difficult to mitigate due to
specification complexity, wide deployment, and legacy constraints.

Future work suggestion: We suggest that detectability is a crit-
ical and pressing property to target for improvements given the
ongoing, widespread use of tags for stalking. Ideally, the commu-
nity would work to develop global standards for detectability of
any location-enabled device that could be used for surreptitious
tracking, building off and improving nascent efforts [46, 23]. To-
wards informing such standards, future work could focus on new
design points that target better detectability while preserving, or
even modestly relaxing, current unlinkability mitigations.

Accountability. Detectability without accountability is insufficient.
Despite their concerning use for harm, most OF protocols lack
accountability features that would enable reporting or banning
misbehaving users.

Achieving accountability requires a reporting mechanism that
lets a victim notify the platform or law enforcement about a de-
tected tag. The platform/law enforcement can then work with the
victim to identify the tag’s owner. This is technically challenging
due to conflicts with other goals. For example, a mechanism for re-
trieving a stalker’s identity could also potentially allow the service
provider or law enforcement to deanonymize owners of arbitrary
tags, compromising privacy.

Future work suggestions: We see potential opportunity in ex-
ploring cryptographic accountability mechanisms. Prior work on
message franking—a privacy-preserving accountability mechanism
for end-to-end encrypted messengers—demonstrates that privacy-
accountability tensions can be balanced using cryptographic tools
[35, 74, 45], and cryptographic proof-of-stalking extensions for
OF protocols seems a plausible future direction. In addition, fu-
ture work should conduct further research on non-cryptographic
accountability mechanisms: reporting that uses static hardware-
defined identifiers, digital stalking reports that cannot be forged if
the tag’s software is intact, and supporting procedures and policies.

Interoperability. A recurring challenge across all protocols we
studied is the lack of interoperability by design. Before Apple and
Google drafted the DULT [46] specification, each vendor’s ecosys-
tem was siloed: a user could only detect unwanted trackers if they
belonged to the same vendor network. While DULT has improved
cross-vendor detection between Android and Apple, vendors like
Tile are still confined to only being able to detect their own tags.
Future work suggestions: For user safety, we argue that interop-
erability must be a design priority. This means that we need internet
standards, akin to TLS, that should be adopted by all potentially
privacy-damaging devices—not just tracker tags, but also other
wireless beacons and emerging IoT hardware. Building towards
this vision would require generic constructions, and cooperation
across vendors, regulators, and standards bodies. Ideally this would
end up win-win: in addition to privacy and safety improvements,
interoperable finder networks would improve functionality.
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Formal analyses. Several cryptographic analyses of OF protocols
exist, but most focus on a subset of properties in isolation. This is un-
derstandable given the complexity of these systems, which pursue
multiple, often orthogonal, goals. Isolating individual properties al-
lows for fine-grained analysis, but leaves open whether guarantees
hold when protocols are modeled and analyzed comprehensively.

In addition, some properties such as tag-owner binding do not
map neatly onto existing cryptographic primitives. Classical ab-
stractions from key-exchange security are insufficient, since OF
introduces a unique paradigm that involves not only the tag and
owner but also the server, which authenticates entities.

Future work suggestions: We call for the development of new
cryptographic models and abstractions tailored to OF protocols,
as well as analyses that explicitly address how these properties
interact and compose in practice.

OF extensions for data back-hauling. A small but growing body
of work explores how OF networks can be repurposed for oppor-
tunistic data backhaul. Prior works demonstrate that Apple’s Find
My can support arbitrary data muling [8, 62] as well as distributed
sensing via crafted BLE advertisements [34]. A more recent aca-
demic proposal, Nebula [75], explicitly addresses the privacy risks
of such piggybacking, introducing a decentralized architecture that
prevents the service provider from tracing relay devices while en-
abling payments, compensation, and spam protections.

Future work suggestions: As the scope of data piggybacked
onto OF-like networks expands, so too do the associated privacy
threats. Future work should carefully analyze how these systems
compose and how the privacy risks inherent in OF networks may
propagate to higher-level protocols and applications.

9 Limitations

Our analysis is based on the academic literature and vendor specifi-
cations/statements in our corpus. Our discussion of the deployed
protocols reflects their current state: (i) academic analysis of these
protocols is recent (Apple: 2021-2025, Samsung: 2024-2025, Google:
2025, Tile: 2026) and (ii) most attacks identified result from design
choices or hardware vulnerabilities, rather than implementation
mistakes. In doing our analysis we searched for statements made
by vendors about changes to their respective protocols. There is
no public evidence that vendors have changed their protocol de-
signs substantively. However, we did not experimentally reconfirm
details for all deployed protocols.

Relatedly, our assertions that a protocol achieves a given prop-
erty are supported by prior analyses. Academic proposals include
security proofs, which we used to guide Table 4. For deployed proto-
cols, prior work provides either provable security analysis (e.g., [54]
proves tag-owner binding, location confidentiality and integrity,
and unlinkability of Apple’s protocol, [20] proves location confiden-
tiality and integrity of Google’s protocol) or formal verification (e.g.,
[51] proved the location confidentiality and integrity of Samsung’s
protocol when E2EE is enabled). We did not perform independent
provable security or formal analysis to reconfirm results.
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A Methodology (Extended)

We now describe the methodology we used to construct our corpus
of prior work on offline finding systems and our inclusion criteria.
The corpus is included in our artifact, available at https://github.c
om/cortegap/pets-26-sok-artifact.

Inclusion criteria. To be included in our study, a paper must have
satisfied at least one of the following: (1) directly analyzed the secu-
rity, privacy, or safety of OF systems or vendor-specific devices (e.g.,
AirTags, Tiles, SmartTags), (2) contributed broadly to the under-
standing of adversarial models, security definitions, or abusability
concerns in OF systems, (3) proposed secure constructions for or
based on bluetooth-based proximity tracking protocols.

Search methodology. To increase coverage, we used two indepen-
dent approaches, each conducted by a different author.

Method 1: Snowball sampling from seed papers. We began
with a seed set of 13 highly cited and recent papers that directly
addressed the security and privacy of OF systems. From each pa-
per, we examined both backward and forward citations to identify
additional relevant work. A cited paper was added to the corpus
if it satisfied our inclusion criteria. We repeated this process iter-
atively until reaching saturation—that is, no new papers meeting
the criteria were discovered in subsequent citation rounds. Our
citation-based snowballing approach provided breadth of venue
coverage. The corpus resulting from this method is available in our
artifact, in method1-snowball.csv.

Method 2: Targeted keyword search across venues. To com-
plement the snowballing approach, we conducted a systematic
keyword-based search in July 2025 across major academic venues
in security, privacy, and cryptography. We searched for papers
using the following keywords: Find My, AirTag, Tile tracker, Find
Hub, Chipolo, Pebblebee, SmartTag, offline finding, safety alert, Blue-
tooth tracking, stalkerware, crowdsourced network, proximity finding,
finder device, location tracking, anti-stalking, tracking tag, BLE adver-
tisements, and variants thereof. The full list of keywords is available
in our artifact, in keywords. csv.

The academic venues we searched were

Security/Privacy Conferences: USENIX Security, ACM
CCS, IEEE S&P, NDSS, PETS, SOUPS.

Workshops and Specialized Venues: ACM WiSec, ACM
WPES

Preprint Archives: IACR ePrint.

We used venue-specific databases for our search: Google Scholar
(USENIX, NDSS, PETS, SOUPS), the ACM Digital Library (CCS,
WiSec, WPES), and IEEE Xplore (IEEE S&P). This search surfaced
231 papers, which we manually reviewed and filtered down based
on our inclusion criteria. The list of 231 papers is available in our
artifact, in method2-keywords.csv.

Constructing the final corpus. After having an initial list of
papers, the authors responsible for each method categorized the
papers in their respective corpus. We explain the categorization
below. This categorization helped further reduce both corpuses.
Additionally, unpublished papers were discarded. For all papers
that were found by both approaches and were included by one and
excluded by the other (5 papers), the first and second authors met
and discussed until reaching consensus. Additionally, all papers
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included though one of the methods and not found by the other
were reviewed by the author responsible for the latter.

We additionally included (1) the Detecting Unwanted Location
Tracking IETF draft(s), (2) official specifications and privacy policies
for Apple’s Find My (deprecated at time of writing) and Google’s
Find Hub protocols, and (3) support guides explaining what to do
in case of unwanted tracking by Apple, Google, Samsung, and Tile.
Our final corpus is composed of 49 documents and is included, along
with the categorization, in our artifact, in final-corpus.csv.

Categorization. Selecting the categories was an iterative process,
that included several discussions between the authors responsible
for methods 1 and 2, and multiple rounds of re-categorization of
papers. Here we describe the final categories. We sorted the papers
in the final corpus based on topics and type. For topics, papers were
sorted among one or more of the following categories: physical
layer, OF core protocol, anti-stalking, OF piggybacking, OF-inspired
crowdsourced systems, and privacy policy. For types, the categories
were: protocol proposal, attack, formalization, measurement study,
user study, reverse engineering, and legal document.

B Pairing protocol implementations

B.1 Pairing for Apple’s FindMy

We summarize the pairing protocol for Apple’s Find My network
in Figure 3 and describe it below. For brevity, we group certain steps
together. Our description is based on the reverse engineering efforts
of Heinrich et al. [38] and Liu et al. [51], and Apple’s now deprecated
Find My specification [3]. The owner device authenticates itself to
the service provider by requiring the user to log in to their iCloud
account.

Manufacture-time setup. At manufacture time, each AirTag is
provisioned a unique 16-byte serial number, a 1024-byte software to-
ken, and a 16-byte software UUID. Additionally, the tag is also given
the server’s public encryption key pkENS .. and the server’s public
verification key pki%:er. The Apple server maintains a database that
maps each tag’s serial number to its corresponding software token

and software UUID.

Tag authentication. As the first step of the pairing process, the
owner device samples a uniformly random 32-byte nonce n and
generates an 89-byte EncryptedBlob1 and sends both to the tag. !
The tag generates its ephemeral keys (sk{,g, pkf,,), its own 32-byte
nonce ng,g, and a 32-byte random seed seedT. Then it generates
a commitment C1 by hashing sky,, and nig. Subsequently, the
tag creates a message M as n || C1|| devicelnfo || EncryptedBlob1 ||
authToken where devicelnfo contains its serial number, software
token, and software UUID. The tag then encrypts M under the
server’s public key pkEnc . to produce EncryptedBlob2. Finally, the
tag sends EncryptedBlob2 to the owner device.

The owner device now samples its ephemeral key pair (sk&, ner»
PkSyner) and nonce nowner, and produces commitment H1 by hash-
ing pkg, ner a0d Nowner. The owner device forwards EncryptedBlob2

and H1 to the server. The server decrypts EncryptedBlob2 to get

e

!Neither Apple’s specification [3] nor [51] specify what is encrypted within
EncryptedBlob1, and we were not able to independently verify what it encrypts
so we omit the corresponding details here.
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Figure 3: Pairing for Apple’s Find My network.
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M and checks that the serial number, software token, and soft-
ware UUID are as reflected in its internal database, and the tag has
not been registered before. It then parses M to get devicelnfo ||
EncryptedBlob1 || authToken, and samples its own 32-byte seed
seedS. The server derives its shared secret with the tag Kservershared
by applying a key derivation function KDF to seedT and seedS. It
then derives its pairing key with the tag, Kpairing, by applying KDF
to Kservershared- Next, the server samples a fresh software token and
encrypts it under Kpajring using a fresh IV to get EncryptedBlob3.
Finally, it signs n || seedS || H1 || EncryptedBlob1 || EncryptedBlob3
to get the signature o, and sends EncryptedBlob3, o, seedS to the
owner device, which forwards them to the tag along with pk¢, e,
and Nowner-

The tag verifies the server’s signature o after reconstructing
m locally. It derives Kservershared and Kpairing analogously to the
server and uses Kpairing to decrypt EncryptedBlob3 and get the new
software token. Finally, it encrypts the new software token and
EncryptedBlob1 under pkEnS.. to get EncryptedBlob4, and sends
EncryptedBlob4, skfag, and ni,g to the owner device. The owner
device forwards EncryptedBlob4 to the server which decrypts and
verifies it against its transcript. This completes tag authentication.

Shared key derivation. As the last step of the pairing protocol,
the tag and the owner establish their shared key. The shared master
public key pko is generated as pkgy e, - Pki,, and the secret key sko
as (Sk&yner + skfag). Both the tag and the owner device also compute
SKS, and SKNy by applying KDF to ngwner and ng,g. The shared
key between the tag and the owner is (pko, SKSy, SKNp). Looking
ahead, SKS will be used during the lost mode and SKN during
connected mode. Note that only the owner device can derive sk,

as it is only used to decrypt location reports on the owner device.

B.2 Pairing for Google’s FindHub

We summarize the pairing protocol for Google’s FindHub network
in Figure 4 and describe it below. For brevity, we group certain steps
together and omit those that are not directly relevant to FindHub
operations or security. Our description is based on the reverse
engineering efforts of Bottger et al. [10], and Google’s Find Hub
and FastPair specifications [32, 33].

FastPair background. The FindHub pairing protocol builds on
Google’s FastPair protocol [33]. We recall some details of the Fast-
Pair protocol that are relevant to the FindHub registration phase.
To support FastPair, a tag manufacturer must first register their
device model with Google. Once registered, Google assigns the tag
a model identifier modelld and an Anti-Spoofing public key pair
(Skmodelids Pkmodelid), Which in practice is an Elliptic Curve key pair.
The private key skmodelld is embedded in every tag of that model,
while Google’s servers maintain a mapping from each modelld
to its corresponding pkmodelid- Notably, all tags sharing the same
modelld use the same anti-spoofing key pair.

FindHub registration: Owner preprocessing. The FindHub reg-
istration process begins with the server provisioning the owner
with a 32-byte owner key Kowner.? This key is later used to encrypt
other long-term secrets in the FindHub protocol.

2In practice, Kowner is sent to the owner encrypted under a key shared with the server
and stored in the owner’s Google Vault under the “finder_hw” domain.
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Then the owner device queries the tag for its modelld. The
owner device forwards this modelld to the server which responds
with the public anti-spoofing key pkmodeid associated with the
tag. The owner device then generates its own ephemeral key pair
(skowner> Pkowner) and derives a Diffie-Hellman shared secret Kpy
as skowner * Pkmodelid- From Kpp, the owner device generates a 128-
bit key Kgnc, by applying the SHA-256 hash function and truncating
the output to 128 bits.

Next, the owner device samples three additional keys: (1) a 256-
bit AES key Kags, (2) a 128-bit account key Kaccount (the “master”
FastPair key, used for mutual authentication), and (3) a 256-bit
ephemeral identity key Kephemeralid (the “master” FindHub key, used
to derive future keys and secrets for FindHub operations).

The owner encrypts these keys in a nested fashion using the
AES-128-ECB symmetric encryption scheme.

co = AES-128-ECB.Enc(Kgnc, Kats),
¢; = AES-128-ECB.Enc(KaEs, Kaccount)
ca = AES-128-ECB.Enc(Kaccount, Kephemeralld)-

Additionally, it also computes the recovery key Kiecovery by apply-
ing the SHA-256 hash function to Kephemeralid || 001 and the un-
wanted tracking protection key Kywrracprotec by applying SHA-256
to Kephemeralid || 0x03. The recovery key Kiecovery is stored on the
server to allow the owner to recover Kephemeralid if it is lost. The
purpose of KywTracprotec is explained in Appendix D.3. Finally, the
owner sends (co, 1, €2, Pkowner) to the tag.

FindHub registration: Tag preprocessing. The tag uses its pri-
vate key skmodelld and the received pkowner to derive the shared Kpy
and compute Kgy,. as above. It decrypts the ciphertexts in sequence:

Kags = AES-128-ECB.Dec(Kgne, ¢o),
Kaccount = AES'IZS_ECB~DEC(KAES, CI),
Kephemeralld = AES-128-ECB.Dec(Kaccount, €2)-

It then derives Krecovery ad KywTracProtec analogously to the owner.
To prove knowledge of K,ccount, the tag generates a random 8-

byte nonce n, computes the tag h by applying HMAC-SHA-256 to

(Kaccount> 0x01 || n | 0x02 || 0x08), and sends (h, n) to the owner.

FindHub registration: Final steps. The owner device authen-
ticates h by comparing it to the locally generated MAC h'. If the
authentication succeeds, the owner device encrypts Kaccounr and
Kephemeralld using AES-GCM under Koyner and uniformly random
12-byte nonces ns and n4 to obtain the ciphertexts cs; and ¢4. Fi-
nally, the owner device sends c3, ¢4, Krecovery> and KywTracProtec t0
the server.

This completes registration for the tag. The key Kephemeralid is
the shared secret Kspared established between the tag and the owner
device and is used for all future FindHub operations.

B.3 Pairing for Samsung’s SmartThings Find

In this section, we describe the pairing protocol used in Samsung’s
SmartThings Find. Our description is based on the reverse engi-
neering efforts of Yu et al. [80] and Liu et al. [51].

Manufacture-time setup. At manufacture time, each Samsung
SmartTag is provisioned a unique 6-byte MAC address macAddress.
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Figure 4: Registration for Google’s Find Hub network. H, is SHA-256, H; is HMAC-SHA-256, and SE is AES-128-ECB.

The long-term secret key of the tag, ski, is derived deterministi- retains a database T that maps H;(macAddress) to pki,g Where H;
cally from the macAddress by applying a hash function Hy. The is a hash function.
corresponding public key pkiag is skiag - G. The Samsung server
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If SE.Dec(Kayth, no, ¢o) # “smartthings” then abort
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If registered[H; (macAddress)] then m « “accept”
Else m « “reject”
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If m = “reject” then abort
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// Check if Kiaster matches with transcript
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c3 s SE.Enc(Kiession, 1, poolSize)
¢4 3 SE.Enc(Ksessions 11, seed)
¢s5 s SE.Enc(Ksessions 11, IV)

€3, €4, Cs5 |

<

Kshared < (Kmaster, seed, IV)

// Decrypt cs, ¢4, and c¢s and get poolSize, seed, and IV

Kohared < (Kmaster, seed, IV) ‘

\

\

Figure 5: Registration for Samsung’s SmartThings Find network.

Master key derivation and tag-owner authentication. The
pairing process begins when the tag sends A = H;(macAddress)
to the owner device. The owner device samples a 32-byte ran-
dom value rand and sends h, rand to the server. If the queried
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MAC address is invalid, i.e., T[h] = L, the server aborts. Other-
wise, the server retrieves pki,; from T, samples its ephemeral key
pair (skserver, Pkserver), and derives the Diffie-Hellman key Kpy «
Skserver - pktag and the master secret key Knmaster <= H2(KpH || rand).
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Then the server sends Kmaster and pkserver to the owner device over
TLS. The owner device derives authentication key K,,th, which
is used for mutual authentication between the tag and the owner
device, by applying a key derivation function KDF to Kmaster and
the string “bleAuthentication.” The owner device then encrypts the
string “smartthings” under K, and a uniformly random 16-byte
nonce ny to produce the ciphertext ¢y and sends rand, pkserver, No,
and ¢ to the tag.

The tag derives Kmaster from skipg and pkserver analogously to
the server and K+, analogously to the owner device. Using K,,th
and no, the tag authenticates the owner device by verifying that
co decrypts to “smartthings.” Then the tag derives the session key
Kisession by applying KDF to Kmaster and ng. The tag subsequently
computes two ciphertexts: (1) ¢; by encrypting the string “smart-
things” under K,t, and a uniformly random string n, and (2) c; by
encrypting macAddress under Kgession and ny. The tag sends ny, ¢y,
and c; to the owner device. The owner device authenticates the tag
by decrypting c¢; using K,tn and ny, and obtains the macAddress
by decrypting c; using Ksession and nj.

Pairing finalization. The owner device sends macAddress to the
server, which returns “accept” if the tag wasn’t already registered,
and “reject” otherwise. If the server rejected the pairing, the owner
device aborts. Otherwise, it sends macAddress, Kmaster to the server
which verifies that Kiaster matches its internal records and sets
three parameters: (1) a poolSize which is always set to 1000, (2) a
uniformly random 12-byte seed, and (3) a 16-byte IV which is a
fixed value for all tags. The server sends poolSize, seed, and IV to
the owner device which in turn shares it with the tag encrypted
under Ksession and ny. The shared key Kpared 1S (Kmaster, Seed, IV).

B.4 Pairing for Tile’s protocol

We now describe Tile’s pairing protocol. At manufacture time, each
tag of a particular model is provisioned the same 16-byte interim
key Kinterim and a unique 8-byte tile_uuid. The server maintains a
mapping between tile_uuids and Kinterim values.

The tag initiates pairing by sending its tile_uuid to the owner
device. The owner device generates a uniformly random 14-byte
string randA and sends it to the tag. The tag generates its own 10-
byte secret randT, and computes the authentication string sresT as
H (Kinterim» randA || randT || tile_uuid) where H is a hash function. It
also derives the shared key Kshared 2s H(Kinterim, sresT). Then the tag
sends randT and sresT to the owner device which forwards it to the
server along with randA and tile_uuid. The server authenticates the
tag by verifying sresT and ensuring that the tile_uuid is not already
registered, and derives Kspared analogously to the tag. Finally, the
server sends Kshared to the owner device, completing the pairing.

C Connected mode implementations
C.1 Apple’s FindMy

Once a tag is registered with its owner device, it begins broadcast-
ing BLE advertisements containing a 4-byte ephemeral identifier
id which rotates every 15 minutes. The identifiers are generated
from Kshared as shown in Figure 7. The tag parses Kshared to get
(pko, SKNy, SKSy). For deriving the identifier for the ith epoch id;,
the tag first computes SKN; by applying a KDF to SKN;_, then
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derives u; || v; by applying a KDF to SKN;. Finally, id; is computed
as pky’ - g. When broadcasting, the tag uses the first six bytes of
id; as the advertisement address and only includes the first two
bits of the first byte in the payload. Though id; is a public key, it is
never broadcast or used as such.

C.2 Google’s FindHub

Once a tag is registered with its owner device, it begins broadcasting
BLE advertisements containing an ephemeral identifier id. The
identifier can be 20 or 32 bytes long, depending on whether the tag
uses Bluetooth 4.0 or Bluetooth 5.0, respectively.

Identifier generation. The connected-mode protocol sets the
epoch duration Aonn to 1024 = 21° seconds and defines a rota-
tion exponent rotExp = 10. The tag generates id; as described
in Figure 8. The time counter timeCtr is computed as the time
(in seconds) since the tag was activated, with the lowest rotExp
bits set to 0. The value r’ is obtained by encrypting the value
(OXFF || rotExp || timeCtr || 0x00 || rotExp || timeCtr) using AES-ECB
under Kephemeralid- It is then mapped to the finite field of either
SECP160R1 (for 20-byte id;) or SECP256R1 (for 32-byte id;) by re-
ducing r’ modulo the curve order n to obtain r. Finally, id; is set to
the x-coordinate of the curve point R = r - G. Note that the value of
id; changes with timeCtr which increments every Aonn seconds. 3

Uploading identifiers. The owner device periodically uploads a
batch of precomputed future identifiers to the server. When a finder
later submits a location report for a lost tag, the report contains
the observed identifier. The server uses this identifier to determine
which tag it belongs to and associate the report with the correct
user account.

The UT byte. Each advertisement includes a one-byte unwanted
tracking mode value, UT, that encodes the tag’s operational mode:
connected (0x40) or lost (0x41). This value is intended to mitigate
unwanted tracking by indicating when a tag is within range of
its owner. Tags in connected mode rotate their randomized MAC
addresses in sync with id;. In lost mode, however, MAC addresses
rotate only once every 24 hours.

Location reporting. Unlike Apple, Google owner devices periodi-
cally submit location reports for their own tags even in connected
mode. This is because Google offers an additional feature through
its OF protocol that allows an owner to retrieve the last location
where they were connected to their tag. These reports are encrypted
under SHA-256(Kephemeralld) using AES-GCM with a fresh 12-byte
nonce n.

C.3 Samsung’s SmartThingsFind

Once a tag is registered with its owner device, it begins broadcasting
BLE advertisements containing an ephemeral 8-byte identifier.

Identifier generation. The connected-mode protocol sets the
epoch duration Aconn to 15 minutes. The tag generates id; as de-
scribed in Figure 9. First, the tag computes a privacy ID key Kprivid

3To avoid timing-based attacks against unlinkability, Google recommends tag manufac-
turers to implement small random delays, i.e., instead of incrementing timeCtr every
Aconn seconds, increment it every Aconn + € seconds where € «$ [1, 204] seconds.



Proceedings on Privacy Enhancing Technologies 2026(4) Kumar et al.
-—
tile_uuid alice@xyz.com Tile server
Kinterim Step 1 Kinterim
tile_uuid
P Step2
// Generate randA
Step 3 randA «s {0,1}112
randA
Step 4 <
// Generate sresT and derive auth
randT «s {0,1}%
sresT < H(Kinterim, randA || randT || tile_uuid) Step 5
Kauth < H(Kinterim, sresT) P
randT, sresT, tile_uuid | Step 6
> randA, randT, sresT, tile_uuid
> Step 7
// Check sresT and derive auth
sresT’ «— H(Kinterim, randA || randT || tile_uuid)
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Figure 6: Registration for Tile’s protocol.

(Pkoy SKN(), SKSO) — Kshared

SKN; <« KDF(SKN;_1, “update”) / KDF = ANSI-X9.63-KDF
u; || v; « KDF(SKN;, “diversify”) // |u;| = |o;| = 288

u; — (uymod qg—1) +1

v; < (vymod g—1)+1

idi — pkgl . gyi

Figure 7: Derivation of connected-mode identifiers for Ap-
ple’s FindMy protocol.

Kephemeralld « Kshared

str « OXFF || rotExp || timeCtr || 0x00 || rotExp || timeCtr
r{ < KDF(Kephemeralid» tr) // KDF = AES-256-ECB.Enc
ri < r; mod n

idl-<—r,--G

Figure 8: Derivation of connected-mode identifiers for
Google’s FindHub protocol.

by applying SHA-256 to the master key Kpaster derived during pair-
ing. Then it generates poolSize number of unique identifiers by
applying AES-CBC-256 to IV and the epoch counter x; and trun-
cating the output to 8 bytes. Here, IV is the value set by the server
during pairing, and x; is derived deterministically from i.

Recall that the server possesses all the inputs required to generate
atag’sidentifiers. The server generates these identifiers analogously
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(Kmasters seed, IV) « Kiphared
Kprivid < KDFo(Kmaster> ‘privacy”) / KDFy = SHA-256
For i =1 to poolSize do
x; < 0]] (i A 255) || seed || 0] (i A 255)
idi — KDFl(Kp,—iv|d,IV, xi)[: 64] / KDFl = AES-CBC-256

Figure 9: Derivation of connected-mode identifiers for Sam-
sung’s protocol.

to the tag and maintains a map of identifiers to the correspond-
ing owner. This map will become relevant during the lost mode
interactions which we describe in Appendix D.

Advertisement data. In addition to the 8-byte id;, the tag includes
a status byte to encode the state of the tag, a 3-byte time counter
timeCtr which increments every 15 minutes, a 4-byte authentica-
tion tag which is produced by MAC-ing the status byte, id;, and
timeCtr and truncating the output. Additionally, the advertisement
payload contains an E2E field which is set to 0 by default and 1
when the owner enables end-to-end encryption. We describe this
optional feature in Appendix D. After every 15-minute interval, a
tag in the connected mode updates id;, timeCtr, the authentication
tag, and the broadcast MAC address.

C.4 Tile’s protocol

Tile’s protocol does not differentiate between lost and connected
modes; tags broadcast similarly in both modes, rotating identifiers
every 15 minutes. We show Tile’s identifier generation process in



SoK: Offline Finding Protocols for Lightweight Location Tracking

Kseed < KDF(Kshareds tile_uuid || “identity”)
For i =1 to 8640 do
id; «— KDF(Kseed, 1) [: 64]

Figure 10: Derivation of connected-mode identifiers for Tile’s
protocol. Above, KDF is HMAC-SHA-256.

(Pko, SKNo, SKSO) — Kshared

SKS; «— KDF(SKS;_,, “update”) // KDF = ANSI-X9.63-KDF
u; ||v; « KDF(SKS;, “diversify”) / |u;| = |v;| = 288

u; «— (uymodg—1)+1

v < (vmod q—1) +1

id; %ui-pk0+vi~G

Figure 11: Derivation of lost-mode identifiers for Apple’s
FindMy protocol. Identifiers rotate every Aj,; = 24 hours.

Figure 10. After registration, tags generate 8640 identifiers from
Kishared- First, a seed key Kgeeq is generated by applying a KDF to
Kihared- Then, the ith identifier id; for i € [1,8640] is generated
by applying KDF to Kseeq and i and truncating the output to 8
bytes. Once a tag has rotated through 8640 identifiers, it cycles back
through the same values.

D Lost mode implementations
D.1 Apple’s FindMy

We now discuss Apple’s implementation of lost mode interactions in
its Find My network. The implementation for generating lost-mode
identifiers is the same as the one for generating connected-mode
identifiers, except the separated mode key SKS is used instead of
the near mode key SKN. Moreover, the identifiers rotate every
24 hours instead of every 15 minutes. Additionally, tags encode
their state in the advertisement payload. Bit 2 of byte 2 of the
advertisement payload indicates the mode of the tag. It is set when
connected to an owner device (indicating near mode) and unset
after being disconnected for 15 minutes (indicating lost mode).
Nearby finder devices only report locations for tags in lost mode.
Similarly to the near mode, lost mode advertisements use the first
six bytes of the identifier id as the advertising address. However, the
advertisement also includes the remaining bytes of the identifier in
the advertisement payload. In lost mode, the identifier is a public
key and is used by nearby finders to encrypt location reports.

D.2 Samsung’s SmartThings Find

We now describe Samsung’s implementation of the lost mode in
SmartThings Find.

Mode transitions. A SmartTag enters offline mode if it has been
disconnected from its owner for 15 minutes, and overmature offline
mode if it remains offline for 24 hours. The tag’s mode is encoded in
bits 5-7 of byte 0 of the advertisement payload (010 for offline mode
and 011 for overmature offline mode). Lost-mode identifiers are
generated using the same procedure as connected-mode identifiers.
Finder devices only report locations for tags that are in either offline
or overmature offline mode.
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Optional end-to-end encryption. By default, finder devices up-
load location reports to the server in plaintext over TLS. The server
associates each report with the correct owner by using the identifier
mapping described in Appendix C.3. When an owner later queries
the locations of its tags, the server returns all reports corresponding
to that owner.

Samsung, however, provides an optional end-to-end (E2E) en-
cryption mode that users can explicitly enable. Tags with E2E en-
abled indicate this setting via a dedicated field in their advertise-
ments. When a user enables the E2E mode, the user is first required
to choose a 6-digit PIN. Then, the owner device generates a key pair
(pke, sk.), encrypts sk, using the hash of the PIN and a random IV,
producing ciphertext ¢, and sends (pke, ¢, IV) to the server. Finders
that encounter such tags request pk, from the server by querying
the recorded identifier, encrypt the location under pk,, and send
the ciphertext together with the tag’s identifier back to the server.
Finally, the owner decrypts the reports locally using ske.

D.3 Google’s Find My Device Network

We now discuss Google’s implementation of lost mode interactions
in its Find My Device Network. Google’s implementation for gen-
erating lost-mode identifiers is the same as the one for generating
connected-mode identifiers. However, in the lost mode, tags in
Google’s FMDN enter the Unwanted Tracking (UT) mode where
they slow down the rate of MAC addresses randomization to once
in 24 hours.

End-to-end encryption of location data. Recall that the iden-
tifiers broadcast by a tag are ephemeral public keys. By default, a
FMDN finder encrypts location reports using the observed identi-
fier, discarding any reports for locations with 100m of their home
location. Each submission to the server includes the encrypted loca-
tion report, the (truncated) identifier of the tag, and the UT status
observed in the advertisement.

Mode transitions. In Apple’s protocol, a tag automatically switches
between connected and lost modes based on Bluetooth proximity
to its owner device. In contrast, Google’s FMDN relies on the server
to control this transition. When a finder device submits a location
report for the tag, the server checks the included UT status. If UT
mode is not enabled, the server extracts the truncated identifier
from the report and checks the last time the corresponding owner
submitted a location report for it. If more than 30 minutes have
passed since the owner of the tag reported its location, the server
responds to the finder with an HTTPS message containing the
unwanted tracking protection key Kywracprotec (Se€ Appendix B.2)
instructing it to set the UT byte of the tag. The UT bit can only be
cleared when the tag reconnects to its owner device.

E Challenges beyond the protocol level

In this section we describe works highlighting some additional risks
and challenges beyond the protocol layer.

BLE security analyses. Even if a protocol achieves unlinkability
at the cryptographic or protocol level, the physical layer often leaks
side channels that allow efficient and reliable fingerprinting of de-
vices. Characteristics such as static identifiers in advertisements,
radio signal patterns, timing behavior, and hardware design choices
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can all be exploited to link broadcasts or infer device identities. A
growing body of work shows that these physical-layer attacks are
not only practical but also scalable, undermining unlinkability guar-
antees by revealing long-term identifiers or persistent correlations
across broadcasts. We summarize these works here.

BLE advertisements include a static UUID that enables finders to
filter devices for OF purposes, but also exposes a fingerprinting vec-
tor. Zuo et al. [82] demonstrated large-scale device fingerprinting
using wide-area scanning, identifying Tile among the top 10 device
types. Moreover, attackers can exploit signal strength of scanned
advertisements to further distinguish devices of the same type.

Ludant et al. [52] showed that current Bluetooth chip design en-
ables linking BLE advertisements to Bluetooth Classic (BTC) frames
through their shared clock, revealing the device’s global identifier
(BDADDR). The attack required BLE and BTC to be simultaneously
used, which is quite common (e.g., a user using an AirTag and
their Airpods). Tested against Apple’s Find My, this attack linked
ephemeral tag identifiers to user identities. More generally, this
physical-layer vulnerability lets attackers correlate tag broadcasts
even when protocols aim to provide unlinkability.

Zhang and Lin [81] presented another BLE fingerprinting attack
that is effective despite randomized MACs and payloads. The at-
tack exploits communication patterns between a paired peripheral
and central when allow-lists are used for automatic reconnection.
Because the central and peripheral change MAC addresses asyn-
chronously, an attacker can link these patterns to continuously
track the peripheral over long periods.

Leu et al. [47] demonstrated a distance-reduction attack against
the Ultra-Wideband (UWB) ranging feature in Apple’s AirTags,
allowing an adversary to convince a phone that the tag is nearby
when it is not. While the implications for the security notions we
consider are not immediately clear, this result highlights how the
threat landscape may expand as UWB becomes more integrated
into OF systems.

David et al. [50] showed yet another failure of unlinkability in
practice through a novel physical-layer vulnerability they call the
Battery Insertion Attack. In this attack, an adversary can restart a
beacon at a chosen time and leverage the resulting timing patterns
between identifier rotations to link broadcasts, even when periodic
rotation is used. The key insight is that attackers observe not only
the identifiers themselves but also the precise moments at which
they change. Since existing unlinkability definitions do not model
timing information, the authors propose a stronger notion—timed-
sequence indistinguishability—which accounts for both the content
and timing of broadcasts.

Chen et al. [16] demonstrate a large-scale privacy attack that
exploits a BLE vulnerability in Apple’s Find My network. The vul-
nerability arises because, although the Find My protocol speci-
fies that tags in lost mode must broadcast using static random
addresses, this requirement is difficult to enforce in practice. As
a result, the network also accepts broadcasts using other address
types, namely non-resolvable and resolvable private addresses. The
attack allows adversaries to remotely transform ordinary devices—
including desktops, laptops, smartphones, and IoT devices running
Linux, Windows, or Android—into trackable “tags”, making it pos-
sible to uniquely locate them over the long term.
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Unwanted tracking detection in practice. While we discussed
earlier detectability definitions, here we focus on prior work that
reversed engineered currently deployed anti-stalking mechanisms,
proposed new ones, and strived to understand the stalking risks of
tracking devices through user and measurement studies.

Prior work investigated the broader IoT ecosystem risks and
analyzed the ways in which these technologies can be abused.
Stephenson et al. [66] performed a measurement study on websites
about how abusers use IoT devices, including Bluetooth trackers,
for interpersonal abuse. Meanwhile, Wei et al. [76] conducted a
measurement study on TikTok videos that give anti-privacy and
anti-security advice on using technology for surveillance and con-
trol in interpersonal relationships. Stephenson et al. [65] conduct
a series of semi-structured interviews with people with first or
second-hand experience with IoT abuse to understand how sur-
vivors identify abuse, strategies to mitigate it, and challenges in
doing so. Finally, Ceccio et al. [14] performed a survey of spy de-
vices and detection tools available, showing how spy devices are
easy to acquire, but hard to detect with existing mechanisms.

Some work looked into understanding how anti-stalking tools
available specifically for tracking devices work. Heinrich et al. [36]
reverse-engineered Apple’s anti-stalking protection mechanism.
The authors noted how Apple’s protocol at the time was not suf-
ficient to protect the users from being stalked, since notifications
were delivered too late, when user’s private locations, like their
home, was most likely already revealed to the abuser. Turk et al. [73]
described the mechanisms available to detect AirTags, SmartTags,
Tile, and Chipolo trackers. They pointed out weaknesses in such
mechanisms, ranging from how hard to use, to the challenge in
distinguishing between honest and malicious usage of these track-
ers. Shafquat et al. [63] investigated the anti-stalking mechanism in
Find My. The work considered how different factors, such as device
model, local time, etc. play a role in the time it takes to trigger
safety alert.

Additionally, some previous work showed attacks against current
anti-stalking protocols. Shafquat et al. [63] showed an attack where
tampering with some bytes in AirTags BLE advertisements lead
to trackers not triggering safety alert notifications. Mayberry et
al. [55] showed how to create tracking tags that participate in the
Find My network, but that do not trigger safety alerts, based on
attacks that involve bit-flipping and rotating keys faster. These
attacks, combined with the ability to create fake or cloned tags, as
shown in [37, 13, 58, 10], expose great deficiencies in the existing
anti-stalking tools.

Given the weaknesses on manufacturer-produced anti-stalking
tools, previous work also builds new applications and techniques to
detect malicious trackers. AirGuard [36] is an Android app for de-
tecting tags following the Find My protocol. This included detection
for fake tags using the OpenHaystack framework [37]. It was pro-
posed due to a gap between the ability of Apple and Android devices
in detecting AirTags. Meanwhile, BLE-Doubt [12] is an Android app
to detect trackers from multiple vendors. HomeScout [56] extends
AirGuard to detect Tile and SmartTags too and BL(u)E CRAB [18]
includes an application to improve trackers detection by relying on
more factors beyond time and distance. Finally, Despres et al. [21]
propose an algorithm to detect trackers even when these rotate
MAC addresses.
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Finally, several works performed user studies to analyze the
usability of the anti-stalking features. Heinrich et al. [39] analyzed
data from AirGuard users and conducted an online survey among
such users about the misuse of Bluetooth trackers and protections
against it. Turk and Hutchings [72] conducted a user experiment
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based on the Assassins game to study how easy it is to use trackers
and how usable anti-stalking features are. Gerhardt et al. [27, 26]
ran a user study looking into when participants receive an anti-
stalking notification, to evaluate the reliability of unwanted tracking
detection and how users react to receiving these notifications.
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