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Abstract

Graphs are a ubiquitous form of structured data, with applications in
many privacy-sensitive domains, such as social and healthcare. As
for other modalities, modern graph synthesizers enable the creation
of realistic synthetic samples, facilitating privacy-preserving data
sharing while maintaining high utility. Unfortunately, unlike such
other modalities, there is no relevant work on evaluating the privacy
risk associated with synthetic graphs. The fact that graphs, unlike,
e.g., tables, naturally capture relationships between individuals
means that existing approaches are not easily transferable.

To allow quantifying these privacy risks, we introduce Synthe-
GrAnon, a framework for evaluating synthetic graph anonymity.
SyntheGrAnon primarily targets the singling out, linkability, and
inference risks outlined in the EU GDPR at the node and community
levels, while also including edge-level attacks as an extension of the
node-level setting. We design attacks tailored to synthetic graphs
and, in addition, extend the existing methodology by leveraging
multiple synthetic samples for our black-box attacks.

In our evaluation, spanning datasets from social and financial
domains and five generative graph models, including three modern
diffusion-based options, we find that our attacks are mostly effective,
achieving risks close to the maximum of 1 in some cases. However,
they struggle with large-scale, attribute-scarce graphs.

Keywords
graphs, synthetic data, privacy

1 Introduction

Both at the individual [4] and legislative levels (the EU’s GDPR [33],
Brazil’s LGPD [8], California’s CCPA/CPRA [31], and Switzerland’s
FADP [32]), there has been a push to protect the ever-increasing
quantity of shared personal data from misuse. As the modern capa-
bilities of many essential services are highly reliant on collecting
and processing data from individuals (e.g., medical research, anti-
fraud financial models, urban planning), tension exists between
tion 4.0 International License. To view a copy of this license
visit https://creativecommons.org/licenses/by/4.0/ or send a BY

letter to Creative Commons, PO Box 1866, Mountain View, CA 94042, USA.
Proceedings on Privacy Enhancing Technologies 2026(4), 181-197

© 2026 Copyright held by the owner/author(s).
https://doi.org/10.56553/popets-2026-0115

This work is licensed under the Creative Commons Attribu-

181

Ahmad Al Kurdi
RPTU University Kaiserslautern-Landau
Kaiserslautern, Germany
a.kurdi@cs.rptu.de

Lydia Chen

University of Neuchéatel
Neuchatel, Switzerland
Delft University of Technology
Delft, Netherlands
lydiaychen@ieee.org

improving utility in the form of better service or research and
protecting privacy. The issue of protecting private data is a long-
standing and well-studied one: classic anonymization techniques
involve redacting sensitive data or decreasing the specificity of
retained information [11, 38]. Unfortunately, such approaches often
struggle to strike the optimal balance between maximizing privacy
protection and maintaining utility, and introducing differential
privacy into the data analysis process comes at significant chal-
lenges for practitioners [36]. Synthetic data generated by modern
deep learning generative models represents an appealing alterna-
tive. Such models can faithfully learn to approximate complex data
distributions from a set of examples. They can sample new syn-
thetic examples belonging to the distribution without being tied
to any specific real example [12]. Nevertheless, in practice, many
such models still exhibit some degree of memorization or related
issues, which risk leaking sensitive information from their train-
ing data [42]. Recent works [14, 20] investigate privacy risks in
synthetic data, though they primarily focus on the tabular domain.

In contrast, graph data is essential for representing complex re-
lationships between a set of entities. They are the standard way to
represent networks in privacy-sensitive domains such as social [30],
financial [5], and epidemiological modeling [13], as well as com-
puter [43] or transportation [9] networks. Consider the real-world
example of using synthetic contact graphs derived from census in-
formation to model disease outbreaks [13]. In these networks, nodes
represent individuals, their attributes encode demographic or occu-
pational information, and edges capture contacts through which
infection may spread. While such a method helps study public
health intervention strategies without directly releasing underlying
population data, it also illustrates why privacy leaks from synthetic
graphs can be serious, as they may involve sensitive data such as
medical information. Moreover, when augmented with additional
information in the form of attributes, at the node, community, or
edge level, graphs encode substantial amounts of information. For
instance, in a social network graph, nodes could represent indi-
viduals and include personal information such as names, ages, or
occupations. Edges could represent friendship relations and include
information about the frequency of communication or the duration
of the friendship. The attributes of different nodes are like records
in a table, with the structural connectivity between them represent-
ing an additional layer of complexity that current algorithms for
evaluating privacy risks cannot capture.
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When it comes to privacy in graph representations, nodes are
a primary concern, as these generally represent individuals or
concepts associated with them (e.g., persons, patients, or bank
accounts). In the contact tracing setting above, a synthetic con-
tact graph could, for instance, enable an attacker to single out a
person from the training population using only coarse properties,
such as being a 60+ year-old plumber with at most ten contacts;
to link partial records, like occupation and number of contacts, as
belonging to the same person; or to infer a sensitive attribute, such
as an occupation, health status, or high-risk contact pattern, from
otherwise public information. Another example comes from the
Netflix Prize dataset, where researchers were able to deanonymize a
significant portion of users by cross-referencing their movie ratings
with publicly available ones from IMDDb [28]. Moreover, some leaks
primarily affect groups of users or specific communities rather than
individuals. For the contact tracing example, such risks target entire
subpopulations, such as neighborhoods, workplaces, or marginal-
ized areas, whose aggregate structure or attributes can be exposed
even when no single individual is explicitly named. An additional
example of such violations is the inadvertent leak of secret army
bases by US military personnel through the heatmap feature of the
workout-tracking platform Strava [18].

Modern graph generation models employ the iterative denois-
ing paradigm, a widely adopted approach in various modalities, to
produce high-quality samples [2, 21, 37]. In non-generative graph
learning scenarios, a vast number of works investigate privacy at-
tacks and defenses, but much less insight exists in the generative
case [23]. In one of the few works tackling privacy defenses, Yang
et al. [44] apply a graph-specific adaptation of differential privacy
to early graph models based on VAE and GAN paradigms. However,
these techniques have severe limitations in the types and, espe-
cially, the quality of graphs they can generate compared to current
denoising models, and are hence no longer used.

To address the lack of insight into synthetic graph anonymity
evaluation, we introduce the SyntheGrAnon framework. We include
in SyntheGrAnon realizations of the three main types of attacks
with legislative relevance, namely singling out, linkability, and
inference [33], at the node, community, and edge levels. Informally,
singling out refers to re-identifying a node, community, or edge
from the training data using the synthetic data; linkability enables
matching data about an individual or community across different
sources; and inference refers to the ability to infer (sensitive) private
information from public information.

We adopt the risk assessment framework previously designed for
tabular data to quantify the risk of the three types of attacks [14].
However, since tabular data lacks the relationship information that
graphs provide, we design, as our main focus, six novel attacks:
three to infer individual information and three to infer community
information, leveraging graph structure. Concretely, we determine
key structural properties of nodes, such as degree or centrality,
and of communities, such as transitivity. We combine the resulting
structural attributes with tabular node attributes to effectively sin-
gle out nodes, link their partial information, or infer their secret
attributes from synthetic data. Similarly, we can learn information
about communities. We additionally formulate edge-level attacks
as an extension of the node-level setting, representing each edge
by its endpoint nodes and edge-specific structural attributes.
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In contrast to previous work, our attacks also account for the
case where an attacker has access to multiple datasets generated
by the same model, though the attack remains black-box. Hence,
we use multiple synthetic graphs in the singling out attack, forcing
properties that potentially identify an individual or community
to be checked against multiple synthetic graphs before they are
considered likely to single out a party. In this manner, the certainty
of having found a pattern that exists in the real data increases.

We evaluate our six attacks across three datasets of attributed
graphs from the social and financial domains, using five graph
generation models: three diffusion-based (EDGE [7], GGSD [26],
and GruM [19]) and two non-diffusion-based (SPECTRE [24] and
GRAN [22]). Node-level singling out and inference can reach very
high risks on ego-network datasets for some models and attack
parameterizations, whereas node-level linkability remains compar-
atively low. Community-level singling out is consistently weaker,
while community-level linkability and inference can be substantial.
Edge-level results show a similar pattern: inference can be highly
effective, but singling out and linkability are much weaker. In terms
of high-level graph properties, large, attribute-scarce graphs, such
as Elliptic, generally reduce attack success, though they do not
eliminate risk. Finally, higher utility or fidelity often coincides with
higher privacy risk, but the relationship is not monotonic and de-
pends on the dataset, attack, and synthesizer family.

In summary, our contributions are:

e We propose SyntheGrAnon, the first analysis of privacy risks
in synthetic graphs, focusing on node- and community-level
attacks, while further formulating edge-level attacks as an
extension of the node-level setting.

e By leveraging multiple synthetic graphs in an attack, we
can increase the certainty of identifying individuals in the
unknown training data, an approach that might also be of
interest for other data modalities.

e We extensively evaluate performance over multiple modern
synthesizers and datasets in privacy-sensitive domains, find-
ing that (i) high-risk attacks are possible at all granularity
levels; (ii) smaller, attribute-rich graphs tend to be easier to
attack; and (iii) while samples from high fidelity models yield
higher risk on average, the increase in risk is non-uniform
across datasets and attacks.

e We open-source our framework to encourage further study
of graph generation models from a privacy risk perspective
by making our code available at
https://github.com/AbeleMM/SyntheGrAnon.

2 Related Work

Graph Generative Models. Deep learning models for data gen-
eration have made significant strides, thanks to advances in archi-
tectures such as transformers and modeling techniques like diffu-
sion [2]. State-of-the-art models for data generation in modalities
including image [21], video [39], time series [45], and tabular [37],
as well as graphs [34] employ such stochastic interpolants. Notably,
graph generation faces specific challenges: working with the dis-
crete space of the adjacency matrix, scaling generation as the graph
size (node and edge counts) grows, and integrating graph struc-
ture and node attribute generation. Modern diffusion-based graph
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generation models propose different approaches to balancing or
prioritizing these challenges. We highlight the representative state-
of-the-art graph synthesizers.! EDGE [7] is a highly scalable model
with a discrete-state diffusion formulation that helps preserve the
natural sparsity of graph structures. It explicitly incorporates node
degrees into its architecture to improve the statistical similarity
between the generated and real graphs. GGSD [26] uses diffusion
to synthesize eigenvalues and corresponding eigenvectors from the
Laplacian matrix, from which it then reconstructs the adjacency.
While operating in the continuous spectral space is advantageous
for scalability, it unfortunately limits generative capabilities, partic-
ularly for modeling fine-grained changes in topology. GruM [19]
uses a mixture of multiple diffusion processes conditioned on sam-
ples from the training data, achieving very high generation quality
at the expense of scalability compared to the abovementioned mod-
els. It also provides more effective support for jointly generating
node attributes with the structure. For evaluation, we also consider
two established non-diffusion graph generators as baselines: GRAN,
an autoregressive recurrent-attention model [22], and SPECTRE, a
spectrally-conditioned generative adversarial network (GAN) [24].

Privacy Risks for Synthetic Data. A vast amount of work
exists on privacy-related attacks and defenses for sensitive data in
tasks such as data mining and release [27]. In deep learning scenar-
ios, whether discriminative or generative, attacks are commonly
grouped based on the level of access they assume about a model:
black-box attacks require only the ability to run the model on some
inputs, while white-box attacks involve unrestricted access to the
model’s weights or intermediate outputs [35].

In the following, we treat the training data as sensitive rather
than the model or its parameters. For discriminative models, mem-
bership inference is a common attack that aims to determine whether
a given sample was part of a model’s training set [10]. Generative
models enable a broader class of attacks, as the synthetic data they
produce resides in the same space as the original training data. For
instance, models have been shown to memorize information about
their training samples [6]. From a defense standpoint, differential
privacy is a popular strategy even for generative models [1, 20].
However, a comprehensive evaluation of privacy risk requires a
standardized way to quantify the potential for harm directly.

As the most closely related work to ours, Anonymeter [14] out-
lines a legally aligned framework for quantifying privacy risk in
synthetic tabular data. We adopt Anonymeter’s risk semantics and
estimation protocol, but not its tabular-optimized data represen-
tation. In the tabular case, attacked items are always table rows.
In graphs, they may be nodes, edges, or even entire communities,
each posing different challenges. Nodes in a graph relate to each
other via the edges connecting them, instead of being drawn inde-
pendently from some prior distribution. Meanwhile, graphs in a
dataset vary in size and contain substantial information, making it
challenging to efficiently create meaningful, compact embeddings.
Moreover, explicit attributes, which are the primary attack vector
for tables, are optional in graphs, while structural properties are
always present, albeit implicitly. In SyntheGrAnon, we address these
challenges via graph-specific embeddings and attack attributes de-
rived from structural properties. We also explore new opportunities

We use the term graph synthesizer interchangeably with graph generation model.
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enabled by considering information from all available synthetic
graphs when formulating individual node-level attacks.

Privacy Attacks in Graph Learning. In the graph domain,
privacy-related attacks and defenses are classifiable based on their
scope as: node- [15], edge- [17], or (sub)graph-level [41]. Regardless
of the attack level, existing works focus on similar attack types
to other modalities, including membership inference, often in a
discriminative context [23, 46]. In a membership inference context,
a node-level formulation determines whether a specific node in a
graph is in the model’s training split. Similarly, an edge-based attack
determines whether a link exists between two nodes in the training
data. The community-level variant most closely mimics the classical
scenario, as it determines whether a graph is part of the training
dataset. Such a variety of targets within the same data structure
increases the attack surface. Attacks on nodes are naturally high-
stakes targets for privacy breaches and defenses, as nodes directly
represent entities within an interconnected structure. Attacks on
subgraphs or entire graphs are also relevant, as they target an entire
group of entities at once, even if in a coarser manner. The severity
of edge attacks tends to be inherently lower as long as the privacy
of the nodes forming the endpoints of a link is maintained. In a
generative context, Yang et al. [44] propose a differential privacy
formulation at the level of edges. More recently, Wang et al. [40]
investigate attacks specifically on diffusion graph models, including
inferring membership, recovering graphs similar to those in training
data, and inferring global properties of the training data (e.g., edge
density distribution). Despite the growing use of synthetic graphs,
few studies tackle privacy risks specific to generative graph models.

3 Preliminaries

We first introduce the key elements of graph generation models, fol-
lowed by the threat model and risk estimation procedure, which are
partly based on Giomi et al. [14]. Appendix A contains a summary
of the notation used throughout the paper.

3.1 Synthetic Graphs

We begin with the conventional definition of (synthetic) graphs. Let
a (synthetic) graph be defined as G = (X'°, A), with tabular node at-
tributes X% € RN*Pr and adjacency matrix A € {0, 1}V, where
N is the number of nodes, and D; the number of tabular attributes.
Thus, X'2P[i, a] denotes the i node’s a™ attribute, while A[j, j] = 1
iff an edge exists between the i™ and j™ nodes. We specifically con-
sider undirected graphs, in which A[i, j] = A[j,i]V1<ij <N.
We consider a generalized setting in which nodes can have an
arbitrary number of numerical and categorical attributes. How-
ever, we note that existing graph synthesizers mainly focus on
graph datasets in which nodes have at most a single categorical
attribute [26, 34].

3.2 Threat Model

Our attacks operate in a black-box setting, as the attacker has no
access to the architecture, weights, gradients, training procedure, or
internal states of the trained synthesizer G. The attacker observes
only a released synthetic dataset Dgy, = {Giyn, G;yn, ...} sampled

from G, and, where applicable, some form of auxiliary information
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Figure 1: Overview of SyntheGrAnon, from executing attacks through Dy, to computing the risk by validating the guesses on

Drrain and Deontrol-

describing part of the real data. We focus on node- and community-
level attacks, with edge-level as an extension to the node case.
Employed auxiliary information varies per attack. Singling out
attacks assume no such information; they derive candidate predi-
cates from Dy, and test whether these predicates uniquely identify
records in the real data during evaluation. Linkability attacks as-
sume two partial views of the same set of nodes or communities,
each containing disjoint subsets of attributes, and try to match
records across the two views. Inference attacks assume that some
attributes of a target node or community are known and attempt to
infer a withheld attribute. Auxiliary information may contain a mix
of tabular and structural attributes. A greater amount of auxiliary
data provides the attacker with more information, but obtaining
large amounts of it may be hard or infeasible in a real-world setting.

3.3 Risk Evaluation Protocol

We follow the risk evaluation protocol presented in Giomi et al.
[14], visualized for our specific setting in Figure 1. To assess attack
success rate using synthetic data, we leverage the original dataset,
which is further partitioned into a training and a control set.

Specifically, we assume the original data set of real graphs is
Dori = {G‘l’ri, G‘Z’ri, ...} drawn from the data distribution of tar-
get graphs. From Dy, two disjoint subsets are drawn Dyy,in and
Deontrol- The Dyain = {GI™, GIFIn, .} is used to train the synthe-
sizer G. The Deontrol is used only during privacy risk analysis to
help distinguish between the effects of merely accurately model-
ing the true distribution and the risk specific to the samples Dirain
used to train the G. We prioritize splits where | Diyain| > |Deontrolls
leaving more data for training.

The protocol comprises three phases: attack, evaluation, and
risk estimation. The attack phase takes as input the attack pa-
rameterization and Dgyy, and outputs a set of N4 guesses g =
{91,92,...,9n,} to later check against the training and control
data. The evaluation phase takes the guesses g and checks them
to obtain o = {01,0y,...,0n,}, where 0; = 1 iff the ith guess is cor-
rect, and o; = 0 otherwise. g is checked against Dirain and Deontrol,s
yielding Ograin and Ocontrol. In the risk estimation phase, we com-
pute the train and control statistical risk from which we derive the
final privacy risk. The statistical risk r and its corresponding error
margin &, for a confidence level a € [0, 1] are given by the Wilson
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Confidence Interval as:

2
N5+ZT‘X

r=N s 2
Ny + 2z,

Za

a = B
Nj + 2z,

Ns(Na — Ns) . z
N 4
where Ng = Zf\i‘? 0; is the number of correct guesses, and z, is
the inverse of the normal distribution’s cumulative distribution
function at . From the train and control statistical risks riain and
Teontrol» We get the final privacy risk R = ~wain~Tconol - A higher

1=Tcontrol

R € [0, 1] corresponds to a greater risk.

4 SyntheGrAnon

We propose SyntheGrAnon as a framework to empirically evaluate
the privacy risk of synthetic graph data in a legislature-aligned man-
ner. We formulate both node-level and community-level variants
for attacks targeting singling out, linkability, and inference risk. We
also present edge-level attacks as an extension of the node-level
counterparts, since they share a similar level of granularity. While
our risk scoring follows the tabular evaluation protocol of Giomi
et al. [14], directly applying tabular attacks to graph data is insuffi-
cient: nodes are not independent records, communities lack a native
tabular representation, and connectivity encodes privacy-relevant
information rather than (only) explicit attributes.

A key challenge is therefore to construct attackable record repre-
sentations that preserve graph-specific information while remain-
ing compatible with the risk evaluation protocol. For node-level
attacks, we augment node attributes with local structural attributes
and pool records across multiple synthetic graphs. For community-
level attacks, we encode each graph/community through global
structural attributes. A further challenge is keeping embeddings
computationally tractable while still expressive enough to support
effective attacks across datasets. Finally, in the node-level setting,
we consider all available synthetic graphs from the same synthe-
sizer to formulate attacks, and, within singling out, also to filter out
weaker attacks, a novel idea not present in previous works.

Objectives of attacks. The high-level goal of singling out at-
tacks is to find filters that match exactly one node/graph in the
training data, using synthetic data as a proxy. It quantifies the risk
of deriving (simple) rules that describe the presence of a node (e.g.,
a person) or a graph (e.g., a neighborhood) in a model’s training
set. The linkability attacks attempt to match records across two
subsets A and B that span the same nodes but provide disjoint
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Figure 2: Augmented structural attributes at the node (top)
and the community (bottom) level: (i) computing the it?
node’s a' structural attribute using the property function f
for X*, and then combining it with X' to form X?!I; and (ii)
each element in Y represents the k** graph’s o' structural
attribute computed using the property function f7.

attributes about the nodes, i.e., for a set of attributes in A, the
attack aims to identify the set of attributes in 8 belonging to the
same node. The known attributes on each side serve as auxiliary
data for the attack. In practice, the attack measures the risk of suc-
cessfully cross-referencing information from two partial datasets
(e.g., of two different governmental agencies) with a shared set of
nodes or graphs. In inference attacks, the aim is to predict a specific
node attribute/graph from a partial record of its attributes. It thus
follows the setup of a standard machine learning classification (or
regression) problem, repurposed to test the effectiveness of using
synthetic data to predict a secret attribute from a set of public ones.
Figures 3 and 4 visualize the attacks for both covered levels.

4.1 Augmented Structural Attributes

While the attributes of nodes have the same format as records in
a tabular database, they are not drawn independently from some
target population. Nodes are strongly influenced by their structural
connections to other nodes in the same graph (or the lack thereof).
For instance, homophily, the effect that nodes with certain similar
traits are more likely to be connected, is commonly observed in
social graphs [16]. Connectivity patterns in a graph therefore give
rise to structural signals that tabular-only attacks cannot capture.

We include well-known properties [3, 29] that capture comple-
mentary local and global connectivity patterns while remaining
computationally tractable on networks with several thousand nodes.
Chosen properties balance being inexpensive enough to compute re-
peatedly for the target graphs while remaining expressive enough to
expose privacy risks that would be invisible from tabular attributes
alone. Specifically, we denote such additional structural attributes
for (i) individual nodes X*% € RN*Pr (for an N-node graph with
D, structural attributes) and, (ii) whole graphs Y € RX*Pg (for K
graphs with Dy structural attributes). Figure 2 provides the illus-
tration of augmenting structural attributes at the node and graph
levels. At the node level, we concatenate each graph’s chosen tabu-
lar and structural attributes into X2l = [X!2b, Xstr] ¢ RNX(Dt+Dn)
Then, we further pool the representations for all K available syn-
thetic graphs into X = {X"I‘H, Xg”, el XZI‘(H}. We indicate the function
that defines the a™ structural property for the ih node in graph G
as f7' : (G,i) — R. Similarly, for structural properties defined in
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Algorithm 1 Node-level augmentation

Require: D, [, f, ... ,fD"n]
10 X [ ]
2: forall G € D do
3: (X2 A) — G

4 XSt gN*Dn > N-node graph
5 for all (i,a) € ({1,...,N} x{1,...,D,}) do

6: X[, a] « f*(G,i)

7: X2l [Xtab | xstr] > Concat tab and str attrs
8 X — X+ [Xx?1] > Append X2 to X

9: return X

Algorithm 2 Community-level augmentation
Require: D, [flg,fzg, .. .,fgg]
1: Y « oKDy
2 forall (k,a) € ({1,...,K} x {1,...,Dy}) do
3: Y[k, a] < fJ(G)

4: return' Y

> K =|D|

the entire graph, we use f7 : G — R. The details of f" and f9 are
explained below. We note that the augmented structural attributes
are extracted for both synthetic and real graphs, where the former
is used to conduct attacks and the latter to evaluate attack success.

Node structural properties (f"): We consider 6 node-level
properties. Average neighbor degree provides an overview of how
well connected each node’s immediate neighbors are. The clustering
coefficient measures the fraction of triangle structures the node is
part of relative to the maximum number possible for its degree.
Degree centrality is a fast measurement for node centrality in a
network, denoting the degree divided by the total number of nodes
in the network. Similarly, square clustering measures the fraction of
square structures (i.e., four-node subgraphs where each node has
degree two) that the node is part of. Eigenvector centrality measures
anode’s importance by assigning higher scores to nodes connected
to other highly central nodes. Betweenness centrality measures how
often a node lies on the shortest paths between other pairs of nodes,
indicating its role as a bridge within the network.

Graph structural properties (f9): We consider 8 community-
level properties. We naturally include the number of nodes as a basic
statistic. The average node degree is the community-level counter-
part to the degree centrality (and neighbor degree) measurements
for single nodes. Average node clustering coefficient averages the
clustering coefficient of all nodes into a single value. Average shortest
path length measures how well-connected the graph is by averaging
the path containing the minimum number of edges for interconnect-
ing any pair of nodes. The diameter is a related property, denoting
the maximum shortest-path distance between any pair of nodes,
instead of the average. The radius measures the minimum node
eccentricity, where a node’s eccentricity is the longest shortest
path from it to any other node. Transitivity is the community-level
counterpart to the clustering coefficient, computing the fraction
of all triangles present in the graph relative to the maximum pos-
sible number. Finally, the degree assortativity coefficient is defined
as the Pearson correlation coefficient of the node degrees for all
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pairs of neighboring nodes in the graph. It is positive for graphs
in which nodes tend to connect with other nodes of similar de-
gree, and negative for graphs in which neighboring nodes tend to
have significantly different degrees; a higher magnitude indicates a
stronger correlation. Finally, average shortest path length gives the
mean length of shortest paths between every pair of nodes. We in-
clude more community-level structural properties than node-level
to compensate for the lack of tabular attributes.

Edge structural properties (f™): We consider 5 edge-level
properties. Some of them can be computed more generally for any
pair of nodes, even if they are not adjacent. However, we only con-
sider nodes that share an edge in our computation. Edge betweenness
centrality measures how often an edge lies on the shortest paths be-
tween pairs of nodes, indicating its importance as a bridge between
different parts of the network. For the edge clustering coefficient, we
compute the fraction of the smaller endpoint neighborhood that is
shared by both endpoints, excluding the endpoints themselves. The
Adamic—Adar index measures node similarity by weighting shared
neighbors more strongly when those neighbors themselves have
low degree. The Jaccard coefficient measures the similarity between
two nodes by comparing the size of their shared neighborhood to
the size of their combined neighborhood. The preferential attach-
ment score estimates the likelihood of a connection between two
nodes based on the product of their degrees, reflecting the tendency
of highly connected nodes to attract more links.

Algorithm 1 shows how we compute the node structural at-
tributes X* using f™ and construct the final representation of
nodes X! from a graph G and its XP. Moreover, we group the X!
outputs of multiple graphs in X. Figure 2 illustrates an example of
constructing X! and X. Algorithm 2 outlines the augmentation
of structural attributes at the graph level, Y, using f9. For each
synthetic graph and a given f9, we construct a single value in Y.
The number of available graphs K thus gives the number of rows in
Y. Figure 2 also contains an example of constructing Y. The process
for edge-level attacks is partly analogous to the node setting, as
we augment any available explicit tabular attributes by comput-
ing relevant structural attributes for each edge, and then join the
resulting edge representations across multiple graphs. While we
use the tabular attributes of both nodes linked by an edge, direct
edge-specific tabular attributes may trivially replace or be added to
these, if present. Appendix B.1 includes the relevant pseudocode.

4.2 Node-level Attacks

As already mentioned, in the context of working with synthetic
graph data that models connectivity among entities, node-level
threats pose a particularly high risk, as nodes represent individuals,
such as companies or persons, in the graph.

When using the privacy evaluation protocol explained in Sec-
tion 3.3, we further assume the following for each attack. The Dirain
and Dontrol datasets each consist of a single graph from the same
population, but with different individuals (i.e., nodes). As such, we
have |Diain| = |Deontrol]l = 1. In graph learning and generation
works [7, 26], having a single, large-enough graph serving as the
training dataset for a generator G is a common setting.

4.2.1 Singling out. Since we represent each node as a row in a table,
with tabular and structural attributes corresponding to columns,
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Algorithm 3 Node-level Singling Out Predicates Generation

1: function NODESINGLINGOUT(Djyn, Na, Ny, L)
2 X « DatasetToNodeRecords(Dyyn, - . .) > Algorithm 1
3 if Ny =1 then > Univariate attack
4 preds « [ ]
5: for all (X2, a) € (X% {1,...,D; + D, }) do
6 if X‘;‘”[:, a] is categorical then
7 cands «— UniqueValPreds(X?“[:, al)
8 else > X‘i‘ll [:, a] is numerical
9 cands «— MinMaxValPreds(X‘i‘H[:, al)
10: for all P € cands do > Check candidate preds
11: if NrSingledOutGraphs(X, P) > L then
12: preds « preds + [P]
13: preds < N4 samples from preds
14: else > Multivariate attack
15: while |preds| < N4 do
16: X?H, P « sample from X, T
17: for all a € (Ny samples from {1,...,D; + D,}) do
18: if X?“ [:, a] is categorical then
19: P«—PA RandValVar(X?”[:, al)
20: else
21: P—PA MedianValVar(X?Il [:al)
22: if NrSingledOutGraphs(X, P) > L then
23: preds <« preds + [P]
24: return preds

we follow previous work in using filters based on predicates [14].
Specifically, a predicate P = /\fi‘{ V; is a conjunction of variable
assignments V representing (in)equality checks over Ny > 1 differ-
ent columns/attributes. In the example of a social network graph,
a practical predicate could filter for nodes (persons) with degree
greater than 10 and married, where the degree effectively denotes
the number of friends a person has. Shown in Figure 3, two predi-
cates are used to single out a real node in the training data set: a
tabular attribute on the age greater than 18 and a structural attribute
of node degree equal to 2.

Algorithm 3 describes the attack procedure. For each guess and
its corresponding predicate P, we first randomly select one of the
graphs in Dy, to serve as the base for P. We then construct a
predicate based on the selected graph, with the concrete construc-
tion strategy depending on the number of variables per predicate
selected for the attack. For categorical univariate predicates, we
cycle through all categorical attributes and create variables test-
ing equality with values (categories) that appear only once across
the selected graph’s nodes. The function UniqueValPreds yields all
such predicates for a given graph and attribute. Meanwhile, for
numerical counterparts, we choose variables checking for values
lower than or equal to the minimum in the synthetic dataset and
greater than or equal to the maximum. In the pseudocode, MinMax-
ValPreds creates the min and max predicates for some attribute in
a graph. To create a multivariate predicate, we randomly sample
the desired number of columns, create a variable for each, and then
chain them together. Sampling is required as the total number of
possible attribute combinations grows from D; + Dj, (trivially) in
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Figure 3: Node-level attacks based on synthetic graphs and evaluated against real graphs in the training data. The singling out
attack tries to identify node 3 using two predicates. The linkability attack tries to link two records using synthetic graphs. The
inference attack tries to infer the country based on the age and node degree using synthetic graphs.

the univariate case to (° ‘A}r‘? ") for predicates with Ny variables.

Since multivariate predicates chain multiple conditions together,
individual variables should be less specific than in the univariate
case, as otherwise the full predicate risks being overly specific (i.e.,
matching zero nodes instead of precisely one). Thus, for categorical
columns, we select, via RandValVar, distinct categories (regardless
of whether they appear exactly once in the chosen graph). For con-
tinuous columns, we employ MedianValVar to create variables that
filter for values either below or above the median.

After constructing a predicate, we check not only whether it
singles out a node in the synthetic graph used to construct it, but
also in other available synthetic graphs. In our implementation, we
denote the number of graphs in X singled-out by P with NrSingled-
OutGraphs. We only add a predicate to the list of guesses when it
successfully singles out a minimum number of synthetic graphs
based on a selectable threshold L > 1. Doing so allows us to lever-
age all available synthetic graphs, which are effectively variants of
the population modeled during training, to increase confidence in
a predicate’s suitability when later evaluated on the original data.
Increasing the minimum number of singled-out synthetic graphs
initially leads to attacks that are more likely to single out the origi-
nal data, but requiring too many synthetic graphs to fit overtrains
on artifacts only present in the synthetic data. Moreover, the total
number of possible guesses (creatable within a given search time
budget) decreases as L increases, since many are discarded due to
insufficient matches. Maximizing attack success rate while keeping
the total number of attacks high requires balancing the parameter’s
value. The approach of using multiple instances of synthetic data
is a strong contrast to Anonymeter, which only relies on one table
at a time. It addresses a graph-specific challenge absent from the
tabular setting: the synthesizer may expose several synthetic views
of the same modeled population, and a predicate that appears in
only one sample may reflect sampling noise or a model artifact
rather than a stable property of the training graph.

Node-level Singling Out Figure 3 Example: In the syn-
thetic X2, we find a single node with an age of at most
20 and a degree of 3, giving the multivariate predicate
(age < 20) A (degree = 3). Applying the corresponding

multivariate predicate on G", we successfully single out
the node with identifier 1, resulting in a successful guess.

4.2.2  Linkability. In the linkability attack we have as auxiliary
data: A, B C {1,2,...,D; + Dy}, two disjoint (A N B = 0) sub-
sets of all possible (tabular and structural) attribute identifiers, and
X[, Al X[+, B] two sets of partial node records from dataset X,
such that X[i, A] and X[i, B] are both parts of the same X;. Each
record on one side is assumed to have a matching one on the op-
posite side. The goal is to match records between X[i, A] and its
counterpart X[i, B] based on a common link from Dyyy. A success-
ful attack involves correctly matching a row in X[-, A] with its
counterpart in X[+, B]. For each i € {1,2,..., Na}, the attack finds
Iiﬂ and II.B, indices of k records from Dyyy closest to X[:, A] and
X[:, B8], respectively. In line with existing work on tabular data, we
take the Gower coefficient as a distance measure supporting mixed-
type columns [14]. k is a tunable attack parameter. If Iiﬂ n IiB #0,
the guess is considered successful. Increasing k allows a more le-
nient definition of success, while still yielding a meaningful risk
estimate, as long as k < Ny.

In addition to arbitrary (random) splits for A and B, we specif-
ically consider ones specific to the tabular and structural nature
of node records. Two such cases are those when both sets contain
strictly tabular or structural attributes, ignoring the other group
entirely. Considering only tabular attributes emulates the tabular
data setting, where records come from the same overall distribution
but otherwise get treated independently. Considering only struc-
tural attributes emulates access only to graph connectivity patterns,
not to any additional tabular attributes. Finally, there is the case in
which A contains only tabular attributes, while 8 contains only
structural information (or vice versa). It implicitly tests the strength
of the correlation between the two types of attributes.

Node-level Linkability Figure 3 Example: We have two
sets of partial information for the nodes with identifiers
2 and 3 from G"", One set (A) contains age and node
degree data, while the other (8) contains only country
data. For the record in A with age 25 and node degree 1
and the record in 8 with country “CA” we find the shared
closest match from X! to be a synthetic node with age
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24, degree 1, and country “CA”, and successfully link them
together. A similar process happens for the other pair of
records in A and B.

4.2.3 Inference. The attack is given X[:, A], a subset of N4 par-
tial node records from X as auxiliary information, where A C
{1,2,...,D; + D, } is a subset of attribute identifiers obeying 1 <
|A|< Dy + Dy, It has to predict a secret attribute s € {1,2,...,D; +
Dy} \ A. To predict the secret attribute of X[i, A], the attack looks
for the nearest neighbor from Xy, taking its value as the guess for
s. As with the linkability attack, we measure the distance between
records via the Gower coeflicient. For categorical attributes, a guess
is correct if the selected category matches the one in the real data,
whereas for numerical values, we allow a small margin of error.

In our implementation, we focus specifically on secret values
drawn from the set of tabular attributes, while the auxiliary in-
formation can contain structural attributes as well. As in purely
table-based data, specific tabular attributes of nodes can disclose
particularly sensitive information (e.g., sexual or religious iden-
tity). In contrast, structural attributes, despite their usefulness in
augmenting attacks, are often less directly interpretable and less
damaging, as they naturally aggregate information about a node’s
connectivity without generally disclosing or allowing one to infer
the exact links of a node.

Node-level Inference Figure 3 Example: We have to
infer the country (secret column) for a partial record from
G'™i" with age 31 and node degree 2. We find the closest
record from the synthetic ones in X?!! to be the one with
age 29 and the same degree of two. From the country value
of our found synthetic record, we correctly infer that the
partial record’s country should be “US”.

4.3 Community-level Attacks

Our community-level attacks rely on representing each graph as
arow in a table, with structural attributes as columns. Since such
a scenario aligns more closely with synthetic data generation ap-
proaches from other modalities, where |Dirain| > 1 and all graphs
belong to a shared family (e.g., social network friendship groups).
We visually showcase all community-level attacks in Figure 4.

For the singling out attack, we build predicates to single out
graphs rather than nodes. Note that, unlike nodes, which can be
grouped based on the graph to which they belong, graphs can-
not be grouped based on some higher-order entity, other than the
dataset as a whole, to which all graphs belong. As such, there is
no equivalent to the minimum number of singled-out synthetic
graphs from the attack on nodes. We search for predicates that
match exactly one of the graphs in Dyyy, in the hopes that they also
uniquely describe individual networks included in Dipain. Since
we only have structural attributes, the linkability attack at the
community-level is most closely related to the variant of its node-
level sibling in which both A and $B contain strictly structural node
attributes. However, in the community-level case, the goal shifts
from cross-referencing members within one population using local
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connectivity patterns to cross-referencing entire populations via
global connectivity patterns. For the community-level inference
attack, unlike in the node-level case, we exclusively use structural
attributes for both the auxiliary data and the secret. The task effec-
tively entails deriving new structural attributes of a graph based
on a given partial set. However, we note that, for domains/tasks in
which whole graphs also contain one or more attributes, such data
can again be included in the auxiliary data or set as the secret.

Figure 4 Examples:

Singling Out - In the synthetic Y, there is a single graph
with 3 nodes, so we construct the corresponding predicate.
Upon testing it on the train Y, we find there is also exactly
one entry denoting a graph with three nodes, correspond-
ing to Gy, so our attack is successful.

Linkability — We have partial information for G, and Gs
from the real Y, split into two disjoint sets. On one side, we
have information on the number of nodes and the average
degree, whereas on the other, we have the diameter. One
of our entries in the synthetic Y, describing a graph output
by the generator with 4 nodes, average node degree of 2,
and diameter 2, exactly matches the first partial record
from either set, thus naturally being the closest neighbor
of both. As such, we can successfully link the two partial
training data records using our synthetic data. We then link
the remaining two records on either side using available
information about another synthetic graph.

Inference — Given a real graph from the target distribution
with 4 nodes and an average rounded degree of 1, we must
infer its diameter. The closest synthetic graph in Y has
diameter 2, which we take as our guess.

4.4 Edge-level Attacks

In the edge-level case, after constructing E the counterpart to the
node-level X?!, attacks proceed analogously to the node setting. As
such, the formulation also allows increasing the minimum number
of singled-out synthetic graphs, and, in general, attacks benefit
from access to multiple synthetic graphs. Note that, although we
only consider true edges in our representation instead of every
possible node pair in the given graphs, the search space for edge-
level attacks is considerably larger than when dealing with nodes.
Leveraging the tabular attributes of two nodes per edge, along with
structural attributes, grows the search space even further.

5 Evaluation

We analyze the effectiveness of our six attacks across three datasets
and five synthesizers, varying the attack parameters. The rest of
the section focuses on node- and community-level attacks. Results
and discussion for edge-level scenarios are in Appendix B.2.

5.1 Evaluation Setup

Below, we include details on the setup of our evaluation, including
datasets, synthesizers, and experiment configuration.
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Figure 4: Community-level attacks using augmented structural properties of synthetic graphs. The singling out attack aims to
identify the unique graph using the node predicate. The likability attack tries to link the two graphs and their attributes using
synthetic graphs. The inference attack aims to infer a graph’s diameter from its number of nodes and the average node degree.

Node-level (one attr. graph)

Community-level (many unattr. graphs)

Dataset Domain
#Train nodes #Control nodes Node attributes #Train graphs #Control graphs
Ego-Facebook 1046 171 28 labels 8 2 Social
Ego-Twitter 251 250 22 labels 80 20 Social
Elliptic 7880 7140 3 classes 39 10 Finance

Table 1: Dataset overview. Node-level setting: For Ego-Twitter and Ego-Facebook, we select the two largest disjoint ego networks
as the training and control graphs, and consider their common node attributes. For Elliptic, we pick the two largest connected
components, with node class as the only attribute. Community-level setting: For each, we choose the largest up to 100 ego-nets
(or, in the case of Elliptic, connected components) without node attributes, then apply a random 80/20% train/control split.

5.1.1 Datasets. Table 1 outlines the graph datasets our evaluation
is based on. Ego-Facebook and Ego-Twitter [25] are neighborhood
networks of Facebook and Twitter users, respectively. For Facebook,
there are 10 ego networks, whereas for Twitter, we selected the 100
largest from 973 total.

For node-level attacks, the largest ego network (in terms of num-
ber of nodes) was chosen as the training graph, which resulted in
a graph of more than 1,000 nodes for Ego-Facebook and slightly
more than 250 for Ego-Twitter, while the control graph is chosen as
the next-largest ego network disjoint to the training graph, which
resulted in a network of 171 nodes for Ego-Facebook and 250 nodes
for Ego-Twitter. In this manner, we also obtained two distinct re-
lations between training and control data: For Ego-Facebook, the
two datasets differ substantially in size, as is common for the rela-
tion between training and control data, while the two graphs for
Ego-Twitter have almost the same number of nodes. Both datasets
have binary attributes, though the attributes vary between ego net-
works, with many attributes appearing in multiple ego networks.
Enabling attacks that can be executed on both the training and
the control graphs means we are restricted to the attributes they
share, which are 28 for Ego-Facebook and 22 for Ego-Twitter. For
community-level attacks on the two social graphs, we randomly
split the ego networks into training and control sets, with 20% of
the graphs serving as the control data.

Our third dataset, Elliptic, is a financial dataset with nodes rep-
resenting Bitcoin transactions and edges indicating that outputs of
one transaction correspond to inputs of another. The dataset con-
sists of a single network with multiple disconnected components.
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Singling out  Linkability = Inference
Node-level 5(2D; +3D,) 5(3+D,) D;(3+Dy)
Community-level 5D, 5(Dg—1) Dy(Dy-1)

Table 2: Total number of experiments per attack. D; is the
number of tabular node attributes, while D,, and D, are the
structural node- and community-level counterparts.

For node-level attacks, we chose the largest connected component,
with almost 8,000 nodes, as the training and the second-largest
connected component, with more than 7,000 nodes, as the control
graph. Nodes are classified into one of three classes (licit, illicit,
or undefined) so the graph has only one node attribute with three
possible values. For community-level attacks on Elliptic, we treated
each connected component as a graph and split them into training
and control data using an approximate 80/20 split of the 49 graphs.

Note that Ego-Facebook is data-scarce, with only 10 graphs in
total, which is primarily an issue for community-level attacks, as
we have few samples. Furthermore, Elliptic is attribute-poor, and
the graphs chosen for the node-level attacks are quite large, which
is likely to make it challenging to identify individual patterns, es-
pecially in comparison to the other two datasets, which have fewer
nodes and more potentially identifying information per node. Over-
all, these structural differences make cross-data comparisons chal-
lenging: for a fixed model, risk on a smaller, attribute-rich network
may differ from that on a larger, attribute-poor network.
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5.1.2  Graph Synthesizers. To generate synthetic graphs for our
evaluation we use three diffusion models (EDGE [7], GGSD [26], and
GruM [19]), alongside two further options based on autoregressive
(GRAN [22]) and GAN (SPECTRE [24]) modeling paradigms. We
train each synthesizer separately for each attack level and dataset
pair. We base our training configuration for each run on the most
similar config (in terms of the number of graphs in the dataset and
the range of nodes within individual graphs) among those used
in the original authors’ evaluation of the model. We only enable
attribute generation when training the node-level versions of the
datasets. However, we note that the five synthesizers differ in their
support for generating node attributes. While EDGE’s base formu-
lation only covers structure generation, we leverage support in the
model’s codebase for sampling categorical node attributes alongside
edges. For GGSD, we modify the codebase to allow the generation
of multiple discrete node attributes. Note that we omit GGSD from
the unattributed comparisons because we could not reliably sample
valid (connected) graphs for two of the three datasets we tested.
For SPECTRE, we condition on real spectra to maximize output
quality and forgo testing the Elliptic dataset variants due to overly
high memory requirements. GRAN has no native support for node
attribute generation that we can modify to fit our workloads, so we
consider only the community-level (unattributed) versions of our
datasets, and further drop Ego-Facebook as we could not sample
valid graphs from any examined training checkpoints.

We measure utility using a downstream link-prediction task.
Specifically, we train a small graph neural network on synthetic
data and report the ROC AUC score on a test set of real graphs.
We concatenate the training and control datasets, then perform a
validation-test split on the resulting dataset and use the validation
set to determine when to end training the link predictor, based on
a patience parameter. For unattributed graphs, we initialize node
attributes to one-hot-encoded node degrees. We report the test-set
score for the checkpoint with the highest validation ROC AUC. As
another utility metric, we measure maximum mean discrepancy
(MMD) for various structural properties in Appendix C.

5.1.3  Parameter Selection. The three attacks (singling out, linka-
bility, and inference) can be instantiated with different parametriza-
tion, such as the choice of the two disjoint attribute sets of a linka-
bility attack. We consider an experiment to be a set of attacks using
the same parametrization. For node-level linkability and inference
attacks, the number of attacks in the experiment is equal to the total
number of nodes in the training and control graphs, i.e., each node
is attacked once. Analogously, for community-level linkability and
inference attacks, there is one attack for each graph. In contrast,
for singling out attacks, the number of potential attacks depends
on the number of predicates, which increases exponentially with
the number of variables. Hence, to keep the evaluation feasible, we
always considered 500 predicates per experiment.

The number of experiments considered depended on the type of
attack. For a node-level singling out attack, we varied the minimum
number L of synthetic graphs that have to contain exactly one node
matching a predicate between 1 and 5. For each value of L, we
considered four types of predicates: i) tabular attributes only, where
we varied the number of variables between 1 and Dy, resulting in
D; experiments, ii) structural attributes only, where we varied the
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number of variables between 1 and Dy, resulting in D,, experiments,
iii) all attributes, resulting in a total of D; + D,, experiments, iv) all
tabular attributes and one structural attribute varying the structural
attribute chosen, so D, experiments, which is an ablation study to
show the impact of individual structural attributes. For community-
level singling out, we only have structural attributes to consider. As
for the node-level attacks, we varied L from 1 to 5 and the number
of variables in a predicate from 1 to Dy, the number of structural
attributes at the graph level.

For node-level linkability, we varied the number k of nearest
neighbors considered between 1 and 5. For each value of k, we ran
three experiments, splitting into equally sized random subsets A
and B either: i) only the tabular attributes, ii) only the structural
attributes, or iii) all attributes. To study the impact of different
structural attributes, we also split all tabular attributes and one of
the D, structural attributes at a time. For community-level attacks,
we also vary k between 1 and 5. We enumerated the graph structural
attributes, then we varied i from 1 to Dy — 1, assigning the first i
attributes to set A and the others to set 5.

For node-level inference, we assigned each tabular attribute as
the secret. For each secret, we considered the following four possible
sets of auxiliary information: i) all tabular attributes except the
secret, ii) all structural attributes, iii) all attributes except the secret,
and iv) all tabular attributes and one structural attribute, varying the
latter to try all D,, such attributes. For community-level inference,
we vary the secret attribute within the set of Dy structural attributes.
Then we enumerate the remaining attributes and include the first i
in the auxiliary data fori =1,...,D, - 1.

As detailed above, we do not consider every possible attack
parametrization due to computational intractability. For instance,
the number of ways the attribute set can be divided into subsets A
and B scales exponentially in the number of attributes. Hence, we
consider random splits with specific properties, e.g., only tabular or
structural attributes, to limit the number of experiments needed. We
still cover a wide range of attacks, with Table 2 showing the number
of experiments per attack type, and each experiment comprising
hundreds to thousands of attack instances.

When studying the risk of our six attacks, we report both the
mean and the maximum risks across all experiments. Here, the
mean represents an attacker who just tries a random variant of the
attack, whereas the max represents an attacker who has learned
a suitable attack parametrization. The performance of a realistic
attack is likely somewhere between the two cases. As the attacker
does not know the original data, they cannot fine-tune their at-
tack to that exact data; however, they can experiment with attack
parameterizations on other data and identify promising settings.

5.2 Node-level Attacks

We first present the main results on the mean and maximum attack
risks in the attributed, node-focused scenarios, followed by a study
of the individual attack components.

5.2.1 Overall Results. Node-level privacy risks are severe across
datasets, but vary substantially by attack type, model, and dataset
scale. Table 3 reports the mean and maximum risk of node-level
attacks for each attack type alongside model utility. GruM achieves
the highest utility on Ego-Facebook (87.1%), while on Ego-Twitter,
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Attack (M D Attack (M 1
Dataset Model ttack (Mean + SD) T ttack (Max + CD T Utility T
Singling out  Linkability = Inference Singling out Linkability Inference
EDGE 0.46 041 0.00+0.00 0.58+0.31 1.00%+0.00 0.01+0.01 0.98+0.02 66.2%
Ego-Facebook GGSD 0.05+0.04 0.00£0.00 0.36+034 0.22+0.05 0.00+£0.01 0.93+0.03 60.7%
GruM 0.14+£0.09 0.00+£0.00 0.42+033 035+£0.04 0.01£0.01 0.95+0.02 87.1%
SPECTRE  0.04+0.04 0.00£0.00 0.22+0.27 0.25+0.04 0.02+0.02 0.83+0.16 55.0%
EDGE 042+042 0.02+£0.05 0.28+0.27 1.00£0.00 0.24+0.06 0.89+0.10 77.9%
Ego-Twitter GGSD 0.02+0.03 0.00£0.00 0.11+£0.23 0.18+£0.32 0.02+0.04 0.83+0.16 62.6%
GruM 0.18+0.19 0.02+0.03 0.20%+0.25 0.88+0.10 0.11+0.04 0.87+0.13 77.1%
SPECTRE  0.07 £0.05 0.00+0.01 0.17+0.23 0.27£0.07 0.05+0.03 0.80+0.17 69.8%
Ellintic EDGE 0.09+0.17 0.00+0.00 0.05%+0.06 0.72+0.16 0.00+0.00 0.18+0.04 69.9%
P GGSD 0.05+0.08 0.00+£0.00 0.11+£0.07 0.38+0.04 0.00+£0.00 0.27+0.03 66.0%

Table 3: Mean and max risk for the node-level setting.

EDGE has a marginal advantage over GruM (77.9% vs. 77.1%). SPEC-
TRE has lower utility on both ego datasets (55.0% and 69.8%), where
it is most comparable to GGSD, the lowest-utility diffusion-based
model (60.7% and 62.6%). On Elliptic, the two evaluated models,
EDGE and GGSD, achieve 69.9% and 66.0% utility, respectively.

For singling out, EDGE represents the most vulnerable model,
reaching a maximum risk of 1.00 on both ego datasets and 0.72
on Elliptic. GruM also shows high singling out risk on Ego-Twitter
(0.88), but is lower on Ego-Facebook (0.35). SPECTRE and GGSD are
substantially less vulnerable on the ego datasets, with maximum
risks of 0.27 and 0.22, respectively. On Elliptic, GGSD reaches 0.38,
higher than on the ego datasets, suggesting that its weaker support
for many node attributes suppresses risk on the attribute-rich ego
graphs more than on the attribute-poor financial graph.

Linkability risk is generally lower across node-level results. On
Ego-Facebook, all models have maximum linkability risk at or below
0.02; on Ego-Twitter, EDGE is highest at 0.24, followed by GruM at
0.11, SPECTRE at 0.05, and GGSD at 0.02. On Elliptic, both evaluated
models yield zero linkability risk. Thus, in contrast to singling
out and inference, node-level linkability is less of a threat in the
proposed experiments.

Inference risk is severe on the ego datasets. Maximum inference
risks range from 0.83 to 0.98 on Ego-Facebook and from 0.80 to 0.89
on Ego-Twitter. EDGE attains the highest maximum inference risk
across both ego datasets, while SPECTRE is consistently the lowest,
though still non-trivial. On Elliptic, inference risk is much lower,
with maxima of 0.18 for EDGE and 0.27 for GGSD.

Overall, utility and privacy risk are related, albeit not monoton-
ically coupled. Lower-utility models such as SPECTRE generally
exhibit lower node-level risk, but EDGE has higher singling out and
inference risks than GruM on Ego-Facebook, despite substantially
lower utility. Our results suggest that the utility-privacy relation-
ship depends on the attack type and on which aspects of the graph
distribution a synthesizer preserves.

5.2.2  Effect of tabular versus structural node attributes. The most
effective attribute type depends on the attack, as shown in Figure 5a.
For singling out, tabular attributes dominate both ego datasets,
suggesting that native node labels provide more discriminative
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predicates than structural attributes alone. On Elliptic, where the
tabular space contains only three classes, all variants remain low,
with the combined setting yielding the highest risk by a modest
margin. For inference, tabular or combined attributes are generally
strongest on the ego datasets, while structural-only information
remains useful but weaker. For linkability, the overall risks are
small, but structural-only attributes provide the largest non-zero
signal, especially on Ego-Twitter. Such behavior is consistent with
the fact that certain subsets of structural variables are often (but
not always) mutually correlated and that graph generators are
explicitly optimized to preserve structural statistics. On Elliptic,
the large number of nodes and limited attribute space leave both
tabular and structural views with limited discriminative power.

5.2.3  Effect of minimum number of matching synthetic graphs on
singling out. Requiring a singling out predicate to match multiple
synthetic graphs often strengthens the attack. However, the effect
is moderate in the structural-only setting shown in Figure 5b. On
the ego datasets, the privacy risk of EDGE and GruM generally
increases with the number of required matching synthetic graphs,
while the risk for SPECTRE grows more mildly, and GGSD is an
outlier, remaining nearly flat. The consistently low risk for GGSD
may indicate that maximal risk is relatively low and is already
reachable with the standard version of the attack. On Elliptic, the
risk is low and changes little across thresholds for the evaluated
models. Overall, access to multiple synthetic graphs remains an
exploitable advantage, but it is most useful for small, attribute-rich
datasets and models that reproduce structural patterns well.

5.2.4  Effect of number of predicate variables on singling out. As
displayed in Figure 5c, singling out risk rises quickly with predicate
complexity on the ego datasets, but can collapse once predicates
become over-specified. EDGE reaches the highest plateau on both
ego datasets, while GruM grows more gradually and peaks more
strongly on Ego-Twitter than on Ego-Facebook. SPECTRE remains
below EDGE and usually below GruM, while GGSD stays low across
variable counts. On Elliptic, among the tested EDGE and GGSD, risk
is much lower overall, aside from a spike for bivariate predicates,
reflecting the limited discriminative power of a three-class node
attribute space at large scale.



Proceedings on Privacy Enhancing Technologies 2026(4)

Attack: singling-out Attack: linkability Attack: inference

Attributes
- Tab only
== Both
01 "

i

Ego-Facebook  Ego-Twitter Elliptic Ego-Facebook  Ego-Twitter Elliptic

Ego-Facebook  Ego-Twitter

Elliptic

k)
2oo75{
Struct only

Malan et al.

Dataset: Ego-Facebook

Dataset: Ego-Twitter

Dataset: Elliptic
0.150

0.125

0.100 Model
—— EDGE
GGSD
—— GruM
—=— SPECTRE

0.050

00257 . — —==— —

0.000

i 5 1 2

4 5
Min Singled-out Syn Graphs

2 4 2 4
Min Singled-out Syn Graphs Min Singled-out Syn Graphs

(a) Effect of tabular and structural node attributes in isolation, as well (b) Effect of increasing the minimum number of synthetic graphs sin-
gled out by each predicate.

Dataset: Ego-Facebook

as jointly, across all attack types.

: Ego-Twitter

Dataset: Elliptic

: Ego-F

Model
—— EDGE
GGSD

—— GruM

0 3 6 9 12 15 18 21 24 27 1
Predicate Variables

0 4 8 12 16 20 24 28 32

E 5
Predicate Variables Predicate Variables

—— SPECTRE

I

Dataset: Ego-Twitter Dataset: Elliptic

Model
= EDGE

GGSD
- GruM
W SPECTRE

0.0
089, coel e rinrality crality 059 coef. AL et ralith oty 09, coef cality. NGy alitralty
cion 0585 CoShrRiShrentualithr o 08 CeShuraShrenralithr cion 058 CoShurRiShrentalith
o\ De%uuag'(‘;ceew‘%% Coess pug N c“egﬂ"aéfé%ﬁce Ceess g N Degquag%&ﬁtemess

Structural Variables Structural Variables Structural Variables

(c) Effect of increasing the number of predicate variables for singling (d) Effect of allowing only one structural property at a time in singling
out predicates.

out attacks.

Figure 5: Ablations for node-level attacks.

Dataset: Ego-Facebook

Dataset: Ego-Twitter

Dataset: Elliptic

0.12

Model
—— EDGE
—— GruM
—— SPECTRE
.~ —— GRAN

8 1 2 3 a2 5 &
Predicate Variables

3 4 5 6 3 a4 5 6
Predicate Variables Predicate Variables

Figure 6: Effect of increasing the number of predicate vari-
ables for community-level singling out attacks.

5.2.5 Effect of individual structural variable choice on singling out.
Figure 5d examines how individual structural variable choices affect
singling out risk. The most informative structural variable is dataset-
dependent: degree-based properties dominate on the ego datasets,
while clustering-related properties are more informative on Elliptic.
On the ego datasets, degree and degree centrality produce the
highest risks for EDGE, with GruM and SPECTRE generally yielding
lower but still visible risks, and GGSD remaining low. On Elliptic,
EDGE achieves its highest single-variable risk on clustering-related
structural properties, although this remains below the maximum
risk reached when all predicate variables are available. The results
suggest that an attacker benefits from structural variables tailored
to the target graph family rather than a fixed choice across domains.

5.3 Community-level Attacks

For the unattributed, community-focused scenarios, we again report
the mean and maximum attack risks across the tested configura-
tions, followed by a brief ablation discussion.

5.3.1 Overall Results. Per Table 4, GruM achieves the highest util-
ity on Ego-Facebook (90.2%), then EDGE (85.2%) and SPECTRE
(83.1%). On Ego-Twitter, GRAN has the highest utility (81.2%), fol-
lowed closely by GruM (80.0%), SPECTRE (78.6%), and EDGE (78.2%).
On Elliptic, EDGE has higher utility than GRAN (92.2% vs. 81.3%).
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Singling out is consistently low across the board, with maximum
risks at or below 0.13, supporting the conclusion that, for the con-
sidered structural properties, constructing predicates that isolate
an entire graph is harder than isolating individual nodes. GRAN’s
risk is especially low for singling out, reaching a maximum value
of only 0.02 across both evaluated datasets.

Linkability and inference are more substantial but strongly model-
and dataset-dependent. On Ego-Facebook, GruM has the highest
linkability risk (0.76), while SPECTRE is close behind (0.68) and also
has the highest inference risk (0.68); EDGE is lower for both attacks
(0.38 and 0.26). However, as the aforementioned dataset has only
eight training and two control graphs, values should be interpreted
with caution. On Ego-Twitter, GRAN has the highest linkability
risk (0.57), while GruM, SPECTRE, and GRAN all reach the same
maximum inference risk of 0.72; EDGE is lower for linkability (0.17)
and inference (0.07). On Elliptic, inference risk is minimal for both
evaluated models, but GRAN shows non-negligible linkability risk
(0.29), whereas EDGE remains near zero (0.03).

Overall, the community-level results again show that higher
utility does not imply uniformly higher privacy risk. For example,
SPECTRE has lower utility than EDGE on Ego-Facebook but higher
linkability and inference risk. In contrast, EDGE has the highest
utility on Elliptic but lower risk than GRAN.

5.3.2  Effect of number of predicate variables on community-level
singling out. All variants of community-level singling out have
risk below 0.15 across all datasets, as shown in Figure 6. On Ego-
Facebook, EDGE reaches the highest risk, while GruM and SPECTRE
remain lower. On Ego-Twitter, EDGE and GruM rise quickly to
roughly 0.10-0.13, SPECTRE remains somewhat lower, and GRAN
stays close to zero. On Elliptic, EDGE has a modest non-zero risk
with no clear monotonic trend, while GRAN remains near zero.
All models except GRAN show sharp jumps in risk when moving
from one to two variables in all datasets, after which risk tends
to fluctuate without any consistent upward trend, indicating that
adding more variables beyond this point does not reliably increase
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Attack (M D Attack (M 1
Dataset Model ttack (Mean + SD) T ttack (Max + CD T Utility T
Singling out  Linkability = Inference Singling out Linkability Inference

Eeo-Facebook EDGE 0.09+0.04 0.09+0.14 0.02x0.06 0.12+0.03 0.38+0.51 0.26 +0.56 85.2%
& GruM 0.05+0.02 0.21+0.21 0.19+0.26 0.07+0.02 0.76+0.27 0.63 +0.38 90.2%
SPECTRE  0.04+0.02 0.29+0.20 0.12+0.23 0.05+0.04 0.68+0.42 0.68 +0.42 83.1%
Eoo-Twitter EDGE 0.09+0.04 0.04+£0.05 0.00£0.01 0.12+£0.03 0.17+0.20 0.07 £0.11 78.2%
& GruM 0.11+0.04 0.04+0.05 0.13+0.27 0.13+0.04 0.25+0.31 0.72+0.40 80.0%
SPECTRE  0.06 £0.03 0.00£0.01 0.06+0.18 0.09+0.04 0.08+0.39 0.72+0.40 78.6%
GRAN 0.01+£0.01 0.04+0.11 0.02+£0.10 0.02+0.01 0.57+0.28 0.72+0.40 81.2%
Elliptic EDGE 0.04 £0.02 0.00+0.00 0.00+0.00 0.06+0.03 0.03+0.29 0.00+0.08 92.2%
GRAN 0.00£0.01 0.04+0.08 0.00£0.00 0.02+0.01 0.29+0.26 0.00+0.17 81.3%

Table 4: Mean and max risk for the community-level setting.

attack strength. Nevertheless, together with Table 4, these results
confirm that singling out is not the primary threat in community-
level synthesis; linkability and inference risks are more relevant
when they occur.

5.4 Summary

Our results indicate a clear difference between node-level and
community-level attacks. For node-level attacks, singling out and
inference can be highly effective, while linkability remains compar-
atively low in our experiments, with maximum risk at most 0.24. For
community-level attacks, singling out is consistently weak, whereas
linkability and inference can be substantially higher, especially on
the ego datasets and for GruM, SPECTRE, or GRAN.

This difference suggests that individual nodes can stand out
within a single graph more readily than whole graphs stand out
within a dataset of related graphs. The datasets we use contain
graphs from the same domain, so whole-graph structural outliers
are comparatively rare. Simultaneously, dependencies among struc-
tural graph attributes can enhance community-level linkability and
inference. However, the relatively small number of community-level
training graphs, especially for Ego-Facebook, can inflate variance.

There is a large gap between mean and maximum risk across
many settings, so attack parameterization matters. Even without
access to the training data, an attacker can use general heuristics,
such as favoring tabular attributes for node-level singling out and
inference on attribute-rich graphs, structural attributes for linka-
bility, or model-specific predicate complexity, to improve on the
average attack performance.

Datasets and synthesizers both play a major role in attack success.
Elliptic, which is large and poor in node attributes, generally yields
lower risk, supporting the view that scale and lack of distinguishing
attributes provide some natural protection. Our conclusion, though,
is naturally conditional on the overall set of tested models and
datasets, as well as their feasible combinations.

The added models reinforce that the utility—privacy relationship
is complex. SPECTRE usually has lower node-level risks than EDGE
and GruM, but can still show substantial community-level linka-
bility and inference risk. GRAN, only evaluated at the community-
level, has very low singling out risk, but non-trivial linkability on
Ego-Twitter and Elliptic and high inference risk on Ego-Twitter. Thus,
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high utility often coincides with higher risk, but the relationship is
not universal and depends on the attack, dataset, and model family.

Edge-level attacks follow the same broad pattern: inference is the
dominant risk, reaching near-maximal values on the ego datasets,
while singling out remains modest, and linkability is close to negli-
gible. Compared to node-level attacks, the edge-based formulations
preserve the main inference-risk concern but provide weaker evi-
dence of reliable singling out or linking; Elliptic again shows sub-
stantially lower risk, reinforcing that larger, attribute-poor graphs
are harder to attack. Further details are in Appendix B.2.

6 Conclusion

We are the first to consider the privacy risks of graph synthesis,
finding that risks exist at both the community and, more impor-
tantly, node level, allowing the recognition of sensitive attributes
of individuals based on publicly available graph data. Our attacks
do not require the attacker to have access to the training data or
the model to be effective.

Our evaluation study covering six main attack types, three datasets
from two domains, and five graph synthesizers indicates that sin-
gling out and inference risk is generally high for node-level at-
tacks. Meanwhile, linkability and inference are the most effective
community-level attacks.

We find that while there is a correlation between utility and
privacy risk, it is not always necessary that a high-fidelity syn-
thesizer carries the highest risk. The result offers hope that future
research can identify methods to enable the design of novel graph
synthesizers that generate realistic data at a low privacy risk. Up
to now, existing models have not considered privacy as a design
goal, suggesting that while there is a risk in current designs, future
research may succeed in eliminating such risks.
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A Notation Summary

Table 5 summarizes the main notation used throughout the paper.

B Details on Edge-level Attacks
B.1 Pseudocode

Algorithm 4 describes the edge-level augmentation based on tabular
node attributes X% and edge structural properties f™. For a graph
G, E*" denotes the structural properties of all its edges. E! is the
final representation, which also includes explicit attributes (in our
implementation, the tabular attributes of edge endpoints) for each
edge, and joins together all edges from available graphs.

B.2 Experiments

Throughout evaluated edge-level scenarios, we allow all structural
and tabular attributes. For singling out, we independently sweep L
and Ny from 1 to 5, yielding 25 attacks in total; we run 500 attacks,

Algorithm 4 Edge-level augmentation

Require: D, [f". f;"..... fp! |
LEe[ ]
2: forall G € D do
3 (X®PA) G

Estr — OMXD,,,

> M-edge graph
E™  edge list for A » M x 2 entries for edge endpoints
for all (i,a) € ({1,...,M} x{1,...,Dp}) do

Estr [i, a] — f;;m(G, Einds [i, 0], Einds [i, 1])
Fall — [Xtab [Einds [:, 0]] | xtab [Einds[:, 1]] | Estr]
E « E + [E¥] > Append E¥ to E

10: return E

D A A
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Symbol  Description

G graph

A adjacency matrix of a graph

Xtab tabular node attrs. of a graph

Xt structural node attrs. of a graph

xall tabular and structural node attrs. of a graph

X tabular and structural node attrs. of multiple graphs
Y structural community attrs. of multiple graphs

Est structural edge attrs. of a graph

g2 all edge attrs. of a graph

E all edge attrs. of multiple graphs

N number of nodes in a graph

M number of edges in a graph

K number of graphs in a dataset

fm func. to compute a structural node attr. for a graph
f9 func. to compute a structural community attr. for a graph
fm func. to compute a structural edge attr. for a graph
D; number of tabular node attrs.

D, number of structural node attrs.

Dy number of structural graph attrs.

Dy, number of structural edge attrs.

Dori original graph dataset

Dhrrain train graph dataset

Deontrol ~ control graph dataset

Diyn synthetic graph dataset

R privacy risk

Ny number of attacks

Ny number of singling out variables

L minimum number of syn. singled-out graphs

P singling out predicate

A, B linkability column subsets

Table 5: Main notation overview.

as in the main evaluation. In terms of linkability, we sweep k from
1 to 5, giving 5 total attacks. For inference, we test each tabular
attribute of an edge’s endpoint as the target property, leading to 2D;
attacks. Unlike in the main evaluation, where we try all possible
attacks, due to the larger search space, we limit linkability and
inference tests to 2,000 attacks each.

Table 6 shows that inference attacks dominate edge-level risk.
Across the two ego datasets, the maximum inference risk is consis-
tently high across models, reaching 0.98-0.99 for EDGE and GruM
and remaining above 0.86 even in the lowest-performing settings.
Mean inference risk is also substantial, especially for EDGE on
ego datasets, while Elliptic again has a much lower ceiling, with
maximum inference risk only 0.18 for EDGE and 0.23 for GGSD.
By contrast, singling out remains modest across all datasets and
models, with maxima of at most 0.21, and linkability is effectively
negligible, with maximum risks at or near zero except for small
non-zero values on Ego-Twitter. Compared to the node-level results
of Table 3, edge-level inference is the only attack that reaches simi-
larly severe risks: on the ego datasets, its maxima are close to the
node-level inference maxima, and its means are often comparable.
The main difference is singling out: node-level singling out can
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Attack (M +SD Attack (Max + CI
Dataset Model ack (Mean )" ack (Max )1
Singling out Linkability = Inference Singling out Linkability Inference
EDGE 0.05+0.04 0.01+0.01 0.61+0.28 0.17+0.03 0.02+0.01 0.98+0.01
Ego-Facebook GGSD 0.02+0.03 0.00+0.00 0.33+0.34 0.11+0.03 0.00+0.00 0.96+0.01
GruM 0.06 £0.06 0.00+0.00 0.38+0.35 0.20+0.04 0.00+0.00 0.97 +£0.01
SPECTRE 0.02+0.03 0.00+0.00 0.23+0.31 0.09+0.03 0.01+0.00 0.92+0.03
EDGE 0.08+£0.05 0.04+0.02 0.49+0.36 0.19+0.04 0.07+0.01 0.98+0.01
Ego-Twitter GGSD 0.01 £0.03 0.00+0.00 0.29+0.35 0.08+0.04 0.00+0.00 0.97+£0.02
GruM 0.06 £0.06 0.02+0.02 0.31+0.37 0.21+0.04 0.04+0.01 0.99+0.01
SPECTRE 0.06 +0.06 0.01+0.01 0.27+0.30 0.20+0.04 0.01+0.01 0.86+0.10
Elliptic EDGE 0.01 £0.01 0.00+0.00 0.16+0.04 0.05+0.05 0.00+0.00 0.18+0.05
P GGSD 0.02+0.02 0.00+0.00 0.20+0.04 0.05+0.02 0.00+0.00 0.23+0.06
Table 6: Mean and max risk for the edge-level setting.
150 Dataset: Eg Ego-Twitter Dataset: Elliptic Dataset (& Level) Model Degree Wavelet Spectre Cluster — Motif  Orbit
0125 Ego-Facebook EDGE 00661  0.1489  0.0324 09612 0.5043 0.5100
0100 . ] Model (Node/Edge) GGSD 03235 02441  0.0986 14824 05377 0.5159
Zoors - /;2><1 /7~ : 2225 GruM 0.0458  0.0338 0.0179 0.7773 0.5105 0.5100
oosoq /— - / : o SPECTRE  0.1421  0.1804 0.4023 0.6476 0.7273 0.5100
002s| MEEESSESES= ——— |/ — Ego-Twitter EDGE 0.0420 00727 0.0365 05938 05140 0.5100
0000 —— ———— ———— (Node/Edge) GGSD 04192 02502 0.0776 11035 0.5475 0.5308
Min Singled-out Syn Graphs Min Singled-out Syn Graphs Min Singled-out Syn Graphs GruM 0.0437 0.0289 0.0159 0.5157 05115 0.5100
SPECTRE 0. } : . . .
(a) Effect of increasing the minimum number of synthetic graphs — 00556 D08 00357 05237 05111 05100
insled out b h predicat Elliptic EDGE 0.0755 0.0838 0.0812 0.0284 0.2933 1.0278
singled out by each predicate. (Node/Edge) GGSD 01908  0.1596 0.1813  0.0805 0.3764 0.5065
Dataset: Eg : Ego-Twitter Dataset: Elliptic
020 Ego-Facebook EDGE 0.0135  0.0354 00287 0.1219 01355 0.1135
) (Community) GruM 0.0245 0.0096 0.0151 0.1196 0.1441 0.1078
1IN ‘ Model SPECTRE 00337 00276 00152 02297 0.1307 0.1100
2o T Ego-Twitter EDGE 0.0025  0.0091  0.0040 0.0250 0.0192 0.0200
oos] AN\ T Shidme (Community) GruM 00114  0.0059  0.0048 0.0226 0.0196 0.0200
\; i — SPECTRE ~ 0.0065  0.0079 0.0018 0.0226 0.0209 0.0200
0001 T : . — T . T - : GRAN 0.1141  0.0970  0.1074  0.0257  0.0202 0.0200
Predicate Variables Predicate Variables Predicate Variables Elhptlc EDGE 0.0435 0.0617 0.0457 0‘0134 0.0172 0.0619
(Community) GRAN 03305 03367 02468 09615 0.6735 0.0647

(b) Effect of increasing the number of predicate variables for singling
out attacks.

Figure 7: Ablations for edge-level attacks.

be highly effective, reaching 1.0 on both ego datasets for EDGE,
whereas edge-level singling out remains far lower throughout. Link-
ability is low at both levels, but it is even lower for edges. Overall,
the edge-level setting preserves the main inference-risk concern
from the node-level case, while offering much less evidence that
individual edges can be singled out or linked reliably; the Ellip-
tic results remain consistent with the broader pattern that large,
attribute-poor graphs are harder to attack.

Figure 7 ablates over the minimum number of matching synthetic
graphs and the number of variables in predicates for edge-level
singling out attacks. Note that for edge-level inference and linkabil-
ity, we run only 2000 attacks per scenario, rather than all possible
ones, so the confidence intervals are less precise. Moreover, per
Table 2, the number of scenarios for each attack is lower than the
main experiments, especially relative to the node-level part. Nev-
ertheless, when validating the singling out attacks against two or
more synthetic graphs, Figure 7a still shows a trend of increasing
risk for the ego datasets. Elliptic deviates from the pattern with
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Table 7: MMD measurements between synthetic and control
graphs for the tested datasets and models. Lower is better.

little variation in risk across the board, but a considerably lower
risk than in the other two datasets for all models. The phenomenon
suggests a reduced risk ceiling in the dataset, which simpler attacks
can already reach. For the number of predicate variables, Figure 7b
shows that, apart from GGSD on Elliptic, univariate predicates tend
to carry the highest risk, and two-variable ones have the lowest,
even if increasing the number of variables from two onward partly
helps recover the drop.

C MMD Results

Table 7 contains MMD (Maximum Mean Discrepancy) measure-
ments for different structural properties across tested dataset and
model combinations. We examine properties included in previous
works [7, 19, 22, 24, 26]: node degree, eigenspace wavelet trans-
form, eigenvalues of the normalized Laplacian spectrum, node
clustering coefficient, graph motifs, and four-node orbit counts.
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Node/edge levels correspond to the test setting with one attrib-
uted training graph, while the community level corresponds to the
setting with multiple unattributed training graphs.

While no single model dominates across all datasets and struc-
tural statistics, GruM is consistently competitive on the ego datasets
in node/edge settings, achieving the best or near-best MMD val-
ues for degree, wavelet, spectrum, and clustering. The behavior
matches the presumption that, while not the most scalable, GruM
is the most capable tested model. SPECTRE performs well on sev-
eral community-level metrics, particularly on Ego-Twitter, where it
matches or exceeds the best clustering, spectrum, and orbit scores.
EDGE is strongest on the Elliptic datasets, substantially outperform-
ing the alternatives on nearly all node-, community- and edge-level
statistics except orbit in the node/edge setting, where GGSD is bet-
ter. As a highly scalable model, EDGE’s good performance on the
Elliptic-based datasets, which are the largest ones tested, is fitting.
In contrast, GGSD and GRAN are generally less competitive. GGSD
still stands out in the Elliptic node/edge setting, achieving the best
orbit performance. Unfortunately, GRAN’s poor performance is
particularly acute in the Elliptic community dataset, where it lags
significantly across all metrics but orbit.
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