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Abstract

One of the core privacy features of smartphone operating systems
is a permission framework that requires explicit user consent be-
fore granting apps access to private data. Such systems are deeply
integrated into Google’s Android and Apple’s i0S, which together
account for the majority of the smartphone operating system mar-
ket. While permission systems can be seen as milestones in user
empowerment and privacy protection, they offer users only a binary
choice: whether an app can access a specific resource or not. As
soon as an app is allowed to read a resource, the operating system
loses control over its further use. Most apps have Internet access
and can send permission-protected data, like a user’s location, over
the Internet, which can harm user privacy. To solve this problem,
we present an addition to current permission systems that splits
apps into multiple sandboxed processes to enforce fine-grained pri-
vacy and data-flow controls on smartphones. By default, our design
forces apps to process permission-protected data locally on the
device, thereby eliminating the need for apps to request runtime
permissions for local-only use cases. We implement a proof-of-
concept based on the Android Open Source Project code base. We
showcase our framework’s practicability by adapting multiple app
use cases to our system, benchmarking its computational overhead,
and discussing the implications for platform operators, developers,
and users.
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1 Introduction
Smartphones provide programmatic access to a multitude of private
user and sensor data. To prevent third-party apps from accessing un-
wanted information, smartphone operating system (OS) providers
have introduced and refined so-called permission systems.
Android’s and i0S’ permission systems allow users to exercise
control over the private information they want to share with each
installed app [5, 22]. Permissions include, for example, access to a de-
vice’s location, user contacts, calendar, camera, or microphone [14].
However, users’ control ends exactly there. After granting permis-
sions to an app, it can use the permission-protected resources in
arbitrary ways, e.g., send them over the Internet or share them
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with advertising networks, until the user revokes the permissions
manually. Thus, preventing malicious apps from misusing user data
with Android’s and iOS’ current permission systems is impossible.

One recent example of misuse is the accumulation of data through
advertising software development kits (SDKs) and the sale of the
gathered data to various companies and government agencies world-
wide, allowing fine-grained tracking of user devices [98]. Addi-
tionally, related work has shown that apps tend to request more
permissions than they need [38], and app developers use SDKs that
require additional permissions without fully understanding their
internals [37, 69]. Recent research shows that apps use covert chan-
nels on Android to pass data to non-privileged apps [88], further
amplifying this problem.

More than 98% of Android apps request the INTERNET permission
according to a study by Kollnig et al. [71], and all iOS apps are
granted Internet access without any permission. As soon as an app
has Internet access, it can send any data it accesses, including all
permission-protected resources, to arbitrary web locations. As the
most common permissions on Android and iOS include location
access, camera or photo library access, account information, and
calendar access [71], an app user’s privacy is constantly at risk.

This unsafe status quo leads to our following research questions:
RQ1: Can mobile operating systems fundamentally prevent undis-
closed leakage of permission-protected data?

Can a restrictive permission system support real-world usage
scenarios?
What are the performance trade-offs for such a system?

RQ2:

RQ3:
In this paper, we present P-Box, a new permission paradigm for
Android that addresses these questions, resolves underlying privacy
challenges, and enhances user control over private data.
Our design is based on the core principle that apps are not al-
lowed to access any permission-protected resources by default.
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Figure 1: Architectural overview of P-Box: We introduce a
new OS service, orchestrating permission sandboxes for apps
that request access to permission-protected resources.
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Instead, if an app wants to access a permission-protected resource,
it must start sandboxed processes that handle said access. These
permission sandboxes are fully managed by an intermediate OS ser-
vice with restricted input and output channels. The return value
of such a sandbox is not the permission-protected data itself, but a
handle only pointing to the corresponding OS-managed resource.
The app itself cannot access a handle’s value (subsequently called
dereferencing the handle). Nevertheless, it can use this handle as
an input to another permission sandbox to perform arbitrary com-
putations on it. In this case, P-Box ensures that no private data
can leave a permission sandbox; therefore, there is no need for an
app to request runtime permissions, leading to fewer user-facing
prompts. This allows even untrusted third-party apps to operate on
private data while guaranteeing its confidentiality. An architectural
overview is shown in Figure 1.

Certain permissions comprise not only data sources, but also
data sinks, e.g., the INTERNET permission. To pass data from sources
to sinks, we allow apps to request flow permissions. These require
explicit user consent via runtime prompts and allow a handle of
a specific source to be dereferenced in a sandbox with access to a
specific data sink. This approach allows fine-grained control over
data flows, minimizes privacy leakage, empowers users, and still al-
lows legitimate apps to process sensitive data. For example, a photo
editing app can access a user’s photo library without permission
to share it online. Simultaneously, the same app might still gather
crash information and send it to its analytics server.

Furthermore, sandboxes can render permission-protected data
to the screen while the app’s main process cannot access this infor-
mation. This provides a transparent and convenient way to present
private information to users without compromising their privacy.

We implement a proof-of-concept of P-Box in Android. In con-
trast to Apple’s i0S, Android is the perfect candidate for prototyp-
ing new OS features due to its open-source code base, published
as Android Open Source Project (AOSP) [8]. We base our imple-
mentation on AOSP 15 (API level 35). Additionally, we provide
an example backward-compatibility layer to facilitate migrating
standard Android apps to P-Box. We showcase our system using a
real-world app, a real-world map SDK running in our sandbox, and
an example app demonstrating fine-grained permission flows. To
estimate the performance and memory overhead of our system, we
also run benchmarks based on permission-usage patterns from five
popular apps and find that the upper-bound overhead is within the
capabilities of modern smartphones. We are confident that AOSP
or iOS system developers can draw inspiration from our proposal
to enhance their platforms’ privacy and users’ data autonomy.

In summary, our paper claims the following main contributions:
e P-Box: A new privacy-enhancing permission framework for
Android.
e An AOSP 15-based open-source implementation of P-Box,
available on https://github.com/seemoo-lab/p-box.
o Adaptation of a real-world open-source app and an SDK to
our framework, coupled with a benchmark based on five

popular apps.
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2 Current Smartphone Permission Systems

Android and iOS share the majority of the mobile OS market [95].
For this reason, we compare their current permission systems,
which act as the de facto standards for permission handling for
almost all smartphone users worldwide. We describe the main simi-
larities and differences of Android 16 and iOS 26.1 in the following
sections and discuss their relevant shortcomings, which are later
addressed by P-Box. As Android is open source and the foundation
of our prototype, we describe it in more detail than iOS.

2.1 Android Permission System

All software running on Android is subject to strict application sand-
boxing [48]. This means that apps can communicate only through
well-defined interfaces and cannot write to the filesystem at will.
If apps want to access data outside their own sandbox, they must
obtain the required permission to access the requested resource.
Internally, a lot of the isolation guarantees of apps are implemented
using SELinux [101]. SELinux is a mandatory access control sys-
tem, originally built for the Linux Kernel and designed to enforce
fine-grained policies.

Android distinguishes between install (or normal), signature,
and runtime (or dangerous) permissions [5]. Install permissions
are granted to apps during installation without user interaction.
They have to be declared in an app’s manifest. By doing this, they
can be presented to consumers prior to installation on app stores,
e.g., Google Play or the open-source platform F-Droid. Signature
permissions are treated similarly but are granted only to an app
that is signed with the same key as the app that declared the permis-
sion. This mechanism is used to ensure that certain permissions are
granted only to system apps signed with the same key as the An-
droid version, or to implement custom permissions that allow data
sharing between multiple apps from the same vendor. Additionally,
privileged permissions can be applied to apps that are pre-installed
in a distinct directory on Android installation. Only OS distributors
can do this [99].

Runtime permissions protect private resources of extraordinary
value, e.g., the phone’s camera, photo library, or location. These
permissions must be declared in an app’s manifest, too, but are
granted only with explicit user consent. Apps must request them
during runtime when the app first attempts to access the protected
resource. In this case, a prompt is shown to the user, explaining
the permission. If a user consents to the request, the permission is
granted. The permission remains granted until the user manually
revokes it or, if the user does not interact with the app for multiple
months, the OS automatically resets it as part of the app hibernation
mechanism [9]. If the user rejects the request, the app is not granted
the runtime permission and can proceed to offer reduced function-
alities without sensitive data access. The runtime permissions for
location, camera, and microphone are subject to more fine-grained
controls, offering the options “all the time” (background use — only
available for the location permission), “allow only while using the
app”, “ask every time”, and “don’t allow” instead [51].

In addition to these options, Android also offers toggles for the
camera and microphone [13], as well as the location subsystem [54].
When off, these toggles globally prevent access to the corresponding
data, regardless of an app’s permission state. They are useful for
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quickly locking down sensitive data sources, but restrict all apps
on the device, reducing usability.

Permission-protected resources are provided by system pro-
cesses and cannot be accessed directly from non-privileged app
processes. For each resource access, an app must send its request
to the respective system service that provides the data. The system
service that receives the request then checks if the calling app has
been granted the necessary permission. If the permission check
passes, the service returns the requested resource. Otherwise, a
security exception is thrown [99].

Access to a phone’s camera and microphone is not only runtime
permission-protected, but also considered important enough to
notify Android users whenever an app uses such resources. The UI
elements reflecting this are called privacy indicators [102]. If an app
accesses either of the two resources, a green icon appears in the
status bar. Users can get more information on the triggering app by
clicking on the indicator. The icon remains visible for 15 seconds
after the last access. Privacy indicators are enforced by Android’s
App-Ops, which track all apps’ accesses to runtime permission-
protected application programming interfaces (APIs) [100].

2.2 Google’s SDK Runtime

Typically, Android apps and their corresponding third-party SDKs
are statically linked into a single Android Package (APK) and run
in the same process. However, as part of Google’s privacy sand-
box, a self-proclaimed effort to strengthen user privacy across all
their services, they introduced a feature called SDK runtime on
Android [49]. Here, the operating system provides separate sand-
boxes for an app and its SDKs. In Google’s approach, app and SDK
developers must adjust their code base to be compatible with the
SDK runtime. Additionally, SDKs must be installed separately from
the app that requires them.

While a first version of this technology, targeting only ad-related
SDKs, is already implemented in AOSP, it will be deprecated and
removed in future Android releases. According to a statement by
Google’s privacy sandbox team, this is due to “ecosystem feedback
about their expected value and in light of their low levels of adop-
tion” [18]. It is targeted just at SDKs that must be specifically built
as “runtime-enabled” SDKs, while our implementation allows devel-
opers to execute arbitrary parts of their app or any third-party SDK
in sandboxes. Google only offers a small set of permissions within
the SDK runtime, while our system supports any set of permissions
in a sandbox and enforces fine-grained permissions flows, which
must be communicated and consented to by the user.
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Apple’s i0S permission system works conceptually similarly to An-
droid’s scheme. The core of it is the individual sandboxing of app
processes and, by this, strict confinement of access to the phone’s
resources [22, 75]. To grant apps access to private resources, iOS
uses two mechanisms: Entitlements and the Transparency, Consent,
and Control (TCC) framework. Entitlements are granted at an app’s
installation while TCC checks are performed during runtime and
require explicit user consent, similar to Android’s runtime permis-
sions [23, 24]. 10S shows similar privacy indicators as Android [21].

iOS Permission System
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We assume that our proposed framework can also be imple-
mented on i0S, given the resemblance between Apple’s and Google’s
permission checks. However, since iOS is only partially open-source
and altering it requires jailbreaking, extensive reverse engineering
efforts, and binary patching, we refrain from modifying it. Instead,
by implementing our new permission system in AOSP, we funda-
mentally prove its feasibility independent of the platform.

2.4 Shortcomings of Current Systems

Android’s and i0OS’ permission systems put trust in third-party
developers. While apps must ask users for permissions to access
specific user data, it is opaque to the users how their data is used.
The majority of apps (98.7% according to a study from 2022 [71])
are granted the INTERNET permission, potentially allowing them to
transmit all data accessed by an app to arbitrary servers.

In recent years, Apple and Google introduced privacy labels in
their app stores, where developers have to declare, in addition to
their privacy policies, how user data is handled [25, 47]. While
privacy policies are often hard to parse by non-lawyers, the easier-
to-understand privacy labels lack details, are still misunderstood,
and are often wrong [67, 70]. Furthermore, the OS does not enforce
privacy labels, but only permissions. The OS trusts the app to handle
user data in accordance with the developer’s promises.

Android and iOS permissions are granted per app and make the
protected resources available to all program parts. As it is common
development practice to use third-party SDKs to conveniently add
features to an app without implementing everything from scratch,
this practice leads to those SDKs inheriting all of the app’s permis-
sions and, therefore, access to the app’s private user data. As many
Android apps request more permissions than necessary [38], the
included SDKs can access the same data. Journalists have exposed
ad brokers selling their data to government agencies worldwide, as
this data is precise enough to track individuals in their everyday
lives or while traveling across borders [98]. This emphasizes the
tremendous risk smartphone users are facing when using apps that
include any number of SDKs. Furthermore, research has shown that
developers often misconfigure SDKs, do not fully understand their
internals, do not test their functionality, or that SDKs do not have
privacy-compliant configuration options at all, leading to privacy
risks for users [37, 69, 71, 89].

In another work, researchers discovered multiple Android apps
that share permission-protected information through covert chan-
nels with apps that do not hold the required permissions [88].

User awareness and understanding of app permissions is another
problematic field. Research found that most users do not correctly
assess the current permissions of their apps [85], and they tend not
to fully understand the effects of permissions [39].

3 Threat Model

In our threat model, we assume an app developer who ostensibly re-
quests permission-protected data for a specific use case but misuses
it, e.g., for user profiling or tracking. An equivalent situation might
arise due to a benign developer including malicious third-party
SDKs. These SDKs might be written by untrustworthy developers
and can use all data they acquire for their own undeclared pur-
poses. As the SDK owns the same permissions as the app, which
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are required for legitimate use cases, the SDK might abuse these to
access the same data for illicit uses.

To counteract such attackers, we reduce the trust placed into
third-party apps and their developers. We treat apps as non-user and
non-system-controlled entities that cannot be trusted. Apps should
only gain access to permission-protected data under very specific
circumstances, which have to be explicitly declared. All flows of
permission-protected data, called permission flows, are contained
and controlled by the OS. Since we build on Android’s existing
permission system, we have to rely on its soundness. Hence, we
exclude permission bypasses within Android itself from our scope.

In the case of an adversarial developer, our system prevents
privacy leakage as long as legitimate use cases can be fully executed
on-device. As soon as data leaves the device, e.g., to the Internet,
our system cannot prevent a malicious app developer from abusing
the data. Still, due to the explicit prompt Allow this app to send
[RESOURCE_NAME] to the Internet?, for each permission flow, we
aim to inform users and clarify that user data leaves the device. The
underlying concept of flow permissions is explained in Section 4.5.

In the case of a benign developer, our system can prevent privacy
leakage to untrustworthy SDKs by running the untrustworthy code
in a permission sandbox, decoupling it from the rest of the app.

As our threat model includes the execution of arbitrary code
within permission sandboxes, measurable side effects that allow the
construction of covert channels to transfer data from the sandbox
to the parent app are a warranted concern [107]. Due to their enor-
mous scope, we exclude covert channels from our threat model with
regard to our prototype’s implementation. However, we discuss
approaches on how to deal with them in Section 7.1.

4 A New Permission Paradigm

In contrast to status quo permission systems as described in Sec-
tion 2, we propose the following architecture with our enhanced
threat model in mind (see Section 3). We shift as much trust as
possible from third-party developers to the OS. By this, we enable
users to achieve data sovereignty, allowing them to precisely decide
which data they want to share with app companies and which data
should remain on their devices. Additionally, our system encour-
ages developers to avoid over-asking for permissions that might
not be necessary. Our framework is based on the following three
key design lemmas:

L1: General opaqueness of private data to apps: Third-party apps
cannot access permission-protected data by default. They
can never obtain the permissions required to directly interact
with the relevant system services.

App code within a permission sandbox can access permission-
protected data if the app holds the correct permission.
Permission-protected data can only leave P-Box with explicit
user consent and is restricted to precise data flows.

L2:

L3:

From these lemmas, new challenges arise, leading to the further
design of P-Box. In the following sections, we introduce and discuss
these challenges and explain how our system solves them.

4.1 Permission Sandboxes

For apps wanting to operate on permission-protected data, we pro-
vide a sandboxing mechanism that allows these operations to be
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executed without leaking information to the app itself. Permission
sandboxes are isolated processes controlled by the OS that can-
not communicate with the calling app besides well-defined input
and output channels, as required by L3. The result of a sandboxed
calculation is returned to the calling app as a handle, an opaque
reference to the actual data. When an app starts a permission sand-
box, it passes the requested permissions to the OS and must declare
its sandbox usage in its manifest using SANDBOXED permissions,
described in the next section.

4.2 Sandboxed Permissions

App developers must declare which permissions each sandbox is al-
lowed to use. To differentiate these new permissions from standard
OS permissions, we introduce a new type: SANDBOXED permissions.
All former permissions are now only available within a permission
sandbox in accordance with L11.

SANDBOXED permissions represent permissions that an app is al-
lowed to request when spawning a permission sandbox (L2). They
are labeled as install-time permissions, meaning apps do not have
to explicitly request them at runtime. Each SANDBOXED permission
corresponds to a standard Android permission, which is granted
to a permission sandbox by our system service. For example, the
SANDBOXED_READ_CONTACTS permission allows an app to spawn
permission sandboxes that are granted the permission READ_CON-
TACTS, and by this, access contact data within a sandbox. This
approach reduces the number of runtime prompts users receive
during app usage while keeping their permission-protected data
safe, as it cannot leave the sandbox.

4.3 Handles

The computational result of a permission sandbox is returned as
a handle to the calling app. This handle contains only a reference
to the actual value, which is managed by the OS. The app only
knows that it got a value, but cannot access the data, thus ensuring
L2. If it wants to use the data behind the handle, it can pass it to
a matching sandbox for further computations. Additionally, the
OS could also provide APIs for commonly used functionality that
directly consume a handle, given that these APIs adhere to our
permission model.

4.4 Tag System

As handles can be used as inputs to other sandboxes, our system
must store the permissions used to generate each handle, ensuring
only permitted data flows from one sandbox to another (L3). To
solve this, handles and sandboxes are labeled with the permission
sets they correspond to, which we refer to as their tags. The handle
containing the sandbox’s computation result is tagged according
to the sandbox’s requested permissions. If another sandbox wants
to use this handle, it must own all permissions contained in the
handle’s tags. The OS manages and enforces all tags as a trusted
entity. Because developers decide which permissions to request for
sandboxes they spawn, they are in full control of the sandboxes’
and corresponding handles’ tags, avoiding undesired overtagging.

We still grant the INTERNET permission to apps for performance and convenience
reasons. As it only represents a sink regarding permission-protected data, this does
not affect our security model.
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Allow sample-app to write your
precise location to the calendar?

Allow sample-app to use your
precise location in arbitrary ways?

WHILE USING THE APP WHILE USING THE APP

DON'T ALLOW DON'T ALLOW

(a) Consent request to write the
user’s location to the calendar.

(b) Consent request to pass lo-
cation data to the app process.

Figure 2: New consent prompts for permission flows. Users
can now grant individual data flows to distinct data sinks.

4.5 Flow Permissions

Apps might need to send permission-protected data to external
servers or write to external storage as part of valid use cases. For this,
we first distinguish between permission-protected data acting as a
data source that emits data, and permissions resembling a data sink
that consumes data. Examples for sources are location or network
state, and sinks are, e.g., Internet or storage locations shared with
other apps. Then, we introduce a second new permission type:
PS_FLOW permissions.

These permissions resemble exact data flows from permission-
protected sources to sinks. They must be requested during runtime
and explicitly approved by the user (L3), as shown in Figure 2(a). If
a flow permission is not granted, our system prevents the respec-
tive data flow. For example, without the permission PS_FLOW_LO-
CATION_FINE_TO_WRITE_CALENDAR, attempts to spawn individual
sandboxes that have both the WRITE_CALENDAR and the ACCESS_-
FINE_LOCATION permission, but also dereference operations of AC-
CESS_FINE_LOCATION-tagged handles within a WRITE_CALENDAR-
tagged sandbox are blocked by the system. If multiple different
permissions are requested when spawning a sink sandbox, the app
has to ask for permission flows for every corresponding data flow,
all of which the user has to accept.

After data is passed into a sink, it is not controlled by our system
anymore, and all privacy guarantees are voided. Especially, the
Internet sink can be potentially misused by passing permission-
protected data to a remote server and fetching it again to access
the data in plaintext. We do not consider this an additional privacy
threat, as the data must have exited our system’s boundaries with
explicit user permission before, as data sink access is enforced by
Android’s permission system.

Keeping flow permissions at a minimum results in fewer permis-
sion requests to users. As apps that request many permissions are
perceived as untrustworthy by users [97], our approach benefits
benign app developers.

To enable legacy apps and an easier transition to our paradigm
for developers, we introduce the declassify sink. This sink is gated
by special DECLASSIFY flow permissions that allow an app to deref-
erence a handle of a corresponding tag in its main process. This
resembles the same functionality of a status quo Android or iOS per-
mission, with the added benefit of control over which permission-
protected data an app is allowed to declassify. The corresponding
request is shown in Figure 2(b).
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4.6 Private UI Drawing

Drawing permission-protected data to the screen is a common
flow that our system supports in a privacy-preserving manner.
Usually, an app’s main thread handles all Ul related functionalities
and keeps track of the complete UI state, including all information
drawn to the screen. In our system, Lemma 1 does not allow an app
to dereference a permission handle outside of a sandbox by default.
Hence, it is not possible for an app to directly draw permission-
protected data to the screen. Instead, we provide capabilities for
permission sandboxes to render sub-views within the app’s user
interface (UI). We explain two approaches for implementing such
capabilities in Android in Section 5.3.

4.7 Backward Compatibility

To allow existing apps to continue working within our system, we
propose the use of compatibility shims, which transparently spawn
required permission sandboxes. These shims can be used together
with the declassify sink introduced in Section 4.5. If, for example, an
app not yet migrated to our architecture would want to call some
SDK function requiring a permission, the compatibility library
would then provide the same function as before, but internally
spawn a sandbox that calls this function. Then, the compatibility
function dereferences the result and returns it to the app. Hence,
the only change required of the app is to request all needed flow
permissions to the declassify sink.

Since granting these permissions to apps reduces the privacy
guarantees of P-Box, they must be protected by informative permis-
sion prompts according to L3, informing users of their implications.
A potential strategy for platform operators could be to allow these
permissions for a transition period, and afterward prohibit all apps
that declare them by the respective app store’s policy.

5 Android Implementation

We implement our new permission paradigm as part of AOSP. It is
open source and, therefore, easier to modify than i0S. While the
concept itself is applicable to iOS too, we decided against imple-
menting it for Apple’s OS, as only parts of it are openly available.
Additionally, being in control of the complete code base, we can
ensure that our implementation holds all the security and privacy
guarantees that we aim for. We base our implementation on AOSP
15 (API level 35) and test it on the Cuttlefish emulator [12] and a
Google Pixel 9 smartphone.

5.1 System Service

At the core of our architecture lies our system service, called PsHan-
dleManager. It spawns and manages permission sandboxes, handles
the creation and dereferencing of handles, bridges Intents originat-
ing from sandboxes, and enables private Ul drawing. This system
service performs all permission checks involved in these operations
and is the primary new trusted computing base that we introduce.
When spawning sandboxes, the service first checks that the app
holds the appropriate SANDBOXED permissions. If that is the case,
it registers a new permission sandbox with the activity and pack-
age managers and grants the corresponding permissions for each
SANDBOXED permission. The service then prepares the execution
environment and starts the sandbox process. If the sandbox exits
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Permission-protected

DY

Permission

A PsHandleManager
198 (System Service) Sandbox Resource
i spawnSandbox
Prepare sandbox resources,
check permissions
start process
.
set arguments Z Sandbox initialization
3' . .
1 notifyRead .
onReadyCallback ] ¥ Y =
: derefHandle
[] data Sandbox execution
: request data
return permission-protected data| |
return value 5
onResultsCallback ‘
as PsHandle Cleanup sandbox resources

Figure 3: Sequence diagram of the complete permission sandbox life cycle.

or the app terminates, the PsHandleManager stops potentially left-
over processes and unregisters the sandbox from the activity and
package managers.

Second, it creates and manages handles representing the results
of sandboxed computations. Internally, handles are stored within
a mabp, linking randomly generated UUIDs to corresponding data.
The system service wraps the UUID and associated tags with our
PsHandle class and passes it to the requesting process. On handle
initialization, the service stores the app’s user ID it created the
handle for and checks that ID when a client tries to dereference it.
This check enforces that only sandboxes belonging to the same app
or the app itself can dereference a handle. Additionally, this allows
transferring handles between the sandboxes of an app, as they can
still dereference them if they hold the appropriate permissions.

Third, the PsHandleManager bridges Android Intents originating
from a permission sandbox, e.g., to set an alarm from a sandbox us-
ing the SANDBOXED_SET_ALARM permission. Our architecture needs
to limit Intents originating from sandboxes, as they represent an
otherwise potentially leaking inter-process communication (IPC)
channel. For this reason, our service only permits allowlisted sys-
tem components as targets for Intents originating from the sandbox.
The rationale behind this design decision is that system components
are assumed to be trusted, and allowlisting permits the exclusion of
components that could be abused as a covert channel, e.g., if they
allow setting data that other apps can then retrieve. While it is pos-
sible in Android to register third-party apps as Intent handlers, this
requires explicit user interaction and therefore does not constitute
privacy leakage under our threat model.

5.2 Sandbox Thread

We use Android’s Zygote mechanism [2] to spawn new sandbox
processes. We differentiate between two different sandbox types:
Lightweight and Full sandboxes.
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Lightweight Sandboxes. These sandboxes are intended for short-
lived operations that should impose minimal runtime overhead.
They do not support rendering to the Ul nor loading an APK’s em-
bedded resources. The code for lightweight sandboxes is included
in the app’s assets directory during build and stored in the DEX
format. When loading lightweight sandboxes, our system service
copies the DEX file containing the sandbox class from the app’s
directory into a system-server-controlled directory.

Full Sandboxes. In contrast, full sandboxes can render to the Ul
when being passed a corresponding token (see Section 5.3) and
access an APK’s embedded resources. This implies that they can
inflate view layouts defined by XML resource files. When spawning
a full sandbox, our system service first copies the app’s APK into an
isolated directory and prepares a storage directory for the sandbox.

For both sandbox types, our system service forks a new process
from Zygote and loads our custom SandboxThread class wrapping
Android’s ActivityThread. When spawning this new process, the
system service also applies a custom SELinux context designed to
isolate our sandboxes and sets appropriate user and group IDs. This
SELinux context is based on Android’s untrusted_app context but
minimizes the number of privileges granted to our sandboxes. For
lightweight sandboxes, the wrapper class copies the DEX file into
memory. In contrast, for full sandboxes, it sets up a class loader
to load the given APK and sets up the required infrastructure for
rendering. Then it loads the requested classes and prepares argu-
ments, such as the app context structure. Finally, it invokes the
main method of the class specified in the initial spawn request
using reflection. After the loaded sandbox code returns, it invokes
the PsHandleManager service’s callback to return the result to the
calling app. Here, our service wraps the result in a PsHandle, ensur-
ing this occurs from a privileged context and cannot be bypassed
from within a permission sandbox. Figure 3 gives an overview of
the complete permission sandbox spawning process.
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5.3 Private UI Drawing in Android

We propose two options for enabling privacy-preserving rendering
from sandboxes in Android: In our first approach, apps can use our
system service to draw permission-protected data to the screen.
An app that wants to show the corresponding data for a handle
on-screen requests that the system service draws the data to the UI
at a location chosen by the app. The data is then drawn as a system
overlay, which is not accessible from the app’s code.

The second option uses primitives already provided by Android.
By creating a SurfacePackage and passing it back to the app, sand-
boxes can manipulate the associated SurfaceControlViewHost to
render to the SurfacePackage [16]. The SurfacePackage encloses
the view hierarchy as defined by the sandbox while preventing
direct access to its contents. Instead, it is a reference that an app
can use to render the contained Ul elements, allowing the sandbox
that holds the SurfaceControlViewHost to update the view hierar-
chy continuously. Our SandboxThread automatically initializes the
SurfaceControlViewHost if the app passes an InputTransferToken as
an argument when spawning a sandbox. The InputTransferToken is
necessary so that the app can forward input events to the sandbox.
Since this is an unidirectional channel into the sandbox, it does
not leak private data from the sandbox. After the app obtains this
package, it can then construct a SurfaceView to display the encap-
sulated view to the user. When doing so, Android’s privileged UL
compositor SurfaceFlinger [7] manages the rendering process. By
design, the parent app cannot access the contents of the embedded
view because the underlying window buffers are not exposed.

Both options can technically be bypassed by taking screenshots
of the app’s Ul or by using Android’s accessibility features. But, as
these options rely on explicit user interaction, we do not view them
as privacy leakage in the context of our threat model.

6 Evaluation

To answer RQ2, we evaluate the practicality of our architecture
twofold: First, we build multiple example apps to highlight how
typical data flows can be realized within the constraints of our
permission system. Second, we migrate an existing open-source
audio recorder app to our architecture. Lastly, we address RQ3
by performing benchmarks to estimate the runtime and memory
overhead of our implementation.

6.1 Example Apps

We implement two example apps to evaluate the practicality of our
architecture from an app developer’s perspective and showcase the
capabilities of our prototype.

Map App. This app showcases private Ul drawing and how for-
mer runtime permissions can be downgraded to install-time permis-
sions without any privacy leakage. The app spawns one permission
sandbox containing the MapLibre Native SDK [77] (see Figure 4(a)).
This sandbox is granted the ACCESS_FINE_LOCATION permission,
requests location data, and renders a map to the screen without
the parent app being able to access the view’s content. The parent
app declares only the SANDBOXED_ACCESS_FINE_LOCATION permis-
sion, which is needed to spawn the respective permission sandbox.
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This image is loaded from the Internet by the app's
main process:

This contact is retrieved within a permission sandbox,
can be sent to the Internet, and is not seen by the parent
app:

Ford Prefect

This data is retrieved within a permission sandbox,
cannot be accessed by the app, and cannot be sent to
the Internet:

Location: 51.045606,-114.057541
Altitude: 3.0

(a) Sample app using a per-
mission sandbox, running the
MapLibre Native SDK.

(b) Sample app combining two
permission sandboxes with
private Ul rendering.

Figure 4: Example apps running on a Google Pixel 9 device
within our custom AOSP-based framework.

Touch input is passed through from the parent app, so users can
still interact with the sandboxed map view.

This example only uses the permission-protected location data
to render a map view within a permission sandbox. It does not need
to request any runtime permission from the user, as the location
data never leaves the permission sandbox. By this, it cannot leak a
user’s location to any sinks, even if the main app had the INTERNET
permission to download additional map data.

Map apps usually download map data dynamically from the
Internet based on the current map view or user location. To prevent
fine-grained location leakage, this is not possible in this example.
Nevertheless, multiple map apps allow users to manually download
specific broader areas [26, 84]. By doing this from within the main
app, privacy leakage is minimized to broader map areas, and no
precise location data ever leaves the permission sandbox. We added
the option to pass files to a sandbox to enable this process. The
system service copies them to the sandbox’s working directory but
prevents the main app from accessing it.

Further, this example highlights that SDKs can be used within
our sandboxes, including any native libraries they may require.

Flow Permission Demo. The second example app demonstrates
how flow permissions enable fine-grained control over an app’s
data-sharing capabilities (see Figure 4(b)). The app uses two permis-
sion sandboxes: one accesses the device’s current location, while
the other reads contacts and sends them to the Internet. Both sand-
boxes draw privately to two distinct parts of the device’s screen.
The app itself also uses the Internet permission (which we allow
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an app to request for convenience and performance reasons, see
Section 4.2). The important principles our architecture enforces are:

o The app itself can neither access location nor contacts.

e Although the app declares the SANDBOXED_INTERNET per-
mission, it cannot spawn a sandbox with both the INTERNET
permission and the permission to access the device’s location,
as it lacks the corresponding flow permission.

o The app’s only runtime permission that requires explicit user
consent is PS_FLOW_READ_CONTACTS_TO_INTERNET. With this,
the app can spawn a permission sandbox to both read and
upload contact data to the Internet. It is important to note
that it still cannot send the location data anywhere.

This approach allows the same app to include a non-trustworthy
advertisement SDK that can never access private data, which is only
handled within the boundaries of the two permission sandboxes.

6.2 Migrating an Existing App

We migrate an existing open-source app to our architecture to ex-
plore the challenges developers face. For that, we use the Fossify
Voice Recorder app (50K+ downloads on Google Play) [53, 82] to
highlight how apps can handle complex permission flows (audio
recording, file system operations, and Internet access) in practice.
This app is written in Kotlin and uses a dedicated Android service
for recording. Its main Ul elements, providing recording, playback,
and recycle-bin functionality, are constructed by embedding view
fragments into the view hierarchy. This modular design pattern is
well-suited for adaptation to our architecture, as we can directly re-
place the initialization of view fragments with SurfaceViews backed
by dedicated sandboxes, as shown in Figure 5. The sandbox wraps
the existing view classes and adds 140 lines, while modifications to
each view fragment and its corresponding adapter class account

Player View

Recording View
Sandbox

Sandbox Sandbox

\il

$

Other
Components

Recorder Thread

Voice Recorder App

\!} Microphone

Internet +——

Figure 5: Permission flows in the migrated Fossify Voice
Recorder app. Permission-protected data is only accessed
within permission sandboxes (shown in light orange). Even
though the app has Internet access for crash analytics, it
cannot transmit recorded audio to the Internet.
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for the majority of the changes, numbering 493 additions and 549
deletions. To adapt the recording service, we convert it to a thread-
based implementation and move it into the recording fragment
sandbox. This change requires 255 additional lines, but replaces
the old service of roughly the same size. Using a thread eliminates
the need to perform IPC within our sandbox, which the original
implementation uses to control the recording state. Additionally, by
moving it into the Ul-controlling sandbox, we can directly request
the required permission to record audio within this sandbox. Finally,
we need to adapt the shared configuration object that was initially
wrapped in the context and explicitly pass it to the sandboxes.

The app relies on Android’s Storage Access Framework (SAF) [4]
to obtain file access permissions. Hereby, the app can request a
system-provided consent dialog for accessing a user-chosen direc-
tory. These dialogues must be initiated from an Android Activity
and cannot be used directly within a sandbox in our current pro-
totype implementation. Instead, our prototype supports an SAF
inheritance mechanism, where a sandbox can be spawned with the
SAF_INHERITANCE permission. This permission enables the sand-
box to use its parent app’s SAF grants. Because the file system is a
potential sink for privacy-sensitive data, the SAF inheritance per-
mission is marked as such. It requires the corresponding flow per-
missions when obtained simultaneously with other permissions. Us-
ing our SAF inheritance mechanism, migrating file accesses within
the sandboxes is as simple as granting them the SAF_INHERITANCE
permission. In total, we modified 18 files, resulting in 955 insertions
and 1014 deletions, to adapt the app to P-Box.

Our version of the app provides the benefit that users can be
assured that the recorded audio can only be written to the file
system. Since the app does not have any sandbox with file system
access and another sink, such as Internet access, it is not possible
for the app to leak this recording. In this particular instance, the app
is already designed to be privacy-friendly, as reflected by its lack
of the INTERNET permission by default. However, these guarantees
also hold if it were updated to add Internet access for analytics or
advertising purposes.

An important observation regarding the ease of transitioning to
our proposed permission system is that it highly depends on the app
in question. Apps with a modular architecture will be easier to port
than those that rely on tightly coupled components, especially if
those components involve many different permissions. Additionally,
apps that are privacy-friendly by design and require only strictly
necessary permissions are easier to adapt, since they need fewer
sandboxes to manage access to permission-protected data.

6.3 Backward Compatibility

We implement a minimal proof-of-concept of a backward com-
patibility library wrapper to test the practicality of the approach
introduced in Section 4.7. We choose to use the open-source Pock-
etMaps app [59] as an example for a real-world app. After some
minor tweaks to make the build system compatible with the An-
droid API level corresponding to our prototype, we only had to
include our compatibility library, redirect corresponding calls from
the original SDK class to our compatibility class, and request the
required declassify permission. These changes only required trivial
modifications of around a dozen lines of code, as the architecture of
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the app does not have to be adapted. Our example wrapper replaces
two different functions from the LocationManager API. It transpar-
ently calls the original methods within a sandbox and dereferences
the result. To increase the convenience further, the library wrapper
could wrap an app’s context to return an instance of the compatibil-
ity class instead of the original SDK class, similar to how Android’s
Appcompat layer [17] facilitates backward compatibility.

6.4 Prototype Test Suite

We have written a test suite, based on Android instrumentation
tests [3], to evaluate the privacy guarantees and functionality of
our proof-of-concept reproducibly. It consists of 32 distinct test
cases that validate permission access within sandboxes, flow per-
missions, and private Ul drawing. Further, it tests for unintended
communication channels by examining whether sandboxes can
communicate with other processes via IPC mechanisms, such as
shared memory, Binder, files, or sockets. We run all tests after each
development step on our emulator and, finally, on an actual Google
Pixel 9 smartphone to verify our final artifact.

6.5 Performance Evaluation

To answer RQ3, we first benchmark the resource consumption of
individual sandboxes and, second, extract permission usage pat-
terns from popular Android apps to estimate P-Box’s real-world
performance overhead. All benchmarks run on our custom AOSP
build on a Google Pixel 9 smartphone.

Benchmarks. We use Android Studio’s microbenchmarks [1] to
measure the runtime overhead of individual sandboxes. For this,
we spawn a permission sandbox that returns only its input value
as a handle. We measure the time it takes from calling spawnSand-
box until the onResultsCallback is fired in the calling app and the
memory consumption of the sandbox process. We repeat each mea-
surement 50 times. Full sandboxes introduce an average runtime
overhead of ~ 112ms (SD = 14ms) per spawned sandbox. Using our
lightweight sandbox option, this is reduced to ~ 73ms (SD = 11ms).
It is important to note that this runtime overhead originates in the
sandbox initialization process and IPC transactions to and from
the permission sandbox. There is no noticeable UI latency while
interacting with sandboxes that use private Ul drawing. In terms
of memory consumption, full sandboxes allocate ~ 120MB while
lightweight sandboxes use ~ 105MB. As current smartphone man-
ufacturers increase the built-in memory of their devices to enable
on-device machine learning features [55], we do not regard memory
consumption as a major issue. Permission sandboxes are mostly
short-lived and do not continuously occupy a device’s memory.

Real Apps. To estimate the performance impact of P-Box on
real-world apps, we use the following methodology. We select five
popular apps from Google Play [50] across different categories: Cap-
Cut (a video editor) [30], Claude (an LLM-based chat assistant) [52],
Duolingo (a language learning app) [35], QR Code Reader (a utility
app) [57], and Signal (an instant messenger) [93]. We run each app
on an Android smartphone for up to 5 minutes, performing typical
user behavior, but focusing on app interactions that trigger permis-
sion checks, such as contact, camera, or location access. We log each
time the app under test causes a successful permission check. Since

240

Becker et al.

we grant all permissions requested by the app, our logging includes
all permissions the app actively requests, but filters out unrelated
background permission checks performed by the OS. Hence, the
number of permission checks serves as an upper bound for the
number of permission-protected API accesses performed by the
app. We use these permission logs as input to a custom benchmark-
ing app that runs on P-Box and spawns a new permission sandbox
whenever the tested actual app has triggered a permission check.
We record system traces during the benchmarks.

Figure 6(a) shows how often each of the five apps caused a suc-
cessful permission check, divided into 100ms bins. These values
reach a maximum of 56 checks in one case, but on average, only
around 4.2 checks are performed for non-empty bins, with an aver-
age of 128 checks total for the whole trace duration.

When executing a sandbox for each permission check of the
corresponding real-world app, the overhead introduced by P-Box
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results in the CPU and memory usage shown in Figures 6(b) and 6(c).
The majority of the time, the CPU utilization is below 20%, and the
memory footprint is below 500 MB, peaking at 68% CPU usage and
up to 6 GB of memory. Though these values are high for Android
apps, modern smartphones have sufficient resources to handle this
overhead, e.g., a Google Pixel 9 has 12GB of memory [56].

We want to emphasize that the number of permission requests
derived from the real-world apps is a worst-case scenario. Our
benchmarks show bursts of checks for the same permission within
a short time span. These bursts probably either belong to a single
API call, which often performs multiple checks from different call
sites due to implementation details, or originate from the same
functionality of the app. In practice, we expect that many of the
corresponding permission requests can be performed in the same
sandbox, hence drastically reducing the performance overhead in
our system compared to this upper bound.

While performance is not the primary focus of our proof-of-
concept, we see optimization potential by reducing the preloaded
classes in the initial Zygote process and by tweaking the Android
runtime for our purposes.

7 Discussion

To answer RQ1, we discuss the security and privacy implications
of P-Box, its potential impact on stakeholders, and its use in light
of cross-platform frameworks in the following paragraphs.

7.1 Security and Privacy Considerations

Fundamentally, the security and privacy of our architecture rely
on the existing guarantees provided by Android. As we make only
SANDBOXED permissions available to apps, Android’s permission
system prevents apps from obtaining any permission-protected
data, assuming the absence of permission-bypassing vulnerabili-
ties. Hence, apps are by design unable to access any permission-
protected data. Instead, permissions to access private data can only
be used from within a permission sandbox. This security boundary
is enforced by our system service, which grants requested permis-
sions only if the app holds the corresponding SANDBOXED permis-
sion. Here, our service also considers combinations of permissions:
If the app tries to spawn a sandbox with multiple permissions, all
applicable permission flows are checked against the app’s currently
granted flow permissions.

As a consequence, the only place where permission-protected
data can originate within our architecture is within sandboxes.
Additionally, by checking the declared SANDBOXED permissions, the
service prevents unexpected permissions from being used within
a sandbox, thus still guaranteeing inspectability by examining the
app’s manifest as a single source of truth.

Sandbox Communication. Without obtaining PS_FLOW permis-
sions, permission sandboxes have only a single capability for return-
ing data to the “outside world”, which is through our system service.
To enforce this, our SELinux policy prohibits IPC channels between
a sandbox and other apps or sandboxes. This includes Android’s
Binder communication [11], Unix sockets, file system access, and
shared memory devices. The creation of local networking sockets is
restricted by the INTERNET permission. However, if a sandbox has
the INTERNET permission and wants to communicate with another
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entity that also possesses the INTERNET permission, then that is
trivially possible by bridging everything over the Internet, even
without using local sockets. In this case, the sandbox requires a
flow permission to simultaneously access the Internet and other
permission-protected data, such as a device’s location. Hence, al-
lowing the INTERNET permission does not break our requirement
that sandboxes cannot communicate with each other.

As our service is the only available back channel towards the
app, it is sufficient to wrap the results of sandboxes in a handle.
By this, an app can only obtain the opaque handle to the result,
which the service manages internally. The only way to obtain the
value associated with this handle is to query this service. Hence,
it is sufficient for the service to check whether the current caller,
which is either the app or one of its sandboxes, has the required
permission to dereference the handle. For sandboxes, this means
they must hold the corresponding permission, whereas apps require
the DECLASSIFY version of the related permission. Because flow
permissions are checked at sandbox spawn, apps can only spawn
sandboxes with permissions within the bounds of their granted flow
permissions. The DECLASSIFY permission is primarily intended for
backward compatibility (see Section 4.7), since it comes with severe
privacy implications. Once the app obtains the value of a handle,
that data is outside our threat model, and the app might perform
arbitrary operations with it, as is the current behavior of Android.

Covert Channels. Our security model prohibits any information
flows from a sandbox to its parent app, besides the opaque handle
a sandbox might return. However, covert channels threaten this
security principle. The obvious, design-inherent covert channel
our architecture exposes is a covert termination channel [96]. Since
code running within sandboxes is controlled by the untrusted app,
a sandbox might delay its termination depending on the value
of permission-protected data. Geofences that stop their execution
only when a user enters a specific area would be one instance of
such a termination channel. Unfortunately, recent work by Wei
et al. [107] has shown that techniques often used to address similar
covert channels, such as predictive mitigation and fuzzy clocks,
are not fail-safe. We argue, though, that this covert channel is not
different from other available covert channels inherent to aspects
such as CPU caches [90], system load [78], hardware sensors [29],
or dynamic display refresh rate switching [34].

When assuming the presence of an arbitrary unmitigated covert
channel, the security guarantees of our architecture degrade slightly.
Since we convert runtime permissions to install-time permissions
for use in sandboxes, runtime-permission-protected data could be
exfiltrated by exploiting a covert channel. This attack would then
bypass the runtime permission prompts in Android’s current sys-
tem. However, apps still have to declare these permissions in their
manifest to access this data at all. This guarantee still holds under a
threat model including covert channels. The only difference is that
in this threat model, a malicious app does not need to obtain user
consent explicitly. To some extent, this scenario resembles the well-
known existing issue of colluding apps [88]. If two colluding apps
are installed on the same device, they can exchange the sensitive
data they have access to, enabling data flows that are impossible in
isolation. For example, app A, with access to all phone contacts but
no INTERNET permission, could use IPC to transfer this data to app
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B, which holds the INTERNET permission. App B can then upload
the received sensitive data to the Internet. Assuming that app A
has a valid reason to request contact access, this attack effectively
bypasses the contact-permission prompt for app B. Hence, this at-
tack results in an outcome similar to that of our architecture under
the assumption of exploitable covert channels.

7.2 Potential Impact on Stakeholders

As our proposed framework introduces deep modifications to a
smartphone’s OS, we discuss the resulting changes for the three
main stakeholders of mobile OSs, users, developers, and platform
operators, individually.

Users. The main focus of our framework is to enhance smart-
phone users’ privacy. Therefore, we count user-facing changes as
the most important. First of all, we enhance user privacy by prevent-
ing apps from accessing permission-protected resources in their
main process by default. If an app wants to pass private data to
a sink, it must disclose the precise data flow and request the OS-
enforced flow permission from the user via a runtime prompt. This
is designed to improve the transparency for users and increase their
trust in their mobile devices.

Second, if apps use permission-protected data only within per-
mission sandboxes without any flows, they do not have to request
explicit user consent, as the app cannot retrieve a value from such
a sandbox. Still, the app can render its computation result to the
screen. Due to the private Ul drawing mechanisms (see Section 4.6),
it is still impossible for the app to retrieve this data from the screen.

P-Box only shows permission requests for occasions when apps
request to pass private data to non-sandboxed locations, namely
via flow permissions. Apps that process private data mostly lo-
cally have to show fewer user-facing permission requests, overall
resulting in fewer permission requests from apps to users while
enhancing user privacy by limiting an app’s options for handling
their private data. By focusing only on these potentially danger-
ous data flows, we assume that this highlights the importance of
those user-facing permission prompts. Related work has shown
that smartphone users tend to misunderstand permissions [28, 33].
With our precise descriptions of flow permissions and the general
reduction of permission prompts for privacy-friendly apps, we aim
to reduce user confusion about the capabilities of app permissions.

Developers. To comply with our permission system, app devel-
opers have to modify their apps. In Section 6.2, we outline possible
approaches for this process and discuss how the expected effort
to migrate apps to our system depends heavily on the app’s archi-
tecture. We also describe beneficial architectural design decisions
for an app that ease the transition to our system. Additionally, we
introduce an example backward-compatibility layer to simplify the
migration process for app developers (Sections 4.7 and 6.3). While
this effort, at first sight, might raise the development costs for an
app, it might also result in more revenue for the following reason:

For now, users have had to trust app developers’ privacy promises.
While they disclose their data-handling practices in privacy poli-
cies and app store privacy labels, these are not enforced by the OS.
With our system, these can be further enforced and can strengthen
users’ trust in developers who build privacy-friendly apps. Since
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each requested flow permission results in a user-facing prompt, we
hope to nudge developers to minimize their flow permissions in
their apps. This results in fewer user-facing prompts, potentially
increasing an app’s usability and popularity among users.

Platform Operators. Our framework relies on OS changes. There-
fore, it can only be implemented by smartphone platform operators,
most prominently Google in Android’s case and Apple for iOS.
These companies can enforce new programming paradigms on de-
velopers because they have sole architectural control over their
platforms. We envision such a drastic change with a grace period
that allows developers to migrate their apps piece by piece to the
new system, using our backward-compatibility APIs. There are
multiple past examples of Google or Apple introducing breaking
changes to their platforms, e.g., the introduction of runtime permis-
sions [6, 20], the enforcement of transport encryption for network
access [10, 22], Apple’s migration of iOS to the arm64 platform [19],
and Android’s change in how apps can access external storage [15].
By this, these platforms have proven they have the power to intro-
duce our proposed framework to their platforms. Especially for a
company like Apple, which emphasizes its focus on user privacy,
our system could reinforce user trust in the company and thus
provide a market advantage over competitors. On the other hand,
if one company introduces such a system, the other platform might
feel the need to match the competitor’s privacy guarantees.

Theoretically, it is possible for smaller Android distributions,
such as GrapheneOS [58], to enforce our system. Unfortunately, this
would break their compatibility with standard Android apps.

7.3 Cross-Platform Apps

Cross-platform apps, such as Flutter [43], React Native [81], and
Cordova [103], are popular alternatives to writing native Android
or i0S apps [94]. Their basic premise is that developers need to
write their app logic only once, while the respective frameworks
mostly abstract platform differences. Different strategies have been
explored for writing such cross-platform apps. For example, Flut-
ter comes with its own virtual machine to run app code written
in the Dart language [41], while React Native uses JavaScript to
communicate with their native rendering system [79].

Since all of these frameworks have their own architectures, it
is infeasible for us to cover each in detail. Hence, we focus on a
high-level outline of how they are compatible with P-Box. In a first
step, existing apps could use a compatibility shim as described in
Section 4.7. In the long term, cross-platform frameworks would
need to adapt to our permission model to avoid deterring their
app’s users by over-asking for permissions. Frameworks wanting to
implement our sandboxing paradigm face two separate challenges.

First, they require a way to render a SurfaceView or a derivative Ul
element to display sensitive data from within a sandbox. Depending
on their rendering architecture, this can be trivial if they support
embedding Android’s native views, as is the case for Flutter [42] and
React Native [80]. For Cordova, there is no officially documented
way to achieve the same, as their rendering is based on WebViews.
However, one option is to manually add an Android view and
position it at the desired position on top of Cordova’s WebView.
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The second challenge is to support the compartmentalization of
permission-related code into sandboxes. As cross-platform frame-
works typically use a programming language different from the plat-
form’s native language, such as Dart or JavaScript, simply spawning
our sandboxes is not directly possible. We envision two different so-
lutions to enable such use cases: the simplest option is to bootstrap
the respective framework’s engine within a permission sandbox.
This is supported by our prototype, as native library loading is
already implemented. However, it is unclear how much overhead
this process would entail, especially when aiming for short-lived,
ephemeral sandboxes. A second approach would be to extend the
API used for spawning sandboxes to support native processes di-
rectly, thereby removing the JVM startup overhead. We leave the
exact design and evaluation of such an approach to future work.

8 Limitations and Future Work

Our paper’s scope is the overall design of a privacy-enhanced per-
mission system for mobile OSs, as well as the technical challenges
of an Android implementation and the migration of existing apps.
As our framework introduces user-facing changes, future work
should evaluate how smartphone users perceive our design and if
it reduces potential confusion around smartphone permissions.

Google Play and Apple’s App Store require developers to declare
privacy nutrition labels that state how they handle user data [25, 47].
With our fine-grained control over permission-protected data flows,
it is possible to partially enforce these privacy labels, e.g., which
data is sent to the Internet and which resides on the device.

One unsolved problem is how to best implement data-dependent
resource retrieval in a privacy-conserving manner. For example, an
app might want to display the opening hours of a nearby institution.
To do so, it might need to perform an Internet query to retrieve
suitable institutions based on the user’s location. In our prototype,
this would require the user to agree to at least the flow of coarse-
grained location data to the Internet. A malicious app can then
abuse this flow to obtain the user’s location for arbitrary use. In this
specific case, the relevant aspect is the information about nearby
institutions rather than the upload of location data itself. The private
information retrieval (PIR) research field [72] addresses this exact
problem statement. However, it remains to be investigated whether
PIR can be implemented as an OS API to enable data retrieval using
handle-protected data as part of the index.

While our proof-of-concept is fully functional, we did not test it
with all available Android permissions or all possible combinations
of permission flows, as each additional permission introduces ad-
ditional engineering challenges in making its respective protected
resources available within a permission sandbox. The next step to
bring this concept to a production-ready state in Android would
include testing and implementing all remaining permissions and
permission flows. Still, each resource made available in a permis-
sion sandbox needs to be carefully evaluated to determine whether
it introduces new privacy leaks. For example, allowing arbitrary
file access within a sandbox introduces new attack vectors for ran-
somware, even if the file contents themselves remain private.

As described in Section 6.5, the P-Box prototype introduces a
high memory overhead. For a production-ready version, we rec-
ommend implementing a specialized version of Android’s Zygote
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mechanism for sandboxes to reduce their memory footprint by load-
ing only strictly necessary resources. Furthermore, CPU overhead
can be reduced by preloading sandboxes in the background.

Another interesting question is to analyze the technical feasibil-
ity of our system on Apple’s i0S. While Apple’s iOS permission
system is conceptually similar to Android (see Section 2.3), it is
mostly closed-source. An implementation outside Apple’s own ca-
pabilities would rely heavily on reverse-engineering, jailbreaking,
and binary patching of existing iOS functionality. Therefore, we
consider this out of scope for this paper.

9 Related Work

We identified multiple works aiming to improve Android’s permis-
sion system. The following publications focus on solving the prob-
lem of information disclosure within apps by employing software
compartmentalization, examining permission flows, introducing li-
brary permissions, conducting taint analysis, using more fine-grained
permissions, or analyzing cross-library data harvesting.

Software Compartmentalization. The compartmentalization of
software is a well-studied field [74]. A program is divided into
distinct parts that are run with varying privilege levels in separate
processes. Lefeuvre et al. have written a recent overview of different
approaches, which we recommend to the interested reader [74]. In
the following, we focus on Android-related publications.

The conceptually closest work to our proposal is written by Fer-
nandes et al. [40]. They have designed a system that separates an
application’s execution into two parts: One that can access confiden-
tial data and compute on it, and one that contains the application’s
main code. Similar to our approach, data is only visible as a handle
to an application and can only be processed in sandboxes. While
their system is designed for the IoT domain and is implemented as
a user-space app, we implement our system as part of AOSP, in-
corporating Android’s security guarantees and permission system,
and focus on arbitrary Android apps. This enforces our paradigm
at the system level.

Further work is focusing on the separation of application parts
operating on sensitive and non-sensitive data. Khatiwala et al. in-
troduce the concept of data sandboxing for C programs, where
applications are split into parts based on the sensitivity of the data
they handle [68]. Similar works on Android focus on the division
of SDK code and app code [92, 109] and program parts handling
camera and Internet access [63]. Herbster et al. propose a concept
where apps can request a special state that allows for access to
sensitive resources but prohibits Internet access [61]. Apps can
only revert to their normal state through a restart, which reduces
the usability in comparison to our approach.

Qiu et al. propose the instrumentation and modification of apps
to inspect and control dynamically loaded libraries by SDKs [86].
Lee et al. automatically separate an app’s execution into two pro-
cesses with different sets of permissions [73]. They focus on the
mitigation of security vulnerabilities in native code, allow com-
munication between the two processes, and do not primarily pay
attention to user privacy in case of malicious application parts.

Huang et al. compartmentalize by exchanging calls into SDKs
from apps with calls into separated processes containing the for-
merly called SDKs [65]. Wang et al. designed a developer tool that
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facilitates the separation of app and third-party code into isolated
sandboxes [104]. Nevertheless, it is not enforced by the user or
operating system, but relies on the developer’s indulgence. Another
work proposes a user-level solution to separate data and permission
accesses between apps and their advertisement SDKs [112]. This is
achieved by hooking function calls to system services.

The previously discussed publications focus mainly on smart-
phone or app instrumentation, pre-processing, or user-level solu-
tions, and thus only provide patches while the underlying system
remains unmodified. In contrast, our framework is part of the OS,
enforces privacy guarantees with a new permission paradigm, and
solves the problem fundamentally.

Permission Flows. The concept of permission flows and resulting
flow permissions, which allow specific data flows between com-
ponents, is investigated in the following papers. Fragkaki et al.
examined Android’s security model in 2012 and identified missing
control over data flows that handle permission-protected data [44].
They propose a system that blocks certain sets of permissions for
an app if that app is forbidden from transferring data across these
permission domains. Holavanalli et al. introduce the term flow
permissions [62]. In their work, they provide a methodology for
statically analyzing flows of permission-protected data on Android
and present the resulting flow permissions to users at installation
time. A similar approach, focusing on privacy leakage via IPC, in-
cluding runtime analysis of apps and more fine-grained permissions,
is proposed by Zhang et al. [111]. Chen and Zhu define permission
flows as a “justification problem” [32]. Only data flows that trigger
a Ul state change are classified as justified and allowed.

Library Permissions. Zhan et al. leverage the call stack to inspect
the calling library on permission checks and enforce permissions
per library [91, 108]. Similar works suggest instrumenting apps at
runtime and distinguishing between permission requests from SDKs
and the main app [31, 45, 46, 106, 110]. While these approaches block
access of non-trusted libraries to permission-protected resources,
apps still run in one process, program parts can exchange data, and
permission flows are neither tracked nor enforced.

Taint Analysis. Multiple works track permission-protected data
flows in Android apps using taint analysis [27, 36]. While ap-
proaches based on this technique can identify privacy leakages
in arbitrary Android apps, they do not fundamentally solve the
problem by enforcing strict user-controlled flow permissions.

More Fine-grained Permissions. Huang et al. propose an improved
version of Android’s accessibility permission. They sandbox all
parts of an app touching accessibility APIs to prevent the leakage of
private data [64]. Rasthofer et al. designed a system to control data
flows across multiple Android apps, where global policies can be
applied to more fine-grained permissions. Apps are instrumented in
a pre-processing step, and their system runs on an unmodified An-
droid version [87]. Other works focus on the general improvement
of Android’s permission system by introducing more granular per-
missions [66] or by adding the ability to block an app’s individual
API accesses that are permission-protected [83].
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Cross-library Data Harvesting. In the emerging area of cross-
library data harvesting mitigations [105], He et al. enhance third-
party libraries by modifying the SDK’s bytecode [60]. Lu et al. claim
to solve the problem by separating the SDK’s execution from the
main process, inspired by Google’s SDK runtime [76]. Nevertheless,
their code is based purely on modifications by app developers, runs
entirely in user space, and therefore provides no additional privacy
guarantees for users.

Summary. None of these ideas solves the problem of non-essential
permission flows holistically. Either they are based on static or dy-
namic analysis and modification of apps, or they work entirely in
the user space. While the former is error-prone and may break
an app’s functionality, the latter does not provide all the security
guarantees of Android and is excluded from our trust model (see
Section 3). In contrast, we provide an extension to AOSP and an
associated app development paradigm. By doing this, we give de-
velopers full control over their app, as we do not instrument the
app at installation time or during execution. At the same time, we
empower the user through the OS to enforce limitations on the
app’s use of permissions.

Additionally, related work is mostly focused on the separation
of apps and their SDKs or advertisement libraries. We instead pro-
pose a holistic approach limiting the abuse of arbitrary permission-
protected resources within apps regardless of being accessed out of
SDKs or the main app.

10 Conclusions

In our paper, we propose P-Box, a new permission system for An-
droid. With our open-source implementation, we demonstrate the
feasibility of our system and the practical enforcement of fine-
grained app permissions and data flows. We provide multiple app
examples using P-Box, including sandboxed SDK usage and the
migration of a real-world app. We discuss the implications of P-Box
for stakeholders in the mobile app ecosystem, namely platform
providers, developers, and users. Overall, we aim to inspire An-
droid and iOS OS developers to strengthen their platforms’ privacy
guarantees, increase user protection, and data usage transparency.

Ethical Considerations

Our research did not involve any human subjects or private data
in any form and, therefore, did not require approval from our in-
stitutional review board. We aim to improve smartphone users’
privacy while ensuring that developers can continue to efficiently
implement apps and support arbitrary app use cases, as discussed
in Section 7. Overall, we identify no negative ethical implications
for any of the stakeholders.

Availability

Our source code and dataset are publicly available on https://github.
com/seemoo-lab/p-box.
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