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Abstract

Federated Learning (FL) is an advancement in Machine Learning
motivated by the need to preserve the privacy of the data used to
train models. While it effectively addresses this issue, the multi-
participant paradigm on which it is based introduces several chal-
lenges. Among these are the risks that participating entities may
behave dishonestly and fail to perform their tasks correctly. This
misbehavior, in turn, also threatens privacy, because an undetected
deviation in training or aggregation can silently undermine the con-
fidentiality guarantees that FL was designed to provide. This moti-
vates mechanisms that provide checkable evidence that released
checkpoints are consistent with a declared learning specification
and an auditable execution trace. In this SoK, we model federated
learning as an append-only transcript of submissions, admissions,
aggregation, and finalization events, and formalize verifiability as a
collection of integrity claims issued by clients and the aggregator,
and checked by different verifier classes. We derive a taxonomy
of recurring client-side and aggregator-side claims and use it to
analyze representative verifiable FL (VFL) systems spanning Zero-
Knowledge Proofs (ZKP) and Trusted Execution Environment (TEE)
technologies. Our analysis suggests that, while verifiable aggrega-
tion is comparatively mature, data verifiability appears feasible but
still sparsely adopted in practice, and verifiable training remain
costly and rarely scale to modern models.
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1 Introduction

Machine Learning (ML) has seen tremendous growth over the past
two decades and is now one of the most actively researched areas in
computer science [9]. Its success has largely depended on the qual-
ity of training data, reflecting the well-known principle of “garbage
in, garbage out”. In many practical scenarios, however, the training
data is not only critical for the model accuracy, but also sensitive in
nature since it may contain confidential information. In such cases,
data owners may be unwilling to share their data with a central
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authority or third party. Furthermore, multiple related entities may
consider collaborating to train a shared model while keeping their
own data private. This is often the case in scenarios such as health-
care, where departments from different hospitals want to leverage
their data to obtain a model that benefits all participants. To address
these issues, a Federated Learning (FL) approach was introduced by
Google in 2016 [57]. Over time, several limitations of this approach
began to emerge. In particular, the model updates shared by clients
may leak information about their local datasets, and an untrusted
server may infer sensitive data [33]. On the other hand, it was
also soon recognized that clients can behave Byzantine and sub-
mit poisoned model updates that disrupt convergence or implant
targeted backdoors [35]. These limitations point to the familiar con-
cerns of protecting client data and handling malicious participants.
This is evident in the large body of work surveying FL threats and
defenses whereby one anticipates deviations and evaluates their
effects under selected attacks. Such research will arguably become
increasingly critical, as low-budget and low-visibility attacks can
still inflict disproportionate damage in practical deployments [60].

In practice, FL deployments are therefore assessed primarily
through outcomes, like accuracy and convergence, resource costs,
and robustness or leakage under chosen threat models [26]. Yet, met-
rics based on outcome provide little use for dispute resolution or au-
diting, when the learning workflow occurs among mutually distrust-
ful organizations. This issue is exacerbated by privacy-preserving
deployments, which can complicate regulatory oversight. For in-
stance, under the EU AI Act and GDPR, organizations deploying
FL must demonstrate not only that data stays local, but that the
training process itself complied with declared policies, a require-
ment that pure privacy mechanisms cannot satisfy alone [94, 102].
Moreover, recent theoretical results show that post-hoc detection
is not a reliable substitute for integrity guarantees. It was shown
that an untrusted learner can plant computationally undetectable
backdoors, such that the resulting model can be indistinguishable
from an honestly trained one to any efficient detector [43]. This
suggests that accountability mechanisms for FL should provide
portable, checkable evidence that binds the released checkpoints to
a specified transcript of local training and aggregation. On this mat-
ter, the evolving field of verifiable computation has recently found
applications in ML, and by extension to FL settings as shown by
the several works that we and others surveyed [104]. More broadly,
this notion of verifiability is distinct from validating model quality,
which can often be assessed efficiently by standard evaluation [45].
Verifiability instead concerns integrity claims about the learning
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process itself, namely whether the final results are consistent with
that prescribed computation. Importantly, mechanisms for such
integrity claims need not be exclusively cryptographic, but evi-
dence may be instantiated also via hardware-backed attestations or
recording of an auditable training history, as commonly proposed
in systems such as blockchain-assisted FL [84].

Contributions. We organize in an organic way existing ter-

minology, properties, threat models, and state of the art results
in the field of verifiable FL (VFL). Moreover, we propose a novel
classification framework to systematize VFL schemes according
to their security and privacy properties. We choose to focus on
the following scenarios: Federated only (i.e. we only look at scenar-
ios where the training dataset is split into private subsets among
the participants); Central aggregator only (i.e. we do not consider
peer-to-peer or gossip-based schemes. This is in order to focus on
efficient, practical schemes that can have immediate applications);
Training and aggregation only (i.e. we do not address all those prob-
lems that arise at inference time, such as privacy of inference and
model watermarking). As for verifiability mechanisms, we restrict
our scope to systems instantiated via Zero-Knowledge Proofs and
Trusted Execution Environments, as these are the most established
primitives for verifiable computation in the literature [72, 81] and the
only two that produce verifiable evidence artifacts in the formal sense
of Section 3.
These scoping decisions are motivated by the need for a focused
and comparable analysis of verifiability in high-stakes, privacy-
sensitive deployments (e.g., healthcare, finance), where the core
accountability questions concern the correctness and compliance
of training and aggregation. Despite the seemingly narrow scope
of this survey, we show that there is enough depth to grant an
extensive study that covers many of the existing approaches, made
even more advantageous by the fact that such study can easily be
expanded, or complement in an orthogonal way other analyses
focusing on other aspects of ML.

2 Preliminaries

Federated Learning. The high-level idea of FL consists in a set
of clients {Cy, ...,C,}, each with its own dataset {Dy, ..., D,} and
an initial model {61,nis, ..., Oninit }, typically 6;inic = Ojinic Vi, j €
{1,...,n}, i.e. the same across all clients.

The goal is to collaboratively train a single, shared model in an
iterative procedure as follows:

(1) Each client C; at round ¢ trains a model locally on its own
dataset D;, obtaining 6;;, t € [1, T]. The number of rounds
T is usually not fixed in advance.

(2) Each client C; sends its local model 6;; to an aggregator.

(3) The aggregation is performed, producing a global model
6g10bal,t~

(4) The global model is then distributed back to each client.

Steps 1 to 4 (Figure 1) are repeated until a stopping criterion is met.

It is worth noting that, in Step 2, clients may send either the full
updated model 0;; or only the difference A0, = 0;+ — Oyiopat,i—1
i.e. the change from the previous model version. Sending deltas
instead of full models can reduce communication costs and is often
preferred. Aggregation, Step 3, is the process that, at iteration t,
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combines each 6;; from the various clients to obtain a global model
Bglobal,s Which is then redistributed to the clients.

We can distinguish between different algorithms for this step[83],
such as FedAvg [69], FedProx [63], FedNova [97], Scaffold [53].
While FL preserves data locality, model updates may still leak sensi-
tive information. To mitigate this risk, secure aggregation protocols
aim to protect individual contributions while preserving correct-
ness of Oglobar,s [54]. Existing approaches include: Masking, where
each client perturbs its update as HﬁaSkEd = 0;; + si and masks can-
cel out during aggregation [12]; Homomorphic Encryption, which
enables aggregation directly over encrypted updates [34, 50, 70];
Multi-Party Computation, allowing clients to jointly compute the
aggregate without revealing individual updates [18, 52, 106] — a sys-
tematic comparison of these and related cryptographic approaches
in the FL setting can be found in [67]; and TEE-based approaches
(see 4), where aggregation runs inside a trusted enclave and only
Oglobal, is released [32, 71]. Another widely used privacy-preserving
technique is Differential Privacy (DP), where noise is added to data
or updates to limit information leakage [49, 100]. In FL, noise is
typically injected into client updates or into the global model, so
aggregation is performed over perturbed values. Unlike secure ag-
gregation, this noise does not cancel out, making exact recovery of
the clean aggregate impossible and generally trading privacy for
reduced model accuracy.

Verifiable Computing. VC gives the caller a succinct crypto-
graphic proof that the remote work was executed correctly, so that
verifying the proof is much cheaper (e.g., polylogarithmic) than
redoing the job [41]. Formally, a protocol (P, V) is complete if an
honest prover P convinces the verifier V with overwhelming prob-
ability when the result is correct, and computationally sound if
no probabilistic polynomial-time adversary can make V accept an
incorrect result except with negligible probability [44].

General-purpose zero-knowledge proofs prove the correctness
of arbitrary computations and can be made zero knowledge via stan-
dard blinding techniques. Their design space is mainly shaped by
setup and arithmetisation. The former concerns how public param-
eters are generated: from circuit-specific trusted setups [46, 77], to
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updatable ones [21, 28, 38], up to fully transparent systems at the
cost of larger proofs [15, 22, 87]. Arithmetisation determines how
computation is encoded algebraically: from classic R1CS and QAPs
[16, 42], to Plonk-style table constraints [38], to trace-based AIR
formulations enabling quasi-linear-time proving [15], and modern
hybrids combining constraints with lookup tables for efficiency
[37, 109]. Overall, different designs trade off prover cost, proof size,
and transparency.

Blockchain and Smart Contracts. Blockchain is a distributed
ledger organized as an append-only chain of blocks, first popular-
ized by Bitcoin [74]. New blocks of transactions are added via a
consensus protocol (commonly Proof of Work or Proof of Stake)
rather than by a central authority. Different systems can be catego-
rized as permissionless (public) or permissioned (private). Smart
Contracts are self-executing programs, originally envisioned by
Szabo [92] and popularized by platforms such as Ethereum. Once
deployed, they execute transparently and are typically immutable,
making them useful for verifiable processes, where interaction with
off-chain data is commonly mediated via oracle networks.

Trusted Execution Environments. A TEE, also called a se-
cure enclave, is a hardware-backed execution context that aims to
preserve the confidentiality and integrity of a protected compu-
tation even when the surrounding system software is potentially
malicious. TEEs are now widely deployed across device classes
and are often used as a pragmatic alternative to cryptographic
approaches [72, 73, 113]. TEEs provide an isolated execution en-
vironment (e.g., enclaves or protected VMs) with a small trusted
computing base rooted in the CPU and firmware, although recent
work shows that architectural and microarchitectural attacks often
weaken these guarantees [73, 113]. To externalize these guaran-
tees, remote attestation allows a verifier to validate that a code
image is running inside a genuine TEE via an attestation token
(i-e., quote). Let m « H(code || config || init) be the measurement
of the enclave’s state. The quote is calculated as q¢ = Sign(skree,
m || nonce || ud). Here, ud binds optional user data (e.g., a public
key), and nonce is challenge supplied by the verifier to prevent
replay attacks. The verifier checks that Verify(pkreg,q) = 1 and
that m matches the expected reference value. We denote g; as the
quote for enclave i and o;, as the specific attestation instance at
round t.

3 A Framework for Verifiable FL

We distinguish three main application classes that characterize how
verifiability manifests in FL:

(1) Data inclusion or exclusion. Prove that a model was trained
with or without specific data items (e.g., authorized records,
revoked consent).

(2) Provenance and authorship. Prove that a released model or
checkpoint is derived from a given dataset and training spec-
ification, enabling attribution and resolving disputes over
intellectual property.

(3) Collaborative correctness over partitions. Prove that multi-
ple independent parties correctly trained submodels on dis-
joint private partitions and that these contributions (i.e. local
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model updates) were combined according to the declared
protocol.

Notably, (1) and (2) are relevant to ML in general, whereas (3) is
specific to FL, where provenance and correctness are fundamentally
multi-party due to distributed trust and partial observability. From
these application classes we can gather different set of challenges:

e Verifiable data usage: How can clients commit to data and
policies so that audits remain meaningful over time, including
compliance with “right to be forgotten” requirements and data
minimization obligations under privacy regulations?

o Verifiable training algorithm: How can clients prove that
updates follow the declared training procedure (i.e. architec-
ture, loss, optimizer, and hyperparameters) without revealing
private data or relying on trusted devices?

e Verifiable (secure) aggregation: How can the server prove
correct aggregation over the declared updates, and how can
auditors detect equivocation without breaking confidentiality?

A common thread is that these challenges motivate keeping an
auditable execution trace of submissions, admissions, and aggrega-
tions across rounds. However, auditability alone is insufficient to
enable verification. What is still missing are concrete guarantees
that the recorded actions truly comply with the declared training
and aggregation rules. Hence, we must make explicit which ac-
tors produce evidence, for which claims, and under what privacy
constraints.

3.1 System Model

The following system model illustrates (i) which entities participate
in an FL execution, (ii) what information is recorded as an execution
transcript, and (iii) what it means for a party to provide evidence
that some recorded action satisfies a declared rule. We define the
roles below, where entities may play multiple roles:

e Data owner (DO). The party that controls a dataset and asso-
ciated usage policy (e.g., consent, sampling, preprocessing
constraints). A data owner may delegate computation to a
separate trainer, or coincide with the client.

o Client (CL). A party that performs local training and produces
a candidate contribution for a training round, such as a model
update or gradient.

o Aggregator (AG). The party that combines client contribu-
tions to form a global update and produces a new checkpoint.
This may be a centralized server, a committee, a secure en-
clave service, or smart contract logic.

o Transcript provider (TP). A functionality that records an
append-only trace of relevant events and makes them re-
trievable. This may be instantiated as a public blockchain, a
permissioned ledger, or any authenticated log.

o Verifier (V). Any party that checks evidence. Verifiers can in-
clude the aggregator (online admission), participating clients
(cross-checks), external auditors (compliance), or fully public
verifiability.

We write V for the verifier class (e.g., V = {AG}, {AG, CL}, {auditor},
or {public}). Distinguishing verifier classes is essential because

some protocols provide evidence that is checkable only under des-
ignated root of trust (e.g., platform attestation keys), rather than
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Figure 2: System model for verifiable federated learning. Data owners (DO) provide datasets and usage policies to clients (CL),
who perform local training and submit contributions to the aggregator (AG). Evidence artifacts (dashed red arrows) may be
recorded in an append-only transcript maintained by the transcript provider (TP), or delivered directly to verifiers (designated
verification). TP logs the lifecycle of each round (i.e., submissions (Sub;), admissions (Adm,), aggregation (Agg,), and finalization
(Fin;)) and may store full evidence or only handles to off-chain artifacts. Verifiers (V) read context and handles from TP to
bind checks to ctx;, and can check evidence either during protocol execution (dashed green arrow) or ex post over the recorded

transcript (solid green arrow).

by arbitrary third parties. An FL execution proceeds over rounds
t € {1,...,T} and is governed by a declared specification Spec,
which may include: (i) the model architecture identifier and initial-
ization, (ii) the local training rule (loss, optimizer, hyperparameters,
number of epochs), (iii) the admissibility policy for contributions,
(iv) the aggregation rule, and (v) optional privacy mechanisms (e.g.,
secure aggregation, DP noise addition). We treat Spec as a reference
object that evidence statements can refer to. When privacy mech-
anisms hide raw contributions (e.g., via secure aggregation), the
transcript may record only commitments to off-chain data, which
will affect verifiability statements accordingly.

Transcript model. We model an execution by an append-only
transcript Tr consisting of a setup record followed by per-round
records:

Tr := (Setup, Roundy, ..., Roundr).

The setup record includes any public parameters and the initial
checkpoint:
Setup := (pp, Spec, ckpt,).
Here, pp may include both static public parameters and, when re-
quired, digests of the setup procedure that generated them. Typical
examples in our surveyed papers include Distributed Key Genera-
tion (DKG) transcripts for threshold or HE-based aggregation [20],
CRS identifiers and verification keys for proof systems [2, 13],
and attestation bootstrap records that fix accepted enclave mea-
surements and trust anchors [51, 61, 110]. The element ckpt, de-
notes either the initial global model state or a commitment to it.
Each round record summarizes the lifecycle of client contributions
Round, := (tag,, Sub;, Adm;, Agg,, Fin;), where:
e tag, is a round identifier that fixes the context for replay
prevention.
e Suby is a set of submissions. A submission from client i is
represented as sub;; := (i, hi;, m;;), where h;; is a handle
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to the contribution (e.g., a plaintext update, a commitment,
or a ciphertext under secure aggregation) and m; ; is optional
metadata required by the declared protocol (e.g., weights,
client identifiers, signatures).

e Adm; records the admitted set and any admission metadata,
e.g., Adm; := (S;, Spec.policy), where S; C {1,...,n} de-
notes the indices admitted for aggregation.

e Agg, records the aggregation output and any auxiliary data
needed to interpret it (e.g., aggregation weights): Agg, :=
(M8, o).

e Fin, records the finalized checkpoint ckpt, or commitment
and its linkage to the transcript, e.g., via inclusion proofs or
log references.

Next, we model a verifiability mechanism as producing an evidence
artifact, denoted by e, that supports a claim about some transcript
event. Formally, a claim is a predicate ®(x) = 1, where x is a
statement derived from publicly available inputs, such as (Spec,
ckpt,_y, i, hiy, tag,) for a client step, or (Spec, St, {hi;}ies,, ckpt,)
for an aggregation step. A procedure then outputs e using private in-
formation (i.e., a witness) unavailable to verifiers; while verification
is an efficient, deterministic check: Verify(pp, x, e) € {0, 1}.

We require evidence to be bound to the relevant transcript con-
text ctx,, which consolidates all public information needed to ver-
ify round-t actions ctx; := (pp, Spec, ckpt,_,, tag,), where ckpt,_,
and tag, link the round to the transcript prefix. Concretely, the
public statement x must include the round identifier and the refer-
enced transcript commitments, so that replaying e across rounds or
across different transcript instances is detectable. This abstraction
intentionally subsumes both cryptographic evidence and hardware
evidence. Finally, we distinguish between online verification, where
Verify is executed as part of protocol control flow, and ex post verifi-
cation, where Verify is run after the fact over the recorded transcript.



Proceedings on Privacy Enhancing Technologies 2026(4)

A graphical depiction of the proposed framework is presented
in Figure 2.

3.2 Black-box Interfaces and Claim Taxonomy

Building on the roles and transcript objects, we summarize the min-
imal black-box interfaces used throughout this survey in Appendix
A.1. We then instantiate the abstract predicate view introduced
above by defining two families of claims: (i) client-side claims, which
justify admitting a submission into Adm,; and (ii) aggregator-side
claims, which justify the aggregation output recorded in Agg, and
the finalized checkpoint ckpt, in Fin;. In both cases, a claim is a
predicate over public transcript-bound inputs (derived from ctx;
and recorded handles), and is supported by an evidence artifact
verified via the corresponding ¥y interface.

For each client submission sub;; = (i, hjs, m;;), the associated
public statement is

CL - 1D
xi,[ = (Ctxt’ L hi s hi,ta mi,t),

where ctx; denotes the public round context derived from the tran-
script, and kP is a public handle to client i’s dataset under the
declared policy (e.g., a vector commitment, registry pointer, or TEE
attestation reference). For aggregation, the public statement is

xS = (ctxe, Spy {hig }ies,, he%, ckpt,),

where h:®® denotes a public handle to the aggregation result. Ev-
idence eiC’tL is accepted if ﬁ.VerifyCIient(xS—,
elC is accepted if Fy.VerifyAgg(x/C, erC) = 1.

We next detail the main claim types used throughout this survey.

eft") = 1, evidence

Client-side claims. These claims justify admitting a recorded
submission into Adm,. We group them into four recurring types:

¢ (CL1) Data binding. The client submission is associated
with a dataset that is consistent with the previously pub-
lished handle h? = Fpg.Bind(D;, PolicySpec).

e (CL2) Local training correctness. The submitted handle
h;,; corresponds to an update computed from the prior check-
point in ctx; by executing the declared local rule in Spec, on
data consistent with hl.D , producing eftL.

e (CL3) Update admissibility. The submission satisfies de-
clared constraints used for admission (e.g., shape checks,
norm bounds, clipping ranges, or differential privacy noise
addition). This claim is often weaker than full proof-of-
training, but is sufficient for mechanisms that reject mal-
formed or out-of-policy updates before aggregation, and may
contribute to mitigating certain gradient-based inference or
poisoning attacks.

e (CL4) Uniqueness. Evidence is bound to ctx; (in particular
tag, and ckpt,_;), so that reusing an old (h;, eEtL) across
rounds or transcripts is detectable.

To connect these claims to actual FL training, Algorithm 1 restates a
verifiable local step in a way that matches #¢|.Train and produces
evidence verifiable via ¥y .VerifyClient. Many (non-)membership
statements can be expressed by choosing the granularity at which
data are committed and referenced in the client evidence. For intu-
ition, if x is a data item to be excluded, one can enforce constraints
of the following form inside the evidence generation for the lo-
cal step: (i) BGD: a single commitment to the (full) batch and a
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Algorithm 1 Verifiable client local step (round ¢)
Input:
Private: Dataset D;
Public: ctx, ( pp, Spec, ckpt,_;, tag,); own data handle h?
Output: submission sub;; = (i, k¢, m;;); client evidence egt"
1: 0;; « Fcr.Train(D;, ctx;) > batching strategy per Spec
2. h;; < Encode(;;, Spec.encoding) > plaintext, commitment,
or ciphertext
3. m;; < DeriveMetadata(D;, Spec)
aggregation
: eftL « evidence artifact for xic’t"
2 subjy « (i, by, miy)
: Send sub;; and eftL to AG
: Frp.Append(tag,, sub;, eiC’tL)
auditability
8: return (sub;,, eftL)

> e.g., |D;| for weighted

N o G

> independent record for

Algorithm 2 Verifiable aggregation (round ¢)

Input:
ctx; (pp, Spec, ckpt,_;, tag,); registered handles {h"};c[n)
Sub; = {(i, hi,t, mi,t)}

cL
{eir

Output: Adm,, Agg,, Fin,; e/®
: S[ — 0
: for each (i, h;;, m;;) € Sub; do
if ﬁ.VerifyClient(xftL, el) =1 then
S« S, U {i} ’
end if
. end for
: Adm; « (S;, Spec.policy)
: Derive aggregation weights w; from Spec and {m;;};cs,
: (h?gg, ckpt,) < Fac.Aggregate(ctx, {hi;}ies,, @¢)
10: Agg, «— (K358 ;)

11: Fin; « ckpt,
AG
: et

N N B LI NI VR CR

> or commitment thereof
«— evidence artifact for fo, or L if implicit
13: Frp.Append(tag,, Sub;, Adm;, Agg,, Fin;)
14: return (Adm;, Agg,, Fin;, e?G)

non-membership condition; (if) SGD: per-sample commitments and
b; # x for each committed item; (iii) mini-batch: per-mini-batch
commitments and non-membership within each batch. These con-
straints can further be realized in zero-knowledge, so that batches
remain private.

Aggregator-side claims. Aggregator-side verifiability is about
justifying that the recorded aggregation output and checkpoint are
consistent with the declared rule and the admitted set. We again
group the recurring claims:

e (AG1) Correct admission set. The admitted set S; recorded
in Adm, matches the application of #v.VerifyClient to sub-
mitted evidence with any declared admission policy tags.
Namely, the aggregator neither adds nor omits submissions
relative to the declared verification rule.
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o (AG2) Correct aggregation and checkpoint update. The
aggregator output handle h®® are consistent with applying
the declared aggregation rule in Spec to exactly the admitted
submissions {h;;}cs,, and updating from ckpt,_; as speci-
fied.

e (AG3) Non-equivocation. The aggregator cannot present
different aggregates to different verifiers (or at different
times) without detection. This can be enforced by binding
h;8 or ckpt, into the shared transcript via Frp.Append, so
all verifiers read the same finalized record.

Algorithm 2 restates verifiable aggregation in a way that matches
Fac-Aggregate and produces evidence verifiable via %y .VerifyAgg,
while abstracting over on-chain and off-chain deployment patterns.
In the former case, a smart contract performs the verification of egtL
and the aggregation itself, so that e’® = 1 and non-equivocation
follows directly from the public transcript. In the latter, aggregation
is run off-chain and the aggregator publishes an evidence artifact
e/C that is checkable by the intended verifier class V.

Relations among claims. Since the seven claims above are not
at the same level of strength, it is important to clarify how they
relate. Among the client-side claims, CL1 simply constrains h?
and certifies that it was produced by a function pg.Bind under
PolicySpec (Appendix A.1). The only relational claim is CL2 as it
ties h;; to ckpt,_; and to data consistent with hiD through Spec. As
a consequence, it can compose with CL1 into the natural guarantee
that the recorded update was produced by the declared rule on the
registered dataset, but taken on its own CL2 leaves hiD unattested
unless CL1 also holds. Similarly, whether CL2 also entails CL3 de-
pends on Spec, for example when clipping or DP noise belong to
Spec. Otherwise, CL2 and CL3 certify different aspects, since a vec-
tor that satisfies the constraints can always be sampled without
performing any training, as is clear from schemes that verify only
structural predicates on the submitted vector like in [11]. In the
same way, CL1 and CL3 are independent, as a bound dataset han-
dle implies nothing about the submitted bytes and an admissible
update carries no data provenance. CL4, unlike the rest, does not
concern what the evidence asserts but how it is connected to the
entire context ctx;, hence it can be combined with any of the above.
A similar reading applies to the aggregator side, where we have a
collapse between AG1 and AG2 only if the aggregation proof in-
ternally re-runs verification on each input, otherwise these remain
independent claims. Because aggregator claims effectively inherit
whichever client-side predicates are enforced by Fv.VerifyClient,
removing either side weakens security guarantees in asymmetric
ways. For example, without the aggregator side, even strong client
evidence can still be recombined incorrectly before reaching the
checkpoint (Appendix A.2).

4 Verifiable FL State-of-the-Art Solutions

We provide a systematization of the field based on 13 representative
research papers. These contributions were selected both for the rele-
vance of the frameworks they introduce, which address some of the
challenges of FL discussed in Section 3, and for their instantiation
of verifiability through ZKP or TEE-based primitives, consistently
with the scope defined in contributions. Given the novelty of this
research area, our literature search (see the Appendix 8) suggests
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Table 1: Selected papers.

Cryptographic ‘ Hardware-based
Ref. Year Venue ‘Ref. Year Venue
[98] 2023 IEEE TBDATA | [20] 2025 Prog. in Al
[2] 2024 IEEEICAIC [51] 2023 IEEE TII
[103] 2023 arXiv [110] 2025 arXiv
[11] 2023 USENIX [47] 2025 arXiv
[66] 2024 ACM [62] 2024 IEEE MILCOM
[56] 2024 IEEE Access | [61] 2021 ACM/IEEE SEC
[13] 2025 IEEENOMS

that these 13 papers constitute the most recent and relevant con-
tributions to date. A summary of each of the analyzed solutions
is provided in 4.1, 4.2 and 4.3, while an algorithmic description is
provided in the Appendix B.

Excluded papers. Several works in the literature provide verifi-
ability for FL through custom cryptographic primitives. Represen-
tative examples include VerifyNet [105], which uses homomorphic
hash functions and pseudorandom technologies to verify aggre-
gation correctness; Zhang et al. [111], which employs bilinear ag-
gregate signatures to detect aggregator misbehavior; and Fu et
al. [36], which leverages Lagrange interpolation to verify the cor-
rectness of aggregated gradients. While these approaches provide
a notion of aggregation correctness, they fall outside our scope for
two reasons: (i) verification is restricted to protocol participants
only: the correctness check relies on secret parameters distributed
by a trusted authority during setup, so that any external party, such
as a regulator or third-party auditor, who did not receive those
parameters cannot verify anything, even ex-post over a recorded
transcript. (ii) The proving methodology is structurally limited to
a partial coverage of AG2 and cannot extend to AGI, since there
is no mechanism to bind the aggregation output to a declared ad-
mission set, nor to client-side claims such as CL1 or CL2, as there
is no general-purpose encoding of the local training computation.
ZKPs and TEEs, by contrast, can in principle be instantiated for any
claim in our taxonomy. Future works referring to our classification
framework with a focus on different primitives, can still explore a
hybrid approach as long as the custom primitive is paired with a
mechanism that extends verification to the claims it cannot natively
support.

4.1 Verifiable clients behavior only

These works implement client-side claims from classes CL1-CL4.

Li et al. [62]. This paper provides verifiability of the training
procedure by leveraging server-side partial retraining, where the
server (also acting as the task publisher) uses an SGX-TEE for non-
linear operations and a GPU for linear operations. The approach
follows Zhang et al. (TrustFL) [112], with the key difference that
clients are not required to possess a TEE. After the retraining pro-
cedure, the enclave validates the client’s behavior by comparing
the model update obtained from the server-side retraining of the
sampled epochs with the update submitted by the client. If the two
match, the server accepts the contribution for aggregation; other-
wise, the client is deemed misbehaving and its update is rejected.
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Sentinel[110]. This paper by Zhang et al. leverages ARM Trust-
Zone TEEs to provide verifiable training guarantees. Notably, en-
claves are not used to execute the training itself; instead, they host
a trusted training recorder that captures the control-flow graph
CF and a set of critical variables CV during the training procedure.
Concretely, the recorder captures (i) a control-flow trace, which re-
flects the structure of executed training routines (e.g., data loading,
forward pass, loss computation, backward pass, optimizer step),
and (ii) a set of critical-variable measurements, which records the
usage and evolution of security-relevant variables during training
(e.g., the received model parameters, training hyperparameters, loss
values, gradients and/or parameter updates). This allows the server
to detect behavior violation during the training procedure.

ACORN [11]. This work by Bell et al. does not provide an actual
proof of training. Instead, it introduces input validation for secure
aggregation by attaching succinct, verifiable statements to client
updates via range zero-knowledge proofs, so that malformed or
out-of-policy contributions can be detected and rejected prior to ag-

gregation. Each masked update sent to the server is accompanied by
Enc(m;,0;)
it

tion of the masked update (i.e. 6;; = Encode(m;, 6;,)) and binds the

values m; and 0;; to their commitments dp,; and dy, ,. The second

0<0;+<T

proof, ;, , enforces a range constraint on 6;,, while the third

proof, II'Z flid(ei”), encodes additional application-specific validity

constraints, such as Ly, Ly, and Lo, bounds on the client updates. In
particular, enforcing an Ly-norm bound can help mitigate certain
classes of model-poisoning attacks by limiting the magnitude of
malicious updates [91]. Overall, ACORN primarily targets robust-
ness through verifiable update admissibility constraints, rather than
providing auditability or correctness guarantees for the training
procedure itself.

three proofs: the first proof, = , guarantees correct calcula-

4.2 Verifiable aggregator behavior only

These works implement aggregator-side claims from classes AG1-
AG3.

zkFL[98]. The first work we present for verifiable aggregation
is by Wang et al.: they propose a blockchain-based FL framework
in which the aggregator proves the correctness of the aggrega-
tions using ZKPs, which are verified on-chain. The system was
deployed on the Ethereum public blockchain, with Halo2[21] em-
ployed as the zero-knowledge proving scheme. The aggregation
strategy used, as reported by authors is FedAVG [69]. Verifiability
is achieved through a proof generated by the aggregator, demon-
strating the correctness of the aggregation and ensuring that only
user-submitted weights were used for the computation. So, security
against global model tampering is guaranteed; selective dropping is
also mitigated, as the encryption of each gradient is passed as a pub-
lic input for the aggregation proof verification. Hence, each client
can check that its gradient was actually included in the aggregation
process.

zkFDL[2]. This work by Ahmadi and Nourmohammadi pro-
poses another FL framework leveraging blockchain, in which the
server performs a ZKP to demonstrate to the clients the correctness
of the aggregation. Additionally, it is proven that all inputs provided
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by the clients have been used. The system was deployed on the
Ethereum blockchain, using the Groth16 [46] zero-knowledge prov-
ing scheme to ensure the correctness of the aggregation process.
The circuit takes as public input the hashes of each update, their
summation, and the aggregated result, while it takes the raw up-
dates as private input. The choice to use the hashes of the updates
as public inputs is aimed at reducing the cost of proof verification
and at hiding the actual updates, since verification takes place on a
smart contract where all interactions are publicly visible.

V-FLEX [20]. Proposed by Bouamama et al., targets verifiable
aggregation in cross-silo FL by combining TEEs with threshold HE.
It enforces aggregation correctness and integrity through hardware-
backed attestation and algebraic consistency checks over encrypted
updates. The aggregation function is not executed inside the en-
clave which, instead, is used to (i) attest correct protocol execution,
(ii) protect verification logic and key material, and (iii) compute
and verify integrity tags, while the computationally intensive ho-
momorphic aggregation is performed on the untrusted host.

Kalapaaking et al. [51]. This paper proposes a blockchain-
based cross-edge FL architecture where each blockchain node inde-
pendently performs SGX-backed model aggregation, and a custom
consensus mechanism based on attested global models is used to
agree on the final global model, avoiding smart-contract-based
aggregation.

4.3 Verifiable client and aggregator behavior

These works implement both client-side claims from classes CL1-CL4
and aggregator-side claims from classes AG1-AG3.

zkPPFL [103]. The work proposed by Xing et al. is, to the best
of our knowledge, the first one to approach the problem of making
both training and aggregation verifiable. In the process described
by the paper, the verifiability of the aggregation is achieved via a
smart contract. In contrast, the verifiability of the training is en-
sured by executing a Groth16 prover at each training epoch, being
linked using a X — protocol [31] to guarantee the correctness of
the overall training process. No public ledger is explicitly men-
tioned in the paper. We therefore infer that the system is intended
for deployment on a permissioned blockchain, since aggregation
is a computationally intensive task that would be prohibitively
expensive to perform on a smart contract in a public blockchain
environment, due to both gas limits and high fees. These issues are
typically avoided in permissioned settings.

VPFL [66]. This work by Ma et al. targets third-party verifia-
bility of FL while preserving data confidentiality by combining ho-
momorphic commitments, Merkle trees, and non-interactive zero-
knowledge range proofs (Bulletproofs). VPFL does not prove that lo-
cal updates were computed by running the declared optimizer over
the committed data; instead, it proves (i) inclusion of committed
data, (ii) boundedness of each client’s submitted model parameters,
and (iii) additive consistency of server aggregation.Note that the
approach used for (ii) is similar to ACORN’s (4.1), even though the
term input validation is not used to describe the technique.

Federify [56]. The notable aspect of this work by Keshavarzkalhori
et al. is the use of ElGamal threshold encryption [79] to preserve the
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privacy of model updates. In this process aggregation takes place
on a smart contract deployed on the Ethereum public blockchain,
where correctness is ensured by its intrinsic properties. The veri-
fiability of training is guaranteed by a ZKP that proves the entire
training phase, including the correct encryption of the updates. The
specific ZKP used is Groth16 [46].

VerifBFL [13]. The work proposed by Bellachia et al. [13] is the
most recent among the ones leveraging ZKP and the first to leverage
a recursive ZKP for both the proof of training (effectively a proof
of accuracy) and the proof of aggregation. This work, similarly
to VPFL, proves only certain properties of the training process,
specifically, whether a given level of accuracy has been achieved. In
contrast, the proof of aggregation focuses on verifying the correct
computation of the global model at each round using Nova [59].

AG2
Correct
Aggregation

AG1 AG3
Correct Non-
Admission quivocation

— . ca1
Uni CcL4 e Data
niqueness . Binding

CL2
Training
Correctness

CL3
Update
Admissibility

—— Research focus (0 = none, 5 = highest)
---- Ease of implementation (0 = hardest, 5 = trivial)

—— Claims for the broader VFL framework

Figure 3: Research attention vs. ease of implementation of
each claim

SecureFL [61] This work by Kuznetsov et al. is a TEE-based FL
framework where verifiability is realized as participant-verifiable
integrity via remote attestation. In particular, (i) each worker re-
motely attests the SGX enclave hosting the cloud-side aggregator to
verify that the expected SecureFL code is running, and (ii) workers
obtain assurance about other workers because the attested cloud
enclave performs TrustZone attestation of edge devices on their
behalf. Only successfully attested workers are admitted as eligible
participants. SecureFL thus provides code-identity evidence for (i)
server-side aggregation and (ii) a protected portion of worker-side
training, under both TEE vendors threat model.
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VerifiableFL[47]. Guo et al. propose a complete verifiable and
auditable federated learning framework based on a novel TEE
abstraction, referred to as exclaves. An exclave is defined as an
integrity-only and secret-free execution environment, whose sole
responsibility is to attest the correct execution of a given computa-
tion. Secret keys used for attestation are assumed to be hardware-
protected and managed by a dedicated secure co-processor, rather
than by the exclave software itself. In an offline auditing phase, a
third-party auditor constructs a Dataflow Graph where it evaluates
the verifiable claims by checking (i) that each task is associated with
an allowed code measurement and (ii) that the graph is structurally
and dataflow-consistent across rounds, e.g., ensuring that DP tasks
are not bypassed, client contributions are not dropped, and dataset
commitments remain stable.

Claims coverage. Figure 3 presents a two-dimensional compar-
ison between research attention and ease of implementation. The
distribution suggests a concentration of prior work on verifiable
aggregation, while alternative verifiability claims receive limited
coverage in the literature, despite their practical implementability
(e.g. CL1, CL4, AG1, AG3). We inferred the ease-of-implementation
metric based on a qualitative assessment of task complexity. The
corresponding estimates are reported in Table 2. The figure also
highlights in red the claims corresponding to the core verifiability
properties of a VFL framework, suggesting a natural priority or-
dering, even though an end-to-end verifiable deployment arguably
requires integrating the remaining claims as well.

Table 2: Deployability of integrity claims.

Claim Adoption (/13) Complexity Ease of implementation (/5)
CL1 2 O(D) 4
CL2 6 O(E-D-N) 1
CL3 5 O(N) 3
CL4 1 0(1) 5
AG1 2 O(K) 45
AG2 10 O(K -N) 2
AG3 3 0(1) 5

N: model size; D: dataset size; E: number of epochs; K: number of admitted clients.

5 Comparative Analysis

In this section, we compare the previous solutions from various
perspectives to assess which features and guarantees they provide.

5.1 Verifiability assessment

Besides mapping each work to our claim taxonomy, we also assess
which verifiability dimensions the papers themselves target. Table 3
distinguishes verifiable data usage (VD), verifiable training (VT),
and verifiable aggregation (VA) alongside the underlying construc-
tion. Aggregation attracts the most complete solutions because
it fits comfortably inside ZK circuits, smart contracts, or TEE en-
claves. Training and data verifiability remain largely unexplored or
addressed only in limited forms. We also note that reasons for such
gap is threefold. First, proving full training is expensive, so works ei-
ther target toy models (e.g., lightweight CNN in [103], Naive Bayes
in [56]) or offload most computation outside the trusted boundary



Proceedings on Privacy Enhancing Technologies 2026(4)

Table 3: Verifiability properties

Andrea Rizzini, Marco Esposito, Tommaso Gagliardoni, and Francesco Bruschi

Table 4: Role of Blockchain in Verifiable FL

VD VT VA Construction
zKFL [98] - - @ ZKP (Halo2)
zkFDL [2] - - @® ZKP (Groth16)
zkPPFL [103] - ® @ ZKP (Grothl6, X-protocol) + SC
ACORN [11] - © - ZKP (Bulletproof)
VPFL [66] [ ] © © ZKP (Bulletproof)
Federify [56] - ® @ ZKP(Groth16)+SC
VerifBFL [13] - © @ ZKP(Nova)
V-FLEX [20] - - @ TEE
Kalapaaking et. al. [51] - - @® TEE + consensus mechanism
Sentinel [110] - [ ) - TEE
VerifiableFL [47] [ ] @® @ Modified TEE abstraction (exclaves)
Lietal. [62] [ ] © - TEE + GPU (SeTO protocol)
SecureFL [61] - [)) © TEE

@ provides property; © partially provides property; — does not provide property.

(e.g., only final layers in TrustZone in [61], linear operations dele-
gated to an untrusted GPU in [62]). Second, several proposals verify
proxies rather than training itself (e.g., [11] and [66] validate inputs,
[13] checks accuracy post-hoc, and [110] runs a training recorder
inside the TEE rather than the training process itself. Third, the
most complete architecture exists only as an abstraction without
corresponding commodity hardware [47]. These patterns suggest
that, despite notable progress, there is no comprehensive solution
yet, and current proposals should be regarded as complementary
rather than exhaustive in addressing the verifiability challenges
of FL. A further distinction cuts across all TEE-based approaches.
Attestation certifies platform identity and code integrity at load
time, but confirming that the measured binary actually implements
the intended FL logic requires separate code review and systems
expertise [7]. TEE verification also depends on vendor-operated
infrastructures and evolving certificate chains, complicating long-
term audits. Therefore, we argue that evidence grounded in TEEs
provides a designated verifier integrity under explicit trust anchors
rather than universally verifiable proofs.

Blockchain-based verifiability. Several of the surveyed works
leverage blockchain technology to support verifiability in FL. The
blockchain’s inherent properties (transparency, immutability, and
decentralized consensus) make it a natural trust anchor for record-
ing proofs, coordinating participants, and ensuring auditability of
the training process. In this context, it is useful to distinguish be-
tween two roles that the blockchain can play. In a passive role, the
blockchain acts as an auditability medium: events, commitments,
or model checkpoints are recorded on-chain to enable ex-post in-
spection. In an active role, it acts as a verifiability medium: proofs
are verified on-chain by smart contracts, which enforce protocol
correctness as part of the execution flow itself. Among the surveyed
works, the dominant pattern results the active one (Table 4). It is
worth noting that the active role implicitly subsumes a degree of
auditability as well: since proof verification events are recorded on-
chain, any party can inspect the transcript ex-post and verify that
such proofs, along with their public inputs, were accepted at each
round. As can be noticed from Table 4, the majority of the works
adopt an approach based on off-chain executions with ZKPs to be
verified on-chain later on. Alternatively, proof verification could
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Blockchain usage and specific Main role
methodology

zKFL [98] Off-chain aggregation ZKP verification Active

zKkFDL [2] Off-chain aggregation ZKP verification Both

zkPPFL[103] Training ZKPs verification; SC-based Active
aggregation

VPFL [66]* Input validation ZKPs verification; off-chain Both
aggregation ZKP verification

Federify [56] Training ZKPs verification; SC-based Active
aggregation

VerifBFL [13] Training accuracy ZKPs verification; off-chain Active

aggregation ZKP verification

Kalapaaking et al. [51] Consensus on the TEEs aggregation outcomes -

" VPFL does not mention a blockchain explicitly, but refers to a bulletin board.

Table 5: Mitigated attack classes.

Claim Property Mitigated attacks

CL2,CL3  Semantic integrity (client) Model poisoning, free-riding
AG2 Semantic integrity (aggregator) Global model tampering

CL1 Data provenance Compliance bypass

CL4 Uniqueness / freshness Replay attacks

AG1, AG3 Correct admission, non-equivocation  Selective dropping, split-view

occur on a specialized public chain and only attestation roots are
posted to the Ethereum settlement layer [48]. This is a reasonable
choice for training, which is a computationally heavy operation
and would also reveal sensitive information if executed on-chain
due to the transparency property of the blockchain. Similarly, per-
forming aggregation on-chain would incur high fee costs when
running on public blockchains. In zkFL and zkFDL, the server per-
forms aggregation off-chain while generating a ZKP in parallel,
which can then be verified on-chain. zkPPFL and Federify integrates
verifiable training by producing a ZKP for the training process that
is verified on-chain; moreover, the aggregation itself takes place
within the same smart contract used for verification. VPFL per-
forms training off-chain and generates ZKPs for input validation
to be verified on-chain, while aggregation also occurs off-chain
with subsequent on-chain verification. Similarly, VerifBFL executes
training off-chain and produces ZKPs for model accuracy verifi-
cation on-chain; the aggregation follows the same pattern, being
performed off-chain and later verified on-chain. Kalapaaking et al.
is the only TEE-based work that relies on the blockchain. However,
unlike the previously discussed works, the blockchain is not used
as a verifiability medium, but rather to run a custom consensus
protocol that allows nodes to agree on the outcomes produced by
their TEEs. The works that instead do address auditability most
explicitly are VPFL, mentioning a generic bulletin board that can
be instantiated through a blockchain, and VerifiableFL [47], relying
on an authenticated log.

5.2 Security from verifiable claims

A central observation is that verifiability mechanisms can con-
tribute to mitigating a subset of well-known FL attack classes.
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While the strength of these mitigations depends on the assumed
adversary model as in Appendix A.2, here we identify two comple-
mentary protection categories.

Semantic integrity and deviation attacks. Claims CL2 (local
training correctness), CL3 (update admissibility), and AG2 (cor-
rect aggregation) enforce that recorded actions match the declared
specification Spec. When a verifier can check that a client’s submis-
sion results from applying the specified optimizer to an authorized
dataset, or that the aggregator combined exactly the admitted up-
dates according to the stated rule, the protocol rejects arbitrary
deviations before they influence the model. With this property,
model poisoning becomes detectable because malicious gradients
cannot satisfy a proof that ties output updates to the declared
training procedure. Several works illustrate this constraint through
different evidence types [13, 56, 103, 110]. Mitigation could also be
achieved partially, like in [61] where only the last layers’ training
logic is confined to a TEE. Furthermore, free-riding is arguably pre-
vented when CL2 requires proof that any meaningful computation
occurred, even just a proof-of-accuracy mechanism in [13], the at-
tested per-task records [47], or a partial re-execution strategy [62].
Lastly, global model tampering fails when AG2 holds, since the ag-
gregator must demonstrate that ckpt, follows from applying the
aggregation rule to exactly the admitted set [2, 20, 51, 98].

Provenance, consistency, and transcript-level attacks. Claims
CL1 (data binding), CL4 (uniqueness), AG1 (correct admission set),
and AG3 (non-equivocation) establish provenance and consistency
across the execution. Since evidence is bound to the round context
ctx;, so that resubmitting a stale (h; ;, ei‘:'t") tuple in a later round fails
verification, defenses against replay attacks can be established. For
example, challenge-response freshness mechanisms and signature-
and-commitment binding can both make duplicate submissions
detectable [66, 110]. As for selective dropping, if each client can
verify that its contribution appears in the finalized transcript, the
aggregator cannot silently discard updates. We note that AG1 and
AG3 jointly serve this aim when passing each client’s gradient, or
its hash, as a public input to the aggregation proof in [2, 20, 66, 98],
unlike [47] where a dataflow graph enables ex-post detection of
dropped contributions. Finally, if clients only accept global mod-
els whose commitments match a shared log, blockchain-backed
coordination can prevent a malicious server from sustaining split-
view (equivocation) attacks, since divergent model views become
unverifiable [82]. This can be achieved by committing aggregation
outputs and proofs [13, 56] or by running aggregation inside SGX
enclaves at each blockchain node and finalize the global model
through consensus [51].

Verifiability alone clearly does not address all FL threats, and the
guarantees above hold only under their respective threat models.
When training on adversarially curated samples, poisoning remains
possible even if these samples were validly committed, namely CL1
and CL2 are both verified. The privacy consequence is analogous
to the role of integrity in encryption where confidentiality is much
weaker when an attacker can choose or tamper with the objects be-
ing protected. Therefore, privacy attacks require mechanisms such
as differential privacy or homomorphic encryption that we discuss
next in Section 5.3. Lastly, none of the surveyed works fully resolve
sybil and coalition attacks that exploit open enrollment by creating
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many identities so that the attacker increases its weight in Adm,. In
our taxonomy, AG1 and CL4 do not provide sybil resistance without
external trust anchors. Practical mitigation therefore still require a
form of stake or quota based participation, attested identities, or
cross silo governance, layered on top of robust aggregation [60].

5.3 Methodologies for privacy

Research shows that zero-knowledge proofs are well suited to FL
because clients can justify correct local behavior while keeping
training data private [104]. Consequently, the literature no longer
views verifiability as an optional extension but as a necessary com-
plement to privacy-preserving computation [19]. The surveyed
works demonstrate various strategies in this respect.

Table 6: Overview of the updates privacy strategies

Methodology for privacy

ZKkPPFL [103]
ACORN [11]
Federify [56]
VerifBFL [13]

Noise injection

Secure aggregation with masking
Secure aggregation threshold encryption
Differential Privacy

V-FLEX [20]
Kalapaaking et al. [51]
VerifiableFL [47]
Lietal. [62]

SecureFL [61]

Secure aggregation with threshold HE
Secure encrypted channel with the TEE
Differential Privacy

Secure encrypted channel with the TEE
Secure encrypted channel with the TEE

Claims CL1 and CL2 carry the highest privacy stakes since they
involve raw datasets and model updates. To address the challenge of
not leaking statistical properties of the underlying samples, schemes
like [103] modify public statements across epochs so that interme-
diate gradients remain hidden, while final outputs undergo per-
turbation and encryption before reaching the smart contract. An-
other approach is to allow third-party auditors to verify structural
properties of local training without observing gradient values, by
committing model updates in Merkle trees and proving range con-
straints in zero knowledge, as in [66]. Similarly, privacy emerges
directly for the claim concerning update admissibility as the exact
magnitudes of gradient norms are not disclosed [11].

Aggregator-side claims involve a different privacy context than
client-side claims. The aggregator often handles encrypted or masked
inputs and any integrity check must operate over these protected
representations. Table 6 summarizes how the surveyed works achieve
such update confidentiality. For example, homomorphic encryption,
with ElGamal threshold schemes or CKKS, allows the aggregator
to combine ciphertexts without decrypting them [20, 56]. In TEE-
based designs, clients establish secure channels directly with the
enclave, where plaintext aggregation occurs in a protected envi-
ronment [51, 61, 62]. As for differential privacy, while adding noise
to gradients prevents statistical inference attacks, it introduces
new challenge for verifiability, because if clients freely choose their
noise, malicious actors can inject arbitrary values. This maps to CL2
for local noise generation and CL3 for proving noise stays within
bounds, while central DP at the aggregator falls under AG2. In the
recent literature, solutions range from committing to random seeds
before execution [75] to fully arithmetizing noise generation into
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zkSNARK circuits with Pedersen-committed outputs [99]. Within
the surveyed FL works, [2] and [13] use verifiable random functions
so auditors can confirm noise was drawn correctly, while [103] mod-
ifies verification keys across rounds to prove noise addition without
revealing exact perturbations.

5.4 Verifiability overhead across different
settings

We examine here the computational and communication overhead
derived from local training, aggregation, and auxiliary operations
performed by our system model entities in Section 3.1. A strict
comparison isn’t feasible as experimental setups vary widely and
key metrics are often missing. We therefore collect and systematize
metrics for each verifiable claim in Table 7, and provide insights
into the practical implications associated with each approach.

The cost of client-side claims. Most overhead comes from CL2
and CL3, which require encoding expensive computations into ver-
ifiable statements. For CL2 (local training correctness), translating
a neural network training loop into an arithmetic circuit explodes
the constraint count, even for small models and single training
epochs [103]. Similarly, CL3 (update admissibility) incurs a high
cost when it must compute norm bounds or clipping constraints
over high-dimensional update vectors, for instance when verifying
noise addition [47]. In contrast, CL1 (data binding) reduces to a
one-time commitment over the local dataset, whose cost is reported
in [66] but not in [62], and CL4 (uniqueness) seems to piggybacks
on existing infrastructure with minimal added cost. We argue that
in TEE-based systems CL4 could reduce to binding the attestation
report to a fresh challenge or nonce issued by the server at the start
of each round, but such neglegible cost could be inferred only from
[47]. Alternatively, uniqueness is achieved through lightweight >-
protocol proofs that demonstrate the inputs to one computation
piece match the outputs of the preceding piece, reusing the common
reference string already generated for the proofs in CL2 as in [103].
As for verifier cost, it is underreported in several works, since some
papers do not isolate it as a separate metric and instead embed
it in the aggregation control flow. When reported, it ranges from
millisecond-scale pairing checks for zkSNARKs to on-chain gas
costs when verification is delegated to a smart contract. An excep-
tion is [62], where verification consists of re-executing randomly
sampled training rounds inside the server’s enclave.

The cost of aggregator-side claims. Correct aggregation and
checkpoint update (AG2) absorbs most of overhead as it encodes
the aggregation rule itself, which touches every admitted update.
When the aggregator must prove correctness of a weighted average
over hundreds of parameters from dozens of clients, the resulting
circuit or enclave workload scales with both the model size and
the admitted set [2, 51, 98]. Whenever aggregation is executed
entirely on-chain via a secure sum protocol the prover cost becomes
irrelevant [56, 103]. Gas consumption, not latency, becomes the
dominant metric once verification is delegated to a smart contract
as in [56] and [2]. In these cases, the storage overhead reduces to a
ledger entry of O(1) or O(m), depending on whether only a hash
or the full aggregated model is posted.
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As for AG1, it is often invisible arguably because its cost folds
naturally into AG2. The claim merely asserts that the admitted set
S; is non-arbitrary and that someone actually executed the admis-
sion rule #y.VerifyClient on the round’s evidence. Whether that
cost appears as a separate line depends on who runs the rule and
how. For example, in [51] the TEE verifies client attestations before
aggregating, so the 60-180 ms latency captures AG1 on the verifier
side. Instead, [47] report a 1.5 s prover cost for generating exclave
dataflow records that bind S; to auditable evidence. Finally, AG3
costs are difficult to standardize because non-equivocation depends
on how the shared transcript is instantiated. Some protocols report
small latencies when finalization consists of signing a checkpoint
inside an enclave, as in [51] where global model deployment takes a
few hundred milliseconds depending on the number of blockchain
nodes. The heterogeneity of reported figures reflects this variety.
Other works report gas units when the checkpoint commitment is
written on-chain [98], or prover time when outputs are committed
to secure storage with runtime attestation [47]. As for communica-
tion overhead, it is driven less by proof size than by the encrypted or
committed update itself, which scales as explicitly reported in [98].
By contrast, TEE-based approaches incur lower communication
costs, since attestation reduces to a signed enclave quote verified
by a trusted attestation service rather than a full cryptographic en-
coding of the update [51]. Given the above, the cost of verifiability
depends on the targeted claim, the level of evidence required and
on which infrastructure network verification is executed.

6 Remarks and Research Outlook

Our systematization shows that the toolbox for verifiable FL is
maturing although it is still unevenly distributed across all the
possible integrity claims that we identified (cf. Table 3). We close
the paper with a set of forward-looking observations.

Scaling verifiable training to realistic models. The most vis-
ible bottleneck of the current literature is the gap between the
model sizes that can be trained in the open and those that can be
proved. State-of-the-art proof of training systems (e.g., [1, 90, 96])
demonstrate subsecond verification at the order of 107 parameters,
yet the prover cost is still dominated by large-field arithmetic and
the scarcity of GPU-friendly recursion primitives. Compared to the
less expensive proof of model inference, three obstacles persist: (i)
a single SGD step embeds both forward and backward passes and
is therefore ~10%< more expensive (some authors report 622 min
per step on mid-size CNNs [1]). (ii) Non-arithmetic activations (e.g.
ReLU) lie outside the algebraic frontends used by SNARKSs (a gad-
get dedicated to ReLU was designed in [90], yet other activations
remain unsupported). (iii) Modern DNNs mix layers with wildly
different tensor shapes introducing padding overheads. Within FL,
this gap is compounded because every admitted client must produce
CL2 evidence under the same constraint. Aside from TEE solutions,
we propose the following promising trajectories. Firstly, explore
more verifiable FL work leveraging GPU-friendly recursion and
lookup-based protocols [81]. Second, incrementally verifiable com-
putation and proof-carrying data [29, 95], instantiated by modern
folding schemes such as Nova [59], could let each gradient step
extend a running CL2 certificate, with O(1) verification in the num-
ber of training steps. A third trajectory comes from methods such
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Table 7: Verifiability Overhead in Federated Learning

Claim Setting Scale Setup Verifier Prover Upload Broadcast Evidence System Spec
CL1 [66] CNN1, MNIST 100 X 1 130 ms 39ms 26 ms n.d. n.d. n.d. Intel Core i7-13700H, 16GB
[47] GPT2, Wikitext103 4x10 257s n.d. 0.62s n.d. n.d. n.d. AMD EPYC 7763v; NVIDIA H100
[103] LR, Price Pred. n.d. X 500 514s 1.5s 50s 5KB n.d. 5KB Intel Xeon Gold 5128 CPU, 4GB
[103] NN, Iris Classif. nd. X 90k*  950s 26s 90s 5KB n.d. 5KB Intel Xeon Gold 5128 CPU, 4GB
[56] Gaussian NB, n.d. n.d. X n.d. n.d. >0.9M gas n.d. 22KB n.d. 22KB n.d.
CL2 [62] VGG19, CIFAR-10 n.d. n.d. 214s - n.d. n.d. n.d. Intel Core i7-9700K; NVIDIA RTX 2080
[110] MobileNetV3, CIFAR-10 100 x 30 n.d. 5.4ms 1.5s 59KB - 59KB Intel Core i7; NVIDIA RTX 3080
[61] LeNet, VGG-7 10x 1 n.d. n.d. 5.02s n.d. n.d. n.d. Intel Core i7-7700, 16GB
[47] GPT2, Wikitext103 4% 10 257 s n.d. 866 s n.d. n.d. n.d. AMD EPYC 7763v, NVIDIA H100
[11] CNN, MNIST 500 X 160 - 18 ms 39s 1.8KB n.d. 1.8KB Intel Core i7-1185G7, 16GB
[11] LeNet-5, CIFAR-10 500 X 100 - 72ms 17.4s 1.8KB n.d. 1.8KB Intel Core i7-1185G7, 16GB
[11] ResNet-20, CIFAR-10 500 X 160 - 286 ms 75.6 s 2.0KB n.d. 2.0KB Intel Core i7-1185G7, 16GB
CL3 [11] LSTM, Shakespeare 500 X 20 - n.d. 226s 2.2KB n.d. 2.2KB Intel Core i7-1185G7, 16GB
[13] CNN, MNIST nd. X nd. 785.53s 0.642 s 81.95s 33.3Kb - 33.3Kb Intel Core i7-10750H, 16 GB.
[66] CNN1, MNIST 100 X 1 130 ms 41ms 92 ms n.d. n.d. n.d. Intel i7-13700H, 16GB
[20] CNN, MNIST 10x1 n.d. 5 ms 10 ms 63 KB n.d. 63 KB Intel Core i5, 8GB
[47] GPT2, Wikitext103 4% 10 - n.d. 117 s n.d. n.d. n.d. AMD EPYC 7763v, NVIDIA H100
CL4 [47] GPT2, Wikitext103 4x10 - n.d. 0.69 s n.d. n.d. n.d. AMD EPYC 7763v, NVIDIA H100
AG1 [51] Global model verification ~ 5-20 X 1 n.d. 60-180 ms n.d. - n.d. n.d. Intel Xeon E-2288 G, 16GB
[47] GPT2, Wikitext103 4% 10 - n.d. 15s n.d. n.d. n.d. AMD EPYC 7763v, NVIDIA H100
[98] ResNet18, CIFAR-10 32 X 100 n.d. 7.5 min 15 min 44 MB 45MB 299KB NVIDIA Tesla T4, 16GB
[98] ResNet50, CIFAR-10 32 X 100 n.d. 27 min 55min 491MB  492MB 628 KB NVIDIA Tesla T4, 16GB
[98] LSTM-3L, PTB 32 X 100 n.d. 20 min 40 min n.d. n.d. 619KB NVIDIA Tesla T4, 16GB
[2] MLP, Activity Classif. 10/20 x 1 nd.  14/18Mgas n.d. n.d. n.d. n.d. n.d.
[56] Gaussian NB, n.d. n.d. X n.d. n.d. >0.7 M gas - 7KB n.d. 7KB n.d.
[103] NN, Iris Classif. n.d. X 90k* n.d. n.d. - n.d. n.d. n.d. Intel Xeon Gold 5128 CPU, 4GB
AG2 [13] CNN, MNIST 5X%1 105.64s 0.536 s 2.189s - 35.4Kb 35.4Kb Intel Core i7-10750H, 16 GB
[66] CNN1, MNIST 100 X 1 130 ms 0.7s 1.3s n.d. n.d. n.d. Intel i7-13700H, 16GB
[20] CNN, MNIST 10x 1 n.d. 10 ms 80 ms - 168 KB 168 KB Intel Core i5, 8GB
[51] LeNet, F-MNIST 2-40 X 1 nd. n.d. 1.2s n.d. n.d. n.d. Intel Xeon E-2288 G, 16GB
[51] VGG16, CIFAR-10 40 X 1 n.d. n.d. 2.7s n.d. n.d. n.d. Intel Xeon E-2288 G, 16GB
[61] LeNet, VGG-7 10-100 X 1 n.d. n.d. 1.73-16.4s n.d. n.d. n.d. Intel Core i7-7700, 16GB
[47] GPT2, Wikitext103 4% 10 - n.d. 50s n.d. n.d. n.d. AMD EPYC 7763v, NVIDIA H100
[98] LSTM-3L, PTB 32 X 100 - O(1) 0.02 M gas - 32B 32B NVIDIA Tesla T4, 16GB
AG3  [51] Global model deployment ~ 5-20 X 1 nd. n.d. 100-230 ms . n.d. n.d. Intel Xeon E-2288 G, 16GB
[47] GPT2, Wikitext103 4% 10 - n.d. 29s n.d. n.d. nd. AMD EPYC 7763v, NVIDIA H100

Each row reports the marginal overhead required to make the specified claim verifiable, according to our claim taxonomy (CL1-CL4, AG1-AG3) in Section 3.2. All reported
numeric values are considered approximate. Scale is the number of participating clients X number of FL rounds. Setup denotes one-time costs amortized over the protocol
execution. Verifier and Prover report per-round computation overhead. For TEE-based solutions, Prover cost includes TEE execution overhead and Verifier cost includes proof
checking or attestation verification. For CL claims, times are per-client, while for AG claims, the aggregator acts as prover. The communication overhead is per-client per-round
beyond plaintext FL model updates. For AG-claims, this may include client-side payload needed by the verifier. Broadcast is the per-round communication overhead sent by the
server beyond broadcasting the global model (i.e. payload to clients and payload propagated to external verifiers). Whenever the values in Upload, Broadcast and Evidence are
identical, it indicates that the metric reported by the source combines both the payload and the proof artifact. We use ‘-* for not applicable and ‘n.d.” when the paper reports no

quantitative data.

*The n.d. verifier entry follows from treating each sample-iteration pair as one proof piece (75 training samples X 1200 iterations yields 90,000 proofs), making per-round

isolation impractical.

as LoRA that freeze the original model weights and only train a
small pair of low-rank matrices inserted at each layer, which conse-
quently make up a smaller fraction of what a dense update would
require as witness. Recent work has shown that this is enough
to push verifiable training to LLM scale which, interestingly for
our FL claims, means that the same proving circuit that achieves
CL2 also concurrently enforces the corresponding CL1 (Merkle
commitment over digests carrying license and preprocessing tags),
CL3 (linear constraints on sampling quotas and verified fixed-point
gradient clipping) and CL4 (a hash chain that ingests, at every step,
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the manifest digest and the round identifier) claims, at almost no
additional asymptotic cost [4]. Other adjacent lines of research, like
collaborative snarks and decentralized model-parallel training are
presented in Appendix C.

Overall, we argue that the community would benefit from a shared
benchmark where verifiable training is evaluated within a FL set-
ting, which would also help clarify whether the more costly claims
are achievable at cross-device scale or only in cross-silo settings.



Proceedings on Privacy Enhancing Technologies 2026(4)

Practical claims with minimal overhead. A second observa-
tion emerged from our survey is that not all claims are necessarily
expensive. If we take the case of data binding (CL1), in practice it
reduces to a one-time commitment over the local dataset and per-
round Merkle openings. Uniqueness (CL4) is arguably even cheaper,
since it only requires binding the client evidence to the current
round context (e.g. reusing the CRS already produced for CL2 or
injecting a fresh challenge into a TEE attestation report). On the
aggregator side, correct admission (AG1) may even be considered
invisible if the same circuit that proves AG2 already re-runs the
admission rule, while AG3 can leverage the transcript at a constant
verification cost. Yet, as Table 3 shows, none of the surveyed sys-
tems satisfies all of these guarantees simultaneously, even though
the marginal cost of adding the missing ones is, in many cases,
dominated by other components of the protocol. Concretely, de-
ployments can already today exploit settling verification on low-fee
rollups, anchoring aggregates via data availability layers, and batch-
ing recursive proofs to amortize gas in blockchain-based settings
[21, 48]. On this regard, emerging modular verification networks
such as zkVerify [48] suggest that the gas figures reported in Table 7
have substantial headroom for cost reduction.

Toward a composable framework for verifiable FL. The level
of abstraction of our classification framework is sufficient to com-
pare existing systems and investigate gaps, but it cannot by itself
state when several claims compose into a single security guarantee.
An interesting next step would be to ask whether the transcript
model in Figure 2 can be given a formal semantics, either through
property-specific games or in the spirit of Universal Composabil-
ity [24]. In such a formulation, an ideal functionality would provide
the common object over which games are played. One could define
separate games for data binding, local training correctness, admis-
sion soundness, aggregation correctness and transcript consistency
and then prove restricted composition statements (i.e. no arbitrary
composition). Alternatively, one could define small ideal subfunc-
tionalities for these claims and study when replacing a real evidence
mechanism by its ideal version preserves the relevant property,
rather than all possible security properties in all possible environ-
ments. Existing work on practical UC zero-knowledge provides
specification languages and compilers that turn high-level relation
statements into UC-secure ZK protocols in a modular way [23],
and could plausibly serve as a building block to formalise the rela-
tions described in paragraph 3.2. For TEE-backed claims, the model
would also need to state which global attestation assumptions are
being used, since formal abstractions treat the TEE as a globally
shared setup to reflect that manufacturer attestation keys are shared
across protocol instances rather than sampled at each session [78],
and vary across abstractions in what an enclave is allowed to do
inside its trusted runtime, hence which attacks the adversary can
perform [68]. Developing such a model remains an open problem
and a natural follow-up to the systematization proposed here.

7 Related work

While several works have surveyed verifiability in ML broadly
[55, 72, 81, 89, 104], there is still a lack of systematization of verifia-
bility as a first class dimension specific to FL settings. For example,
Xing et al. [104] attempt to systematize verifiability in distributed

260

Andrea Rizzini, Marco Esposito, Tommaso Gagliardoni, and Francesco Bruschi

ML settings (i.e., single- vs. multi-worker, and training vs. inference),
but they focus primarily on circuit optimizations and proof effi-
ciency, with FL simply as an application scenario. The closest work
in scope is another recent survey that focuses on cross-silo settings
only [58]. On the secure-aggregation side, a recent SoK [67] makes
observations related to ours, though without considering instantia-
tions based on zero-knowledge proofs or TEEs, namely that hiding
individual updates is not by itself enough to protect the underlying
training data and that a dedicated mechanism is needed to let parties
check that the published aggregate matches the one prescribed by
the protocol. More broadly, the FL literature offers high availability
of surveys. These are distributed, though not limited, across sev-
eral distinct perspectives, including privacy-preserving protocols
[19,27,30, 64, 107], security threats and defenses [10, 25, 60, 88], fair-
ness, bias and data heterogeneity [17, 85, 93], network topology and
decentralization models [14, 82, 108], scalability and convergence
efficiency [6, 8, 101]. Notably, Bontekoe et al. recently provided a
comprehensive survey of verifiable privacy-preserving computa-
tion over distributed data, cataloging a wide range of cryptographic
mechanisms [19]. However, their analysis prioritizes low-level con-
structions and remains agnostic to the nuances of FL protocols. In
terms of FL evaluation, existing frameworks organize goals around
utility, efficiency, security and privacy, capturing model quality,
system costs, and resilience to attacks or leakage respectively [26].
However, these categories measure observed outcomes rather than
process integrity. High accuracy or low leakage does not prove
the protocol ran as specified, nor can such metrics detect devia-
tions in real time. The authors themselves flag this limitation for
deployments beyond the semi-honest model. We therefore treat
verifiability as a distinct evaluation dimension that is constrained
by, and interacts with, privacy preservation.

8 Conclusion

This SoK provides a unified classification framework for reasoning
about verifiability in FL. By introducing a claim taxonomy that sepa-
rates client-side from aggregator-side guarantees, we enable system-
atic comparison of 13 representative systems spanning ZKP- and
TEE-based approaches. Our analysis reveals a marked imbalance
between research effort and implementability. Aggregation correct-
ness attracts the most attention, whereas several integrity claims
remain underexplored despite their arguably lower engineering
effort. We observe that progress hinges on reducing computation,
communication and blockchain-related expenses, but also on giving
the field a more stable common ground. Looking forward, verifiable
FL at realistic scales will likely require advances along multiple
fronts. In Section 6 we highlight some promising trajectories to
bridge outstanding gaps. We hope this work helps the privacy com-
munity evaluate and design mechanisms that strengthen, rather
than undermine, the data protection goals of federated learning.
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In this section we discuss the ethical impact and consequences of
our research. We first identify the stakeholders who may be affected
by this work and discuss potential positive and negative impacts.
We then describe mitigations to reduce the risk of negative impacts
and conclude by justifying the need for this research.

Identified Stakeholders. The results of our Systematization of
Knowledge paper can potentially impact four groups of stakehold-
ers: (1) researchers, including both the authors of the papers we
analyzed and those working on machine learning and verifiable
technologies who are seeking up-to-date state-of-the-art solutions;
(2) companies seeking verifiable federated learning solutions for
potential production deployments; (3) developers interested in ver-
ifiable FL for contributions and collaborations; (4) data owners
and entities whose data contributed to and were included in the
datasets.

Impact of the research. As a Systematization of Knowledge, we
believe that our research can have a mainly positive impact on
the stakeholders mentioned in the previous paragraph. Our work
presents a rigorous analysis of each surveyed study, comparing
them across multiple dimensions. Furthermore, for each work, we
assess how closely it aligns with what we define as a complete
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verifiable framework. Stakeholders of the group (1): The authors
of the works we included would have the possibility to compare
theirs with the other SOTA approaches, assessing what’s possible
to improve, where they failed or where they excelled. Researchers
working on machine learning and verifiability would be aided in
identifying relevant literature and obtaining an initial, high-level
overview of the papers of interest. Stakeholders of the group (2):
Companies seeking solutions for deployment would have access
to a clear overview of each protocol, along with useful compar-
isons that they could leverage to choose the best-fitting solution.
Stakeholder of the group (3): Developers interested in contributing
would have access to the most recent works, analyzed and com-
pared, which would help them choose which line of work to pursue
based on their interests.

On the other hand, as a downside, the SoK may highlight certain
works that emerge as the most complete under our unbiased analy-
sis, while others may receive less attention because they provide
fewer features. This follows from the intrinsic nature of an SoK
paper, whose goal is not only to survey prior work but also to pro-
vide a critical assessment. Furthermore, a potential risk concerns
stakeholders of the group (4), who might be exposed to data leakage
due to known attacks in the Federated Learning context.

Mitigations. In light of the risks described above, we deliberately

avoid personal opinions or overly assertive statements (e.g., “Paper
A is better than Papers B and C”) related to the effectiveness of
proposed mitigation techniques. Instead, we present the evidence
in an unbiased manner so that readers can draw their own con-
clusions based solely on the reported data. We emphasize that our
analysis (except for the "ease of implementation" assessment in
Figure 3, which is done according to our subjective evaluation, but
is not related to security anyway) relies only on objective, verifiable
information contained in the reviewed papers, and that all com-
parisons follow directly from these documented elements rather
than from subjective assumptions, thereby making our framework
reproducible.
Concerning data leakage risks affecting stakeholders of the group
(4): all datasets used in the works we analyzed are open source,
and the majority of the studies implement privacy-preserving tech-
niques, such as Differential Privacy and secure aggregation, to
further reduce the attack surface. For stakeholders of the group
(2), we strongly recommend leveraging privacy-preserving tech-
niques and paying particular attention to data privacy throughout
the entire framework. We also caution against treating FL, or even
privacy-preserving FL, as a privacy guarantee by itself. Privacy
mechanisms such as secure aggregation and differential privacy
should be deployed together with integrity checks, since poisoned
updates, incorrect admission, selective dropping, or unverifiable
aggregation can enlarge the practical attack surface against the
very data these mechanisms are meant to protect.

Fustification for the research. Following recent advances in veri-
fiability technologies (e.g., zero-knowledge proofs and TEEs), these
techniques have begun to find concrete applications in machine
learning. We believe this trend can be a meaningful breakthrough
for the trustworthiness of end-to-end ML processes. Evidence of
this momentum is the growing interest from the research commu-
nity: many approaches have been proposed only recently, especially
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in federated contexts, leading to fragmentation in threat models
and, in some cases, the introduction of complex and non-general
notation. For this reason, we believe this is the right time to provide
a Systematization of Knowledge on this topic, bringing structure to
the emerging landscape and helping practitioners and researchers
identify the most suitable solutions for their specific requirements.

This work did not go through an external ethics panel.

Reproducibility

This Systematization of Knowledge paper is based exclusively on
published, publicly available literature. We did not use or gener-
ate experimental artifacts (e.g., source code, datasets, binaries, or
benchmarks). The contribution is a novel classification framework
for Verifiable Federated Learning and a synthesis and classification
of prior work, which can be assessed from the cited sources.

Images. All images included in this paper were generated by the
authors or derived from public work:

e Figure 1 and Figure 2 were created using the draw.io dia-
gramming tool (https://www.drawio.com/) without the use
of Al prompting.

e Some clipart images in Figure 1 were taken from Flaticon
(https://www.flaticon.com/) with permissible license. Attri-
bution:

(1) https://www.flaticon.com/free-icons/boxes
(2) https://www flaticon.com/free-icons/machine-learning
(3) https://www.flaticon.com/free-icons/computer

o Figure 3 was generated using the Matplotlib Python library
(https://matplotlib.org/).

You can check this repository (https://github.com/xxxx-yyyy-zzzz/
SoK_Material) for the draw.io diagrams and Python code we used.

Literature search and selection procedure reproducibility. To broaden
coverage beyond the works already known, we performed a struc-
tured search using multiple scholarly search engines, including
Google Scholar. We used combinations of keywords such as: “veri-
fiable federated learning,” “verifiability in federated learning,” “veri-
fiable TEE-based federated learning,” “blockchain-based federated
learning,” and related variants/synonyms. Candidate papers were
collected from search results and then filtered according to the scope
and framework defined in the paper. To further broaden coverage
beyond conventional keyword search, we also used Al-assisted
“deep research” tools (ChatGPT, Gemini, and Claude) as supplemen-
tary discovery mechanisms to identify potentially relevant papers
and venues.

Data usage. All quantitative and qualitative information reported
in this paper is extracted from publicly available published works
and can be independently verified by consulting the cited sources. In
particular, the overhead figures reported in Table 7 were manually
extracted from the evaluation/experiment sections of the corre-
sponding papers (cited in the table). We report the values as stated
by the original authors, without re-running experiments, and we
rely on the original publications for authenticity.
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A Tables
A.1 Black-box interfaces for the Verifiable
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Framework
Table 8: Black-box interfaces referenced by our framework.
Interface Entity Inputs Public outputs
Private Public
Frp.Append/Read!  ledger - Round records Transcript state; record IDs; inclusion proofs
Fpe.Bind? DOorCL D; PolicySpec Data handle hP
FeL-Train® cL D; ctxy, hP 0;
Fv.VerifyClient* % — ctxy, i, hiD, hit, miy, eEtL Decision bit b € {0,1}
Fac-Aggregate® AG {Bir}ies,™ ctxr, St, {his }ies, (R, ckpt,, }©)
ﬁ.VerifyAgg4 4% — ctxe, Se, { it Yies, h:gg, ckpt,, e;\G Decision bit b € {0,1}

1Round records include submissions, admissions, aggregation, and finalization. Append is overloaded: clients may append individual submissions (Algorithm 1), while the
aggregator appends the complete round record (Algorithm 2). This interface provides a shared transcript view and, when supported, proofs that a record is included. ?Binds a
declared data usage policy to a dataset by producing a public commitment or digest, while the underlying dataset D; remains private. Here, PolicySpec denotes the data-relevant
subset of Spec (e.g., consent rules, sampling constraints, preprocessing requirements). The binding is typically performed once during setup and the resulting handle hID is

registered in Setup or maintained out-of-band. 3Core training interface that takes the private dataset D; and the public round context (which includes ckpt,_;) and returns the

updated model weights 6; ;. The subsequent encoding, metadata derivation, and evidence generatio.
operates entirely on public inputs. The verifier class V is defined in Section 3.1. Outputs accept/reje

be zero-knowledge proofs, TEE attestation quotes, or other verifiable artifacts as determined by the

n steps (Algorithm 1, lines 2-4) are not part of this interface. Verification
ct decisions to justify Adm; and Fin,. Evidence artifacts eiCtL and /S may

instantiation. >The aggregator can be a centralized server, a committee, a

TEE-backed enclave, or smart contract logic that runs over the admitted set S;. *Under secure aggregation, raw updates remain private (masked or encrypted), otherwise they

may be visible to the aggregator.

A.2 Overview of extra security guarantees
obtained thanks to verifiability properties

Threat Model Verifiability-enabled mitigations
zkFL [98] Byzantine aggregator; honest clients Global model tampering; selective dropping
zkFDL [2] Byzantine aggregator; honest clients Global model tampering; selective dropping
zkPPFL[103] Byzantine aggregator; lazy-but-curious clients? Model poisoning *; free riding; global model tampering; selective dropping
ACORN [11] Byzantine aggregator; Byzantine clients Model poisoning
VPFL [66] Byzantine aggregator; Byzantine clients Poisoning attacks™; selective dropping
Federify [56] Byzantine and curious aggregator; Byzantine clients Model poisoning *; free riding; global model tampering
VerifBFL [13] Byzantine and curious aggregator; Byzantine and curious clients Free riding; global model tampering
V-FLEX [20] Byzantine and curious aggregator; Byzantine clients Global model tampering; selective dropping
Kalapaaking et al. [51]  Byzantine and curious aggregator; honest clients Global model tampering
Sentinel [110] Trusted aggregator; Byzantine clients Poisoning attacks *
VerifiableFL [47] Byzantine and curious aggregator; Byzantine clients Poisoning attacks; global model tampering; selective dropping; free riding
Li et al. [62] Honest but curious aggregator; Byzantine clients Model poisoning; free riding
SecureFL [61] Honest but curious aggregator; honest but curious clients Model poisoning *

2 The authors use this term to indicate an honest-but-curious client that can also perform free-riding
" Indicates that the attack is only partially mitigated.
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B Algorithmic analyses

This appendix provides an algorithmic analysis of each work deemed
relevant to the objectives of this Systematization of Knowledge. For
works whose algorithms are particularly sophisticated, we include
brief clarifying remarks immediately following the corresponding
algorithm.

Notation

C;: client i

D; : dataset of client i

0;+ : weights of client i at round ¢

Oytobal,s : aggregated weights at round ¢

{pki, sk} : keypair of a user i

sig; : a signature by user i

c; : a ciphertext by user i

d; : a commitment by user i (to disambiguate from the ci-

phertexts)

® g; : a quote by enclave i

e 1, : a ZK generated at round ¢ (alternatively, to distinguish
ZKPs used for different purposes in the same work, you can
find the notation «, f, and y).

e H;,: an hash performed by user i at round ¢

o (x,..

o {x,..

o u=(uy,..

LA (Wl, .

., Xn) represent an ordered vector of n elements

., Xxp} represent a set of n elements

., Up) represents the statement vector

., Wy) represents the witness vector

Note: the meaning of subscript indices may vary across the papers;
it will always be specified.

B.1 Lietal. [62]

Algorithm B.1

Setup: prior to training, each client commits to its quantized local
dataset. The task publisher specifies a sampling rate f to select
training epochs for verification.

Per round ¢, each client C;:

(1) Receives the current global model 8y;opq1,,—1 from the server.
(2) Performs local training obtaining the update 0; ;.
(3) Encrypts and uploads the local update and training data to
the server.
For each sampled epoch, the server:

(1) Upload the encrypted training material to the TEE.
(2) Re-executes the training process inside the enclave:
e non-linear operations are executed inside the enclave;
e linear operations are securely offloaded to a co-located
GPU via a custom protocol named SETO.

After the retraining procedure, the enclave validates the client’s
behavior by comparing the model update obtained from the server-
side retraining of the sampled epochs with the update submitted
by the client. If the two match, the server accepts the contribution
for aggregation; otherwise, the client is deemed misbehaving and
its update is rejected.

SETO, the paper’s main contribution, is a protocol designed to
offload linear computations from the enclave to the GPU, and it
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acts as a one-time-pad encryptor; considering x € F" the data to
be sent to the GPU, the enclave:
(1) Pick r € F" from a Pseudo Random Number Generator
(PRNG).
(2) ¢x =Enc(x,r) =x+reF"
(3) Prepare a decryption mask o = r * w, where w € F" is the
weights vector.
(4) Send (p(cx), p(w)) to the GPU, where p is pseudo random
permutation (PRP) function.
Now the GPU performs c‘; = c? « wP = Enc(yP) and sends back c‘;
to the enclave. The p as a superscript denote "permuted".
The enclave can now decrypt leveraging the mask « in the fol-
lowing way:
y=p () ~a
=cy—a
=(x+r)w-rw
=w(x+r-r)
=xw.

This process is repeated for each linear layer.

B.2 zkFL[98]

Algorithm B.2
Considering n clients, for each round ¢:

(1) Clients train the model locally obtaining the updates
{ei,t }EI:] .
(2) Clients encrypt their updates using Pedersen commitments
[80] obtaining {c;}}_, where ¢;; = Enc(0;;) = g%t Bt g
and h are public parameters and s;; is randomly chosen by
client i.
(3) Clients signs their encrypted updates obtaining {sig;;}} ;.
(4) Each client i sends (0;, si+, ¢ir, Sigi) to the Aggregator.
(5) Aggregator aggregates {0;;}]_, obtaining
9global,t = Z?:l 0i,t~
(6) Aggregator aggregates {c;;}/, obtaining
COgtobals = [T}, cir and signs it with its private key
obtaining sig.

(7) Aggregator generates a ZKP 7; proving that the aggregation
was performed correctly, encryptions by the clients were
performed correctly and signatures were verified correctly.

(8) Aggregator sends (0yiopal,» c9gzobaz,z) to the n clients.

(9) Aggregator sends ; on-chain and, if verified, H (ceglobal, )
is published.

(10) Before starting the next round, each client i checks if
H (C9gzobaz, ,) is appended on-chain. If the check is valid, the
clients start the local training based on gjopat,-

Verifiability is achieved through a proof generated by the aggregator,
demonstrating the correctness of the aggregation and ensuring
that only user-submitted weights were used for the computation;
formally:

u= ({Ci,t}?:l’ {Sigi,t};l:l’ chlobal,t)
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w = ({ei,[}?:]’ {si,[}?:l’ leobal,t)
A ZKP is generated with the following constraints:
(1) Vi, c;; = g%t - h%+, recalling that g and h are public
(2) gglobal,t = FedAVG({ei,t}?zl)
(3) Verify(pki,sigis) =1

B.3 V-FLEX [20]

Algorithm B.3

Setup:

(1) Clients jointly execute a DKG protocol to obtain a CKKS
public key pk and threshold secret shares {sk;}.

(2) Client and server enclaves perform remote attestation to
establish mutual trust and secure channels.

At each round t:

(1) Each client C; trains locally on D;, producing a model
update 0; ;.

(2) Client C; encrypts the update using CKKS,
¢iy < Encyr(0;,), and computes inside the enclave an
integrity tag h;, < H(c;;) using a SWIFFT-based
homomorphic hash.

(3) The pair (c;y, hi;) is sent to the server.

(4) Inside the enclave, integrity checks verify that each c;;
matches its h;; to prevent data tampering before
aggregation.

(5) Aggregation:

e On the untrusted host, the server performs the
computationally intensive homomorphic sum:
Cagg,t = Z?:l Cit-

e Simultaneously, the enclave computes the aggregate hash:
hagg,t = Z?:l hi,t-

(6) The server enclave generates a remote attestation quote
that binds h,gg ; to the enclave’s identity.

(7) Clients verify the enclave’s quote and check the integrity of
the host’s work by verifying:

’
H(Cagg,t) = hagg,t

If valid, they collaboratively threshold-decrypt c,gq s to

recover the global update.

The verifiability guarantee of V-FLEX relies on the homomorphic
consistency of the hash function:

H(Z Ci,t) = Z H(cip),

which allows clients to detect any deviation from honest aggre-
gation, such as ciphertext substitution, omission, or tampering
after submission. TEEs ensure that integrity verification and key-
handling logic execute as intended, but correctness ultimately de-
pends on the security of the enclave hardware.
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B.4 Sentinel[110]

Algorithm B.4
Per round ¢, each client C;:

(1) Receives from the server the global model 8y1opa1;~1 and an
attestation challenge ch; ;.

(2) Initializes the trusted training recorder inside the TEE and
starts a new measurement session.

(3) Trains locally on dataset D; in the normal world to obtain
0; +, while the instrumented training code interacts with the
TEE to record:

o the executed control-flow graph CF;,
o the usage of critical variables CV;;

(4) Finalizes the measurement session by invoking the TEE to

generate an attestation report:

Oit = Sign(skTEE, H(CFi,t, CVi’t, 9,‘)[, Chi’t)) .
(5) Sends to the server: (0, CFi;, CViy, 01y) .
On the server side:

(1) Verifies the TEE attestation oj .

(2) Checks that CF;; and CV;; match the expected reference
execution (CF*,CV™).

(3) Aggregates 0;; into the global model only if all verification
checks succeed.

B.5 ACORN [11]

Algorithm B.5
Per round ¢, each client C;:

(1) Trains on its local data D; obtaining the update 6; ;.

(2) Engages in ShareSeed, a procedure to obtain seeds and
shares needed for the masking procedure for secure
aggregation.

(3) Computes a masking value m; from the obtained seeds.

(4) Encodes the update for secure aggregation:

éi,t = Encode(m;, 0;;).
(5) Commits to m; and 0;,; obtaining dp,; and dy,,
(6) Computes proofs

{Enc(m,-,G,-,,) 0<0; <t
iy > Ty

valid(0; )
> Tt

of encoding, smallness and validity. The latter represents a
generic constraint.
(7) Sends to the server

Enc(m;,0ir) _0<x;<t
(dm;» do;,» it iy

valid(0; )
g

(8) The server verifies the proofs and eventually discard the
updates that don’t respect the constraints, if any.

(9) The server and the clients engage in Recover AggKey, which
allows the server to recover the aggregate key m at the end
of the protocol.

(10) The server outputs the aggregated model

D011 = (Decode(m, " 01,1))

ien i€n
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The first proof, ﬂ?fc(mi’gi"), guarantees that éi‘t = Encode(m;, 6;;)

and binds the values m; and 0;; to those committed in dp,, and

0<6; ;<1 .
dp,,. The second proof, T, LESTenforces a range constraint on

0; +, while the third proof, ﬂZ?hd(gi”), encodes additional application-
specific validity constraints, such as Ly, L,, and Lo, bounds on the
client updates. In particular, enforcing an L,-norm bound can help
mitigate certain classes of model-poisoning attacks by limiting the
magnitude of malicious updates [91].

B.6 zkFDL[2]

Algorithm B.6

For each round t:

(1) Clients compute the updates {6;;}}, starting from
Oytobal,r—1 and send them to the server.

(2) The server hashes the updated weights using MiMC7, a
variant of the well known zk-friendly hash function MiMC
[5]:

H;; = MiMC7(6;;),Vi € [1,n] and calculates
Hsum,t = Z?:l Hi,t-

(3) The server calculates Ny, = )1 N; and performs the
aggregation Ogjopar = X Ni"ﬁeu, where N; is the
contribution by the client i.

(4) The server hashes the aggregated result:

Ho1opa1, = MIMCT(Ogiobal,t)-

(5) The server generates a proof 7; for the aggregation process
and sends it to the clients.

(6) The server deploys Contracty, and Contract,, two smart
contracts for the verification phase.

(7) Each client i submits its respective H;; to Contracty, from
which the stated Hgym,; is expected to be obtained.

(8) If the check on Contracty passes, the ZKP 7, is verified on
Contract,.

Verifiable aggregation, formally:

u= ({Hi,t}?:lsHsum,bH@global,t)

w = ({01’,[};;1’ eglobal,t)
A ZKP is generated with the following constraints:
(1) Vi, Hi,t = MiMC7(9i,t)sHsum,t = Z?:l Hi,t

(2) gglcbal,t = Z?:I ei,t
(3) H@ = MiMC7(eglobal,t)

global.t

Then, two contracts are deployed: Contracty, and Contract,. In
Contracty, each client submits its respective H;, and after the last
client submission, Hym ¢, as stated by the aggregator, is expected to
be obtained. If this is not the case, it is not possible to proceed with
the next iteration. With Contract,, if the previous check has passed,
the ZKP generated by the aggregator is verified; if it is correct, the
process proceeds to the next iteration, provided that no stopping
criterion has been met. Since the hashes of the gradients are passed
as public input, this allows each client to verify that its gradient
was included, avoiding selective dropping.
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B.7 zkPPFL [103]

Algorithm B.7

The training algorithm F is split into ¢ identical and consecutive

subalgorithms P (g is the number of epochs). P is converted into a
circuit R, which is sent to n trainers. Then, for each round t:

(1) Trainer i trains the model on D; obtaining 0; ;.

(2) Trainer i generates proofs {r;; };]:1, one for each training

ij
fications of the original ones {u; }?:1 to conceal intermediate
gradients.

(3) Trainer i generates two ZKPs for each training epoch,
{a; };1:1 and {f;; };1:1, proving that the modification of the
statement is valid, and that the output of the previous epoch
is the input to the next one.

(4) Trainer i sends ({m }inl, {u;j jqzl, {aij }jq:l’ {Bij quI) to the
Publisher, which verifies all these proofs.

(5) The publisher runs a key generation algorithm, obtaining
{pkn, skn} and sends pkj, to all Trainers.

(6) Trainer i computes ¢; = Encpg, (uiq + a — b), encrypting the
output of the final epoch with noise added.

(7) Trainer i generates a ZKP y; proving that ¢; encrypts the
same gradients value that has been modified to obtain ui,q.

epoch, where the statements for each one are {u };]:1’ modi-

(8) Each trainer i sends (c;, y;) to a smart contract, which checks
the correctness of the proofs and performs the aggregation,
obtaining csym = 21 ¢

(9) The publisher can then obtain the global model as ¢, =

Decskh (csum)
n

Formally:

(1) The client i runs the training process and generates a ZKP
for each epoch, resulting in a total of g ZKPs: {m; ; }‘}zl. The
statement being used is {u:J };’:1, a modification of the origi-
nal one {u;; }jq:1 to conceal intermediate inputs and outputs.
More specifically, focusing on a given epoch j, the public
statement can be expressed as: u; 7 = {ak}izl. For each el-
ement ag, a random value #; is sampled from a uniform
distribution and added to it, producing the modified element
a,.. The updated public statement is then:
”z’] = {a;c}gc:r

The dataset is instead kept private being included in the

witness vector.

Client i generates two additional ZKPs for each training

epoch: {a; }?:1 and {f; ; }3:1, The first proves that the mod-

ification of the statement is valid; the second proves that the

output of epoch j is used as the input for epoch j + 1.

(3) Client i sends ({;;}9_, {u] ;}7_. {ei;}7. {Bi;} 1)) to the
aggregator, who verifies all the proofs.

(4) Client i computes ¢; = Encpy, (uiq +a — b), where pky, is the
public key of the aggregator and a — b is some noise added
to the output of the last training epoch. This guarantees
that even if the aggregator attempts to decrypt before the
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encrypted global model has been obtained, it cannot recover
the gradients in plaintext.

(5) Client i also generates y; proving that ¢; encrypts the same
gradients value that has been modified to obtain u;’ q (i.e. the
output of the last training epoch).

(6) Each trainer i sends (c;, y;) to a smart contract, which verifies
the proof.

An important aspect of this process is that it is divided into two
phases. The first phase solely proves the correctness of the training
while protecting the inputs and outputs of each epoch. Instead of
immediately providing the gradients to the aggregator, it sends only
the necessary data to verify the correctness of the computation. In
the second phase, the outputs of the last epoch are perturbed and
encrypted, then sent to a smart contract that subsequently performs
the aggregation. Once the aggregation is complete, the aggregator
can decrypt using its private key to obtain the new global model.
This framework makes it possible to prevent free-riding, as each
client must generate a proof of having correctly performed the
training process. Model poisoning can likewise be mitigated, since
the resulting gradients must be proven to follow a well-defined
process, preventing arbitrary values from being sent to the server.
No public ledger is explicitly mentioned in the paper. We therefore
infer that the system is intended for deployment on a permissioned
blockchain, since aggregation is a computationally intensive task
that would be prohibitively expensive to perform on a smart con-
tract in a public blockchain environment, due to both gas limits
and high fees. These issues are typically avoided in permissioned
settings.

B.8 Federify [56]

Algorithm B.8

Each MO, registers in a Smart Contract its local (partial) public key
pki; PK = Y, pk; is the global public key used for encryption.
For each round t:

(1) Each DOj trains locally to obtain the updates 6;; and
encrypts them using ElGamal’s threshold encryption
scheme, resulting in {j; = EIG.Encpk (0;;).

(2) Each DOj creates a proof 7 ; proving that the updates and
the encryption are computed correctly.

(3) Each DO; sends (7}, {;, PK) to the Smart Contract.

(4) The Smart Contract validates the received proofs 7, and
aggregates the encrypted updates {j; by homomorphically
summing them, obtaining {yiopa,:-

(5) Each MO; retrieves the current model {yjopar,; from the
Smart Contract and partially decrypts it:
pir = Elg.Dec(ski, Sgiobal,r)-

(6) Each MO, creates a SNARK n;t proving the correct
decryption.

(7) Each MO; sends (; ,, p;) to the Smart Contract.

(8) The Smart Contract validates the received proofs 7/, and
sums all the partial decryptions p;; until the model is fully
decrypted.

’
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Proof of training, formally:
u= (gj,tsp)>w = (ej,tsDj)
Constraints:

(1) By performing training on dataset D;, the gradients 6;, are
obtained
(2) Encrypting 0;, with the global public key P yields {; ;

B.9 VPFL [66]

Algorithm B.9

Before starting, data owner i’ sends raw data D; to the
corresponding client i.
Intuition of the algorithm for round ¢:

(1) The server sends the global weights 6y1opas,;—1 to each client
i.

(2) Each client i generates an inclusion proof z;, for data D;.

(3) Client i trains on 8yjopar,;—1 to obtain 0;,, and generates a
range proof n; ; attesting that 0;; < Omax, where Opax is a
threshold set by the server.

(4) Client i sends (0;, nlf ;) to the server, along with a digest
di; = COM.Pedersen(0;;); d;; is also published to the
bulletin board.

(5) The server aggregates all the {0;;}" that pass
Verify(m;,,.), obtaining Oyiopar:-

(6) The server generates also a range proof 7yjopai,, attesting
that eglobal,t < eglobalimar

(7) The server then calculates dyjopar; = 2i=; dir and sends
(dgiobal,t> Tgiobal,t) to the bulletin board.

The digests sent to the bulletin board are intended to allow third-
party verification of aggregation consistency: the auditor recom-
putes d= Y., di; from the client commitments and checks whether
d= dgiobal,t» while the model user verifies 74opa1,; to ensure that
the global parameters lie within the range. In addition, data owners
obtain Merkle-inclusion proofs and signatures attesting that their
raw data were committed before training began, which provides
storage auditability but does not prove that the committed data
were actually used in producing the updates. Crucially, VPFL does
not implement a proof of training; formally:

(1) To ensure the correctness of the data being used, each client
generates a ZKP of inclusion r; ; when queried by the data
owner, where u = dp, (the commitment of the dataset) and
w = D;, demonstrating knowledge of the preimage (i.e., the
dataset) corresponding to its respective commitment in a
Merkle tree.

(2) To prove at each iteration that the resulting gradients are
below a certain threshold, each client generates a range
proof n;,t (with Bulletproof [22]) showing that 6;; < Omax
and d;; = COM.Pedersen(0;,), where u = (Omay, di;) and
w = 91‘,1.

(3) After the server performs the aggregation, it generates 7y;opar,¢
proving that Oyiopa,s < Oglobal,max Where
u= (leobal_max: dglobal,t) and w = eglobal,t-
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These steps prevent the model from being poisoned with excessively
large gradients that exceed the limit. Thus, VPFL combines proofs
of committed data, bounded updates, and aggregation consistency,
but does not establish correctness of the training procedure itself.

B.10 SecureFL [61]

Algorithm B.10

Per round t (training and aggregation under TEEs)

(1) The aggregator broadcasts the model

Oglobalt—1 = (9,(1)1, 9,(3)1)

to each worker over the established secure channel, where
6", and 6*)

-1 -1
layers, respectively.

(2) Due to TrustZone memory limits, SecureFL partitions the
DNN at a split index ¢: layers 1,. .., with parameters 28]
run in the normal-world, while layers £ + 1,..., L with
parameters 82 and their training logic execute inside the
secure world.

(3) After local training on data D;, the updated sensitive-layer

collect the parameters of the early and late

parameters 91.(;) are encrypted inside the TrustZone before
exporting them to the host

(4) The host-side coordinator combines them with the
non-sensitive parameters 9£ ? and encrypts the full local
model update 0;, = (01(1) Hi(j)) for upload.

(5) The aggregator buffers encrypted updates in the host but
performs decryption, aggregation, and re-encryption inside
the SGX enclave.

(6) Workers receive the encrypted aggregated model g1obal,;

1)
lobal,t

the host, while sensitive layers 6

non-sensitive layers Gé are decrypted and installed in

g(lzo)bal , are handed to the

TrustZone secure world for decryption and update of the
secure model portion.

B.11 VerifBFL [13]

Algorithm B.11
For each round ¢:

(1) Each TR; performs local training to obtain 6; ;, which is
then injected with e-differential privacy noise.

(2) Each TR; generates a ZKP 7;; proving a certain accuracy.

(3) Each TR; uploads the local model to IPFS and sends the
corresponding CID along with 7;; to the blockchain.

(4) Proofs m;; are verified via a decentralized oracle network,
and the AG downloads the local models 6; ; from IPFS.

(5) The AG performs aggregation and generates a proof 7;
attesting to the integrity of the resulting global model.

(6) The AG uploads the global model to IPFS and sends the
corresponding CID along with 7; to the blockchain.

(7) The proof n; is verified on-chain.

The goal is to prove that the value Acc = 22 has been correctly
computed, where z, is the number of correct predictions and n is
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the total number of predictions. At each step, a forward pass is
performed, the output is compared with the expected label, and
if they match, the counter is incremented: z,, = z,, + 1. This pro-
cess is repeated iteratively over the test set. In contrast, the proof
of aggregation focuses on verifying the correct computation of
the global model at each round ¢ using Nova [59]; ensuring that
Oglobalt = 2imy %91‘3 ¢, that is, the correct calculation of the FedAvg
algorithm.

B.12 VerifiableFL[47]

Algorithm B.12
Per round t, the protocol executes a sequence of tasks, each
running inside an exclave and producing a runtime attestation
proof called an Exclave Data Record (EDR).
Each client C;:
(1) Receives the global model 0yjpar;—1 from the model
provider.
(2) Executes training inside an exclave, obtaining 6; ;, while
reading its integrity-protected dataset D; from secure

storage. An EDR Ui(I) for the training task is produced.
(3) Executes a DP task inside another exclave to obtain a
DP-protected update éi,t, producing an additional EDR vl.(’tD) .

(4) Endorses each EDR by signing it with a long-term issuer key
and uploads the endorsed EDRs to an EDR storage service.

(5) Sends éi,, to the model provider via the FL framework.

On the model provider:

(1) Executes aggregation inside an exclave over the received
client contributions, producing an EDR U;A) for the
aggregation task.

(2) Executes the model update task inside an exclave, obtaining
the final model 0,441, and producing an EDR vfM).

(3) Endorses and uploads the two EDRs to EDR storage, and
distributes Gglobul,t to clients for round t+1.

In an offline auditing phase, a third-party auditor collects all EDRs
and verifies their hardware-backed attestation signatures, discard-
ing any invalid records. The auditor then constructs the Exclave
Dataflow Graph (EDG), where each vertex corresponds to an EDR
and directed edges link records whose output hashes match sub-
sequent input hashes. Finally, the auditor evaluates the verifiable
claims by checking (i) that each task is associated with an allowed
code measurement and (ii) that the resulting EDG is structurally
and dataflow-consistent across rounds, e.g., ensuring that DP tasks
are not bypassed, client contributions are not dropped, and dataset
commitments remain stable.
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B.13 Kalapaaking et al. [51]

Algorithm B.13

Setup: each client C; establishes secure channels with the SGX
enclaves of the p blockchain nodes, obtaining a set of symmetric
keys Ki = {ki,l’ ey ki,p}'

Per round t, each client C;:

(1) Trains locally obtaining a model update 6; ;.
(2) Encrypts the update for each blockchain node enclave:
Cij = Encrypt(k,»,j, Hi,t), Vki,j € K;
(3) Sends each ciphertext c; ; to the corresponding blockchain
node j.
Each blockchain node j:

(1) Collects encrypted updates from all clients: {cyj,...,cpnj}
(2) Inside its SGX enclave, decrypts all updates and aggregates

them to obtain a local global model 9; lobal.t"

(3) Generates a report R; for the aggregation, which is signed
by the local quoting enclave to produce a quote g;.
(4) Encrypts the quote as ¢;; = Encrypt(pkias, q;) and
broadcasts it to the other blockchain nodes.
A consensus mechanism is executed among the blockchain nodes
to agree on the global model, which is then redistributed to the
clients for the next round.

Verifiability in this paper relies on SGX-backed aggregation, further
reinforced by a custom consensus mechanism:

(1) Each blockchain node submits the received encrypted quotes
to the Intel Attestation Service (IAS) to validate the quotes
(i.e., enclave identity/measurement) and extract the corre-
sponding attested global models.

(2) Nodes compute an hash of each attested global model.

(3) Consensus is reached if all hashes match, otherwise the
global model whose hash obtains a majority is selected.

C Adjacent lines of research

We now acknowledge adjacent lines of research that lie outside
the strict scope of federated learning yet supply critical conceptual
foundations and cryptographic tools for verifiability.

co-SNARKSs in verifiable FL

In collaborative zk-SNARKSs, mutually distrustful parties Py, . .., PN,
each holding a private witness share w;, jointly produce a single suc-
cinct proof 7 attesting that a public relation R(x; wy, . .., wx') holds,
without revealing any w; or re-concentrating the witness at a single
party. Ozdemir and Boneh provided the first empirical evidence
that pairing-based proof systems (Groth16, Plonk, Marlin) can be
efficiently transformed into multi-party computation protocols [76].
Follow-up work develops malicious-secure templates that emulate
zk-SNARK provers via MPC, clarifying which subroutines (MSM,
FFT, product checks) admit secure distribution [39]. Co-SNARKs
have also been applied to multi-party smart-contract execution and
collaborative analytics, preserving input privacy while yielding a
single succinct proof for on-chain or audit use [40]. Interestingly,
the co-SNARK abstraction aligns naturally with FL: clients i hold
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private data D; and local updates 6;, while the aggregation rule (e.g.,
Ogtobal = % > 0; with admissibility checks) defines a public relation
R(x;01,...,0,). A co-SNARK could let clients jointly prove that
aggregation was performed correctly without a trusted aggregator
and without exposing ;.

Decentralized model-parallel training

While conventional FL can be referred to as data-parallel, an emerg-
ing related paradigm is that of model-parallel training where a neu-
ral network is partitioned across parties that contribute compute
and bandwidth, with ownership accruing to partial models and reli-
able stage execution [65]. Although very recent, this line of research
is promising for handling asynchrony and constrained network
links, but partitioning the models introduces also new challenges
(e.g. staleness from asynchronous queues). Unlike a FL’s periodic
aggregation, communication here occurs at every step and is highly
sensitive to latency and bandwidth. To compensate for stale updates,
delay-aware optimizers have been proposed [3]. Also, transmitting
large activations can be addressed with communication-efficient
designs enabling billion-parameter models to be trained over ordi-
nary internet links [86]. Notably, at partition boundaries (i.e. where
one model partition hands activations or optimizer metadata to the
next) the required guarantees could be cast as a form of proof of
aggregation which we describe in Algorithm 2.
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