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Abstract

Edge intelligence is often assumed to improve privacy because raw
sensor streams remain local and only constrained outputs (e.g., bi-
nary events, compressed embeddings, or coarse labels) are exposed.
We show this assumption is misleading: even minimal on-device
outputs can retain structured semantics that enable adversaries to
infer sensitive behaviors under realistic context and access regimes.
We introduce a game-based framework that separates two sources
of leakage: statistical leakage, bounded by the information capacity
of the observable channel, and algorithmic leakage, unlocked when
adversaries exploit temporal coherence, multi-channel structure,
or auxiliary context within that bound. Across embedded, smart-
phone, and multimodal sensing datasets, we find that a quantized
motion interface can preserve 70-75% of behavioral structure (via
information- and divergence-based scores) and enable ~65% activ-
ity inference accuracy (about 4x random guessing) once temporal
continuity is restored. Exposing richer continuous channels further
increases in-domain leakage but becomes strongly placement- and
device-specific, degrading transfer across sensors and datasets. Fi-
nally, we show that representation learning can induce cross-modal
bridges that erode sensing-layer constraints, making seemingly
low-sensitivity IMU signals more predictive of private semantic
attributes associated with hidden high-fidelity modalities. Together,
these results show that privacy in edge Al is shaped by an interac-
tion between physical constraints and observable-interface design,
motivating co-designed sensing, model, and evaluation choices that
quantify and limit interface-induced leakage rather than assuming
locality implies privacy.

Keywords

edge sensing, privacy leakage, multimodal inference, information
flow

1 Introduction

The rapid deployment of on-device and edge machine learning
across wearables, smart homes, and industrial IoT has shifted sens-
ing pipelines from cloud upload to local inference, fueling an in-
tuition that “keeping data local” preserves privacy [10, 34, 37]. In
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practice, these systems rarely export raw sensor streams; instead
they expose constrained interfaces such as binary events, quan-
tized embeddings, or compressed features. Because such interfaces
appear to reveal only low-dimensional, task-specific summaries
rather than full-fidelity measurements, they are often marketed
(and widely perceived) as privacy-preserving by design.

We argue that this assumption is misleading. Human (un-) in-
terpretability is a poor proxy for privacy: outputs that are opaque
to people can still be highly informative to a model equipped with
population priors, temporal continuity, and auxiliary data. Popu-
lar protections such as federated learning, trusted execution en-
vironments, and differentially private training primarily address
training-time or input-handling risks, but they do not directly quan-
tify inference-time leakage through the exported interface [8, 33, 53].
A system can therefore “keep data local” while still enabling off-
device adversaries to infer sensitive attributes (activities, identity,
environment) from constrained outputs and context. This gap also
surfaces in emerging [oT “privacy/security labels” framed as nutri-
tion labels [11, 12]: they communicate static safeguards and coarse
device properties, but not interface-conditioned leakage—how much
an adversary can still infer given what the device exports and what
context is observable. Instead, privacy claims should be tied to (i)
the access tier (output granularity and sensor visibility) and (ii) the
available context (temporal continuity and cross-modal priors), so
privacy is reported as measured leakage under explicit assumptions
rather than “local = private” Importantly, our claim is not that edge
processing is inherently privacy-violating. Rather, locality alone
is insufficient as a privacy argument unless the exported interface
and the adversary’s observable context are also considered. We
therefore study privacy as an interface-conditioned property: what
can be inferred depends on what the system releases, how much
temporal or semantic structure is preserved, and what auxiliary
context is available.

We introduce a game-based privacy framework that separates
what an observable interface can reveal in principle from what
realistic models can extract in practice. Specifically, we distinguish
statistical leakage, determined by sensing physics, placement, and
quantization (i.e., the information capacity of the observable chan-
nel), from algorithmic leakage, which arises when adversaries ex-
ploit residual structure using learning and auxiliary knowledge.
Concretely, we define privacy games that vary both access (from
on-device discrete outputs to single-modality and multi-modality
sensor visibility, and onward to representation-level cross-modal
alignment) and context (from shuffled, context-free windows to
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contiguous sessions and auxiliary priors). We quantify leakage with

task metrics (Accuracy/Macro-F1), uncertainty-reduction metrics

(MI/NMI), guessing-risk metrics based on Bayes vulnerability, and

distributional metrics (NRKL), and relate these to capacity-style

ceilings derived from entropy and temporal/statistical structure.

Operationally, we ask: given what the device exports and what con-

text an adversary has, how much better than chance can the adversary

infer a private target? We formalize this as an adversarial advantage

Advu(A) in §3.

Across four IMU motion datasets (UTAH-STM-HAR, Motion-
Sense [23, 24], UCI-HAR [32], and UTD-MHAD [5]), we observe a
consistent gradient. Coarse binary interfaces impose a statistical
ceiling, with 7-class activity inference near 30-35% top-1 in context-
free settings and consistent with MI/Fano-style limits. Restoring
temporal continuity then enables substantial algorithmic leakage
even without raw private modalities. Exposing richer continuous
channels (accelerometer and/or gyroscope) further increases within-
dataset inference, while transfer experiments reveal when leakage
is placement- or device-specific. Finally, we connect sensing-layer
leakage to representation-layer threats by interpreting contrastive
“align-then-transfer” pipelines as adversarial capabilities. We show
that cross-modal linking can make low-sensitivity IMU represen-
tations more predictive of private semantic attributes associated
with hidden high-fidelity modalities, even without reconstructing
those hidden sensor streams.

Contributions. Our contributions are as follows:

e A capacity-vs.-exploitation lens for inference privacy. We
model leakage as the combination of (i) statistical capacity in-
duced by sensing physics, placement, and quantization, and (ii)
algorithmic exploitation enabled by temporal continuity, auxil-
iary priors, and cross-signal structure. The framework yields
interface-conditioned privacy games with comparable metrics:
Accuracy/Macro-F1, MI/NMI, Bayes vulnerability, and NRKL.

e A multi-dataset measurement of privacy under realistic
interfaces. Across four motion datasets, we show that binary
event streams impose an information-theoretic ceiling, with 7-
class activity inference near 30-35% top-1 in context-free settings.
Restoring temporal continuity alone lifts inference to ~55-60%,
while exposing raw sensor channels (accelerometer and/or gy-
roscope) raises recovery to ~70-99% in-domain. These gains
also vary by placement (e.g., wrist vs. thigh), reflecting under-
lying kinematics and distinguishability. These measurements
are grounded in motion-sensing datasets and are intended to
demonstrate interface-conditioned leakage under controlled ac-
cess regimes, rather than a universal claim about all edge systems.

e Actionable guidance for “privacy by interface” We translate
these findings into reporting and design practices: capacity-aware
summaries that report uncertainty reduction, one-shot guessing
risk, and task performance together, and concrete interface levers
such as quantization level, sampling rate, channel breadth, tem-
poral continuity, and placement.
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2 Preliminaries

This section establishes the signal-level conventions and metric def-
initions used in our privacy games. We first position our interface-
conditioned view relative to motion-signal privacy, inference at-
tacks under fixed observable channels, and quantitative information-
flow metrics. We then define sensor streams, latent physical phe-
nomena, temporal/cross-sensor structure, and the leakage metrics
used in §4-§5. The adversary model and privacy games are formal-
ized in §3.

Training Privacy:
protects training
contributions (DP/FL)

Secure Compute: — 9
protects computation f1eA RE H a ] o101
state (TEE/HE) il P H— & g L &

Model-Output Leakage
(Channel-Fixed):
mitigates inference from
exposed outputs (MI /
inversion / property inf.)

= B

o ©
O impmim) %)

Figure 1: Positioning of privacy protections in edge sens-
ing pipelines. Most prior defenses assume a fixed released
interface (training privacy, secure compute, or output pertur-
bation). We study interface-induced leakage: what is revealed
by the exported channel and the adversary’s observable con-
text.

Interface-Induced
Leakage (This Work):
leakage due to
exposed channel +
sensing/representation
(pre-defense)

21

Motion privacy and cross-modal inference. Motion data are
increasingly recognized as privacy-sensitive. Prior work shows
that accelerometer streams can reveal activities, location, identity,
health and body features, and typed input [18]. Recent attacks fur-
ther show that rhythm features persist even at very low sampling
rates [52]. Richer motion representations create similar risks: VR
motion traces can support user identification [48], and skeleton
motion can leak personally identifiable information through link-
age attacks [4]. Complementary multimodal learning work shows
that IMU streams can be embedded into shared spaces for retrieval
and inference [13, 21, 26], while IMU foundation models highlight
strong temporal structure within motion signals [14, 49, 50]. To-
gether, these works establish that motion-derived signals leak sensi-
tive structure. Our focus is how that leakage changes as the exported
interface is coarsened, enriched, temporally preserved, or aligned
across modalities.

Inference attacks and privacy-game formulations. Leakage
can persist even when raw data are not directly exposed. Feature

Motivation and Positioning



Sensor Privacy as a Spectrum

sharing in heterogeneous and federated settings can create im-
plicit leakage channels [6, 25, 45]. ML privacy work likewise shows
that inference remains possible under black-box or label-only ac-
cess [9, 17, 33, 44, 46]. Prior privacy-game work also shows how
adversarial background knowledge and temporal correlation can
reduce uncertainty even when released data are obfuscated [36]. We
build on this game-based view of inference privacy, but instantiate
the game around sensing interfaces rather than assuming a fixed
released dataset, trace, or model output.

Quantitative information flow. QIF provides a useful lens for
interpreting leakage as either uncertainty reduction or improved
guessing success [38]. We use this perspective operationally: NMI
captures aggregate reduction in target uncertainty, while Bayes vul-
nerability captures one-shot guessing risk. We define these metrics
in §2.5.

Gap: defenses assume the interface; we quantify the interface.
Existing defenses are important, but they often take the sensing
configuration, released output, and adversary context as fixed [15,
19, 28,31, 35, 43, 47, 51]. Our contribution is complementary. Rather
than proposing another defense or attack on a fixed channel, we
characterize interface-induced leakage by varying what is exposed,
what temporal or auxiliary context remains available, and whether
representation alignment is present.

2.2 Signals, Windows, and On-Device Outputs

A sensor modality s € S produces a discrete-time stream x(t) €
R% sampled at rate f;. We write a window of length W starting
at t as x; [t : t+W]. When sensor placement matters, we index by
location ¢ € L and write xs(t).

We view all observed streams as being driven by a shared latent
physical phenomenon ¢(¢) (e.g., walking, turning), which induces
modality- and placement-dependent projections:

xs,(’(t) = (i-[st’(qs(t)) + Us(t);

where H;, captures sensing/placement transfer and 5, denotes
noise [1, 27]. We use this formulation only to emphasize that differ-
ent modalities may be statistically linked through the same under-
lying dynamics.

On-device outputs. Many edge pipelines export only a constrained
interface (e.g., a discrete event stream) rather than raw signals. We
abstract an on-device detector as emitting a binary output

y(t) = l{g(xs[t (W) > r},
where ¢g(-) is a windowed statistic and 7 a threshold, covering
common embedded rule engines and lightweight classifiers [29, 42].
This abstraction aligns with our privacy games in §3, where the
adversary’s observable channel may include only y(t).

2.3 Coupling and Temporal Structure

Leakage in multimodal sensing is amplified by two broad sources
of structure: (i) cross-sensor coupling (shared dependence induced
by ¢(¢)) and (ii) temporal coherence (dependence across time).

Cross-sensor coupling. Coupling arises when multiple sensors
capture the same underlying dynamics (e.g., accelerometer and
gyroscope during gait) or when one sensing channel carries con-
sequences of another (e.g., motion — audio). When we need a
measurable notion of coupling, we use standard correlation and
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coherence tools: lagged cross-correlation R;;(r) and magnitude-
squared coherence

1S (F)I?
Sii(£) S1;(f)’
where S;;(f) denotes the cross power spectral density (PSD) and
Sii (f) the auto PSD [29, 42].
Temporal coherence (What Sequences Encode). Even when
the exported interface is highly compressed (e.g., binary output
labels), sequences can retain strong structure. For continuous sig-
nals, temporal dependence is summarized by autocorrelation R;;(7)
and the PSD S;;(f) = F{R;i(r)} (Wiener-Khinchin). For discrete
on-device outputs, we characterize temporal structure using sim-
ple sequence statistics such as (i) run-length distributions and (ii)
transition rates/edge rates. Intuitively, periodic activities (walk/jog)
induce repeatable rhythms, while static activities (sit/stand/lie) yield
long dwells and sparse transitions. These are exactly the properties
that become exploitable once the adversary observes contiguous
sessions rather than shuffled windows.
Operationalizing coherence. In our experiments, we separate
context-free settings (windows shuffled to break long-range de-
pendence) from context-aware settings (contiguous sessions that
preserve temporal coherence). This separation helps distinguish
gains associated with temporal structure from those due only to
marginal signal statistics.

vi(f) =

2.4 Statistical Ceilings from Information

Let X denote an observable channel available to the adversary (e.g.,
a binary output, a single IMU modality, or fused IMU), and let Y
denote the target label with C classes. The achievable prediction
performance is constrained by the information that X carries about
Y. We therefore report mutual information (MI) and normalized
mutual information (NMI = I(X;Y)/H(Y)) as classifier-agnostic
indicators of how much label uncertainty is revealed by the ob-
servable channel [3, 7, 16]. In §5.1, we use these quantities to sep-
arate capacity (what the interface can reveal in principle) from
exploitation (how much an adversary can extract under different
context/access regimes). Because entropy-based quantities do not
fully capture one-shot guessing risk, we complement MI/NMI with
Bayes vulnerability in the metric suite below.

2.5 Metrics Reported in Our Privacy Games

We quantify leakage using complementary metric families that
appear throughout §4 and §5.

Task metrics. For classification targets, we report Accuracy and
Macro-F1, which are standard in activity recognition [2, 20].
Information metrics. To compare leakage across datasets with
different class counts and imbalance, we report MI and normalized
MI (NMI), which scales MI by label entropy H(Y) [7]. We also report
NRKL, a normalized reverse-KL score that maps higher values to
better alignment between predicted and true label distributions,
following standard divergence-based privacy-utility analyses [3,
22].

Guessing-risk metrics. To complement NMI, we report Bayes
vulnerability as a guessing-risk metric. For target Y and observ-
able interface O, vulnerability measures the adversary’s expected
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Symbol Meaning

P(t) Latent physical phenomenon at time ¢ (e.g., activity/gesture).

S,s Set of sensor modalities; a modality (e.g., accel, gyro).

Lt Set of placement locations; a location (e.g., wrist, pocket).

C Environment-dependent constants (e.g., device/setting constants).

I Prior over latent phenomena/activities.

& Environment tuple: & = (S, £, C,II).

xs,0(t) Sensor stream from modality s at location £.

fs Sampling rate of modality s.

w Window length.

xs[t:t+W]  Windowed segment of stream x ().

s(t) Multimodal sensor observation at time t (stack of all modali-
ties/placements).

Gs(+) Generative process mapping ¢ (¢) to s(¢) under &.

x(t) Full sensor state at time # (all modalities).

Xc () Compromised/adversary-visible sensor state at time ¢.

Xp () Private (hidden) sensor state at time ¢.

Se Set of compromised modalities; S, = S\ Sc.

y(t) Exposed on-device output released at inference time (discrete or
continuous).

M On-device model producing y(¢) from sensor inputs.

Sm Subset of modalities consumed by M (model input set).

tgt(-) Private target function to be inferred by the adversary.

A A Adversary; adversary capability/model class.

Aux Auxiliary knowledge available to the adversary.

Perf(-) Leakage/performance metric used in the privacy game
(Acc/F1/NMI/NRKL/etc.).

BaseAdv Baseline performance under Perf(-) (e.g., random or majority-
class).

Adou(A) Adversarial advantage: Adv(A) = Perf(A) — BaseAdv.

£ Privacy tolerance threshold; tgt-privacy holds if Adv(A) < e.

X Generic observable channel used for analysis.

Y Target label/attribute with C classes.

o Observable interface/channel available to the adversary.

I(X;Y) Mutual information between observable X and target Y.

NMI Normalized mutual information: I(X;Y)/H(Y).

V(Y) Prior Bayes vulnerability: best one-shot guessing probability before
observing O.

V(Y |O) Posterior Bayes vulnerability: expected best one-shot guessing prob-
ability after observing O.

Vul Reported Bayes vulnerability / one-shot guessing risk.

NRKL Normalized reverse-KL score (higher is better alignment).

p Duty cycle of a binary stream (fraction of time y(#) = 1).

A Edge/transition rate of a binary stream (transitions per unit time).

Table 1: Notation used throughout the preliminaries and
privacy framework.

confidence in its best one-shot guess after observing O[38]. Thus,
while NMI captures aggregate uncertainty reduction, vulnerability
captures how easily the adversary can make a confident single
prediction.

Simple temporal descriptors (binary outputs). For discrete
interfaces (e.g., binary output labels), we additionally summarize
sequence structure with duty cycle and edge rates. These descriptors
capture how often the output is active and how often it changes
[29, 42].

Interpreting leakage values. These metrics are complementary
rather than interchangeable. Accuracy and Macro-F1 measure prac-
tical inference success; NMI measures aggregate uncertainty re-
duction; Vulnerability measures one-shot guessing risk; and NRKL
measures distributional alignment. Thus, near-random task perfor-
mance indicates limited exploitable leakage, while high Accuracy/F1
or high Vulnerability indicates that the interface supports reliable
or confident inference.
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3 Formal Privacy Framework

We now define an empirical privacy game for measuring interface-
conditioned leakage. Figure 2 summarizes the sensing-to-inference
pipeline. A latent phenomenon induces multimodal sensor streams,
an on-device model consumes a subset of those streams, and the
adversary observes only compromised streams, exposed outputs,
and auxiliary context. Our framework specifies (i) the observable
interface, (ii) the target attribute, (iii) the adversary’s auxiliary
knowledge and capability class, and (iv) the metric used to measure
leakage. We use this framework as an empirical evaluation proto-
col, not as a universal privacy guarantee; measured risk is always
relative to the specified interface, context, target, and adversary
class.

3.1 System and Environment

We model the physical world as generating a latent phenomenon
¢ (1) (e.g., walking, sitting, turning) drawn from a prior distribution
IT. This latent physical state induces multimodal sensor observa-
tions through a generative physical process

s(t) = G (¢(1)),

where the environment & specifies the sensing configuration. We
use X to denote the space of realized sensor states, and write
x(t) € X for the full sensor state available in the privacy game. Fig-
ure 2 summarizes this sensing-to-inference pipeline and highlights
attacker-accessible components.

We define the environment as

E=(S, L C 1),

where S is the set of available sensor modalities (e.g., accelerometer,
gyroscope, microphone), £ denotes their physical placement loca-
tions (e.g., wrist, belt, pocket), C captures environment-dependent
constants (e.g., room acoustics, lighting), and II is the prior over
latent activities or behaviors. Each sensor s € S produces a stream
x5(t), and stacking all modalities/placements yields the observation
s(t).

An on-device machine learning model M consumes only a subset
S € S of modalities over a sliding window to produce an exposed
inference output

y(t) = M(xgs,, [t - A, t]).

This output is typically accessible to the adversary and forms one
component of the observable interface in the privacy game that
follows.

3.2 Target Privacy Definition

We define a target function
tgt : X — R,

which maps the full sensor state (a realization) x(t) € X to a
sensitive physical or semantic attribute (e.g., fine-grained gesture,
audio trace, environment class). The target need not be a raw sensor
stream. In our experiments, it is typically a semantic attribute such
as an activity or gesture class.

Figure 3 illustrates the adversary’s task. Given only the com-
promised sensor modalities x. (), the model’s exposed output y(¢),
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Figure 2: Sensing-to-inference pipeline and attacker-observable channel. A latent phenomenon ¢(t) generates multimodal
observations under environment & = (S, £, C,II). The full sensor state x(t) is partitioned into adversary-visible components
x.(t) and private components x,(t); an on-device model M consumes S,, C S and releases adversary-visible output y(t).

and any auxiliary knowledge, the adversary produces a prediction
z(t) attempting to infer the hidden target value tgt(x(¢)).
Adversarial Advantage. Let Perf(-) be a task-appropriate metric
and BaseAdyv a trivial baseline (e.g., random guessing). We define
the adversary’s advantage as

Adv(A) £ Perf(24 (1), tgt(x(t*))) — BaseAdv.

Under a specified interface, adversary class, and metric, we say
the system satisfies tgt-privacy (under capability class A) if for all
AEA,

Adv(A) < ¢,

for a tolerance ¢ fixed by the evaluation.

3.3 Adversarial Privacy Game

We model privacy leakage as an interactive game between a sensing
system and an adversary A who observes only partial information
and attempts to infer a private target.

Notation. Let S be the set of device sensors and X the space of their
realizations. We partition sensors into compromised (adversary-
visible) S¢ C S and private S, =S \ S,. At time ¢, the full sensor
state is x(t) = (xc(t),x,(t)) € X. An on-device model M (using
some subset S, C S) outputs y (). The private target is a function
tgt : X — Rk,

Setup. The adversary’s information is summarized as

Obs = (x.(°), y(*), Aux),

where x.(-) are the compromised streams, y(-) the exposed model
outputs, and Aux optional auxiliary knowledge (e.g., public datasets
D, placement hints L., environment constants C.).

Game execution. Algorithm 1 summarizes how we instantiate
attackers across all privacy games: the observable interface Obs
determines the attacker input representation ®(-), the capability
class A constrains the model family, and leakage is scored via
Adv(A) under a fixed BaseAdv and tolerance ¢. We next describe
how different access regimes define Obs and how we operationalize
d, A, and Perf in experiments.

3.4 Quantifying Adversarial Leakage

We organize leakage evidence into three tiers that guide both theory
and measurement.
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Algorithm 1: Instantiating an adversary in the privacy
game

Input: Obs = (x.(-), y(+), Aux); target tgt(-); metric Perf;
baseline BaseAdv; tolerance ¢.
Output: Adversary A and advantage Adv(A).

/* (1) Choose representation of observations */
1 z <« ®(Obs)

/* (2) Train */
2 Fit A € A to predict tgt(x) from z using available data

/* (3) Predict at challenge time */
3 2(t%) — A(P(xc(t*), y(¥), Aux))

/* (4) Score leakage and compute advantage */
4 score «— Perf (2(t*), tgt(x(1*)))
5 Adv(A) £ score — BaseAdv

/* (5) Break condition */

o

if Adv(A) > ¢ then
L return A, Adv(A)

return A, Adv(A)

N

// breaks tgt-privacy

]

(I) Impossibility baseline. If tgt fundamentally depends on pri-
vate inputs (i.e., tgt(x) is independent of (x,y) under the data-
generating process), then no function of (x., y, Aux) should beat
BaseAdyv + ¢. This provides an upper bound on attainable inference.
(IT) Achievability. When tgt(x) = tgt(x.) (or there exists a de-
terministic mapping from (x., y, Aux) to tgt), perfect inference is
achievable in principle, indicating a fundamental privacy risk irre-
spective of algorithmic choices.

(III) Relaxed achievability. In realistic settings tgt may be only
partially recoverable from (x.,y, Aux). We quantify non-trivial
leakage using: (a) task metrics (e.g., accuracy, F1, AUC), (b) re-
construction error for continuous targets (e.g., MSE, normalized £;),
and (c) information-theoretic dependence (e.g., mutual information
I(z;tgt)). Leakage is present when these exceed BaseAdv by more
than e. Statistical hints may exist below the impossibility frontier,
and the question is whether they rise above a practically meaning-
ful threshold. In Section 5, we instantiate this relaxed-achievability
view by varying interface properties such as granularity, temporal
continuity, sampling rate, and cross-modal alignment while keeping
the target and evaluation protocol fixed within each comparison.
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Figure 3: The adversary observes only the compromised sensor streams x.(t), the model’s exposed output y(t), and any auxiliary
knowledge. The adversary attempts to predict the private target value tgt(x(¢)) and succeeds only if its performance exceeds a
baseline (e.g., random guessing) by more than a small allowable margin ¢. A system is tgt-private when no such adversary can

achieve a non-negligible advantage.

We now instantiate these privacy framework formalisms in Sec-
tion 4 with concrete signals, models, and datasets to evaluate leak-
age empirically.

4 Privacy Game Experimental Setup

Having established a formal framework for reasoning about pri-
vacy leakage in the previous section, we now turn to its empirical
instantiation. The goal of this section is to ground the abstract no-
tions of adversarial access, target functions, and leakage metrics in
concrete experimental settings. We do this by defining the physical
systems under study, specifying the adversarial games that capture
realistic threat models, and explaining how we measure privacy
degradation in practice. Before detailing the datasets and games,
Table 2 summarizes how the evaluation probes different properties
of the observable interface. This table serves as a roadmap for the
results in Section 5.

4.1 Sensing Scenarios

To instantiate concrete environments of the defined privacy games
in Section 3, we evaluate adversarial inference across four motion-
sensing scenarios that vary in the latent phenomenon ¢(t), sen-
sor placements L, and available modalities S. Our aim is not to
benchmark activity-recognition pipelines, but to span represen-
tative human-motion regimes whose structure (e.g., periodicity,
limb asymmetry, placement-dependent distortion, and cross-limb
coherence) directly shapes privacy leakage. Table 3 summarizes
these scenarios.

Existing human-activity datasets lack two properties required
to faithfully instantiate our privacy game: (1) on-device inference
outputs reflecting a realistic embedded ML pipeline rather than of-
fline labels, and (2) synchronized multi-placement IMU for the same
subject, which is necessary to analyze how leakage propagates
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across sensor locations. To supply these elements, we collected a
new dataset, UTAH-STM-HAR, using the SensorTile.box PRO
platform [40]. We leverage the Machine Learning Core [39] to de-
velop the on-sensor lightweight training and inference module that
emits a binary motion signal y(t) (e.g., “shake” vs. “no shake” [41])
each timestep.! We adopt this binary signal as the representative
on-sensor inference throughout our evaluation because it mirrors
the kind of aggressively compressed outputs used in commercial
wearables and IoT devices, thereby providing a concrete instan-
tiation of the exposed model output in our privacy game. Using
this setup, eleven participants performed seven everyday activi-
ties (walking, jogging, upstairs, downstairs, sitting, standing, lying)
while wearing five IMUs (left/right wrists, left/right ankles, front
pocket). Each session contains raw 6-axis IMU signals, the binary
on-device output y(t), and anthropometric metadata.

To ensure that our findings are not artifacts of SensorTile hard-
ware or its binary algorithm, we additionally evaluate on three
widely-used benchmarks: UCI-HAR (waist-mounted smartphone;
six activities) [32], MotionSense (front-pocket smartphone; six
activities) [24], and UTD-MHAD (wrist + thigh IMUs with RGB
video; 27 gestures) [5]. These datasets cover alternative sensing
geometries, motion regimes, and activity taxonomies, enabling
cross-domain and cross-modal evaluation of whether the privacy
leakage we observe persists (or fails to generalize) across devices
and environments.

On-device binary inference signal. All runs use a compact on-
device pipeline configured for the LSM6DSOX: raw accel/gyro at
50 Hz, windowed features over 1.0-1.2 s (32—40 samples), and a shal-
low decision tree (a few levels) trained on features such as variance,
peak-to-peak amplitude, zero-crossing counts, and energy. The re-
sulting configuration deterministically generates a binary inference

!Full configuration, thresholding logic, and firmware parameters appear in Appendix B.
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Interface factor Formal object

Evaluation knob

Corresponding experiment

Granularity / channel Observable channel Oy
breadth or compromised stream
set Se: Ogi = {y(t)},

Oc2 = {xm(t),y(t)}, Ogs =
{xaee (), x99 (1), y(t) }

Increase exposed detail from dis-
crete output to one continuous
modality to fused IMU: G1 —
G2A/G2B — G3

UTAH-STM-HAR G1-G3 comparisons in §5.1 and
Table 5; same/cross-placement transfer in Table 8
and App. Table 13; UTD-MHAD placement com-
parison in Table 10.

Temporal structure / inter-
face resolution

Window sequence {Oy[t : t +
W]}L,, temporal dependence
across windows, sampling rate
fs, and window size W

Break or preserve temporal conti-
nuity; vary segmentation and sam-
pling resolution: shuffled/context-
free vs. contiguous/context-aware

UTAH-STM-HAR context ablations in §5.1 and Ta-
ble 5; sampling-rate sensitivity in Table 6; non-
contextual window-size comparison in App. Ta-
ble 12.

sessions, window-size sweep, and
sampling-rate sweep

Adversary model Adversary class Ay

Compare simpler statistical or tree-
based models with learned tempo-
ral models while keeping the ob-
servable interface fixed

UTAH-STM-HAR model/adversary robustness
comparison in Table 7; checks whether the qualita-
tive G1-G3 leakage ordering is stable across repre-
sentative adversary classes.

Cross-modal alignment Pretrained embedding f(x¢)

and auxiliary paired data
Dpuir = {(XIMU x?rlv)}

i >

Correctly aligned pairs vs. shuf-
fled/mismatched pairs;
paired-data fraction

UTD-MHAD G4 ablations in §5.5 and Table 11: no-
align IMU, aligned pairs, mismatched pairs, and
reduced-pairing settings.

reduce

Table 2: Interface factors evaluated in our privacy games. Each row maps an observable-interface property to the corresponding
evaluation knob and experiment. Within each comparison, we keep the target, data splits, feature pipeline, and adversary-

selection protocol fixed where possible.

Dataset Phenomenon ¢(¢) Placement(s)

Modalities Target tgt(x)

UTAH-STM-HAR  Daily human motion

UCI-HAR Body motion Waist (smartphone)
MotionSense Mobile motion Front pocket (phone)
UTD-MHAD Full-body gestures Wrist, thigh (IMUs) + Video

Wrists, ankles, pocket

3-axis Accel, 3-axis Gyro
3-axis Accel, 3-axis Gyro

Activity class (7)
Activity class (6)
Activity class (6)
Activity / gesture label (27)

3-axis Accel, 3-axis Gyro
Accel, Gyro, RGB video

Table 3: Summary of datasets and corresponding sensing scenarios. Each dataset observes a physical phenomenon ¢(¢) through
specific sensor placements and modalities, defining concrete instantiations of the privacy-game variables (x., x,, y, tgt).

signal yt) € {0, 1} (event/no-event). We apply the same feature set
and tree structure across all datasets to ensure consistency of the
exposed interface. This fixed construction ensures that changes in
leakage across G1-G3 reflect changes in the observable interface
and temporal context rather than changes in the event detector
itself.

4.2 Game Definitions and Access Models

We instantiate the privacy game of Section 3 by specifying what an
adversary may observe at inference time, how this visibility maps
onto the system variables (S, y, tgt), and what computational tools
the adversary may apply. Algorithm 2 operationalizes Algorithm 1
by fixing Obsy, @4, A4, and the selection rule per game. Each privacy
game corresponds to a distinct visibility regime motivated by real-
istic leakage channels, e.g., device APIs often expose only coarse
binary outputs, compromised apps may access a single IMU stream,
firmware-level access exposes multiple modalities, and cross-modal
latent spaces become available when pretrained representations
can be queried or reverse-engineered. These regimes isolate orthog-
onal leakage axes (i.e., statistical regularities, intra-signal dynamics,
cross-signal coherence, and representation alignment), allowing
us to characterize how privacy degrades as adversarial visibility
expands. Table 4 summarizes the set of privacy games we describe
in detail below.

G1: Discrete-Output Adversary. The adversary observes only the
device’s exposed output y(t), a discrete finite-state signal derived
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from inaccessible raw modalities. Formally, Obs = {y(#)} and the
adversary must infer tgt without access to any continuous sensor
streams. Leakage arises solely from temporal structure or statistical
bias in the device output.

G2: Single-Modality Adversary. Here the adversary observes
one continuous sensor stream (e.g., accelerometer or gyroscope) in
addition to the exposed output y (). Formally, Obs = {x,,(t), y(¢)},
where x,,(t) denotes the time series from a single compromised
modality m € S; (and S contains exactly one modality in this
game). The adversary may exploit temporal or spectral patterns
within that single signal, but cannot leverage cross-channel rela-
tionships.

G3: Multi-Modal Adversary. The adversary obtains multiple raw
sensor modalities simultaneously, S, = {x“(t), x8"°(t), y(t)}, en-
abling inference based on cross-signal coherence, joint dynamics,
and multi-channel representations. This regime approximates an
attacker with full access to embedded IMU data.

G4: Cross-Modal Representation Adversary. In this setting, the
adversary does not directly observe additional sensors, but instead
operates in a pretrained latent space that aligns heterogeneous
modalities (e.g., video-IMU via a multimodal encoder). The adver-
sary receives S; = {f(x(t)),y(¢)} where f maps raw signals into a
shared embedding space; leakage emerges from representational
alignment rather than raw signals themselves. This captures threats
where an attacker leverages public pretrained models or paired data
to infer protected attributes across sensing families.
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Example

Exposure Mechanism

Game Observable interface Obs,
G1 Discrete outputs

G2 Single continuous modality
G3 Multi-continuous modalities
G4 Latent cross-modal space

Binary motion or FSM signal
Accelerometer or Gyroscope
Accelerometer and Gyroscope
Video-IMU

Statistical regularities
Intra-signal dynamics
Cross-signal correlation
Representation alignment

Table 4: Privacy games defined by the adversary’s observable interface Obs, and primary exposure mechanism. Each game
represents a distinct interface/access regime used to evaluate interface-conditioned leakage.

Algorithm 2: Empirical instantiation of privacy games

(Sections 3-4)

Input: Dataset D with sensor streams x(¢) and targets Y; game
g € {G1,G2,G3, G4} defining observable interface Obsg;
candidate adversary families { Ag,1, ..., Agm }; metrics
Perf and baseline BaseAdv; selection tolerance & (e.g., 1%
NMI).

Output: Selected adversary A and leakage scores

(Acc/F1/NMI/Vul/NRKL).
/* (1) Construct observable interface and features x/
Derive Obsy from D // e.g., y(t) for G1; one modality
for G2; accel+gyro for G3; embeddings for G4

-

Choose context regime (context-free shuffling vs. context-aware

[N}

sequences)

(™)

®, « feature map applied to Obs,
Build @, (Obsy) using a fixed train/val/test split
/* (2) Train candidate adversaries

S

x/
fori «— 1tomdo

6 Train Ag; € Agy,; to predict Y from &4 (Obs,) (train set)

7 Tune hyperparameters on validation set

o

*/

~

* (3) Evaluate leakage

s fori < 1tomdo

9 Compute test metrics:

Acc(Ag,i),F1(Agi), NMI(Ay,;), Vul(Ag;), NRKL(Ag,;)
0 | Adv(Ag;) < NMI(Ay;) — BaseAdvnmr

/* (4) Select least-complex near-optimal attacker */

11 Let imax < argmax; NMI(Ag;)

12 Select A7 « argming,, Complexity(Ag;) s.t. NMI(Ag,;) >
NMI(Ag,ipay) — O

13 return A7 and its leakage scores

4.3 Adversarial Learning and Leakage Metrics

To operationalize the adversary in each privacy game, we evalu-
ate how well an attack model can approximate the private target
tgt(x) from the observable variables (x.(t),y) defined in Section 3.
Because adversarial success can manifest as classification accuracy,
regression quality, or distributional alignment, we quantify leak-
age using a combination of task-level and information-theoretic
measures that map directly onto the relaxed-achievability tier (Sec-
tion 3). This unified quantification protocol allows empirical com-
parisons across sensing regimes, datasets, and visibility levels, inde-
pendent of the particular architecture used by the adversary. In the
comparisons below, we keep the target, data split, feature pipeline,
and adversary-selection rule fixed wherever possible, while varying
the observable interface or context under study. This provides a
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controlled way to examine how changes in interface granularity,
temporal structure, and cross-modal alignment affect measured
leakage.

Task-Level Metrics. When tgt corresponds to a discrete activity
label, we report standard classification metrics such as accuracy
and F1-score. These capture how often the adversary recovers the
correct class but are sensitive to the number of classes and to label
imbalance, and thus cannot be compared directly across datasets
or sensing scenarios.

Information-Theoretic Metrics. To obtain dataset-agnostic mea-
sures of leakage, we compute mutual information (MI) and Kull-
back-Leibler divergence (KL) between the true label distribution
and the adversary’s predicted probabilities. Because raw MI in-
creases with the number of classes, we report Normalized Mutual
Information (NMI), defined as MI scaled by the entropy of the label
distribution. NMI lies in [0, 1] and captures the fraction of label
uncertainty revealed by the adversary. Similarly, KL divergence is
asymmetric and unbounded, making it difficult to interpret across
datasets. We therefore report Normalized Reverse KL (NRKL), which
rescales KL by its theoretical maximum (log C for C classes) and
inverts the scale so that higher values indicate better alignment be-
tween prediction and truth. NRKL provides a calibrated measure of
how sharply and confidently the adversary matches the underlying
distribution. We also compute Bayes vulnerability from the adver-
sary’s predicted posterior distribution, reporting the expected con-
fidence of the adversary’s best one-shot guess. This complements
NMI by capturing guessing risk rather than aggregate uncertainty
reduction.

Adversary Model Families. We instantiate adversaries using
model families whose inductive biases match the visibility regime
of each privacy game. Decision trees capture discrete thresholding
in G1; shallow CNNs and temporal models capture local periodic
structure in G2; lightweight cross-channel fusion architectures cap-
ture multi-stream coupling in G3; and linear probes over pretrained
cross-modal embeddings instantiate G4. To avoid attributing leak-
age to excess model capacity, we select the least-complex model
whose NMI is within 1% of the best-performing model per game and
dataset. This ensures that observed leakage arises from increased
adversarial visibility, not from increased representational power.
This helps control for model capacity when comparing interfaces;
in Table 7, we further report a model-robustness study showing
that the qualitative leakage ordering across G1-G3 remains stable
across representative adversary classes.
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5 Results and Analysis

We empirically trace how privacy leakage evolves as adversary
access and context increase. We first separate statistical capacity
from algorithmic exploitation by starting with randomized, context-
free windows and then restoring temporal continuity and richer
channels. The results follow the interface factors in Table 2: §5.1
studies granularity, temporal structure, and interface resolution on
UTAH-STM-HAR; §5.2-8§5.4 study transfer and phenomenon dis-
tinguishability; and §5.5 studies cross-modal alignment through G4.
We summarize our research questions as follows. RQ1 Statistical vs.
Algorithmic Leakage: How much private information is carried by
the observation channel itself (e.g., a binary inference) versus addi-
tional leakage unlocked when temporal continuity, multi-channel
signals, or side context are restored? RQ2 Spatial Transfer: When
does leakage persist under sensor relocation (e.g., train on one body
site, test on another), and when do richer channels (e.g., coupling
the binary inference output with an accessible and/or compromised
accelerometer) make leakage strongly placement-specific? RQ3
Cross-Dataset Transfer: Do leakage patterns survive changes in de-
vice, population, and collection protocol (cross-dataset, zero-shot),
and how do the privacy metrics behave relative to accuracy un-
der such shifts? RQ4 Phenomenon Distinguishability: When do
binary encodings collapse distinct activities (e.g., walk vs. jog) and
when does added coverage or increased sampling resolve them?
and RQ5 Representation-Level Leakage: Can cross-modal alignment
(e.g., learned video-IMU embeddings) bypass sensing-layer pri-
vacy bounds, and what minimal supervision suffices to mount such
attacks?

5.1 Statistical vs. Algorithmic Leakage (RQ1)

We separate the signal’s statistical capacity from algorithmic ex-
ploitation by first stripping context and then progressively restor-
ing it. Concretely, windowed segments ‘W are drawn uniformly so
that subject, placement, and anthropometrics carry no information,
P(W | Sub,L,A) = P(‘W), and temporal dependence factorizes,
IT; P(‘W%,) (“context-free”). We then re-enable contiguous sessions
(temporal coherence) and optionally add placement and anthro-
pometrics (“context-aware”). We report Games 1-3 here because
they operate at the sensing layer (binary inference — accelerom-
eter/gyroscope — IMU); Game 4 is a representation-level result
discussed in §5.5.

Capacity baseline (Game 1). For C=7 classes, perfect discrimina-
tion requires log, C = 2.81 bits. Empirically, the mutual information
between the binary inference stream and activity is ~ 0.7 to 0.8 bits,
implying a low context-free accuracy ceiling (~ 35% via Fano’s
inequality). This is consistent with the context-free Game 1 results,
where Accuracy and NMI remain low under shuffled windows;
varying window size has comparatively small effects relative to
restoring temporal continuity (App. Table 12).

Context enables algorithmic leakage. Restoring temporal co-
herence yields marked gains across Games 1-3 (Table 5). In Game 1,
Accuracy climbs from near-random to ~ 56% with NMI ~ 0.5;
Games 2A/2B improve further; Game 3 (accel+gyro) rises again as
cross-channel structure becomes available. Two ablations isolate
what matters: (i) removing anthropometrics changes results negli-
gibly; (ii) anonymizing placement has similarly small effect. The
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dominant driver is temporal coherence, which unlocks algorithmic
leakage: learned models exploit residual correlations (run-lengths,
edge rates, transition rhythms) that are invisible under randomized
sampling but present once time is restored. Vulnerability comple-
ments these task metrics by measuring one-shot guessing confi-
dence; it generally rises as the interface preserves more temporal
or continuous structure, but may differ from Accuracy because it
measures posterior concentration rather than average correctness.
RQ1 Takeaway. Binary outputs impose a statistical bound (ca-
pacity); restoring context (especially time) lets adversaries climb
toward that bound, and adding continuous channels expands the
exploitable structure. In short: capacity sets the ceiling; context and
channels determine proximity to it.

Design takeaway. Together, these comparisons show that privacy
is shaped by practical interface levers, including output coarsen-
ing, temporal continuity, sampling rate, window size, and channel
breadth. Sampling rate produces visible changes in the main sensi-
tivity analysis, while window-size effects in the context-free setting
are smaller and reported in App. Table 12.

5.2 Cross-Placement Leakage (RQ2)

We next ask whether leakage persists when models are trained on
one body placement and evaluated on another. We keep temporal
coherence intact but constrain training to a single, anonymized
placement; each trained model is then tested on all five placements.
Binary streams transfer strongly. In Game 1 (binary infer-
ence only), cross-placement performance closely matches same-
placement performance. Averaged over placements (Table 8), Accu-
racy is negligibly different with 67.6% (same) vs. 66.4% (cross), while
NMI is virtually unchanged with 54.0% (same) vs. 55.0% (cross). The
full train—test placement matrix is reported in App. Table 13. This
indicates that the binary edge stream encodes placement-invariant
motion rhythms (e.g., run lengths/edge rates) that generalize across
body locations.

Continuous channels are placement-specific. As depicted in Ta-
ble 8, adding raw channels makes leakage stronger but less transfer-
able. Game 2A (Accel), Accuracy drops from 97.1% (same) to 76.0%
(cross), Game 2B (Gyro) falls from 96.2% to 75.2%, and Game 3 (Ac-
cel+Gyro) drops from 98.1% to 77.9%. Information-theoretic metrics
mirror this trend: NMI shrinks by 8-9 points (e.g., 68.6%—60.8%
in Game 3), and NRKL collapses sharply (e.g., 82.4%—55.5% in
Game 3). These gaps reflect placement-specific kinematics (e.g., an-
kle vs. pocket dynamics) that models exploit when available but
fail to carry over spatially.

Takeaway for RQ2. Leakage persists under spatial transfer for bi-
nary outputs (placement-invariant rhythms), but becomes location-
bound once richer channels are exposed: continuous signals boost
intra-placement accuracy yet degrade cross-placement transferabil-
ity by =20-21 points, tightening the privacy—utility trade-off.

5.3 Cross-Dataset Transfer (RQ3)

We test whether the leakage patterns observed on UTAH-STM-
HAR persist across populations and collection pipelines by training
adversaries on public benchmarks (UCI-HAR at waist; MotionSense
at front pocket) and evaluating zero-shot on all five STM placements,
with no fine-tuning. We exclude non-overlapping classes (lying for
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Metric: Accuracy (%) Game 1 Game 2A (Accel)  Game 2B (Gyro) Game 3
Placement + Temporal Coherence + Anthropometrics 56.1 + 0.07 92.4 + 0.04 82.0 = 0.09 97.1£ 0.04
Placement + Temporal Coherence 57.14 + 0.06 97.14 + 0.04 90.48 + 0.07 98.7 + 0.09
Temporal Coherence Only 67.2 +0.03 97.3 + 0.08 87.6 + 0.02 98.5 + 0.07
Metric: F1-score (%) Game 1 Game 2A (Accel)  Game 2B (Gyro) Game 3
Placement + Temporal Coherence + Anthropometrics 52.9 £ 0.05 91.9 + 0.04 81.5 + 0.05 96.3 + 0.09
Placement + Temporal Coherence 55.6 = 0.06 97.1 £ 0.01 90.12 + 0.04 93.08 + 0.09
Temporal Coherence Only 64.03 £ 0.06 96.5 + 0.03 87.5 + 0.02 98.3 + 0.03
Metric: NMI (%) Game 1 Game 2A (Accel)  Game 2B (Gyro) Game 3
Placement + Temporal Coherence + Anthropometrics 68.1+3.8 92.53 £ 2.9 83.8 £6.5 99.01 £ 0.02
Placement + Temporal Coherence 68.2+ 3.5 97.6 + 2.7 90.4+55 94.9 + 54
Temporal Coherence Only 74.05 + 5.29 979+ 1.3 87.7 + 2.2 98.9 + 1.8
Metric: NRKL (%) Game 1 Game 2A (Accel)  Game 2B (Gyro) Game 3
Placement + Temporal Coherence + Anthropometrics 479 + 4.4 78.7 £ 1.6 67.0 = 1.1 81.8 £ 1.51
Placement + Temporal Coherence 51.4 + 4.9 79.1+ 1.9 72.1 £ 1.03 82.6 3.0
Temporal Coherence Only 55.02 + 8.1 82.5+3.9 67.1+ 1.8 82.2+3.1
Metric: Vulnerability (%) Game 1 Game 2A (Accel)  Game 2B (Gyro) Game 3
Placement + Temporal Coherence + Anthropometrics ~ 54.97 £ 0.01 66.20 £ 0.02 55.97 £ 0.02 68.23 £ 0.03
Placement + Temporal Coherence 62.28 £ 0.03 68.20 £ 0.02 59.76 + 0.03 70.48 £ 0.04
Temporal Coherence Only 75.33 + 0.03 73.46 + 0.03 56.93 + 0.01 70.69 + 0.03

Table 5: UTAH-STM-HAR Dataset: Adversarial Performance across different context configurations for Games 1-3. Metrics are

reported as mean =+ std (%).

G1
NMI Vul

G2A
Acc F1 NMI

G2B
Acc F1 NMI

Freq
Acc F1

G3

Vul Vul | Acc F1 NMI Vul

5Hz [60.0 56.1
10 Hz | 61.0 59.1
25Hz |62.9 60.5
50 Hz [67.2 64.0

71.4
72.1
71.8
74.1

66.7]95.2 94.9
72.2|95.2 94.9
74.4194.3 94.0
75.3197.3 96.5

95.6
95.6
94.8
97.9

72.6
72.8
73.2
73.5

81.0 79.6
85.1 84.8
85.7 85.0
87.6 87.5

84.4
82.4
83.8
87.7

57.9198.4 97.0
57.9196.2 96.1
57.3197.1 97.1
56.9198.5 98.3

98.7
95.9
96.9
98.9

71.4
70.1
70.2
70.7

Table 6: Sampling-rate sensitivity. All metrics are reported
in percentages.

Model G1 G2A G2B G3

Acc F1 NMI Vul |[Acc F1 NMI Vul |Acc F1 NMI Vul [Acc F1 NMI Vul
DT 58.1 56.1 71.6 80.0|81.9 80.7 84.7 84.0|76.2 74.9 82.3 67.5|88.6 88.5 838.0 81.2
RF 67.2 64.0 74.1 75.3[97.3 96.5 97.9 73.5|87.6 87.5 87.7 56.9(98.5 98.3 98.9 70.7
CNN [47.6 38.7 63.3 54.1/89.5 83.0 91.7 88.8|71.4 71.1 75.6 63.6(82.9 80.8 89.1 83.9
RNN |57.1 56.6 67.5 56.5|84.8 82.4 87.0 83.9|71.0 67.7 77.8 68.9|85.7 85.3 86.6 84.4

Table 7: Model robustness at 50 Hz across Games G1-G3. All
metrics are reported in percentages.

MotionSense, jogging for UCI-HAR). Unless noted, the adversary is
context-aware (contiguous sessions during training) and evaluated
under Game 1 to isolate leakage from the binary signal stream.
Table 9 shows that binary leakage transfers robustly despite de-
vice, placement, and population shifts. Average intra-dataset STM
performance (same/cross placement averaged) is ~66-67% Acc with
NMI ~54%. When transferring: (i) UCI—-STM, accuracy is 48-53%
across STM placements with NMI 59-63%; (ii) MotionSense—STM,
accuracy is 59-63% with NMI 62-64%. While accuracy drops mod-
erately (especially from waist-mounted UCI), NMI remains close to
(and occasionally slightly higher than) STM intra-dataset NMI, re-
flecting distribution changes after class filtering. This indicates that
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Game (setting) Acc F1 NMI NRKL Vul
G1 (Same) 67.6 67.1 54.0 63.2 73.8
G1 (Cross) 664 653 550 588 734
G2A Accel (Same) 97.1 97.1 67.7 82.0 67.5
G2A Accel (Cross) 76.0 72.6 59.9 53.6 529
G2B Gyro (Same) 96.2 96.1 67.2 753  62.1
G2B Gyro (Cross) 75.2 72.6 594  57.6 52.1
G3 (Same) 98.1 98.1 68.6 824  66.8
G3 (Cross) 77.9 75.0 60.8 55.5 50.6

Table 8: UTAH-STM-HAR: Same-sensor vs. cross-sensor ad-
versarial performance (percent, %).

the adversary preserves a comparable fraction of activity structure
even across datasets.

The binary signal primarily captures coarse motion rhythms
(edge rates, run-lengths, duty cycles) that are largely placement-
invariant and population-agnostic. These statistics reflect physical
regularities of human locomotion and posture rather than dataset
idiosyncrasies, yielding stable NMI under domain shift.

In contrast, when raw channels are exposed (Games 2A/2B/3),
our within-STM cross-sensor results (Table 8) already show strong
placement specificity. Same-placement accuracy is about 97-98%,
whereas cross-placement accuracy is about 73-78%. Consistent with
that trend, cross-dataset generalization for Games 2-3 is markedly



Sensor Privacy as a Spectrum

Proceedings on Privacy Enhancing Technologies 2026(4)

Experiment Setup Accuracy (%) F1(%) NMI(%) NRKL (%)  Vulnerability (%)
UCI — UTAH-STM-HAR (Cross-Dataset)

UCI — Left Ankle 50.4 35.6 60.1 67.2 71.6
UCI — Right Ankle 50.5 36.6 60.4 66.9 72.0
UCI — Left Wrist 51.5 36.5 62.6 64.3 70.0
UCI — Right Wrist 48.5 36.9 59.1 69.09 69.5
UCI — Right Pocket 52.9 40.0 60.5 66.5 72.0
MotionSense — UTAH-STM-HAR (Cross-Dataset)

MotionSense — Left Ankle 59.3 52.1 62.3 57.4 81.7
MotionSense — Right Ankle 58.6 52.7 62.8 56.6 83.9
MotionSense — Left Wrist 62.6 56.7 62.9 56.5 86.6
MotionSense — Right Wrist 61.4 55.7 63.8 62.7 82.8
MotionSense — Right Pocket 60.7 54.1 63.9 56.4 83.4

Table 9: Adversarial performance (Game 1) under cross-sensor and cross-dataset transfer. For the UCI-UTAH-STM-HAR
setting, the adversary is trained on UCI-HAR and evaluated separately on each UTAH-STM-HAR sensor placement; the
MotionSense-UTAH-STM-HAR setting follows the same protocol.

Placement Metric Gl G2A G2B G3
Acc (%) 651 980 97.8 99.9
Right Thigh ! (%) 631 98.0 977 993
L NMI(%) 616 967 964 99.9
(6 Activities)

NRKL (%) 51.8 983 98.0 99.9
Vul (%) 671 946 951 963
Acc (%) 262 749 744 862
Right Wrist F1(%) 209 741 725 85.6
... . NMI(%) 709 835 821 904

(21 Activities)
NRKL (%) 19.6 99.2 99.2 99.2
Vul (%) 395 406 371 40.1

Table 10: UTD-MHAD same-sensor adversarial performance
(%) across Games G1-G3.

worse (not shown in Table 9). Distributional shifts in device dy-
namics and feature marginals (e.g., energy, skewness, and kurtosis)
reduce transferability even when class sets overlap.

Takeaway (RQ3). Binary interfaces leak universal activity struc-
ture that survives dataset shifts, as reflected in high NMI and
moderate accuracy. Exposing continuous channels increases lo-
cal, placement- and device-specific structure. That boosts within-
dataset accuracy but hurts transfer, so it broadens the adversary’s
attack surface mainly in-domain.

5.4 Phenomenon Distinguishability and
Placement Sensitivity (RQ4)

We ask when activities remain distinguishable under a highly con-
strained binary on-device interface (Game 1), and when distin-
guishability requires richer sensing channels (Games 2-3). We use
UTD-MHAD because it provides two contrasting placements: a
right-thigh IMU capturing six lower-body activities and a right-wrist
IMU capturing 21 gesture-like upper-body activities. We evaluate
Games 1-3 per placement and report Accuracy, Macro-F1, NMI,
and NRKL in Table 10.

Binary outputs preserve coarse structure for periodic thigh
motion, but degrade on diverse wrist gestures. On the thigh (6
activities), Game 1 achieves 65.1% accuracy with 61.6% NMI, while
Games 2A/2B (Accel/Gyro) rise to ~98% and Game 3 (Accel+Gyro)
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to 299.9%. On the wrist (21 activities), Game 1 drops to 26.2% ac-
curacy (vs. uniform random 1/21 ~ 4.8%), whereas Games 2A/2B
recover to ~75% and Game 3 to 86.2%. Thus, for both placements,
exposing continuous channels substantially increases adversarial
success, but the binary-only interface is far more limiting for the
wrist setting.

Interpretation: phenomenon and placement shape what sur-
vives quantization. These results are consistent with a simple
view: lower-body activities at the thigh often exhibit structured, re-
peatable dynamics (e.g., gait/posture transitions) that can still leave
informative temporal patterns even after aggressive quantization,
whereas the wrist setting comprises a broader and more heteroge-
neous set of gestures whose distinctions depend more on signal
amplitude, axis structure, and inter-channel dynamics that a binary
interface does not retain. Exposing accelerometer and gyroscope
channels restores this richer structure, narrowing the gap between
placements and substantially improving distinguishability.

5.5 Representation-Level Leakage via
Multimodal Binding (RQ5)

G4 evaluates semantic inference through aligned representations
rather than reconstruction of hidden sensor streams. Table 11 sum-
marizes the IMU-only UTD-MHAD ablations.

From sensing to representation. Sections §5.1-§5.4 examined
leakage at the sensing layer (binary — accel/gyro — IMU). We now
ask whether representation learning can bypass those sensor-level
bounds. We evaluate multimodal binding using MMBind [30] as
an off-the-shelf mechanism for aligning heterogeneous modalities
through a shared bridge. In our setting, IMU is the adversary-visible
modality at inference time, while Skeleton/video-derived anno-
tations provide high-fidelity semantic structure during auxiliary
alignment.

Modality bridging (UTD-MHAD: IMU = Skeleton/RGB se-
mantics). We instantiate a tgt-privacy game in which the adver-
sary observes only IMU streams, or their embedding representation
f(x¢), and predicts the activity semantics associated with high-
fidelity Skeleton/RGB annotations. We set compromised modalities
S: = {Acc, Gyro} and private modalities S, = {Skeleton, RGB}.
The target is the activity label induced by the full realization x(t) €
X, ie,tgt(x(t)) = Y(t), where Y(#) is defined by the Skeleton/RGB



Proceedings on Privacy Enhancing Technologies 2026(4)

Setting Paired Data Acc./F1(%)
Our IMU-only G4 ablations

No-align IMU 0% 55.2/523
Aligned pairs 100% 67.9 /64.9
Mismatched pairs 100% 65.0/ 62.1
Aligned pairs 50% 66.8 / 63.6
Aligned pairs 25% 57.7/55.0
Original MMBind reference

MMBind Skeleton-IMU (orig. paper) Reported 78.9/76.3

Table 11: G4 semantic leakage on UTD-MHAD. The adversary
observes only IMU (Accel+Gyro) at inference time and pre-
dicts activity/gesture labels associated with high-fidelity mo-
tion annotations. No-align measures ordinary IMU-only leak-
age; Aligned uses correct cross-modal pairing; Mismatched
preserves paired-data size but breaks correspondence; and
reduced-pairing rows weaken the alignment bridge. The orig-
inal MMBind row is included only for comparability and is
not part of our IMU-only G4 ablation protocol.

annotation. In our notation, the observable interface is Obsgy =
(f(xc(+)), Aux), with optional access to y(-) when available. Here,
f denotes the pretrained multimodal encoder used for binding.

Following MMBind [30], we use cross-node subject binding: IMU
> Skeleton pairs are not directly seen in pretraining; alignment
is induced indirectly through a shared channel. The aligned set-
ting improves IMU-only activity inference over the no-alignment
baseline, while mismatched and reduced-pairing settings weaken
this effect. This indicates that cross-modal alignment contributes
to semantic leakage beyond ordinary IMU-only inference, without
implying reconstruction of hidden Skeleton/RGB streams.
Few-label thresholds for cross-domain alignment. We next
probe how little labeled supervision suffices to unlock cross-domain
leakage. We pretrain across siloed datasets using a shared modal-
ity/label space to create pseudo-pairs; examples include Motion-
Sense (Acc+Gyro) and Shoaib (Acc+Mag). We then fine-tune on
a tiny labeled slice of RealWorld (Acc+Gyro+Mag) and evaluate
activity classification on the remaining RealWorld data. In this set-
ting, auxiliary supervision aligns the embedding spaces, so even a
small labeled slice enables a high-advantage probe despite differing
raw sensing channels across datasets. Leakage emerges with trivial
supervision. With only 0.5% labels, accuracy already exceeds 67%;
at 1% it surpasses 71%; and by 2% it exceeds 77% (Fig. 4).2

Identity Linkage Under Domain Shift. We also investigated whether
embeddings enable cross-dataset user identity linkage. We use Real-
World (Acc+Gyro+Mag) and MotionSense (Acc+Gyro), set tgt(x) to
subject identity, and test whether embedding-space nearest neigh-
bors transfer across datasets. After pretraining or fine-tuning with
subject IDs retained, t-SNE clusters are dominated by dataset rather
than user (App. Fig. 5). Cross-dataset nearest-neighbor matches
are likewise sparse and weak (App. Fig. 6). Thus, under substantial
hardware, placement, and protocol shift, identity linkage does not

ZPercentages reflect our fine-tuning sweep on RealWorld following the MMBind recipe;
exact splits and seeds are provided in the appendix for reproducibility.

352

Paul et al.

Accuracy (Percentage)
< <
N &
[ o

70.0

67.5

0.5 1.0 15 2.0 25 3.0 35 4.0 4.5

Percentage of RealWorld-HAR dataset used for fine-tuning (%)

5.0

Figure 4: Representation-level leakage with MMBind: Real-
World accuracy vs. fraction of labeled data for fine-tuning.
Severe leakage appears with <1% labels.

reliably transfer®. Matched devices and placements remain higher
risk and are a priority for future tests.

Takeaway for RQ5. Multimodal binding enables semantic modality
bridging: IMU-only access becomes more predictive of activity se-
mantics associated with higher-fidelity modalities after cross-modal
alignment. Leakage thresholds are also low (<1% labeled data suf-
fices to unlock strong cross-domain inference), while mismatched
or reduced pairing weakens the representation-level bridge.

6 Discussion and Conclusion

On-Device Inference Does Not Imply Privacy. Our results show
that restricting computation to the edge is insufficient to guarantee
privacy: the dominant determinants are what the device exports
and what temporal/contextual structure an adversary can observe.
Binary outputs impose a statistical ceiling, but restoring temporal
coherence and richer channels systematically enables algorithmic
exploitation. This separation between signal capacity and adversary
context helps explain why leakage persists even when raw streams
never leave the device.

Scope and Extensibility of the Privacy Games. The four games
stratify observable access regimes from sensing-layer interfaces
(G1-G3) to representation-layer alignment (G4). This taxonomy or-
ganizes interface-conditioned leakage through quantization, tempo-
ral continuity, channel breadth, and cross-modal alignment. While
not exhaustive, it is extensible: additional games can vary supervi-
sion, personalization, device heterogeneity, or auxiliary knowledge
without changing the underlying advantage-based evaluation pro-
tocol.

Differential Privacy and Obfuscation. Differential privacy (DP)
and output perturbation mitigate leakage by injecting randomness
into training or release mechanisms. Our results address a com-
plementary question: given an exported interface, how much target
information remains inferable from the observable variables. DP
can reduce overfitting-driven leakage and calibrate confidence, but
it does not remove correlations induced by physics (e.g., periodic lo-
comotion rhythms) unless utility degrades correspondingly. In this
sense, DP/obfuscation interact with the same statistical capacity our

3See App. §C for methodology, diagnostics, and discussion of when identity linkage is
more likely (e.g., matched devices/placements).
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framework quantifies; the games remain applicable by measuring
residual leakage under any perturbation budget. In our framework,
release controls such as perturbation, aggregation, suppression, or
rate limiting are treated as alternative interface designs; the same
games can be rerun to measure residual leakage under the modified
interface.

A Separability Proxy for Interface Risk. A recurring theme
is that privacy improves when the observable channel is less sep-
arable with respect to the private target. This suggests a light-
weight deployment-time proxy: estimate separability (e.g., via sim-
ple probes or information measures such as NMI) on the exported
interface under representative temporal regimes. Interfaces whose
outputs remain highly separable under context-aware observation
should be treated as high-risk even if they are heavily quantized.
Beyond Discrete Outputs and Embedding Leakage. Although
we instantiate with lightweight classifiers, the framework natu-
rally extends to continuous and structured outputs produced by
on-device foundation or generative models (embeddings, trajec-
tories, token distributions). In such settings, success criteria can
be phrased in divergence- or information-theoretic terms rather
than accuracy alone. More importantly, embedding spaces can act
as semantic bridges: cross-modal alignment can make low-fidelity
sensor exports predictive of target-relevant structure associated
with higher-fidelity modalities, even without reconstructing those
modalities.

Design Guidance for Privacy-Preserving Sensing. The empiri-
cal gradients suggest three practical levers. First, temporal coher-
ence is the dominant amplifier (RQ1): reducing long-range conti-
nuity (e.g., aggregation over short, jittered horizons) can reduce
algorithmic leakage even when outputs remain locally useful. Sec-
ond, channel breadth and placement matter (RQ2-RQ4): exposing
multi-axis streams increases both within-placement leakage and
placement-specific inference, tightening the privacy-utility trade-
off. Third, representation alignment can create a semantic bypass
(RQ5): limiting unintended bridges, such as shared labels, ubiquitous
pivot modalities, or paired-data exposure, can reduce cross-domain
leakage without changing the on-device model.

Limitations and Failure Cases. Our experiments also identify
conditions under which leakage weakens. Removing temporal con-
tinuity in the shuffled/context-free setting reduces algorithmic leak-
age (§5.1); coarsening the observable interface to G1 limits the
available structure compared with G2/G3 (§5.1); and breaking or
weakening cross-modal alignment through mismatched or reduced
paired data reduces G4 semantic inference (§5.5). These cases show
that leakage is conditioned on the observable interface and avail-
able context, rather than being an unavoidable property of edge
inference. Our empirical claims remain grounded in motion-sensing
datasets, the evaluated adversary classes, and the considered con-
texts; other modalities, richer auxiliary information, or stronger
adversaries may change the measured leakage.

Validity, Transfer, and Measured Conservatism. We evalu-
ate across multiple datasets, placements, and transfer settings to
separate collection artifacts from physical regularities. Where re-
sults downtrend (e.g., cross-placement for rich IMU channels), the
framework exposes why placement-specific dynamics rather than
merely reporting lower accuracy. These choices make the measure-
ments conservative for settings where stronger temporal continuity,
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tighter device homogeneity, or richer supervision may increase
leakage under the same interface-conditioned evaluation.

Future Directions. Two directions follow naturally: (i) defense co-
design that explicitly budgets statistical capacity against task utility
under temporal constraints, and (ii) representation hygiene that
detects and limits unintended cross-modal bridges during continual
on-sensor learning. By grounding evaluation in target-specific pri-
vacy games, systems can iterate toward interfaces whose leakage
is quantified and commensurate with their utility.

Conclusion. Edge inference changes where data are processed, but
not necessarily what is leaked. Across sensing-layer games, we find
that quantization limits capacity, yet temporal continuity and chan-
nel breadth unlock algorithmic leakage that remains measurable
under transfer. At the representation layer, multimodal binding can
make low-fidelity or seemingly public signals more predictive of
private semantic attributes with minimal supervision, weakening
privacy-by-locality assumptions. Together, these results argue for
privacy specifications and evaluations that are interface-conditioned,
reporting what an adversary can infer given the exported channel
and context, not merely whether raw data stay local. These findings
should be read as interface-conditioned measurements for motion
sensing, not as a universal claim about all edge systems.
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B On-Sensor Machine Learning Pipeline and
Configuration

We collected all motion data using the SensorTile.box PRO [40],
which incorporates the LSM6DSOX IMU. The accelerometer (+4
g) and gyroscope (+500 dps) were recorded at 50 Hz. From these
data, a representative subset was sampled to serve as the labeled
examples for training the on-sensor shake/no-shake classifier. This
training subset was then processed through the LSM6DSOX Ma-
chine Learning Core (MLC) pipeline [39, 41].

After the raw data were loaded into the LSM6DSOX, the feature-
extraction stage was configured to compute windowed statistics
over the accelerometer magnitude and axes using a 1.0-1.2 s win-
dow (32-40 samples at 50 Hz). Features such as variance, peak-to-
peak amplitude, zero-crossings, and signal energy were selected
because they reliably separate oscillatory shake patterns from idle
or slow movement, enabling the pipeline to treat shake and no-
shake segments in the logs as two distinct motion categories. These
windowed features were then exported as an ARFF dataset and
used to train a compact binary decision tree.

The resulting tree—typically only a few levels deep—captures
simple threshold-based distinctions (e.g., high energy and frequent
sign changes indicate shake, while low-amplitude low-variance seg-
ments correspond to no-shake). Within the MLC, this produces an
algorithm that first evaluates whether the peak-to-peak magnitude
or variance exceeds a small threshold and, if so, checks whether the
zero-crossing count reflects an oscillatory motion pattern; windows
that do not satisfy these conditions are assigned to the no-shake
class. Once finalized, the decision tree and feature configuration
were compiled into an ST MLC configuration file (.ucf), which en-
codes all required register settings, including sensor routing, filters,
feature generators, and tree nodes. The resulting decision tree was
then used to generate binaries for all the data in our datasets. A
similar procedure was applied to the other public datasets, using
the same feature-extraction and MLC training pipeline to ensure
consistency across all evaluations.

C Identity Linkage Under Cross-Dataset
Domain Shift

We examine whether MMBind’s data-binding process uninten-
tionally enables identity linkage across heterogeneous datasets.
Concretely, we use RealWorld (Acc+Gyro+Mag) and MotionSense
(Acc+Gyro), retaining subject identifiers throughout pre-training
and fine-tuning (as in §5.5). After training the joint embedding
model, we evaluate whether an adversary could match a RealWorld
user’s embedding to MotionSense subjects via cross-dataset nearest-
neighbor search.

Evaluation.

(1) Embedding geometry. We compute t-SNE projections of
the learned embeddings and color points by dataset and
user ID. This reveals whether user-level structure persists
across domains or whether embeddings separate primarily
by dataset.

Cross-dataset retrieval. For each RealWorld embedding,
we retrieve the most similar MotionSense embeddings us-
ing cosine similarity. We report qualitative observations on
nearest-neighbor matches and similarity distributions.
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(3) Within-dataset calibration. We repeat the retrieval proce-
dure within each dataset as a reference point, since inertial
signals are known to contain biometric signatures (e.g., gait,
motion style). This comparison helps quantify how much
identifiability—if any—transfers across datasets.

Results. Figure 5 shows that RealWorld and MotionSense embed-
dings form clearly separated clusters, driven by differences in hard-
ware, sensor placement, and data-collection protocol. User IDs do
not form coherent cross-dataset groupings. Cosine similarity re-
trieval (Figure 6) identifies only a few potential “matches,” and
these exhibit weak similarity scores with no consistent same-user
alignment.

Figure 5: t-SNE of MotionSense and RealWorld embeddings
(colored by user ID). Embeddings partition primarily by
dataset, not identity, under cross-dataset shift.

Figure 6: Cross-dataset nearest neighbors. Occasional ele-
vated similarities appear but are inconsistent/weak, indicat-
ing limited adversarial leverage for identity linkage across
datasets.

Implication. These findings suggest that under significant domain
shift, MMBind’s embeddings are unlikely to expose user identity
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across datasets. The embedding space is shaped far more by dataset-
level factors than by individual movement signatures, making con-
sistent cross-dataset biometric matching difficult for an adversary.

That said, this robustness is not guaranteed in general. Iden-
tity leakage may become more feasible when datasets are better
aligned—for example, when they use similar devices, placements,
sampling rates, or collection protocols. Such matched conditions
represent higher-risk scenarios and should be a priority for future
privacy evaluations.

D Window-size Sensitivity

Table 12 reports the non-contextual window-size sweep used to
check whether the context-free Game 1 baseline is sensitive to
segmentation length. Across the tested window sizes, Accuracy
and NMI remain comparatively stable relative to the much larger
gains observed when temporal continuity is restored in the main
RQ1 analysis. We therefore use this table as a supporting sensitivity
check rather than a primary main-body result.
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Accuracy F1-score NMI NRKL Vulnerability
Window | G1 G2-A G2-B G3 | G1 G2-A G2-B G3 | G1 G2-A G2-B G3 | GI G2-A G2-B G3 | Gt G2-A G2-B G3
0.5s 348 593 503 652|221 584 485 643|268 351 297 381|383 991 989 99.0]|30.1 689 581 69.7
1.0s 353 619 516 653|233 612 498 644|287 369 306 388|376 990 988 99.1 302 699 606 69.6
15s 345 632 521 678|231 626 504 670|269 375 310 401|389 991 988 993|303 705 614 693
2.0s 304 660 53.6 695|243 655 519 687|288 391 319 412|370 995 986 99.8|304 70.8 624 69.5

Table 12: Non-contextual 50 Hz comparison across temporal window sizes (in seconds) for Games G1-G3. All metrics are
reported as percentages.

E Full Game 1 Cross-Placement Matrix

Table 13 provides the full train—test placement matrix for the Game 1
binary-output adversary. The main text reports the same-vs.-cross
placement averages; this appendix table shows that the same quali-
tative pattern holds across individual placement pairs: binary out-
put streams transfer strongly across body locations, unlike richer
continuous interfaces that become more placement-specific.

Train — Test Placement Accuracy F1(%) NMI (%)
(%)
Left Ankle — Left Ankle 61.9+7.4 61.4+8.1 55.7+2.9
Left Ankle — Cross-Placement Avg. 69.0£7.6 67.0£8.6 56.6£3.3
Left Wrist — Left Wrist 66.7+7.1 66.8+8.0 54.8+3.2
Left Wrist — Cross-Placement Avg. 65.7+7.2 63.4+8.1 55.5+3.1
Right Ankle — Right Ankle 71.4+6.9 71.1+8.3 53.6+2.5
Right Ankle — Cross-Placement 64.1+7.6 63.0+8.4 54.8+2.9
Avg.
Right Pocket — Right Pocket 71.4+8.6 71.2+10.0 52.4+2.5
Right Pocket — Cross-Placement 69.6+8.2 67.5£9.0 55.1+3.0
Avg.
Right Wrist — Right Wrist 66.7+7.7 65.1+8.2 53.7x2.7
Right Wrist — Cross-Placement 67.2+7.9 65.6+8.5 54.742.9
Avg.
Train — Test Placement NRKL (%) Vulnerability
(%)
Left Ankle — Left Ankle 57.2+21.9 72.3+5.5
Left Ankle — Cross-Placement Avg. 62.0+17.7 71.9£1.2
Left Wrist — Left Wrist 61.0+22.3 74.3+4.6
Left Wrist — Cross-Placement Avg. 59.0+18.1 74.0£1.1
Right Ankle — Right Ankle 70.1+23.8 75.1+5.3
Right Ankle — Cross-Placement Avg. 58.8+18.5 72.0£2.6
Right Pocket — Right Pocket 63.2+23.3 76.8+3.8
Right Pocket — Cross-Placement Avg. 58.9+18.9 79.5+0.7
Right Wrist — Right Wrist 64.3+18.8 70.4+3.9
Right Wrist — Cross-Placement Avg. 60.4+16.1 69.8+0.7

Table 13: UTAH-STM-HAR Cross-Sensor Adversarial Per-
formance for Game 1 (mean + std). “Cross-Placement Avg.”
denotes the mean across all other test placements. Metrics
are reported as mean =+ std (%).
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