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Abstract
Modern geolocation ecosystems rely on diverse technical solu-
tions and architectures, often proprietary, making it difficult to
develop a global understanding of the privacy implications of loca-
tion data production. This challenge is particularly critical given
the ubiquity of geolocation in modern digital infrastructures and
the central role of location data in privacy concerns. Yet, existing
work largely focuses on isolated case studies, resulting in a frag-
mented understanding of the privacy risks associated with location
data production. In this work, we introduce an abstract model of
geolocation ecosystems together with a systematic methodology
for analyzing their privacy implications, which we apply to nine
representative case studies spanning a broad range of architectures,
from OS-level geolocation services to object-tracking platforms.
This comparative analysis identifies structural design choices that
significantly impact users’ privacy and reveals common structural
privacy risks across heterogeneous ecosystems, which reflect ar-
chitectural design decisions rather than security vulnerabilities or
poor system design. These findings, together with gaps identified in
existing defense mechanisms, motivate research directions aimed
at strengthening privacy in future geolocation architectures.
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1 Introduction
Geolocation, the act of determining a device or user’s physical loca-
tion, has evolved from isolated positioning mechanisms to complex
ecosystems of interacting entities that collectively produce and
exploit location data. It now supports a wide spectrum of use cases,
including navigation, asset tracking, and safety features. As a result,
geolocation ecosystems differ across use cases, with architectures
that significantly vary depending on the supported application.

Location data is widely recognized as highly sensitive [52, 58, 95],
and its privacy implications have been extensively studied in prior
work [67, 74, 96, 128, 129, 152, 156, 168]. However, far less attention
has been devoted to the geolocation ecosystems that produce such
data, including their architectures and actor interactions. Existing
studies that examine such ecosystems typically focus on a single
case study, for example [22, 85, 139, 163]. These works rarely an-
alyze the ecosystem in its entirety, leading to a fragmented and
non-systematic understanding. Yet these ecosystems, often oper-
ated by private companies at massive scale, are involved in the
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production of billions of location data points, making them critical
structural components in privacy risk.

This paper addresses this gap by providing a systematic privacy
analysis of a broad range of modern geolocation ecosystems, cover-
ing a wide spectrum of use cases, fromOS-level geolocation services
to object-tracking platforms and IP geolocation. Through this analy-
sis, we aim to provide a unified understanding of how these complex
ecosystems operate, highlighting their core architectural patterns
and structural sources of privacy risks.

However, systematizing geolocation ecosystems raises two main
challenges. First, their high heterogeneity makes it difficult to con-
duct a comprehensive analysis spanning a wide variety of architec-
tures and use cases. To address this, we develop an abstract model
that captures diverse ecosystems under a common representation,
enabling transversal analysis. Second, these ecosystems are com-
plex and often proprietary, limiting purely empirical investigation.
We therefore adopt a systemic privacy analysis grounded in data-
flow modeling, informed by prior work, official documentation,
open-source code, and our own reverse-engineering analysis.
Contributions and Outline. We aim to provide a comprehensive
assessment of privacy risks in modern location data production
ecosystems and identify open research challenges in this space.
Concretely, we make the following contributions:
• We develop a unified abstract model of geolocation ecosystems,
capturing their structure, actors, and data flows, and enabling
the identification of shared architectural patterns and cross-
ecosystem privacy insights (§ 2).

• We propose a privacy analysis framework built on our abstract
model and the LINDDUN1 threat modeling framework [60] (§ 3).

• We provide a systematic characterization of nine representative
modern ecosystems, grouped into three categories and spanning
a wide spectrum of use cases, each introduced at the beginning
of its respective case study section (§ 4, § 5, and § 6).

• We conduct a comparative privacy analysis of these ecosystems
and identify recurring design patterns and structural sources of
privacy risk. Our analysis shows that the core issues arise from ar-
chitectural centralization, inherent properties of communication
protocols, and cross-ecosystem inference effects (§ 7).

• We review existing defensemechanisms applicable to these ecosys-
tems, identify structural gaps that current approaches fail to ad-
dress, and derive concrete research directions to guide future
work (§ 7).

2 Conceptual Model
Geolocation encompasses a broad set of mechanisms whose imple-
mentations differ substantially and often involve multiple actors.
While these approaches appear highly diverse, they share common

1LINDDUN stands for Linking, Identifying, Non-repudiation, Detecting, Data Disclo-
sure, Unawareness, and Non-compliance.
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Figure 1: Illustration of a Geolocation System

underlying principles. This section introduces a conceptual model
that captures these principles at an abstract level by defining the
key entities involved, their functional roles, and the relationships
and data flows that connect them. By reducing existing approaches
to a set of core notions, relationships, and orthogonal distinctions,
the model provides a unified framework for understanding the
structure and functioning of geolocation processes across different
technologies and architectures.

2.1 Data taxonomy
Systems that process spatial information manipulate different forms
of data. For clarity, we distinguish four related notions:
Position. A position is a quantitative estimate of an entity’s spatial
state, typically expressed as coordinates within a defined reference
system (e.g., latitude and longitude). Unless stated otherwise, we
use position by default to refer to an entity’s spatial state.
Location. A location is a semantic description of an entity’s posi-
tion (e.g., street address, city name).
Location Data. Location data denotes structured information rep-
resenting either a position or a location (e.g., a location record),
potentially enriched with contextual metadata.
Location Evidence. Location evidence denotes any signal or ob-
servation that enables estimating a spatial relationship between an
entity and another (e.g., a GNSS signal).

2.2 Geolocation Techniques
Geolocation techniques are themethods bywhich an entity’s spatial
state is estimated. They rely on various forms of location evidences
and auxiliary data to compute location data. We characterise these
techniques along three orthogonal dimensions:
Active vs. Passive. The difference lies in the target’s participation
in the geolocation process. Geolocation is active when the target
deliberately engages in the process, and passive when its position
is estimated without its involvement or awareness.
Ego-geolocation vs. Allo-geolocation. This distinction is based
on which entity performs the position estimation. In ego-geolocation
approaches, the target estimates its own position by observing its
environment. In allo-geolocation approaches, the target’s position is
inferred by other entities based on their observations of the target.
Autonomous vs. Assisted. Geolocation is autonomous when the
location evidences contain all the necessary information to compute
a position. It is assisted when the evidences must be mapped against
databases to determine a position.

2.3 Geolocation System
A geolocation system, illustrated in Figure 1, constitutes an abstrac-
tion layer built on top of geolocation techniques. It orchestrates and

combines these techniques to produce location data and provides
standardized interfaces to expose them. Despite architectural varia-
tions, most geolocation systems offer a common set of functional
capabilities to support these processes:
Evidence collection. Gathering location evidences either directly
by the host entity or via other entities in the ecosystem.
Processing. Computing location data from evidences, optionally
combined with auxiliary data.
Storage. Persistently storing evidences, auxiliary data, or com-
puted location data for further use.
Access Control. Restricting access to location data according to
privacy and security policies.

2.4 Geolocation Ecosystem
A geolocation system operates within a broader set of entities
involved in the geolocation process. Together, these entities form
what we refer to as a geolocation ecosystem, defined as a distributed
set of entities that contribute to the production, processing, and
consumption of location data.

At a high level, our model captures the structure of geolocation
ecosystems by identifying the roles played by the different entities
involved in the geolocation process. Each entity may assume one
or more roles and may operate its own geolocation system. Our
abstract model focuses on how these roles interact and compose to
form end-to-end data flows across the ecosystem.

We define functional roles of entities as follows:
Target. A technical entity whose position is being determined (e.g.,
a smartphone or an IoT device). The target’s position is generally
used to infer that of another entity (e.g., a person or an object).
Consumer. An entity that receives and utilizes location data to
perform an action, provide a service, or conduct further analysis
(e.g., a location-based service, an emergency response system).
Service Provider. An entity that provides location data to con-
sumers. It may act as a relay, collecting and exposing location data
produced by other entities, directly compute location data from
location evidences, or store and manage access to location data.
Reference Point. A physical entity with a known position that
serves as a spatial anchor for geolocation (e.g., GNSS satellites, Wi-
Fi access points). A reference point may be identified by a unique
identifier, which we call Reference Point Identifier (e.g., the basic
service set identifier (BSSID) for a Wi-Fi access point). The spatial
relationship between a target and a reference point is established
by the observation of location evidence.
Reference Resolver. A subset of Service Provider that supplies
dataset of spatial reference information associated with reference
point identifiers (e.g., BSSIDs positions databases).
Contributor. An entity (e.g., crowdsourcing device, network probe)
that collects location evidence and shares these observations, poten-
tially enriched with contextual data, with another entity involved
in the geolocation process.

Figure 2 provides a concrete illustration of how the introduced
terminology applies to real-world systems and establishes the color
scheme used consistently across the figures of this paper. In this
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Figure 2: Illustration of the proposed terminology for a device
computing its position via aWi-Fi Positioning System (WPS).

case, a Wi-Fi device computes its position using a Wi-Fi Position-
ing System (WPS) [104, 106], which corresponds to an active and
assisted ego-geolocation technique.

3 Methodology
To better understand how modern technologies are used for geolo-
cation and their impact on user privacy, we select a representative
set of consumer solutions. This section presents these case studies
and their categorization, defines our adversarial model, and details
the method used to identify the privacy threats arising within each
ecosystem.

3.1 Case Studies
We selected case studies based on their prevalence in real-world de-
ployments and the availability of sufficient information for rigorous
privacy analysis. We categorize them along the Active/Passive and
Ego/Allo dimensions of the geolocation techniques used, as these
shape the target’s involvement and data exposure. We exclude the
Autonomous/Assisted dimension, which reflects an implementation
choice rather than a structural distinction. This yields three groups
(Table 1), aligned with their operational purpose and trust model:
Active Ego-Geolocation. The target actively determines its own
position, typically through a built-in geolocation system, and retains
primary control over the resulting location data.
Active Allo-Geolocation. The target actively acts to be localized
by an external entity. These are opportunistic solutions where the
target is not autonomous and delegates the management of its data
to an external entity to enable tracking or recovery.
Passive Allo-Geolocation. External entities localize the target by
leveraging signals not intended for geolocation. Here, localization is
a side-effect of connectivity used for surveillance or administration,
occurring without a specific request or explicit trust contract.

Passive Ego-Geolocation is omitted as these properties are fun-
damentally incompatible, as an entity cannot determine its own
position without active processing or observation.

3.1.1 Active Ego-Geolocation: OS-level Geolocation Systems. In
these case studies, we focus our analysis of active ego-geolocation
on OS-level geolocation systems. Except for trivial architectures
such as standalone microcontrollers, the geolocation system is typ-
ically implemented as a core service within the operating system,
providing a unified interface to applications and enforcing security
boundaries by preventing them from accessing hardware sensors
(e.g., GNSS, Wi-Fi, Bluetooth) directly. Consequently, the OS acts

as the primary orchestrator of the geolocation ecosystem and the
critical point for privacy enforcement.

To ensure the representativeness of our study, we selected the
most prevalent operating systems: Android, Windows, and iOS/-
macOS, which together account for the majority of the market
share [72]. For Android, we specifically focus on devices running
Google Mobile Services (GMS), the standard configuration for most
commercial smartphones [37]. We also included GeoClue [71], the
standard geolocation framework for Linux distributions.

These ecosystems have been only partially explored in prior
work. For iOS/macOS and Android (GMS), existing research has fo-
cused on isolated components of the geolocation process or specific
ecosystem features [36, 39, 44, 99, 110, 111, 134, 139, 150]. However,
no study has yet provided a comprehensive overview of the privacy
impact of these architectures as a whole. Furthermore, to the best
of our knowledge, Microsoft Location Services and GeoClue have
not been subject to any systematic privacy study.

3.1.2 Active Allo-Geolocation: Offline Finding Networks. For this
category, we focus on large-scale Offline Finding Networks (OFNs),
as they constitute the most pervasive and privacy-critical instan-
tiations of this paradigm. OFNs leverage a global, dynamic infras-
tructure of billions of mobile devices and represent a growing mar-
ket [130] with direct impacts on individuals’ privacy. We therefore
analyze two prominent examples, Apple Find My [5] and Google
Find Hub [7]. These ecosystems offer an offline finding feature,
which allows locating objects even when they are not connected to
the Internet. This specific capability has been the primary focus of
recent studies [25, 41, 48, 65, 85].

Other active allo-geolocation systems, such as emergency dis-
tress beacons or UWB-based industrial tracking, generally operate
within simpler ecosystems and are restricted to specialized use cases.
In contrast, OFNs provide the most compelling case for analyzing
the systemic risks of modern active allo-geolocation.

3.1.3 Passive Allo-Geolocation: Network Location Services. In mod-
ern systems, passive allo-geolocation consists in diverting tradi-
tional networks from their original purpose to localize their mem-
bers. It is considered passive because the underlying signals are not
primarily emitted for geolocation. We therefore analyze three types
of network infrastructures, namely the Internet, cellular networks,
and low-power wide-area networks (LPWANs), and select for each
a representative real-world geolocation service.

We studied two distinct popular solutions: IPinfo [9] for IP-based
geolocation services [73] and 1NCE [4] for cellular-based localiza-
tion [51]. Additionally, we analyzed Sigfox Atlas [10] as a repre-
sentative of LPWAN-based systems. This choice was motivated by
access to detailed technical information provided by Sigfox.

3.2 Privacy Threat Modeling
Given the diversity of actors involved in geolocation ecosystems,
an attacker-driven analysis would be restrictive and potentially
incomplete. We therefore favor a systemic approach grounded in
LINDDUN [60], a framework for eliciting privacy threats. While
most threat modeling frameworks focus primarily on security [141],
privacy-oriented alternatives such as PANOPTIC [89] andMAP [62]
have emerged; however, LINDDUN remains, to the best of our
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Table 1: Classification of Case Studies According to the Conceptual Model

Case Studies Target involvement Mode Supported Geolocation Techniques

OS-level Geolocation Systems
iOS & macOS Active Ego-geolocation GNSS1, WPS, Cell-ID Location1, Inertial Sensors, BLE beacons, UWB1,2
Android (Google Mobile Services) Active Ego-geolocation GNSS, WPS, Cell-ID Location, Inertial Sensors, IP-Geolocation2, UWB2
Windows Active Ego-geolocation WPS, IP-Geolocation2, GNSS, Cell-ID Location, Inertial Sensors
GeoClue (Linux) Active Ego-geolocation IP-Geolocation2, WPS, GNSS, Cell-ID Location, Inertial Sensors

Offline-Finding Networks
Apple Find My Active Allo-geolocation BLE Beacon, UWB2
Google Find Hub Active Allo-geolocation BLE Beacon, UWB2

Network-Based Geolocation Services
Sigfox Atlas Passive Allo-geolocation Sigfox Atlas
IPinfo Passive Allo-geolocation IP-Geolocation
1NCE Passive Allo-geolocation Cellular Network Geolocation

1 Only on iOS. 2 While these techniques can be inherently passive, they are considered active here as the target deliberately participates in the process, either by
contacting a service (IP) or by engaging in a dedicated ranging protocol (UWB).
Acronyms: GNSS – Global Navigation Satellite System; WPS – Wi-Fi Positioning System; BLE – Bluetooth Low Energy; UWB – Ultra-Wideband.

Table 2: Adversary Model Index

Adversary Behavior

A1 Target-based Malicious
A2 Trusted External Honest-but-curious / Malicious
A3 Untrusted External Honest-but-curious / Malicious

knowledge, the only top-down approach providing a comprehen-
sive taxonomy and methodology. It is widely adopted in academic
research [45, 61] and recommended by regulatory authorities [16,
144].

We classify threats according to the seven LINDDUN types, sum-
marized in Appendix A.

To systematically elicit privacy threats using LINDDUN, we
model the studied systems using Data Flow Diagrams (DFDs), rep-
resenting four standard elements: external entities, data stores, pro-
cesses, and data flows. These DFDs are constructed from scientific
literature, official documentation, governmental reports, and our
own reverse-engineering analyses. We present one representative
DFD per group of case studies in Appendix E. For each data flow, we
apply the LINDDUN framework to identify applicable threat types,
then assess each through attacks documented in the literature or,
in their absence, through our own analysis.

3.3 Adversarial Model
While our threat analysis relies on the LINDDUN methodology and
is therefore data-driven rather than attacker-driven, we introduce
a classification of adversarial actors to contextualize which entities
may exploit the identified privacy threats. This classification pro-
vides a structured vocabulary rather than guiding threat elicitation.
We distinguish three categories based on the actor’s position and
trust relationship relative to the target, summarized in Table 2.

A target-based adversary (A1) is an entity with direct access to
the target, such as an installed application, malware, or an actor
with physical control over the device. This adversary is inherently
malicious and seeks to obtain the target’s position for surveillance
or commercial purposes, for instance through real-time bidding
and the broader data brokerage ecosystem [52].

� =

Device

w

Reference
Resolver

d

å

- 2

; ;

�

Location-based Service

Reference
Points

Location
Evidences

Reference
Points

Identifier

Location
Data

Location
Data

Requests

Figure 3: Generic architecture of ecosystem underlying OS-
level geolocation systems.

A trusted external adversary (A2) is an entity that the target ex-
plicitly or implicitly trusts, typically through the acceptance of
terms of service. This includes platform or service providers, which
may behave maliciously or in an honest-but-curious manner. Their
goals range from reconstructing mobility patterns to re-identifying
anonymized contributions [156]. Prior cases have illustrated their
involvement in controversial data practices [43], sharing with gov-
ernmental actors [24], or commercial exploitation [52, 82, 120].

An untrusted external adversary (A3) is an entity with no formal
trust relationship with the target, yet able to access, infer, or ma-
nipulate location-related information. This ranges from external
attackers compromising a cloud provider, to web services inferring
users’ locations through IP-based geolocation without consent.

4 Case Study: OS-Level Geolocation Systems
We first describe the architecture underlying OS-level geolocation
ecosystems and then analyze the design choices leading to privacy
threats. These mainly stem from the ecosystem provider’s ability
to correlate location data, from security vulnerabilities exploitable
by external entities, and from weaknesses in authorization design.

4.1 Ecosystem Architecture
OS-level geolocation systems are integrated into the operating sys-
tem of a device to provide ego-centric geolocation services to its
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user. These systems run with elevated privileges and act as an ab-
straction layer between applications and the underlying sensing
infrastructure. They manage the entire geolocation pipeline, from
permission handling and sensor fusion to position estimation and
data delivery. Such systems typically rely on multiple geolocation
techniques, which may be autonomous (e.g., GNSS-based) or as-
sisted (e.g., Wi-Fi or cellular-based positioning), and combine these
sources to improve accuracy and robustness [11, 12].

Figure 3 provides a general and deliberately simplified view of
the typical ecosystem for OS-level geolocation systems. A complete
data flow diagram for the iOS ecosystem is provided in Appendix E
as a representative example. Such ecosystems involve multiple
interacting actors:
Target. The device on which the OS-level geolocation system runs
(e.g., a smartphone or laptop).
Reference Resolvers. Targets often rely on multiple assisted ge-
olocation techniques and query reference resolvers that possess
large geolocation databases, typically operated by private entities
(e.g., Google, Apple, or Microsoft). These reference resolvers often
operate their own geolocation systems to derive reference points’
positions from contributors’ observations [14, 29].
Reference Points. A wide range of communicating devices may
serve as reference points (e.g., Wi-Fi Access Points, GNSS satellites),
depending on the target’s capabilities to observe location evidence.
Contributors. Reference resolvers’ clients often contribute to the
maintenance and update of reference resolvers’ databases by peri-
odically uploading their own observations, typically coupled with
a reliable position estimate derived from GNSS. Thus, targets fre-
quently act as contributors as well. Depending on the reference
resolver, such contributions may be mandatory or optional. Note
that Figure 3 does not represent the crowdsourcing dataflow, which
is often incorporated into reference point resolution queries.
Consumers. These are entities authorized to access location data
produced by the target. While depicted in Figure 3 as external,
consumers may also be services running locally on the target device.

4.2 Reference Point Identifier Resolution
Assisted geolocation techniques require resolving reference point
identifiers through a remote reference resolver, as reference databases
are large-scale and continuously updated, making local replication
impractical. Apple [29] and Google [14] each operate their own
proprietary reference resolver, whereas Microsoft Location Services
relies on proprietary partners acting as resolvers [119]. In contrast,
GeoClue does not impose a fixed backend and allows users to choose
their reference resolver [71], or none at all, thereby enabling related
privacy threats to be reduced or avoided altogether.

Resolving reference point identifiers reveals the requester’s posi-
tion to the resolver, which can infer it from the submitted identifiers
and its knowledge of the corresponding reference points locations.
Our experiments on iOS, reported in Appendix B, show that re-
quests to reference resolvers occur frequently, even without any
user interaction with the device, enabling fine-grained tracking.
Authentication choices. Authenticated access to crowdsourced
reference databases can limit large-scale extraction and abuse. Google
Location Services, enabled by default on most Android devices, and

selectable as a backend in GeoClue, enforces such account-based
authentication. In contrast, Apple and Microsoft location services
expose reference point resolution interfaces without strict account-
based authentication, for privacy purposes.

In the presence of account-based authentication, the service
provider, acting as A2, can associate queries with user accounts and
link them over time for location tracking. Unauthenticated queries
may raise the same threat, as IP addresses can still be used as identi-
fiers and allow linking queries over time [67, 156]. Additionally, Rye
et al. [134] demonstrated how this design choice can be exploited
by A3 to expose the location of arbitrary access points at scale in
Apple’s Wi-Fi positioning service, which may allow inferring mo-
bility patterns of identified devices over time, such as mobile Wi-Fi
routers.
Crowdsourcing. As reference resolvers rely on crowdsourcing
to maintain accurate reference databases, user devices act both
as contributors and reference points. To support this process, de-
vices typically include their GNSS-based position in crowdsourcing
queries, and some ecosystems additionally collect contextual data
(e.g., velocity, direction, or barometric pressure [11]).

On macOS, iOS, Android with Google Mobile Services, and Win-
dows, users cannot access their ecosystem’s reference resolver with-
out participating in crowdsourcing [14, 29], leaving them with no
meaningful opt-out. In contrast, GeoClue supports open, community-
maintained reference resolvers (e.g., BeaconDB [153]), enabling ge-
olocation without mandatory user contribution, albeit with reduced
coverage compared to proprietary databases such as Google’s.

Crowdsourcingmechanisms amplify the threats raised by queries
to reference resolvers as they enable automatic and frequent data
collection, often beyond what is necessary for the geolocation pro-
cess (e.g., barometric pressure [11]).

4.3 Extended Services
Weuse the term extended services to denote OS-level functionalities
built on top of the core geolocation system, which go beyond the
basic computation and delivery of location data.
Location History. Beyond producing and exposing instantaneous
position estimates, OS-level geolocation systems may support ex-
tended location history services. These services serve different pur-
poses across ecosystems. Apple’s Significant Locations [32] records
user positions to provide contextual assistance and system-level op-
timizations. Google Timeline [76] stores historical traces to enable
long-term mobility visualization. Windows Find My Device pro-
vides device recovery capabilities by periodically transmitting the
device’s position to Microsoft’s servers (Apple and Google provide
similar services discussed in § 5.2).

Privacy implications stem from the persistence of location records,
whose accumulation enables reconstructing mobility patterns. Sig-
nificant Locations and Google Timeline store data locally and, de-
pending on user configuration, synchronize it to the cloud. Local
storage exposes data to A1 (e.g., malware, physical access), and
trusted execution environments such as the Secure Enclave [31]
only partially mitigate this threat [151, 154]. Cloud synchronization
places data under the provider’s control, exposing it to the provider
when acting as A2, as well as to A3 in case of infrastructure com-
promise. Significant Locations applies end-to-end encryption (E2EE),
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mitigating both threats by preventing provider access and reducing
exposure in case of server compromise.

Windows Find My Device follows a more constrained design,
storing remotely only the last reported position. By avoiding histor-
ical accumulation, it structurally reduces longitudinal linking and
disclosure risks, assuming the cloud provider behaves honestly.
Enriched LocationAPI. Certain ecosystems expose APIs that pro-
vide enriched, location-derived information to applications. Google’s
Awareness API [77] enables applications to query high-level contex-
tual states inferred from on-device signals, including coarse-grained
location contexts such as proximity to known places. Similarly,
Windows’ CivicAddress API [19] allows applications to retrieve the
civic address associated with the device’s current position.

In both cases, obtaining enriched information may require trans-
mitting the device’s position to a remote service operated by Google
orMicrosoft. Access to these services is restricted through application-
level authentication, typically enforced via API keys and, in some
cases, device-specific identifiers.

Such designs allow the service provider, in the role of A2, to
associate successive queries with a given application and correlate
them with quasi-identifiers (e.g., IP addresses).

4.4 Lack of Meaningful Control
Although users are theoretically granted control over location-
related permissions, interface design choices may undermine this
control in practice. Prior work has shown that some interfaces
embed dark patterns, i.e., design strategies that steer users toward
choices misaligned with their intentions or interests [81, 103]. In
the context of geolocation, this may result in users being located
without genuine consent or being misled into granting consent
under false or incomplete assumptions.
Locating users without explicit consent. Control over location-
related permissions may be missing or unclear, allowing applica-
tions to infer a user’s location without explicit authorization. Prior
work has shown that inertial sensors can be leveraged to compute
accurate indoor locations without user awareness [59, 123, 163].
Similar shortcomings affect Bluetooth permissions. Toubiana et
al. [150] demonstrated that, on Android, location and active loca-
tion permissions were not properly enforced, enabling unautho-
rized Bluetooth Low Energy (BLE) batch scanning despite users’
expectations. On iOS, Schmidt et al. [139] showed that the local
network permission can be exploited to infer a user’s position by
collecting identifiers of nearby Wi-Fi access points. Collectively,
these practices exploit users’ lack of awareness about ongoing data
flows, enabling A1 to access location information without informed
consent.
Misleading users into granting location permissions. Even
when permissions formally exist, interface designs may fail to
clearly communicate their implications. Applications may circum-
vent users’ expectations around consent. Beer et al. [39] demon-
strated that, on Android, an application can use low-opacity anima-
tions to trick users into unknowingly interacting with a secondary
application, such as granting it location permission.
Platform-level opacity and policy deviations. Platform oper-
ators such as Google, Apple, and Microsoft, through their role as

service providers (e.g., reference resolvers or cloud providers), are
able to access users’ location data, as previously discussed. Access to
such data is governed by privacy policies and terms of service. How-
ever, due to their complexity and insufficient transparency regard-
ing secondary uses of location data [23, 115, 131, 158], users may
consent without fully understanding how their data are processed.
More critically, deviations from declared policies and undisclosed
data-sharing practices have been documented in prior cases [54],
questioning the trust users can place in platform operators.

4.5 External Location Evidence Tampering
Assisted geolocation techniques rely on broadcast identifiers (e.g.,
Wi-Fi BSSIDs or cellular Cell-IDs) resolved against external databases.
As these identifiers are typically neither confidential nor authenti-
cated, location evidence can be manipulated by an A3, causing the
system to return incorrect positions.

Wi-Fi positioning systems are vulnerable to BSSID reuse and
manipulation [112, 148]. Cellular system information block type 1
signals [17] can be spoofed to advertise false Cell-IDs [36, 143], and
BLE-based systems are particularly exposed due to static beacon
identifiers [146]. Although GNSS is autonomous and does not rely
on external resolvers, GNSS signals themselves remain susceptible
to spoofing under certain conditions [26, 117].

By spoofing identifiers or broadcast signals, A3 can cause in-
correct but credible location records, undermining the integrity of
attributed location data. This risk is particularly sensitive when
location data are used as legal or forensic evidence [138], as manip-
ulated records may lead to false attribution or wrongful suspicion.
Moreover, tampering with location evidence may refine the identity
of a device’s owner [112].

4.6 Takeaways
T4.1: Service Provider Inference Power. The primary privacy
risk is structural, as a central entity, the service provider, accu-
mulates disproportionate inference power by operating multiple
services within the ecosystem (e.g., reference point resolution, cloud
services). This functional concentration grants repeated access to lo-
cation data, enabling longitudinal and cross-context inference. Past
cases [54] illustrate that such trust assumptions may not always
align with actual data practices. More distributed deployments such
as those enabled by GeoClue can mitigate these privacy risks.
T4.2: Limited Leverage For Non-Central Adversaries. In con-
trast to structural inference risks, other adversaries face limited
leverage absent security flaws. They may bypass consent mecha-
nisms to obtain location data or manipulate location evidence to
produce false yet credible records; broader access to stored location
data typically requires exploiting a security vulnerability. These
threats are thus primarily mitigated through technical hardening.

5 Case Study: Offline Finding Networks (OFNs)
Offline Finding Networks [101] have rapidly become widely de-
ployed geolocation infrastructures, with hundreds of millions of
devices participating in ecosystems such as Apple Find My and
Google Find Hub. This section analyzes their operation and high-
lights how service providers, due to their control over the under-
lying technologies, retain significant inference capabilities despite
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Figure 4: Generic architecture of Offline Finding Networks

strong technical privacy guarantees. We also examine vulnerabili-
ties and architectural weaknesses that can be exploited by malicious
actors.

Although legitimate OFN tracking devices can be misused by
individuals to track other people (e.g., for stalking) [48, 85, 114, 157],
such downstream misuses by end users lie outside the primary
scope of this paper, which focuses on the privacy implications of
the OFN ecosystem itself.

5.1 Ecosystem Architecture
OFNs are large-scale, crowdsourced systems designed to locate
offline devices, typically lost devices, by leveraging the proximity
of third-party participants. They are engineered to operate with
minimal energy consumption. To achieve this objective, offline
devices periodically broadcast short-lived identifiers, typically via
BLE, which are detected by nearby participant devices. These finder
devices relay the observed identifiers together with their computed
position (using OS-level geolocation systems; see § 4) to a central
service, allowing the device owner to retrieve the corresponding
location reports. In the OFNs studied in this work, location reports
are E2EE using cryptographicmaterial derived from the broadcasted
BLE identifiers.

Figure 4 is a high view of how OFNs work. As a representative
example, a complete data flow diagram for the Find My ecosys-
tem is provided in Appendix E. While the architectures of these
ecosystems are similar, they differ in the way their protocols are
implemented. Thus, the overview provided by this figure is valid for
other networks such as Samsung SmartThings Find [15]. Multiple
interacting actors are involved:
Target. In OFNs, the target is referred to as a tracker device. This
category includes both dedicated tracking devices (e.g., AirTags)
and personal devices that have lost Internet connectivity (e.g., a
lost smartphone). Although these devices may be equipped with a
geolocation system, without an Internet connection, this capability
cannot be leveraged for positioning purposes. Thus, we consider
them as not having one.
Reference Points / Contributors. The finder devices are con-
nected to the Internet and can upload reports when they detect
tracker device advertisements to service provider servers. Each re-
port includes the finder device’s current position, encrypted using
the cryptographic secret from the detected BLE advertisement in the
case of E2EE, along with additional metadata such as timestamps
and device attestation data.
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Figure 5: Service Provider monopoly over different services
enables inference to bypass reports E2EE

Service Provider. The offline finding service provider collects re-
ports from finder devices and makes them available to the owners
of a tracker. In OFNs studied in this work, the reported positions
are protected by E2EE, such that the service provider cannot access
the plaintext of the reported location data.
Consumer. The owner of a tracker device accesses its associated
location reports through a dedicated application running on their
device (e.g., the Find My application on iOS) that fetches reports
from the service provider. In case of E2EE, the owner device deci-
phers these reports to recover the last known position of the tracker
device, using the encryption keys established during the pairing
process with this tracker.

5.2 Online Finding
Apple’s and Google’s offline finding networks are widely advertised
as being E2EE. However, enabling offline finding on devices with
Internet connectivity, such as smartphones, also activates an associ-
ated service referred to as online finding. It periodically reports the
device’s location directly to the service provider when the device is
connected to the Internet, using an authenticated channel tied to
the user’s iCloud or Google account. In contrast to offline finding
reports, these location updates are not E2EE and are therefore ac-
cessible to the service provider [6, 13]. We provide an example of
such an online finding request in Appendix C.

To the best of our knowledge, on both Apple Find My and Google
Find Hub, offline finding cannot be enabled without also activating
the associated online finding service. Users are therefore unable to
benefit from the stronger privacy guarantees of offline finding in
isolation. Furthermore, because online location reports are stored
remotely and tied to a user account, they expose users to threats
from A2 similar to those discussed for location history in § 4.3.

5.3 Service Provider Inference
Even if offline finding network providers (i.e., Apple and Google)
claim that they have no access to location data reported through
their OFN [6, 13], several forms of inference remain possible. By cor-
relatingmetadata and information obtained across multiple services
they operate, the service provider can infer sensitive information
such as reported locations or social relationships between users.
Bypassing reports’ E2EE. Despite the use of E2EE for offline find-
ing reports, service providers may still infer the location associated
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with a report. This stems from the fact that the same entity operates
all services involved in the reporting process on the finder device.
To the best of our knowledge, this inference channel has not been
explicitly documented or analyzed in the existing literature.

Figure 5 illustrates the sequence of interactions that follows the
detection of an offline finding advertisement and highlights the
data that can be observed and correlated by the service provider.

➊ Advertisement. A tracker device (T ) broadcasts a BLE adver-
tisement that is received by a finder device (F ) at time 𝑡0.

➋ Reference point resolution. To compute its position, F invokes
the OS-level geolocation service immediately after the detection.
As shown in § 4.2, these geolocation systems rely on assisted
positioning techniques and query a reference point resolver (R)
operated by the same service provider. This interaction reveals
the position of F, together with its IP address and the timestamp
of the query to R.

➌ Offline report upload. Once its position is computed, F up-
loads an offline finding report to the offline finding service (OF ).
While the reported location is protected by end-to-end encryp-
tion, metadata such as the finder’s IP address and the report
timestamp remain visible to OF.

➍ Online finding upload. When online finding is enabled on
F, the device periodically reports its own location to the online
finding service (ON ). We denote by 𝑡2 the time of one such upload.
These reports are authenticated and can be directly associated
with the finder’s account, together with its IP address, the report
timestamp, and reported location, as described in § 5.2.

➎ Report download. To locate a tracker, its owner (O) retrieves
offline finding reports from OF through an authenticated re-
quest [41, 85]. This allows OF to associate reports with both an
owner account and a specific tracker device.
By the end of this process, OF can associate an offline report

with the owner’s account, the finder’s IP address, and the report
timestamp. Simultaneously, R associates an IP address and times-
tamp with the finder’s position, while ON may link an IP address
and timestamp to both a position and a user account. As discussed
in § 4.2, requests to R occur frequently, making linking based on IP
address and timestamp highly effective. The correlation is further
strengthened when the online finding upload at time 𝑡2 is tempo-
rally close to the offline report at time 𝑡0. Because all services are
operated by the same entity, the provider is able to combine this
information to infer the finder’s position at advertisement detection
time and, potentially, their identity. Most importantly, given the
limited BLE range, this also reveals the position of the tracker itself,
despite Apple’s and Google’s claims that this information cannot
be retrieved.
Location inference from report metadata. Even without cor-
relating data across multiple services, offline finding systems leak
information through report metadata alone. Böttger et al. [41] show
that, in Google Find Hub, location reports are directly associated
with the device owner’s Google account. Unencrypted metadata
such as report frequency, timestamps, and advertised accuracy can
therefore be leveraged to infer coarse-grained location information
and user activity patterns (e.g., being at home versus moving in
the city). Over extended periods, such inferences enable building
longitudinal profiles of users’ routines and behavioral habits.

In Apple Find My, reports are not linked to the owner’s account
at upload time, but this link is established when the owner authen-
ticates to retrieve them. Although location accuracy is protected by
E2EE, metadata such as report frequency and timing remain visible
to Apple. As a result, similar profiling threats arise, albeit mitigated
by Apple’s design choices compared to Google’s.
Social Graphs. Prior work on Google Find Hub [41] and Apple
Find My [85] has shown that both OFNs enable service providers
to construct social graphs by linking location reports over time.
Reports from the same finder can be correlated using authentica-
tion data (e.g., device identity certificates) or IP addresses. When
a finder uploads reports for multiple trackers within a short time
window, the provider can infer their co-location. Likewise, owners
authenticate to retrieve reports, associating downloaded reports
with specific user accounts and allowing the provider to infer which
users own trackers that were co-located at the same time.

These correlations enable A2 to construct co-location graphs
of tracker owners. The inference mechanisms described earlier
further amplify this risk by allowing the geographic position of
nodes within these graphs to be approximated.

5.4 Unauthorized Access to Reports
Beyond structural inference risks, specific design choices and im-
plementation vulnerabilities may enable unauthorized access to
location reports.
Location sharing. Google Find Hub permits users to share the
location of their devices with other users. When sharing a tracker,
the owner and the invited user establish a shared secret that en-
ables access to the tracker’s location reports. This secret is derived
through a key exchange between the two parties, while the service
provider relays the exchange messages [41].

As a result, Google could perform a man-in-the-middle attack
by replacing the invitee’s public key with its own during the key
exchange, thereby deriving the shared secret and accessing location
reports [41]. Additionally, a security vulnerability allows an at-
tacker who has lost access to a device’s location sharing to continue
receiving reports under certain conditions [41]. On Apple’s side, the
location-sharing protocol is not publicly documented, preventing
firm conclusions about similar threats.

These weaknesses enable A2, or A3 exploiting the disclosed vul-
nerability, to obtain unauthorized access to shared location reports,
while undermining users’ ability to monitor and revoke access.
Local Storage of Cryptographic Secrets. An attacker who gains
access to cryptographic secrets, held by the owner, can use them to
retrieve and decipher the device’s location reports, without requir-
ing access to the corresponding account. For instance, Heinrich et
al. [85] identified a vulnerability that allowed a macOS application,
with user-granted permissions, to access such secrets and thereby
obtain unauthorized access to location reports; this issue has since
been patched by Apple. In Google Find Hub, exploiting a compara-
ble threat would additionally require access to the owner’s Google
account, raising the attack complexity.

A3 can exploit this vulnerability to obtain unauthorized access
to location report contents. Access to multiple reports may further
enable the attacker to correlate location updates over time and
reconstruct mobility patterns.
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Figure 6: Generic Ecosystem of network-based geolocation
services

5.5 Takeaways
T5.1: OFN Providers Hold Structural Inference Power. Even
when designed with privacy mechanisms such as end-to-end en-
cryption, the proprietary OFNs studied in this work still allow the
service provider to retain significant inference capabilities due to its
central, multi-role position in the ecosystem. End-to-end encryption
alone is therefore insufficient to prevent such inference.
T5.2: Limited Leverage For External Adversaries. Robust cryp-
tographic protocols and end-to-end encryption significantly limit
the capabilities of external adversaries. Remaining threats are rare
and typically depend on specific security vulnerabilities rather than
structural design flaws.

6 Case Study: Network-based Geolocation
Services

Network-based geolocation refers to the class of geolocation tech-
niques that locate a target by observing how it attaches to a com-
munication network. Network-based geolocation services provide
access to these techniques, enabling their customers to obtain loca-
tion data about targeted network users. We first characterise how
entities interact within such ecosystems, and then analyze the pri-
vacy threats arising from their deployment, which primarily stem
from the structural properties of the underlying network rather
than from specific implementation choices.

6.1 Ecosystem Architecture
Network-based geolocation relies on three conditions: (i) the net-
work entry points of network users can be observed; (ii) the position
of these entry points is known; (iii) an estimation of the distance
between the network user and its entry point is known.

Network-based geolocation services fulfill these conditions, ei-
ther through their position within the network, their interactions
with other entities, or the data they hold.

Figure 6 presents a generic view of the network-based geoloca-
tion ecosystem and its actors:
Target. The target is any network user whose position is to be
inferred. To communicate, it may reveal certain identifiers required
for connectivity (e.g., an IP address or an International Mobile Sub-
scriber Identity (IMSI)). These identifiers may subsequently be used
to identify the target during the geolocation process.

Reference Point. A network equipment is an identifiable network
entity through which the target accesses the network, whose posi-
tion is known and used to infer the target’s position.
Contributor. The network observer is able to observe the target’s
presence on the network and to identify which network equip-
ment the target is attached to. This information is used as location
evidence and transmitted to the network-based geolocation ser-
vice, sometimes together with additional data that can improve
geolocation accuracy.
Service Provider. The network-based geolocation service infers the
target’s position based on location evidence provided by network
observers. It resolves network equipment identifiers by querying
the network equipment database and uses the resulting positions to
compute the target’s location data.
Reference Resolver. The network equipment database maps net-
work equipment identifiers to associated attributes, including loca-
tion data. These databases may be built and maintained by network
owners (e.g., a mobile network operator storing its base station posi-
tions), in which case access is typically restricted. They may also be
constructed by third-party entities through network measurements
and inference (e.g., IP geolocation providers such as IPinfo) and
offered through paid or public interfaces.
Consumer. The entity acting as a consumer of the produced loca-
tion data may be (i) a customer, often with a business relationship
with the service, (ii) the service provider itself, for purposes such as
analytics or network management, or (iii) an external entity that
gains access to the data for other reasons, including regulatory or
governmental requests.

Even if they rely on the same underlying principles, the prac-
tical implementation of network-based geolocation services may
differ significantly depending on the underlying network on which
they are built. The characteristics of this network determine which
entities can observe location evidence and which have access to
network equipment databases. Consequently, services built on the
same type of network tend to share similar architectural proper-
ties, and the privacy threats they expose primarily stem from the
structural properties of the underlying network rather than from
specific implementation choices.

6.2 Studied Network-Based Geolocation
Services

We select three representative types of networks: IP networks,
cellular networks, and LPWAN. For each network type, we choose
a representative network-based geolocation service operating on
that infrastructure.

Table 3 summarizes how each service instantiates the actors
defined in Figure 6. We present the data flow diagrams for each
service in Appendix E.
IPinfo. One of the IP intelligence services provided by IPinfo is
IP-based geolocation. This service is offered either through an API
that subscribers can query or through the direct download of the
full IP-to-location database. The database is built using a combi-
nation of active measurements performed through IPinfo’s probes
network [8] and passive measurements, often obtained from other
data providers (e.g., WHOIS records).
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Table 3: Network-Based Geolocation Actor Mapping.

IPinfo 1NCE Sigfox Atlas

Target Any Internet-connected device Subscribed and equipped IoT device Subscribed and equipped IoT device
Network Equipment IP network interfaces Cellular towers Sigfox antennas
Network Observer IPinfo customers Partner MNO1 core networks Sigfox core network
Network Equipment Database IPinfo database Partner MNO1 databases Sigfox private database

1 Mobile Network Operator.

1NCE. The company operates as a mobile virtual network operator
(MVNO) through agreements with multiple physical ISPs world-
wide, allowing its customers to locate IoT devices through cellular
networks and thereby provide IoT tracking services.

The geolocation mechanisms used by 1NCE do not fundamen-
tally differ from those employed by physical ISPs. The primary
distinction is that 1NCE does not own the underlying network in-
frastructure and instead relies on partner operators to collect the
required location evidences.
Sigfox Atlas. Similarly to 1NCE, the purpose of Sigfox Atlas is to
locate IoT devices, but it relies on its own LPWAN infrastructure.
This system enables Sigfox to locate IoT devices that use its network
by collecting Sigfox signals received by its antennas. Antennas
report measurements such as the received signal strength indicator
(RSSI), the signal-to-noise ratio (SNR), and the Sigfox transmitter
identifier to the Sigfox core network, which computes a position
estimate for the device and stores it to make it accessible to clients.
Other LPWAN offer services very similar to Sigfox Atlas (e.g., [1]).

6.3 Structural Absence of Opt-Out
When using a communication network, users inherently expose
unintended location evidences stemming from the underlying com-
munication protocols. These evidences can be exploited to infer
location data. Network-based geolocation services operationalize
this property by relying on such unintended evidences, thereby
enabling passive geolocation without meaningful opt-out.
The Internet. In the current Internet architecture, packets emitted
by a network user carry a public source IP address that reflects its
topological attachment to an IP network. IP address prefixes are
allocated to network operators that deploy physical infrastructure
within specific geographic regions. Observing such packets there-
fore provides location evidence by linking the user to geographically
localizable infrastructure. This assumption, however, is increasingly
weakened by the growing use of overlay networks [97].

IP-based geolocation providers, such as IPinfo, are thus based
on this assumption to provide an assisted geolocation technique
to their customers (that acts as network observer), as they provide
a database mapping IP blocks to location, typically at city-level
granularity. Their services are widely used for purposes such as
access control, logging, or commercial profiling [168].

To build and maintain their databases, such providers also rely
on autonomous techniques, such as latency triangulation [90]. In
that case, network delay measurements act as location evidences
by providing distance estimates between measurement probes and
the targeted infrastructure.
Cellular Networks. In cellular networks, mobile devices period-
ically transmit control-plane signaling messages to establish and

maintain connectivity with the infrastructure. Observing these sig-
nals reveals both the identifier of the serving cell and persistent
subscription identifiers (e.g., IMSI, TMSI) that can be directly asso-
ciated with a customer account. These signals therefore constitute
location evidence by establishing spatial proximity between an
identified entity and the radio cell serving it, whose geographic
coordinates are known to the operator.

Operators thus maintain Cell Site Location Information (CSLI)
records, which associate subscriber identifiers with serving cell
sites and timestamps. These records are persistently stored to com-
ply with governmental and regulatory obligations (e.g., judicial
investigations [145]), as well as for security monitoring and com-
mercial purposes [68, 145]. This mechanism also enables passive
allo-geolocation services such as those provided by 1NCE.
LPWAN. Devices operating on LPWANs are assigned unique iden-
tifiers (e.g., a Sigfox Device ID) that are typically stable over time
and revealed during communication. Network operators can ob-
serve which antenna receives a given transmission together with
the associated identifier, thereby establishing location evidence. As
operators know the geographic position of their antennas, they can
infer the approximate location of the transmitting device.

This mechanism enables services such as Sigfox Atlas, which
provide geolocation services to Sigfox network customers.
Other Communication Protocols. While not explicitly studied
in these case studies, most communication protocols, particularly
wireless ones, enable passive geolocation techniques. For exam-
ple, Wi-Fi and BLE signaling can act as unintended location ev-
idences [22]. Although Randomized and Changing MAC address
(RCM) techniques [69] aim to prevent device tracking, both passive
and active de-randomization attacks have been demonstrated [38].
Even hardware-induced imperfections in radio transmitters can
be exploited to derive stable signatures from emitted signals using
Radio Frequency Fingerprinting (RFF) [20, 87], enabling attackers to
recognize and track devices across locations.

These unintended location evidences can be exploited by net-
work operators acting as A2 to infer location data from commu-
nications they legitimately observe, or by A3 who derive location
information from publicly observable signals. In both cases, persis-
tent network identifiers enable correlating location data over time
and re-identifying targets, while users typically have no way to opt
out without forgoing network access altogether.

6.4 Location Data Retention
Beyond real-time correlation, the retention of historical location
records significantly amplifies longitudinal tracking risks. Sigfox
Atlas retains location data associated with device identifiers for up
to one year, encrypted at rest. Similarly, 1NCE provides customers
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with access to a seven-day location history [2], while partner Mo-
bile Network Operators (MNOs) may retain attachment or location
records for operational or regulatory purposes.

Access to retained records enables longitudinal correlation even
without continuous observation. In this case, the threat may stem
from A2 through legitimate access, or from A3 through unauthorized
access to the stored records.

6.5 Cross-Entity Inference
Interactions between the network observer and the geolocation
service may enable additional inferences about the target.

In the case of IP-based geolocation, when an Internet service
queries IPinfo through its online API, IPinfo learns that users be-
hind the queried IP address interact with that service. This creates
additional visibility into user activity patterns. This threat affects
IP-based geolocation services that expose online APIs, but not those
where the database is downloaded and queried locally.

For 1NCE, the situation illustrates a specific inference risk linked
to its MVNO model. Because 1NCE does not operate the under-
lying infrastructure, partner MNOs act as network observers and
compute the location of attached IMSIs. By identifying IMSI ranges
allocated to 1NCE, they can infer that these identifiers correspond
to IoT devices managed by 1NCE rather than to ordinarymobile sub-
scribers. This reveals contextual information beyond pure location,
such as the nature of the service associated with the subscriber. Ad-
ditionally, 1NCE relies on an external reference resolver, which may
thus learn that 1NCE-managed devices are present near specific
reference points, raising similar inference risks.

More generally, similar inferences arise in traditional operator
settings. IMSIs embed operator and country identifiers (MCC/MNC),
which allow network operators to determine whether a subscriber
belongs to a foreign network when roaming. From this information
alone, operators can infer the presence and distribution of foreign
subscribers within a geographic area, revealing population patterns
that go beyond individual location data.

A common pattern across these cases is that contextual infor-
mation is derived by entities outside the user’s trust scope, placing
these inferences under the control of A3. Sigfox Atlas structurally
avoids this threat by operating both roles within a single entity,
eliminating such interactions.

6.6 Takeaways
T6.1: No Meaningful Opt-Out. Network-based geolocation ser-
vices operationalize communication mechanisms that inherently
provide no meaningful opt-out for the target, which may not even
be aware that location data can be inferred. Such systems enable
large-scale inference that can significantly impact users’ privacy.
T6.2: Network Providers Hold Inference Power. Despite the
absence of service-level centralization, network operators occupy a
structurally privileged position that enables large-scale location in-
ference. Only highly distributed infrastructures such as the Internet
partially mitigate this capability.
T6.3: Data Retention Amplifies Privacy Risks. The storage
of location data increases longitudinal inference capabilities and
creates additional exposure in the event of external compromise.

7 Discussion
This section summarizes takeaways of our analysis and presents
applicable existing defense mechanisms. We further discuss their
limitations and outline future research directions for the community.
An overview of the privacy threats identified throughout the paper
is provided in Appendix D.

7.1 Global Takeaways
Centralization Creates Inference Power. Across the studied
systems, inference power concentrates in central actors that impose
structural trust dependencies on users (T4.1, T5.1, T6.2). Whether
proprietary reference resolvers, service providers, or network op-
erators, these entities observe large volumes of location-related
data, enabling longitudinal correlation, cross-service linking, and
large-scale profiling without deviating from the protocol design. A
key driver of this concentration is the widespread reliance on as-
sisted geolocation techniques, which externalize trust to reference
resolvers that observe queries and identifiers, creating inference op-
portunities (T4.1, T5.1). Although autonomous techniques confine
position estimation locally, fully autonomous approaches remain
rare in practice due to accuracy limitations in certain environments
and higher energy or latency costs. Contemporary systems there-
fore combine autonomous and assisted mechanisms, trading pri-
vacy for performance and scalability, and revealing a fundamental
architectural tension between efficiency and privacy.
Privacy Risks Inherent to Communication Protocols. A sec-
ond structural source of privacy risk stems from the pervasive
production of unintended location evidences. Many communica-
tion protocols, particularly wireless protocols, emit signals that can
be exploited for spatial inference, even when geolocation is not
their primary purpose. These signals often carry persistent identi-
fiers or quasi-identifiers, enabling not only position estimation but
also target identification and cross-session linking. Such evidences
are routinely leveraged by network-based geolocation services and
other external actors to infer spatial information without the ex-
plicit involvement of the target (T6.1).
Cross-Ecosystem Inference Amplification. The mechanisms
discussed above do not remain confined to a single ecosystem.
Network-based geolocation services, for instance, are often inte-
grated as auxiliary components within other ecosystems, such as
OS-level geolocation systems or backend service infrastructures.
As a result, inference capabilities can compound across systems:
evidences exposed in one context reinforce the inference power
of another, as reflected by the interaction between T4.1 and T5.1.
This compositional effect enlarges the overall inference surface and
complicates mitigation strategies, as reducing exposure within one
ecosystem does not eliminate the broader privacy risk.
Structural Dependencies Outlast Vulnerabilities. The patterns
identified above suggest that threats arising from security vulnera-
bilities, as highlighted in T4.2, T5.2, and T6.3, typically manifest as
discrete security incidents once a flaw is discovered and exploited,
often attracting significant public and regulatory attention. In con-
trast, some geolocation ecosystems structurally require users to
rely on centralized actors for core functions, creating a persistent
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Table 4: Taxonomy of Defense Mechanisms for Geolocation Ecosystems

Defense Principle Existing mechanisms Targeted threat

C
en

tr
al
iz
at
io
n Statistical obfusca-

tion
Reduce precision of location data re-
vealed, for point queries or mobility
traces.

Spatial cloaking [80], k-anonymity [70], Casper [121], dummy
queries [105], Mixzones [40], GLOVE [79], KLT [88].

Linking and identifying users
via queries or location history
(§ 4.2, § 4.3, § 6.4, § 6.5).

Oblivious query
primitives

Decouple identity from query, or hide
query content from the provider.

Oblivious HTTP [147], PIR [50, 155], Oblivious Transfer for
LBS [83, 125, 162], Private Nearest Neighbor Search [100, 133].

Linking and identifying users
via queries (§ 4.2, § 4.3, § 5.3,
§ 6.5).

Query limitation Reduce query volume by reusing past re-
sults locally.

Caching and sampling [42, 102]. Linking of resolver queries
over time (§ 4.2, § 5.3).

Interoperability Standardize interfaces so users can sub-
stitute, distribute, or self-host providers.

User-selectable backends (e.g., GeoClue [71], Solid [160]). Reg-
ulations (e.g., EU Digital Markets Act [3]).

Provider lock-in (§ 4.2, § 4.3,
§ 5.3).

Interaction unlinka-
bility

Use of blind signature schemes to limit
the provider’s ability to link successive
service requests from the same entity.

Blind signatures [46], partial blind signatures [21] (e.g., Blind
My [113]).

Linking of successive interac-
tions by the provider (§ 4.2,
§ 4.3, § 5.3).

Auditability and
Transparency

Make provider actions verifiable a poste-
riori via public logs, or constrain them a
priori via attested execution.

Transparency logs and verifiable audits (CT [98], gossip-based
audits [116], VAMS [86], TAP [132]); confidential computing
via TEEs [53, 135].

Unauthorized use of collected
data by the provider (§ 4.3,
§ 4.4, § 5.2, § 5.3, § 5.4, § 6.4,
§ 6.5).

C
om

m
un

ic
at
io
n
Pr

ot
oc

ol
s Hide the evidence Limit the ability to link protocol identi-

fiers to a specific entity, or to correlate
multiple observations over time, through
identifier concealment or rotation.

IP: mixnets [47, 126], VPNs [92], Tor [63], browser-integrated
overlays [30, 78, 122], ODoH [94], privacy proxies [93]. Cellu-
lar: subscriber identifier concealment [18], temporary identi-
fier rotation [18], location-precision reduction (e.g., Apple’s
Limit Precise Location [35]). Wi-Fi: MAC address random-
ization [38, 69], frame anonymization [69]. BLE: Resolvable
Private Addresses [159], Eddystone-EID [57]. PHY: random
noise injection [124], adversarial perturbation [108], IQ com-
pensation with DPD [164, 165].

Passive identification and
tracking via unintended
evidences (§ 6.3).

Evidence authenti-
cation

Verify the authenticity of broadcast
signals and reference identifiers,
through cryptographic authentication or
anomaly-based detection.

GNSS:Galileo OSNMA [66].Wi-Fi:AP spoofing detection [109].
Cellular: CellGuard [36], SnoopSnitch [140].

Falsification of evidences
(GNSS, BSSID, Cell-ID spoof-
ing) (§ 4.5).

Cross-validation Detect falsified evidences by checking
consistency across independent position-
ing sources.

Location Validation System [136], multi-source fusion [107],
WLAN-attack detection [148].

Falsification of evidences
(§ 4.5).

U
se
r
C
on

tr
ol Disclosure standard-

ization
Mandate a standardized, machine-
readable disclosure of data practices.

Privacy Nutrition Labels [91], Privacy Manifests [34], App
Tracking Transparency [34].

User unawareness of data col-
lection (§ 4.4).

Policy verification Automatically compare declared policies
with software behavior.

Polisis [84], PolicyLint [27], PoliCheck [28], PoliGraph [56]. Provider deviations from de-
clared practices (§ 4.4, § 5.2,
§ 5.3).

Runtime visibility Surface data accesses to the user as they
occur.

App Privacy Report (iOS) [33], Privacy Dashboard (An-
droid) [75].

User unawareness of ongoing
data access by apps (§ 4.4).

privacy risk that remains less visible yet continuously present, and
cannot be addressed through conventional security patches.

7.2 Defense Mechanisms
A range of defense mechanisms may be applicable to mitigate the
risks identified above. This section aims to identify which of these
mechanisms are applicable and which gaps remain. Table 4 presents
a structured taxonomy, organized by the layer at which each mech-
anism acts.
Centralization. Several mechanisms aim to limit the information
a provider can infer about users, either by obfuscating queries (e.g.,
statistical obfuscation, oblivious queries) or by reducing linkability
across requests (e.g., blind signatures). However, their effectiveness
remains limited in practice.

Spatial obfuscation techniques suffer from well-known weak-
nesses [88, 142], limiting their effectiveness in most of our scenar-
ios. Oblivious query protocols such as Oblivious HTTP rely on
non-collusion assumptions that are difficult to guarantee in increas-
ingly centralized infrastructures, as illustrated by iCloud Private

Relay [137]. Blind signatures reduce cryptographic linkability be-
tween requests but do not prevent cross-service or metadata-based
correlation, as discussed in § 5.3. PIR remains promising but faces
significant scalability challenges.

In practice, simpler architectural mitigations may provide more
deployable privacy improvements. Interoperability and caching can
reduce data exposure without eliminating inference risks, while
auditability and transparency mechanisms improve accountability
but still rely on trust assumptions.
Communication Protocols. Defenses against unintended loca-
tion evidences mainly target the linkage between network identi-
fiers and specific users. On the Internet, such mechanisms remain
limited by deployment centralization and trust assumptions. Anony-
mous communication systems such as Tor are vulnerable to traffic
correlation attacks, while commercial proxies and VPN providers in-
troduce additional centralization. In cellular and wireless networks,
privacy-enhancing mechanisms may still suffer from practical or
security limitations [49, 127].
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Evidence falsification can bemitigated throughmechanisms such
as evidence authentication and cross-validation across multiple
sources. However, these protections remain only partially deployed
in practice.
User Control. Various mechanisms aim to improve users’ under-
standing and control over location privacy. Disclosure standardiza-
tion mechanisms such as Privacy Nutrition Labels [91] may help
users interpret opaque Terms of Conditions, while runtime visibility
mechanisms increase awareness of ongoing data access. Policy ver-
ification techniques may further help identify deviations between
declared and actual provider behaviors.

However, such mechanisms often provide only partial visibility
and are typically limited to applications rather than the operating
system itself. For instance, iOS App Privacy Report does not expose
all location accesses performed by OS services.
Identified Gaps. While a wide spectrum of defense mechanisms
exists, some gaps remain. Many mechanisms listed in Table 4 are
simply not deployed in practice. This stems from unfavorable cost-
benefit ratios for providers, technical limitations such as the scalabil-
ity of PIR, deployment barriers (e.g., anti-RFF mechanisms requiring
hardware modifications), and known weaknesses that undermine
some mechanisms in realistic settings, such as the vulnerability of
statistical obfuscation to longitudinal aggregation [88, 142]. How-
ever, even simple mechanisms such as caching or interoperability
remain unimplemented despite raising no significant constraints.

A more fundamental gap is the absence of mechanisms address-
ing inference by structurally privileged actors. Network providers
(T6.2) retain the ability to observe which subscriber connects from
which location, since identification is a precondition for network
access. No existing technique prevents cross-service inference by a
provider operating multiple roles within the same ecosystem, as
illustrated by the bypass of report E2EE in OFNs (§ 5.3). Finally, no
real opt-out exists for unintended location evidences against the
network provider itself. Current approaches conceal identifiers or
alter signals to limit external observers [92, 127], but cannot prevent
the provider from observing the connection, since identification at
the network entry point is structurally required for connectivity.

A different kind of gap concerns mechanisms aimed at user
awareness and control. Existing work focuses almost exclusively
on third-party applications, leaving OS-level services largely un-
addressed. Yet, as shown throughout the paper, these services are
themselves significant sources of privacy risk.

7.3 Future Directions
Building on the gaps identified above and our broader analysis, we
outline the following research directions.
Practical Privacy Mechanisms. As discussed in § 7.2, several
privacy mechanisms remain impractical to deploy at scale, which
weakens the incentive for providers to adopt them. Addressing
these limitations is therefore a prerequisite for broader adoption.

PIR is a representative example: it could mitigate privacy risks
in queries that reveal users’ positions, such as reference resolver
queries or the extended services queries discussed in § 4.3, but its
scalability on large databases remains an open challenge. Recent
work on PIR for DNS resolution [64, 161] provides a relevant start-
ing point, as reference resolver queries share a similar key-lookup

structure. Spatial queries based on a position, however, remain
underexplored [118] and would require further dedicated research.

Beyond making individual mechanisms practical, a second chal-
lenge is extending existing anti-linkability mechanisms to realistic
settings where a provider observes requests to multiple services it
operates and their associated metadata.
Auditability. Since fully eliminating centralized intermediaries
is unrealistic and cryptographic protections alone cannot prevent
inference (e.g., § 5.3), making structurally central actors auditable is
a necessary complement. While existing mechanisms provide rele-
vant foundations, their adaptation to location data remains largely
unexplored. Two challenges are particularly specific to this context:
audit traces of location accesses may themselves reveal sensitive
information, and inference-based threats cannot be captured by
mechanisms designed to log explicit accesses.
Extending User Control to OS-Level Services. Existing work
on user control, policy verification, and runtime visibility predomi-
nantly targets third-party applications, leaving OS-level services
largely unaddressed despite their direct impact on users’ privacy.
Extending these mechanisms to system components raises specific
challenges, as OS services operate in a privileged context with no
external audit surface comparable to application stores.
Extending the Scope of Privacy Analysis. Several classes of
geolocation ecosystems remain underexplored, in particular col-
laborative environments such as vehicular networks [167], UAV
swarms [149], or peer-to-peer localization [166], whose more dis-
tributed architectures have not yet been analyzed through the lens
proposed in this work. A natural direction is to investigate whether
similar structural patterns arise in such settings. Beyond ecosystem-
level studies, a more systematic characterization of location evi-
dences and their composition could also clarify the structural limits
of privacy-preserving location data production.

8 Conclusion
This work introduced an abstract model and a systematic methodol-
ogy for analyzing privacy risks in modern geolocation ecosystems.
By structuring heterogeneous systems under a common set of roles
and data flows, we provided a unified framework for reasoning
about privacy beyond isolated case-specific analyses.

We applied this methodology to a broad range of modern geolo-
cation ecosystems, covering diverse architectural designs. Across
these case studies, we systematically analyzed the privacy risks
arising from each ecosystem’s architecture and design choices and
identified common structural patterns, including excessive central-
ization, unintended geolocation enabled by communication proto-
cols, and the amplification of risks across interacting ecosystems,
that shape privacy exposure despite their apparent heterogeneity.

Building on this analysis, we reviewed existing defense mech-
anisms applicable to these ecosystems and identified structural
gaps that current approaches fail to address. These findings suggest
that privacy risks in modern geolocation ecosystems cannot be ad-
dressed solely through cryptographic protections or security hard-
ening. Instead, they call for rethinking architectural assumptions
and motivate concrete research directions toward privacy-oriented
design.
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A LINDDUN Privacy Threat Types
Table 5 summarizes the seven LINDDUN privacy threat types used
throughout our analysis.

Table 5: LINDDUN privacy threat types.

Threat type Description

Linking Data or actions can be correlated to reveal additional
information about one or multiple entities.

Identifying Data or actions can be associated with a specific en-
tity.

Non-repudiation Data or actions can be attributed to an entity in a
way that prevents plausible denial of involvement.

Detectability It can be determined whether a particular entity is
involved in an activity or present within a system.

Data disclosure Personal data is excessively collected, stored, pro-
cessed, shared, or exposed to unauthorized entities.

Unawareness / Uninter-
venability

An entity is not properly informed about data collec-
tion or lacks effective means to control its data.

Non-compliance Data is processed in a manner that violates applica-
ble regulations, risk management requirements, or
privacy standards.

B OS-Level Location Disclosure Frequency on
iOS

B.1 Experimental Setup
To estimate the frequency at which an iPhone’s operating system
contacts remote services that may reveal the user’s location, we
intercepted the device’s network traffic using mitmproxy [55]. The
mitmproxy CA certificate was installed and trusted on the iPhone
to allow TLS decryption, and mitmproxy’s VPN mode was enabled
so that all traffic was captured regardless of the underlying network.
Apple’s certificate pinning prevents the interception of a subset
of OS-level flows; the captured traffic therefore provides a lower
bound on the frequency at which Apple could observe its users’
location.

We ran two 45-minute scenarios: an outdoor walk in an urban
environment and a stationary session at home. In both cases, the
phone was not interacted with during the experiment, no applica-
tion was granted the Always location authorization, and system
service authorizations were left at their default values.

B.2 Results
Across both scenarios, we observed traffic to three Apple endpoints
directly related to geolocation. The first, gs-loc.apple.com, corre-
sponds to Apple’s reference resolver, queried as part of the assisted
geolocation process described in § B.2. The second, gspe1-ssl.ls.
apple.com, is queried by the device to determine the country
in which it operates based on its public IP address. The third,
gsp-ssl.ls.apple.com, exposes a reverse geocoding service, which
translates geographic coordinates into a human-readable location
(e.g., a street address or place name), and was contacted by several
system daemons, including the Wallet/Apple Pay daemon, the rou-
tine daemon underlying Siri Suggestions and Apple Intelligence,
and the geolocation daemon itself.

Table 6: Number of location-related requests observed during
each 45-minute scenario.

Service Walking Home

Reference resolution (gs-loc.apple.com) 34 15
Reverse geocoding (gsp-ssl.ls.apple.com) 2 5
IP to location (gspe1-ssl.ls.apple.com) 6 3
Total 42 23
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Scenario 1: Walking into the city
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Scenario 2: At home

Reference Resolution (n=15, median=74s)
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IP to Location (n=3, median=294s)

Figure 7: CDF of inter-request time by service and by sce-
nario.

The results, summarized in Table 6 and complemented by the
inter-request interval distributions in Figure 7, show that location-
related queries are issued continuously throughout both scenarios,
even without any user interaction, and more intensively in a non-
static scenario.

These results support the claim that reference resolver queries
constitute a significant and continuous channel of location data
exposure, independently of any user activity.

C Example of an Apple Find My Online-Finding
Request (iOS)

This appendix shows a representative intercepted exchange be-
tween an iPhone and Apple’s Find My service, captured using
the same set up as presented in the experiments described in Ap-
pendix B. The listing illustrates two key claims from our analysis.
First, the device transmits its precise GPS coordinates (latitude,
longitude, horizontalAccuracy, verticalAccuracy) in plain-
text within the JSON request body. Second, the request is fully
authenticated. The Authorization header carries a Basic token
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tied to the user’s Apple ID (prsId), and the device uniquely iden-
tifies itself via deviceUDID and apsToken. This means Apple can
systematically link each location disclosure to a specific user ac-
count and a specific device. The response further reveals that Apple
performs server-side reverse geocoding, returning a full street ad-
dress, indicating that Apple’s knowledge of user location extends
beyond raw coordinates to human-readable place information.

C.1 Request
POST /fmipservice/friends/<PRS_ID>/<DEVICE_UDID>/myLocationChanged

HTTP/1.1
Host: p<PARTITION>-fmfmobile.icloud.com
User-Agent: FindMy/<APP_VERSION> CFNetwork/<CFNETWORK_VERSION>

Darwin/<KERNEL_VERSION>
x-apple-baa-sig-alt: <BAA_SIGNATURE_ALT>
X-Apple-I-MD: <APPLE_I_MD>
x-apple-baa-version: <VERSION>
x-apple-baa-time: <TIMESTAMP_MS>
X-Apple-Realm-Support: <VERSION>
X-MME-CLIENT-INFO: <CLIENT_INFO>
Content-Length: <CONTENT_LENGTH>
X-Apple-I-TimeZone: <TIMEZONE>
X-FMF-Model-Version: <VERSION>
X-Apple-I-Client-Time: <TIMESTAMP_UTC>
X-Apple-Find-API-Ver: <VERSION>
X-Apple-AuthScheme: <AUTH_SCHEME>
Authorization: Basic <BASIC_AUTH_TOKEN>
Accept-Language: <LOCALE>
Connection: keep-alive
X-Apple-I-MD-RINFO: <RINFO>
x-apple-baa-cert: <BAA_CERTIFICATE>
x-apple-i-device-type: <DEVICE_TYPE>
Accept: application/json
Content-Type: application/json
x-apple-baa-sig: <BAA_SIGNATURE>
Accept-Encoding: gzip, deflate, br
X-Apple-I-MD-M: <APPLE_I_MD_M>
X-Apple-I-Locale: <LOCALE>

{
"serverContext": {

"minCallbackIntervalInMS": <MIN_CB_MS>,
"heartbeatIntervalInSec": <HEARTBEAT_S>,
"authToken": "<AUTH_TOKEN>",
"notificationToken": "<NOTIFICATION_TOKEN>",
"minOfferLocationDurationInSec": <MIN_OFFER_S>,
"liveAnimationInterval": <LIVE_ANIM_S>,
"fallbackToLegacyIntervalInSec": <FALLBACK_S>,
"reverseGeocodingThrottleDistance": <RG_THROTTLE_DIST_M>,
"reverseGeocodingThrottle": <RG_THROTTLE_S>,
"showAirDropImportViewOniCloudAlert": <BOOL>,
"prsId": <PRS_ID>,
"inaccuracyRadiusThreshold": <INACC_RADIUS_M>,
"maxOfferLocationDurationInSec": <MAX_OFFER_S>,
"liveTimeoutThreshold": <LIVE_TIMEOUT_S>,
"maxCallbackIntervalInMS": <MAX_CB_MS>,
"sendMyLocation": <BOOL>,
"iterationNumber": <ITERATION>,
"transientDataContext": { "<numeric_keys>": "<omitted>" },
"callbackTimeoutIntervalInMS": <CALLBACK_TIMEOUT_MS>,
"clientId": "<CLIENT_ID>"

},
"dataContext": { "<numeric_keys>": "<omitted>" },
"clientContext": {

"appPushModeAllowed": <BOOL>,
"osBuild": "<OS_BUILD>",
"currentTime": <CLIENT_TIME_MS>,
"deviceClass": "<DEVICE_CLASS>",
"pushMode": <BOOL>,
"appVersion": "<APP_VERSION_SHORT>",
"regionCode": "<REGION_CODE>",
"apsToken": "<APS_TOKEN>",
"countryCode": "<COUNTRY_CODE>",
"limitedPrecision": <BOOL>,

"osVersion": "<OS_VERSION>",
"deviceSKU": "<DEVICE_SKU>",
"userInactivityTimeInMS": <INACTIVITY_MS>,
"deviceUDID": "<DEVICE_UDID>",
"productType": "<PRODUCT_TYPE>",
"location": {
"longitude": <LONGITUDE>,
"horizontalAccuracy": <HACC_METERS>,
"verticalAccuracy": <VACC_METERS>,
"latitude": <LATITUDE>

}
}

}

C.2 Response
HTTP/1.1 <STATUS_CODE> <STATUS_MSG>
Server: AppleHttpServer/<SERVER_ID>
Date: <DATE>
Content-Type: application/json; charset=UTF-8
Transfer-Encoding: chunked
Connection: keep-alive
Set-Cookie: <SESSION_COOKIE>
X-Responding-Instance: <SERVER_INSTANCE>
X-Robots-Tag: noindex, noarchive, nosnippet, nofollow
X-Responding-Server: <SERVER_NAME>
X-Responding-Partition: <PARTITION>
X-Apple-Loc-Src: <INT>
Content-Encoding: gzip
Strict-Transport-Security: <HSTS_POLICY>
X-Apple-User-Partition: <USER_PARTITION>
Via: <VIA>
X-Apple-Request-UUID: <REQUEST_UUID>
Access-Control-Expose-Headers: X-Apple-Request-UUID,Via
Alt-Svc: <ALT_SVC>
X-Apple-Edge-Response-Time: <RESPONSE_TIME_MS>

{
"location": {

"altitude": <FLOAT>,
"isInaccurate": <BOOL>,
"address": {
"formattedAddressLines": ["<STREET_ADDRESS>", "<POSTAL_CODE> <
CITY>", "<COUNTRY>"],
"country": "<COUNTRY>",
"streetName": "<STREET_NAME>",
"streetAddress": "<STREET_ADDRESS>",
"countryCode": "<COUNTRY_CODE>",
"locality": "<CITY>",
"administrativeArea": "<REGION>"

},
"locSource": <NULL>,
"secureLocation": <NULL>,
"secureLocationTs": <INT>,
"latitude": <LATITUDE>,
"shortAddress": <NULL>,
"floorLevel": <INT>,
"horizontalAccuracy": <HACC_METERS>,
"labels": <ARRAY>,
"verticalAccuracy": <VACC_METERS>,
"batteryStatus": <NULL>,
"locationId": "<LOCATION_ID>",
"fullAddress": <NULL>,
"locationTimestamp": <INT>,
"locationMode": <NULL>,
"longitude": <LONGITUDE>,
"timestamp": <TIMESTAMP_MS>

},
"accuracyThreshold": <INT>,
"distanceThreshold": <INT>,
"statusCode": "<STATUS_CODE>"

}
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D Summary of the Privacy Threats

Table 7: Taxonomy of Privacy Attacks in Geolocation Ecosystems

Attack Adv. Affected ecosystem Consequences LINDDUN

Ecosystem Architecture
Forced use of a specific reference resolver and crowdsourc-
ing exposes user position to the provider, linkable to a user
account or IP address (§ 4.2).

A2 OS-Level: Apple, Android,
Windows

Live location over time. Li, In,
Dd, Un

APIs (Google Awareness, Windows CivicAddress) transmit
user position to the provider, linkable to IP and application
identifier (§ 4.3).

A2 OS-level: Android, Windows Live location over time; link-
ing client location to used ap-
plication.

Li, In

Online finding services are not E2EE and cannot be disabled
while OFN is active (§ 5.2).

A2 OFN: Apple Find My, Google
Find Hub

Live location accessible to the
provider.

In, Li,
Un

Cross-service inference by a single provider operating multi-
ple subsystems bypasses report E2EE (§ 5.3).

A2 OFN: Apple Find My, Google
Find Hub

Live location over time. Li, In,
Un

MITM during key exchange for location sharing (§ 5.4). A2 OFN: Google Find Hub Live location over time. Dd, Li

Online IP-geolocation queries reveal which services are used
by which IP (§ 6.5).

A3 Network-based: any IP-
geolocation provider

Linking used services to IP ad-
dresses.

Li

Ecosystem Architecture and Communication Protocol
Roaming agreements let foreign operators observe and locate
roaming subscribers across their coverage (§ 6.5).

A3 Network-based: any MNO LinkingMNO users to location
data.

Li, In

The network provider (ISP, MNO, Sigfox) passively infers
customer locations from connectivity signals (§ 6.3).

A2 Networks: any managed net-
work

Location inference. Li, In,
Un

Communication Protocols
Crafted broadcast identifiers (BSSID, Cell-ID) or GNSS signals
falsify the user’s computed position (§ 4.5).

A3 OS-level: any OS using GNSS,
Wi-Fi, or cellular

Incorrect but credible location
records.

Id, Un

IP addresses enable passive location inference of clients (§ 6.3). A3 Networks: IP networks Coarse-grained location infer-
ence.

Li, Un

Wireless protocols (Wi-Fi, LPWAN, cellular) expose persistent
network identifiers (e.g., MAC) to nearby observers (§ 6.3).

A3 Networks: any wireless net-
work

Presence detection within an
area.

Li, In,
Un

RFF lets attackers track wireless devices via transmitter im-
perfections (§ 6.3).

A3 Networks: any wireless net-
work

Presence detection within an
area.

Li, In,
Un

Design Vulnerabilities
Local retention of location history exposes records on device
compromise (§ 4.3).

A1 OS-level: Apple, Android Access to location records. Li, Dd

Unauthenticated access to Apple’s WPS database enables
large-scale extraction (§ 4.2).

A3 OS-level: Apple Public exposure of millions of
Wi-Fi access point locations.

In, Li,
Dd

UI design flaws mislead users into granting location permis-
sions (§ 4.4).

A1 OS-level: Android Live location over time. Un

Cloud retention of location history exposes records on
provider compromise (§ 4.3, § 6.4).

A3 OS-level: Apple, Android;
Network-based: Sigfox, 1NCE

Access to location records. Li, Dd

Unencrypted report metadata (timestamp, accuracy, fre-
quency) reveals coarse-grained location and activity patterns
(§ 5.3).

A2 OFN: Apple Find My, Google
Find Hub

Location and activity infer-
ence.

In, Li

Reports from the same finder can be linked via report times-
tamps (§ 5.3).

A2 OFN: Apple Find My, Google
Find Hub

Tracker co-location inference;
social graph construction.

Li, In

Exploit allows continued receipt of reports after location
sharing is revoked (§ 5.4).

A3 OFN: Find Hub Live location over time. Dd, Li,
Un

Unauthorized access to cryptographic secrets stored on owner
devices grants access to reports (§ 5.4).

A3 OFN: Apple Find My (patched) Live location over time. Dd, Li

Consent and Transparency Failures
Applications bypass location permissions by exploiting other
signals such as sensors, BLE, or local network (§ 4.4).

A1 OS-level: Android, iOS Live location over time. Un

Complex privacy policies and ToS prevent users from under-
standing how their data are processed (§ 4.4).

A2 OS-level: Android, Apple, Win-
dows

User unawareness. Un

Provider deviates from declared policies on location data
usage (§ 4.4).

A2 OS-level: Android User unawareness. Nc, Un

Adversary: A1 — Target-based; A2 — Trusted External; A3 — Untrusted External. LINDDUN: Li — Linking; In — Identifying; Nr — Non-repudiation; De — Detection; Dd — Data
Disclosure; Un — Unawareness/Unintervenability; Nc — Non-compliance.
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E Example of our Data Flow Diagrams
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