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Abstract

Privacy Pass is a cryptographic scheme for issuing one-time anony-
mous authorization tokens, first designed as an anti-DDoS tool and
an alternative to CAPTCHAs. It has attracted a lot of attention from
the industry and is currently used and supported by the technolog-
ical giants such as Cloudflare, Google and Apple. At the same time,
Privacy Enhancing Technologies became the focus of European and
non-European lawmakers (for example in the eIDAS 2.0 regulation
and GDPR). Security and privacy by-design is now quite frequently
a formal requirement. Privacy Pass could be used in that context
as well as a lightweight solution for many application areas, e.g.,
for age verification. It is therefore imperative that Privacy Pass is
analyzed in all possible aspects and adversarial models that are
realistic, yet have not been considered during the design process.

In this work, we first prove that the three most prominent vari-
ants of Privacy Pass are anamorphic. Then, we show that anamor-
phism of Privacy Pass makes it insecure in a model where user’s
device or client application is working against them (as it can be
supplied by a malicious third party, the OS might be subverted or
the device could be subverted). Due to anamorphism, the attacks
on unlinkability remain undetectable even if an auditor is given
all private keys used in the protocol, including the signer/issuer’s
private key. On the positive side, anamorphism can also be used
to achieve a private metadata-like functionality and utilized, for
example, for lawful deanonymization of malicious users, without
reshaping Privacy Pass.
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1 Introduction

Protecting user’s privacy in the context of Internet usage has been
a hot topic for more than two decades. On one hand, users’ right
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to privacy is justifiably considered a fundamental human right,
and on the other hand, malicious actors (such as botnets) are ram-
paging through the Internet landscape, causing havoc with De-
nial of Service attacks, requiring the use of anti-DDoS tools like
CAPTCHAs. Unfortunately, it seems that CAPTCHAs are some-
times detrimental to users’ privacy. A study in 2023 [44] identified
a number of weaknesses of Google’s reCAPTCHA system [46] (the
most widely adopted anti-DDoS system), one of them being that
privacy-invasive tracking cookies are used for risk analysis.

This is why Privacy Pass [22] — a protocol for issuance of one-
time anonymous authorization tokens — has been proposed. Human
users prove that they are human only once, and then they receive
a number of anonymous tokens that they can redeem at any mo-
ment to skip CAPTCHA verification. This way, a more secure (and
possibly more time-consuming) CAPTCHA system can be used
for the initial user validation, and later the tokens can be issued
to them at their request, with sporadic re-validations. This system
has already been adapted by Cloudflare, one of the biggest content
delivery network providers [33]. Furthermore, a standardization
effort has been initiated and a set of RFCs [16, 21, 23, 24, 37] and
drafts [26, 41, 51, 52] has been developed to promote the use of the
Privacy Pass protocol in the industry. As a result, another techno-
logical giant, Apple, has introduced private access tokens (PATs)
[7] to help eliminate the need for CAPTCHASs on iPhone and Mac
devices.

Recently, an extension for Privacy Pass has been proposed by
the cryptographic community. This extension allows for including
a single bit of private metadata in the token [8, 17, 28]. It should be
noted that the need for private metadata comes from the industry
itself,! as it allows for transmitting information regarding a particu-
lar user in a covert way, while still respecting their anonymity. This
private metadata can only be retrieved by the party in possession of
a metadata-retrieval key (e.g. the issuer) and even just a single bit of
information could be used to flag high-risk users. Importantly, the
private metadata is not visible to the users. Otherwise, they could
attempt to reverse engineer the risk assessment mechanism and try
to bypass it, as is commonly done for CAPTCHAs. Of course, the
private metadata could be more than just one bit, however there
exists an obvious inverse relation between the number of meta-
data bits and anonymity of users — the set of all users could be
partitioned into a number of buckets proportional to the number of
metadata bits, thus reducing their anonymity set to just that bucket.

However, in a possible extension of the private metadata func-
tionality, we can motivate the use-case of malicious user deanonymiza-
tion, since it might be beneficial to identify the troublemaker in
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addition to having them marked. To maintain honest user privacy,
we could either give the metadata-retrieval key to a trusted party or
distribute it among a coalition of independent, semi-trusted parties,
e.g. the issuer and some non-profit organization, as has been pro-
posed to bootstrap a PRIO system [20]. Such a system would allow
for deanonymization only if a satisfactory number of independent,
trusted or semi-trusted parties consented.

Besides being an anti-DDOS tool, Privacy Pass, could find use
in other privacy-friendly applications. In 2024, the eIDAS 2.0 regu-
lation [45] has been introduced in the European Union, extending
the eIDAS regulation [36] from 2015. The most important aspect of
this extension is the definition and requirements concerning the
European Digital Identity Wallet (EDIW). The EDIW is said to be
an application that can be used by European citizens to acquire,
store and present Person Identification Data (PID) and Electronic
Attestations of Attributes (EAAs), for, respectively, electronic means
of identification and for proving some attribute of an individual
(e.g. legal age, possession of a driver’s license). According to the
eIDAS 2.0 regulation, the functionalities provided by the EDIW
should be implemented in a privacy-preserving manner: no disclo-
sure of personal data is allowed unless it is the goal of protocol
execution. This leads to the conclusion that schemes with high
privacy guarantees (such as Privacy Pass) could be used in practical
implementations. It also seems to be in line with the Privacy Pass
Working Group objectives, since the new, multi-use token Privacy
Pass variant has clearly been designed to be used as a Anonymous
Credentials-like scheme, and is adequately named Anonymous
Rate-limited Credentials ARC [51, 52].

An example application would be to use Privacy Pass for age
verification (a similar idea using blind signatures has been pro-
posed, for example, in [43]), however Privacy Pass could be used
for proving in zero-knowledge any binary credential. Specifically,
a user could prove their age to a trusted party (e.g., some pub-
lic sector body), who would then regularly provide the user with
batches of one-time authorization tokens that confirm the user’s
legal age. Although an anonymous credentials scheme could be
used instead, as proposed by a team of researchers [11], there are
opinions that while anonymous credentials are superior for general-
purpose applications, they are too complicated and impossible to
deploy in the required time.? The problem is that anonymous cre-
dentials make use of historically hard to standardize primitives (i.e.,
pairing-friendly curves®) or heavyweight cryptography unfit for
weak, mobile devices (i.e., zk-SNARKSs), with both having limited
support in existing cryptographic hardware. It may therefore take
years until proper, standardized solutions appear, while a privacy-
preserving age verification system is required right now. Insecure,
privacy-violating systems (e.g., Al-based age estimation [5]) are
being rolled out in many countries due to legislation, e.g. in the UK
[4] and in the USA [1, 3]. On the other hand, Privacy Pass is battle-
tested and already standardized. An age-verification system based
on anonymous tokens could be then implemented very rapidly,
potentially saving a lot of users from privacy-infringing schemes
invented by decision makers.

2Note that the current EDIW implementation deadline is set by the end of 2026!
3However, there is currently some active standardization effort [31].
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Of course, a token can be misused by selling it to a third person.
A buyer can redeem such a token, as there is no way to check that
the person redeeming the token is the same person who obtained
it from the issuer. (Note that private metadata-like solution could
be used to mark suspicious users’ tokens and potentially allow
deanonymization in case a user is discovered to be selling tokens
or participating in any other malicious activity.) Thus, the tokens
and the client-side protocol implementation need to be bound to
the user’s hardware in some way (this is also required from the
legal point of view for EDIW, cf. Section 2). Even for non-EDIW
applications, in a use-case like age verification, the necessity of
user binding will lead, with high probability, to a situation where
there exists a number of approved solutions in which all crypto-
graphic operations are carried out by a secure hardware component,
claiming device/user binding as the reason.

If user-side operations are executed inside a secure hardware
component, the whole application becomes a black-box to the user
— they can only verify the inputs and outputs, while the inner oper-
ations remain hidden. This leads to the conclusion that a standard
security model in which the user controls all operations on their
side of the protocol might not be diligent enough for this type of
cryptographic scheme.

1.1 Paper Outline

We start by motivating the Black-box User Device model in Sec-
tion 2. Then, we introduce notation and cryptographic definitions
for Privacy Pass in Section 3. In Section 4, we propose formal defi-
nitions for anamorphic Privacy Pass. Next, we conduct the analysis
by iterating through the three protocols: (1) Privacy Pass with Pub-
licly Verifiable tokens in Section 5; (2) Privacy Pass with Privately
Verifiable tokens in Section 6; and (3) Anonymous Rate-limited
Credentials in Section 7. The analysis of a singular protocol starts
with public-key anamorphic model discussion (if applicable), then
we define concrete anamorphic constructions, present attacks on
unlinkability and finally discuss countermeasures to these attacks.

1.2 Our Contribution

We formally define Fully-Asymmetric [14] and Public-Key [39]
Anamorphic Triplets for anonymous token schemes (i.e. Privacy
Pass in two standard variants defined in the RFC standards [21,
23, 23, 24]) and in the extended variant called Anonymous Rate-
limited Credentials ARC defined in RFC drafts [51, 52]), and thus
extend the range of cryptographic schemes covered by anamorphic
cryptography. Additionally, we define the robustness property [10]
and present a novel full decryptability property, which makes sure
that the anamorphic construction functions as intended even in the
presence of an active adversary/Dictator. With some assumptions
regarding trust,* this anamorphic channel could be used to transmit
private metadata [8, 28, 53] and to lawfully deanonymize malicious
users, without changing the design of Privacy Pass schemes. It
should be noted that private metadata bit functionality as intro-
duced in the standard [53] is not meant to be compatible with

4The assumptions are that either the anamorphic decryption skq is given to a trusted
third party that will not misuse it, or that skq is distributed among a semi-trusted
committee, who agree to use the key only when necessary. Additionally, our construc-
tions for publicly verifiable and privately verifiable Privacy Pass allow for threshold
decryption, due to ElGamal-like ciphertexts.
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standard Privacy Pass schemes (i.e. ones with no private metadata
functionality) and is only defined for a separate, special scheme.
Conversely, using anamorphism for private metadata is backwards
compatible with current implementations, which could potentially
be beneficial as it allows for deploying lawful deanonymization
without deprecating old servers/clients and without introducing a
brand new scheme.

We also present a security analysis of the Privacy Pass schemes
according to a novel security model in which the user has access
to a client device that runs the protocol only as a black-box. This
particular security model is relevant for a number of reasons: (1)
the client application might be provided as a heavily obfuscated
binary, e.g., for the user’s phone; (2) the application might be pro-
vided inside a secure client device (e.g., a smart card) issued by the
protocol provider (e.g., a government if said device is to be used for
authorization at a national level), which is a black-box on its own;
(3) the application itself might be run on the user’s personal device
(a phone), but the cryptographic operations might be carried out by
an integrated secure hardware component (e.g., a TPM, ESIM), and
the exact implementation might not be verifiable; and (4) the ap-
plication and cryptographic operations might be run on the user’s
device, even with publicly auditable open-source code, but the OS
itself might be subverted by the OS vendor or by malware (the OS
could then inject malicious code into the application).

At the same time, a state-level auditor can demand protocol keys
from the issuer to audit the protocol (in case malicious implemen-
tation is suspected). This scenario is then inherently similar to the
case of a Dictator from [38] defined for anamorphic encryption,
who can request all encryption keys in order to censor unapproved
messages.

As a result of our analysis, we show that for an anamorphic
version of Privacy Pass, unlinkability is broken in the black-box
device model. Due to the properties of anamorphic protocols, these
modified implementations are undetectable even when an auditor
is given access to the issuer’s private key. Thus, a user may trust
these techniques implemented in a black box (from the user’s point
of view) if and only if the provider of the black-box can be fully
trusted. As it is rarely the case, the application of Privacy Pass in
privacy-sensitive cases can create risks that should be carefully
considered.

As an additional contribution, we define a sound (and trans-
parent) countermeasure for the Publicly Verifiable Privacy Pass
in the form of an external watchdog client application, which re-
randomizes random values in the protocol and thereby destroys
anamorphic channels, effectively stopping the most dangerous at-
tacks. Notably, this solution works because the anamorphic model
only considers a passive adversary and our construction is not fully
decryptable. Full decryptability (achieved by our other construc-
tions), assures that no modifications made by a watchdog can close
the anamorphic channel without invalidating the tokens. However,
note that a watchdog can always be stopped by simply requiring
a secure channel between the device and the issuer, or by signing
all messages. A secure channel (or other methods of protecting
integrity) must be then assumed for constructions using anamor-
phic channel for a private metadata-like/lawful deanonymization
use-cases if the anamorphic scheme does not adhere to full decrypt-
ability.
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1.3 Previous Work

The security of Privacy Pass [16, 21, 22] in the regular (non black-
box) model has been analyzed in [22]. Standardized Blind RSA [24]
has been analyzed in the regular (non black-box) model in [32].

Anonymous tokens with private metadata bit have been in-
troduced in [28], further studied in [17] and adapted to a non-
interactive version in [8].

Anamorphic cryptography model has been first defined in [38]
for encryption schemes, then subsequently defined for signature
schemes in [29] and had been extended for new security properties
in [9, 10, 14, 39].

Kleptographic analysis of RSA signatures has been carried out
in [47-50]. A preliminary analysis of privacy of Schnorr-based
blind signature schemes in the black-box User Device model has
been presented in [30]. A formalization of kleptographic attacks
for symmetric encryption schemes, introduced as algorithm substi-
tution attacks, is presented in [12]. Algorithm substitution attacks
consider scenarios in which a user utilizes a black-box device that
allegedly implements a symmetric encryption scheme to perform
encryption. The attacks are realized by subverting the black-box
device, thus allowing the adversary (and only the adversary) to de-
crypt the user’s sensitive communications. This subversion should
be undetectable by the user, even if the secret key of the original
symmetric encryption scheme is revealed for audit purposes.

Note that our attacks on unlinkability are embedded in the same
threat model as algorithm substitution attacks, yet we consider
different security requirements based on the anamorphic cryptog-
raphy model. Importantly, algorithm substitution attacks differ from
the anamorphic model in that they require perfect correctness of
the output. Specifically, for encryption schemes, all ciphertexts gen-
erated by the subverted encryption algorithm must be decryptable
using the standard decryption algorithm. In anamorphic cryptog-
raphy, we only require computational indistinguishability of the
ciphertexts, without perfect correctness. Additionally, anamorphic
cryptography admits a number of useful extensions (e.g., robust-
ness and asymmetric keys) that are absent in algorithm substitution
attacks.

2 Black-box Model Motivation

In a standard cryptographic setting, we model the user as the party
that executes all steps of the protocol on the user’s side. Thus, if we
assume that the user is honest, we also assume that all protocol steps
on the user’s side are executed exactly as defined in the protocol
specification. In reality, in most applications, user does not execute
the protocol but merely starts the execution. In fact, it is safe to
assume that on the user’s side, the protocol is executed by some
device on behalf of the user. (Note that we use the word device
in an abstract way — it could be a tamper-proof cryptographic
device, a software solution with obfuscated code, or an open-source
application subverted by a malicious operating system.) We could
then see the device as a black box — the user can only observe
the inputs and the outputs and do consistency checks. This is a
good reason why, in certain cases, the threat model should treat
the device as a potentially malicious party. If the user cannot verify
what code the device is running, they cannot automatically entrust
the claimed security and privacy properties.
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The European Digital Identity Wallet implementing regulations
currently state that “Wallet secure cryptographic applications [...]
are necessary not only for the protection of critical assets, [...] but also
for the provision of crucial functionalities, such as the presentation
of electronic attestations of attributes” [2, Preamble (6)]. We can
then assume, that in the case of EDIWs, all cryptographic opera-
tions are carried out by a secure cryptographic application/device.
In both the standard sense and in the context of the eIDAS reg-
ulation, a secure cryptographic device should be a black-box, as
one of the requirements for it is tamper-resistance. In practice,
tamper-resistance means restricting unauthorized physical access
to the device, which primarily means protection against device
modifications, but also protection against unauthorized read access
(compare [34]). Such an access could enable creating a device clone
with arbitrary modifications. This indicates that the Black-box User
Device model is applicable to EDIWs.

Note that for the private metadata-like/lawful deanonymization
use-case, it is only required that the user is not able to modify the
user-side code, while read access is not as important — the fact
that an anamorphic implementation is utilized can be known to the
user.

3 Notation and Prerequisites

Parameters. We define the following parameters used in crypto-
graphic constructions:

A € Z*: asecurity parameter representing the number of bits
determining the security level of a cryptographic primitive,

N =p - g: an RSA modulus of bit-length n = [log2 N], which
is determined by the security parameter A; a product of two
primes p, g of the same bit-length %,

e: a prime; public RSA exponent,

g € (g9): a generator of a cyclic group of prime order g with
standard security assumptions (hardness of DLP, CDH, DDH)
holding for security parameter A, where I;(4) is the bit-
length of group elements. We do not specify any particular
group, but we use multiplicative notation. All computations
are implicitly made in (g), unless stated otherwise.

Hash Functions. We define the following secure cryptographic
hash functions (modeled as Random Oracles):

H: {0,1}* — {0,1}’: acryptographically secure hash function,
returning ¢-bit strings. In practice, H is a standard hash
function such as SHA-3.

H¢g : {0,1}* — (g): a secure hash function that maps a bit
string of any length to an element of the cyclic group gener-
ated by g.

Hg : {0,1}" — Z: asecure hash function that maps a bit string
of any length to an element of Z,.

We define the probabilistic encoding EMSA-PSS encodepss (t, n) :
{0,1}* x Z — {0,1}""! for a message t and bit length n. The
corresponding validation function is validpss (t, n, k) : {0,1}* X Z x
{0,1}"! — {0,1} for a message t, the bit length n and encoding
h. For correctness, it is required that for all valid t, validpss (t, n,
encodepss(t, n)) = 1, and for soundness, for any h’ that is not the
result of encodepss (t, n), validpss(t, n, h") = 0 with overwhelming
probability.
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position i and terminating at position j. Let |m| denote the bit
length of the bit string m or the cardinality of the set m (according
to the context). By x «— PRNG(?, seed), we mean taking an ¢-bit
value x from a pseudorandom number generator PRNG seeded
with the value seed. In turn, y « PRNG(¢) denotes taking an ¢-bit
value y from a PRNG seeded with a truly random seed of adequate
length. Let [n] :={1,...,n}, and [x,] represent a tuple (x3, ..., xp).
By x «$ S we mean sampling a value x uniformly at random from
the set S, or sampling it from a distribution S or deriving x via a
probabilistic algorithm S. By X(-) we mean that the algorithm X is
executed with arbitrary arguments. If some argument is undefined,
we denote it as L.

Additionally, we use the following syntax for interactive, possibly
multi-move, algorithms. Let X and Y/ be two interactive algorithms
executed jointly. Then, by (a,b); T < (X(x),Y(y)) we denote
joint execution where x is the private input and a is the private
output of X, while y is the private input and b is the private output
of Y. We assume that the joint execution also produces a public
transcript 7 of all messages exchanged between X and Y.

If three interactive algorithms X, Y, Z are executed jointly in
such a way that Y interacts with both X and Z, while at the same
time X, Z do not interact with each other (that is, V/ is a proxy), we
denote it as (a, b, ¢) « (X(x), Y (y), Z(z)), which is a shorthand
expression for y := (y1,y2), Y (y) := (M1 (y1), Y2(y2)), b := (b1, b)
and (a, by) «— (X(x), Y1(y1)), (b2, ¢) «— (Ma(y2), Z(2)).Itis worth
noting that in that case there are two transcripts Tx_y and 7y_z.

We assume that the Adversary A has an implicit state and can
be invoked in different contexts, depending on the stage of the
protocol. By Ax(-) we denote invoking the Adversary A with
context and state at the stage of the protocol where the algorithm
X(+) would be invoked according to the definition of the protocol.

We use the standard notion of a negligible function: a function
1(x) is negligible if for every positive polynomial poly(:) there
exists an integer n € Z > 0 such that |u(x)| < ﬁ for x > n.

poly (x

Encoding of Group Elements. For covert channels, it is necessary
to encode group elements as strings indistinguishable from random.
We abstract how this encoding is implemented (as we do not set
the group) and instead define a pair of abstract functions:

encode : {g) — {0,1}’: takes as an input any (random) value
from (g) (e.g. a point of E[F,]) and returns an ¢-bit string
(the output distribution must be close to uniform on the set
of all ¢£-bit strings).

decode : {0,1}Y — (g): takes as input any ¢-bit string and re-
turns an element of (g) (the output distribution must be close
to uniform on the set of all group elements).

In Section B, we present instantiations for (g) C Z, and {(g) C
E[F,]. For correctness, we require decode(encode(x)) = x for all
x € (g). In general, we assume that ¢ is not much greater than
the bit length of the order of the group g. We require that decode,
when executed on a uniformly random string of length ¢, returns an
element of (g) indistinguishable from uniformly random (with neg-
ligible security loss). We also require that encode, when executed
on a uniformly random group element, returns a string indistin-
guishable with a ¢-bit uniformly random string (also with some
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negligible security loss). Both of the implementations proposed by
us in Section B have these properties.

Proofs of Knowledge. For ARC, we need to define a notation for
generic non-interactive proofs of knowledge. Let

51:.4.

7 < PoK.Prove { (wy,wo,...) : 52 = ...

be a proving algorithm for statements S;, S, ... concerning the
witnesses wy, Wy, ..., that returns a proof 7 and then let b «
PoK.Verify(r, S, Ss,...) be a verification algorithm that returns
abit b € {0,1} such that b = 1 if the proof is valid.

3.1 Cryptographic Definition of Privacy Pass

Blind Signature Schemes. Since Privacy Pass in Publicly Verifiable
mode makes use of blind RSA, we provide a definition for blind
signatures for the convenience of the reader in Section A.

Privacy Pass has been introduced by Davidson et al. in [22]. The
original concept was to use a Verifiable Oblivious Pseudorandom
Function (VOPRF) as the main cryptographic building block. How-
ever, that construction allows only the Issuer to validate tokens, as it
requires knowledge of Issuer’s secret key. Due to this, an alternative
version allowing for public token validation, has been introduced
in the Privacy Pass RFC standard [15]. An RFC-compliant Privacy
Pass can be then instantiated in two modes: publicly verifiable,
leveraging a blind RSA signature, and privately verifiable, based on
a VOPREF function. As we will argue later, the ARC construction
from [51, 52] can also be seen as a Privacy Pass protocol as defined
below, but we only state so informally (while showing that the
syntax matches).

According to [22], Privacy Pass should have two key properties:
(1) one-more token security and (2) unlinkability, corresponding to
analogous properties of blind signatures. These properties can be
trivially derived from the corresponding security properties of blind
RSA in case of RSA-based version of Privacy Pass.

Because we work in the Black-box User Device mode, we deal
with three parties: the User U, who asks for a token for later re-
demption, the Device D running the protocol on behalf of the User,
and the Issuer J issuing the tokens. Note that U is basically an ex-
ternal observer. Let us recall (slightly abstracted) syntax of Privacy
Pass [22]:

DEFINITION 1 (PRIVACY PAss). A Privacy Pass scheme Ilpp is a

tuple of algorithms IIpp = (Gen, (IssueS, IssueU), Redeem), where:

(sk, pk) «<s Gen(1%): is the key generation procedure that out-
puts a pair of issuance keys (sk, pk) for I'.

(L, (t,7)); T « (IssueS(sk), IssueU(pk)): is an interactive is-

suance protocol where I runslssueS(sk), and D runsIssueU(pk).

On the side of D, the joint execution outputs a collection of to-
kenst = (t,...,tx) for k € Z*, and their corresponding tags
T =(11,..., 7). A transcript T of the interaction is visible to
all parties.

b «— Redeem(sk or pk, t;, 7;): is the redeeming procedure that
takes as an input the private key sk (in the Privately Verifiable
mode) or the public key pk (in the Publicly Verifiable mode), a

5Note that this definition accommodates batch issuance of tokens.
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token t; and a tag t;. It returns a bit b € {0, 1}, where 1 stands
for ‘the token is valid’.

For correctness, we require that for any keypair (sk, pk) generated
by Gen,

if (L, (t,7)) « (IssueS(sk), IssueU(pk)) then
Redeem(sk or pk,t;,7;) = 1foralli € [k],t; €t,7; € 7.

The signing phase consists of joint execution of (IssueS, IssueU),
while the redemption phase consists of the Redeem procedure.

We do not provide a formal definition for One-More Token Se-
curity, as we do not use it in the work. For unlinkability, [22] only
sketches the formal game, so we define it in Section A. Intuitively,
an unlinkable scheme should guarantee that when a token ¢ and
its tag 7 are revealed to 7, there is no substantially better strategy
to link (¢, 7) with a signing session than random guessing.

4 Anamorphic Definitions for Privacy Pass

Informally, an anamorphic scheme [9, 14, 29, 30, 38, 39] is a cryp-
tographic scheme II for which it is possible to create a modified
scheme 1 that replaces some algorithms IT with corresponding ones
from the Anamorphic Triplet 3 with additional features for protocol
participants. The key point is that a powerful observer who learns
the private keys used for IT cannot distinguish between IT and .
We note here that such an observer is traditionally called a Dic-
tator, but we call him Auditor A as in our case, it fits better our
application scenarios (and also the traditional Adversary notation).

An anamorphic scheme can be then deployed in two modes: (1)
the regular mode, where the algorithms from the original scheme
IT are used; (2) the anamorphic mode, where an anamorphic Sender
(who is one of the parties of the original protocol) uses the specially
crafted algorithms of ¥ to transfer an anamorphic message am en-
crypted using a double key dkey® to the anamorphic Receiver so
that the Auditor does not recognize that such operation even took
place (which is the strongest form of communication confidential-
ity). More specifically, the Auditor must be unable to distinguish
between the anamorphic and the regular operation mode. Con-
sequently, the Auditor cannot distinguish between the modified
scheme and the original scheme.

Before we start defining models, let us recall that for anamorphic
schemes, there are two parties: the anamorphic Sender who sends
am, and the anamorphic Receiver who is the only party that can
recover am. In our work, we intend to send anamorphic messages
from D, which makes D the anamorphic Sender. We assume
the anamorphic Receiver to be the Issuer 7, since we allow for
changing the Issue$ algorithm for the issuance process and it fits
with all envisioned use-cases. It is possible, though, for an another,
external party to be the anamorphic Receiver. For that, alssueS must
be the same as unmodified IssueS and the Receiver must be able to
somehow access y (defined below). Throughout the work, we will
be using Device D interchangeably with anamorphic Sender, and
Issuer J interchangeably with anamorphic Receiver.

We adapt the Anamorphic Signature Scheme model from [29]
to a Privacy Pass version in the more capable Public-Key model

®dkey is assumed to be hidden from the Auditor — due to the properties of anamorphic
schemes, the Auditor cannot ask for dkey as the parties can simply claim that they
honestly run the protocol IT and dkey is not defined.
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(as originally defined for asymmetric encryption schemes in [39])
wherever possible and in the less capable Fully-Asymmetric model,
as defined in [14], where necessary. The differences between the
two models are described below. We also define two additional
security requirements for anamorphic Privacy Pass — robustness
and full decryptability.

Fully-Asymmetric Anamorphic Schemes. In this model [14], the
double key dkey is a key pair consisting of a public encryption
(Sender) key pkq and a private decryption (Receiver) key skqy. The
key pkq is assumed to be somehow available, so that the Sender can
acquire it before running the anamorphic protocol. Later, during an
anamorphic protocol execution, pky is used by Sender to encrypt
am. dkey being asymmetric, in contrast to the original private
key version [38] of anamorphic cryptography, makes the model
more applicable to real-life scenarios. In the older symmetric model,
the Sender and the Receiver had to somehow establish a shared
secret before executing the protocol without arousing the Auditor’s
suspicion. The asymmetric Sender key pkq4 should be installed inside
D — the advantage over a symmetric dkey is that even if D is
opened for inspection and pky is recovered, it cannot be used to
decrypt previous anamorphic messages am.

Since we focus on Privacy Pass, i.e. anonymous token schemes,
we use their syntax for anamorphic constructions. It should be
noted though that anonymous tokens and blind signature schemes
have a similar structure, so the model can be trivially adapted
for blind signature schemes as well (the only change is that the
message/token is an input to the issuance protocol and not an
output).

DEFINITION 2 (FULLY-ASYMMETRIC ANAMORPHIC TRIPLET FOR
PRIvACY Pass). Let I be an anamorphic Receiver and D be an
anamorphic Sender. Then, a Fully-Asymmetric Anamorphic Triplet ¥
is a collection of algorithms (aGen, (alssueS, alssueU), aDec):

(sk, pk, sky, pkq) < aGen(11): on input security parameter 14,
it outputs a pair of anamorphic protocol keys (sk, pk) for I,
the double secret key skq for I and the double public key pkqy
for D.

(y, (t,1)); T « (alssueS(sk), alssueU(pk,am, pkq)): on input
anamorphic signing key sk, anamorphic verification key pk,

anamorphic message am from anamorphic message space M
and double public key pkq, the joint execution returns:
(for I'): some receiver protocol output y;
(for D): an output tuple (t, T) containing k-element tuples of
tokens and tagst; € t,7; € 7.
(am) « aDec(skq, y, t;, 7;): on input double private key skq, I ’s
protocol output y and a token/tag pair t;, 7;, the algorithm

returns an anamorphic message am € MU {L} (am can be
7).
For correctness, we require that for any key tuple (sk, pk, skq, pkd)
generated by aGen and any am € M:

if (y, (t, r)) «— (alssueS(sk), alssueU(pk, t,am, pkq))
then am = aDec(skq, y, t;, 7;) foralli € [k],t; et 7; € 7.

"This is necessary for the robustness property defined later.
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Note that this definition allows for decryption of am only after
the anamorphic Receiver is given t;, 7; (e.g. for verification/autho-
rization), due to the fact that t;, 7; are required as arguments of
aDec. Also note that this definition assumes that all token, tags
pairs from the batch decrypt to the same am.

For security, we require that the resulting modified protocol is
indistinguishable from the original one (adapted from [9, 29, 39]):

O}, iian (sk, pk, pkg, am)

1: (y,(t7)); T « (alssueS(sk),alssueU(pk,am, pkq))
2: return ((t,7),7)

OllndFAA(sk, pk, pkq, am)

1: (L, (t7)); T « (IssueS(sk),IssueU(pk))
2: return ((t,7),7)

Figure 1: Oracles for the Fully-Asymmetric Indistinguisha-
bility game.

DEFINITION 3 (FULLY-ASYMMETRIC ANAMORPHIC PRIVACY PAsS).
Let II be a Privacy Pass scheme consisting of Gen, (IssueS, IssueU),
Redeem. Let £ be a Fully-Asymmetric Anamorphic Triplet forII as
defined in Definition 2. We then define a following Indistinguishability
game for the Auditor A:

(1) a bitb < {0,1} is randomly selected,

(2) ifb =0, anamorphic keys are generated (sk, pk, skq, pkq) <
aGen(1%) and ifb = 1, regular keys are generated (sk, pk) s
Gen(1%) and (pkg, skq) := (L, 1),

(3) The Auditor ﬂolﬁdFAA(Sk’pk’Pkd") (sk, pk) is given (sk, pk) and
access to the oracle OlbndFAA(Sk’ pk, pkq, -) which they can query
with anamorphic messages am (Figure 1),

(4) A outputs bitb’,

(5) A wins ifb’ =b.

Then, 11 is a Fully-Asymmetric Anamorphic Privacy Pass with
Triplet 3 if for every PPT Auditor A the probability of winning in the
Fully-Asymmetric Indistinguishability Game is at most % + ¢, where
¢ is negligibly small.

Similarly as noted in [29] for private anamorphic signature
schemes, there are two consequences of anamorphism: (1) the
anamorphic ciphertext of the anamorphic message am is seman-
tically secure and IND-CPA secure with respect to any party that
does not have skq (due to indistinguishability property defined
above); (2) assuming the original scheme is secure, the modified
scheme is one-more-token secure with respect to parties that do
not know the signing key sk or skq and unlinkable for any party
(besides the Device) that does not know sky. This is due to the fact
that without the knowledge of skq (and only 7 knows sky), I is
indistinguishable from II, and therefore all security properties of II
carry over to the modified version (this is in line with observations
in [9, 29]).
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Public-Key Anamorphic Schemes. Public-Key Anamorphic schemes
differ from the Fully-Asymmetric Anamorphic schemes in that
no prior communication between the anamorphic Sender and the
anamorphic Receiver is required — the Sender does not know the
Receiver’s public key pkq prior to the execution of the protocol
and instead pky is somehow derived from the anamorphic proto-
col execution. This is an advantage from a practical point of view,
as, for example, it might be impossible to embed pkq in D during
manufacturing.

According to [39], Public-Key Anamorphic Encryption scheme
is a (Fully-Asymmetric) Anamorphic Encryption scheme for which
aGen returns an empty pky. We provide a similar definition for
Privacy Pass protocols:

DEFINITION 4 (PUBLIC-KEY ANAMORPHIC PRIVACY Pass). We say
that a Fully-Asymmetric Anamorphic Privacy Pass Protocol I1 with
a Fully-Asymmetric Anamorphic Triplet ¥ is a Public-Key Anamor-
phic Privacy Pass Protocol and, correspondingly, ¥ is a Public-Key
Anamorphic Triplet ifaGen(1%) returns an empty pkq.

It should be noted that it is implicitly assumed that skq is in fact
part of a key pair, and its public counterpart pkg can be extracted
by the Sender from the anamorphic public pk key or elsewhere
during protocol execution.

Robustness. The notion of robustness has been introduced in [10].
It captures the property that it should be impossible to recover any
anamorphic message am by running the anamorphic decryption
algorithm on the output of the unmodified host protocol. In other
words, the anamorphic message recovery algorithm should output
L if the anamorphic Sender has not embedded any anamorphic
message. For Privacy Pass, robustness has to be a little stronger.
Due to unlinkability, if there were, say, n signing sessions, 7 does
not know which y; to use with a given token, signature pair t/, 7/
provided by the User for verification (j is unknown to 7, so I
does not know which y; to use). Moreover, robustness should also
ensure that even when D embeds another anamorphic message
in the signing session j, then (am) « aDec(skq, y;, t/, 7/) outputs
1 for i # j (even if the anamorphic messages in both sessions are
the same). Thus, assuming D is running in anamorphic mode, for
a given token/signature pair t/, 7/, the anamorphic Receiver can
iterate through y; for all i € [n] to find the only case where the
decryption output is not L. Note that this property on its own
breaks unlinkability against anamorphic Receiver.

Concluding, robustness for an Anamorphic Privacy Pass protocol
is defined as follows:

DEFINITION 5 (ROBUSTNESS). Let IT be a Public-Key or Fully-
Asymmetric Anamorphic Privacy Pass protocol such that Gen, (IssueS,
IssueU), Redeem € II. Let (aGen, (alssueS, alssueU), aDec) be a
Public-Key or Fully-Asymmetric Anamorphic Triplet. The Robustness
Game for a Distinguisher D is executed as follows:

(1) Abitb <5 {0,1} is selected at random,

(2) ifb =0, keys are generated with the procedure aGen:

(sk, pk, sk, pkg or 1) «<s aGen(1%);
if b =1, then (sk, pk, skq, pkq) == (L, L, 1, 1),

(3) The Distinguisher D Otnaron (SkPlskypleg orL-v) (L) is given ac-

cess to O? b(sk, pk, skqg, pkq or L, -, -, -) (the robustness ora-

IndRol
cle, see Figure 2),
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(4) D outputs bitb’,

(5) D wins ifb’ =b.
IT with ¥ is robust if for any PPT Distinguisher D, the probability of
winning the Robustness Game is at most % + ¢, where ¢ is negligibly
small.

Intuitively, an anamorphic scheme is robust if, when in a situation
where: (1) D is using the regular mode of IT and the anamorphic
Receiver tries executing aDec on the output of that session; or (2)
D is using either mode but the anamorphic Receiver tries executing
aDec with a combination of Issuer signing session output y; of one
session and token/tag pair t/, 7/ from any other session (i # j), the
anamorphic Receiver receives L from aDec with overwhelming
probability.

OlondRob(sk, pk, skq, pkq or L, single, amy, am;)
1: if single = true :
2: (y, (t, 7)) « (alssueS(sk), IssueU(pk))
3: ies[k],(t,7):=(t; —t 15— 1)
4: y=y
5: else :
6: forj=1,2:
7: if am; #1:
8: (yj» (tj,7;)) « (alssueS(sk), alssueU(pk,amj, pkq))
9: else :
10: (yj» (tj,7;)) « (alssueS(sk), IssueU(pk))
11: i [k],(t,7):=(t; — t1, 75 « 71)
12: Y=y
13: am « aDec(skg,¥,t,7)
14: return am
OllndRob(Sk’ pk, skq, pkq or L, single, amy, amy)
1: return L

Figure 2: Oracles for the Robustness Game.

Full Decryptability. Full Decryptability is an extension of anamor-
phic Privacy Pass, not defined before for any other anamorphic
scheme in the literature. Intuitively, it aims to help with an active
Adversary. This Adversary is allowed to arbitrarily modify the mes-
sages exchanged between the Device and the Issuer, but with the
constraint that the Device receives correct tokens and tags. Full
decryptability ensures that if the Device receives proper tokens and
tags, then the Issuer can almost always recover the anamorphic
message sent by the Device. Effectively, full decryptability means
that anamorphic channels cannot be stopped by a watchdog that
re-randomizes random values sent between parties.

DEFINITION 6 (FUuLL DECRYPTABILITY). Let IT be a Public-Key
or Fully-Asymmetric Anamorphic Privacy Pass protocol tuple s.t.
Gen, (IssueS, IssueU), Redeem € II. Let (aGen, {alssueS, alssueU),
aDec) be a Public-Key or Fully-Asymmetric Anamorphic Triplet. The
Full Decryptability Game runs as follows:
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(1) anamorphic keys are generated (sk, pk, skq, pkq or L) <
aGen(1%),

(2) The Adversary selects an anamorphic message am «— A(pk),

(3) The Adversary is given the public key pk and is ran as proxy:

(v, L, (t, 7)) « (alssueS(sk), A(pk), alssueU(pk, m,am, pkgor L)),

(4) The Adversary A wins if both alssueS and alssueU do not
return L (the protocol concludes correctly for both sides) and:

Redeem(sk or pk,t;,7;) =1foralli € [k],t; et €7
and there exists j € [k],t; € t,7; € 7 such that

am’ « aDec(skg, y, t;,7;) and am # am’.

IT with ¥ is fully-decryptable if for any probabilistic polynomial-
time Adversary A, the probability of winning the Full Decryptability
Game is at most €, where ¢ is negligibly small.

5 Privacy Pass with Publicly Verifiable Tokens

In this variant of Privacy Pass, the issued tokens can be verified
by anyone with the Issuer’s public key. Specifically, the standards
instantiate this variant using blind RSA signatures [16, 24].

Blind RSA signature scheme [19] is one of the simplest blind
signature schemes from the conceptual point of view. Recently, in
response to increased interest in blind signature schemes (due to
several authorization mechanisms developed in recent years based
on blind signatures [7, 25, 33, 42]), they have been standardized in
the form of RFC documents [16, 24, 37]. Our analysis is based on
this standardized version.

Privacy Pass issuance protocol instantiated with Blind RSA sign-
ing procedure is presented on Figure 3. Note that this scheme has
only been defined for batch size k = 1, i.e., single token issuance.
According to RFC 9474 [24], the message to be signed can be option-
ally padded with a random prefix to increase entropy. This optional
part is not present in Privacy Pass, and so we skip it. (Although it
can be used as an anamorphic channel as well!)

The verification procedure is presented on Figure 15 (in Section F,
due to space constraints).

5.1 Public-Key Anamorphic Model Discussion

In order to facilitate our attacks in the Public-Key Anamorphic
model, where O and 7 share no information before the protocol
starts, we need to have a way of transmitting pkyq to D inside
the protocol. We then borrow a trick that has been proposed for
kleptographic attacks on RSA signatures [49, 50]. These attacks
utilize the upper half of the RSA modulus to transfer the ephemeral
part of the ephemeral-static DH protocol.

We define the aGen function for the modified scheme on Figure 4.
Note that n is the bit length of N. On the same Figure 4, we present
a slightly simplified version of Gen for generating probable primes
from FIPS 186-5 [40], as one of the algorithms recommended for
key generation in the RFC [24], for comparison. We use an abstract
primality constraint check isPrime(p, n) that returns True if num-
ber p is an n-bit number and satisfies some primality constraints
and False otherwise. Additional discussion on prime generation as
defined in [40] can be found in Section C.

To recover pky, D runs pky < Recover(N), which simply takes
¢ highest bits of N and decodes them: pkq := decode(N{,—_¢,. n-1})-
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Privacy Pass (Pub. V) (L, (t, 7)) « (IssueS(sk), IssueU(pk))
Issuer J Device D
(sk=d) (pk = (N, e));chall
t s {0,1}2%¢
T = t||chall||pk
h «s encodepss (T, n) :
gcd(h,N) =1 13
re«sZy:gcd(r,N) =1 14
p P=h-(r)* mod N :5
6: s=P'modN s
— s’ =s-r''mod N 17
if validpss (m, n,
(s')*mod N) #1 :8
return L
return (¢ == (t), 7 := (s')) 110
Figure 3: Privacy Pass token signing interaction

(IssueS, IssueU) for publicly verifiable tokens, based on
blind RSA. The argument chall (context specific autho-
rization challenge) is a semi-public, auxillary protocol
argument.

5.2 Anamorphism of Privacy Pass with Publicly
Verifiable Tokens

In this section we assume that D already has access to pkq, either
by deriving it from 7I’s public key generated according to aGen
presented in previous section (and then we are working in the
Public-Key model), or O knows it from an out-of-band channel
(and then we are working in the Fully-Asymmetric model).

On Figure 5 we present the anamorphic pair of interactive al-
gorithms (alssueS, alssueU) and on Figure 6 we show the corre-
sponding anamorphic decryption function aDec. It should be noted
that for the Privacy Pass version based on blind RSA, it might be
impossible to define a fully decryptable anamorphic instantiation. In
fact, we later show that no anamorphic channel can exist in P and
s under the presence of a watchdog that randomizes the messages
sent between 7 and D (unless a secure channel is assumed).

Let aGenq(1%) be an identity key generation function that out-
puts (sk, pk, skq := x, pkq := g*) for x < Z?, (sk, pk) s Gen(1%).

THEOREM 1. Privacy Pass with Publicly Verifiable Tokens pro-
tocol (call it T11) is a Robust Fully-Asymmetric Anamorphic Pri-
vacy Pass protocol with Fully-Asymmetric Anamorphic Triplet 1 =
(aGenyg, (alssue$, alssueU), aDec), assuming that® n— 4 - ¢ > 0.

Proof for Theorem 1 is presented in Section E.1.

THEOREM 2. Privacy Pass with Publicly Verifiable Tokens pro-
tocol I1; is a Robust Public-Key Anamorphic Privacy Pass protocol

8At least 1 bit of padding is required so that we can always satisfy the first constraint
in step 9 on Figure 5. £ is the length of the output of the encode function, which is
~ |-log2 q] (e.g. 256 bits), so for standard RSA modulus lengths, e.g. n = 2048, this
requirement is easily met.
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Privacy Pass (Pub. V.) Gen(1})  aGen(1%)
Issuer 1 Issuer 1
(ll);e,n:[logzN] (1A);e,n:{log2N-|,
£ = |encode(-)]|
(probable prime variant) 10 skg 2, pkq = gkd

1: p<sPRNG(n/2) 2: p <sPRNG(n/2)
20 ifp<V2- (2% 1) or 3 ifp<V2- (2% Y or
not isPrime(p,n/2) : not isPrime(p,n/2) :
3: goto 1 4: goto 2
4: q <5 PRNG(n/2) 5: t =encode(pkq)
5: ifg<V2- (2" ) or 6: u«s{0,1}"°f
lp - ql <2"*7'% or 7. N=tlu
not isPrime(q,n/2) : 8- q=ﬁ//p;r=ﬁmodp
6: to 3
. Ng_oo 9: ifg<Vv2-(2"*Yor
: =r-q _ n/2—-100
4 lp—ql <2 or
8: d=e " mod¢(N)
not isPrime(q, n/2) or
9: return (sk:=d,
(P : q){n—t’,m,n—l} Ft:
pk = (N, e)) 10: goto 5
11: N=p-q= N-r
12: d=e"'mod ¢(N)
13: return (sk :=d,

pk == (N, e), skq)

Figure 4: A modified key generation function aGen(1%) for
transmitting pky in the Public-Key Anamorphic model (all
calculations beside Step 1. of aGen are done over Z and a//b
denotes integer division with no remainder of a by b).

with Public-Key Anamorphic Triplet £, = (aGen, (alssueS, alssueU),
aDec), assuming thatn —4 - ¢ > 0.

Proof for Theorem 2 is presented in Section E.2.

5.3 Attacks on Unlinkability in Black-box User
Device Model

As we alluded to earlier, a robust anamorphic scheme implies bro-
ken unlinkability for the anamorphic Receiver. This comes almost
directly from the definition of robustness.

THEOREM 3 (ROBUSTNESS BREAKS UNLINKABILITY). Assuming
the Black-box User Device model, and any malicious D implementing
a Privacy Pass protocol I1 that is a Robust Fully-Asymmetric or Public-
Key Anamorphic Privacy Pass protocol with an Anamorphic Triplet
3, if D is running in anamorphic mode, then the unlinkability of the
Privacy Pass protocol I1 for the User of D is broken from the point of
view of the anamorphic Receiver.

Additionally, the User is not able to distinguish whether D is
running I with %, or the regular version of II.

Proof of Theorem 3 is presented in Section E.3.
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Privacy Pass (Pub. V) (y,(t, 7)) «
(alssueS(sk), alssueU(pk, am, pkg_or L))
Issuer I Device D
(sk=d) (pk = (N,e),am,pkd);nzflogzN],
¢ = |encode(+)]
01
yﬁZ;,Y:gy;a%$Z;,A:ga 12
K = (pkg)Y 3
C:=am-K 1 4
v :=encode(Y)|lencode(C) :5
u := encode((pk4)?)|lencode(A) 16
pad «s {0,1}"*+¢ 7
r:= pad||u|lv : 8
if r > Norged(r,N) #1: goto 2 : 9
t s {0,1}%° 10
T = t||chall||pk 11
h «s encodepss (T, n) 12
if gcd(h, N) # 1: goto 12 13
P P:=h-(r)°  mod N 14
-
continue the signing protocol from Figure 3 (step 6)... :15
return y := (P,d) return (t:= (t),7 := (s)) 116

Figure 5: The modified pair of interactive algorithms
(alssueS, alssueU) for transmitting an anamorphic message
am € (g) in Publicly Verifiable Privacy Pass. Parts only appli-
cable when working in Public-Key Anamorphic model are
highlighted with red.

Alternative Linking Mechanism via Single Anamorphic Message.
Although we can break unlinkability with robustness, 7 and D
might want to run the protocol in the anamorphic mode only once,
and then switch to regular mode, instead of relying on linking due
to the anamorphic channel. This can be achieved by establishing a
shared key.

First, O uses the anamorphic channel to send an anamorphic
message (a shared key) skey < (g) to 7. Then, after receiving the
message/signature pair from that interaction, 7 can recover skey.
From properties of the anamorphic mode, skey is secret from the
Auditor A and the User. Additionally, D and I need to share a
(semi-public) counter L that is unique for each interaction. It might
contain: (1) the history of previous interactions for issuing blinded
signatures for the User; (2) sequential counter of the User’s signing
interactions; (3) current time; (4) User identity (e.g. email address).

During a signing session, D calculates r in the following way,
instead of choosing it uniformly at random from Zj, (HZ;V is a hash
function modeled as random oracle that maps any bitstring to an
element of Z3):

ri= HZTV (skey||L)
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Privacy Pass (Pub. V.) am « aDec(skq, y,t, 7)

Issuer I

(skg,y = (P,d),t, 7 =5"); ¢ = |encode(-) |

1: h:=(s")°mod N
2: R=P-h"'modN
3: r:=R%mod N
4 C :=decode(r(,. ,-1})
5 Y := decode(r,, . 2..-1})
6: A:=decode(r(z.p,. 3.0-1})
7: K=Yy
8 am:=C-K!
9: c¢:=AK
10: if c = decode(r(z.¢,. 4.0-1}) :
11: return am
12: else :return L

Figure 6: The modified anamorphic decryption function
am « aDec(sky, y, t, 7), for Publicly Verifiable Privacy Pass.

Since 7 can compute r’ in the same way, when I receives P from
D, they:

(1) calculate r’ :=r = Hz:, (skey||L),

(2) recover h := P/r® mod N,

(3) store h and the D identifier for future deanonymization.

During verification, the Issuer 7 can just check if the signed
message m has the same encoding as one of the stored values.

For an Auditor A, the value r is indistinguishable from a uni-
formly random value as A does not know skey used as input for
the hash function.

5.4 Countermeasures

Transparent Watchdog. Since the presented anamorphic con-
struction is not fully decryptable, it is possible to stop the anamor-
phic channel with an active countermeasure. In order to do that, one
can apply a transparent Watchdog to randomize r: the Watchdog
converts P to P - (r*) mod N. On the way back, the Watchdog
applies the inverse of r*. The modifications done by the Watchdog
and the full scheme are presented on Figure 16 in Section F. Note
that this solution cannot function if integrity of exchanged mes-
sages is enforced by e.g. a secure channel between D and I or by
simply having the parties sign their messages.

The resulting signatures remain correct, since s = (PHd =(P-
(r*))? = P4 - r* mod N and (s*)¢ = (s - Ly = P r. Ly =
P mod N.

With these modifications, the Issuer cannot check the format of
P as it becomes uniformly distributed and unpredictable. The value
r’ that can be recalculated by the Issuer during verification changes
tor’ =r*-r mod N, and since r* is random, then so is r’. Note that
nothing changes for either O or 7, and they can be oblivious to the
existence of the Watchdog.
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Unlinkability property for the Publicly Verifiable Privacy Pass
protocol with such Watchdog follows from the following property:

THEOREM 4. Consider invocations I1;, II; of blind RSA signature
creation executed by I with devices Dy, D, (where Dy and D, might
be the same). Let the messages seen by I during execution of II;
be Py, s1. Let Py, s, be the messages seen by D, during execution of
II,. Then there is a valid execution of the signing procedure with a
watchdog, where the messages exchanged are Py, sy from the point of
view of I, and Py, s; from the point of view of D;.

Proof for Theorem 4 is presented in Section E.4.

CoroLLARY 1. If I links a signature (s”) and a transcript (P, s)
with a device D, it must occur independently of (P*,s). Since r can
only be recalculated by I based on P*,s’, it must mean that the linking
must occur independently of r as well.

6 Privacy Pass with Privately Verifiable Tokens

In this version of the protocol, the Issuer, holding a private key sk
and the corresponding public key pk = g%, obliviously evaluates
for the User a pseudorandom function Fy (T) := Tk for the secret
input T provided by the User. We show the construction as defined
in the RFCs [16, 21] (but generalized to k tokens for consistency),
which is slightly different than the original definition in [22]. Token
issuance procedure is presented on Figure 7 and the corresponding
token redemption procedure is presented on Figure 17 (in Section F,
due to space constraints). It is worth noting that the RFC currently
only specifies k = 1, but there already exists an RFC draft for batch
issuance [41].

6.1 Public-Key Anamorphic Model Discussion

For Privacy Pass in the privately verifiable mode, we are in a much
tougher situation than for the Blind RSA-based variant if we want
to transmit pky in the protocol. First, we cannot use pk to transmit
the key, as pk is generated as a result of a one-way function (i.e. g°),
and we cannot embed more than few bits there (using rejection
sampling). Second, there is hardly any room in the protocol for
subliminal messages, as most values are either deterministic or
are a result of a one way function. Of course, we cannot write a
proper impossibility result since rejection sampling does allow us
to transmit a very short pkq or a part of a longer one.

We then conclude that the only solutions we are left with are
rejection sampling or similar techniques, requiring many signing
sessions in order to fully transfer a secure pkq. Since these solu-
tions require additional assumptions, we only briefly describe an
exemplary construction in Section D. It should be noted that the
presented construction is only a proof of concept, showing that it is
indeed possible to transmit pky by exploiting the scheme itself. In
most cases though, it is more practical to transmit pkq using other,
more standard means.

6.2 Anamorphism of Privacy Pass with
Privately Verifiable Tokens

In this section we again assume that D has already access to pkq
(Fully-Asymmetric model).

We use a technique from [10]. Let T : (9) — Z4 be a look-up
table that is used as a part of the Receiver key skqy. This look-up
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Privacy Pass (Priv. V.) (L, (t, 7)) « (IssueS(sk), IssueU(pk))

Issuer T Device D
(sk);ctx, k (pk); chall, ctx, k
foralli € [k] : i1
ti s {0,138 1y 5 23 P2
T; = H<g>(ti,chall, pk) 23
r
(Pl =1t :4
5: forallie [k]: —
6: Qi :P;k
7. di = Hq(pk, ctx, i, P;, Q;)
8: M= H Pidi, Z =M
ie[k]
9: a<—$Zq
10: A=g% B=M?
11: c=Hgq(pk,M,Z, A, B)
12: s=a-sk-
s=a-sk-cmodg [Okl.cs
- foralli € [k]: 113
dj =Hg(pkctx, i, P;,Q;)  :14
wi =H(Q!/"T) =
d’
M = H Pil 16
ielk]
@
A [—[ Qll 17
ie[k]

A =g° pk°, B =M'®.Z'° .18
I :Hq(pk,M',Z',A',B') 119
if ¢’ # c:return L 1 20
return (t:= [tg],7:= [Wg]) :21

Figure 7: Privacy Pass token signing interaction
(IssueS, IssueU) for privately verifiable tokens. The ar-
guments chall (context specific authorization challenge
provided by the origin) and ctx (ciphersuite and mode
identifier) are auxillary semi-public arguments used in the
protocol.

table is defined as: T[¢*™] := am Vam € M, ie. itisa lookup table
of discrete logarithms for all possible anamorphic messages in Mc
Zg. Of course, this requires | M | to be sufficiently small to allow
all entries of T to be precomputed in practice (so e.g. |M| =216),
Note that this precomputation is done only once by 7 and not by
resource-restrained D. - -

We assume that the probability p = |[M|/[{g)| = |M|/q that
a uniformly sampled X «s (g) satisfies X = g” foram € M is
negligible in A°. The exact composition of M does not matter for
security, so included elements can be chosen arbitrarily.

The key generation function aGen(1%) is defined on Figure 8.
Anamorphic issuance interactive algorithms (alssueS, alssueU) are
presented on Figure 9 while the anamorphic decryption algorithm
aDec is presented on Figure 10.

°In fact p must be negligible, since if it was not then T could be used to break DLP,
given the assumption that T can be efficiently computed!
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Privacy Pass (Priv. V.) aGen(1%)

1: x«$ Z;;X =g
for allam € /K/(\CZq:
T[g*"] := am
sk, pk « Gen(1%)
return (sk, pk, skq = (x, T), pkq := X)

o B W N

Figure 8: The modified anamorphic key generation function
aGen(1%) for Privately Verifiable Privacy Pass.

PP (Priv. V.) (y, (t, 7)) « (alssueS(sk), alssueU(pk, am, pkq))
Issuer 1 Device D
(sk); ctx, k (pk, am, pkgy =X);
chall, ctx, k
foralli € [k]: 01
yi <52y Y; = g¥i 12
t; := encode(Y;) 03
T; == H(g) (t;, chall, pk) 14
ri = Hg(XY1) :5
) PeET T 6
-
7:  Steps 5-12.
(Fig. 7) [Okl.cs
e —
foralli € [k]: : 8
d; = Hg (pk, ctx, i, P;, Qi) : 9
W; == H((Q; - pk™™™) V") : 10
Steps 16-20. (Fig. 7) 111
12: returny := [Pg] return (t:= [tg],7:=[Wg]) :13

Figure 9: The modified pair of interactive algorithms
(alssueS, alssueU) for transmitting an anamorphic message
am € M C Z, in Privately Verifiable Privacy Pass.

THEOREM 5. Privacy Pass with Privately Verifiable Tokens is a
Robust, Fully-Decryptable, Fully-Asymmetric Anamorphic Privacy
Pass protocol I1, with Fully-Asymmetric Anamorphic Triplet 35 =
(aGen, (alssue$, alssueU), aDec) assuming that'® ¢ = |encode(-)| ~
Iy(A) = 256.

Proof of Theorem 5 is presented in Section E.5.

6.3 Attacks on Unlinkability in Black-box User
Device Model

For showing that unlinkability is broken, we reuse the results from
Theorem 3, since our anamorphic construction for IT; is robust and
I1, is a Privacy Pass protocol.

19This assumption is necessary due to the 256-bit bottleneck in t;. Currently, it is
satisfied by ciphersuites [ristretto255, SHA-512] and [P-256, SHA-256] from RFC
9497 [21]. While the constraint could be weakened to I; (1) < 256 and the remaining
bits of t; could be randomly padded, there no ciphersuites for which I, (1) < 256.
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Privacy Pass (Priv. V.) am « aDec(sky, y, ti, 7;)
Issuer I
(ska = (x, T),y = [Pk ], ts, 7:); chall
1: x, T skq
2 T :=H, (t, chall, pk)
3: Y :=decode(t;)
4: r:=Hg(Y)
5: forallj e [k]:
6 Cj=P;-T"
7 if T[Cj] #1: am :=T[C;] and break
8 return am

Figure 10: The anamorphic decryption function am «
aDec(skg, y, t;, 7;) for Privately Verifiable Privacy Pass.

Alternative Linking Mechanisms. Again, I and O might want to
run the protocol in the anamorphic mode only a few times, and then
switch to regular mode and get immediate deanonimization of all
tokens. The attack structure is the same as in Section 5.3. First, D
sends skey of appropriate length over possibly multiple anamorphic
messages am;. Then, let L be defined as in Section 5.3. In subsequent
sessions, D chooses the blinding factors as r; < Hg(skey||L]|i).
Then, I can recalculate r; and store the unblinded tokens T; = Pil/ i

Additionally, for ciphersuites for which the constraint in Theo-
rem 5 is not satisfied, linking can be done with a simpler attack. We
will reuse the assumption that 7 and D share some semi-public
counter L; that uniquely identifies the issuance session j. We also
assume that either:

(1) D and I are pre-sharing a secret key dkey (like in the first
anamorphic encryption definitions from [38]),

(2) or D has some public key pk,, and a secret key skp used
for identification (e.g. in order to access the signing service
provided by ), and then dkey := pks = pk**2,

Then, t; < PRNG(256, dkey||L;||i), which can be recomputed
by I. During verification, 7 can find the correct signing session
by recalculating t; for each stored L; and i € [k]. Since, from
assumption, A can only learn dkey with negligible probability, the
attack is undetectable.

6.4 Countermeasures

Transparent Watchdog is Impossible. Observe that for Privacy
Pass with Privately Verifiable Tokens it is impossible to define a
transparent watchdog since the scheme is fully-decryptable.

7 Anonymous Rate-Limited Credentials

Anonymous Rate-Limited Credentials (ARC) [51, 52] is the newest
proposal of the Privacy Pass Working Group. It was designed as a
replacement to the RIP (rate-limited Privacy Pass) draft [26]. ARC
provides the additional benefits of multi-use tokens (a single token is
unlinkable across multiple presentations) and rate-limiting (a token
can be securely used only a fixed number of times). Additionally,
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unlike RIP, no third party is required. As a drawback, the ARC
tokens are only privately verifiable.

ARC is said to be useful in situations where the number of pre-
sented zero-knowledge proofs about a token (which is bound to
some public information) must not exceed some fixed value. For
example, ARC is envisioned for access control of an anonymous
user where restrictions on the access rate apply. A simple approach
for achieving rate-limiting is to issue tokens with n fixed uses and
valid for a fixed time period. If unlinkability is necessary and a sim-
ple n-time token does not support unlinkability, one can issue n
one-time tokens instead of a single n-time token. However, this
approach might be ruled out due to practical issues. Consequently,
a more advanced solution, such as ARC, might be necessary.

The ARC scheme of the RFC draft [51] is based on KVAC (keyed-
verification anonymous credentials) [18, 35]. The ARC scheme, while
having slightly different goals due to tokens being multi-use, can
be viewed as a (powerful) Privacy Pass scheme as defined in Defini-
tion 1 (see discussion below). It also has the same security require-
ments (unlinkability and one-more-token unforgeability, although
the KVAC primitive used in the ARC construction is based on a
stronger notion of extractability). Formal security of ARC is based
on security of KVAC; the draft [51] contains an informal statement
of a full-scale security analysis.

Due to space constraints, the original ARC protocol is presented
in Section F. The construction requires a second generator in the
prime order group (g), which we will denote as h. The discrete
logarithm DLog, (h) is assumed to be unknown to all parties. The
key generation function for ARC is presented in Figure 18. The
issuance protocol is presented on Figure 19, and the redemption
protocol is presented on Figure 20. Note that the token randomiza-
tion as presented on Figure 19 is normally done for a single token
by D just before presenting that token in a redemption session
(the index i is selected at random from a set of indices not used
before). However, since the redemption protocol is non-interactive,
we use a notational trick and “precompute” all randomized tokens
during token issuance. In this way, ARC fits our Privacy Pass syntax
perfectly with k = n. ARC achieves rate-limiting by making sure
that only n nonces/indices are possible and reusing a nonce will
result in re-calculating the token already used.

The key component of the ARC scheme are proofs of knowl-
edge created by D and incorporated into tokens (see Figure 19).
These proofs are implemented using X-protocols converted to non-
interactive proofs via Fiat-Shamir heuristic. More specifically, Schnorr-
like proofs are used via a generic Schnorr compiler for linear rela-
tions [18, 35, 51]. Since such proofs use quite many random values,
there are many opportunities to create anamorphic channels. How-
ever, below we show that even without exploiting zero-knowledge
proofs, an anamorphic channel can be created without much effort.

7.1 Anamorphism of Anonymous Rate-limited
Credentials

In case of ARC, it is very simple to introduce a public-key anamor-
phic model. Since the ephemeral value u is not revealed to the
Auditor, it can be used as the anamorphic Receiver’s private key.
In the same spirit, the value r; can be used as the sender’s
ephemeral value, since M, = g™ - h™ is revealed to the anamorphic
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Receiver, and m; = Hg(chall) is semi-public (i.e., at least it is known
to the verifier). At this point, both parties have a value that can be
used as ephemeral Diffie-Hellman keys, from which the Device can
derive a symmetric key. For more details, see Figure 11.

We again use the DLog lookup-table technique from [10] (see Fig-
ure 12). Anamorphic encryption is presented in Figure 11, while the
anamorphic decryption function is presented in Figure 12. Note that
we only modify the part that is run just before token presentation
(i.e., the token randomization algorithm).

ARC (y, (t, 7)) « (alssueS(sk), alssueU(pk,am))

Issuer 7 Device D
(sk); pk (pk, am); chall, pctx
my,r,r; «$Zq 01
my := Hg (chall) 12
M :=g™ - W My =g - B2 : 3
Continue issuance from Fig. 19 (skip to step 14)...
fori e [n]: 14
pka = X[ (= h1%) 5
a; :=Hg((pkg)"™?,i) +ammod g : 6
bi, zi <—$Zf] 07
Continue issuance from Fig. 19 (from step 16)...
return y := (Mp, x1, 1) return (t == [t,], 7 := [1]) : 8

Figure 11: The modified pair of interactive algorithms
(alssueS, alssueU) for transmitting an anamorphic message
am € M C Z; in ARC.

ARC aGen(1%) ARC am « aDec(sky, y, ti, 7;)
1: forallam e M: Issuer I
2: T[g*"] :=am (skg = (T),y = (My, x1,u), ti, 73);
3: sk, pk « Gen(1%) chall, pctx
4: return (sk, pk, T  sky
skq = (T
4= (My,x1,0) — y

1:

2

3: (UL,Ci,Wi,nlli) 1
4:  my:=Hg(chall)

5: hj:=M,-g°™

61 ki=Hg((H)™ ™)

70 D= (U g

8

return am := T[D;|

Figure 12: The modified anamorphic key generation func-
tion aGen(1') and the anamorphic decryption function
aDec(skg, y, t;, 7;) for ARC.

THEOREM 6. ARC is a Robust, Fully-Decryptable, Public-Key Anamor-
phic Privacy Pass protocol I13 with Public-Key Anamorphic Triplet
>4 = (aGen, (alssueS, alssueU), aDec).
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The proof is presented in Section E.6.

7.2 Attacks on Unlinkability in Black-box User
Device Model

Again, we reuse the results stated in Theorem 3. Since our construc-
tion is robust, and ARC is a Privacy Pass protocol, unlinkability is
broken in the Black-box User Device model.

7.3 Countermeasures

Transparent Watchdog is Impossible. Similarly as for Privately
Verifiable Privacy Pass, it is impossible to implement a transpar-
ent watchdog for Anonymous Rate-limited Credentials, since the
anamorphic scheme is fully-decryptable.

8 Conclusions

In this paper, we have shown that Privacy Pass, in its three most
prominent modes of operation, is indeed anamorphic according to
our novel anamorphic model for Privacy Pass-adjacent schemes
by constructing practical anamorphic instantiations. As a direct
consequence of robust anamorphism, Privacy Pass is susceptible to
undetectable attacks on unlinkability in the Black-box User Device
model, i.e., when cryptographic operations are executed on behalf
of the user by a black-box device.

On the other hand, robust anamorphism can also be used to
achieve lawful deanonymization in the Black-box User Device
model, given appropriate trust assumptions regarding ownership of
the anamorphic decryption key. For example, the key may be shared
among a trusted committee that agrees to use it only when prop-
erly authorized. Our constructions for anamorphic Publicly and
Privately Verifiable Privacy Pass support threshold decryption via,
e.g., Lagrange interpolation in the exponent, without recombining
skq (or x € skq) in plaintext, due to the ElGamal-like structure of
the ciphertexts. Specifically, the committee can compute the shared
secret Y®d in step 7 of aDec from Figure 6, and the shared secret
Y* in step 4 of aDec from Figure 10, directly from their key shares.

Assuming users’ devices always operate in anamorphic mode,
and given a token/tag pair (t!, 7') corresponding to an offending
user, the issuer can provide the committee with the protocol out-
puts [y],. This enables the committee to recover the anamorphic
message (which itself can contain some metadata regarding the
user) am <« aDec(sky, yi, t!, %) and thus break unlinkability only
for that particular malicious user.
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Privacy Pass is Anamorphic: Practical Consequences and Attacks in the Black-box Model

A Security Definitions for Blind Signatures and
Privacy Pass

In this section we provide formal definitions for blind signature
schemes (for completeness) and for the unlinkability property of
Privacy Pass (as it is used in proofs).

Blind Signature Schemes. A blind signature scheme is a cryp-
tographic protocol that lets a User U request a valid signature o
from Issuer!! I over a private message t, created with the Issuer’s
secret key sk in such a way that the Issuer cannot link the signing
request with the resulting signature (as long as there is more than
one signing request). At the same time, the User cannot create a
valid signature without requesting a signing session with the Issuer.
In the following definitions we introduce yet another party, the
Device D, that runs the User’s part of the protocol on their behalf,
simulating real-world scenario of a black-box device/application!?.

DEFINITION 7 (BLIND SIGNATURE SCHEME). A blind signature

schemeIlgg is a tuple of algorithmsIIgs = (Gen, (SignS, SignU), Verify),

where:

(sk, pk) «<s Gen(1%): is the key generation procedure that out-
puts a pair of signing keys (sk, pk) for I.

(L,0); T « (SignS(sk), SignU(pk, t)): is the interactive sign-
ing procedure, where I runs SignS(sk), and D runs SignU(pk, t)
on behalf of U. The joint execution outputs a signature o on the
side of D (and U ), and nothing on the side of I. A transcript
T~ of the interaction (consisting of all messages exchanged be-
tween I and D during an execution) is visible to all parties
(including, in particular, U).

b « Verify(pk, t, 0): is the verification procedure that takes as
input the public key pk, a message t and a signature o. It
returns b € {0, 1}, where 1 stands for ‘the signature is valid’.

For correctness, we require that for any keypair (sk, pk) generated
by Gen and all messages t from the message space M:

if (L,0) « (SignS(sk), SignU(pk,t)), then Verify(pk,t, o) = 1.

We consider the security definition for blindness as defined in
[6, 27, 43]. We do not provide a security definition for One-More
Unforgeability, as it is not relevant in our work.

Intuitively, blindness means that it should be infeasible for an
issuer J to link a signing session with a (message, signature) pair
presented by a User.

DEFINITION 8 (BLINDNESS'®). Let IIps be a blind signature scheme
tuple and let Adversary A be a probabilistic polynomial-time algo-
rithm. A participates in the following game, where ‘A takes the role
of the Signer:

(1) abitb «{0,1} is randomly selected,

(2) A generates a pair of signing keys (sk, pk) < Agen (1),

(3) A produces two unique messages (mo, my) «— A,

(4) A runs two parallel signing sessions adaptively and in an
arbitrary way (sessions can be started and terminated in any
order) with two copies of D, the first session being (L, op)

The issuing party is usually named Signer in blind signatures-related literature, but
for consistency with Privacy Pass we refer to them as Issuer.

2Thus, D is in fact the user party as defined by standard blind signature schemes and
U is more akin to an external observer.

3We define the dishonest-key blind variant [6].
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(Asigns (sk), SignU(pk, my)) and the second one (L, 0p_1)
<~7(Signs (sk), SignU(pk, mp_y)).

(5) A is given (0o, 01) if both sessions terminated correctly (i.e.
both oy #1 and o1 #1) and (L, L) otherwise,

(6) A outputs a bit b’ and wins if b’

Ilgs has the blindness property if for any probabilistic polynomial
adversary A, the probability of A winning the game is at most % +e,
where ¢ is negligibly small.

Unlinkability of Privacy Pass. Here we propose a formalization
for the unlinkability property of Privacy Pass.

DEFINITION 9 (UNLINKABILITY). The Signing and Redemption
phases of Ilpp are unlinkable, if each element in the view of the
Issuer in the Signing phase is indistinguishable from a uniformly
sampled element from its corresponding space (e.g. G or Zy) and
independent of the view of the Issuer in the Redemption phase.

Unlinkability can be formalized using the following game. Let A
be a PPT algorithm, who takes the role of the Issuer:

(1) abitb <5 {0,1} is randomly selected,

(2) a pair of keys is generated (sk, pk) «s Gen(1%),

(3) A is given (sk, pk),

(4) A runs two parallel Signing sessions adaptively and in an
arbitrary way (they can be started and terminated in any
order) with two copies of D: (L, (t',7")) — (Alssues(sk),
IssueU(pk)) fori=0,1,

(5) if both sessions terminated correctly from the point of view of
the User (no execution returns L to D), Aredeem (sk or pk, t?, rjl.’)
is called for j € [k],
(6) A outputs a bit b’ and wins if b’ = b.
We say that Ilpp is unlinkable if the probability of A winning
the game is at most % + ¢, where ¢ is negligibly small.

B Instantiations of the Encoding Functions
Indistinguishable from Random

Here we present practical implementations of the encode and decode
algorithms.

Let us fix (g) C Z, for a prime p (e.g. p = 2 - g + 1). Then,
encode(Y) fora Y € (g) can be implemented using the probabilis-
tic bias removal method (PBRM) [47], where encode and decode
are defined on Figure 13. For this construction, ¢ = [log, p] =~
Mog, q1 = I, ().

Now, if {(g) € E[F,], i.e. if we are working on points of elliptic
curve defined over a finite field, we suggest using the Elligator
2 mapping [13], for which ¢ = [log, p] =~ |log,q] < I;(A) [13,
Theorem 8].

C Discussion on Prime Generation According to
FIPS 186-5

As we mentioned in Section 5.1, we need to discuss prime generation
as defined in [40].

The FIPS standard provides a number of variants for Gen that
produce n-bit numbers in different primality classes, e.g. probable
prime numbers or provable prime numbers. We focus only on the
variant that produces probable prime numbers since the provable
primes class as specified in FIPS 186-5 requires that the numbers are
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encode(x) decode(x")
1: be«s{0,1} 1: ifx' <p:
2: ifb=1: 2: return x’
3: x' =x 3: else :
4: elseifx<2/-p: 4 return 2° — x’
5: x' =2 —x
6: elseifx>2'-p:
7: goto 1
8: return x’

Figure 13: Probabilistic bias removal method.

always generated from deterministically seeded PRNGs (the gen-
eration function for the probable primes does not mention explicit
seeding of PRNG and we assume that it means that the only require-
ment is sufficient entropy). This is a problem for our construction,
since in our modified algorithm, we cannot find the preimage seed
of q. This means that if A requested not only sk, but also the seeds
used to generate p, g, they would detect the attack. Fortunately (or
unfortunately), as it turns out, FIPS 186-5 does not require storing
the seeds even if provable primes are requested: “Prime number
generation seeds shall be kept secret or destroyed when the modulus
N is computed”. In the case where provable primes are enforced and
A is always able to request the seeds (for example if implementa-
tions without the ability to disclose the seeds cannot be certified),
we simply state that pky needs to be communicated to D in some
other way (e.g., embedded in the device during manufacturing),
and then our constructions can only work in the Fully-Asymmetric
Anamorphic model.

D Informal Construction for Transmitting pkgy
in Issuance Protocol for Privacy Pass in
Privately Verifiable Mode

In this section, we briefly describe a construction that could be used
to transfer pky = g®d (skq € Zg) from I to D inside the Issuance
Protocol for Privacy Pass in Privately Verifiable Mode in a way that
is secure against the Auditor A, over n signing sessions.

Our construction makes use of the rejection sampling technique.
First notice that the values s, ¢ from Figure 7 are probabilistic —
both are dependent on randomly sampled a «<s Z;. We can then
use one of them with rejection sampling to transmit b bits of pkq.

Instead of steps 9-11. of Figure 7, for each session i € [n], 7
encodes a b-bit slice of pkg:

9. a7

10. A:=¢% B:=M*

11. ¢ := Hy(pk, M, Z, A, B)

12. u; := encode(pka)((i-1)-b,...(i)-b}

13. if b bit prefix of H(c) # u;: goto 10

Since H, Hq behave like random functions, we should find a
proper ¢ in roughly 2° tries (b has to be appropriately small). D, on
receiving c, recovers the b-bit slice of pky:

u; :=H (C){o,...,b—l},
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which is equal to encode(pkq) {(i=1)-b,....(i)-b-1}-

After n = [|encode(-)|/b] sessions, D can reconstruct the entire

key:
pkq := decode(uy ||uzl - . . [lun)

For example, if b = 5 and |encode(-)| = 256, pkq can be trans-
mitted in n = [256/5] = 52 signing sessions, and each signing
session requires ~ 25 = 32 tries on s side. Since encode output
distribution is close to uniformly random on ¢-bit strings and pkyq is
just a random element of (g), this construction is indistinguishable
from the original protocol except a negligible observer advantage.

Even though the presented construction has severe practical lim-
itations, note that pkq needs to be transmitted only once. Rejection
sampling might then be a viable strategy of transmitting pkgy, as
tokens need to be periodically replenished by O in the standard
use-case.

E Proofs of the Theorems stated in the Work

In this section, we present proofs and proof sketches for the theo-
rems stated throughout the work.

E.1 Proof of Theorem 1

LEMMA E.1 (CORRECTNESS OF ANAMORPHIC TRIPLET). The triplet
31 = (aGenyg, (alssueS, alssueU), aDec) with the identity keygen
function and the algorithms defined in Figure 5 and Figure 6 is a
correct Fully-Asymmetric Anamorphic Triplet.

Proor. First, recall that the scheme is defined for k = 1 and thus,
without loss of generality, 7 = (7) and t = (t). We can then conduct
the analysis for a single token/signature pair. Notice that for any
key tuple (sk, pk,skq = x, pkg = g*) generated by aGen;4 and a
message am € M\ after executing

(y, (t, 7)) « (alssueS(sk), alssueU(pk, am, pkq)),
we receive y := (P,d), T = (s’), t = (t). Then

(1) P:=h-r*mod N,

2) s =s-rt=pd.pt=pd.ped =1 = pd mod N.

So, if we execute the first steps from aDec, i.e. h := (s")¢ mod N and
R :=P/h mod N, we recover the same r := R? mod N = pad||ul|o.

Note that we require that gcd(r, N) = 1and r < N.However, it is
easy to fulfil this condition since u, v and pad can be re-randomized
after each failed attempt, and we constrain the sizes so that pad is
always at least one bit long. aDec can decode the corresponding
parts of r and recover the following values:

(1) decode(ryo,.. ,-1}) that equals decode(encode(C)) = C,

)

(3) decode(r(z, .

(4) decode(r(s.e,...a.c-1}) that equals decode(encode((pkq)?)) =

(pka)*®.

As (pky)® = A%, the test from line 10 yields the positive result.

In step 7, the ElGamal shared secret is computed K := Y =
pkq? and because C = am - K, aDec outputs the original am. O

LEMMA E.2 (INDISTINGUISHABILITY). II; is a Fully-Asymmetric
Anamorphic Privacy Pass protocol with Triplet 3.

Proor. Consider the Indistinguishability game from Definition 3
with respect to II; with 2.
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Through a sequence of games, we show that the anamorphic corresponds only to Gs. So, we may conclude that A’s ad-
protocol execution (i.e., when b = 0 is selected) is indistinguishable vantage is at most the advantage in breaking DDH plus a
from the regular protocol execution (i.e., when b = 1 is selected). negligible value.

Consequently, their outputs and transcripts must also be indistin- Gy: It is the same as Gs, but instead of setting C := am - K we
guishable. In the games below, we only make changes to alssueU. sample C < (g). Since K « (g) is randomly sampled, and

Gy: This game is identical to the Indistinguishability game
when b = 0 is selected and thus first the anamorphic keys are
sampled (sk, pk, skg, pkq) <5 aGen(1%). The keys (sk, pk)
are then given to A, and A can query the oracle for outputs
and transcripts of the anamorphic execution

(v, (t,7)); T « (alssueS(sk), alssueU(pk, am, pkq))

for adversarially selected am.

Gy: It is the same as Gy, but instead of setting
u = encode((pkq)?)|lencode(A) we sample B «s (g) and
set u := encode(B)|lencode(A). If A can distinguish be-
tween G; and Gy, then they can break DDH problem with
roughly the same advantage, contrary to the assumption
about (g). Namely, consider a DDH challenge tuple (g™, g*2,
g°) (where x1,x2,¢ # 0). We can set pky := ¢! and in the
oracle queries set A := (¢*2)¢ for @’ «s Zg (note that in the
reductiona = a’ - x;) and u := encode((g”)“') |lencode(A). If
¢ = x1 * X2, then the outcome of the reduction simulates Gy.
Indeed, for Gy, (gc)“l = (g"l'XZ)“l = (pkd)"z'“' = (pkq)?. On
the other hand, it may also correspond to execution of Gy,
where B has been chosen as (¢°)¢, but this happens with a
negligible probability. If ¢ # x; - x, then the outcome of the
reduction corresponds only to G;. So, we may conclude that
A’s advantage is at most the advantage in breaking DDH
plus a negligible value.

G,: It is the same as Gy, but instead of sampling B < (g)
and setting u := encode(B)|| encode(A), we sample u «s
{0,1}*! and skip sampling a «s$ Z, B < (g), and calculat-
ing A := g“ altogether. Since a is uniformly sampled, A is
indistinguishable from a uniformly sampled group element.
B is also randomly sampled, and because of the assump-
tion that encode returns ¢-bit strings indistinguishable from
uniformly random if given uniformly random group ele-
ments as input, the encoded group elements encode(A) and
encode(B) are indistinguishable from uniformly sampled
£-bit strings. Hence, the advantage of A is negligible and
bounded by their advantage in distinguishing encoded group
elements from random.

Gs: It is the same as Gy, but instead of calculating K := (pkg)Y
we sample K «$ (g). If A could distinguish between G, and
G3 with non-negligible advantage, then A can be used to
break DDH: Consider a DDH challenge tuple (¢*', g2, )
(where x1, x2, ¢ # 0). We can set pky := g*! and in the ora-
cle queries set Y := (¢"2)¥ for y «s Zy (note that in the
reduction y = ¢y - x2) and K := (gc)y/. If ¢ = x; - x5, then
the outcome of the reduction simulates G,. Indeed, for G,
(g°)Y = (g*2)Y = (pky)**V" = (pkg)Y. On the other
hand, it may also correspond to execution of Gs, where B
has been chosen as (¢°) Y but this happens with a negligible
probability. If ¢ # x1 - x2, then the outcome of the reduction
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am € (g), it follows that am - K is indistinguishable from
a randomly sampled group element. So the games G3 and
G, are indistinguishable.

Gs: It is the same as Gy, but instead of sampling C < (g) and
setting v := encode(Y)||lencode(C), we sample v «s {0, 1}
and skip sampling y «s Z;, K <« (g), and calculating
Y := g¥ altogether. Since C and y (and by extension, Y) are
randomly sampled, and we assumed that encode returns ¢-
bit strings indistinguishable from uniformly random if given
uniformly random group elements as input, the advantage
in distinguishing between G4 and Gs is negligible.

Gg: Itis the same as Gs, but instead of setting r := pad||u|lv we
sample r < {0,1}" and skip sampling pad «s {0, 1}"~*?,
u 5 {0,1}?? and v «s {0, 1}**. The games G5 and Gy are
obviously indistinguishable, since the distribution of r is
exactly the same from the point of view of A.

G7: It is the same as G, but instead of sampling r < {0, 1}"
and resampling if r > N, or gcd(r, N) # 1, we sample r «$
Zy such that ged(r, N) = 1. Note that n is the bit-length of
N. The constraint gcd(r, N) = 1 is the same for both games,
so we only need to compare r < {0,1}" and r < Zy. Note
that in G¢ we reject all samples r > N, and so, because for all
other samples the distribution is uniform, we are really just
sampling r < [N] which is the same as r «$ Zy, which
means that the two games are actually identical.

Gg: It is the same as Gy, but instead of sampling anamorphic
keys, we sample regular keys (sk, pk) < Gen(1%). Since
(sk, pk) come from the same distribution and (skgq, pkq) are
not used, G; and Gg are indistinguishable.

The last game, Gg, is identical to the Indistinguishability game when
b = 11is selected. As in the sequence of games the advantage of A
is negligible in each step, the advantage in the Indistinguishability
game is negligible as well. O

LEmMA E.3 (RoBUSTNESS). I1; is a Robust Fully-Asymmetric Anamor-
phic Privacy Pass protocol with Triplet %;.

Proor. Consider the Robustness game specified in Definition 5
with respect to II; with 3.

Through a sequence of games, we will show that the oracle
outputting am from a mismatched anamorphic protocol execution
(when b = 0 is selected) is indistinguishable from the oracle that
returns L (when b = 1 is selected).

Gy: This game is identical to the Robustness game with b = 0.
Thus, the anamorphic keys are sampled (sk, pk, skq, pkg) <
aGen(1%), and distinguisher 9 can query the robustness
oracle for mismatched decryption coming from the execution
of the anamorphic protocol for adversarially selected am;
and am,.

G;: Itis the same as Gy, but, in alssueU and IssueU, we replace
the mapping encodepss(—, n) (for computing h) by a pseudo-
random function that maps into {0, 1}~ This is justified by
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the construction of encodepss, where the output is composed
of a hash value and mask generation function. Thus, we can
assume that the advantage in distinguishing between G; and
Gy is negligibly small.

G;: Itisthe same as Gy, but, in aDec, instead of calculating R :=
P-h™! mod N we sample R < Z},. Since P € j can either
come from IssueU or from alssueU and h = (s")¢ mod N =
(7)€ mod N can come from either the same session as P or
from a different one (and also either from IssueU or alssueU),
depending on D’s query inputs, we split the cases:

(1) Case: D queried on single = true, so P € y comes from

IssueU and h := ()¢ mod N comes from the same session
as P:
then P :=h-(r)¢,R:=P-h ! mod N = (r)¢ mod N. Note
that, in IssueU, r «s Z}, is uniformly random, and then
so must be R = (r)¢ mod N.
Case: D queried on single # true andam, =1, s0P € y
comes from IssueU and h = (1) mod N comes from a
session different than P:
then P := h’-(r')¢,andso R := b’ - (r')¢-h~! mod N. Since
hand h’ have been created by a pseudorandom function for
different arguments (with overwhelming probability, since
for both sessions t «s {0,1}?°°), R is indistinguishable
from a uniformly chosen random element. Note that it
does not matter if & comes from alssueU or IssueU, since
in both h is computed in the same way.

Case: D queried on single # true and amy #1,s0P € y

comes from alssueU and h = (7;)® mod N comes from a

different session than P:

then the situation is exactly the same as above, since

P := k' - (r')¢ and K’ is computed in exactly the same

way as in IssueU. For the same reason as above, R is in-

distinguishable from a uniformly chosen random element

(and it does not matter if h comes from alssueU or IssueU).
In all cases, R is indistinguishable from a uniformly sampled
element from Z3}; and thus G; and G; are indistinguishable
except a negligible distinguisher advantage.

G3: In this game, aDec always returns L. The games G3 and
G, are indistinguishable for the sheer reason that in G, the
procedure aDec returns the result different from L only if
r = R¢ mod N has the proper form. Recall that due to ran-
domness of R, the element r is a random element of Z’]‘V
as well. Thus, the test from line 10 in Figure 6 will fail ex-
cept for an event of a negligible probability. Indeed, it is

@

~

®)

decode(r{z.f,,w”_l})Skd for a random r.

The last game, behaves as the game from the Robustness game
when b =1 is selected. Thus, we can conclude that the advantage
of D is negligible. O

Theorem 1 follows directly from Theorems E.1 to E.3.

E.2 Proof of Theorem 2

LEMMA E.4 (CORRECTNESS OF ANAMORPHIC TRIPLET). The triplet
3, = (aGen, (alssueS, alssueU), aDec) with algorithms defined in
Figure 4, Figure 5 and Figure 6 is a correct Fully-Asymmetric Anamor-
phic Triplet.
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ProoF. The proof is almost the same as for Lemma E.1, with
the difference that the keys are now generated by aGen (but still
skq = x and pkg = g*) and in the first step of alssueU, we recover
pkq with the Recover(N) algorithm (compare Figure 5, step 1). So it
is sufficient to show that pky < Recover(N) is correct. It is indeed
always correct, due to the constraint set in step 9. There should
always be a valid solution for g achievable in a reasonable time
due to the density of prime numbers and because ¢ ~ |-log2 q-| <n
(e.g., £ = 256 bits while n = 2048 bits) and so the fixed part of N
is relatively small compared to the random part. Additionally, we
set N = N — r and r is at most n/2 bits long (since r < p), so it
will rarely affect the highest ¢ bits of N (there would have to be a
chain of n/2 — ¢ + 1 carry bits). Since g can always be found, the
algorithm will not stall except for a negligible probability. O

LEMMA E.5 (INDISTINGUISHABILITY). II; is a Fully-Asymmetric
Anamorphic Privacy Pass protocol with Triplet .

ProoF. Proof is almost identical to the proof of Lemma E.2. The
only difference is in the game Gg:

Ggs: It is the same as Gy, but instead of sampling anamorphic
keys, we sample regular keys (sk = d,pk = (N,e)) <
Gen(1%). Since A knows the factorization of N, we will
show that p, g generated by aGen(1*) are indistinguishable
from p’, ¢’ generated by Gen(1*). Indistinguishability of p
and p’ comes from the construction: they are generated in
exactly the same way. The second prime, g, is sampled by
taking a bit string N indistinguishable from a random string
of length n (because both ¢ and u are indistinguishable from
random strings), treating it as a number, then dividing (with
integer division) by a random prime p of bit length n/2. By
[47, Lemma 5.], we know that g calculated this way is random
on the set of n/2-bit primes, and so is indistinguishable from
q'. The only difference is then the additional constraint in
step 9, which might change the distribution of ¢ compared
to q’, but we argue that this change is negligible because as
stated in the proof for Theorem E.4, it will very rarely be the
case that r affects the upper ¢-bits of N, which is required
for the constraint to take effect. Since every other value is
generated as in Gen, we conclude that the two games are
indistinguishable.

The last game, Gg, is identical to the Indistinguishability game
when b = 1 is selected and thus the advantage of A is bounded by
a negligible factor.

[m]

LEmMA E.6 (RoBUSTNESS). II; is a Robust Fully-Asymmetric Anamor-
phic Privacy Pass protocol with Triplet 3.

Proor. The proof is exactly the same as for Theorem E.3 (with
respect to generating a different key tuple lacking pkg). O

The proof of Theorem 2 comes directly from Theorems E.4 to E.6
and from the fact that aGen returns a void key pkg =L.

E.3 Proof of Theorem 3

Proor. Consider the Unlinkability game specified as in Defi-
nition 9 with respect to a robust, anamorphic instantiation of II
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Issuance session algorithm L« Ajsgyes (sk)

Run session 0 (o, -) < (alssueS(sk), alssueU(-))
Run session 1 (1, -) « (alssueS(sk), alssueU(-))
Store stateq := (yo, y1)

Set state; :=L

U o W N R

return L

Redeeming algorithm Aredeem (sk or pk, t?, T;’)

1: Store state; « state; U (t?, ‘r?)

Finalization algorithm b « A

Recover (yop, y1) < statey
Recover (t?, TJI-’) « statey, j <« [k]
am «— aDec(skd,yO,t?, Tf)

if am #1: return b’ :=0

ou B W N R

else : return b’ :=1

Figure 14: Adversaries’ algorithms for breaking unlinkabil-
ity.

with a fully-asymmetric anamorphic triplet 3. Since a public key
anamorphic triplet is also a fully-asymmetric anamorphic triplet, in
this way we also cover the case of public key anamorphic triplets.

First, clearly if IT with X is anamorphic, then by Definition 3 we
have that it is indistinguishable from a regular execution of II for
the User, who is just an external observer.

Second, we can break unlinkability with the robustness property.
Consider the unlinkability game in Definition 9 and an adversary
A who is an anamorphic Receiver (and so they know skq). Since
D is running in anamorphic mode (encrypting some anamorphic
messages, say amg, am; € M.), in step (4) of the game A runs two
parallel signing sessions for i = 0, 1 with D executing alssueU:

(i’ (ti> Ti)) — <ﬂlssueU (Sk), alssueU(pk, am;, 5kd)>‘

We then consider the following algorithms run by the stateful
Adversary, presented in Figure 14, used in the Privacy Pass unlink-
ability game (Definition 9).

Note that A wins the unlinkability game with non-negligible
probability. Indeed, A is running am « aDec(skg, yo, t?, r}’.’ ). By
correctness of the anamorphic tuple 3 (Definition 2), if b = 0, then
am = amg € M and, more importantly, am #.L. In the other case,
i.e., when b = 1, then y, and t}., le. come from different sessions.
Note that the Robustness game (Definition 5) requires that for
am « aDec(sky, yo, t}., 1']1) with a uniformly sampled j «s [k],
when y, and (t}, r]l.) come from different sessions and Issuer runs
alssueS, am is indistinguishable from L. In other words, if b = 1,
the algorithm of the adversary A perfectly simulates a Robustness
Oracle query with single # true and am;, am; #., and therefore
the resulting am must be indistinguishable with L for a robust
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scheme. So, if b = 1, then am =L with overwhelming probability,
which concludes the proof.
[m]

E.4 Proof of Theorem 4

Proor. For the proof, we want to find a blinding factor r’ that
couples both executions. Simply, let ' = (P;/P,)? mod N. We have
to check that s, = s; - () ~!. Recall that, due to the correctness of
RSA blind signatures

(s1) =Py mod N, (s3)* =P, mod N .

Then, we get the following equivalent equalities:

I

sy mod N s1- () ' mod N
(s2)°mod N = (s1)°- ((+)71) mod N

PymodN £ Py (((Py/P)?) ") mod N

P,mod N Z P;-(Py/P,) mod N

As the last equality is true, so is the first one, and both points of
view can originate from the same computation. O

E.5 Proof of Theorem 5

LEmMMA E.7 (CORRECTNESS OF ANAMORPHIC TRIPLET). The triplet
33 = (aGen, (alssueS, alssueU), aDec) with algorithms defined
in Figure 8, Figure 9 and Figure 10 is a correct Fully-Asymmetric
Anamorphic Triplet.

Proor. Recall that for (sk, pk, skq = (x, T), pkq = g*) generated
by aGen and any message am € M, if

(7, (t, 7)) « (alssueS(sk), alssueU(pk, am, pkq)),

then y := [Px], 7 := [Wi], t := [tx].

Correctness requires that aDec is successful in recovering am
for all j € [k], but let us fix t;, W; for a moment. Let us go through
the aDec algorithm. First, observe that T := H<9>(tj, chall, pk) =T;
since both are generated in the same way. Then, note that t; :=
encode(Y;) and so Y := decode(t;) = Y; due to correctness of
decode. Then, r := Hg(Y*) = Hg((g*)¥) =r;.

Then, we iterate through i € [k]. For j # i, we have P; =
Tjj -g*andsoC; = P;-T" =P;-T," = Tjrj Sgrm T
Since Tj, T;, ry, rj are all independent and indistinguishable from
uniformly random strings (all come from hash functions modeled
as random oracles with fresh random inputs), we find that C; is
indistinguishable from a uniformly sampled group element. The
probability of a uniformly sampled C; being defined in the lookup
table, i.e,, T[C;] #.1, is negligible, since the size of the preimage
of T must be sufficiently small for T to be efficiently computed

r

in practice. Finally, the probability p = IM]/ q of finding a group
element in the preimage of T by randomly sampling (g) is negligible.
So, with overwhelming probability, for j # i, the constraint in step
7 is not satisfied, and the loop iterates further.

For j =i, since P; = P; = Tjrj -g?™ =T" - g™, we get that C; =
P; - T™" = g®™. We then return a valid am € M since T[¢*™] = am.

Since correctness holds for an arbitrary fixed index i € [k], it
follows that correctness holds for all i € [k].
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As we see, for all token/tag pairs (t}, 7;) for j € [k], aDec returns
a valid am with probability at least 1 — ¢, where ¢ is negligible. This
concludes the proof. O

LEmMA E.8 (INDISTINGUISHABILITY). Il is a Fully-Asymmetric
Anamorphic Privacy Pass protocol with Triplet 3.

Proor. Consider the Indistinguishability game as specified in
Definition 3 with respect to IT, with 5.

Through a sequence of games, we will show that the anamorphic
protocol execution (i.e., when b = 0 is selected) is indistinguishable
from the regular protocol execution (i.e., when b = 1 is selected). So,
it must be that their output and transcripts are also indistinguishable
(in the below games we only make changes to alssueU).

Gy: This game is identical to the Indistinguishability game
when b = 0is selected and thus anamorphic keys are sampled
(sk, pk, skq, pkg) «<s aGen(1%), (sk, pk) are given to A, and
A can query the oracle for outputs and transcripts of the
anamorphic execution

(v, (£, 7)); T « (alssueS(sk), alssueU(pk, am, pkq))

for adversarially selected am.

G;: It is the same as Gy, but instead of setting r; := Hgy(X¥7)
we sample B «$ (g) and set r; := Hg(B). If A is able
to distinguish G; and Gy, then they can be used to break
DDH problem (recall that we assumed that DDH is hard in
(g)). Consider a DDH challenge tuple (¢*', g*?, g°) (where
X1, X3, ¢ # 0). We can set pkg := g™ = X and in the oracle
queries set Y; := (ng)yf for a randomly sampled y; < Zj
and setr; := Hg((g%) Y1). Note that in the reduction Yi = y; X3
If ¢ = x1 - x5, then the outcome of the reduction simulates
Go. Indeed, for Gy, (g”)y§ = (gxl)XZ'yE = (X)x“’;’ = XY.0n
the other hand, it may also correspond to execution of Gy,
where B has been chosen as (¢¢) ¥, but this happens with a
negligible probability. If ¢ # x; - x2, then the outcome of the
reduction corresponds only to G;. So, we may conclude that
A’s advantage is at most the advantage in breaking DDH
plus a negligible value.

Gy: It is the same as Gy, but instead of sampling y; «s Zg,
calculating Y; = g¥ and setting t; := encode(Yi), we sample
t; s {0,1}%°. Note that £ = 256. Since Y; is uniformly
distributed, and we assumed that encode returns ¢-bit strings
indistinguishable from uniformly random strings if given
uniformly distributed group elements as input, the advantage
of A can be at most their advantage in distinguishing the
output of encode from uniformly random string, which is
negligible.

Gs: It is the same as Gy, but instead of setting r; := Hq(B),
we sample r; < Z;. Recall that we assumed that Hq is a
random oracle. Since hash input, B, is uniformly distributed,
we conclude that G; and G; are indistinguishable.

Gy: It is the same as Gs, but instead of setting P; := T;"" -
¢g*™ and later W; := H((Q; - pk™®™)V/"i) we set P; := T;"
and later W; := H(Qg/r"). Note that W; = H(T**) in both
cases, since (Q; - pk™*™)1/7i = (/7 - g*m)s* 'g_Sk'am)l/ri =
Tfk. Since T, is indistinguishable from uniformly random
(recall that r; < Z;), and g*" € (g), then T;* and T;"" - g*™

580

Mirostaw Kutytowski and Oliwer Sobolewski

are actually indistinguishable, and so the two games are
indistinguishable.

Gs: It is the same as Gy, but instead of sampling anamorphic
keys, we sample regular keys (sk, pk) < Gen(1%). Since
(sk, pk) come from the same distribution and (skgq, pkq) are
not used anywhere, the two games are indistinguishable.

The last game, Gs, is identical to the Indistinguishability game
when b = 1 is selected and thus the advantage of A is bounded by
a negligible factor.

m}

LEmMA E.9 (ROBUSTNESS). II, is a Robust Fully-Asymmetric Anamor-
phic Privacy Pass protocol with Triplet 35.

Proor. Consider the Robustness game specified in Definition 5
with respect to IT; with 5.

Through a sequence of games, we will show that the oracle
outputting am from a mismatched anamorphic protocol execution
(when b = 0 is selected) is indistinguishable from the oracle that
returns L (when b = 1 is selected).

Gy: This game is identical to the Robustness game with b = 0.
Thus, the anamorphic keys are sampled (sk, pk, skq, pkg) <
aGen(1%), and D can query the robustness oracle for mis-
matched decryption coming from the execution of the anamor-
phic protocol for adversarially selected am; and am;.

G;: It is the same as Gy, but in aDec, instead of setting C; :=
Pj - T~" we sample C; < (g). Since t; can either come from
IssueU or from alssueU and [P;] = y can also come from
IssueU or from alssueU and from either the same session
as t; or a different one, depending on D’s query inputs, we
split the cases:

(1) Case D queried on single = true, sot; comes from IssueU

and jy = [Px] comes from the same session as t;:

since t; < {0,1}%¢ and Y := decode(t;), it must mean

that Y is indistinguishable from uniformly random ele-

ment due to assumed properties of decode, and so r :=

Hy( Y*%) is indistinguishable from uniformly random scalar

(the random oracle input is fresh with overwhelming prob-

ability). Then C; := P; - T™" also must be indistinguishable

from a uniformly random group element. So, the advan-
tage of the distinguisher in that case is negligible.

Case: D queried on single # true and am; #.1, sot; comes

from alssueU and y = [Py] comes from a different session

than t; (and [Px] comes either from IssueU or alssueU ):
then, t; = encode(Y;), and so Y := decode(t;) = Y;. Next,

observe that r := Hq(YSk) = r;. Recall that [Pg] and t;

come from different, independent sessions. Since [Pg] can

come either from IssueU or alssueU, we split the sub-cases
again:

(a) Sub-case: D selectedam, =L, so [Pi] comes from IssueU:

then C; = P; - T~ = (/)7 - T™". Note that both
T := Hy(t;, chall, pk) and Tj/ := Hq(t, chall, pk) are uni-
formly random group elements, since they both are
outputs of the random oracle H, and their inputs (t; :=
encode(Y;) and t; s {0, 1}5%) are independent and
indistinguishable from uniformly sampled, and so have
not been used before as input to the random oracle with

@)
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overwhelming probability. It must be then that C; is
also indistinguishable from uniformly random, with a
negligible distinguisher advantage.

(b) ,
thenC; :=P; - T7" = (Tj’)ri - g®™ - T7". Again, both
T := Hgy(t;, chall, pk) and T]’ = Hq(t}, chall, pk) are
uniformly random group elements, since their inputs
(t; := encode(Y;) and t} := encode(Y/)) are indistin-
guishable from uniformly sampled and have not been
used as random oracle query before with overwhelming
probability. Exactly as in the case above, C; is indis-
tinguishable from uniformly random, with a negligible
distinguisher advantage.

(3) Case: D queried on single # true and am; =1, sot; comes
from IssueU and y = [Py] comes from a different session
than t; (and [Py] comes either from IssueU or alssueU):
then, Y := decode(t;) is indistinguishable from a uni-
formly sampled group element due to assumed properties
of decode function (the input t; < {0, 1}?¢ is uniformly
random). What follows is that r := Hg(Y*) must be a uni-
formly random scalar (since the random oracle Hy has
been queried with a fresh input with overwhelming prob-
ability) and independent from all other values computed
in the protocol. This means that C; = P; - T~" must be
indistinguishable from a uniformly random group element
for any P;, T € (g). It does not matter whether [Px] comes
from IssueU or alssueU.

In all cases, C; is indistinguishable from a uniformly sampled
value from (g) and thus G; and Gy are indistinguishable with
negligible distinguisher’s advantage.

G;: It is the same as Gy, but, in aDec, instead of checking
whether T[C;] #1 and returning am := T[C,] if the check
passes, we always return L. Since C; «$ (g) is uniformly
sampled, the probability that C; lies in the preimage of T
is equal IM|/ g, which is negligible from assumption. The
distinguisher’s advantage is then also negligible.

G3: It is the same as G, but instead of sampling anamorphic
keys, we do not sample any keys. Since keys are not used
anywhere, the two games are indistinguishable.

The last game, Gs, is identical to the Robustness game when

b = 1 is selected and thus the advantage of D is bounded by a
negligible factor.

|

LEMMA E.10 (FuLL DECRYPTABILITY). II; is a Fully-Decryptable
Fully-Asymmetric Anamorphic Privacy Pass protocol with Triplet 3.

ProoF. We give only a sketch of the proof. The intuition is that
the only message sent by 7 ([Q]) is deterministic with respect to
the message sent by D ([Px]) and protected with a non-interactive
zero-knowledge proof (of equivalence of logarithms 7 = (c, s)). In
order to modify any message in the protocol, the adversary would
have to forge a non-interactive zero-knowledge proof.

The sketch of the proof in the Random Oracle Model is as follows.
Assume that an Adversary A that wins in the full decryptability
game as specified in Definition 6 with regard to II, with £;. We
assume that A modifies at least [P ] sent by device, as if it is not

Sub-case: D selectedam;, #.L, so [ Px] comes from alssueU:
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modified, then the output aDec will be correct and equal to am (it
is the only message that transmits anamorphic information).

We will construct a reduction B that solves the DLP problem by
leveraging the extractor for the non-interactive proof of discrete
logarithms. Let (X = g*) be the DLP challenge. Then, we set pk := X
and in the proxy execution of full decryptability game we do the
following:

(1) We simulate D and send [Py] to A. A modifies [Pi] to [P} ]
and sends it to the simulated 7.

(2) We simulate 7 in the Random Oracle Model by sampling

Qi < (g), calculating d;, M, Z in the same way as D in

steps 14, 16 and 17 of Figure 7, selecting random s, ¢ < Z(’;,

calculating A := ¢° - X¢, B := M*® - Z¢ and finally setting in the

Random Oracle Hy(pk, M, Z, A, B) := c. Then, on A input

[P], we return [Qk], ¢, s to A. Note that, from the point of

view of the adversary, random Q; is indistinguishable from

Qi = Pl.Sk from the original protocol, since for them Pl.Sk is

indistinguishable from a uniformly sampled group element

(due to DDH), and so it suffices to simulate the proof of

equality of discrete logarithms, as is done above.

Note that A needs to provide the same kind of proof of equiv-

alence of logarithms for [P¢], [Q;] for some [Q} ], because

D expects it and the protocol will fail otherwise. Since A

only knows a valid proof for [P/] and [Qx], they must forge

a new one for [Px], [Q;]. Since the proof used here is also a

proof of knowledge, it must be that A learns x and indeed

Q; = Py for each i € [k]. With overwhelming probability

A makes a Random Oracle call for Hy (pk, M’, Z’, A’, B'), for

which we return them cj < Z;. The Adversary returns

Q41,55 ¢}

(4) We rewind A to the point of the Random Oracle call, give
them a different value c¢| < Z, and receive a different output
[Q]'C],s;,c;. So we have s = ag + x - ¢;,s] = aj + x - ¢}. Since
the inputs for both Random Oracle calls are the same (and,

in particular A = g% = g% = g%), we also have ay = a;. We
S

—g _sé and break DLP.
=%

—
[SY)
=

then calculate x = Z—

O

Theorem 5 folows directly from Lemmas E.7, E.8, E.9 and E.10.

E.6 Proof of Theorem 6

LEmMMA E.11 (CORRECTNESS OF ANAMORPHIC TRIPLET). The triplet
34 = (aGen, (alssueS, alssueU), aDec) with algorithms defined in
Figure 11 and Figure 12 is a correct Fully-Asymmetric Anamorphic
Triplet.

ProoF. Reall that for any key tuple (sk, pk, skq = (T), L) gener-
ated by aGen and any message am € M, if we execute

(y, (t, 7)) « (alssueS(sk), alssueU(pk,am, L)),

then we receive y := (M, x1,u), T := [1%], t := [tx].

Correctness requires that aDec is successful for all i € [k], but
let us fix t;, 7; for a moment. Let us go through the aDec algorithm.
Observe that m, = Hy(chall). Then, k] := M, -g~™2 and h—i’ equals
h'? since M; = g™ - h"2. Next, recall that pky := X] = K1 and
thus k; = Hg((h))*1™, i) = Hg((h)*™72,1) = Hy((pkq)™, i). Since
a; := Hg((pkq)™, i) + am, then it must be that k; = a; — am. So,
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D; = (U)W . gki = gwairt/u. g=ai. gam = gam and finally, indeed
T[D;] = am.

Since correctness holds for an arbitrary fixed index i € [k], it
follows that correctness holds for all i € [k].

We conclude that 34 is a Fully-Asymmetric Anamorphic Triplet,
since for all i € [k] and all honestly generated token/signature
pairs (t;, 7;), aDec outputs the correct message am. O

LEmMMA E.12 (INDISTINGUISHABILITY). II3 is a Fully-Asymmetric
Anamorphic Privacy Pass protocol with Triplet X4.

ProoF. (Draft) Consider the Indistinguishability game as speci-
fied in Definition 3 with respect to I3 with Z4.

Through a sequence of games, we will show that the anamorphic
protocol execution (i.e., when b = 0 is selected) is indistinguishable
from the regular protocol execution (i.e., when b = 1 is selected)
and so it must be that their output and transcripts are also indistin-
guishable. (Note that in the below games, we only make changes
to alssuel):

Gy: This game is identical to the Indistinguishability game
when b = 0is selected and thus anamorphic keys are sampled
(sk, pk, skq, pkq) < aGen(l’l), (sk, pk) are given to A, and
A can query the oracle for outputs and transcripts of the
anamorphic execution

(v, (t,7)); T « (alssueS(sk), alssueU(pk, am, L))

for adversarially selected am.

Gy: It is the same as Gy, but instead of calculating a; according
to the formula a; := Hy ((pkq)™?, i) +am we sample B «s (g),
and set a; := Hq(B, i) + am. From A’s point of view, the
following values related to pky" are visible: h" (derived
easily from M), X{ = h*'%, and X; = h™, for r;, u chosen
at random from Zj and a random secret key x;. The value
(pkq)™ = A*1'*72 is never revealed to A, while A cannot
calculate it due to the CDH assumption. So, from the point of
view of A, the random oracle output Hg((pkq)™, i) is com-
putationally indistinguishable from a fresh random group
element under CDH assumption, and so the two games are
indistinguishable.

Gg: It is the same as Gy, but instead of setting a; := Hg(B, i) +

am mod q we sample a; < Z. Since B is randomly sampled,

only used as the input of the random oracle, and indepen-
dent from A’s view, the output of H, is uniform except
a negligible probability that the random oracle has been
queried with the same input before. Adding am € Z, to a
uniformly random scalar yields a value that is still a uni-
formly random scalar (except a negligible probability that
Hg(B,i) + am mod q = 0), and so G; and G; are indistin-
guishable.

Gs: It is the same as Gy, but instead of sampling anamorphic
keys, we sample regular keys (sk, pk) «s Gen(1%). Since
(sk, pk) come from the same distribution and (skgq, pkq) are

not used anywhere, the two games are indistinguishable.
The last game, Gs, is identical to the Indistinguishability game
when b = 1 is selected and thus the advantage of A is bounded by

a negligible factor.
i
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LEMMA E.13 (RoBUSTNESS). I3 is a Robust Fully-Asymmetric
Anamorphic Privacy Pass protocol with Triplet 24.

Proor. Consider the Robustness game specified in Definition 5
with respect to II3 with 24.

Through a sequence of games, we will show that the oracle
outputting am from a mismatched anamorphic protocol execution
(when b = 0 is selected) is indistinguishable from the oracle that
returns L (when b = 1 is selected).

Go: This game is identical to the Robustness game with b = 0.
Thus, the anamorphic keys are sampled (sk, pk, skq, pkq) <
aGen(1%), and D can query the robustness oracle for mis-
matched decryption coming from the execution of the anamor-
phic protocol for adversarially selected am; and ams.

Gy: It is the same as Gy, but in aDec, instead of setting D; :=
(Ui’)l/“ - g~% we sample Dj «s$ (g). Since t;, 7; can either
come from IssueU or from alssueU and y = (M, x1, u) can
either come from the same session as t;, 7; or from a different
one (and M, also can come either from a session running
with alssueU or IssueU), depending on D’s query inputs, we
split the cases:

(1) Case: D queried onsingle = true, sot;, 7; come from IssueU
and y = (M, x1,u) comes from the same session as t;:
since 7; comes from IssueU, then U/ := U% = (g")% for a
uniformly sampled a; < Z, which means that (Ui’)l/ "=

g% is indistinguishable from a uniformly random group

element. At the same time, k := Hg((h})*'"™%, i) is indepen-

dent from g;. Consequently, D; := (Ui’)l/”y’ki =g%.g7ki
is indistinguishable from a uniformly random group ele-
ment.

Case: D queried on single # true and am; =1, so t;,7;

come from IssueU and y = (My, x1,u) comes from a differ-

ent session than t;, 7; (and M, comes either from IssueU or
alssuel ):

then, 7; again comes from IssueU, and so U/ := (U*)% =

@

(g*")% for a uniformly sampled a;. < Zy. Additionally,
in both sessions, u, u™ < Zg, which means that (Ui’)l/“ =
g“?'l/ w5 actually indistinguishable from a uniformly
random group element. Again, k := Hq((h))*%, ) is inde-
pendent from a;,u, u* and consequently, D; := (Ui’)l/“ .
gk =g - g7 is indistinguishable from a uni-
formly random group element. It does not matter whether
M, comes from IssueU or alssueU.

Case: D queried on single # true and am; #1, so t;,7;
come from alssueU and y = (Mz, x1,u) comes from a differ-
ent session than t;, 7; (and M, comes either from IssueU or
alssuel):

Recall that 7; := (U/,C;, W;, nl.P, i). Then, U/ := (U*)“:f =
g”*'“7 for a} := Hq((pkd*)’s, i) + am;. Next, observe that
ki == Hg((h})* %, i) and let k] := Hq((pkd’.‘)’g,i) =a; -
am;. Then, D; := (Uil)l/u . g_ki = gu*-a?l/u . g_ki =
(g Vwki+am=ki Note that for k' := Hy (K1 72, i)
and k; := Hg (A*1"2, ) the inputs to the random oracle H,
are distinct (except for negligible probability 1/(g—1)), and
hence outputs are independent, since u, u*, ry, r; «$ ZZ.

* *
a;-1/uu

®)
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Because k; is also uniformly random (as an output of the
random oracle), and independent from the uniformly sam-
pled u, u* and amy, then it must mean that D; is indistin-
guishable from a uniformly random group element. It does

not matter whether M, comes from IssueU or alssueU.
In all cases, D; is indistinguishable from a uniformly random

element of (g) and thus G; and G are indistinguishable.
G;: Itisthe same as Gy, but, in aDec, instead of returning am :=
T[D;], we always return L. Since D; «$ (g) is uniformly
random, the probability that D; lies in the preimage of T
is equal | M)/ g, which is negligible from assumption. The
distinguisher’s advantage is then negligible and thus G, and

G; are indistinguishable.

The last game, G, is identical to the Robustness game when
b = 1is selected and thus the advantage of D is negligible. m

LEMMA E.14 (FuLL DECRYPTABILITY). I3 is a Fully-Decryptable
Fully-Asymmetric Anamorphic Privacy Pass protocol with Triplet 34.

SKETCH. Note that every value in each message of the protocol
has its structure proven with a non-interactive zero-knowledge
proof. We can then reduce full decryptability to soundness of non-
interactive PoK — if it is infeasible to create a convincing proof
without the knowledge of corresponding witnesses, then it must be
impossible for the adversary A to forge such a proof, which means
that it is impossible for them to modify any message. O

Theorem 6 follows directly from Theorems E.11 to E.14 and from
the fact that aGen returns a void key pky =L.

F Additional Figures
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Privacy Pass (Pub. V.) Redeem(pk, t;, 7;)

Verifier V
(pk = (N, e), t;, 7;); chall

1: T =t;||chall|pk

2: if validpss (T, n, (7;)* mod N) =1:
3: return1 // "valid"
4

else : return 0 // "invalid"

Figure 15: Privacy Pass token redemption procedure Redeem for publicly verifiable tokens.

Privacy Pass (Pub. V.) + Watchdog (IssueS(sk), Watch(pk), IssueU(pk))

Issuer I Watchdog ‘W Device D
(sk =d) (pk = (N, e)) (pk)

P Steps 1-6 of Fig. 3
1: r'«sZy:gcd(r,N)=1 «—

P 2: P":=P-(r')*mod N
Step 7 of Fig. 3 s
— 3: s*i=s-(r") 'mod N s*

Steps 8-11 of Fig. 3

Figure 16: Token issuance protocol for Publicly Verifiable Privacy Pass with a watchdog (IssueS, Watch, IssueU).

Privacy Pass (Priv. V.) Redeem(sk, t;, 7;)

Verifier V
(sk, t;, 7i); pk, chall

T := Hyg (t;, chall, pk) 01
W = H(T®) 2
itwr .3

return 1 //“valid” 14
else :return 0 //“invalid” :5

Figure 17: Privacy Pass token redemption procedure Redeem for privately verifiable tokens.

ARC Gen(14)

X0, X1, X2, Xp <5 Zg
Xo =g - bt

Xy =k, Xy = h*?
sk := (o, x1, X2, Xp)
pk = (Xo, X1, X3)
return (sk, pk)

o U1 W N R

Figure 18: The key generation function Gen(1%) for ARC.
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ARC (L, (t, 7)) « (IssueS(sk), IssueU(pk))
Issuer I Device D
(sk = (x0, x1, %2, xp) ); pk = (X0, X1, Xz) (pk); chall, petx
my,ry,ry «$2Zq
m; := Hg (chall) 12
]\/11 = gml . hfl;]\/l2 = gmz . h2
M, =g™ - h"
. 71 < PoK.Prove {(ml,mz, 1, 72) :M2 — g™ -h’z} 14
—
5: if PoK.Verify (s, My, M) # 1 : return L
6: u <—$Z;;U =g"
70 V= (Xo - MMM
8: Xy :=h¥ X =XX,) =Xy
Xo :gxo - h*b
X, ="
X, = h*2
(0,31,  Xg = HP
9: my < PoK.Prove o, X 1) :X{ — prru
X, =2
U=g"
V= (X MY M)
10: R:= (XX}, X}, U, V, 1) R,
e
(X0, X{,X3,U,V, m5) < R 11
if PoK.Verify (13, Xo, X1, Xo X X[, X3, U, V) # 1
return L :12
V=V (X (X)) - (Xg)72) 7! 213
fori € [n]: /Randomized tokens precomputation 114
a;, bi,zi < Zf] 115
U/ :=U% V] :=V% 016
=V _gbi 117
t; == (U')™ - b7 118
T; := Hg) (petx) :19
W; = Ti(m1+i)_1;\/\/i' = (W)™ : 20
Zi =Xt (gP)™! 121
t = (U™ - b
zi o
7f « PoK.Prove { (m1,bi, ;) :Zi =X (gb-l) 1 122
T; = (W;)™*
W = (W™
7 = (U], Ci, Ws, il 1) 23
return (t:= [t,], 7 == [7,]) 124

Figure 19: ARC token signing interaction (IssueS, IssueU). The arguments chall (context specific request token challenge provided
by the origin) and pctx (presentation context) are auxiliary semi-public arguments.
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ARC Redeem(sk, t;, 7;)

Verifier V

(sk = (o, X1, X2, xp ), ti, 73); chall, petx

(U}, Ci, Wi, nf i) 7

my := Hg(chall)

T := Hg) (petx)

Wo=T- (W)™

Z = (U™ - ()™ - (U™ -t
b « PoK.Verify(nl,t;, Z,T,W’)

o U W DN PR

ifb?=1and0Si<k:
8: return 1 //“valid”

~

else :return 0 //“invalid”

Figure 20: ARC token redemption procedure Redeem.

586

Mirostaw Kutytowski and Oliwer Sobolewski



	Abstract
	Acknowledgments
	1 Introduction
	1.1 Paper Outline
	1.2 Our Contribution
	1.3 Previous Work

	2 Black-box Model Motivation
	3 Notation and Prerequisites
	3.1 Cryptographic Definition of Privacy Pass

	4 Anamorphic Definitions for Privacy Pass
	5 Privacy Pass with Publicly Verifiable Tokens
	5.1 Public-Key Anamorphic Model Discussion
	5.2 Anamorphism of Privacy Pass with Publicly Verifiable Tokens
	5.3 Attacks on Unlinkability in Black-box User Device Model
	5.4 Countermeasures

	6 Privacy Pass with Privately Verifiable Tokens
	6.1 Public-Key Anamorphic Model Discussion
	6.2 Anamorphism of Privacy Pass with Privately Verifiable Tokens
	6.3 Attacks on Unlinkability in Black-box User Device Model
	6.4 Countermeasures

	7 Anonymous Rate-Limited Credentials
	7.1 Anamorphism of Anonymous Rate-limited Credentials
	7.2 Attacks on Unlinkability in Black-box User Device Model
	7.3 Countermeasures

	8 Conclusions
	References
	A Security Definitions for Blind Signatures and Privacy Pass
	B Instantiations of the Encoding Functions Indistinguishable from Random
	C Discussion on Prime Generation According to FIPS 186-5
	D Informal Construction for Transmitting pkd in Issuance Protocol for Privacy Pass in Privately Verifiable Mode
	E Proofs of the Theorems stated in the Work
	E.1 Proof of theorem:rsa-faa-robust
	E.2 Proof of theorem:rsa-pka-robust
	E.3 Proof of theorem:linking
	E.4 Proof of thm:watchdogRSA
	E.5 Proof of theorem:pp-faa-robust
	E.6 Proof of theorem:arc-faa-robust

	F Additional Figures

