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Abstract

The digital economy is powered by a continuous and massive ex-
change of personal data. Individuals provide data to platforms in
return for services, from social networking and search to health
monitoring, entertainment, and access to LLMs. This exchange has
created immense value, but it has also established a fundamen-
tal asymmetry of power: individuals possess only coarse-grained
control over data access rather than fine-grained control over its
purpose of use, creating a gap where data can be repurposed for
undisclosed uses, e.g., platforms selling the data to data brokers,
which results in a critical loss of personal data sovereignty.

This paper frames this socio-technical challenge as a dataflow
management problem. We propose a bolt-on data escrow architec-
ture through delegated computation. In our model, instead of data
flowing to platforms, platforms delegate their computation to a
trustworthy escrow. This inversion empowers individuals with
transparency and control over their dataflows. We present four
contributions: (1) a dataflow model that explicitly incorporates
computational purpose as a first-class primitive; (2) a minimally in-
vasive programming interface, run(access(), compute()), built on
a unified relational interface that virtualizes on-device data sources
and a computation offloading component; (3) a concrete implemen-
tation of our escrow within the Apple ecosystem, demonstrating its
practicality; and (4) both qualitative and quantitative evaluations
demonstrating that our solution is expressive enough to implement
a wide range of dataflows from real-world applications and intro-
duces minimal runtime overhead. In summary, our work serves as
a stepping stone toward achieving personal dataflow sovereignty.
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1 Introduction

Modern digital life runs on personal data. Every day, billions of in-
dividuals exchange sensitive data with platforms to enable services
such as search, social media, health monitoring, entertainment, and
access to LLMs. The prevailing model is simple: applications (apps)
pull sensitive data (e.g., photos, contacts, location, health records)
off individuals’ devices and process the data on the platform’s in-
frastructure. The moment a dataflow crosses the individual’s trust
zone—from the individual and their device to a remote platform—
transparency and enforcement over how the data will be used are
lost. While existing permission systems gate access to raw data,
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they fail to bind or expose the purpose of its use. This gap explains
why seemingly benign requests (e.g., “share location for weather”)
can covertly support unrelated uses such as profiling or resale.

We frame this as a data management problem. Specifically, a
dataflow management problem. We model a dataflow as a tuple
⟨𝐴𝑠 , 𝐷𝑠 , 𝑓 (), 𝐷𝑡 , 𝐴𝑡 ⟩ that moves data 𝐷𝑠 from a source agent 𝐴𝑠

to a target agent 𝐴𝑡 via computation 𝑓 () that produces 𝐷𝑡 . This
makes the purpose 𝑓 () explicit and enables dataflow preferences that
subsume traditional privacy preferences: individuals want control
not just over what data is shared, but with whom and for what
purpose, as well as where and how that computation runs based on
preferences over performance, battery, cost, and others.
Key idea: Bolt-on Data Escrow via Delegated Computation.

We invert the prevailing model: instead of sending individuals’ data
to platforms, platforms delegate their computation to a trustworthy
intermediary, a data escrow that resides within the individual’s trust
zone. App developers specify their computation using a minimally
invasive programming interface, run(access(), compute()). The
access() function is built on top of a unified relational interface that
virtualizes on-device data sources containing individuals’ sensitive
data, allowing developers to declaratively specify their data needs
using standard SQL. The compute() function contains the concrete
implementation of the computation 𝑓 (). The escrow executes both
functions and returns only the result 𝐷𝑡 . Developers never gain
access to the raw 𝐷𝑠 , and every dataflow is explicit and auditable by
construction. The same interface also supports offloading compute()
across devices and escrow-controlled servers—allowing principled
trade-offs between privacy, performance, battery, and cost.
Why the Escrow is Deployable. Modern app ecosystems al-
ready concentrate data access behind Software Development Kits
(SDKs) [54, 71, 99]. We design an escrow that is bolted onto Apple
SDKs to enable practical path toward deployment. Apple can en-
force the escrow as the bottleneck for data access through either
its App Review process [13] or OS-level interventions. Specifically,
by leveraging its existing enforcement mechanisms, such as entitle-
ments [15], Apple can ensure that any app attempting to bypass the
run() interface to access sensitive data directly is either rejected
during app review or terminated at runtime. The bolt-on design en-
sures that the only parties that see the change are developers, who
already constantly adapt to mandatory SDK changes. Unlike clean-
slate solutions that require total ecosystem rewrites, our design
integrates into the existing SDKs’ update lifecycle.
Scope and limits. First, the main scope of our work focuses on es-
tablishing the mechanism (the escrow) required to enforce dataflow
preferences. While navigating how individuals practically define
and interact with these preferences (i.e., the policy) remains an open
human-computer interaction challenge, addressing it requires a vi-
able escrow architecture to exist first. Second, the escrow supports
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dataflows involving a single individual’s data. If a computation
calls third-party APIs, the escrow also makes this dataflow trans-
parent (what leaves the device and why). However, fully supporting
computation that combines multiple individuals’ data or platform-
confidential computation that cannot be disclosed remains future
work. In these cases, our current model still improves the status
quo by forcing platforms to use the escrow to implement a data
copy that is subject to individuals’ explicit approval.
Evaluation.We conduct a comprehensive evaluation that addresses
three research questions regarding the escrow’s feasibility, effi-
ciency, and design. First, we perform a qualitative analysis, porting
the dataflows of 10 popular, open-source iOS applications (e.g.,
Wikipedia[89], DuckDuckGo [35]) to our escrow model to demon-
strate whether the escrow’s programming interface is expressive
enough for real-world use. Our analysis shows that most dataflows
can be effectively reimplemented using the escrow. Second, to
demonstrate the practicality of the escrow, we conduct a quan-
titative evaluation by comparing the runtime of the escrow-based
app with a baseline app that uses native Apple SDKs directly. Our
results show that the escrow introduces very little overhead, due
to the efficiency of the escrow’s relational engine implementation.
Finally, we evaluate three different strategies for implementing the
escrow’s relational engine to identify the performance trade-offs.
We found that by implementing classic database query optimization
techniques such as predicate pushdown, one of our strategies can
achieve superior performance while still preserving data freshness.
Together, these experiments provide convincing evidence that our
data escrow is not only expressive enough to capture the complex
dataflows of real-world applications but also introduces negligible
overhead, making it a practical and deployable solution for enabling
individuals to gain transparency and control over their dataflows.
Contributions. This paper makes the following contributions:
• A dataflow model that elevates the purpose (𝑓 ()) and trust zones,
enabling purpose-based, resource-aware dataflow preferences.

• A data escrow architecture centered on a programming interface,
run(access(), compute()), built on top of a unified relational
interface and a computation offloading component.

• An escrow design and implementation in the Apple ecosystem.
First, we map out the design space of the escrow and propose
enforcement mechanisms to make the escrow’s use mandatory
for each design. We then explain the design of the escrow’s
relational engine; specifically, the relational schema design prin-
ciples and three implementation strategies (Materialized Tables,
Virtual Tables, and Virtual Tables with Pushdown). Finally, we
provide detailed technical descriptions of the escrow’s relational
engine implementation using Virtual Tables with Pushdown and
its end-to-end computation offloading pipeline.

• Both qualitative and quantitative evaluation showing that the
escrow is expressive to implement dataflows from a wide range
of real-world apps and introduces little performance overhead.

Outline. The rest of the paper is organized as follows. Section 2
introduces the dataflow model to reason about personal dataflow
sovereignty. Section 3 presents the data escrow architecture and its
programming interface. Section 4 describes the design of our escrow
in the Apple ecosystem. Section 5 details the technical aspects

of our escrow implementation. Section 6 evaluates the escrow’s
expressiveness and performance. Section 7 discusses the related
work, and Section 8 concludes.

2 A Model for Personal Dataflow Sovereignty

To systematically address the problem of dataflow control, this
section develops a model that allows us to reason about the flow
of data between different entities. We begin by defining the pri-
mary agents and the concept of a trust zone in the app ecosystem
(Section 2.1). We then introduce the dataflow as the core unit of
analysis (Section 2.2). Building on this, we define dataflow prefer-
ences as a richer form of control that subsumes traditional privacy
preferences (Section 2.3). Finally, we use this model to articulate
the fundamental transparency and control deficits in the current
app ecosystem that our work aims to solve (Section 2.4).

2.1 Agents and Trust Zones

We define an agent as any entity with the ability to store and process
data. There are many such agents in today’s app ecosystem. We
offer a distilled view of the ecosystem that highlights the agents
that play a major role in the problem outlined in the introduction
and the solution we present in this paper.
• The Individual is the data subject, the person whose personal
data is at the center of these interactions.

• The Device is the hardware owned and operated by the indi-
vidual, such as a smartphone, wearable, or computer. It is the
primary repository for much of the individual’s sensitive data.

• The Platform is the entity providing a service, such as a social
media company, a search engine, or a health application provider.
Platforms are represented by the applications running on the
device and the backend infrastructure they control.

• The Developer is the entity employed by the Platform to de-
velop applications.
Central to our model is the concept of the trust zone. We define

an individual’s trust zone as the set of agents that the individual
permits to access their raw data without restriction. In the prevail-
ing model, this zone typically encompasses the individual and their
personal devices. A dataflow is said to cross the trust zone when
its target agent lies outside this boundary. For instance, when a
user (Individual) interacts with a social media app such as Insta-
gram on their iPhone, the iPhone (Device) is within the user’s trust
zone. However, Instagram is operated by Meta (Platform), which is
outside the trust zone. When the app requests access to the user’s
location or photos and transmits that data to Meta’s servers for pro-
cessing, that dataflow crosses the trust boundary, moving out from
a trusted domain. It is precisely these boundary-crossing dataflows
that require more control.

Figure 1(a) provides a visual representation of today’s app ecosys-
tem, showing how an individual’s data flows from their device,
across the trust zone, to the platform’s infrastructure where it is
processed for purposes that are often opaque to the individual.

2.2 Defining and Characterizing Dataflows

Individuals share their data with platforms, inducing data to flow.
We model such flow with a dataflow.
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Figure 1: Dataflows in today’s app ecosystem vs with the data escrow intermediary

Definition 1 (Dataflow). Adataflow is a tuple< 𝐴𝑠 , 𝐷𝑠 , 𝑓 (), 𝐷𝑡 , 𝐴𝑡 >,
that indicates how the data 𝐷𝑠 from a source agent 𝐴𝑠 is transformed
via function 𝑓 () to produce data 𝐷𝑡 , which is accessible to a different
target agent 𝐴𝑡 .

A dataflow captures what data is shared (𝐷𝑠 ), with whom (𝐴𝑡 ),
and for what purpose1 (𝑓 ()). Using this model, we can characterize
various common operations. A simple data copy, such as uploading
a contact list to a platform’s server, is a dataflow where 𝑓 () is the
identity function and thus 𝐷𝑠 = 𝐷𝑡 . A more complex operation,
like a weather app using an individual’s precise location (𝐷𝑠 ) to
retrieve the local forecast (𝐷𝑡 ), involves a dataflow where 𝑓 () is the
API call to the weather service. The key insight is that the function
𝑓 () explicitly defines the purpose of the data use.

We are primarily interested in dataflows that involve individuals’
sensitive personal data such as contacts, health, photos, and location
data. While this data is used for purposes many individuals consider
positive, such as sharing content with friends on social media or
receiving localized weather forecasts, it has also been at the center
of widespread privacy violations over the past two decades. Numer-
ous high-profile incidents have revealed how platforms repurpose
this data for undisclosed purposes: selling it to data brokers [32],
enabling targeted surveillance [31], training AI models without
consent [94], or enabling discriminatory practices in housing and
employment [80]. The opacity of these dataflows, where individ-
uals cannot verify that their location shared for weather updates
isn’t also sold to advertisers, or that their health data isn’t used
to adjust insurance premiums, represents a critical failure of the
current ecosystem to respect individual preferences and societal
values around data use.

2.3 Dataflow Preferences

Individuals have preferences on how their data should be used,
which go beyond privacy preferences. By making the purpose 𝑓 ()
an explicit part of our model, we define a richer and more powerful
form of individual preferences that subsumes traditional privacy
preferences. Standard privacy preferences as presented by apps
today are often binary, revolving around access to data (e.g., "Allow

1Technically, 𝑓 ( ) limits the purposes for which the data can be used, rather than
exactly determining the purpose, but the difference is not important for the technical
presentation of this paper.

access to Location?") [5, 39, 85]. Dataflow preferences, in contrast,
enable nuanced, purpose-based control over individuals’ data.

We argue that an individual’s privacy is preserved only when
individuals’ dataflow preferences are preserved. An individual may
be perfectly willing to permit a dataflow where their location data
(𝐷𝑠 ) is used by a weather app (𝐴𝑡 ) for the purpose of fetching a
forecast (𝑓 ()). However, they may wish to deny a different dataflow
where the same location data is sent to an advertising broker (𝐴𝑡 )
for the purpose of profiling (𝑓 ()). This aligns with the privacy
framework of Contextual Integrity [61], which states that adequate
privacy protection can only be offered when information norms
of a specific context are respected. Our dataflow model provides
the formal structure needed to define and enforce these norms. It
allows individuals to express preferences not just on what data is
shared, but for what purpose, which is a more accurate reflection
of real-world privacy expectations.

Furthermore, dataflow preferences extend beyond traditional
privacy preferences. For instance, an individual might specify a
preference to only allow computationally intensive dataflows (e.g.,
video processing) to runwhen their device is connected toWi-Fi and
charging, in order to conserve battery life and mobile data. Another
individual might prefer that certain computations are offloaded to a
server for faster performance. These dataflow preferences concern-
ing resource consumption, performance, and cost are not related to
privacy in the classic sense, but they are critical aspects of control-
ling one’s data use. By capturing a broad set of dataflow preferences,
our model allows us to reason about personal dataflow sovereignty—
individuals’ fundamental right to control their dataflows is the right
to enforce their dataflow preferences.

2.4 The Transparency and Control Deficits

The dataflow model allows us to articulate two key challenges that
result in the loss of personal dataflow sovereignty:
• Lack of Transparency: Individuals do not have clear visibility
on what dataflows take place when using an app. When an app
requests their data, the purpose 𝑓 () is at best implied and at
worst intentionally obscured [5, 30, 72, 93, 95]. The terms of
service that supposedly govern data use are notoriously broad
and vague, failing to specify the concrete computations that will
be performed on the data [62].
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• Lack of Control: Even if the purpose 𝑓 () weremade transparent,
individuals currently lack the technical mechanisms to enforce
their preferences on the dataflows. The only available control is
a blunt instrument: denying access to the source data 𝐷𝑠 entirely.
This often forces an undesirable trade-off, as denying access may
break the primary, desired functionality of the app, leaving the
individual with an all-or-nothing choice.

The goal of this paper is to design and implement the technical
mechanism that endows individuals with both transparency and
control over their dataflows, providing the necessary foundation for
future policy design on eliciting individuals’ dataflow preferences.

3 The Data Escrow Architecture

To address the transparency and control deficits identified in the
current app ecosystem, this section details the design of our pro-
posed data escrow architecture. We first introduce our key idea
of employing the delegated computation model (Section 3.1). We
then present a minimally invasive programming interface to enable
delegated computation (Section 3.2). Next, we introduce computa-
tion offloading as a core architectural feature that enables moving
computation across devices (Section 3.3). We then describe the data
virtualization layer that provides a unified relational interface for
transparent data access (Section 3.4). Finally, we provide a taxon-
omy of common dataflow patterns to clarify the capabilities and
limitations of our solution (Section 3.5).

3.1 Key Idea: Delegated Computation Model

The key idea of our solution is to replace the traditional model of
sending individuals’ data to the platform, illustrated in Figure 1(a),
with a delegated computation model. This architectural shift is visu-
alized in Figure 1(b). Instead of the platform pulling an individual’s
data (𝐷𝑠 ) from their device to run computation (𝑓 ()) on its own
opaque infrastructure, which crosses the individual’s trust zone,
the platform must delegate its computation to a trustworthy data
escrow [91] intermediary (i.e., it must be in the individual’s trust
zone). This inversion of control is made possible because modern
applications are not built from scratch; they are built using Software
Development Kits (SDKs) provided by the ecosystem owner (e.g.,
Apple or Android). These SDKs provide the standard tools and APIs
for all essential functions, including access to sensitive personal
data. Our key insight is that an escrow can be bolted onto these
existing SDKs. Developers, who already rely on these SDKs to write
apps, would now use an escrow-based programming interface to
specify their computation.

As shown in Figure 1(b), the developer implements their app
against this new programming interface, effectively delegating their
intended computation, 𝑓 (), to the escrow. The escrow, operating as
a trustworthy intermediary, then pulls the required data (𝐷𝑠 ) from
the device and executes the 𝑓 () on behalf of the platform. This exe-
cution only proceeds if the individual approves the entire dataflow.
Because the escrow mediates all access to sensitive data, it becomes
a natural bottleneck, making every dataflow inherently transpar-
ent and controllable by design. The fundamental trust assumption
shifts: the individual no longer needs to trust every application
platform but instead places their trust in the escrow provider.

3.2 The run(access(), compute()) Interface

To enable delegated computation, we design a minimally inva-
sive programming interface centered on a higher-order function:
run(access(), compute()), which has two key parameters:
• access(): The data access function that specifies the input data,𝐷𝑠 ,
required for the subsequent computation 𝑓 (). As detailed in the
next section, developers implement this function declaratively
by writing a standard SQL query.

• compute(): The computation function that contains the concrete
implementation of 𝑓 (). It takes the output of access() as its input,
and it can use any libraries or call third-party APIs.
The run() function is the core entry point executed by the escrow.

When an application calls run(), the escrow orchestrates the entire
dataflow. It first executes the access() function to retrieve 𝐷𝑠 . It
then executes the compute() function within an isolated execution
environment managed by the escrow, passing 𝐷𝑠 as the input, to
produce the result 𝐷𝑡 . The critical guarantee of this interface is
that the platform and its developers never gain access to the raw
data 𝐷𝑠 . They provide the code for access() and compute(), and
they receive the final output 𝐷𝑡 , but 𝐷𝑠 is only ever handled by the
escrow within the individual’s trust zone. This cleanly separates
the specification of computation from the access to raw data.
Delegated Computation in Action. To make the delegated com-
putation model concrete, consider a simple weather app. The app’s
goal is to use the individual’s current location (𝐷𝑠 ) to fetch the local
weather forecast (𝐷𝑡 ). Without the escrow, a developer would use
the native SDK to directly fetch the device’s location coordinates,
which are considered sensitive, then send those coordinates across
the individual’s trust zone to the platform’s server. A simplified
code snippet (in Apple’s Swift language) might look like this:
// Use native SDK to fetch raw location coordinates
let location = LocationManager.getCurrentLocation()
// Send raw data across the trust zone to the platform
let weather = PlatformAPI.fetchWeather(for: location)

In this common pattern, the raw location coordinates leave the
individual’s device. The individual has no technical guarantee that
the platform is only using the data to fetch the weather and not for
other purposes, such as selling it to data brokers. Next, we show
how the developer writes the app using the run() interface.
import Escrow
// Declaratively specify the data needed
let locationSQL = "SELECT cllocation FROM Location

ORDER BY timestamp DESC LIMIT 1"
// Define the computation (purpose)
func getWeather(location: CLLocation) -> Weather {

// Only sends an approximate region to platform
let region = getSurroundingRegion(from: location)
return PlatformAPI.fetchWeather(for: region) }

// Delegate computation to escrow
let weather = Escrow.run(locationSQL, getWeather)

In this revised implementation, the app never handles the raw
location data. Since the platform only needs the approximate re-
gion around the individual’s current location to fetch the weather,
the app only sends the approximate region to the platform. The
location SQL query and the getWeather function are submitted to
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Pattern Within individual’s trust zone Computation with external API call Cross-individual computation Confidential computation

Description
Computation runs fully
within trust zone using a
single individual’s data

Computation calls third-party or
platform API, sending individual’s

data outside the trust zone

Computation combines data
from multiple individuals to
produce aggregate results

Platform cannot or will not
reveal computation

Example

An app scans individual’s photo
library to tag pictures of their
pets using image classification
model hosted on-device or in
an escrow-controlled server

A weather app gets individual’s
location, calculates an approximate
region based on the location, and
sends the region to a third-party
weather API to fetch forecast

A mapping service using
location data from multiple
individuals to calculate

real-time traffic conditions

A social media app using a
proprietary algorithm to
recommend friends from
individual’s contacts

Supported
by escrow Fully supported

Supported with transparency -
The escrow makes data transfer

transparent

Currently supported by
copying each individual’s

data to platform

Currently supported by
copying each individual’s

data to platform
Table 1: Taxonomy of dataflow patterns and whether they are supported by the escrow’s delegated computation model

the escrow. The escrow executes the query, passes the resulting
CLLocation [7] object to the getWeather function, then computes
and sends the approximate region to the platform to fetch weather,
and finally returns only the Weather object to the app. The entire
operation is transparent to the individual, who can verify the pur-
pose and approve or deny this dataflow, with the understanding
that their raw location coordinates never leave their trust zone.
Alternatively, if the platform needs the raw location instead of the
approximate region to fetch weather, the developer can still imple-
ment the same logic as before, which directly sends the raw data
to the platform. This explicit data copy will be transparent to the
individual via the escrow. Unlike the non-escrow version, where
individuals do not know what happens to their data after they grant
their permission for the app to access their location, they now have
a clear idea that their raw location data is sent to the platform, and
they can block the escrow from executing this data copy.

3.3 Computation Offloading

The delegated computation model naturally extends to support
flexible execution locations. While many computation can run
efficiently on-device, some may be too resource-intensive or re-
quire access to server-side resources. The practice of computation
offloading—transferring intensive tasks to an external location—is
a well-established technique to overcome device limitations such as
computational power, storage, and energy [55]. Our escrow archi-
tecture allows compute() functions to be offloaded to a trustworthy,
escrow-controlled server. This is achieved by extending the run()
function with an optional server_id parameter: run(access(), com-
pute(), server_id). When server_id is provided, the on-device
escrow first executes the access() function to obtain the input data
𝐷𝑠 . It then serializes 𝐷𝑠 and transmits it, along with the signature
of the compute() function to be executed, to the specified remote
server via a secure channel. The remote server, which is managed by
the escrow provider and thus remains within the individual’s trust
zone, executes the computation and returns the serialized result 𝐷𝑡 .
This offloading mechanism allows developers to balance on-device
resources against the power of server-side processing. It aligns
well with emerging industry trends such as Apple’s Private Cloud
Compute (PCC) [6], which provides a secure server infrastructure
designed for privacy-preserving computation offloaded from mo-
bile devices. Our escrow architecture provides a general framework

that could be directly implemented on top of such infrastructure,
leveraging its strong, hardware-enforced security guarantees.

3.4 Data Virtualization via Relational Interface

Figure 2: Accessing location using native SDKs (left) vs using

the escrow’s relational interface (right).

A key design decision is how developers should implement the
access() function. Simply allowing developers to write arbitrary
code wouldmake the data access function opaque, effectively hiding
a secondary computation within the access() function itself. To
ensure transparency, we design a declarative interface based on the
classic data virtualization approach [28].

The escrow virtualizes the device’s heterogeneous data sources,
such as contacts, photos, and location updates, into a unified re-
lational schema. Instead of using numerous native SDK APIs to
access data, developers now implement access() by writing a stan-
dard SQL query against this public schema. For example, to fetch
an individual’s most recent location, a developer would write an
SQL query rather than importing the Location framework and
writing imperative code to request location updates. Figure 2 con-
trasts these two approaches. The traditional approach (left) requires
developers to learn SDK-specific APIs and gives them direct access
to the resulting location. The escrow’s relational interface (right)
simplifies the data access to a declarative query and ensures the
developer never handles the raw location data directly.

3.5 Taxonomy of Dataflow Patterns

The delegated computation model is designed to give individuals
control over a wide range of dataflows, but its applicability varies
depending on the nature of the computation. To clarify the scope of
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the escrow, we provide a principled categorization of four common
dataflow patterns in Table 1.

The escrow fully supports computations that are self-contained
within an individual’s trust zone, which includes computation on-
device or in escrow-controlled servers through computation offload-
ing. This category covers a wide range of common and important
dataflows in today’s apps. The escrow also supports computation
that require calling external APIs, which makes the data transfer
transparent. However, fully supporting dataflows that are cross-
individual or confidential remains future work. For instance, com-
puting real-time traffic conditions requires combining location data
from many individuals, and platforms may be unable to delegate
proprietary algorithms that are trade secrets. In those cases, the
escrow still forces platforms to implement a data copy. This still
represents a significant improvement over the status quo: the data
copy becomes transparent and subject to the individual’s explicit
approval, empowering them with a meaningful choice that is of-
ten absent in today’s ecosystem. Leveraging technologies such
as Secure Multi-Party Computation (SMPC) [27] and Homomor-
phic Encryption (HE) [2] offers a theoretical pathway to support
these patterns within the delegated model. For instance, if mobile
hardware and network bandwidth evolve to support the overhead
of these protocols efficiently [44], the escrow could orchestrate
MPC dataflows where multiple devices jointly compute aggregate
computation without revealing individuals’ data, or evaluate HE-
encrypted proprietary algorithms.

4 Escrow in Apple Ecosystem

To demonstrate the practicality of our proposed escrow architec-
ture, we design and implement a data escrow within the Apple
ecosystem. We begin by explaining our rationale for choosing the
Apple ecosystem and how it provides a natural bottleneck for data
access (Section 4.1). We then describe mechanisms to make the es-
crow’s use mandatory for each escrow design (Section 4.2). Finally,
we describe our schema design principles and three implementation
strategies of the escrow’s relational engine (Section 4.3).

4.1 Exploiting Apple SDKs as Bottleneck

Mobile devices are the primary repositories of sensitive personal
data, and the two dominant ecosystems are Apple’s iOS andGoogle’s
Android [100]. While our escrow architecture could be adapted to
either, we choose to implement our prototype in the Apple ecosys-
tem, with Apple acting as the trustworthy escrow, as its vertically
integrated nature offers a clear path to deployment. A successful
escrow must become the bottleneck to mediate all sensitive data
access. The Apple ecosystem facilitates the creation of such a bottle-
neck for three key reasons: First, today, to access sensitive personal
data such as health records, photos, contacts, or location, devel-
opers are required to use specific Apple SDKs (e.g., Contacts [9],
PhotoKit [11], CoreLocation [14]). There are no alternative methods
to access the data. Second, all apps distributed through Apple’s
App Store must undergo a rigorous review process before they can
be published [13]. The App Review provides a centralized point of
control to ensure that all data access in the app goes through the
escrow. Third, individuals generally exhibit a high degree of trust
in their Apple devices and, by extension, in Apple as the platform

vendor. This pre-existing trust makes the platform vendor a natural
and suitable candidate to assume the role of the data escrow, as
it would seamlessly fit within the individual’s existing trust zone.
Combining these factors makes it feasible to create an escrow that
can be adapted to the existing Apple infrastructure.
Adapting escrow to Android ecosystem. Enforcing the escrow
on Android presents distinct challenges due to Android’s support
for third-party app stores, Original Equipment Manufacturer (OEM)
customizations (i.e., companies such as Samsung and Xiaomi build-
ing customized Android operating systems on top of Google’s stan-
dard Android and offering their dedicated app stores), and sideload-
ing (i.e., individuals can install apps that are not published from an
official app store) [59]. To adapt the escrow to the Android ecosys-
tem, a centralized, trustworthy app distributor, such as Google Play
or a dedicated privacy-focused app store, could mandate the inte-
gration of the escrow as a strict prerequisite for app distribution
and review apps to ensure all data access goes through the escrow.

4.2 Escrow Design and Enforcement

We discuss two design choices for the escrow: a library-based in-
tegration and an OS-level system service. Because modifying pro-
prietary systems by Apple is infeasible for third-party researchers,
our escrow prototype implements the library-based design. How-
ever, we detail both designs to demonstrate how Apple enforces
the escrow as a non-bypassable bottleneck for data access and how
the escrow enforces control.
Library-Based Design. In this design, the escrow is a compiled
library (e.g., an iOS framework) that developers link into their
apps. Enforcement relies on Apple’s App Review process, in which
apps are reviewed and scanned for unauthorized API usage [13];
enforcing the escrow simply extends this process. Apps that attempt
to call native data access SDKs directly, rather than declaratively
describing data to access through the access() function in RUN(),
are flagged and rejected during submission.
OS-Level Service Design. An alternative design, which Apple
could adopt, integrates the escrow directly into the operating sys-
tem as a privileged service. In the Apple ecosystem, access to sensi-
tive data is governed by the Transparency, Consent, and Control
(TCC) mechanism [19]. In this design, the OS uses its existing (TCC)
mechanism to deprecate direct sensitive data entitlements [15] that
apps require to access data. Only the privileged escrow service
retains the entitlements to read sensitive data. If an app attempts to
bypass the escrow and read protected resources directly from the
filesystem or memory without the required entitlements, the OS
kernel intercepts and terminates the process.
Enforcing Control. Once the escrow becomes the bottleneck for
data access, it must enforce control in two areas: (1) controlling
data access so an app cannot gain access to data it did not explicitly
request via the access() function in run(), and (2) ensuring the
compute() function does not contain malicious logic that extracts
or transfers data indirectly, which would jeopardize the escrow’s
transparency. Apple’s existing enforcement mechanisms naturally
address both concerns. First, to control data access, developers must
explicitly declare their required capabilities to access any protected
resource [12], similar to how they do today. Depending on the in-
tegration level, this relies on standard entitlements (library-based
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design) or escrow-specific capabilities (OS-level design). If an app
declares a capability (e.g., accessing the Photos library) but lacks
the corresponding access() function (e.g., querying the escrow’s
Photos table), the app is flagged during App Review. Conversely,
attempting to access data without the required capability results
in runtime denial. Second, to prevent malicious data extraction
and transfer, developers must still provide a Privacy Manifest [16]
that declares the data collected, its purpose, and any network do-
mains used for data transfer. DuringApple’s mandatory App Review
process [13], reviewers evaluate the app’s run() implementation
against these declarations. If the computation contains malicious
logic to indirectly extract data or communicates with undeclared
domains, the app is rejected prior to publication, ensuring the es-
crow’s transparency remains uncompromised.

4.3 Relational Interface Design

The core component of the escrow is the data virtualization layer
that provides the relational interface for the access() function. We
detail the relational interface design of our escrow prototype to
demonstrate a practical path toward deployment.

4.3.1 Designing the Relational Schema. The escrow exposes a pub-
lic relational schema that developers use to formulate their data ac-
cess queries. The design of this schema is guided by the principle of
minimizing friction for developers who are already familiar with the
native SDKs. Rather than creating an entirely abstract schema, our
tables and columns map closely to the objects and properties pro-
vided by Apple’s SDKs 2. For example, Apple’s PhotoKit [11] frame-
work represents a photo or video asset as a PHAsset [10] object.
Our corresponding Photos table in the relational schema includes
columns for standard attributes such as id (String), mediaType
(Integer), and creationDate (Date). Crucially, it also includes a
phasset column whose type is the native PHAsset object itself.
This allows a developer to write a SQL query to filter and select
assets declaratively, and then receive a sequence of native PHAsset
objects in the compute() function, on which they can perform
operations using the standard PhotoKit APIs they already know.
This design choice makes the transition to the escrow model more
intuitive and less disruptive for developers.

4.3.2 Designing the Relational Engine. The relational interface pro-
vides a logical view of the data to developers, and they no longer
need to implement the concrete mechanisms to retrieve the data—
this responsibility falls onto the escrow. We design, implement, and
evaluate three approaches to implement the escrow’s relational
engine, each with different performance trade-offs.
Materialized Tables. In this baseline approach, the escrow upon
initialization fetches all relevant data declared by the app’s access()
functions using the native Apple SDKs, and materializes it into
tables within an on-device SQLite database. The access() function is
then executed as a standard SQL query against this database. While
this approach benefits from the performance of a native database
engine, it suffers from two significant drawbacks. First, it creates a
data freshness problem, as the materialized data can become stale
if the underlying source changes. Second, it introduces significant

2Nevertheless, the object–relational impedance mismatch [53] always exists. Our goal
is not to solve this mismatch, but to design the schema in a developer-friendly manner.

overhead for complex data objects like PHAsset, which cannot be
stored directly in SQLite. Instead, we must store a reference ID, and
the escrow must perform a costly post-query lookup to map these
IDs back to their corresponding native objects.
Virtual Tables. To address the issues of data freshness and ob-
ject handling, our second approach leverages SQLite’s virtual table
mechanism [82]. A virtual table is a schema object that looks like
a normal table but does not store any data on disk. Instead, when
the database engine needs to scan a virtual table, it makes call-
backs to custom C functions provided by our implementation. We
implement these callbacks to make live API calls to the relevant
Apple SDKs (e.g., PhotoKit, Contacts) to fetch all relevant data
needed to populate the table. This data is then passed back to the
SQLite engine, which performs any necessary filtering, sorting, or
aggregation in memory. This approach ensures that query results
are always up-to-date and avoids data duplication. Furthermore,
because the data is only held in memory during query execution,
we can pass pointers to complex native Swift objects (like PHAsset)
through the C-to-Swift bridge, allowing the compute() function
to receive them in their native format without any serialization
overhead. However, this approach can be inefficient for selective
queries, as it requires fetching all data from an API before filtering.
Virtual Tables with Pushdown. Our third approach enhances
the virtual table implementation by applying classic database query
optimization principles. The goal of predicate pushdown [48] is
to filter data as early as possible to minimize data processing. We
implement logic to push down query operations such as projections,
predicates, sorting, and limits, from the SQLite query engine into
the underlying native SDK API calls, since many of Apple’s SDKs
provide APIs that allow for more efficient, constrained data fetch-
ing. For example, consider the query SELECT phoneNumber FROM
Contacts WHERE givenName == ’Alice’. A naive virtual table
implementation would fetch all contact records from the device and
let SQLite perform both the filtering on givenName and projection
on phoneNumber. Our pushdown implementation, however, will
translate this query into an efficient CNContactFetchRequest [8]
with a predicate for the name ’Alice’ and keysToFetch set to only
the phoneNumber. This pushes down the filtering and projection
operations from the SQLite engine into the native API, reducing the
amount of data that needs to be fetched from the underlying data
source and processed by the SQLite engine, leading to significant
performance gains in many cases, as shown in our evaluation.

4.4 Bootstrapping Dataflow Preferences

While the primary contribution of our work is the technical mech-
anism required to enforce dataflow preferences (the escrow), an
effective system must also practically elicit these preferences from
individuals. We propose a concrete design that piggybacks on Ap-
ple’s existing permission infrastructure to demonstrate a technically
viable mechanism for purpose-bound control.

Currently, Apple elicits individuals’ privacy preferences through
its TCC subsystem. When an app requests sensitive data, TCC trig-
gers a system-rendered pop-up (e.g., "App X would like to access
your photos") alongside a developer-provided purpose string ex-
plaining why the app needs access [17]; developers are required
to provide useful purpose strings so individuals using the app can
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decide whether to allow or deny the app’s access to their data, and
App Review will reject apps that access protected resource without
providing a purpose string [13]. Our design builds directly upon
this existing practice. In the escrow model, the mandatory purpose
string is elevated: instead of providing arbitrary explanations of
why the app needs access to certain data, developers are required
to provide a specific purpose string that directly maps to the logic
of the compute() function for every run() invocation. During the
App Review process, the reviewers verify that this declared purpose
string accurately reflects the compute() logic; this is an extension
of their existing review protocol. At runtime, the OS intercepts
the run() call and generates an extended TCC prompt. Instead of
a generic data request, this prompt displays the requested source
data (𝐷𝑠 ), the target agent (𝐷𝑡 ) if the data leaves the device, and the
vetted purpose string explaining the purpose (𝑓 ()). This integration
bridges the escrow architecture with Apple’s existing UI, provid-
ing individuals with transparency and control over their dataflows
without revamping the App Review process.

However, we explicitly note the limitations of this design. Prompt-
ing an individual for every distinct run() invocation, especially in
complex apps with numerous dataflows, would inevitably induce
permission fatigue as it already does today [24, 29, 65]. While a
more comprehensive mechanism is needed to elicit dataflow prefer-
ences without overwhelming individuals, designing and rigorously
evaluating such an interface is fundamentally a human-computer
interaction (HCI) challenge. Consequently, solving this usability
problem remains an important area for future work, one that relies
on the technical foundation established by our escrow architecture.

5 Escrow Implementation

This section details the technical implementation of the escrow’s
two core subcomponents: the relational engine that powers the on-
device data virtualization layer, and the secure offloading pipeline
that enables delegated computation on escrow-controlled servers.
We describe the detailed techniques we employ to implement the
escrow’s relational engine using Virtual Tables with Pushdown
(Section 5.1) and its computation offloading pipeline (Section 5.2).

5.1 Relational Engine Internals

The core of our prototype is a relational engine that bridges the
declarative world of SQL with the imperative, object-oriented APIs
of Apple’s native SDKs. We provide our implementation details
of the Virtual Tables with Pushdown approach, as described in
Section 4.3.2. The virtual table implementation for each virtualized
data source follows a consistent pattern: a thin C layer interfaces
directly with SQLite, while a Swift backend contains the primary
logic for data fetching and pushdown optimization.

5.1.1 The C-to-Swift Virtual Table Bridge. We leverage SQLite’s
virtual table module [82] to build the relational engine. For each data
source (e.g., Contacts, Photos, Location), we implement a standard
sqlite3_module [83], a C structure that registers a set of callbacks
with the SQLite engine. These C callbacks act as a lightweight
bridge, delegating the main work to Swift functions exposed to
the C runtime via the @_cdecl attribute. This hybrid architecture
allows us to combine the low-level control of SQLite’s C API with

the high-level power of Swift for interacting with modern Apple
SDKs. The query lifecycle is managed by these key C callbacks:
• xConnect: Invoked by SQLite when creating the virtual table. We
use them to declare the virtual table’s schema (e.g., the columns
givenName, familyName, phoneNumber for the Contacts table).

• xBestIndex: This callback is the heart of our optimization logic.
It is called by the SQLite query planner, which passes a represen-
tation of the query’s constraints (i.e., the sqlite3_index_info
structure [81]), including information such as WHERE and LIKE
clause predicates, ORDER BY terms, and LIMIT counts. Our
xBestIndex implementation parses these constraints to deter-
mine which operations can be pushed down to native Apple
SDKs, and encodes the optimized indexing strategy into an inte-
ger bitmask (for predicates) and a formatted string (for projection
mask and other parameters) by filling in the idxNum and idxStr
fields of the sqlite3_index_info structure, which forms the
reply to the SQLite query planner.

• xFilter: This function executes the data fetch according to the
indexing strategy selected in xBestIndex. Its primary role is to
bridge into our Swift implementation to perform the data fetch,
passing the predicate values and other details of the indexing
strategy; the Swift logic is responsible for translating the encoded
indexing strategy into an efficient data fetch request using native
Apple SDKs. xFilter receives back an opaque pointer to a Swift
object that contains an in-memory snapshot of the query results.

• xNext/xColumn: After xFilter fetches the result snapshot, SQLite
uses this pair of functions to iterate through the result set. xNext
simply increments a row counter, while xColumn calls back into
our Swift implementation to retrieve the data for a specific row
and column from the snapshot.

5.1.2 Zero-Copy Native Object Handling. A key challenge is han-
dling complex native Swift objects (e.g., PHAsset or CLLocation).
A naive approach, such as the one used in our Materialized Ta-
bles baseline, would require storing object identifiers in the data-
base and performing costly lookups to reconstruct the native ob-
jects post-query. Our virtual table implementation avoids this over-
head. When the xColumn callback iterates through query results,
it obtains an opaque pointer to the Swift object in memory (via
Unmanaged.passRetained(object).toOpaque()). This pointer is
passed across the C bridge and what SQLite stores for the object-
typed column. Later, when the escrow processes the query results
from SQLite, this pointer is passed back from the C runtime to
Swift and safely converted back into a fully-typed Swift object (via
Unmanaged.fromOpaque(pointer).takeRetainedValue()). This
zero-copy mechanism allows passing native objects through the
relational engine without any serialization or expensive re-fetching,
which is critical for the performance gains shown in our evaluation.

5.2 Computation Offloading Pipeline

The escrow architecture supports offloading computation to escrow-
controlled servers. This is enabled by an optional server_id pa-
rameter in the run function call.

5.2.1 Architecture and SecurityModel. The offloading pipeline runs
on a client-server architecture where the on-device escrow acts
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as the client and the server is designed to run in a Trusted Execu-
tion Environment (TEE) [74], analogous to systems like Apple’s
Private Cloud Compute [6]. Communication between client and
server is encrypted using mutual TLS (mTLS), which authenticates
both the device and server to protect data in transit. Furthermore,
code integrity is enforced by requiring developers to pre-register
and cryptographically sign any compute() function intended for
offloading; the server verifies this signature against its registry be-
fore execution to prevent unauthorized code from running. These
measures provide the technical foundation for securely extending
the individual’s trust zone to include remote infrastructure.

5.2.2 End-to-EndOffloading Pipeline. When an app calls run(access(),
compute(), server_id), it executes the following steps:
1. Local Data Access. The access() always executes locally on the
device via the relational engine to obtain the source data, 𝐷𝑠 . This
ensures raw data access remains under the local escrow’s control.
2. Serialization. The resulting Swift objects are serialized into a
portable binary format (e.g., Protocol Buffers [45]).
3. Secure Invocation. The on-device escrow establishes an mTLS
connection to the server specified by server_id. It then transmits a
request payload containing the serialized 𝐷𝑠 and a unique identifier
for the pre-registered compute() function.
4. Remote Execution. The server authenticates the device’s TLS
certificate and verifies the integrity of the requested function. Upon
success, it deserializes𝐷𝑠 and invokes the corresponding compute()
function within a sandboxed process, passing the data as input.
5. Result Return. The final result, 𝐷𝑡 , is serialized by the server
and sent back to the device over the secure mTLS channel. The
on-device escrow deserializes the result and returns it to the app.

This pipeline provides the technical foundation for enforcing
resource-aware dataflow preferences, and enables the escrow to
act as a scheduler, dynamically placing computation based on indi-
viduals’ preferences, device state (e.g., battery, network), and the
computational cost of the dataflow.

6 Evaluation

In this section, we answer three research questions:
• RQ1: Can real-world applications be ported to the escrow? (i.e.,
is the proposed escrow solution feasible?) We collect 10 represen-
tative apps and study their implementation on the escrow-based
programming interface (Section 6.1).

• RQ2: Are escrow-based applications efficient? We measure the
overhead the escrow introduces compared to applications written
without using the escrow (Section 6.2).

• RQ3: What are the performance trade-offs of different imple-
mentations of the escrow’s relational engine? We evaluate the
performance of three approaches: Materialized Tables, Virtual
Tables, and Virtual Tables with Pushdown (Section 6.3).

6.1 RQ1: Dataflows in Real-World Apps

We design a rubric to collect a representative sample of iOS apps
containing various dataflows involving sensitive personal data, and
we describe how those dataflows can be reimplemented using the
escrow’s programming interface.

Rubrics for selecting apps.We selected 10 representative apps
based on the following rubric 3:
• Each app needs to be open-sourced in GitHub so we can find
dataflows in its codebase, and it should be currently maintained
(i.e., not archived and has commits in the recent month)

• Each app needs to be relatively popular for it to be representative,
thus we only select apps with over 1000 Github stars.

• Apps need to contain dataflows covering different types of data.
• Apps need to be diverse, spanning multiple categories.

Analysis.We analyze each app’s source code, identify dataflows
involving sensitive personal data, and summarize our findings in
Table 2. We include one row describing the dataflow involving
contacts, location, and image/video respectively, since most apps
contain dataflows that involve at least one of the three data types.
We also include one row describing other dataflows.
Location dataflow. Six apps use individuals’ current location for
various purposes. Five of them (DuckDuckGo [35], Signal [78],
Wikipedia [89], Home Assistant [22], WordPress [90]) share the
location outside the individuals’ devices with servers. For instance,
Wikipedia finds and recommends articles that individuals might be
interested in based on their surrounding region. The app makes a
search request to Wikimedia (the parent company of Wikipedia)
server with the individual’s surrounding region as input, and the
server returns relevant articles. We show a simplified version of
how the dataflow can be implemented using the escrow based on
Wikipedia’s current implementation:
Escrow.run("SELECT longitude, latitude FROM Location
ORDER BY timestamp LIMIT 1") {
coordinates -> SearchResults in

let region = getSurroundingRegion(
location: coordinates, radius: 1000)

// Create search request using Wikimedia's API
let url = wikiMediaAPI(region: region)
let results = fetchArticles(url: url, limit: 50)
return results }

Although the exact details of howWikimedia finds articles based
on a given location are unknown, implementing the dataflow using
the escrow makes it transparent exactly what data is leaving the
individual’s device and its purpose through compute(). In the case
of Wikipedia, the search request only needs the approximate region
that centers around the individual’s current location by a specified
radius, and the precise location coordinates or other identifying
information should not leave the device. The app only has access
to the fetched articles as the output of run and nothing else.
Contact dataflow. Two apps, Signal [78] and Simplenote [79],
contain dataflows involving contacts. Signal performs "contact dis-
covery" by fetching the individual’s contacts (specifically phone
numbers) and finding which contacts are Signal users. Notably, the
computation takes place on Signal servers, which run in a secure
hardware enclave with oblivious RAM to ensure Signal or anyone
else does not gain access to individuals’ contact data [77]; essen-
tially, the computation is equivalent to a private set intersection

3We include Covid Alert (Canada’s COVID contact tracing app) [76], which does not
fit all rubrics but has interesting dataflows that are worth discussing in the paper.
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Bluesky[23] Covid Alert[76] DuckDuckGo[35] Nextcloud[60] Signal[78] Simplenote[79] VLC[87] Wikipedia[89] WordPress[90] Home Assistant[22]
Category Social media Contact tracing Browser File Management Messenger Notes Media player Wikipedia Blogs Home automation
Contact
dataflow N/A N/A N/A N/A Find other users

from contacts
Share notes with
other contacts N/A N/A N/A N/A

Location
dataflow N/A N/A

Share location
with websites to
obtain location
based results

Show location
on a map

Reverse geocode,
search and share

location
N/A N/A

Search and
recommend
articles based
on location

Add current
location
to posts

Send location
to local Home
Assistant
server

Image/
video

dataflow

Set profile
pictures,

create posts
N/A Perform voice

search

Upload image/
video to

user’s cloud

Send image/
video N/A

Control Apple
system event to

resume/pause media
N/A

Add
photo/media
to posts

Perform voice
assist

Other
dataflow N/A

Record bluetooth
keys and match

keys with positive
Covid diagnosis

N/A N/A
Transfer app data
to another device

via LAN
N/A

Access Desktop/
Documents/Downloads
folder, and network/
removable volume

N/A N/A

Sends motion
data and focus

status to
Home Assistant

Table 2: Dataflows of representative apps. N/A means no dataflow exists in the app

between individuals’ contacts and Signal’s users [67]. A simplified
implementation of this dataflow using the escrow may look like:
Escrow.run("SELECT phoneNumber FROM Contacts") {
phoneNumbers -> SignalAccounts in

let url = SignalEnclaveURL()
let matched = contactDiscovery(phoneNumbers, url)
return matched }

While technically the mechanisms Signal implemented for con-
tact discovery would already ensure individuals’ contact data re-
main private and not accessible to anyone else, implementing this
dataflow via the escrow makes it transparent that this computation
only takes place in Signal’s enclave and the data is not used for other
purposes. In addition, it is conceivable that the contact discovery
can take place in an escrow-controlled server with similar enclave
technologies, so individuals gain more control over the specific
usage of their data. Lastly, it is worth noting that such emphasis on
privacy-preserving computation, like what Signal has implemented,
is not the current industry norm [101].

On the other hand, Simplenote lets individuals pick which con-
tact they would like to share their notes with, then sends a request
to the contact (e.g., via email). This dataflow can also be imple-
mented using the escrow; for instance, access() fetches necessary
contact records (e.g., name and email), and compute() implements
the interface that allows the individual to pick which contact to
share with, then sends the request to the contact. The escrowmakes
it transparent what data Simplenote has access to (in this case it
would only have access to the specific contact the individual picked)
and how the data is used.
Image/video dataflow. Seven apps have read access to the de-
vice’s Photos Library. Most apps access the Photo Library for func-
tionalities such as setting avatars (Bluesky [23]), creating posts
(Bluesky, WordPress [90]), sending / uploading messages / files
(Nextcloud [60], Signal), or playing videos (VLC [87]). We concen-
trate on one unique use case from two apps (DuckDuckGo, Home
Assistant), which is speech recognition. Generally, there are two
ways to perform speech recognition: one is to transcribe a recording
that’s already stored on-device, and the other is to transcribe live
speech. Implementing the former task using the escrow is straight-
forward; for example, to transcribe the most recently stored audio
recording, developers can write:
Escrow.run("SELECT asset FROM Photos WHERE mediaType
=='audio' ORDER BY creationDate LIMIT 1") {
recording -> String in

let recognizer = SpeechRecognizer()
let text = recognizer.transcribe(recording)
return text }

The SQL query fetches the most recently created asset stored
in the Photos library that has an audio media type. The query re-
turns a native PHAsset object that can be directly consumed by the
SpeechRecognizer. On the other hand, transcribing a live speech
is generally achieved by storing the individual’s live speech in a
buffer in memory. When the buffer is full (or after a small time in-
terval), the speech recognizer will transcribe the new buffer (along
with the previously stored buffers), thus achieving the effect of tran-
scribing speech on the fly. Since no speech data is physically stored
on-device, the escrow cannot access the data, thus we consider
implementing this dataflow to be outside the scope of this paper.
However, it is possible that by integrating with Apple’s infrastruc-
ture the escrow will be able to access structured data that is stored
in memory and enable dataflows such as live speech transcription.
Other dataflows. Four apps contain dataflows that do not involve
contact, location, or image/video data, each with its distinct purpose.
All dataflows from Covid Alert, VLC, and Home Assistant can be
implemented using the escrow except Signal, since Signal’s dataflow
involves app-specific data that is not accessible using Apple SDKs.
We explain how to implement the dataflow from Covid Alert, which
we consider to be the most interesting one among the four apps.

Covid Alert is Canada’s official Covid contact tracing app. The
app uses Apple’s Exposure Notification framework [20]. It works
by recording each individual’s on-device Bluetooth keys when their
device exchanges Bluetooth beacons with other devices. When an
individual receives a positive COVID diagnosis, they can voluntar-
ily share their keys with the government-controlled remote key
server, which stores all Bluetooth keys from individuals who have
recently tested positive for COVID. Periodically, the app downloads
keys from the key server and tries to find whether the individual’s
keys from the last 14 days match any of the downloaded keys (from
those who tested positive). If there is a match, the app notifies the
individual. The two important dataflows—sharing keys with the
key server when an individual tests positive, and matching the indi-
vidual’s keys with keys downloaded from the key server, can both
be implemented using the escrow. For example, an approximate
implementation of the former dataflow may look like:
Escrow.run("SELECT * FROM KeyTable ORDER BY data LIMIT
14") { keys in let url = keyServerURL()

shareKeysWithServer(url) }
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Data Access Computation

Contacts Get the phone number of the contact whose given name is ’uniqueName’
SELECT phoneNumber FROM Contacts WHERE givenName = ’uniqueName’

Check if the result is a valid US phone number

Photos Get the most recent 100 images (as PHAssets) from the Photos library
SELECT phasset FROM Photos WHERE mediaType==’image’ ORDER BY creationDate DESC LIMIT 100

Transform the result to a list of NSImage

Location Get the most recent location (as CLLocation)
SELECT cllocation from Location ORDER BY timestamp DESC LIMIT 1

Get weather using OpenWeatherMap [63] API

Table 3: Dataflows run by the escrow-based and baseline app, which uses SQL query and Apple SDKs to access data respectively

Figure 3: Average access and compute runtime (with std) by escrow-based app vs baseline app over 10 runs

Using the escrow provides transparency of the dataflow and en-
sures that the individual’s private health information is not exposed
to anyone else other than the government-controlled key server.

In summary, we show that it is feasible to re-implement many
dataflows in real-world apps via the escrow’s programming inter-
face. We note that since the apps we collected are all open-source,
they are a "biased" sample in the sense that the apps are already
designed with transparency as a priority. Many closed-source apps
have undisclosed dataflows for purposes not covered in our analysis
(e.g., profiling, resale). Enforcing those dataflows to be implemented
using the escrow would enable individuals to gain transparency
and control over these dataflows.

6.2 RQ2: Runtime Efficiency of the Escrow

We measure the overhead introduced by the escrow by comparing
the time to access data and run computation on the data using the
escrow’s run function versus without the escrow (i.e., the baseline)
for different data sizes. Table 3 shows the dataflows used in our
evaluation, which involve three data types that are representative
in many of today’s apps, as we have shown in Section 6.1.
Implementation.We implement an escrow-based app, which uses
the escrow’s run function to access data and run computation,
and the baseline app, which uses Apple SDKs to access data. The
computation functions in both apps are implemented in a similar
way and the output of the computation are exactly the same.

The escrow-based app uses the escrow as a static singleton in-
stance (note that the escrow prototype is deployed as a library). We
implement its relational engine using Virtual Tables with Pushdown.
The schemas of the virtual tables are:
• Contacts: id TEXT, givenName TEXT, familyName TEXT, phoneNumber
TEXT

• Photos: id TEXT, phasset PHAsset, mediaType INT, creationDate
DATE, collectionID TEXT, collectionName TEXT

• Location: cllocation CLLocation, longitude REAL, latitude
REAL, horizontalAccuracy REAL, timestamp TIMESTAMP

We implement projection pushdowns for all three virtual tables.
In addition, for Contacts table, we implement predicate pushdown
for all four columns, For Photos table, we implement predicate push-
down for id, mediaType, collectionID and collectionName, and
order by / limit pushdown for creationDate. For Location table,
we implement order by / limit pushdown for timestamp.
Data preparation. We prepare and run the experiments for differ-
ent data sizes. For contacts, we add 100, 1k, 10k, and 100k contacts
records to the Contacts app; each record has a unique given name,
family name, and phone number. For photos, we add 100, 1k, 10k,
and 100k photos to the Photos library; each photo is 16KB. Location
data is updated in real time.
Configurations. The apps are implemented as multi-platform
(iOS/macOS) apps in Swift 6.1. We deploy the app as a macOS
app and run the experiments using a 2021 MacBook Pro with Ap-
ple M1 Pro chip, 16 GB memory, and macOS 15.6.1, since iPhones
cannot handle the large data volumes we will insert.
Result. We run each app 10 times for each dataflow and data size,
and we show the average access and computation time separately
(with standard deviation) in Figure 3. In short, the escrow intro-
duces very little overhead. For contacts dataflows, the runtime is
dominated by the data access time, since checking whether a given
number is a valid US phone number only involves regex matching
and is very fast. Because the escrow executes the SQL query via
the Contacts virtual table, which implements pushdown for projec-
tions and predicates, the database does not perform additional data
filtering, hence the overhead is small compared to fetching data
directly using Apple’s Contacts SDK. For photos dataflow, as data
size increases, the majority of runtime shifts from computation to
data access, since the number of photos to process stays the same
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Full Projection Predicate Order By / Limit

Contacts SELECT * FROM Contacts
SELECT familyName, givenName

FROM Contacts
SELECT * FROM Contacts

WHERE givenName = ’uniqueName’
\

Photos SELECT * FROM Photos SELECT phasset FROM Photos
SELECT * FROM Photos

WHERE collectionName = ’uniqueAlbum’
SELECT * FROM Photos ORDER BY
creationDate DESC LIMIT 1

Location \ \ \ SELECT * FROM Location ORDER BY
timestamp DESC LIMIT 1

Table 4: Queries run by the escrow’s relational interface

Figure 4: Average runtime (with std) to execute queries over 10 runs using Materialized Tables (MT), Virtual Tables (VT), and

Virtual Tables with Pushdown (VTP)

in the computation function. Similarly to Contacts, the Photos vir-
tual table also implements pushdown so there is no additional data
filtering on the database side. For Location dataflows, the runtime
is dominated by the computation time, since data is transferred to
and from the OpenWeatherMap server.

In summary, the escrow’s overhead comes from the relational
engine and any post-processing the escrow needs to perform to
transform the query result to a unified format so it can be processed
by the subsequent computation function. Implementing pushdown
in virtual tables reduces the amount of data filtering the database
needs to do, and implementing the zero-copy mechanism for pass-
ing native Swift objects through the relational engine ensures there
is no serialization overhead, thus reducing the overall overhead.

6.3 RQ3: Relational Engine Comparison

We compare the runtime performance of three implementations
of the escrow’s relational engine (Section 4.3): Materialized Tables,
Virtual Tables, and Virtual Tables with Pushdown. Table 4 shows
the queries used in the evaluation. We categorize the queries into
full, projection, predicate and order by / limit queries in order to
evaluate how each implementation performs for each category.
Setup. All three implementations are exposed to the same schema
as described in the previous experiment (Section 6.2). We also use
the same data preparation and experiment configurations as in the
previous experiment. We create a unique album with one photo
inside, in addition to the photos we have already added. We only

measure the performance of running the data access function and
there is no computation function involved. All three implementa-
tions produce query result in the same format.

size=100 size=1000 size=10000 size=100000
Contacts 10.85 32.68 279.28 3402.41
Photos 290.72 1714.91 19150.86 130038.08

Table 5: Time (ms) to materialize Contacts and Photos table

Result. We run each query 10 times, and we show the average
runtime with standard deviation in Figure 4. In addition, for Ma-
terialized Tables, we report the time to materialize the Contacts
and Photos table for each data size in Table 5. The time grows
linearly with the data size. Materializing the Photos table takes
considerably more time since it needs to enumerate each photo
asset and fetch its collection ID and name. The runtime perfor-
mance of the three implementations varies for different categories
of queries. As expected, Virtual Tables with Pushdown perform
better than Virtual Tables for all except full (SELECT *) queries,
in which case the two implementations have roughly the same
runtime since no pushdown can be applied. Notably, Virtual Tables
with Pushdown performs magnitudes faster for highly selective
queries (Photos queries with predicate and order / limit), because
it asks the PhotoKit framework for a single album with only one
photo inside or the single most recent photo, avoiding the material-
ization of unnecessary data, whereas Virtual Tables implementation
must filter or sort all photos. It is also the fastest for Photos queries
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with projection since the other two implementations both need
to fetch collection information for each phasset, which is costly.
Materialized Tables implementation is about an order of magnitude
faster than the other two for Contacts queries but not for Photos
queries, because for Contacts queries the data is already in the
database and SQLite can employ any internal optimization it needs
to execute the query efficiently, but for Photos queries the escrow
needs to map the result phasset IDs to phasset objects when the
query finalizes, which introduces overhead. Both Virtual Tables
implementations use zero-copy mechanism to pass phasset objects
through the database thus do not incur serialization overhead.

In summary, while Materialized Tables offers speed for full scans,
it suffers from high initialization costs and data staleness. By ap-
plying classic query optimization principles, Virtual Tables with
Pushdown provides the data freshness of on-the-fly data virtualiza-
tion with performance that is competitive with, and in some cases
superior to, querying materialized data.

7 Related Work

PersonalData Sovereignty.The concept of personal data sovereignty
has emerged as a critical paradigm for rebalancing control in the
digital economy [37, 49, 56, 66]. Our work’s central goal of Personal
Dataflow Sovereignty is a direct, technical instantiation of this prin-
ciple, providing a concrete mechanism for individuals to exercise
control over how their data is used. While legal frameworks like
the GDPR [38] provide a foundation for personal data sovereignty,
their practical implementation often falls short [73], highlighting
the need for a technical foundation like the one we propose. The
data management community has a rich history of engaging with
the core technical problems under personal data sovereignty, from
Hippocratic Databases [4] that articulates a vision for database sys-
tems designed with privacy as a core principle, to seminal work
on purpose-based access control databases [26], to more recently a
data escrow system [91] that enables delegated computation.
DataGovernance Frameworks.The concept of rebalancing power
in the data economy has given rise to various data governance
frameworks [1]. These include Data Unions, Data Trusts, and Data
Cooperatives, which advocate for collective organizations that
would manage data and negotiate on behalf of individuals [33, 51,
70]. A related economic perspective reframes individual-generated
data as a form of digital labor, arguing that individuals should be
compensated for their contributions to the data economy, a concept
known as Data as Labor [21, 68]. While these frameworks provide
compelling visions for a more equitable data ecosystem, they of-
ten lack a concrete technical foundation for their implementation.
Our data escrow architecture can be viewed as a critical piece of
enabling the technical infrastructure that serves as the trustworthy
intermediary required for such frameworks to operate effectively.
Privacy design and enforcement mechanism. A large body
of research focuses on usable privacy and policy design in apps.
For instance, many works focus on privacy designs to guide in-
dividuals toward informed privacy choices [3, 41, 46, 75, 96–98].
Recent research has also explored the use of Large Language Mod-
els (LLMs) to facilitate privacy comprehension [36, 40]. However,
a critical gap exists: usable privacy solutions frequently lack the

underlying technical feasibility to be deployed effectively in prac-
tice [25, 34, 43, 52, 64]. Our escrow provides the technical mecha-
nism required to enforce individuals’ dataflow preferences, thereby
motivating and providing the necessary foundation for future policy
design on eliciting those preferences. In addition, existing industry
practices offer alternative approaches to data minimization, such
as data pickers that allow granting apps access to only the subset
of data individuals have picked (e.g., Apple’s Photo picker [18]).
However, they fundamentally constrain the types of computations
a developer can implement. The escrow model differs by allowing
developers to specify arbitrary computation over data.
Relational model over heterogeneous data sources. The chal-
lenge of providing a unified query interface over multiple hetero-
geneous data sources is a classic problem in the database commu-
nity [47]. Data virtualization techniques are pioneered by early data
integration systems like Garlic [28], where source-specific wrappers
translate queries against a global schema into the native languages
or API calls of the underlying sources. This principle is now widely
adopted in production systems, for instance, through PostgreSQL’s
Foreign Data Wrapper (FDW) [69]. The escrow’s relational inter-
face applies this same principle of data virtualization, creating a
unified schema over disparate, programmatic APIs to access data.
Our approach is also analogous to how TinyDB [58] overlays a
relational model over data collected from sensor networks.
Trusted Execution and Computation Offloading. A core ca-
pability of the escrow is offloading computation while keeping
data within the individual’s trust zone, necessitating mechanisms
for secure execution. Therefore, we contextualize our architecture
alongside prior systems that secure data and computation against
untrusted environments. In cloud settings, systems like Sieve [88]
and Iron [42] leverage functional encryption and cryptographic
access controls, while Slalom [86] and Telekine [50] use hardware
enclaves to secure remote workloads. On mobile devices, frame-
works such as TinMan [92], ShadowNet [84], and SeCloak [57]
rely on hardware isolation to shield peripheral data and execution
from the host OS. While the escrow architecture provides the or-
chestration layer, which dictates whether a dataflow is permitted
based on its purpose, these prior systems provide the execution
layer, which dictates how it is securely computed. When the escrow
executes a compute() function on local hardware or offloads it to
an escrow-controlled server, it could leverage these technologies to
ensure the execution remains trustworthy.

8 Conclusion

In this paper, we contribute a solution for a critical problem in
the modern data economy: the loss of personal data sovereignty.
We propose a data escrow architecture that leverages delegated
computation. We design and implement a minimally invasive pro-
gramming interface and an efficient data virtualization layer to
make this model practical and developer-friendly. Our concrete im-
plementation in the Apple ecosystem demonstrates a feasible path
to deployment. Finally, our comprehensive evaluation shows both
qualitatively and quantitatively that our escrow solution is expres-
sive enough to implement dataflows in a wide range of real-world
applications, and that it is efficient.
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