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Abstract
FemHealth apps (e.g., period, fertility, and pregnancy trackers) col-
lect highly sensitive sexual and reproductive health data and have
become a focal point for privacy, security, and safety (PSS) concerns,
particularly amid changes in reproductive health regulations in the
US and growing public scrutiny. While prior work has identified
shortcomings in the PSS protections implemented by FemHealth
apps, far less is known about how the product teams developing
these apps conceptualize and operationalize PSS in practice. We
conducted semi-structured interviews with 14 FemHealth app prod-
uct teammembers who represented 11 unique apps and held diverse
roles, including software engineering and architecture, security and
privacy, product management, policy and legal compliance, and
UX/UI research and design. We found that data collection decisions
are often driven by feature-specific objectives, such as improving
prediction accuracy and enabling reliable backups, rather than by
explicitly articulated PSS requirements. Teams also frequently rely
on legal compliance frameworks and PSS practices designed for
general-purpose apps, while expressing confidence that these mea-
sures provide adequate protection. In addition, we identified four
persistent challenges faced by FemHealth app product teams: dis-
agreement over whether FemHealth apps require distinct PSS pro-
tections compared to non-FemHealth apps; difficulty establishing
and maintaining user trust; uncertainty arising from cross-border
enforcement related to abortion; and technical limitations associ-
ated with backups, end-to-end encryption, and coercive local access
to data. Based on these findings, we derive a set of requirements and
provide actionable technical and policy recommendations to inform
the design, engineering, and governance of PSS in FemHealth apps.
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1 Introduction
The global FemHealth app1 market is rapidly growing and was
valued at USD 4.85 billion in 2024, with the US accounting for the
largest share [146]. These apps often collect and process user data
to track menstrual cycles, fertility, pregnancy, and other aspects
of sexual and reproductive health. Some also provide convenient
and cost-effective healthcare information and advice, such as pre-
dictions of fertility-related diseases [90, 125]. Many of these apps
generate inferences about users’ health and app usage; however,
such inferences often lack explicit legal protections for users’ per-
sonally identifiable information (PII) and are not communicated
transparently to users [111]. Although some users are aware of
the privacy, security, and safety (PSS) risks and potential harms
associated with using these apps (e.g., being prosecuted for a pos-
sible abortion based on data entered into the apps) [116], many
struggle to understand how to effectively manage these risks and
protect themselves from PSS harms [119] (see §2.2). In addition to
authorities seeking access to users’ data [74, 116], FemHealth app
users may face threats from other actors, including insurers [143],
conservative and religious individuals or groups with stigmatizing
beliefs [2, 3, 84, 187], and abusive intimate partners [52, 148, 192].

Despite increasing attention in research and public discourse
to PSS concerns surrounding FemHealth apps and FemTech more
broadly, particularly following the U.S. Supreme Court’s Dobbs v.
Jackson Women’s Health Organization decision, which removed
federal protection for abortion rights [88], most existing work has
focused on end users [38, 90, 116, 119, 135], or on analyzing app
behaviors (e.g., via dynamic analysis) and policy artifacts (e.g., pri-
vacy policies) [10, 56, 99, 111]. Comparatively little attention has
been paid to the PSS perspectives and practices of product team
members involved in the design, development, and maintenance
of FemHealth apps (see §2.2 and §2.3). Following prior work [73],
we define “product teammembers” as individuals who contribute to
the design, development, or maintenance of FemHealth apps. Given
their influence over app functionality and data-handling practices,
understanding their perspectives is critical. To address this gap, we
investigate the following research questions (RQs):

1In this paper, we use the term “FemHealth apps” for simplicity and consistency
with how these technologies are referred to in the FemTech industry. However, we
understand that this term may not fully represent the diversity of FemHealth app
users, as these apps can be used by people of any sex or gender assigned at birth.
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RQ1: What are the PSS perspectives and practices of FemHealth
app product team members?

RQ2: What PSS challenges do FemHealth app product team mem-
bers face?

To answer our RQs, we conducted semi-structured interviews
with 14 FemHealth app product team members from diverse back-
grounds and demographics, varying in gender, location, age, edu-
cational attainment, professional experience, and team size. Our
participants represented 11 unique apps. During the interviews,
we explored participants’ views on their FemHealth apps’ data
practices, PSS concerns and the strategies used to address them,
available PSS resources and support for product teams, and legal
and regulatory considerations.

Contributions.Our work makes three main contributions. First,
we provide rich qualitative evidence of how FemHealth app product
team members reason about data collection and implement PSS
protections during design and development, complementing prior
audits and policy analyses that primarily infer practices from in-app
user interface features and privacy policies. Second, we identify
four recurring PSS challenges that shape FemHealth app design and
engineering in practice: (i) contested views on whether FemHealth
apps are “unique” from a PSS perspective, (ii) difficulties in earning
and maintaining user trust amid political change and social me-
dia amplification, (iii) uncertainty arising from tensions between
data protection obligations and abortion-restriction enforcement
pressures, and (iv) technical constraints related to backups, account
recovery, and end-to-end encryption (E2EE), particularly in the
presence of coercive threat actors. Third, we translate our findings
into concrete PSS requirements and offer actionable recommenda-
tions for FemHealth app product teams and policymakers.

2 Related Work
2.1 PSS in Mobile Health (mHealth) Apps
Users are increasingly turning to digital tools to better under-
stand [67, 134] and manage their health [22, 41], with mobile health
(mHealth) apps widely used for tracking andmanaging both general
health and specific medical conditions. However, a range of security
and privacy threats [138], along with transparency issues [57, 80],
have been identified in mHealth apps, raising user concerns [140].
These issues can create safety risks, particularly given the sensi-
tivity of the data handled by such apps [37, 132, 193]. As a result,
mHealth apps must establish and maintain high levels of user trust
to support sustained adoption and long-term use [171]. Notably,
perceptions of privacy and safety inmHealth apps are highly contex-
tual, with both the type of app and the nature of the data collected
significantly shaping users’ attitudes [21].

2.2 PSS in FemHealth Apps
In addition to the PSS risks common to all mHealth apps, FemHealth
apps–a specialized category of mHealth apps–introduce a distinct
set of PSS risks due to the nature of the data they collect and the
potential threat actors involved. These apps primarily collect and
process highly sensitive personal health data, including sexual and
reproductive health information [78, 81, 144]. Many also collect
behavioral and location data, sometimes without users’ explicit
consent [10], thereby further increasing PSS risks [120]. While

FemHealth apps frequently share personal data with third par-
ties [56, 105], responsibility for managing these risks is often shifted
onto users [111], and app privacy policies are frequently insuffi-
ciently transparent [61, 154]. These risks are further amplified by
the stigma associated with certain reproductive health conditions,
such as unintended pregnancy [163], abortion [20, 110], miscar-
riage [36], and infertility [136, 203].

FemHealth app users also vary in how they perceive and respond
to these risks. Some report positive experiences with FemHealth
apps [49], while others, aware of the sensitivity of their data [170],
describe limited understanding of, and control over, data prac-
tices [79]. These users are often forced to choose between not using
the app or accepting all terms and conditions [102, 118], leading to
feelings of powerlessness [38]. At the same time, some users turn to
social media to collectively discuss and address their concerns [169].

Abortion rights vary widely across countries and U.S. states, and
in restrictive settings, FemHealth app data can be weaponized to
surveil, criminalize, or prosecute users. In the U.S., abortion access
restrictions began after Texas Senate Bill 8 (September 2021) [184].
On June 24, 2022, the Supreme Court’s Dobbs v. Jackson Women’s
Health Organization decision overturned Roe v. Wade (1973) [86]
and Planned Parenthood v. Casey (1992) [87], removing federal con-
stitutional protection for abortion [88]. Since then, some state poli-
cies have further restricted access to abortion [26, 109, 166, 173, 186],
sometimes leading to preventable harms, such as increased infant
mortality rates [66]. In England and Wales, abortion access has
also been constrained by legal and procedural conditions [107, 108,
185], alongside strengthening political voices opposing abortion
rights [30, 47, 114, 174] and enforcement actions related to abor-
tion [48, 59, 188]. Meanwhile, protections of abortion rights remain
limited in some other jurisdictions, including parts of the EU [117]
and El Salvador [165, 191].

The Roe v. Wade decision by the U.S. Supreme Court in 1973
often served as a reference point for strengthening abortion rights
around the globe [91]. The Dobbs decision, which overturned Roe v.
Wade, amplified ideas popular in the global anti-abortion coalition,
which favor jurisdiction-based considerations of abortion rights
over federal or multilateral agreements [123]. Such changes in the
U.S. can encourage global actions protecting abortion rights on the
one hand [91], and a global wave of anti-abortion actions on the
other hand [4, 91]. Thus, following the Dobbs decision, FemHealth
app users worldwide have shifted from being often indifferent to
PSS risks [16, 34] to expressing increased concerns [111, 119, 125].
Seemingly benign FemHealth data (e.g., menstrual dates and heart
rate) can be used to infer highly sensitive health information, in-
cluding pregnancy and abortion status [15, 95]. Additional concerns
have been raised about IP addresses that enable user tracking and
the collection of data for advertising purposes [198]. Despite reas-
surances from product teams [168], many FemHealth apps have
been found to suffer from security vulnerabilities [150]. However,
despite a substantial body of research on FemHealth apps and their
users, comparatively little attention has been paid to FemHealth
app product teams that can improve apps or address user concerns,
but that may also introduce PSS risks into their apps.
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2.3 PSS in App Design and Development
PSS issues have been extensively studied across different stages of
app design and development. Prior work has examined concerns
such as unnecessary data collection [72, 176], unintended data leak-
age [63, 157, 194], extensive data-sharing practices [93], and limited
user control over personal data [130]. Although users’ perceptions
of privacy are inherently subjective [195], they consistently express
a desire for greater control over their data [13, 103], often pointing
to the need for app-level improvements [28, 197]. Numerous design
approaches have been proposed to improve user privacy and safety,
including clearer privacy policies [145, 200], AI-powered methods
to better inform users [196], and nudges that encourage better PSS-
related decisions [43, 113, 202]. However, these approaches face
several challenges, as users may perceive them as burdensome to
use [25, 58, 71, 167] or as too costly or overwhelming to adopt in
practice [164, 175]. As a result, effective PSS design must account
for the interests of different stakeholders and remain sensitive to
contextual factors [24, 111, 128].

While many studies have shown that it is not easy for prod-
uct teams to build and maintain users’ trust [137, 142, 160, 162],
app product teams often de-prioritize PSS for various reasons, in-
cluding revenue-driven incentives [53, 94, 98, 176, 182]. They also
encounter technical challenges, such as deploying E2EE and se-
cure cloud services [14, 50, 151, 183], and organizational barri-
ers [1, 73, 92, 106, 131, 155, 180], such as problematic third-party
services [44, 70] and a lack of actionable PSS guidance [98, 181].
In addition, product teams often struggle to interpret and imple-
ment PSS-related laws and regulations in practice [12, 179], as well
as concerns regarding multi-jurisdictional compliance [141]. Al-
though prior research has explored ways to support product teams
in improving PSS, such as addressing code vulnerabilities [106],
making more informed data-sharing decisions [177], complying
with regulations [179], ensuring secure data transmission [68, 96],
strengthening secure development and testing practices [5, 6, 39],
and promoting secure AI use [62], product teams often rely primar-
ily on app marketplace requirements and automated vulnerability
checks [12, 182]. While research has introduced various methods to
integrate PSS considerations into the software design and develop-
ment process [82, 83, 161, 201], including Privacy by Design (PbD)
principles and strategies [40, 45, 75, 76], few studies have taken the
perspective of product teams or differentiated between responsi-
bilities across different team roles [141]. Finally, because product
teams developing FemHealth apps remain largely understudied, it
is unclear whether they face distinct challenges and how they can
best be supported.

2.4 Summary of Gaps in Prior Work
Prior work has examined PSS in FemHealth apps (§2.2) and in app
design and development (§2.3). However, within the FemHealth
app context, research has primarily focused on apps (e.g., analysis
of privacy policies, network traffic, and UI/UX) and users, leaving
the perspectives and practices of FemHealth app product teams
largely understudied. Existing studies often infer data practices and
risks from privacy policies or user comments. However, empirical
evidence remains limited regarding how FemHealth app product

teams reason about trade-offs, threat actors, and compliance obli-
gations, particularly in a post-Dobbs environment. In this context,
the same data may attract new and different threat actors and carry
heightened legal risks compared to the period prior to the decision
overturning Roe v. Wade.

Moreover, although the broader app security literature proposes
many PSS strategies (e.g., data minimization, user controls, secure
development, and improved disclosures), it remains unclear how
these strategies are interpreted, prioritized, and operationalized by
FemHealth app product teams under real technical and organiza-
tional constraints. Finally, despite FemHealth apps being widely
characterized as a distinctive subcategory of mHealth, due to sen-
sitive reproductive data and stigma-related harms, little is known
about how product teams perceive this “uniqueness,” and how it
shapes their design and development decisions, governance prac-
tices, and assumptions about sufficient PSS protections.

3 Methodology
All supplementary materials, including the screening survey, inter-
view guide, and codebook, are available in this OSF repository2.

3.1 Participant Recruitment
We asked each potential participant to complete a screening sur-
vey to recruit a diverse sample of FemHealth app product team
members, varying in mobile app design and development expe-
rience, product team size, team responsibilities, and educational
background. Eligible participants were required to be 18 years or
older, fluent or native English speakers, and to have been involved
in the design and/or development of at least one mobile app that
met all of the following criteria:

(1) The app tracks users’ periods, fertility, pregnancy, or other
aspects of sexual and reproductive health.

(2) The app is published on an app marketplace (e.g., Google
Play Store or Apple App Store).

(3) The app collects user data to provide its services.
(4) The app is primarily designed for consumer use rather than

exclusively for healthcare professionals.
We initially shared the screening survey link via social media

platforms (LinkedIn, Facebook, and X) and Prolific. However, af-
ter identifying challenges in verifying participants’ experience in
developing FemHealth apps and ensuring data quality, we discon-
tinued these recruitment channels. Consequently, we excluded all
interview data from participants recruited through these platforms,
as we observed substantial discrepancies between participants’ self-
reported expertise in the screening survey and their demonstrated
knowledge and experience during interviews. We subsequently
shifted to recruiting participants exclusively through direct emails
obtained from publicly available sources (i.e., app marketplace list-
ings and FemHealth app websites) and through direct messages
on LinkedIn after reviewing corresponding profiles. The Research
Ethics Committee of the primary author’s institution approved the
study, including the recruitment approach, following careful ethical
review, as all contact information was publicly available and re-
cruitment attempts were intentionally limited to avoid spamming.

2https://osf.io/3pkrz/?view_only=a8180e0dfd1d4942b1b14509e78afc25
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In addition, we leveraged our professional networks and snowball
sampling to recruit additional participants [133]. Of the 14 partici-
pants, seven were recruited via direct messages on LinkedIn, four
through snowball sampling, and three via email.

Table 1 summarizes the aggregated characteristics of partici-
pants. We aggregated characteristics to prevent de-anonymizing
participants and their companies or apps. Our sample reflects sub-
stantial diversity in gender, location of residence, age, educational
background, tenure in app design and development, app availabil-
ity regions, team size, and role responsibilities. Notably, only four
participants held a single responsibility, while ten held multiple
responsibilities. Participants from smaller product teams tended
to combine more responsibilities, as also observed in other stud-
ies [12, 23]. We view the diversity of team responsibilities among
our participants as a methodological strength. PbD and regula-
tory compliance are collaborative processes distributed across team
members with diverse responsibilities [40, 45, 75, 76], whose com-
plementary expertise and decisions shape not only legal risk assess-
ments and technical safeguards, but also data transparency, user
communication, and the design of user-centered data controls and
security and privacy features. Including these perspectives enables
a more holistic understanding of how real-world teams implement
and interpret compliance and PSS requirements in practice.

Across the eleven unique FemHealth apps that our participants
worked on3, three were branded as menstruation apps, two as preg-
nancy apps, and six as both. However, all apps included calendar-
based functionality, allowing users to record a wide range of per-
sonal information regardless of branding. Each participant was
compensated £50 (or the equivalent in local currency) for an ex-
pected one-hour time commitment.

3.2 Interview Procedure
We conducted all semi-structured interviews remotely via Microsoft
Teams4, using the first author’s institutional license. Interviews
lasted an average of 64 minutes (min: 47 minutes; max: 81 min-
utes). When some interview questions remained at the end of the
first hour, we offered participants the option to end the interview
without penalty or continue; all participants chose to continue.
Participants did not need a Microsoft Teams account to partici-
pate. All sessions were audio-recorded and transcribed using the
same software. The first author then listened to each recording and
manually verified the transcripts word by word to ensure accuracy.
Our interview guide comprised seven main sections: warm-up, app
practices, privacy risks and concerns, mitigation strategies, privacy
communication mechanisms, resources, and regulations.

If participants had worked on multiple eligible apps, we asked
them to select the app to which they had contributed the most as
the main focus of the interview. When their contributions were
comparable across apps, participants selected the app they had
worked on or updated most recently. We also invited participants
to share perspectives and experiences from their work on other
FemHealth apps if these differed from those discussed for the main
app; however, this occurred rarely.
3Although we contacted candidates representing more than 11 apps, not all responded
or qualified. As a result, some participants represented the same app but held different
responsibilities, providing diverse and sometimes complementary perspectives.
4https://www.microsoft.com/en-us/microsoft-teams/

Pilots. We conducted pilot interviews with four participants
to refine the interview protocol and improve its conversational
flow. Based on these pilots, we removed detailed questions about
writing privacy statements (e.g., privacy policies), as many product
team members were not directly involved in this process. We also
observed that participants provided more nuanced responses when
specific prompts followed their initial unaided recall. Accordingly,
we introduced additional probes on privacy mitigation strategies,
organizational barriers, and information sources. These probes were
used only after participants’ initial responses to minimize bias. Due
to substantial revisions to the interview protocol, we excluded pilot
interviews from the main dataset.

3.3 Research Ethics
To address ethical concerns, we employed several strategies. First,
we obtained informed consent from all participants. Access to in-
terview transcripts was restricted to the research team and stored
and shared via the OneDrive cloud service provided by the first
author’s university. In addition, Microsoft Teams provided E2EE
to support secure data handling [122]. Second, we removed all
identifying details from quoted material to protect participants
and the FemHealth apps they worked on from identification. The
collected data could reveal sensitive information about apps’ secu-
rity postures, privacy practices, safety features, business strategies,
technical architectures, and organizational structures, all of which
warranted confidentiality. We also paraphrased all quotes, as explic-
itly requested by two participants, to avoid identification through
wording similar to their apps’ advertising phrases. Finally, we as-
signed random participant pseudonyms (P1–P14).

3.4 Data Analysis
The first two authors conducted reflective thematic analysis [32]
using a small q approach [29, 31]. They began by independently
coding two randomly selected transcripts, each developing an ini-
tial codebook. The authors then compared their codebooks and
interview notes, resolved disagreements, and merged them into a
shared preliminary codebook. Using this merged codebook, they
independently coded two additional randomly selected transcripts
and further refined the codebook by discussing and clarifying def-
initions and adding new codes. This iterative process continued,
and after the twelfth transcript, no substantial new codes emerged,
indicating code saturation [69]. The two authors then used the
finalized codebook to re-code all transcripts. Inter-rater reliability
was assessed using Cohen’s unweighted 𝜅, yielding 𝜅 = 0.84, indi-
cating strong agreement [101]. Any remaining disagreements were
discussed and resolved by consensus. The finalized codes were sub-
sequently organized into themes according to our RQs. Due to the
primarily qualitative nature of this study, our goal is to characterize
patterns in participants’ experiences rather than produce precise
population estimates. Thus, we use verbal qualifiers (a few (1–3),
some (4–6), many (7–12), almost all/all (13–14) [115]) instead of ex-
act counts to avoid a misleading impression of statistical precision.
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Gender Residence Age Education Exp. (yrs) App Availability Downloads Ratings Team size Responsibilities (multi-choice)

Woman (6) UK (5) 18-25 (1) High school (1) 1-5 (6) Africa (9) < 10K (4) < 1K (2) 1-5 ppl (3) Software Engineering/Architecture (7)
Man (8) Germany (5) 26-35 (4) Associate (1) 6-10 (2) Asia (8) 10K-1M (2) 1K-10K (3) 11-25 ppl (2) Security/Privacy (7)

US (2) 36-45 (5) Bachelor’s (5) 11-15 (5) Australia/Oceania (8) 1M-50M (2) 10K-30K (2) 26-100 ppl (5) UX/UI Design & Research (7)
Argentina (1) 46-55 (3) Master’s (6) ≥ 16 (1) Europe (10) ≥ 50M (3) ≥ 30K (3) ≥ 101 ppl (4) Technical Project Management (7)
Lithuania (1) ≥ 56 (1) Doctoral (1) North America (11) Unavailable (1) Executive-level Management (4)

South America (8) Product Management (4)
Quality Assurance (4)
Data Science (3)
Policy/Legal Compliance (3)
Marketing (2)

Table 1: Aggregated demographic and professional characteristics of the 14 FemHealth app product team members in this
study. Abbreviations were applied to selected terms for clarity and conciseness. The “Education” column reports the number of
participants whose highest completed education corresponds to each level. The “Exp. (yrs)” column reports the number of
participants with a given range of experience in mobile app design or development. The “App Availability” column indicates
the number of unique apps available in each region. The “Downloads” column reports the number of unique apps falling
within each download range on Google Play as of April 15, 2026, and the “Ratings” column reports the number of unique apps
within each rating range on the App Store as of April 15, 2026. Participants could report multiple responsibilities.

3.5 PSS Requirements Analysis
We used the PRIPARE (Preparing Industry to Privacy by Design
by Supporting its Application in Research) framework [129] to per-
form PSS requirements analysis based on our findings. PRIPARE
was initially proposed for privacy engineering, including the analy-
sis of privacy requirements. This framework integrates PbD best
practices and standards, and balances high-level expectations (e.g.,
from regulations) with industry realities. We chose this framework
because it is closely relevant to our topic (i.e., PSS perspectives in
product teams), and it stands out from other frameworks due to
its methodological approach and emphasis on multiple stakehold-
ers [17, 27, 129, 156]. In §5.2, we use two complementary perspec-
tives in the PRIPARE framework (i.e., goal-oriented and risk-based
perspectives) to frame our findings into three PSS requirements.
In §5.3, we use the PRIPARE framework to bridge requirements to
practices and propose recommendations to address the PSS require-
ments identified in this study.

3.6 Limitations
Our interview findings are based on self-reported data and are
therefore subject to recall error and social desirability bias [124].
To mitigate these risks, interviewers avoided leading questions
and repeatedly reassured participants, both before and during the
interviews, that there were no right or wrong answers. Second,
the cross-sectional design of our study, drawing on participants
from diverse backgrounds at a single point in time, captures only
a snapshot of current practices and perceptions and cannot assess
how product teams adapt to legal, regulatory, political, or market
changes over time [172]. Although our sample size is small for
drawing statistical conclusions, it aligns with qualitative research
guidelines that prioritize depth and analytic richness over statisti-
cal generalizability [190], and is consistent with prior qualitative
security and privacy studies, especially with hard-to-recruit pop-
ulations such as product teams [e.g., 9, 35, 65, 94, 178]. We also
reached data saturation, as described above, by ensuring that the
themes identified during our analysis of interview transcripts were
sufficient to address our RQs [33], confirming that we derived suffi-
cient meaning from our data to address our RQs and that a larger

sample size would have been unlikely to reveal fundamentally new
or different themes. Additionally, we did not include participants
who spoke languages other than English (e.g., Chinese or Arabic),
even though some of these regions have a growing demand for
FemTech [146]. Almost all participants (13/14) were based in Eu-
rope or North America. This distribution likely reflects both the
geographic concentration of FemHealth app teams initially con-
tacted, many of which are headquartered in these regions, and the
effects of snowball sampling, as participants often referred peers
within their own regional networks. As a result, our sample may
not fully reflect the diversity of legal frameworks, regulatory en-
vironments, cultural norms, and development constraints in other
regions. Future work could address this limitation by expanding
linguistic and geographic coverage, for example, through translated
interviews or partnerships with regional research networks.

3.7 Author Positionality
All members of the research team have experience in PSS in both
academic and industry contexts. Three authors have prior industry
experience as product team members, with responsibilities span-
ning app design and development, general software engineering,
and user experience research. All team members have experience
working with data from human participants, and three have previ-
ously conducted academic research focused on users of FemHealth
apps. Three researchers identify as women; notably, two authors
have personal experience using FemHealth apps, and one of them
was the team member that conducted all participant interviews.
We do not aim to make definitive claims about whether FemHealth
apps, as a category or individually, are secure, safe to use, or privacy-
preserving. Rather, our analysis reflects product team members’
perceptions and reported practices, which may differ from the apps’
actual technical implementations.
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4 Results
4.1 PSS Perspectives and Practices of FemHealth

App Product Team Members (RQ1)
4.1.1 Data Collection. Many participants reported that data col-
lection decisions were not driven by systematic PSS requirements
analysis, but rather by functional requirements needed to support
core app features. Only after data had already been collected and
processed did they begin to consider PSS risks and implement corre-
sponding PSS strategies. The most common reason for data collec-
tion, mentioned by almost all participants, was to provide users with
the core functionalities of a typical FemHealth app: “My app needs
to collect users’ menstrual data to fulfill its main purposes, which are
to record past cycles and to predict future ones” (P11). For many par-
ticipants, tracking users’ health, menstruation, or pregnancy—and,
in some cases, predicting menstrual dates or due dates—was viewed
as an indispensable feature of FemHealth apps. Interestingly, some
participants further suggested that such features and the associ-
ated data collection were so ubiquitous that users would already be
aware of them, including their PSS implications, without needing
to consult privacy statements such as privacy policies: “Users can
read our privacy policy. But no one reads it, which is fine, for everyone
knows we need to collect enough data to predict their periods” (P8).

Moreover, many participants reported that their apps collected
users’ data to improve the accuracy of predictions generated by their
systems: “We use data to refine our algorithms, thereby improving
their accuracy in predictions” (P7). They viewed accurate predictions
about users’ bodies—such as menstrual dates, fertility windows, and
due dates during pregnancy—as essential features of FemHealth
apps: “All predictions are vital to my users for them to navigate
their lives already filled with challenges” (P14). Some participants
further argued that prediction accuracy was so important that it
represented users’ highest priority, and therefore also the primary
focus of their work: “it is the accuracy, not the privacy or security,
that users truly value when selecting FemHealth apps to use” (P2).

Many participants also reported collecting users’ data to provide
backup functionality, which they believed was a key user expec-
tation and a contributor to product competitiveness: “Backups are
important to our success. We sometimes receive emails from users
asking to recover their accounts. Users may have forgotten their pass-
words, changed their email addresses, or lost their phones” (P12). As
P12 described, participants believed users expected their data to be
linked to cloud-based FemHealth accounts rather than being tied
solely to physical devices via local storage, enabling access across
multiple devices or after device replacement, with or without access
to the original device. Furthermore, they assumed that users also
expected to regain access to their data after reinstalling the app on
the same device, which further necessitated backup mechanisms:
“Users open an account with us and automatically believe their data
will exist as long as they don’t delete their account, even after they
uninstall our app” (P2).

Many participants reported collecting data to better understand
their user base, including users’ preferences and behaviors: “We pre-
pared two privacy policies with different wordings and presented them
to two sets of users, analyzing the time users used to read these two
versions” (P4). They further described using such data to construct
user personas based on shared attributes across user segments in

order to deliver personalized features: “Getting to know each individ-
ual user and making their personas, we can offer personalized services,
which is our greatest selling point” (P6). Moreover, many partici-
pants reported that the apps they worked on collected users’ data to
share with third parties for data management or storage, analytics,
or other service provision: “We use AWS 5 [... and] Auth0 6” (P13)
and “We use Cloudflare 7 [...] We rely on AppsFlyer 8 for marketing
and efficiency analysis” (P1). Some participants reported sharing
anonymized user data for research purposes: “We collaborated with
a university to study the effect of COVID-19 vaccines on periods [...] us-
ing anonymous data” (P9). While many participants stated that their
apps had never sold and would never sell user data, a few—primarily
from smaller product teams—reported sharing user data with third
parties for advertising purposes: “Users cannot get harmed by me
sharing their data just for advertisements. My security officer and I
needed to get paid. I tried to make a paid version, but then people just
didn’t download my app” (P11).

Key Takeaway: FemHealth app product teams largely
viewed data collection as feature- and business-driven
rather than PSS-requirement-driven decisions, prioritizing
data tracking, prediction accuracy, backups, user research,
and personalization over PSS implications. This may nor-
malize more extensive data collection and service-side data
retention as necessary to maintain service quality, with
some participants also citing third-party advertising re-
quirements, further amplifying potential PSS risks.

4.1.2 Employed PSS strategies. All participants reported that
they recognized the sensitivity of the users’ data they handled, that
they valued users’ PSS highly, and that they considered it a profes-
sional and moral obligation to protect users’ PSS: “Since it’s my job
to contribute to this app, I need to make sure it’s safe for my users for
me to sleep at night” (P6). They generally perceived no meaningful
distinction between FemHealth apps and other types of apps in
terms of data sensitivity, and therefore felt equally responsible for
protecting PSS in both contexts.

Many participants reported employing PSS strategies they de-
scribed as “best practices for common apps” (P1). These practices
included maintaining transparent and comprehensive privacy poli-
cies, complying with relevant regulations, minimizing data collec-
tion to what was necessary for delivering core functionalities, and
providing fine-grained privacy settings: “We said everything in our
privacy policy. [...] We follow regulations based on users’ jurisdiction.
[...] We respect our users’ rights to their data. They can delete their
data, and we have data minimization” (P1); “We make our privacy
settings more fine-grained after the overturn of the Roe v. Wade” (P13).
However, participants differed in their mental models of what con-
stitutes “best practices,” how transparent and comprehensive their
privacy policies are, what data is strictly necessary, and where the
boundaries of data minimization should be drawn. Moreover, these

5https://aws.amazon.com
6https://auth0.com/
7https://www.cloudflare.com/
8https://www.appsflyer.com/
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mental models may not align with users’ expectations. We discuss
this further in §5.1.

Except for some participants who were unsure whether data was
encrypted in transit, all others reported using traffic encryption.
The only form of data encryption at rest mentioned by participants
was E2EE. Participants described using E2EE to limit their own
access to users’ data, with users’ devices acting as both endpoints
for generating and decrypting plaintext, such that only encrypted
data is transmitted and stored by product teams.

However, many participants did not use E2EE because they be-
lieved that they could offer better and more personalized services
to their users if they retained the ability to fully access users’ data.
Some participants said that their FemHealth apps collected users’
data to share it with third parties for advertising purposes; thus,
they did not employ mitigation strategies like E2EE, as it would
limit their capability to read users’ data.

Further, some participants reported performing data classifica-
tion. By storing different types of data separately according to their
usage, teams enforced differentiated access rights so that each team
member could only access data necessary for their role: “We have so
many types of users’ data: cycles, bleeding patterns, pill usages, sleep
data, moods, sex drives, ages, and bowel movements [...] Based on how
it will be used, we store our data in different places. For example, one
database stores data for user research, one for login credentials” (P4).
Many participants also relied on third-party services, including
cloud providers and user identity management providers. When
such services were mentioned, some participants acknowledged
that they could introduce PSS concerns and stated that they held
these third parties accountable for maintaining appropriate PSS
standards: “We choose our service providers carefully and inform
them of our strict privacy and security standards” (P8).

One participant in a small product team (P3) reported that the app
they worked on, branded solely for tracking menstrual cycles and
not intended to generate revenue, collected data only to provide
basic features such as tracking and predicting menstrual cycles.
Most of the collected data was processed and stored solely on users’
devices to enable local predictions, except for a limited amount of
anonymized aggregated analytics data, which was transmitted for
analysis by P3: “I do not store users’ data on my side, except for a tiny
amount of aggregated data. Although I know little about security, I do
not have users’ data” (P3). P3 acknowledged that users would lose
their data if they lost their phones, as no cloud backup was provided.
Except for P3, all other participants either stored users’ data solely
on servers or used a hybrid approach in which data was stored both
on users’ devices and on servers via synchronization. Many relied
on third-party cloud storage services, while others used in-house
servers maintained by the app teams. The primary motivation for
using server-side storage was to enable backup functionality.

Regardless of the practices employed by participants, all ex-
pressed confidence that their PSS measures were sufficient to pro-
tect users. While some acknowledged that improvements were
always possible, none reported concerns that their current PSS
practices might be ineffective or inadequate: “There is always room
for improvement, but users should not be worried because we are
good enough” (P8). Participants provided various reasons for this
confidence, including the absence of user complaints related to PSS
issues in their apps: “We have been very careful about our security

and privacy measures, and we have never received any complaints
about our non-existing breaches or non-existing safety issues for our
users” (P2). Some participants also attributed their confidence to
the professionalism and goodwill of their teams, assuming that no
PSS issues would arise as everyone was doing their best to protect
users’ PSS: “All of my colleagues are good and genuine. My daughters
and I are all using our FemHealth app. Our company has made its
best effort to ensure our app is secure and our users are safe” (P10).

Some participants justified their confidence in PSS protections
through compliance with regulatory or privacy and security stan-
dards. They believed their apps were safe from PSS risks because
they complied with the General Data Protection Regulation (GDPR),
even when some users were not located in Europe, arguing that
“many laws seem to follow the steps of GDPR, which is the strictest
regulation among all relevant ones” (P13). A small number of par-
ticipants referred to other regulations, including the California
Consumer Privacy Act (CCPA) and the Personal Information Pro-
tection Act (PIPA) in South Korea. Finally, a few participants whose
apps were certified under ISO/IEC 27001 or ISO/IEC 27701:2019 be-
lieved that such certifications ensured sufficient PSS protections for
users: “We have volunteered to get certified by two ISO certifications,
which makes our app the most secure” (P10).

Key Takeaway: Product teams expressed strong commit-
ments to protecting users’ PSS and reported employing a
range of protective measures, including privacy settings,
access controls, and E2EE. In practice, however, storage
and encryption decisions were often shaped by product
objectives such as personalization, analytics, and backup
functionality, leading many teams to retain server-side ac-
cess to users’ data. Participants were generally confident
that their PSS protections were sufficient, frequently basing
this confidence on the absence of user complaints, trust
in their teams’ intentions and expertise, compliance with
regulations, or attainment of ISO certifications.

4.2 PSS Challenges Faced by FemHealth App
Product Team Members (RQ2)

4.2.1 Perceptions of the Uniqueness of FemHealth Apps.
Our participants expressed three distinct opinions about whether
FemHealth apps posed a unique set of PSS risks to their users and
whether they should employ additional PSS strategies beyond those
commonly used in other, non-FemHealth-related mobile apps.

Firstly, some participants believed that FemHealth apps faced a
unique set of PSS threats and, therefore, required distinct PSS prac-
tices to adequately protect their users. They attributed these unique
threats to the stigma surrounding FemHealth, criminalization risks
associated with reproductive health policies, and presence of unique
threat actors, including groups and individuals with certain political
or religious views, businesses that could misuse FemHealth-related
information (e.g., insurance companies), and authorities that might
seek evidence of abortions or other forms of conduct: “My app is
a FemHealth app, and its data could be easily used to put a user in
jail. We need to have different security measures” (P7) and “We will
always choose to stand beside our users instead of governments or
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conservative groups, which is the most important thing for product
team members of a FemHealth app in today’s world” (P14).

Secondly, some participants believed that FemHealth apps were
unique in terms of the PSS risks they posed, but did not believe
that they required different PSS practices from other apps. They
argued that common PSS protection strategies were sufficient to
make all apps, including FemHealth apps, adequately secure and
privacy-preserving, regardless of the app’s genre, focus, or relevant
threat actors: “Risks of FemHealth apps were different from others,
but the goal was the same, which was to protect users’ data. So there
was no need to act any differently than other kinds of apps” (P2).
They also did not believe that users expected FemHealth apps to
employ additional or specialized PSS protections, arguing instead
that users simply expected FemHealth apps to provide a level of
PSS comparable to that of other apps they regularly used: “Users do
not care what we have tailored just for FemHealth apps. Instead, they
based their trust on easily identifiable indicators that are also suitable
for other apps. For example, if the privacy setting is fine-grained”
(P13). Some participants further stated that they were unsure what
additional strategies, beyond commonly accepted practices, could be
implemented to address the unique risks associated with FemHealth
apps: “Privacy risks faced by FemHealth apps are definitely unique,
[...] but we can only try to follow data protection best practices of data
protection made for common apps, I mean, one may say that our best
effort is enough” (P1).

Thirdly, some participants believed that it was illogical to as-
sume that FemHealth data, includingmenstrual and pregnancy data,
could generate sufficiently strong or justifiable suspicions of abor-
tion to influence legal decisions. They argued that many alternative
and legitimate explanations could account for user behaviors or pat-
terns in the data. For example, users might stop logging the dates of
their menstrual cycles because they forgot or no longer wished to do
so, while users might discontinue pregnancy tracking because they
no longer found digital logging useful. These participants further
argued that users were more likely to leave stronger evidence of
abortions in other types of apps than in FemHealth apps, including
online messaging apps (e.g., chat histories discussing abortions with
friends), navigation apps (e.g., location histories showing visits to
particular clinics), web browsers and search engines (e.g., searches
about how to obtain or perform abortions), and note-taking or jour-
naling apps (e.g., entries describing abortion-related experiences).
Consequently, these participants expressed frustration that they
had to devote considerable effort to addressing what they viewed as
disproportionate user concerns about the PSS risks of FemHealth
apps: “As a woman and also a FemHealth app user, I knew too well
that there could be so many reasons for my periods to be late, and I
could just be lazy to continue logging my pregnancy. I sincerely do
not believe governments or law enforcement would bother to target
FemHealth apps when they could know more about a potential abor-
tion by looking up other things, including a Google map search on
gynecological clinics and messages sent. However, apparently, users
did not believe this, so we had to persuade our users that our app
was safe. We do not know what to do; users are worried, but we are
confused” (P5).

Key Takeaway: Product teams held diverse views on
whether FemHealth apps are unique from a PSS perspec-
tive compared to non-FemHealth apps. Some believed that
FemHealth apps face distinct PSS threats and therefore re-
quire additional protections, while others viewed existing
PSS practices as sufficient. This lack of consensus, combined
with the absence of FemHealth-specific regulatory require-
ments or standards, contributes to substantial variation
in the level of PSS protection provided across FemHealth
apps, leaving many users exposed to potential PSS risks
and uncertain about the protections offered by the apps
they use.

4.2.2 Challenges in Earning Users’ Trust and Maintaining
App Availability. Many participants observed a decline in user
trust in FemHealth apps following changes in legal and regulatory
protections related to reproductive rights or access to abortion, as
well as increased social media coverage (e.g., reports of legal cases
against popular FemHealth apps regarding user privacy). These
legal and regulatory changes, together with the polarized political
landscape among U.S. politicians, affected FemHealth app usage
decisions not only among users in the U.S., but also in Europe:
“Many of our users stopped using our app after the elections in the U.S.
at the end of 2024, even though we are based in the EU ” (P4). All our
participants were concerned about user trust, as they considered
users to be their most important stakeholder: “Users are the first,
final, and most important judges of our app” (P7). Depending on their
views regarding the uniqueness of FemHealth apps’ PSS (see §4.2.1),
participants differed in whether they considered such user vigi-
lance reasonable. If participants did not believe that FemHealth
apps posed unique PSS risks or required additional PSS strategies,
they also did not view users’ concerns as justified, and vice versa.
Furthermore, some argued that users’ concerns about FemHealth
apps were disproportionately amplified by social media and should
be addressed through user education: “Users need to be educated on
how their browsers work regarding advertisements. We have never
shared users’ data, but they might have left a footprint by searching
pregnancy-related content. They are too sensitive and worried because
of the news they read” (P10).

Some participants were concerned that if users no longer trusted
their apps, those apps would fail as businesses would be forced
to exit app marketplaces and would no longer be able to provide
continuous services. Participants expressing this concern came
from both small and relatively large product teams: “Although we
have a large user base and some granted funding, it’s difficult to keep
the company going and become self-sufficient. Our users, however,
don’t seem to worry about us failing as a company and thus losing
all their data” (P5) and “Our business model is built on subscriptions
and not on users’ data, so that users can trust us, a win-win situation.
If they stop trusting us, our services will no longer be available, a
loss-loss situation” (P14).

To earn users’ trust, many participants reported that their apps
sought to communicate the PSS risk mitigation strategies they em-
ployed and the due diligence they undertook to protect users. The
methods used to communicate PSS strategies are also commonly
used in other types of apps, including disclosures of data practices
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in privacy policies and privacy nutrition labels (e.g., Data Safety
sections in Google Play, or App Privacy sections in the Apple App
Store). Additional explanations in app marketplace descriptions
were also used, along with evidence provided on app web pages or
in in-app articles, responses to users’ public reviews and comments
on app marketplaces or online forums, emphasis on PSS protections
in app advertising on social media, and user research conducted to
communicate practices to selected participants.

However, many participants still believed that these efforts were
insufficient to convince users and that they had not succeeded
in earning users’ trust: “No matter what we do, it takes only one
negative report on social media that is compelling and seemingly
correct, for us to lose users’ trust” (P1) and “I do not know how to
convince our users that they and their data are safe with us” (P14). In
addition to the perceived ineffectiveness of these methods, many
participants criticized the lack of meaningful PSS standards tailored
to FemHealth apps that could serve as evidence of their diligence.
For some participants, this absence of FemHealth-specific standards
also meant insufficient guidance on how to develop secure, privacy-
preserving, and safe FemHealth apps. Some participants also did
not find existing security standards, such as ISO/IEC 27001 and
ISO/IEC 27701:2019, particularly useful for FemHealth apps: “ISO or
some medical device certifications are not designed for our app. When
I filled out some of their forms, I had no choice but to improvise” (P7)
and “Some apps got certified by ISO 27001 and 27701, but they are
cumbersome to get and are not designed for our kind of apps” (P4).

Nevertheless, some participants were not concerned about their
apps’ potential failure as businesses, even if they could not con-
vince their users to trust their PSS protections. They believed that
although users might not trust their apps’ PSS protections, they
would still choose to use the apps due to the convenience and util-
ity of the apps’ features and functionalities. In other words, these
participants argued that users would often disregard PSS concerns
in order to access services they needed or wanted: “People know
cookies are unhealthy, they eat them anyway. Similarly, users and
social media platforms frequently discuss their great privacy and
safety concerns, but in reality, users never act on these concerns” (P6).

Key Takeaway: Changes in legal and regulatory protec-
tions of reproductive rights, together with social media
coverage of these changes, have made user trust fragile,
with some product teams reporting user loss even in safer
jurisdictions. Our product team participants tried various
trust-building strategies, but many felt these were under-
mined by persistent negative narratives in public discourse
and the lack of FemHealth-specific PSS standards. Others
downplayed the risks, assuming that users would ignore
PSS concerns and continue using their apps to receive ser-
vices they wanted or needed.

4.2.3 Challenges in Complying with Data Privacy Regula-
tions and Reproductive Rights Policies. Many participants did
not know how to comply with both data privacy regulations and
reproductive rights policies, although all of them felt pressured
to hand over users’ data in case of subpoenas. They were unsure
whether they should provide users’ data to law enforcement if

asked, or whether they should even be technically prepared to do
so before such requests were made. Many participants perceived a
tension between reproductive rights policies, which could require
FemHealth apps to provide users’ data, and data privacy regula-
tions, which require protecting users’ data, with no clear path for
satisfying both requirements: “Protecting users’ privacy and offering
evidence for court cases cannot both be of highest priority” (P10).

Some participants were uncertain whether the legal stance of
their FemHealth apps should differ from that of non-FemHealth
apps. They questioned whether they should prioritize compliance
with reproductive rights policies at any cost, given their perceived
specificity to FemHealth contexts, compared to data privacy regu-
lations, which are more general and applicable across app domains:
“We follow GDPR, but as no data protection laws can be specific to our
area, we have to adapt” (P6) and “Anti-abortion laws conflict with
data privacy laws and our commitment to our users, but it feels that
it’s a law closer to our app. It’s confusing” (P11).

At the same time, participants held differing views on compliance
obligations across jurisdictions. Specifically, when users resided in
or were citizens of country A while the company headquarters and
data storage were located and registered in country B, participants
differed in whether they needed to comply with regulations from
both countries A and B, and how to resolve potentially conflicting
requirements or guidance. Some participants believed that as long
as data privacy regulations in country B required them to protect
users’ data, they did not need to disclose users’ data in response to
subpoenas from country A.

On the other hand, some participants believed that being regis-
tered in country B did not exempt them from legal requirements or
subpoenas from country A, as long as they had users residing in or
holding citizenship in country A, although their confidence in their
legal understanding and ability to handle such cases was limited:
“It’s complicated because we also have American users. Luckily, we did
not have to cross this bridge because no one has asked us for data so far,
although we do not really know what to tell our users” (P4). Almost
all participants emphasized that they did not have a clear answer on
how they would respond if asked to provide users’ data to authori-
ties, as such decisions would require case-by-case consultation with
legal counsel, given the lack of accessible FemHealth-app-specific
guidance on permissible actions and decision-making processes.
This uncertainty also made it difficult for teams to be transparent
with users about their legal stance on data sharing with authorities.

Key Takeaway: Product teams faced compliance chal-
lenges on two fronts. First, they expected pressure to dis-
close user data under certain reproductive health-related
policies, which could conflict with data privacy obliga-
tions, leaving them uncertain about how to respond to sub-
poenas. Second, they held conflicting assumptions about
cross-border jurisdiction, reinforcing ad hoc, case-by-case
decision-making rather than formalized strategies and mak-
ing their PSS stances unclear to users.

4.2.4 Challenges with Technical Capabilities. Some partici-
pants, from both large and small product teams, reported technical
challenges in implementing PSS guarantees (see §4.1.2), particularly
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for backup features: “Recently, we have decided not to store data on
users’ devices and only back it up in the Cloud, because having both
requires us to do data synchronization, which is technically difficult”
(P14). Several participants also noted that backups could be im-
plemented more easily by allowing users to download or receive
an email containing their data (i.e., data export features outside
FemHealth apps): “Some users don’t care about recovering or main-
taining their account, but just want to get a PDF version of all of their
period-related data to download and perhaps to print out as a physical
backup” (P12).

In addition, some participants described technical difficulties
in implementing and maintaining E2EE. They felt that E2EE lim-
ited their ability to access users’ data flexibly, requiring additional
mechanisms to meet both product and user needs. For example, one
participant explained that encryption keys were currently known
only to users, meaning that if users lost their keys, they would
permanently lose access to their accounts and all associated data:
“They can store their encryption keys at various places, like Chrome
password managers. Nevertheless, because we do not have control over
their encryption keys, we cannot prevent them from losing their keys
or access to their accounts. Indeed, many users complained of losing
their accounts and data” (P9).

One participant acknowledged difficulties in implementing com-
plex PSS guarantees that would address risks related to multiple
threat actors simultaneously: “It’s difficult because it’s like we are
fighting against everyone: nosy governments, bad police, religious
groups, individuals with different opinions than our users, users’ con-
trolling family and fake friends” (P2). Some participants discussed
their apprehension about how to technically address risks posed
by actors with physical access to users and their devices, includ-
ing violent and manipulative intimate partners, police who might
use physical force and mental intimidation to obtain evidence, par-
ents who control and access their children’s devices, and friends
who share users’ mobile phones: “I can force my wife to open or
re-download her app and show all of her data. I know such men in
my life, and I don’t know what to do as a product team member” (P4).
Some participants also noted that such actors complicated user
authentication during account recovery: “Users expect us to be able
to recover their account. However, a password resetting email can po-
tentially be sent by a user’s over-controlling parents or ill-intentioned
friends” (P5).

Key Takeaway: Product teams identified technical diffi-
culties in implementing strong PSS protections: features ex-
pected by users (especially backups) introduced challenges
with synchronization, cloud storage, and account recovery.
Although E2EE was seen as desirable, it was perceived as
operationally fragile due to risks of permanent data loss in
case of lost keys, making it difficult to balance PSS guar-
antees with usability and support. Teams also reported a
lack of FemHealth-specific PSS guidance, particularly for
defending against high-risk local adversaries with physical
access to users’ devices.

5 Discussion
5.1 Implications of Key Findings
Previous studies have emphasized the high PSS risks posed by
FemHealth apps due to the sensitivity of the data they collect from
users [11, 56, 120]. Users are often aware of such sensitivity and
express strong PSS concerns [38, 119, 170]. We found that all our
participants also recognized that they handle sensitive data (see
§4.1.2). However, we identified a gap in PSS requirements analy-
sis: FemHealth app product teams often operationalize “sensitivity”
in a generalized way, overlooking the distinct threats posed by
FemHealth data and assuming all user data is equally sensitive. In
contrast, many computer security researchers argue that FemHealth
apps pose distinctive PSS risks [38, 111]; for instance, inferences
from FemHealth data could reveal a potential abortion, which may
be punishable in some jurisdictions [66, 107, 165], and may mo-
tivate different threat actors, including authorities and intimate
partners, to seek access to such data [117, 165]. However, some le-
gal scholars, as well as some of our participants, questioned whether
FemHealth data alone provide sufficient strong evidence to justify
investigative or legal action, given the many benign explanations
for missing or irregular period records [7, 8, 54, 55, 64, 97, 104].
From a PSS perspective, the key issue is therefore not whether
FemHealth data is uniquely evidentiary in isolation, but whether it
becomes personally identifiable and interpretable when combined
with other data (e.g., location or chat history), shifting the ques-
tion of “uniqueness” from a categorical claim to an engineering or
technical question about linkage, retention, and access paths. As
a result, participants’ views on whether FemHealth apps require
unique PSS requirements and specialized protections compared to
common apps differed significantly (see §4.2.1), and this lack of
consensus is consequential because it shapes which adversaries are
considered relevant, which attack surfaces are prioritized, and what
constitutes effective mitigation practices.

A large-scale user review analysis found that 2022 marked a
transition from predominantly positive to predominantly negative
sentiments about FemHealth apps among users, with privacy, data
processing, and the overturning of Roe v. Wade frequently discussed
as key concerns [125]. Prior work has documented concrete PSS
risks extending beyond abortion inference alone, including inade-
quate or manipulative consent practices [10, 111], shifting of PSS
responsibility onto users [111], poor transparency and limited com-
prehension of privacy disclosures [60, 158], restricted user control
and lack of fine-grained privacy settings [79, 118], and inconsisten-
cies between FemHealth apps’ disclosed and actual practices [111].
Despite these risks and shifts in reproductive rights policies and
user sentiments regarding PSS, many product teams reported mak-
ing little change beyond standard compliance and baseline technical
controls (see §4.1.2 and §4.2.4), thereby widening the gap between
user expectations and implemented PSS protections in FemHealth
apps. Moreover, some of our participants assumed that users of
the FemHealth apps they worked on fully understood the PSS im-
plications of using these apps (see §4.1.1). However, prior user
research [e.g., 79, 90, 111, 170] has shown that while users tend to
have relatively accurate awareness of data they directly input (such
as menstrual dates or symptoms), their mental models of less visible
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data collection (such as sensor-derived or location data) and of po-
tential inferences drawn from such data (including about possible
abortions or medical conditions) are considerably less accurate.

Although our participants described the PSS practices of their
FemHealth apps as sufficient and framed further improvements
as non-essential (see §4.1.2), the reasons they provided are ques-
tionable. First, the absence of user complaints does not necessarily
indicate that PSS protections are effective. Users do not have access
to the same level of information as product teams (e.g., backend
logs used to detect abnormal data flows) and typically lack the
professional knowledge about PSS protection that product teams
are expected to have, making it difficult for them to assess the pres-
ence and effectiveness of implemented safeguards. Further, many
PSS violations can remain unnoticed even by experts [18, 89, 112].
Second, good intentions and best efforts by product teams do not
necessarily lead to adequate PSS protections, and their percep-
tions of the effectiveness and sufficiency of the protections they
implemented can differ from both technical reality and users’ ex-
pectations of adequate safeguards. For example, while many par-
ticipants believed they were following best PSS practices—such as
providing transparent privacy policies, offering fine-grained pri-
vacy settings, and applying data minimization principles—prior
studies have shown that privacy policies are often insufficiently
transparent and comprehensive [60, 158], unnecessary data (e.g.,
location data) is commonly collected [10], and privacy settings are
not sufficiently fine-grained [79, 118]. Third, although regulations
and standards provide some guidance, without continuous formal
assessment or auditing, product teams cannot be certain that their
apps remain compliant with those requirements or consistently
adhere to them over time. This seemingly unjustified view is con-
cerning because FemHealth app product teams operate in a threat
landscape where (i) political and legal actors could become adver-
saries with little warning (e.g., a subpoena issued from a jurisdiction
different from where the product is based), (ii) local access adver-
saries (e.g., intimate partners and law enforcement) are routinely in
scope, and (iii) core product features can introduce significant PSS
risks (e.g., failed backups affecting data availability, or weak authen-
tication and account recovery mechanisms compromising privacy).
Furthermore, our findings suggest that many teams treat PSS as an
“afterthought,” addressed only after users’ data has already been
collected and processed (see §4.1.1), relying primarily on general
technical safeguards and compliance practices rather than explicit,
adversary-scoped PSS requirements analysis (see §4.2).

5.2 PSS Requirements Analysis for FemHealth
Apps via PRIPARE Framework

To translate our findings into actionable PSS engineering artifacts,
we drew on the PRIPARE framework [129] to articulate PSS goals
and risks that support PSS requirements analysis for FemHealth
apps. Although PRIPARE was originally developed for privacy en-
gineering, its close conceptual ties to security and safety make it
well suited to our context. We applied PRIPARE’s two complemen-
tary lenses—goal-oriented and risk-based requirements analysis—to
surface what was often implicit in our participants’ accounts: ex-
pectations about which stakeholder needs must be satisfied, which
adversaries and risks must be considered, and what product teams

require to address them. We outline this PSS requirements analysis
in this section and provide recommendations in §5.3.

From a goal-oriented perspective, our participants consistently
identified users as the primary stakeholder, yet many struggled to
earn and sustain user trust amid political or regulatory changes
and social media amplification of PSS concerns (see §4.2.2). For
example, many FemHealth apps failed to employ sufficient PSS
protections and to clearly articulate their legal positions regard-
ing data sharing with authorities following the overturning of Roe
v. Wade [51, 99, 111, 168]. This points to the first PSS require-
ment: FemHealth apps should be demonstrably trustworthy.
Specifically, FemHealth app teams shouldmaintain clear doc-
umentation and auditable logs for independent review, and
provide users with clear, accessible information that enables
them to understand and trust what data is collected, how it
is protected, and which organizations or individuals can or
cannot access it.

From a risk-based perspective, previous studies [2, 52, 143, 148,
168, 187, 192] and our findings (see §4.2.4 and §4.2.1) highlight ad-
versaries that may not be relevant for other genres of apps, but are
salient in FemHealth app contexts, including local actors with phys-
ical access or coercive power (e.g., family members and friends),
groups and individuals with particular views, businesses (e.g., in-
surance companies), and, in some jurisdictions, authorities seeking
evidence related to app users’ sexual and reproductive health (e.g.,
governments and law enforcement). We further found that our
participants worked with various kinds of users’ data, including
menstruation, pregnancy, mood, and sleep patterns (see §4.1.2).
This motivates the second PSS requirement: FemHealth app
product teams should systematicallymanage PSS risks across
all types of users’ data, while accounting for adversaries with
diverse capabilities, motivations, and levels of access.

Finally, PRIPARE emphasizes legal compliance as an impor-
tant consideration for risk-based requirements analysis. Yet, our
FemHealth app product team participants expressed substantial
uncertainty regarding legal requirements, particularly in cross-
country contexts, and reported difficulties in complying with them,
especially when data protection obligations may conflict with pol-
icy requirements related to reproductive rights and cross-border
data requests (see §4.1.2 and §4.2.3). This motivates the third re-
quirement: FemHealth app product teams should have clear
operational guidance to support jurisdiction-aware compli-
ance efforts (e.g., subpoena-handling policies and technical
mechanisms such as E2EE configurations that enable con-
trolled access to users’ data when legally required).

PRIPARE helps reframe our findings as a FemHealth-app-specific
PSS requirements problem. In summary, the challenge does not lie in
FemHealth app product teams’ motivation to protect users’ PSS, but
rather in how they can specify and adhere to adversary-scoped PSS
requirements that align product functionality (especially backups,
recovery, and personalization) with diverse threat actors and legally
grounded constraints.
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5.3 Recommendations for Addressing PSS
Requirements

Building on the PSS requirements analysis (see §5.2), in this sec-
tion, we translate our findings into two complementary sets of
recommendations: (i) technical recommendations for FemHealth
app product teams to operationalize PSS requirements in design and
development, and (ii) policy and governance recommendations to
reduce uncertainty around legal obligations for product teams and
support their interpretation of and compliance with regulations.

5.3.1 Technical Recommendations for Product Teams. Firstly, to
support FemHealth app product teams’ efforts in building or main-
taining user trust and managing PSS risks, we recommend a hier-
archical data classification scheme that ranks data types by their
potential for harm under realistic threat actors and maps each data
type to concrete PSS strategies. Although our participants already
used forms of data classification (see §4.1.2), data was primarily clas-
sified based on usage context (e.g., account recovery, analytics and
product improvement, or vulnerability discovery) and primarily for
internal access control within product teams. While our proposed
scheme also accounts for the diverse types of data processed by
FemHealth apps (see §5.2), we further recommend classifying and
prioritizing data based on the severity of PSS risks posed under
different threat models. We also recommend explicitly mapping
each data type to corresponding PSS strategies. Such a scheme can
serve as a starting point to facilitate users’ understanding of and
trust in apps’ data practices, thereby addressing the first PSS re-
quirement. Although no PSS protections should be designed under
the assumption that adversaries are unaware of systemmechanisms
(e.g., adversaries should be assumed to know the encryption scheme
used for data transmission), product teams may still choose not to
disclose certain implementation details for pragmatic reasons (e.g.,
maintenance costs associated with keeping public documentation
up to date). Nevertheless, maintaining a structured hierarchical data
classification scheme ensures that relevant information is readily
available for public disclosure when needed. For example, teams
may classify menstruation and pregnancy data as high risk, and
device diagnostics as lower risk. Crucially, the classification should
also specify which adversaries are relevant for each data type (e.g.,
governments for pregnancy-related inferences and intimate part-
ners for sexual activity–related risks) and which PSS protections are
applied to each category (e.g., E2EE for pregnancy status data and
strict internal access controls for sexual activity data). To mitigate
potential errors and biases in the implementation of such classifi-
cation schemes, we recommend following established privacy and
security risk assessment guidelines [127, 153, 159] and conducting
regular independent audits by security experts [42, 100, 121].

Secondly, our findings show that backup capabilities strongly
shape teams’ decisions about storage and encryption, yet teams
face significant engineering constraints when implementing and
maintaining E2EE and recovery workflows (§4.2.4). Echoing Malki
et al. [111] and drawing on empirical evidence from our findings,
we argue that backup and recovery should be treated as PSS-critical
workflows requiring explicit design attention and documented fail-
ure handling. Product teams should clearly specify the recovery
guarantees they provide, the failure modes users may encounter

(e.g., loss of authentication tokens), and the trade-offs they ac-
cept between recoverability and confidentiality. Where E2EE is
employed, product teams should consider PSS-preserving recov-
ery mechanisms (e.g., multi-device key management or carefully
scoped escrow models) and clearly communicate residual risks to
users [46, 77]. Beyond backup and recovery, product teams should
shift from treating PSS as an afterthought (see §4.1.1) to adopt-
ing proactive, preventive approaches, embedding PSS protections
following PbD principles [40].

Thirdly, our participants expressed difficulties in defending users
against actorswith physical access to devices (e.g., intimate partners,
parents, or police) (§4.2.4). Beyond backend protections, product
teams should incorporate interface-level PSS mechanisms aligned
with realistic coercion scenarios, such as discreet modes, rapid
data hiding or deletion, multi-level authentication mechanisms
for particularly sensitive or high-risk data, granular control over
log visibility, threat-aware authentication defaults, and carefully
designed export features. Importantly, user-exported backups (e.g.,
downloadable PDFs or emailed records) may reduce server-side
retention but can increase exposure to local threat actors (e.g., access
to email accounts or device storage) and weaken the effectiveness of
deletion, as exported copies persist outside the app. Teams should
therefore explicitly account for post-export risks as part of the
PSS design surface, treat data export as a high-risk workflow, and
provide in-context warnings and alternatives where possible.

5.3.2 Policy and Governance Recommendations. Prior work has
shown that FemHealth app users are concerned about privacy risks
and potentially severe legal consequences [102, 116, 152], consistent
with prior work [51, 99, 111, 168]. However, our participants from
FemHealth app product teams recognized a persistent gap between
data protection obligations and perceived pressures arising from
reproductive rights policies, as well as a high level of uncertainty
among FemHealth app product teams regarding subpoenas and
cross-jurisdictional applicability (see §4.2.3). Rather than assuming
that such ambiguity can be resolved through technical “best prac-
tices” alone, our participants wanted accessible FemHealth-
app-specific guidance that specifies (i) what constitutes lawful
disclosure, (ii) when and how cross-border requests apply, and (iii)
which procedural safeguards and transparency obligations should
govern government access requests. App marketplaces, policymak-
ers, and regulators can collectively contribute to providing such
guidance to product teams. Such guidance would directly support
PRIPARE’s compliance-focused requirements by enabling teams
to move from ad hoc decision making to jurisdiction-aware, pre-
specified disclosure about data sharing with authorities. Even if
some or all decisions about sharing data with authorities must be
made ad hoc, it is still desirable to provide teams with guidance
about it, to better inform product teams and provide a reference
point for them to earn users’ trust.

We also suggest revisiting whether, and how, FemHealth
data should receive heightened legal protection. Currently,
only a small subset of FemHealth apps fall under the Health In-
surance Portability and Accountability Act of 1996 (HIPAA) in the
U.S. due to the narrow scope of what qualifies as “covered entity”
and “protected health information” [61]. Given the sensitivity and
inferential power of FemHealth data, policymakers should not only
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improve existing data protection laws to better serve the complex
needs of FemHealth apps [120, 126, 139, 149, 189], but also consider
stronger, context-appropriate protections, including whether cer-
tain FemHealth data practices ought to be governed under medical
data or medical device regulatory frameworks. We do not argue that
FemHealth apps must collect less data; rather, we acknowledge that
many data collection reasons outlined by our participants are func-
tionally justified (§4.1.1), but require enforceable guardrails around
data access, retention, sharing, and disclosure. Across other parts
of the world, regulators should similarly revisit whether existing
legal frameworks adequately reflect the sensitivity and predictive
power of FemHealth app data. For example, while the EU’s GDPR
offers a good baseline for PSS protections [19, 147], which some of
our participants acknowledged too (see §4.1.2), its complexity [85]
creates significant ambiguity about how FemHealth data should
be protected, particularly when it may fall outside the traditional
“data concerning health” definition. Moreover, although GDPR en-
courages data sharing with law enforcement for purposes such as
national security and criminal investigations, this has led to wide-
spread data sharing practices among businesses [199]. Therefore,
regulators and policymakers should seek a balance between these
provisions in GDPR and FemHealth app users’ strong concerns
about data sharing with authorities.

Finally, our results highlight the lack of PSS standards tailored to
FemHealth apps (§4.2.2). Standard-setting bodies could address
this gap by defining baseline expectations for FemHealth
app data minimization, encryption boundaries, default re-
tention periods, disclosures regarding third-party sharing,
and procedures for responding to legal demands. Such stan-
dards should recognize the workflow-level nature of FemHealth
app risks by treating backups, account recovery, and data export as
protected operations with explicit PSS requirements, rather than
leaving them to discretionary implementation. Doing so would
provide app product teams with more credible ways to demonstrate
due diligence beyond generic privacy policies or broad ISO certifi-
cations, while also reducing governance blind spots that emerge
when stated PSS commitments are undermined by operational or
business incentives.

6 Conclusion
FemHealth apps operate at the intersection of highly intimate data,
volatile political conditions, and uneven regulatory protections.
Through interviews with 14 FemHealth app product team members
representing 11 unique apps, we show that teams often approach
PSS through generalized notions of sensitive data and compliance-
driven best practices, while key product decisions (e.g., backups,
account recovery, and personalization) frequently determine an
app’s overall PSS posture. We identify four challenges shaping
FemHealth PSS practices: contested views on the uniqueness of
FemHealth apps, difficulties in earning and sustaining user trust,
uncertainty arising from conflicting legal regimes and cross-border
enforcement, and technical constraints related to backups, E2EE,
and coercive local access. We then apply the PRIPARE framework
to translate our findings into PSS requirements that are tailored
to specific adversaries, aligned with operational workflows, and
sensitive to jurisdictional contexts.We recommend that teams adopt

threat-actor-aware data classification, treat backup and recovery as
core PSS design challenges, and explicitly design for coercive local
access. At the governance level, we highlight the need for clearer
guidance on disclosure and subpoena handling, FemHealth-specific
PSS standards, and regulatory approaches that better address the
inferential and contextual risks of reproductive data. Overall, our
findings support more actionable, accountable, and context-aware
PSS practices in FemHealth app design and development.
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