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Abstract
As LLM-driven agents begin to autonomously navigate the web,
their ability to interpret and respond to manipulative interface
design becomes critical. A fundamental question that emerges is:
can such agents reliably recognize patterns of friction, misdirection,
and coercion in interface design (i.e., dark patterns)?We study this
question in a setting where the workflows are consequential: web-
site portals associated with the submission of CCPA-related data
rights requests. These portals operationalize statutory rights, but
they are implemented as interactive interfaces whose design can
be structured to facilitate, burden, or subtly discourage the exer-
cise of those rights. We design and deploy an LLM-driven auditing
agent capable of end-to-end traversal of rights-request workflows,
structured evidence gathering, and classification of potential dark
patterns. Across a set of 456 data broker websites, we evaluate: (1)
the ability of the agent to consistently locate and complete request
flows, (2) the reliability and reproducibility of its dark pattern clas-
sifications, and (3) the conditions under which it fails or produces
poor judgments. Our findings characterize both the feasibility and
the limitations of using LLM-driven agents for scalable dark pattern
auditing.
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1 Introduction
Dark patterns are interfaces that subvert, impair, or distort user
decision-making. These interfaces have been documented across
domains including e-commerce [25], consent interfaces [45], and
subscription flows [14]. Early work by Gray et al. [13] characterized
recurring manipulative design strategies in user interfaces, while
large-scale measurement byMathur et al. [25] identified widespread
deceptive interfaces across thousands of shopping websites. Exper-
imental evidence has also shown that such designs can influence
user decisions [23]. In consent contexts specifically, studies have
shown that cookie banners and consent dialogs frequently deploy
asymmetric choice architectures that bias user behavior [45]. De-
spite these advances, dark pattern audits remain largely manual.
Researchers typically combine automated crawling with extensive
human review to interpret interface elements relative to normative
taxonomies [25, 30]. This approach has high fidelity but is difficult
to scale across heterogeneous interaction flows occurring on a large
sample of websites and is challenging to reproduce when classi-
fication requires contextual interpretation. In other words, while
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dark patterns have been extensively documented, the process of
auditing them remains labor-intensive, difficult to replicate, and
constrained in scale.

Simultaneously, a parallel line of research has demonstrated that
LLM-driven agents can navigate complex web environments using
semantic reasoning rather than brittle site-specific scripts. WebGPT
[27] showed that LLMs can interact with web pages to retrieve
and synthesize information. ReAct [49] introduced a framework
for combining reasoning and action to enable structured decision-
making in interactive environments. WebArena [50] andMind2Web
[10] further demonstrate that LLMs are able to complete realistic
interaction tasks across a wide variety of interfaces. These capabili-
ties of LLM-driven agents raise a natural question: can LLM-driven
agents serve as instruments for dark pattern auditing? Unfortunately,
this is not answered by the current literature which is focused pri-
marily on assessing the task completion capabilities of LLM-driven
agents and not on whether agents can assess characteristics of inter-
face design, distinguish standard from manipulative workflows, or
generate reproducible, evidence-backed normative judgments. Put
differently, the question that remains unanswered is not whether
LLM-driven agents can click or submit forms, but whether they can
reliably characterize the structure of available interaction flows on
a website to a predefined dark pattern taxonomy.

The California Consumer Privacy Act (CCPA) data rights request
portals provide a particularly consequential setting to examine
whether LLM-driven agents can reliably recognize dark patterns in
interfaces. The CCPA established statutory rights including access,
deletion, and the right to opt out of the sale or sharing of personal
information. These rights are operationalized through web-based
submission workflows implemented independently by companies
that are subject to the regulation. Because exercising these rights
requires complex navigation of websites and interactive forms with
many branching possibilities and verification steps, the design of
these interfaces can either facilitate or impede user agency. While
prior work has examined compliance and usability in consent and
GDPR contexts [30, 37, 43, 45], large-scale empirical evaluation of
manipulative design remains limited, as do audits of dark patterns
within CCPA data rights submission flows.

Taken together, we lack an understanding of whether LLM-
driven agents are suitable for dark pattern auditing in complex,
multi-step workflows such as CCPA rights-request portals. Specifi-
cally, it is unclear whether such agents can: (1) consistently traverse
heterogeneous interfaces, (2) identify workflows containing char-
acteristics of well-known dark patterns; and (3) produce evidence-
based, reproducible classifications of dark patterns tied to a prede-
fined taxonomy. These questions concern not only the capability
of LLM-driven agents, but also their reliability and limitations. Fill-
ing this research gap is critical because a principled evaluation of
LLM-driven dark pattern auditing is needed to determine whether
regulatory interfaces, where policy regulates user experience, can
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be monitored with consistency and evidentiary rigor at scale. With-
out such an evaluation, audits of CCPA rights-request portals and
similar systems will remain episodic, resource-intensive, and dif-
ficult to reproduce and scale. Conversely, premature reliance on
unvalidated automated agents risks generating misleading conclu-
sions about the prevalence and nature of dark patterns. In both cases,
the enforceability of statutory rights is weakened if the interfaces
through which those rights are exercised cannot be systematically
examined.

The overall objective of this work is to evaluate the feasibility,
reliability, and limitations of LLM-driven agents for identifying
evidence-backed dark patterns in multi-step web interaction flows,
using CCPA data rights request portals as a testbed. We provide
an empirical characterization of both the capabilities and failure
modes of these agents, thereby clarifying when agentic dark pattern
auditing is appropriate and when it is not. We achieve this objective
by answering the following research questions.

RQ1. Can LLM-driven agents reliably audit dark patterns? We
implement an instrumented LLM-driven browser agent capable of
end-to-end traversal of CCPA Right-to-Access workflows, struc-
tured evidence collection, and taxonomy-based dark pattern clas-
sification. We construct a human-annotated ground-truth dataset
across 100 data brokers and evaluate multiple prompting strategies
through a controlled ablation study. We measure execution robust-
ness, classification accuracy, explanation validity, and pattern-level
performance. Under the best-performing configuration, our imple-
mentation achieves strong detection performance and high expla-
nation accuracy for several obstruction-oriented patterns. However,
execution instability and security barriers reduce effective task com-
pletion, indicating that reliability depends not only on reasoning
quality but also on the robustness of browser interaction.

RQ2. What limits constrain LLM-driven agents during dark pattern
audits? We conduct a structured failure analysis of our implementa-
tion across observation, reasoning, and action stages of the agent’s
interactions. We identify recurring perceptual blind spots (e.g., lim-
ited encoding of visual salience), reasoning errors (e.g., speculative
navigation), and execution-level failures (e.g., CAPTCHA barriers
and incomplete form interaction). These findings characterize the
observed boundary conditions of our agent-driven auditing pipeline
in the CCPA context. While alternative architectures or training
regimes may mitigate some of these limitations, our results demon-
strate that autonomous dark pattern auditing, as implemented and
evaluated here, remains constrained and benefits from human over-
sight in regulatory audit settings.

2 Conceptual and Methodological Background
This section establishes the conceptual and methodological founda-
tion for our study. Our goal is not merely to apply an LLM agent
to a new domain, but to evaluate whether LLM-driven agents can
serve as instruments for interaction-level dark pattern auditing. To
do so, we first describe how dark pattern detection has traditionally
been framed, then define interaction-level dark pattern auditing
as a measurement problem, and finally explain the suitability of
the CCPA’s right-to-access portal interfaces as a testbed for evalu-
ating the capabilities and limitations of autonomous dark pattern
auditing. The design described here structures the remainder of

the paper. In §3, we describe the experimental design used for our
audit. §4 evaluates the LLM-driven agent’s effectiveness under this
design. §5 then characterizes various failures of the agent.

2.1 Towards dynamic interaction-level auditing
Early large-scale detection approaches relied on HTML crawling
and manual validation to identify deceptive elements embedded in
page content [25]. Subsequent systems incorporated advancements
in computer vision and natural language processing techniques
to analyze web and mobile UI screenshots [7, 24]. More recently,
multi-modal LLMs have been used to detect deceptive design pat-
terns from static UI artifacts and generate structured explanations
for their classifications [19]. These approaches represent significant
progress in automating detection. However, they primarily operate
on static representations of user interfaces such as screenshots,
HTML segments, or isolated UI states. As prior work acknowledges,
certain deceptive patterns cannot be reliably assessed from screen-
shots alone, particularly when manipulation emerges only through
user interaction, multi-step navigation, or contextual transitions
[19]. Further, empirical studies of opt-out or right-to-access work-
flows in the context of the CCPA and GDPR show that friction may
arise from cross-page inconsistencies, fragmented instructions, and
pathological verification flows [16, 22, 34]. These findings motivate
a shift in framing: from static to dynamic interaction-level auditing.

With this framing, we define interaction-level dark pattern au-
diting as the process of: (1) traversing a multi-step workflow from
end to end; (2) recording structured evidence of interface behav-
ior, navigation paths, and system responses; and (3) mapping the
resulting interaction trace to a predefined dark pattern taxonomy.
The interaction trace includes navigation history, branching logic,
required form fields, verification requirements, among other ob-
servable information. A valid audit requires trace-linked evidence
such as URLs, interface text, and other details required to complete
independent manual verification. This framing treats dark pattern
auditing as a problem of systematically instrumenting and evaluat-
ing interaction workflows, rather than classifying isolated interface
artifacts. However, it brings new challenges: we are no longer tasked
with simply recognizing deceptive elements, but doing so consis-
tently across heterogeneous, dynamic workflows while preserving
evidentiary rigor and reproducibility. Although manual audits can
already achieve this along with more interpretive depth, they are
labor-intensive, difficult to standardize, and challenging to repli-
cate at scale. The central question is therefore whether LLM-driven
agents can improve the feasibility of such audits.

2.2 Normative operationalization
Dark patterns are not purely technical features of an interface or
workflow; they involve normative judgments about whether a de-
sign unfairly influences or impairs user decision-making. Prior
work has identified recurring manipulative strategies across do-
mains [13] and, more recently, organized these strategies into struc-
tured ontologies to provide shared terminology and conceptual
clarity [15]. Regulatory bodies have also articulated principles for
classifying manipulative design, emphasizing clarity, symmetry
of choice, and avoidance of practices that impair decision-making
[11, 12, 32]. These principles are particularly relevant in privacy
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rights workflows, where interface design directly affects the exercis-
ing of legally protected rights. Our work builds on this established
foundation rather than introducing new definitions or identify-
ing new patterns. To operationalize these ideas in our auditing
framework, we apply two explicit criteria. First, we use a consumer
expectation test, asking whether a given interface behavior violates
reasonable expectations regarding clarity, symmetry, or ease of
execution. Second, we apply harm mechanism mapping, identifying
the specific way in which a design may create friction, confusion, or
obstruction. Importantly, applying these criteria does not eliminate
interpretive ambiguity. In regulatory contexts, some behaviors such
as identity verification requirements may be necessary safeguards
in one setting and disproportionate barriers in another. Rather than
treating these cases as simple annotation errors, we treat this ambi-
guity as part of what must be evaluated. Our goal is not to assume
that all borderline cases have a clear binary answer, but to assess
how reliably an LLM-driven auditing agent can operate within
these structured yet inherently normative constraints.

2.3 CCPA portals as a testbed
We evaluate interaction-level auditing within the context of the
CCPA, which grants consumers rights to access, delete, and opt-
out of the sharing of personal information [33]. Businesses subject
to the CCPA must provide designated mechanisms for exercising
these rights and avoid interface practices that impair consumer
decision-making. Our study focuses exclusively on data brokers
who have self-registered with the California Privacy Protection
Agency (CPPA) as being subject to the CCPA. This data broker
registry [8] provides a population of entities that explicitly ac-
knowledge their obligations under the CCPA, thus allowing us to
circumvent the challenging problem of identifying websites that
are subject to the CCPA [26, 47]. Specifically, we focus on the right-
to-access, which allows consumers to request disclosure of the cat-
egories and specific pieces of personal information a business has
collected, used, or shared about them. Data broker right-to-access
workflows provide a suitable testbed for our study for four reasons.
First, they are structurally complex. As shown in prior work [22, 34],
exercising data rights typically requires multi-step navigation for
locating privacy disclosures, identifying valid channels for submit-
ting requests, completing forms, and locating identity verification
requirements. Second, the ecosystem is dynamic: data brokers are
continuously added to and removed from the registry, and their
interfaces evolve over time as workflows are updated or redesigned.
Manual audits may quickly become outdated and are difficult to
reproduce as the ecosystem changes, making automated auditing
particularly valuable in this setting. Third, these workflows embed
both legitimate safeguards and potential manipulation. In particular,
identity verification and submission constraints may be needed for
compliance or security, while at the same time can be structured
in ways that introduce unnecessary friction or obscure naviga-
tion paths. Distinguishing between legitimate security measures
and dark patterns is therefore challenging and context-dependent.
Finally, unlike marketing consent banners or promotional flows,
CCPA right-to-access workflows directly mediate legally protected
consumer rights and errors in classification have implications for
regulatory enforcement.

3 Experiment Design and Methodology
Here, we describe the methodology used to evaluate LLM-driven
agents for dark pattern auditing in the context of CCPA’s right-
to-access workflows. Our study consists of three phases. These
are illustrated in Figure 1. First, we construct a human-annotated
ground truth dataset through direct exercising of the right-to-access
workflows on a subset of data brokers subject to the CCPA (§3.2).
Next, we design an LLM-driven browser agent and conduct a con-
trolled prompt ablation study on the annotated subset to evaluate
the reliability and robustness of dark pattern detection (§3.3). Fi-
nally, we deploy the most performant configuration at scale across
the remaining data brokers to derive an estimate of the prevalence
and distribution of dark patterns in right-to-access workflows, as
well as to assess agent robustness in large-scale deployments (§3.4).

3.1 Study design and dataset construction
Our analysis focuses on data brokers that are self-registered with
the California Privacy Protection Agency (CPPA) Data Broker Reg-
istry [8]. From this registry, we extracted 475 unique website links
and used Playwright [35] to verify website accessibility. We re-
moved 19 websites which were unreachable, resulting in a final
dataset of 456 unique websites associated with data brokers that
were subject to the CCPA. Using this dataset, we conduct three
phases of experiments across sequential windows: the ground truth
annotation phase was completed between November 2025 and Jan-
uary 2026, the agent design and prompt evaluation experiments
were conducted in January 2026, and the large-scale deployment
was conducted in February 2026. We intentionally analyze the right-
to-access process as a multi-step workflow rather than relying on
isolated UI screenshots. As noted in prior work [14, 19] and in our
own observations, several dark pattern categories (e.g., Privacy
Mazes and Feedforward Ambiguity) manifest only through specific
multi-step interactions, navigation sequences, or conditional page
transitions. Static screenshots are unable to capture these behaviors
and their contextual appropriateness. Therefore, both the human
annotation process and the agent evaluation replicate the same
stepwise right-to-access procedures, while recording complete in-
teraction traces. We adopt the three-level dark pattern ontology
proposed by Gray et al. [15] as our seed taxonomy. From this ontol-
ogy, we focused on the patterns that manifested during the manual
exercising of the right-to-access workflows.

3.2 Phase 1: Ground truth construction
In this phase, our goal is to manually examine the right-to-access
workflows associated with a random sample of 100 websites in
our dataset and construct a human-annotated dataset of dark pat-
terns based on this examination. This dataset serves two purposes.
First, it establishes an empirically derived benchmark for evaluating
the LLM-driven auditing agent in Phase 2. Second, it defines the
interaction protocol that the agent will later attempt to replicate.
Interaction protocol for exercising right-to-access workflows.
For each of the 100 randomly selected data broker websites, one
annotator, who was located in California to avoid potential geo-
blocks or content variations, completed a right-to-know workflow
interaction protocol using their own personal data. For each broker,
the interaction protocol involved the following steps: (1) visiting the
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Figure 1: Overview of our experiment design and methodology (cf. §3).

website linked in the CPPA’s Data Broker Registry [8], (2) locating
the privacy policy or other pages that might contain information
related to CCPA-granted data rights, (3) reviewing the identified
pages to locate information about how users might exercise their
right-to-access, including available submission mechanisms and
verification requirements, (4) interacting with any online right-to-
access request submission mechanisms (e.g., webforms) to reveal
required input fields, available options, conditional interfaces, and
identity verification requirements. The annotator did not submit
the final request — i.e., no physical or digital right-to-access request
submissions were completed. This decision was made to avoid im-
posing unnecessary burden on brokers while allowing full observa-
tion of all pre-submission interactions. To preserve reproducibility
and evidentiary rigor, each interaction performed by the annotator
was comprehensively documented. We recorded full-session screen
captures, logged full-page screenshots at each navigation stage,
and maintained detailed annotator notes describing the observed
interface elements, required actions, and navigation paths. To en-
sure low friction for logging annotator observations, the annotator
was told to provide audio commentary of their observations during
interactions with each right-to-access workflow. By standardizing
the interaction sequence and documentation process across all the
sampled 100 brokers, we are able to minimize procedural variance
to the best extent possible and ensure that differences in annotator
classifications reflect site-level design characteristics. This standard-
ized interaction protocol defines the reference auditing procedure
against which the LLM-driven agent is evaluated in Phase 2.
Review of dark pattern literature. Two annotators first reviewed
the dark pattern literature and regulatory guidance to establish a
shared understanding of each dark pattern type. Specifically, we
relied on the ontology by Gray et al. [15] to define categories; on
CCPA guidance [33], EDPB guidelines [11], FTC reports [12], OECD
reports [32], and prior research [13, 44] for concrete examples of
dark patterns and for clarifying what constitutes reasonable design
in the context of exercising a right-to-access workflow.
Annotation of dark patterns. For each of the 100 data brokers in
the ground truth sample, annotators reviewed the complete interac-
tion trace, including full-session recordings, page-level screenshots,
and detailed annotator notes. Each candidate dark pattern category
was then evaluated using a two-step assessment.

(1) Reasonable expectation assessment. The annotators asked
whether the interface violated reasonable expectations of clarity and
simplicity of design, presentation, and instructions, as implied by

CCPA’s requirement that rights mechanisms be clear, not mislead-
ing, and not impairing consumer choice. This included assessing
whether submission pathways were discoverable without excessive
navigation, instructions were consistent, any required steps ap-
peared necessary/reasonable, and interfaces conveyed the actions
they enabled.

(2) Harm mechanism assessment. If a violation of the reasonable
expectation test occurred, the annotator performed an assessment
of the harm mechanism — i.e., the category assignment was de-
termined by the primary mechanism through which the workflow
impaired the rights exercise process, not by the mere presence of
friction. When multiple distinct harm mechanisms were observed
in the same workflow, multiple categories were assigned. For ex-
ample, consider the workflow in which the privacy policy states
that consumers may submit a Right-to-Access request “via email
or webform”, but lists no email address. The only working sub-
mission mechanism is a link labeled “Do Not Sell My Personal
Information”. This single workflow may receive multiple dark pat-
tern assignments: First, the contradiction between the informa-
tion presented in the privacy policy and the available submission
mechanism would be mapped to conflicting information or hidden
information, depending on whether the email address is located in
other sections of the document or nowhere. Second, the misleading
link label (“Do Not Sell My Personal Information”) for the right-to-
access request mechanism would be mapped to information without
context or feed-forward ambiguity, depending on whether the inter-
face clarifies that the same workflow also handles right-to-access
requests or not.
Assessment of annotator reliability. To assess annotation reli-
ability, we conducted a two-stage process1. First, the annotators
independently reviewed an initial subset of 20 data brokers using
the same protocols and interaction traces. For each dark pattern an-
notation, the annotators recorded the specific navigation path, the
exact UI text or interface element involved, supporting HTML evi-
dence if applicable, and a written rationale explaining both (1) how
the interface violated the reasonable expectations assessment and
(2) how the observed behavior mapped to the annotated dark pat-
tern category. The inter-annotator agreement was then measured
using Cohen’s 𝜅 on binary (present/absent) labels for each dark
pattern category, yielding𝜅 = 51.9%. Next, the annotators discussed

1The annotation guide along with the annotated data for the 100-broker ground truth
sample of brokers is available at: https://github.com/chensun96/agentic-dark-pattern-
audits.
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the source of their disagreements and clarified boundary cases. Fol-
lowing this, they independently annotated an additional 20 data
brokers. Agreement on this second subset increased to 𝜅 = 73.7%,
indicating substantial agreement, and hence, increased consistency.
Any disagreements within these 40 jointly reviewed data brokers
were resolved through discussion. After this calibration phase, one
of the annotators applied the refined annotation protocol consis-
tently to the remaining 60 data brokers. Across the 100 data brokers,
the annotators identified 14 recurring dark pattern categories from
the Gray et al. ontology [15]. Importantly, the 40 jointly annotated
workflows included instances of all fourteen categories retained for
evaluation, ensuring calibration before completing the remaining
annotations. However, six of these appeared fewer than 20 times in
the complete 100-sample dataset. Because such small counts do not
permit statistical rigor during the evaluation of our agent, poten-
tially causing performance within a few cases to disproportionately
influence our understanding of the agent’s general performance for
that category, they were excluded from our evaluation experiments.
Details of these low frequency categories are provided in §A.2, Ta-
ble 5. The remaining eight categories were retained for systematic
evaluation in Phase 2. In Table 1, we present the definitions of the
eight high-frequency dark patterns and one representative example
of a harm mechanism observed in the 100 data broker annotation
workflows (cf. §A.1 for additional examples).
Limitations. This ground truth dataset is limited to pre-submission
right-to-access workflows. We do not evaluate post-submission
compliance behavior, responses, or verification practices, which
have been shown to introduce additional user burdens in recent
research [46]. Additionally, the right-to-access workflows were
identified and executed by a single user and may not capture all
variations. Further, although annotation decisions were grounded
in regulatory guidance and validated taxonomies, the identification
of dark patterns still remains interpretive. Finally, dark pattern cate-
gories observed fewer than 20 times were excluded from evaluation
to preserve statistical validity, which limits the systematic evalu-
ation of rare dark patterns. Despite these limitations, this dataset
provides a standardized, evidence-backed benchmark for evaluating
agent performance in interaction-level dark pattern auditing.

3.3 Phase 2: Agent design
Here, we evaluate whether an LLM-driven browser agent can repro-
duce the standardized right-to-access interaction protocols defined
in Phase 1 and correctly identify dark patterns relative to the human-
annotated benchmark. This phase isolates the interaction-level dark
pattern identification problem under controlled conditions before
scaling to the full dataset of 456 data brokers in Phase 3.
Agent interaction and logging protocols.We implement our au-
diting agent using the browser-use framework (v0.9.5) [6], deployed
on a California-hosted server. It processes one broker at a time us-
ing a headless Chrome browser controlled through Playwright. The
agent derives planning, reasoning, and vision capabilities to inter-
pret HTML/DOM structures and screenshots from the GPT-5 LLM.
For each of the 100 data brokers in the ground truth dataset, the
agent is instructed to perform the same interaction sequence as the
Phase 1 manual examination of right-to-access workflows.When in-
teracting with webforms, the agent is instructed to expose all fields

in the workflow while interacting as a California consumer. For
single-page forms, non-required free-text fields are left empty since
all fields are already visible. For paginated forms, the agent self-
generates synthetic placeholder values (e.g., test@example.com) to
advance to later pages and expose additional fields. To handle action
failures, we use browser-use’s internal step-level retry mechanism.
If an action fails (e.g., clicking a dynamic UI element), the agent
retries that action up to five times before marking the workflow as
failed. To ensure that the agent’s decisions can be audited, we record
the full interaction trace, including full-page screenshots and HTM-
L/DOM structures captured by the agent, session video recordings,
extracted page content, the agent’s internal reasoning steps, and
task completion metadata, including intermediate task completion
status, token usage, and duration. For each broker, the agent outputs
a Pydantic structured JSON object containing: (1) the detected right-
to-access request submission mechanisms; (2) the complete list of
webform fields (if applicable); (3) a binary (present/absent) label for
each of the eight dark pattern categories identified in Phase 1; and
(4) for each identified dark pattern: the specific navigation paths,
interface elements, and actions that surface the pattern, along with
a detailed explanation for the decision (based on the reasonable
expectation and harm mechanism assessments) and a confidence
score. This structured output ensures that each classification can be
traced back to observable evidence. The agent also logs any failures
or issues encountered during automation, such as unresponsive UI
elements or CAPTCHA challenges that prevent access.
Prompting configurations. Because the performance of our agent
is highly dependent on how the task is defined in the input prompt,
we systematically evaluate how guidance in the prompt affects dark
pattern detection using an ablation design [41]. The full prompting
configurations are illustrated in §A.3, Figures 2 to 4.

Level 1: Zero-shot prompting. This prompting strategy establishes
the baseline performance. Here, the prompt only contains the task
description which instructs the agent to follow the predefined man-
ual right-to-access workflow from Phase 1, the formal definitions
of the eight dark pattern categories identified in Phase 1, and the
required JSON output schema. Thus, the agent relies entirely on
its underlying pretrained model, without additional context, to
complete the interaction-level audit.

Level 2: Zero-shot prompting with a defined role. We augment
the baseline prompt with explicit role conditioning, framing the
model as an auditor responsible for evaluating CCPA right-to-access
mechanisms. Role-based prompting has been shown to meaning-
fully affect model performance on specialized tasks, even without
providing specific examples [36]. This configuration tests whether
the role improves the model’s alignment with regulatory criteria
(e.g., the reasonable expectation assessment).

Level 3: Few-shot prompting with a defined role. In this configu-
ration, we retain the regulatory role and introduce scenario-based
few-shot examples derived from our ground truth dataset. To con-
struct these examples, two authors systematically reviewed the
annotated workflows and clustered instances within each dark pat-
tern category based on their subtype (i.e., each low-level pattern
within a meso-level pattern is a subtype [15]). Then, for each sub-
type, we constructed one canonical scenario that abstracted away
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Table 1: High-frequency dark pattern categories in right-to-access workflows observed in our ground truth sample of 100 data brokers.

Pattern Definition Harm Mechanism Example

Adding Steps Subverts the user’s expectation that a task will take as few
steps as technologically necessary, instead introducing addi-
tional required interactions.

One identifier per submission forces users with multiple identifiers
(e.g., email address, IP address, MAID) to repeat the full request
process multiple times.

Conflicting Info. Includes two or more sources of information that conflict
with each other, creating uncertainty about the consequences
of the user’s actions.

Different pages list incompatible official submission methods (e.g.,
one page states email is valid, while another states only a webform
is accepted).

Creating Barriers Subverts the user’s expectation that relevant tasks will be
supported by the interface, instead preventing or unneces-
sarily complicating the task to disincentivize user action.

The request requires highly sensitive or burdensome materials (e.g.,
government-issued ID, SSN, biometric verification) that exceed
what is reasonably necessary.

Feedforward Ambiguity Subverts the user’s expectation that their choice will result
in a predictable outcome, instead creating a discrepancy be-
tween provided information and the resulting action.

A link promises a general privacy or access request pathway, but
the destination interface supports only a limited subset of rights or
redirects users into an unrelated workflow (e.g., account creation).

Hidden Info. Subverts the user’s expectation that relevant information
will be accessible and visible, instead disguising it or framing
it as irrelevant.

A section framed as comprehensive (e.g., “California Privacy
Rights”) omits key submission methods that exist elsewhere with-
out cross-reference, leading users to stop searching prematurely.

Info. Without Context Alters relevant information or user controls in ways that
limit discoverability, making it unlikely that users will find
the information or action they seek.

Access submission instructions appear only in unrelated sections
(e.g., “Contact Us” or “Opt-Out”) and are not referenced in the
expected rights section.

Privacy Mazes Requires users to navigate through multiple screens or frag-
mented pathways to accomplish a task, without providing a
clear or comprehensive overview.

Submission methods are distributed across multiple pages, each
containing partial guidance, and no single page presents a complete
set of instructions.

Visual Prominence Places an element relevant to user goals in visual competition
with a more distracting and prominent element, thereby
diverting attention from the user’s intended task.

Non-essential elements visually dominate or compete with privacy
controls, diverting users from completing their request.

broker-level details while preserving the structural harm mecha-
nism. Each few-shot scenario includes: a description of the problem-
atic interface, the violated consumer expectation, and the resulting
harm to the right-to-access workflow. To ensure broader concep-
tual coverage, we also reviewed prior literature and regulatory
reports to identify subtypes of a pattern that were not represented
in our dataset and created abstract canonical examples for these.
The agent is then instructed to use these canonical examples for
each dark pattern as references when mapping their observed be-
haviors to dark patterns. This operationalizes standard few-shot
in-context learning [5] for interaction-level dark pattern audits in
right-to-access workflows.

Level 4: Few-shot prompting with defined role and chain-of-thought
reasoning. The final configuration augments the few-shot strategy
with explicit chain-of-thought reasoning. For each scenario, we
include: the raw UI element that triggers concern; the description
of the observed interface behavior; the specific actions taken to
reveal the dark pattern; the resulting dynamic outcome; and a step-
by-step rationale which explains what the user encounters, why
it impairs their ability to exercise the right-to-access, and why it
satisfies the dark pattern definition. The agent is instructed to follow
this same reasoning structure in its outputs. This configuration tests
whether structured intermediate reasoning improves interaction-
level auditing capabilities and explanation quality, consistent with
findings that chain-of-thought reasoning can improve performance
on multi-step tasks [48].

Failure reporting and workflow completion verification. The
browser-use framework provides an internal is_successful flag
indicating that the agent has completed its planned interaction se-
quence. However, as observed during our pilot testing, this internal
signal can indicate success even when the agent has actually failed
to complete the right-to-access workflow. For example, the agent
may terminate after partial interaction with a form or without fully
exposing required fields (e.g., by not hitting the ‘next page’ button
on a form). To obtain a more accurate measure of workflow com-
pletion, we introduce a structured verification procedure. Initially,
for each prompting strategy, if the agent failed to complete the
right-to-access workflow, it was initially instructed to provide a de-
scription of the issues it encountered in free-text form.Wemanually
reviewed these descriptions and grouped them into six recurring
failure categories. Following this categorization, we required the
agent to explicitly classify failure-causing issues into one of these
six predefined categories and provide supporting evidence. Runs
containing such failure reports are treated as unsuccessful, even if
the internal is_successful flag indicates completion.
Failure categorization. These six categories, defined below, cap-
ture distinct ways in which agent execution of a workflow can
fail.

(1) Automation instability. This category refers to failures in the
automation infrastructure rather than the website or the agent’s
own reasoning. These include unexpected browser crashes, network
instability, and execution timeouts that prevent the agent from
completing the workflow.
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(2) Agent instability. This label is assigned when the agent is
unable to complete a workflow due to internal failures in execution
or planning. This includes cases where the intermediate documents
required for planning (e.g., the structured JSON outputs and rea-
soning traces) are malformed, incomplete, or inconsistent with
the expected schema. In these cases, the failure arises from the
instability in the agent’s internal state rather than issues with the
automation infrastructure or website/workflow artifacts.

(3) Security barriers. This label is assigned to failures caused
by security mechanisms deployed on websites that hinder agent
interaction. These include CAPTCHA challenges, bot-detection
systems, or rate-limiting mechanisms that block the agent from
interacting with the website.

(4) Content format limitations. This category refers to cases in
which relevant instructions or submission details are embedded in
formats that cannot be programmatically accessed or interacted
with by an agent, including PDFs whose text cannot be extracted
or embedded hyperlinks that cannot be traversed by the agent’s
browser. In these cases, the right-to-access workflows may exist,
but are not described in a way that can be used by our agent.

(5) Navigation failure. This label is assigned when the agent
follows the interaction protocol but is unable to locate a right-to-
access workflow. This may occur when links are broken, disclosures
are not accessible, or mechanisms are not discoverable through
expected navigation. In some cases, such lack of discoverability
could itself reflect a dark pattern, such as hidden information or
a privacy maze. However, in this study we conservatively classify
these cases as execution failures rather than dark patterns.We adopt
this approach because, without successfully reaching the relevant
submission pathway, the agent cannot reliably determine whether
the failure is due to a dark pattern or underspecified interaction
protocol.

(6) Interaction failure. This label is assigned when the agent suc-
cessfully reaches a right-to-access submission mechanism but fails
to fully expose required input fields or conditional verification steps
due to incomplete interaction with dynamic interface elements (e.g.,
failing to trigger a multi-page form). In these cases, the pathway is
located, but the workflow is not fully revealed.
Prompt evaluation and selection. We evaluate each prompt-
ing strategy by comparing the agent’s outputs against the Phase 1
human-annotated ground truth dataset. We use two metrics. The
first is classification accuracy: for each broker-pattern pair, we eval-
uate whether the agent correctly identifies the pattern as present
or absent, treating the task as binary classification per category.
The second is explanation accuracy: for each correctly classified
instance, we verify whether the agent’s rationale references ob-
servable evidence in the recorded interaction trace and correctly
maps that evidence to the correct predefined harm mechanism. An
explanation is considered accurate only when both the decision
and supporting evidence align with the ground truth rationale. We
select the final prompting configuration by jointly considering the
classification and explanation accuracy, thus prioritizing correct-
ness, as well as interpretable and verifiable reasoning.
Separation of accuracy and failure analysis. In the remainder
of this paper, runs classified as unsuccessful are excluded from any
analysis of the agent’s dark pattern detection performance. This

separation ensures that any reported measures of dark pattern de-
tection and explanation accuracy reflect classification performance
within completed workflows rather than failure rates.
Limitations. Phase 2 only evaluates the agent on the 100 data
broker right-to-access workflows contained in our ground truth
dataset. This controlled setting allows direct comparisons to human-
annotated ground truth, but also limits evaluation to the types of
workflows and dark pattern subtypes observed within that dataset.
Although we expand the few-shot examples using prior literature
to improve conceptual coverage, rare or previously unseen pattern
variants may not be fully represented. Also, because the ground
truth annotations and agent evaluations are conducted at different
times, website interfaces andworkflowsmay have changed between
phases. We manually re-examined the websites and observed UI or
workflow changes on only 5 websites (5%). While this small fraction
is unlikely to significantly influence results, we do not implement
automated mechanisms to detect or mitigate such changes. At the
model level, all experiments use GPT-5 as the underlying model.
While GPT-5 is a capable frontier model, evaluating additional
models would help determine the extent to which our findings
generalize across different LLMs.

The evaluation assumes a fixed interaction protocol (defined in
Phase 1) and does not consider alternative navigation strategies that
different users might follow. Additionally, workflows are executed
only once and are not rerun after failure, meaning that some execu-
tion failures may have been recoverable through repeated attempts.
In paginated forms, incorrectly formatted placeholder values may
also prevent page progression and contribute to execution failures.
Further, the workflow completion verification procedures improve
our ability to measure workflow execution success, but relies on
structured self-reports from the agent, which may by itself contain
errors. However, our pilot studies show that these errors are rare
and that our failure categories cover all observed agent failures.
Taken together, these limitations mean that our results pertaining
to the agent’s interaction-level dark pattern detection performance
are obtained under controlled standardized conditions rather than
across all possible real-world variations. Despite these limitations,
our approach is able to isolate the agent’s interaction-level dark
pattern identification capabilities, enabling a principled comparison
across different prompting strategies.

3.4 Phase 3: Agent deployment
Phase 3 extends our evaluation beyond the 100-broker ground
truth dataset to the remaining 356 brokers. While Phase 2 isolates
agent performance under controlled benchmark conditions, Phase
3 examines how the agent behaves under real-world variability.
Large-scale deployment protocol. Using the most performant
prompting strategy identified in Phase 2, we deployed the agent
across the remaining 356 data brokers that were not part of our
ground truth dataset. The model version, browser-use framework,
input and output schemes, interaction trace logging pipelines, and
evidence logging pipelines remain unchanged from Phase 2.
Limitations. Phase 3 evaluates the agent at scale across the re-
maining 356 data broker right-to-access workflows, but it does
not include human-annotated ground truth for these workflows.
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Therefore, we primarily use the results to assess agent failure inci-
dence rates in large-scale deployments and to derive an estimate
of the prevalence and distribution of dark patterns observed in
current right-to-access workflows, rather than correctness of this
estimate. Additionally, because LLM-based agents are inherently
non-deterministic, repeated executions of the same workflow may
not always produce identical reasoning traces or classifications. We
do not evaluate output variability across repeated runs, and our
results should be interpreted as a single-run observation.

3.5 Ethics considerations
This study involves automated interaction with publicly accessi-
ble right-to-access workflows on data broker websites. All inter-
actions were limited to pre-submission steps. Neither the agent
nor the annotator submitted requests, transmitted personal data,
or retrieved consumer records. Interaction rates were kept low to
avoid imposing operational burden. When workflows were blocked
by CAPTCHA or bot-detection systems, we treated these cases as
execution failures and did not attempt to circumvent protective
mechanisms. We deliberately avoided evasive crawling techniques
(e.g., disguised user agents or proxy rotation), recognizing that such
approaches may violate deployment norms and undermine web-
site safeguards. This imposes a principled limit on coverage. Dark
pattern identification inherently involves interpretive judgment,
even when made by autonomous agents. We therefore frame our
results as descriptive measurements of interface structure rather
than determinations of legal non-compliance.

4 RQ1: Can LLM-Driven Agents Reliably Audit
Dark Patterns?

In this section, we evaluate whether an LLM-driven browser agent
can reliably identify dark patterns in right-to-access workflows
under the standardized interaction protocol defined in §3.2. We
focus on two aspects of reliability using data obtained from our
controlled prompt ablation study described in §3.3: (1) the agent’s
ability to correctly classify the presence or absence of dark pattern
categories relative to the human-annotated benchmark; and (2)
the consistency and interpretability of the supporting explanations
that it provides. Finally, we present the results of our large-scale
agent deployment to describe the prevalence and distribution of
dark patterns in current right-to-access workflows. The systematic
constraints that limit this reliability are analyzed separately in
Section 5.
Workflow completion as a precondition for evaluating agent
accuracy. Before evaluating the accuracy of classifications and
explanations, we must assess whether the agent can meaningfully
complete the right-to-access workflows using the standardized
interaction protocol defined in §3.2. Using the browser-use frame-
work’s internal is_successful flag, the agent reports a task com-
pletion rate of 95% in Phase 2 and 89% in Phase 3. However, as
described in §3.3, there are additional reasons for incomplete work-
flows that are not covered by the internal is_successful flag.
After applying the completion verification procedures described
in §3.3, the actual workflow completion rate was determined to
be 87% in Phase 2 and 79% in Phase 3. This indicates that auto-
mated traversal of right-to-access workflows, using our defined

interaction protocol, is feasible for a large majority of cases. We
systematically analyze the reasons for failure in §5. All subsequent
accuracy metrics reported in this section are only over the suc-
cessfully completed workflow executions — i.e., we evaluate agent
accuracy conditioned on the successful completion of the workflow.

4.1 Prompt configuration evaluation
We evaluate the four prompting configurations introduced in §3.3
using the 100-sample ground truth dataset to identify the opti-
mal configuration for dark pattern detection accuracy. To assess
whether performance differences between consecutive configura-
tions are statistically meaningful (i.e., both large and statistically
significant), we conduct a bootstrap evaluation by repeatedly sam-
pling 50 workflows with replacement from our ground truth dataset
and computing the metric difference Δ between two consecutive
strategies on each resample. This sampling process is repeated 1000
times. The resulting 95% confidence intervals reflect the uncertainty
of each metric difference across bootstrap samples. Table 2 reports
the observed performance of each configuration (upper section)
alongside the incremental effect Δ of each prompting component
(lower section).
Level 1: Zero-shot prompting. This configuration establishes the
baseline. It achieves 70.8% classification accuracy (95% CI: [66.0,
75.5]) and an F1-score of 60.5% (95% CI: [53.5, 67.5]). Precision and
recall are approximately balanced (61% and 60.1%, respectively),
indicating that errors are somewhat evenly spread across false-
positives and false-negatives. The explanation accuracy is 78.1%
(95% CI: [68.5, 86.3]), meaning that when correct assessments of
dark patterns are made, the agent’s rationale is reasonably aligned
with the human-annotated evidence and mapping to the harm
mechanism. Importantly, the performance of this baseline suggests
that pretrained models do encode some of the knowledge required
to perform interaction-level dark pattern audits. However, this
alone is insufficient for high-fidelity audits.
Level 2: Zero-shot prompting with a defined role. Adding reg-
ulatory role conditioning produces a marked shift in the precision-
recall tradeoff over the baseline. Recall experiences a statistically
meaningful increase of 13.3 pp (percentage points), while precision
experiences a statistically meaningful decline of 11.1 pp. Despite
these changes, the F1-score and explanation accuracy remain sta-
tistically indistinguishable from the baseline. This result is counter
to the common expectation that role framing improves overall task
performance [36]. Instead, we observe increased sensitivity and
false positives. This suggests that role framing amplifies sensitivity
of the reasonable expectation assessment at the cost of specificity.
Level 3: Few-shot prompting with a defined role. Introducing
example scenarios with explanations of how harm mechanisms ob-
served in them map to dark pattern categories yields a substantial
and statistically meaningful improvement to the agents perfor-
mance. The classification accuracy increases by 19.9 pp, F1-score by
17.5 pp, precision by 30 pp, and explanation accuracy by 24.7 pp. All
these improvements are statistically significant. Only recall does
not significantly improve relative to Level 2. This indicates that the
primary effect of few-shot prompting is not expanded detection
coverage, but a sharp reduction in the false-positive rate. Put differ-
ently, canonical examples derived from the ground truth data and
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Table 2: RQ1: Performance across four prompting strategies (cf. §4.1). Classification accuracy, precision, recall, and F1-score measure the agent’s ability to
correctly label dark patterns. The explanation accuracy measures the agent’s ability to provide supporting evidence and reasoning. It is only measured when
the agent has correctly identified a dark pattern. The lower section reports the difference Δ between consecutive strategies, where the 95% CI is computed
using 1000 resamples of 50 ground truth workflows. ∗ indicates a statistically significant change (𝑝 < 0.05).

Strategy Class. Acc. (%) Precision (%) Recall (%) F1 (%) Expl. Acc. (%)

L1: Zero-shot 70.8 61.0 60.1 60.5 78.1
L2: Zero-shot + Role 63.6 49.9 73.3 59.4 71.1
L3: Few-shot + Role 83.5 79.9 74.0 76.9 95.8
L4: Few-shot + Role + CoT 86.7 88.0 74.4 80.7 98.5

Δ 95% CI Δ 95% CI Δ 95% CI Δ 95% CI Δ 95% CI

Δ L1→L2 (+Role) −7.1∗ [−14.7, 0.0] −11.12∗ [−21.9, −0.4] +13.3∗ [0.0, 26.4] −1.2 [−11.1, 8.6] −6.9 [−20.6, 8.0]
Δ L2→L3 (+Few-shot) +19.9∗ [13.5, 26.7] +30.0∗ [19.2, 41.0] +0.7 [−11.3, 14.4] +17.5∗ [8.4, 27.8] +24.7∗ [12.7, 36.6]
Δ L3→L4 (+CoT) +3.2 [−2.2, 8.6] +8.1 [−1.7, 19.2] +0.4 [−10.8, 11.4] +3.8 [−5.1, 11.7] +2.7 [−1.8, 7.8]

Table 3: RQ1: Performance by dark pattern category under the selected Few-
shot + Role + CoT configuration (cf. §4.2).

Pattern Class. Prec. Rec. F1 Expl.
Acc. (%) (%) (%) (%) Acc. (%)

Adding Steps 96.6 95.2 90.9 93.0 100.0
Conflicting Info. 88.6 95.7 71.0 81.5 100.0
Creating Barriers 86.7 91.3 85.7 88.4 97.6
Feedforward Ambiguity 86.8 94.1 76.2 84.2 100.0
Hidden Info. 69.9 85.0 40.5 54.8 94.1
Info. Without Context 87.6 93.3 75.7 83.6 100.0
Privacy Mazes 81.8 61.5 72.7 66.7 93.8
Visual Prominence 95.7 84.0 100.0 91.3 100.0

prior literature appear to improve specificity while simultaneously
maintaining the improved sensitivity from role framing.
Level 4: Few-shot prompting with a defined role and Chain-
of-Thought. Adding structured chain-of-thought reasoning yields
the highest mean performance, with reasonable gains across the
classification accuracy (3.2 pp), explanation accuracy (2.7 pp), pre-
cision (8.1 pp), and F1-score (3.8 pp). In contrast, the recall remains
stable with a marginal gain of only 0.4%. This result is contrary to
common assumptions that chain-of-thought primarily improves
recall on complex multi-step tasks [48]. However, our bootstrap
analysis shows that these improvements over our Level 3 prompting
strategy are not statistically significant.
Takeaways. Our analysis yields three important findings. First,
role framing alone increases recall but significantly worsens pre-
cision, yielding no net improvement in agent reliability. Second,
grounding the agent in a few in-context examples produces large
and statistically significant improvements in classification accu-
racy, explanation accuracy, and F1-score (driven primarily through
improvements in precision). Finally, adding chain-of-thought rea-
soning yields the highest mean performance, primarily through
improved precision and explanation quality, although the improve-
ment over few-shot prompting is not statistically significant. Based
on these results, we select the Level 4 configuration for our agent.

4.2 Pattern-specific performance evaluation
We also examine detection performance at the level of individual
dark pattern categories under the selected prompting configuration
(Level 4: Few-shot + Role + CoT). Table 3 reports the per-category
classification accuracy, precision, recall, F1-score, and explanation
accuracy using the 100-sample ground truth dataset as the refer-
ence. At a high-level, we find that detection performance varies
systematically across dark pattern categories, and this variation
aligns closely with how interaction-dependent each pattern is. More
specifically, we make four key observations.
Patterns that manifest through immediately observable in-
terface elements are detected with high reliability. Specifically,
Adding steps achieves a 96.6% classification accuracy and 93% F1-
score, with both precision (95.2%) and recall (90.9%) remaining high.
Similarly high performance is also seen in the Visual prominence cat-
egory. In both these categories, the underlying pattern that leads to
their occurrence is structurally localized — e.g., additional required
fields, redundant steps, or visually emphasized controls are directly
exposed within a single interaction state or screen. This suggests
that when the signal is explicit and bounded within a page-level
context, the agent is able to consistently detect it.
Patterns involving textual contradictions exhibit high pre-
cision and moderate recall. Patterns such as Conflicting infor-
mation, Feedforward ambiguity, and Information without context all
achieve remarkably high precision (93%+) but significantly lower
recall (71-76%). These categories require reconciling textual in-
formation that may occur across sections and pages. While such
contradiction-related patterns are usually correct when identified,
their detection may often depend on the agent’s ability to maintain
context and compare content across steps within a workflow.
The most challenging patterns are those that are inherently
interaction-dependent. The Privacy mazes and Hidden informa-
tion patterns exhibit the lowest performance with F1-scores of 66.7%
and 54.8%, respectively. Notably, Hidden information exhibits high
precision (80.5%) but very low recall (40.5%), indicating that the
agent is conservative in assigning the label and frequently fails
to detect it. Interestingly, both categories can be considered in-
herently ‘interaction-dependent’ — i.e., they often manifest when
users traverse multiple pages, encounter fragmented instructions,
or discover missing disclosures over the course of navigating the
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Table 4: RQ1: Dark pattern prevalence estimates (cf. §4.3). Ground truth
prevalence is computed from the 100-sample ground truth dataset. Deploy-
ment prevalence reflects observations across the remaining 356 brokers.

Pattern Ground Truth Deployment

Prev. (%) 95% CI Prev. (%) 95% CI

Adding Steps 24.1 [14.9, 33.3] 15.2 [11.1, 19.4]
Conflicting Info. 26.1 [17.0, 35.3] 20.1 [15.4, 24.9]
Creating Barriers 55.6 [44.7, 66.4] 48.6 [42.9, 54.4]
Feedforward Amb. 37.8 [27.8, 47.8] 25.2 [20.0, 30.4]
Hidden Info. 21.1 [12.7, 29.5] 21.1 [16.2, 26.0]
Info. w/o Context 33.7 [23.9, 43.5] 34.5 [28.9, 40.1]
Privacy Mazes 26.8 [17.2, 36.4] 20.1 [15.5, 24.6]
Visual Prominence 27.8 [18.5, 37.0] 20.0 [15.2, 24.8]

workflow. One hypothesis for this lower performance is that the
agent’s primary difficulty is not in recognizing these patterns, but
in aggregating distributed signals across multi-step workflows.
Explanation accuracy is uniformly high across all dark pat-
tern categories. Across all categories, explanation accuracy ex-
ceeds 93%. This indicates that when the agent does identify an
interaction-level violation, its supporting rationale consistently
references observable interface elements and aligns with the prede-
fined harmmechanismmapping. The principal limitation facing the
agent is therefore not justification quality, but incomplete detection
of patterns that emerge only through workflow navigation and
maintenance of context.
Takeaways. Overall, the results suggest that the agent’s strongest
performance occurs when dark patterns are structurally localized
and directly observable. Detection becomes more difficult when
patterns depend on multi-step navigation, contextual comparison,
or inference from omissions. Patterns whose signals are distributed
across multiple workflow states present the greatest challenge for
automated auditing under a fixed interaction protocol.

4.3 Observations from large-scale deployment
We deploy the Level 4 prompting configuration (Few-shot + Role +
CoT) across the remaining 356 data brokers to obtain an estimate
of the prevalence of dark patterns in current right-to-access work-
flows. Prevalence is computed only for workflows that satisfy the
verification criteria described in §3.3. Data brokers for which the
workflows could not be completed are excluded from the denom-
inator. Table 4 summarizes our results. The prevalence rates and
intervals reported in the ‘Ground Truth’ columns are computed
from the 100-sample ground truth dataset, while the rates and in-
tervals reported in the ‘Deployment’ columns are computed from
our large-scale deployment.
Structural barriers are the most prevalent dark pattern.We
found that Creating barriers was identified by our agent in roughly
one-half of all completed workflows across both datasets. The most
common manifestations included mandating completion of non-
essential fields prior to request submission (e.g., performing biomet-
ric verification and providing government IDs) or mandating a shift
of modality (e.g., requiring the download of an external mobile app
to complete the submission request). Based on our evaluation with
reference to the ground truth dataset, our agent exhibits strong

performance (F1-score: 88.4%) in this category, suggesting that the
observed prevalence of these artificial barriers is unlikely to be a
poor estimate resulting from significant over- or under-counting.
Ambiguity- and fragmentation-based patterns arewidespread.
Several categories occur in roughly one-quarter to one-third of our
completed workflows. These include Feedforward ambiguity, Infor-
mation without context, Conflicting information, and Privacy mazes.
These patterns commonly manifest as instruction-outcome mis-
matches (e.g., links advertised as access requests that lead only to
opt-out workflows), contextual misplacement of information (e.g.,
placing links to submission portals in the “Contact us” section of a
privacy policy rather than in the “Data rights” section), and cross-
page fragmentation of submission instructions. In our evaluation,
our agent generally exhibited high precision but lower recall across
these categories, suggesting that our reported prevalence rates for
these categories are likely under-estimating their true prevalence.
Takeaways. Overall, we find that dark patterns are widespread in
right-to-access workflows. Structural barriers emerge as the domi-
nant pattern, while ambiguity- and fragmentation-related patterns
are also widespread. These prevalence estimates are conditioned on
verified workflow completion and on our agent’s pattern detection
capabilities, and therefore represent estimates rather than verified
prevalence rates. Importantly, the interaction-dependent nature of
several high-prevalence categories implies that meaningful audit-
ing requires traversal and contextual aggregation rather than static
inspection of isolated interface elements.

5 RQ2: What Constrains LLM-Driven Agents?
Our results in §4 demonstrate that LLM-driven agents can reliably
identify dark patterns in the right-to-access workflows. However,
to understand the practical limits of autonomous auditing, we must
examine when the agent fails. These failures may arise due to
incomplete workflows (§5.1). When the workflow is completed,
interaction-level auditing may still be limited by unobserved inter-
face signals (§5.2) or reasoning errors (§5.3), which help explain
the lower detection accuracy for certain dark patterns. In this sec-
tion, we analyze these constraints systematically, distinguishing
execution limits from observation and reasoning failures.

5.1 Workflow execution limits
A fundamental constraint on autonomous auditing is the ability
to meaningfully complete multi-step interaction workflows. Our
agent is able to complete 81% of all workflows using the defined
interaction protocol (87% in Phase 1 and 79% in Phase 2). The
remaining workflows cannot be completed and therefore cannot
be audited for dark patterns autonomously. They represent the
coverage limits of the agent as an auditing instrument. Examining
the causes for these failures using the failure categories described
in §3.3, we note the following observations and highlight their
implications for agent design.
Infrastructure and security barriers account for most work-
flow execution failures. Among the incomplete workflows, au-
tomation instability accounts for 26.7% of all failures and security
barriers (e.g., CAPTCHAs) account for 25.8%. Together, these ac-
count for 52.5% of all failed workflow executions. These failures
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arise from environmental constraints external to the model’s rea-
soning process. Consequently, even a perfectly calibrated dark pat-
tern classifier would remain unable to evaluate these workflows
without modifications to the underlying system infrastructure and
agent-website interaction mechanics. The high prevalence of infras-
tructure and security-related failures indicates that agent coverage
is constrained by the stability of the browser instrumentation, net-
work infrastructure, and the presence of anti-bot technologies on
data broker websites. This constraint is consistent with prior agent
research demonstrating that web automation is sensitive to factors
such as asynchronous content loading and security mechanisms
[50]. Improving coverage in this setting likely requires the develop-
ment of session recovery mechanisms that allow agents to detect
failures, replan, and resume from intermediate checkpoints [40].
Covert crawling strategies (e.g., disguising user agents, using resi-
dential proxies, etc.) could also improve workflow completion rates
and representativeness of data [1]. However, such approaches raise
ethical and methodological concerns. Circumventing anti-bot mech-
anisms risks violating deployment norms and platform safeguards,
thereby imposing a principled limit on achievable coverage. This
also highlights a fundamental tension for agent-based auditing:
while improvements to browser instrumentation and interaction
mechanics could reduce failure rates, websites can equally deploy
more aggressive anti-bot measures in response.
Dynamic and multi-step interactions increase agent fragility.
Interaction failures account for 24.4% of all incomplete workflows.
In these cases, the agent is able to locate a submission pathway but
unable to fully expose required fields or conditional steps in multi-
stage forms. Navigation failures account for an additional 10.1% of
failures, reflecting cases where the agent is unable to operational-
ize the defined interaction protocol. Content format limitations
contribute to 7.8% of failures, typically when relevant instructions
are embedded in formats such as PDFs which our agent is unable
to interact with. Together, these reflect a substantial portion of
failures (42.4%) which arise primarily due to the interaction-level
complexity of right-to-access workflows. Specifically, because many
right-to-access workflows reveal additional fields or instructions
conditionally, reliable auditing requires parallel exploration of alter-
native form states and navigation branches rather than following
a single linear interaction path. Although agents operating in the
ReAct-style paradigm [49], such as ours, interleave reasoning and
action, the reliable traversal of conditional and branching work-
flows that are encountered in right-to-access workflows requires
the agent’s state management to allow for explicit branch enumer-
ation and exploration capabilities. However, these failures should
not be interpreted as immutable limitations of LLM-driven auditing.
Our evaluation uses a fixed prompting configuration to characterize
baseline capabilities and failure modes. More advanced interaction
strategies, such as adaptive prompting, DOM-based interaction, or
exploration of alternative form states, may reduce a subset of these
failures.
Internal agent instability represents a small fraction (5.1%)
of failed workflows. These failures arise from inconsistencies in
the agent’s internal planning state rather than external barriers.
While comparatively infrequent, these errors suggest that there
are still improvements to be made to agents’ internal state man-
agement. Specifically, techniques such as schema enforcement and

intermediate state verification, with the ability to resume from prior
checkpoint states would likely reduce these types of failures.
Takeaways. Taken together with our previous results, it appears
that improvements to interaction-level workflow traversal and in-
ternal state management enhancements will likely have a larger
impact on agent usability, in comparison to improving dark pat-
tern classification capabilities. This is because once relevant signals
are surfaced, the agent exhibits strong classification and explana-
tion performance. The primary bottleneck lies, instead, in reliably
exposing these signals in complex web environments.

5.2 Agent observation limits
Even when workflows are successfully executed, reliable auditing
requires agents to surface and perceive relevant interface signals.
Our results in §4.2 show that our agent suffers low recall for several
patterns. This is a potential indication that failures may occur not
because the agent lacks knowledge of dark patterns, but because
these signals are not consistently exposed during interaction. Here,
we highlight these failures and their implications for agent design.
Visually subtle patterns not always reliably perceived by
the agent. This observation is most pronounced in the Hidden
information pattern, which exhibits high precision (85%) and low
recall (40.5%). In many cases, this pattern manifests as visually
disguised hyperlinks, non-actionable references, or information
hidden within expandable elements. Although screenshots are sup-
plied to the agent’s underlying LLM, reliable detection of these
artifacts requires that: (1) the relevant elements have to be surfaced
(e.g., expandable sections must be triggered), and (2) the agent
must integrate these visual cues with the structured DOM informa-
tion. Prior work on multi-modal web agents has shown that vision
grounding improves interface reasoning but does not always result
in consistent alignment between this reasoning and the rendered
content [50]. From an agent design perspective, this suggests that
multi-modal reasoning is necessary but insufficient. Reliable au-
diting may require explicit ‘expand-all’ strategies for collapsible
content, and post-action DOM–vision consistency checks to ensure
that relevant states have been exposed before classification.
Fragmented signals challenge agent context window limi-
tations. Patterns such as Privacy mazes and Conflicting informa-
tion require comparing instructions from multiple navigation steps.
These patterns depend on aggregating signals that are individu-
ally unimportant, but collectively inconsistent. We hypothesize
that these errors manifest due to context window limitations in
the underlying LLM, where the earlier observations may be com-
pressed or summarized — a known challenge in agents that rely on
the ReAct-style paradigm [49]. Notably, our results match findings
from prior work which indicate that this limitation can cause per-
formance degradation in web agents performing long interactions
[10, 50]. This hypothesis is further supported by the agent’s strong
performance in detecting dark patterns which typically involve
directly observable artifacts that appear within a single navigation
step (e.g., Adding steps or Creating barriers), suggesting that the reli-
able exposure and aggregation of fragmented signals results in this
limitation. Design implications here center on structured memory
management. Specifically, agents may benefit from persistent state
representations that identify and store key disclosures explicitly,
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allowing for the detection of patterns that require long interaction
sequences and the piecing together of fragmented signals.
Takeaways. Taken together, these findings indicate that obser-
vation limits arise from the interaction-heavy nature of modern
web interfaces. Neither multi-modal input nor additional prompt
configuration can eliminate blind spots if pages, elements, and pat-
terns are not fully visible or if key information is removed from
or compressed in the underlying model’s context window. Thus,
improvements in autonomous auditing will likely require stronger
integration between reasoning and multi-modal inputs, as well as
strategic context retention.

5.3 Agent reasoning limits
Even when signals are successfully exposed, reliable auditing re-
quires the agent to correctly interpret and reason about them. Our
results in §4.2 show several patterns with lower precision, poten-
tially indicating failures due to an incorrect or overly simplified
understanding of the dark pattern. Here, we highlight these failures
and their implications for agent design.
Some dark patterns require interpretive judgments, which
challenge agent performance. Several dark pattern subtypes
depend on assessments of whether a design choice is reasonable
or excessive. For example, identity verification requirements may
be appropriate for fraud prevention, yet demanding government-
issued identification or biometric verification may be seen as impos-
ing disproportionate burden. In such cases, the agent must evaluate
proportionality rather than merely identifying the presence of a
feature. Errors here do not stem from the failure to observe specific
elements or features, but from the difficulty in determining the
(ambiguous) boundaries between protection and obstruction. From
an agent design perspective, similar to prior research [3, 49], we
hypothesize that the agent could benefit from separating factual
observations from interpretive evaluations (of proportionality), po-
tentially allowing for more stable judgments. In addition, the agent
could be designed to flag borderline cases as uncertain rather than
forcing a binary classification. Importantly, such interpretive judg-
ments are not unique to automated systems. Research on dark pat-
tern identification routinely involves normative assessments of user
expectations and reasonable design practice [13]. The challenge,
therefore, is not eliminating normative judgment, but structuring
it in a way that is transparent, reproducible, and systematically
applied within the agent’s reasoning process.
Reasoning instability also arises when multiple weak signals
must be aggregated across steps. As previously discussed, some
dark pattern categories emerge from the cumulative effect of mul-
tiple fragmented signals. In these cases, the agent must combine
evidence across navigation steps and determine whether the ag-
gregated structure meets the threshold for a dark pattern. While
poor recall in such detection can be explained by information loss
due to context window limitations, lower precision suggests that
errors occur not because the signals are absent, but because the
agent’s reasoning mechanism is unstable. From a design perspec-
tive, these findings suggest that reasoning over interaction-level
workflows would benefit from explicit state representation rather
than purely narrative aggregation. Similar to above, this may be
achieved through separation of information retrieval and judgment

phases. Put differently, instead of incrementally forming judgments
as the workflow unfolds, the agent could maintain a structured
record of key observations (e.g., detected submission channels, re-
quired identifiers, and stated verification requirements) throughout
traversal, and use these to make interpretive judgments.
Takeaways. Taken together, these findings indicate that reason-
ing limits in interaction-level dark pattern auditing arise from two
distinct sources: interpretive ambiguity and cumulative evidence
aggregation. Some categories require proportionality judgments
that do not admit sharp boundaries, while others require combin-
ing distributed signals across multiple navigation steps. In both
cases, errors arise not from missing signals, but from the difficulty
of applying consistent judgment in situations where the structure
of the workflow and the normative standards for evaluation are
inherently ambiguous. Improving reliability will therefore require
more explicit separation between factual observation and evalua-
tive reasoning, structured aggregation of multi-step evidence, and
principled handling of borderline cases.

6 Related Work
Dark patterns in privacy choices.Within the privacy domain,
dark patterns manifest as barriers that cause users to unintention-
ally disclose personal information [4] or impede consent with-
drawal and subscription cancellation [38]. Empirical audits of cookie
banners reveal widespread use of nudging and asymmetric choice
architectures that bias users toward consent [20, 30], while studies
of opt-out mechanisms document friction and asymmetry that un-
dermine meaningful choice [31]. Beyond interface visibility, Tran
et al. [44] document the full opt-out submission and follow-up pro-
cess, showing that a substantial portion of requests fail, remain
ambiguous, or require excessive additional steps. Parallel findings
emerge in studies of the Right of Access (ROA). Pöhn et al. [34]
conduct a systematic analysis and report widespread obstructive
dark patterns in GDPR-based access workflows. Lobel et al. [22]
extend this analysis at larger scale and find that more than 68% of
right-to-access workflows embed at least one dark pattern, with
obstruction-oriented mechanisms being the most prevalent. Our
study extends this line of research by systematically auditing dark
patterns in how California-registered data brokers operationalize
the right-to-access process at scale.
Dark pattern detection and LLM agents. Prior detection ap-
proaches have evolved from HTML crawling and clustering [25, 28]
to computer vision and NLP-based screenshot analysis [7, 24], to
multimodal LLMs that generate structured explanations from static
UI artifacts [19, 39]. The shortage is they operate on static represen-
tations and cannot capture patterns that emerge through multi-step
interaction. LLM-driven browser agents have demonstrated the
ability to execute realistic end-to-end workflows across diverse
web environments [2, 6, 10, 17, 42, 50]. However, despite these ad-
vances, LLM agents remain vulnerable along multiple dimensions.
Recent work systematically analyzes agent failures to understand
when and why agents break, and how errors propagate across steps.
These studies examine erroneous planning behaviors [18], tool-
use errors [29], and hallucination [21]. Recent work shows that
these failures rarely remain isolated, instead cascading across plan-
ning, memory, and action modules in ways that compound task
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failure [51]. Recent work also demonstrates that web agents can be
manipulated by dark patterns. Cuvin et al. [9] introduce DECEP-
TICON, a benchmark showing that dark patterns can significantly
influence agent behavior during task completion, highlighting an
additional failure mode arising from adversarial interface design.
Our work builds on this literature by empirically evaluating both
the capabilities and boundary conditions of LLM-driven agents in
the context of regulatory dark pattern auditing.

7 Discussion and Conclusions
Implications for scalable regulatory auditing. Our evaluation
demonstrates that LLM-driven agents can feasibly support scalable
dark pattern auditing. The agent successfully completes 81% of
workflows and, under the best-performing configuration, achieves
strong classification and explanation accuracy at an average cost of
approximately $0.52 (≈287k tokens) per data broker. At the same
time, reliability remains bounded along three dimensions. First,
execution coverage is constrained by infrastructure and security-
related failures (e.g., automation timeouts or verification mecha-
nisms), and interaction-level failures with dynamic web elements.
Second, detection reliability depends critically on carefully con-
structed domain-specific few-shot grounding and reasoning scaf-
folds. Third, robust end-to-end auditing right-to-access workflows
require agents to maintain structured memory for aggregating
distributed information and explicit DOM–vision alignment to reli-
ably detect cross-step contextual and visually subtle dark patterns.
Taken together, LLM-driven agents are better deployed as scalable
compliance triage tools. They can autonomously traverse work-
flows and flag dark patterns with structured evidence, while human
reviewers are responsible for adjudicating borderline cases. More
broadly, our results demonstrate a viable pathway for large-scale
dark pattern auditing in the privacy domain. With appropriate task-
specific grounding, similar architectures may be extended to other
regulatory rights workflows, including deletion and opt-out flows.

Conclusion. We evaluated the feasibility and limitations of LLM-
driven agents for interaction-level dark pattern auditing, using
CCPA right-to-access portals as a testbed. We design and deploy
an agent built on the browser-use framework with GPT-5, demon-
strating that it can traverse complex multi-step workflows, produce
evidence-backed classifications, and achieve strong performance
when supported by structured few-shot examples and chain-of-
thought reasoning. Across the full deployment, we find that struc-
tural barriers are the most prevalent dark pattern category, present
in roughly half of all completed workflows, while ambiguity- and
fragmentation-based patterns appear in one-quarter to one-third.
At the same time, we identify systematic boundary conditions aris-
ing from workflow execution failures, driven primarily by security
barriers, automation instability, and incomplete interaction with
dynamic multi-step interfaces. Observation and reasoning limits
further constrain performance on patterns that require aggregating
distributed signals or making proportionality judgments. These
findings collectively characterize the promise and current bound-
aries of LLM-driven dark pattern auditing, and establish a principled
foundation for evaluating and improving agentic auditing systems
in regulatory contexts.
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A Appendix
A.1 Dark Pattern Definitions and Harm

Mechanisms
We provide full details of the eight high frequency dark pattern
definitions, along with the associated harm mechanisms observed
in the 100 annotated data broker workflows, as referenced in §3.2.
Adding Steps: Subverts the user’s expectation that a task will
take as few steps as technologically necessary, instead introducing
additional required interactions.

• Identifier fragmentation. Users are required or encouraged to
submit separate requests for different identifiers (e.g., email
address, IP address, cookie ID, or mobile advertising identi-
fier). Because the interface accepts only one identifier per
submission, users with multiple identifiers must repeat the
process multiple times.

• Request-type fragmentation. A single legal access right is
split into multiple sub-request categories (e.g., “categories of
personal information” vs. “specific pieces of personal infor-
mation”). To obtain a complete disclosure, users must either
submit multiple requests or correctly interpret and select sev-
eral overlapping options if companies allow multiple choice
in selection.

Conflicting Information: Includes two or more sources of infor-
mation that conflict with each other, creating uncertainty about
the consequences of the user’s actions. Recurring subtypes in ROA
workflows:

• Submission path conflict. Different pages present incompati-
ble instructions about valid submission channels. For exam-
ple, one page lists email as an official CCPA method while
another claims only a webform is accepted. Such contradic-
tions force users to guess which instruction is authoritative.

• Submission scope contradiction. A policy claims that a linked
pathway supports multiple CCPA rights, but the destination
interface supports only a subset (e.g., opt-out only). Users are
misled into believing they can exercise access rights through
a path that does not actually provide them.

• Form labeling contradiction. Similar, some brokers display a
link advertised as a general or access-right request leads to
a page prominently labeled as “Opt-Out” or “Do Not Sell”.

Creating Barriers: Subverts the user’s expectation that relevant
tasks will be supported by the interface, instead preventing or
unnecessarily complicating the task to disincentivize user action.
We observe several recurring subtypes in ROA workflows:

• Role classification barriers. Users are required to select their
relationship to the company from a rigid predefined list (e.g.,
“customer,” “participant,” “professional”). Consumers who
hold multiple roles or cannot identify their category face
uncertainty and risk misrouting their request.

• Submission channel restriction. The company provides only
a single submission method (e.g., webform only or email
only), while CCPA require to provide at least two submission
methods [1798.130.(a).(1)][33].

• Excessive identity verification. Requests require dispropor-
tionately sensitive or difficult to obtain materials such as
government-issued IDs, SSNs, biometric verification, or phys-
ical mail authentication. These requirements exceed what is
necessary for normal verification.

• Technical identifier burden. Users are required to provide
device-level identifiers such as cookie IDs or mobile adver-
tising identifiers, which are difficult for ordinary consumers
to locate and interpret.

• Non-essential required fields. Forms mandate submission of
information unrelated to verification or request fulfillment,
such as submit supporting documents or account numbers.

• Install external App. Users are instructed to download third-
party applications or tools to retrieve required identifiers
like MAID, introducing technical complexity and additional
privacy concerns.

• Self-identification burden. Some people-search sites require
consumers to locate and submit their own records (e.g., pro-
file URLs) when filing a request. However, some search re-
sults are ambiguous, outdated, increasing effort and discour-
aging completion of the access request.

Feedforward Ambiguity: Subverts the user’s expectation that
their choice will result in a predictable outcome, instead creating a
discrepancy between provided information and the resulting action.
Subtypes in ROA workflows are:

• Instruction–outcome mismatch. Links or interface instruc-
tions promise a general privacy request pathway, but the
destination interface supports only a limited subset of rights
or redirects users into an unrelated workflow (e.g., account
creation). The resulting process violates the user’s expecta-
tion of a direct and predictable access request.

• Ambiguous rights terminology. Policies and webforms use
non-standard or vague labels (e.g., “Info Request” or “Data
Processing”) that do not clearly map to legally defined access
rights. Without explanation, users may hard to predict what
selecting an option will actually trigger.

• Coupled outcomes. Submitting an access request, but the
destination shows that it will automatically trigger additional
actions (such as opt-out).
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Hidden Information: Subverts the user’s expectation that rele-
vant information will be accessible and visible, instead disguising
it or framing it as irrelevant.

• Visually disguised affordances. Clickable elements are present
but styled to resemble ordinary text, lacking standard hyper-
link affordances such as color contrast or emphasis. There-
fore, users scanning the page cannot easily recognize that
an actionable control exists.

• Non-actionable references.We observed many brokers’ poli-
cies reference information using plain text without provid-
ing direct navigation like hyperlinked. Users must manually
search or scroll through lengthy documents to locate the
resource.

• Interaction-gated disclosure. Rights instructions are hidden
behind expandable sections, “read more” links, or hover-only
elements.

• Selective omission. A section framed as comprehensive and
dedicated to privacy rights or how to exercise them. However,
it omits some information, such as not providing full sub-
mission methods, where that information exists elsewhere
on the site without cross-references. Users who reasonably
assume the section is complete may stop searching and miss
critical information needed to exercise their rights.

Information Without Context: Alters relevant information or
user controls in ways that limit discoverability, making it unlikely
that users will find the information or action they seek.

• Contextual misplacement of execution guidance. Access sub-
mission instructions appear in unrelated sections (e.g., "Con-
tact Us" or "opt-out" section) and are not referenced within
the section users reasonably expect to be. As a result, con-
sumers encounter incomplete guidance unless they search
beyond the expected context.

• Contextual misleading form framing. Access-capable forms
are labeled as opt-out or marketing controls. Even when
access is technically supported, the framing signals irrele-
vance and discourages users from using the form for access
requests.

• Vague or non-standard request labels. Access request options
use terminology (e.g., “Data Processing” “Info Request”) that
does not clearly map to standard legal term.

• Section label mismatch. Policies direct users to a named sec-
tion for CCPA information, but the actual content appears
under a differently labeled section without explanation.

• Misdirect pathways. Some interfaces provide a privacy mech-
anism but fails to provide the limiting context (e.g., the web-
form is only for B2B clients or only for other different legal
regime). By presenting a narrow tool under a general context,
leading users believe they have reached the correct pathway
but cannot complete the intended action.

PrivacyMazes:Requires users to navigate throughmultiple screens
or fragmented pathways to accomplish a task, without providing a
clear or comprehensive overview.

• Excessive navigational depth. Users must follow a chain of
intermediate pages before reaching the actual submission
interface.

• Within-page fragmentation.Access instructions are split across
separate sections of the same page, and no single section
presents a complete set of submission methods.

• Cross-page fragmentation. Submission guidance is distributed
across different pages, each containing partial instructions.
No page provides an authoritative summary, forcing users
to traverse multiple documents to assemble a complete un-
derstanding.

Visual Prominence: Places an element relevant to user goals in
visual competition with a more distracting and prominent element,
thereby diverting attention from the user’s intended task.

• Competing call-to-action dominance. Prominent buttons or
banners (e.g., account creation prompts) visually outweigh
the access request pathway, which appears as a small or low-
contrast link. The imbalance draws attention away from the
user’s primary task.

• Persistent overlay interference. Floating widgets or fixed inter-
face elements remain on screen and overlap privacy controls
or footer links, obstructing interaction and diverting users
attention.

A.2 Low Frequency Dark Pattern Categories
Table 5 presents the six low frequency dark pattern categories
identified during Phase 1 annotation. These categories appeared
fewer than 20 times in the 100-broker ground-truth dataset and
were therefore excluded from the experiments in Phases 2 and 3.

A.3 Prompt
Figures 2 to 4 present the complete prompt configuration used
across the four prompting strategies (Level 1 to Level 4), as refer-
enced in §3.3. This prompt is organized into functional sections,
each governing a distinct aspect of the auditing task. In the figure,
each section header is annotated with a concise description (shown
as a colored label on the right) summarizing its functional role for
clarity. For example, [GOAL] specifies the agent objectives, and
[INTERACTION PLAN] prescribes the step-by-step website naviga-
tion and form interaction sequence. The four prompting strategies
are also color-coded for clarity.
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Table 5: Low frequency dark pattern categories identified during Phase 1 annotation.

Pattern Definition
Dead Ends Prevents users from finding information through inactive links or redirections that limit or completely

prevent the display of relevant information, leaving users unable to achieve their goal.
False Hierarchy Gives one or more options visual or interactive prominence over others, particularly where items

should be in parallel rather than hierarchical, causing users to misunderstand or be unable to accurately
compare their options.

Bad Defaults Subverts the user’s expectation that default settings will be in their best interest, instead requiring users
to take active steps to change settings that may cause harm or unintentional disclosure of information.

Choice Overload Subverts the user’s expectation that choices should be understandable and comparable, instead providing
too many options or encouraging users to overlook relevant information due to the volume of choices
provided.

Complex Language Makes information difficult to understand through obscure word choices or sentence structure, pre-
venting users from comprehending relevant information and leading to uninformed decisions.

Forced Registration Subverts the user’s expectation that they can complete an action without registering or creating an
account, instead leading them to believe registration is required, often resulting in the sharing of
unneeded personal data.
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Prompt Strategies L1: Zero-shot L2: Zero-shot + Role L3: Few-shot + Role L4: Few-shot + Role + CoT

[ROLE] (not present in L1) L2 L3 L4

You are an expert auditor working for a regulatory agency, tasked with conducting a thorough investigation to identify all dark patterns
on: $url. Your responsibility is to detect, document, and justify every potential dark pattern during the process of exercising and evaluat-
ing CCPA Right of Access.

[GOAL] Specify objectives must accomplish

Your goal is to follow the [INTERACTION PLAN] to evaluate the process of exercising a CCPA Right of Access request in order to:
(1) Evaluate clarity, completeness, and accuracy of CCPA Right of Access as described under [EVALUATION INSTRUCTIONS].
(2) Comprehensively detect and classify all applicable dark patterns using [TAXONOMY], by applying [DECISION RULES]. Be exhaustive.
Do not conclude the analysis until every observed aspect of the webpage or navigations or user actions have been compared against the
entire taxonomy.
(3) Collect and record verifiable, structured evidence that allows a human annotator to confirm your reasoning, as specified in [EVI-
DENCE REQUIREMENTS].

[INTERACTION PLAN] Prescribe the step-by-step website navigation and form interaction sequence (See §3.1))

Follow the interaction plan listed below while attempting to exercise CCPA Right of Access on the provided website.
(Step 1) Find all links on the provided webpage footer that lead to pages plausibly relevant to exercising privacy rights. This includes,
but is not limited to, links labeled with terms such as: “Privacy Policy”, “Your Privacy Rights”, “Privacy Preferences”, “Privacy Choices”,
“Consumer Rights”. Do NOT directly click links in footer that labeled “Do Not Sell My Personal Information” or other DNSMPI / opt-
out–only links, as they are not part of the CCPA Right of Access analysis.
(Step 2) Navigate to and Review each page obtained from Step 1 across all different aspects as described under [EVALUATION INSTRUC-
TIONS].
(Step 3) Enumerate ALL submission methods offered for CCPA Right of Access (webform, email, phone, mail, etc.).
(Step 4) If a webform is offered as one of the submission methods for CCPA Right of Access, interact with it as a California consumer
who exercising Right of Access by selecting the following fields:

- If country is requested, choose or enter “United States”.
- If state is requested, choose or enter “California (CA)”.
- If a relationship-to-company field (or similar) is requested, select one. Prefer “Consumer” if available.
- If a request type field (or similar) is requested, select the option corresponding to the CCPA Right of Access (or equivalent seman-

tic meaning, e.g., “Access Data,” “Right to Know”).
- If the webform does not display after first navigation, WAIT 5 seconds, then scroll down and up once to trigger lazy-loading, and

check again.
- After each input or selection that could change the UI, WAIT 5 seconds for the webform to fully update and reveal any new fields

(e.g., the “request type” field may only appear after selecting California).
(Step 5) DO NOT submit form. For each visible form field, record its label and determine if it is a mandatory field or optional. To do
this:

- Record mandatory/optional status via UI cues (asterisk, ‘required’ label) and HTML source (‘required’ attribute).
- Record ‘unsure’ if unclear.

Figure 2: Full agent prompt (Part 1 of 3)
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[TAXONOMY] Runtime-injected taxonomy

You MUST ONLY use the following dark pattern taxonomy to detect and classify dark patterns: $dark_pattern_taxonomy

(Each dark pattern entry in $dark_pattern_taxonomy contains the following fields, depending on the prompt strategy level used:)

L1 L2 Base taxonomy (dark pattern name + definition only)

L3 + Few shot examples per dark pattern

L4 + Structured CoT reasoning (evidence with reasoning) inside each few shot example

Evidence with reasoning:
raw_snippet Exact text/HTML from page demonstrating the pattern
action_taken Specific check or click that revealed it
dynamic_outcome What happened after the action
short_rationale Why this qualifies as the named dark pattern

[EVALUATION INSTRUCTIONS] Define what to examine

Consider ALL of the following aspects when evaluating clarity, completeness, and accuracy of CCPA Right of Access:
(1) Static “policy text”:

- Evaluate the clarity, completeness, and accuracy of how access rights and related instructions are described.
- Identify any omissions, narrowing, ambiguity, fragmentation, inconsistency, or misleading information in access rights workflow or

instructions.
(2) Static/Dynamic “UI behaviors”:

- Form fields, button labels, color contrasts, hidden links, modal popups, validation messages, redirects, selectors
(3) Static/Dynamic “interaction-level obstacles” encountered during the entire process of exercising Right of Access:

- Availability and validity of privacy-related links
- Issues encountered when following links or completing forms

[DECISION RULES] How to classify dark patterns

Apply the following decision rules when detecting *each* dark pattern during the evaluation of the CCPA Right of Access process, as
specified in [EVALUATION INSTRUCTIONS]. Record each observed problem along with its supporting evidence.
- Exhaustive Coverage: For every dark pattern entry in [TAXONOMY]:

* You MUST generate one ‘DarkPatternMatch‘ object for each dark pattern entry and record all findings.
* Match STRICTLY to dark pattern definition’s wording. Multiple matches are allowed if and only if multiple entry definitions accu-

rately apply.
* Evaluate independently for every dark pattern entry. Absence or presence must be justified separately.
* ALWAYS consider surrounding and preceding context; do not label ONLY based on a local snippet.

- Use of Example (not present in L1/L2)

(Few-Shot only — examples field added)L3

* The ‘examples’ field provides few-shot prototypes showing how each dark pattern may appear in real contexts.
* Use them to understand the pattern’s intent, but do not limit your judgment to exact example phrasings. Be
generalizable.

(+ CoT reasoning inside each example )L4

* Each example includes chain-of-thought reasoning under ‘evidence_with_reasoning’, including
raw_snippet, observed_ui_text, action_taken, dynamic_outcome, short_rationale.

- Any detected dark pattern MUST have an impact on the user’s ability to locate, understand, or complete a CCPA Right of Access
request.
- Content that discusses other rights (e.g., opt-out) may ONLY be cited as evidence if it increases burden, confusion, or distraction specifi-
cally within the Right of Access path.
- Do NOT classify: standard info fields, bot-detection / CAPTCHA measures, hidden DOM elements, unreachable/inferred URLs, or execu-
tion failures.

Figure 3: Full agent prompt (Part 2 of 3)
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[EVIDENCE REQUIREMENTS] Specify the structured output schema

Structured evidence at the pattern level

Structured evidence for post-run verification

Populate all fields of the ‘DarkPatternRunResult‘ schema.
(1) Record each discovered/disclosed submission method (e.g., webform, email, phone, mail, etc.)
(2) Record all visible form fields after fully expanding the UI
(3) For *each* dark pattern entry:

(3.1) When a dark pattern is FOUND:
- Set status=“found”.
- Provide at least one ‘EvidenceItem‘ describing where and how the pattern appears.
- For each ‘EvidenceItem‘:

* page_url: the URL where the evidence was seen.
* raw_snippet: copy the exact text or HTML phrase from the page that demonstrates the pattern. Do not paraphrase here.
* observed_ui_text: summarize what that text or behavior implies (why it’s a dark pattern).
* action_taken: describe the specific check or click that revealed it.
* dynamic_outcome: describe what happened (e.g., “page asked for cookie ID”, “form disabled until consent”).

- In short_rationale, clearly explain why this qualifies as the named dark pattern.
- In matching_confidence, set between 0.5–1.0 based on clarity of evidence and how confident you sure this dark pattern ob-

served.
(3.2) When a dark pattern is NOT FOUND

- Set status=“not found”.
- Populate evidence with at least one ‘EvidenceItem‘ showing where you looked and why no pattern was present.
- For each ‘EvidenceItem‘:

* page_url: the URL you inspected.
* raw_snippet: quote the relevant section of the page that led you to conclude no dark pattern exists.
* observed_ui_text: briefly state why this section does not indicate the pattern (e.g., “form is simple and clearly labeled”).
* action_taken: specify what you checked (“reviewed form submission fields”, “scrolled through privacy section”).
* dynamic_outcome: describe normal or compliant behavior (“form submitted successfully”, “link clearly visible”).

- In short_rationale, summarize why this pattern was absent.
- In matching_confidence, set a score 0.5–1.0 depending on how thoroughly you inspected and how confident you sure this

dark pattern do not exist.
(4) Post-run verification.
- Rule: A failure should be classified as blocked = true ONLY if it prevents the agent from completing the interaction plan. If the agent
encounters a temporary failure, e.g., timeout, but successfully recovers via retry and completes the task, this is NOT considered blocking.
- If the agent is permanently blocked or unable to fully execute the interaction plan:

- Choose exactly one block_category:
* security_barrier: website actively blocks automation (CAPTCHA, Cloudflare)
* automation_instability: timeout, crash, rendering failure, or infrastructure issue
* interaction_failure: page loads but cannot interact with UI elements (elements not clickable, dynamic UI not rendered,

JS event failure)
* navigation_failure: required page or section cannot be reached or loaded (broken links, page or section never loads,

redirect loops)
* content_format_limitation: information exists but cannot be extracted (unreadable PDF, oversized document, text in

image, iframe isolation)
* agent_instability: agent is unable to complete a workflow due to internal failures in execution or planning (incomplete

plan execution, wrong output format)
- set blocked = true
- include a short blocker_message
- blocked_stage describe where execution failed

- If no issues occurred, or the agent recovers and completes the task:
- set blocked = false, set block_category = “no_blocking”, leave other fields null

Figure 4: Full agent prompt (Part 3 of 3)
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