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Abstract
Bridges are circumvention proxies that provide routes around cen-

sorship. In order to be effective, most bridges must be kept secret

from censors, lest they be added to censors’ blocklists.

Reputation-based bridge distribution systems including rBridge,

Hyphae, and Lox have been proposed with the goal of enabling

regular users to learn about bridges while preventing censors from

learning about and blocking these bridges. These three examples

use anonymous credentials to preserve user anonymity while still

allowing the anonymous users to gain reputation within the system

if the bridges distributed to them remain unblocked for some period

of time and penalizing them by reducing their reputations if the

bridges distributed to them become blocked by censors. Performing

these reputation changes requires these systems to have knowledge

of which bridges have been discovered and blocked by censors and

which are still accessible.

The obvious way to test whether a given bridge is accessible

from a given region is by attempting to connect directly to that

bridge from within that region; however, this approach carries risks,

including that these scans may inadvertently reveal previously

undiscovered bridges to a censor. Rather than actively scanning

all bridges, we favor soliciting users to submit reports when their

bridges are inaccessible and scanning only the bridges for which

user reports have been received, to validate those reports. This

approach reduces the set of bridges that must be actively scanned

but also introduces new risks if implemented naïvely; namely, cen-

sors or malicious users might submit inaccurate reports in order to

disrupt the bridge distribution system or induce additional scans. It

might be tempting to tie users’ reports to their identities in order to

penalize users who submit inaccurate reports, but doing so would

violate user anonymity. Building on the anonymous credential sys-

tems used in, e.g., Hyphae and Lox, we design Troll Patrol, a scheme

for users to submit reports that is resilient against malicious behav-

ior, both by censors and by regular users, while still preserving the

anonymity of the users who submit them.

Keywords
measuring censorship, bridges, anonymous credentials, Tor, Lox

1 Introduction
Bridges [17], first designed for use with Tor [18], are proxies in-

tended to enable people to circumvent censorship and access oth-

erwise restricted resources. While not all types of bridges must
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remain secret from censors, most bridges rely on secrecy. Unless

access to a bridge is entangled with access to other resources the

censor is unwilling to block (as with bridges such as meek that use

domain fronting [26]), a censor that discovers the bridge can simply

block access to it. This work is specifically concerned with settings

in which these bridges must remain secret.

When a user is given information about how to connect to a

bridge, we say the bridge has been distributed to the user. We refer

to a system for distributing bridges to users as a bridge distribution
system, and we call the server component of such a system (which

knows the information needed to connect to the bridges being

distributed and decides which bridges to distribute to which users)

the bridge distributor. Distributing bridges to honest users while

preventing censors from learning about and blocking those bridges

is a challenge that is currently best addressed by reputation-based
bridge distribution systems. In these systems, users learn about

bridges and then earn higher or lower reputations over time based

on whether or not the bridges distributed to them become blocked

by censors. If a user learns information that then makes its way

to a censor, this suggests that the user may be cooperating with

the censor. rBridge [80], Hyphae [40], and Lox [75] operate on this

basic principle, while using anonymous credentials [3, 10, 52] to

protect user anonymity.

Of course, it is not possible to enact these changes in reputation

level without insight into which bridges have been blocked and

which have not. Unfortunately, gaining this insight is not as sim-

ple as it may seem. While measuring censorship is a well-studied

problem [23, 28, 49, 56, 79, 87], the vast majority of prior work is

concerned with learning whether or not publicly known resources

(such as news websites) are accessible. The problem of detecting

bridge censorship is subtly more challenging because it carries an

additional risk that must be mitigated: the censorship measure-

ments could themselves expose the identities of bridges to censors

observing the measurements.

A number of sources of data on whether a bridge can be accessed

from a region have been discussed [15, 39, 66, 67]. Generally, these

ideas fall into three categories: active scans (attempting or inducing

a connection between a device in the region and the bridge), bridge

usage statistics (having the bridge estimate and report the number

of distinct users in the region that connect to it), and user reports

(having users in the region report whether or not they are able

to connect to the bridge). Active scans carry various risks. If they

are performed by volunteers, a censor may retaliate against those

volunteers, and the process of actively scanning bridges could reveal

those secret bridges to a censor. Thus, we aim to limit the number

of active scans that must be performed by only scanning bridges

for which we have some other indication of possible censorship.

In this work, we explore the other two categories as indicators

of which bridges might be blocked (and thus should be actively
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scanned for verification), with the goal of reducing the number of

active scans that must be performed. Using real-world Tor data, we

evaluate the utility of bridge usage statistics with the use case of

reputation-based bridge distribution systems in mind. We expect

user reports to be useful in principle, but we consider that there

may be possible attacks by censors and malicious users, as well as

privacy risks to honest users who submit reports. To address these

risks, we present Troll Patrol,
1
an abuse-resistant reporting scheme

that uses anonymous credentials to allow users to anonymously

submit reports that bridges are inaccessible.

Our contributions are as follows:

• We discuss bridge-reported usage statistics, positive reports

(in which users report that they are able to access their

bridges), and negative reports (in which users report that

they are not able to access their bridges) as possible early

indicators of censorship and ultimately argue that negative

reports are the only one of these three indicators likely to be

useful for bridges distributed by Lox or similar reputation-

based bridge distribution systems.

• Given a bridge distribution system that uses anonymous cre-

dentials (such as Lox) and a separate mechanism for actively

testing whether a bridge is accessible in a region (which we

leave to future work), we describe a scheme to allow users to

submit reports that bridges are inaccessible, such that only

the bridges reported as inaccessible must be actively tested.

Our reporting system preserves user anonymity while pro-

tecting against malicious behavior from both censors and

regular users. In particular, a report that a bridge is inacces-

sible cannot be submitted by someone who has not been

given information about how to access the bridge, and we

(privately) track the number of inaccurate reports submitted

by users, allowing us to disallow reports from users who

have previously submitted too many inaccurate reports.

• We implement a prototype of our reporting scheme as an

extension to the Tor Project’s implementation of Lox and

evaluate its performance, finding that our new reporting pro-

tocols perform comparably to existing Lox protocols and that

our changes have only a small impact on the performance

of existing Lox protocols.

2 Assumptions and Threat Model
In this section, we discuss the assumptions that must be true in

order for Troll Patrol to be effective, as well as our threat model.

2.1 Assumptions
Our assumptions address important problems that must be consid-

ered when implementing our proposed reporting system in practice.

We do not prescribe the specifics of how these assumptions should

be fulfilled, but we do briefly discuss implementation considera-

tions.

Assumption 1. Users are in definable regions, and a user’s client
can determine in which region to consider itself.

1
The Norwegian fairy tale “Three Billy Goats Gruff” features a troll who lives under a

bridge and eats would-be crossers of the bridge. Our work mobilizes users to “patrol”

to find such “trolls” that prevent people from using bridges.

We model users in regions, which could be as broad as entire

countries or as granular as individual autonomous systems. Our

goal is to determine whether users in a region are able to access

particular resources. For the sake of report submission, a user’s

client must be able to indicate from which region its connection

attempts succeeded or failed. This region information could be

determined through some automated procedure or through manual

input from the user.

Assumption 2. Users can anonymously contact the bridge distribu-
tor, even if their secret bridges are inaccessible.

We assume that there is some (possibly high-latency or low-

throughput) bi-directional signaling channel that can be used to

send small amounts of data between a user and the bridge distribu-

tor, even if the user’s secret bridges have all been discovered and

blocked. We note that such a signaling channel is already a prereq-

uisite for the bridge distribution system, where users who do not

already have working bridges must have some way to learn about

bridges and can subsequently use their bridges to establish a low-

latency, high-throughput messaging channel. Various censorship-
resistant signaling channels have been proposed, such as email as

in SWEET [90], domain fronting [26], and Amazon Simple Queue

Service [55].

Furthermore, we assume that this signaling channel can be used

in a way that protects user anonymity when contacting the bridge

distributor. If a user’s secret bridges are all inaccessible, they might

submit their reports over an anonymity network, connecting via

a different type of bridge that does not require secrecy (but may

have low bandwidth). As a concrete example, users might connect

to Tor via meek, which uses domain fronting but imposes a limit

on bandwidth due to costs associated with running the bridge [44].

This mechanismmay be accessible to users and usable as a signaling

channel but too slow for regular Internet use.

Assumption 3. It is possible to perform active scans to confirm
whether or not bridges are accessible from any region of interest.

This paper focuses on early indicators to infer which bridges

may be inaccessible and assumes that there is some separate way to

verify these inferences, namely through active scans. Developing

such a verification system that can be used in all cases is challeng-

ing; we discuss logistics of performing these scans in Section 7.2

but do not ultimately provide a solution to this problem. Such a sys-

tem will need to be separately developed for the scheme presented

in this paper to be deployable. Without scanning infrastructure,

we can still make inferences about which bridges are blocked (for

example, based on reports from users); however, we cannot ver-

ify these inferences (for example, to determine whether the users

who submitted reports for a bridge should be allowed to continue

submitting reports).

2.2 Threat Model
We consider a censor to be a powerful adversary with control over

a region’s networks. In particular, a censor can block connections

based on defined rules, and it can make exceptions in these rules

for its own connections to succeed without issue. While censors are

technically powerful, they also face social and economic pressures.
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We assume that a censor will allow some benign-looking communi-

cations, even if these communications could be used to circumvent

censorship intended by the censor. Complete Internet shutdowns

do occur; for example, Iran has recently blocked nearly all Internet

use in response to war [12] and to suppress information about the

country’s human rights violations during protests [4, 81]. However,

these extreme restrictions of Internet use are outside our threat

model and better addressed by other work [35, 37, 54, 58].

We consider that a censor may attempt to learn information

about bridges in order to block those bridges. It may identify bridges

by requesting them from the bridge distributor or receiving an

invitation from an existing user (as a regular user would do), by

identifying bridge users or the infrastructure used to test access to

bridges and watching the resources they attempt to contact, or by

fingerprinting the protocols used to carry traffic between bridges

and users. If a censor blocks a bridge, it may attempt to hide this

fact from the bridge distributor. Inversely, if a censor cannot block

a bridge because it has not discovered the bridge’s identity, it may

nonetheless attempt to mislead the bridge distributor into believing

that the bridge is inaccessible in order to cause disruptions.

Importantly, we note that a bridge may be inaccessible due to cen-

sorship or simply offline, e.g., for maintenance. Users of reputation-

based bridge distribution systems should lose trust when censors

block their bridges, but they should not be penalized for their

bridges being offline. In either case, we aim to learn that the bridge

is inaccessible, but it is important that we also learn why: whether
the bridge is blocked in a region or offline.

While we leave the method of verifying early inferences to future

work, direct scans (in which some device within the censored region

attempts a direct connection to the bridge) are an obvious direction.

If the device used for direct scans is known to the censor, then

the censor can monitor connections from that scanner, potentially

learning additional bridges that the scanner also tests. Thus, we

aim to keep the identity of such a scanner secret from the censor.

However, we assume that the censor may still discover the scanner

and that its probability of doing so is somemonotonically increasing

function of the number of scans performed. (It may be the case, for

example, that each scan has some chance of drawing the attention

of the censor or that the censor will notice the scanner if its volume

of scans exceeds some threshold.) Thus, we aim to minimize the

number of scans that must be performed, to limit the chance of the

censor discovering the scanning infrastructure.

Beyond disrupting bridge use, a censor may attempt to identify

bridge users and their friends. A censor may attempt measures such

as intercepting reports submitted by users or compromising the

bridge distributor to learn this information.

We assume that the bridge distributor is not itself acting as or

colluding with a censor; however, we do not expect users to as-

sume that the bridge distributor is not curious about their identities

and social relationships or that it will never be compromised by

someone who is. Thus, we consider that the bridge distributor may

attempt to identify users or learn their social graphs; i.e., which

users are friends with which other users. Bridge distribution sys-

tems such as Hyphae and Lox use anonymous credentials to protect

users’ identities and social graphs from the bridge distributor; our

reporting scheme must not violate these protections.

We also consider that users may themselves act with malice

(or have compromised devices that behave maliciously without

user intent). Malicious behavior by users (or their devices) may

be viewed as a reduced version of that of a censor. Users cannot

generally restrict other users’ access to bridges (though they may

be able to inform censors of bridges to be blocked), but they may

still claim that bridges are accessible when they are not or vice

versa. In particular, users regularly reporting that their bridges are

inaccessible may lead to their bridges being regularly scanned. As

discussed, this creates additional risk, as increasing the number of

scans increases the risk of the scanning infrastructure being dis-

covered by the censor and may in turn expose additional bridges to

the censor. Thus, if some users demonstrate a pattern of submitting

inaccurate reports, we would like to ignore reports from them in

the future, to reduce the number of scans and the associated risks.

Finally, we note that a user submitting a report that a bridge is

inaccessible and a subsequent scan determining that the bridge is

accessible from the user’s region (or vice versa) do not necessarily

imply malice. It is possible that the user’s report was a genuine

representation of the user’s view and that the user’s view is not

appropriately representative of their assigned region. The user may

have a particularly restrictive local firewall configured, or regions

may be defined too broadly in general. For example, if regions are

defined on a per-country basis but censorship is applied on a per-

ISP basis (as is the case in India [36, 60], for example), one user in a

country may be able to access resources that another user in the

same country cannot. Thus, if a user submits reports that cannot

be validated, we do not assume that user to be acting maliciously.

Nevertheless, we may wish to ignore future reports from them.

3 Bridge Usage Statistics
One possible source of data on bridge accessibility is statistics

sourced from bridge operators about the users of their bridges. For

example, the Tor Project collects daily statistics about Tor bridges

and publishes this information through the CollecTor [71] service.

In the case of a Tor bridge, this information includes a bridge-ips
field containing a list of the country codes from which the bridge

saw a non-relay connection during the measured period and the

number of unique IP addresses (rounded up to a multiple of 8) used

to connect from each such country (based on GeoIP lookups in a

local database).

A 2011 report [39] by Loesing proposed that a bridge may be

considered blocked in a country if the count of connecting users

from that country falls below an absolute threshold, below a rela-

tive threshold compared to other countries’ connection counts, or

outside of an estimated interval based on past data on connections

to that bridge from that country. For simplicity, Loesing adopted

an absolute threshold of 32, meaning that a bridge that receives 32

or fewer connections from a country in a day should be considered

blocked, and evaluated bridge censorship in China in the first half

of 2010. Loesing’s report only evaluated bridges that reported re-

ceiving connections from at least 100 (due to rounding, this is 97

or more) different Chinese IP addresses during a single day in the

evaluation period, noting that “[b]ridges with fewer users than that

have a usage pattern that makes it much more difficult to detect

blockings at all.”
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Figure 1: Approximate number of daily requests (by users
in any country) for bridges from each distributor during the
period January 2026 throughMarch 2026. Graph from the Tor
Project [69]. Gaps in the data appear to be due to a bug [45],
rather than representing zero requests.

This is a fundamental limitation of using (absolutely or relatively)

low connection counts to detect censorship: this approach requires

a sufficient volume of consistent bridge use in order to reasonably

use low bridge use as a signal for censorship. A bridge simply being

unpopular or many users choosing not to use their bridges on

a given day (e.g., a holiday) does not imply censorship. We also

identify a second fundamental limitation: bridge connection counts

can be deceptively increased by a censor that blocks regular users’

access to the bridge but makes its own connections from several

different IP addresses. Thus, a bridge’s connection count exceeding

the threshold does not imply the absence of censorship.

We explored the feasibility of using these bridge statistics to

measure censorship, using a case study of Tor bridge censorship

in Belarus in 2020–2021. In this incident, email-distributed bridges

that used the obfs4 pluggable transport were blocked, while other

bridges were apparently accessible. However, our attempts at de-

veloping algorithms to infer this censorship were unsuccessful,

particularly because the bridges that were actually blocked were

used by too few users in Belarus to meaningfully infer censorship

from low connection counts, regularly receiving 0 connections from

Belarus, even on days when they were not blocked. The details of
this case study are provided in Appendix A.

It is unsurprising that the algorithms we used were not effec-

tive for detecting censorship of bridges with such low usage. If 0

connections is a common value during normal times (when the

bridge is not blocked), it would be very difficult to detect censorship

using a low connection count (even 0) on a single day. It may be

possible to detect censorship based on an abnormally long period of

low connection counts (e.g., if the bridge reports 0 connections for

several consecutive days), but this would significantly increase the

delay between a censorship event and detection of that event. In the

context of bridge distribution, users having to wait (at minimum)

a day for their bridges to be detected as blocked (and potentially

replaced) is already a burden; increasing this delay to several days

would not be reasonable.

It seems likely that the observed low regular use of bridges

distributed via email is because it is more challenging and may

feel more daunting for most users to request bridges via email

than via HTTPS or Moat, even though users are more likely to

have uncensored access to Gmail than to the bridges.torproject.org

website. We note that this observation is consistent with current

trends in global requests for bridges. Figure 1 shows that users are

far more likely to request bridges via HTTPS or Moat than via email

or the relatively new Telegram bot.

We similarly expect low regular connection counts for the bridges

distributed by reputation-based systems, which have much higher

barriers for access. Learning a bridge in one of these systems re-

quires a prospective new user to know an existing user who trusts

the prospective user enough to invite them or informally share

bridges with them. Some systems, such as Salmon [19] and Lox [75],

take a hybrid approach, in which bridges are initially distributed via

some less-restrictive mechanism and later become invitation-only.

Even with these hybrid systems, we expect each individual bridge

to be distributed to a small number of users. For example, we note

that the Tor Project’s current implementation of Lox initially dis-

tributes each bridge to only 10 users [73]. These bridges eventually

become aggregated into invitation-only “buckets” containing two

other bridges (each also distributed to 10 users), meaning we expect

30 users globally (not necessarily in the same region) to know each

bridge when it becomes invitation-only.

Motivated by this Belarus case study and the primary goal of sup-

porting reputation-based bridge distribution systems (likely with a

small user base for each bridge), we choose not to rely on bridge

usage statistics, which (if low) do not reliably indicate censorship

(particularly for low-use bridges) and (if high) do not reliably in-

dicate lack of censorship (as they may have been manipulated by

a censor to avoid detection). Instead, we assume that some active

scans will be necessary, and we focus on designing a reporting

system to indicate which bridges might be inaccessible so that only

those bridges must be scanned. We discuss user reports in the next

two sections.

4 Positive Reports
We use the phrase positive report to refer to a report indicating that
a user has successfully connected to a bridge. We identify two ways

that positive reports might be used. Tracking drops in the rate of

positive reports over time could be used to infer censorship, or the

presence of positive reports could be used as evidence that a bridge

is accessible (counteracting evidence that it has been blocked, e.g.,

negative reports, to avoid false detections).

Unfortunately, positive reports have the same fundamental limi-

tations as bridge usage statistics. Unless a bridge has a sufficiently

high and consistent positive report submission rate (something we

cannot assume for bridges distributed by reputation-based bridge

distribution systems), it is not possible to reliably infer censorship

based on a drop in positive report submissions. If positive reports

can be used to counteract evidence of censorship, then censors (or

malicious users) can abuse this by submitting positive reports even

after a bridge has been blocked.

It may be tempting to add restrictions to positive reports to

address the latter problem. However, censors have all the technical

967



Proceedings on Privacy Enhancing Technologies 2026(4) Vecna and Ian Goldberg

capabilities of regular users. Restrictions will either be ineffective

against a censor or effective against the censor but also overly

restrictive of honest users. We discuss two strawman restrictions,

explaining why both are insufficient. First, we could require positive

reports for a bridge to include some evidence that the bridge was

successfully contacted, such as a signed token fetched from the

bridge. This would prevent users who cannot access the bridge

from submitting positive reports maliciously. It would not, however,

prevent a censor (which is presumed to have the power to allow

its own connections to the bridge) from contacting the bridge and

submitting positive reports. Second, given that we are building upon

a reputation system, we could restrict positive report submission to

users with sufficient reputation. This may be effective at preventing

a censor from submitting positive reports, but it also prevents low-

reputation-but-honest users from submitting these reports. As we

expect most bridge users early on to have low reputations, this

would significantly limit the utility of positive reports.

Based on these limitations, we do not include positive reports in

our strategy for detecting blocked bridges.

5 Negative Reports
Drawing on ideas from prior work [15, 39, 66, 67], we have so far

discussed active scans, bridge usage statistics, and positive reports

as possible sources of data to indicate which bridges are accessible

and which are not. We argued that active scans are necessary but

dangerous, and their use should be limited, as well as that bridge

usage statistics and positive reports are not useful for our setting.

We thus design our system around negative reports, which indicate

that a user was unable to connect to a bridge. We use these nega-

tive reports as an initial signal of which bridges might be blocked.

The bridges reported as blocked should be actively scanned for

validation.

Anecdotally, users informing Tor Project developers that their

bridges are inaccessible has led to investigations confirming that

the bridges are indeed blocked [7, 31]; our goal is to standardize this

reporting process so that investigations (by way of active scans)

can be automated and to build in abuse mitigations. We note that

per Assumption 2, even if users’ secret bridges are blocked, there is

still some (possibly high-latency and low-bandwidth) anonymous

channel for contacting the bridge distributor to submit reports.

While our design is not limited to Lox, we use Lox as our running

example and include specific details for implementing negative

reports for Lox when appropriate.

5.1 Design Goals
We have two broad goals when designing negative reports. First,

these reports must not identify the users who submit them. Reports

should reveal no more information about a user than the region

from which they attempted a connection to a bridge and the list

of bridges their credential permits them to use. We elaborate our

assumptions related to this list of bridges in Section 5.2 but briefly

note here that the bridge distributor should not know which users

have been distributed which bridges and that each list should be

assigned to multiple users such that it is not a unique fingerprint.

We allow the bridge distributor to link multiple reports submitted

by the same user within a period of time to each other but not to

link this set of reports to any non-report-related user actions.

Second, there must be mechanisms for preventing abuse by cen-

sors and users. In particular, users must only be able to submit

reports for bridges that were distributed to them, each user should

only be able to submit one report per bridge at a time, and users

who submit reports for bridges that are determined to be accessible

from the user’s region should lose the ability to submit reports in

the future. As discussed in Section 2.2, we do not assume malice

from submission of unverifiable reports. Thus, aside from losing

the ability to submit more reports, users should not be penalized

for submitting these unverifiable reports. Finally, a censor that in-

tercepts a valid report should not learn any information that would

allow it to block the bridge being reported.

5.1.1 A Simple Construction. We first provide a simple construc-

tion that achieves most of our described goals but does not provide

a defense against users who submit inaccurate reports. In order to

restrict the act of reporting a bridge to users who have knowledge

of the bridge without requiring them to uniquely identify them-

selves, we require the report to include a hash of its bridge line:
the information required to access the bridge (such as its IP:port

pair and cryptographic material). This design prevents a censor

that intercepts a report from learning the bridge line and using

the information in it to block the bridge. To prevent replay attacks,

we additionally require the hash input to include a nonce and the

current date, and we reject reports with previously observed nonces

or prior dates.

This scheme is simple and does not depend on any particular

bridge distribution system; as such, it might be useful for bridges

that are not distributed by reputation-based bridge distribution sys-

tems. However, it does not provide any defense against users who

submit many reports for their bridges. Thus, a malicious user may

submit inaccurate reports at every opportunity, leading to their

bridges being regularly scanned, potentially drawing the attention

of the censor to the scanning infrastructure and exposing addi-

tional bridges. Defending against this attack without violating user

anonymity requires additional complexity; the rest of this section

describes a reporting scheme that fulfills these goals.

5.2 Preliminaries
We assume that each user has an anonymous credential that they

can use to prove statements about their status within the bridge

distribution system. In particular, these credentials have various

attributes, and a user can reveal some attributes and hide others

while constructing a zero-knowledge proof about their credential’s

validity and its hidden attributes (in a process called a credential

show). Among these attributes, we assume that each credential has

a unique ID that is revealed during credential shows (but hidden

during issuance such that the events of a credential issuance and a

subsequent credential show cannot be linked together). This ID can

be revealed only once, and when the user shows a credential with

the ID revealed, they should be issued a new credential with a new

(hidden) ID to replace their old one. The bridge distributor should

reject credential shows using IDs that have already been revealed.

We also assume that the credential has an attribute that somehow

conveys an ordered list of the bridges the user should be allowed
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to access (and thus allowed to report as blocked) and that the list

corresponding to this attribute is known to the bridge distributor. In

Lox, this is the “bucket” attribute 𝛽 , which consists of an index and

a key, allowing the user to retrieve and decrypt their list of bridges.

We will generically assume that the user has such an ordered list of

bridges and refer to the attribute that conveys this list as 𝛽 , but we

do not prescribe the mechanism by which 𝛽 conveys this list. We

assume that multiple users are assigned the same list of bridges and

that two users with identical lists of bridges have identical 𝛽 values;

in other words, having a particular 𝛽 is not a unique fingerprint for

a user. (We note that this is true of Lox.)

Troll Patrol works with either single-show or multi-show cre-

dential schemes (since we use the credentials in a single-show way),

and it works with either public-verification or keyed-verification

anonymous credentials (since we model the bridge distributor as

both issuer and verifier). We note that the credential scheme used

by Lox [10, 52] satisfies all of our requirements.

When the bridge distributor receives a valid report, it should

first establish whether the bridge is online at all by attempting

to connect to it. (We assume that the bridge distributor is itself

located in a region that does not block bridges; thus, this connection

attempt does not risk exposing the bridge’s identity to a censor

that will block it.) If the bridge distributor’s connection fails, the

bridge should be considered offline (not blocked). If the connection

succeeds, then the bridge distributor should determine whether

or not to initiate a scan based on some criteria, e.g., if a requisite

number of reports for a particular bridge have been received from

a particular region in a short period of time (which we envision

in the range from 1 to 24 hours) and a recent scan has not already

been initiated. As we expect bridges to be initially distributed to a

small number of users, likely in different regions, a single report

should initially be sufficient to initiate a scan. Once there is reason

to believe that a bridge has been distributed to more users in the

same region (e.g., after 44 days for Lox, enough time for a user to

advance from level 0 to level 2, gaining the ability to invite friends),

it may make sense to increase this threshold.

In the bridge distributor’s view, reports are either pending or

resolved. A report is resolved when the bridge specified in the report

is found to be offline, when a scan has concluded that the bridge is

either blocked or not blocked in the specified region, or when the

requisite period of time has elapsed without a scan being initiated

from that region. In the case that a bridge is scanned and found

not to be blocked in a region, all pending reports for that bridge

from that region are classified as false reports. Each anonymous

credential tracks the number of false reports it has been used to

submit, and we revoke the ability to submit more reports from

credentials that have already been used to submit too many false

reports. This process is described in Section 5.3.

5.3 Design
To facilitate reporting, we require credentials to contain the follow-

ing attributes:

• ID: a unique ID, revealed only once

• 𝛽 : a value that indicates the list of bridges the user is autho-

rized to access

• 𝑓 : the number of false reports the user has previously sub-

mitted

• 𝑝: the pending status of the credential

We discussed the need for a unique ID and the 𝛽 attribute in

Section 5.2. 𝑓 and 𝑝 are new attributes we introduce. Reporting

occurs in sessions, which are initiated and resolved by the user.

When a user does not have an active reporting session, their pending

attribute 𝑝 = 0. During a session, 𝑝 has a random value defined

by the bridge distributor, which is split into a prefix and a suffix.

The suffix consists of the lowest 𝑘 bits of 𝑝 (we use 𝑘 = 8 in our

implementation), and it is used as a counter to track the number of

operations that have occurred in the current session and ensure that

the operations within the session are performed in an appropriate

order. The prefix is randomly generated by the bridge distributor

and used as a session identifier. This session identifier allows the

bridge distributor to associate multiple reports submitted during a

single reporting session but not to link multiple reporting sessions

for a single user to each other or to link report-related actions by a

user to non-report-related actions by the same user.

Notably, the bridge distributor and user must both knowwhether

there are still pending reports associated with the user’s session

and how many resolved reports so far are false reports for which

the user’s credential’s 𝑓 value should increase. This information is

certified by the bridge distributor and provided to the user in the

form of a resolve credential, a new credential type that we define

with the following attributes:

• 𝑝: a pending value, the same as in the main credential

• fnew : the number of new false reports for the user

• 𝑏: an indicator of which of the user’s bridges have pending

reports

Assuming the user’s credential has a value 𝛽 that conveys the

ordered list of bridges known to the user, the 𝑖th bit of 𝑏 (from least

to most significant) is 1 if and only if the 𝑖th bridge in the user’s list

has a pending report. (Any bits that do not correspond to bridge

indices are set to 0.) The user cannot end their reporting session if

there are any pending reports associated with the session (in other

words, if 𝑏 ≠ 0), and they cannot submit a report for a bridge if

there is already a pending report for that bridge associated with

their session or if their credential’s 𝑓 value plus fnew from their

resolve credential exceeds an allowable false report limit, which

we call𝑚. Resolve credentials contain no information that is secret

from the bridge distributor, and they are always shown and issued

with all attributes revealed.

In general, other protocols can still be performed while a user’s

credential is in a pending (i.e., 𝑝 ≠ 0) state, and these protocols

should be oblivious to the user’s 𝑝 value (while ensuring that it does

not change). However, it may be necessary to explicitly disallow

some actions while the user is in a pending state. For example, in

Lox, a user can invite a friend, but the friend’s credential should

inherit some attributes from the first user’s credential. We view 𝑓

as an attribute that should be inherited, and we require the user to

resolve their current session, aggregating all false reports from the

session into their 𝑓 count, before inviting a friend. This ensures that

the friend’s credential accounts for all false reports submitted by the

user who invited them (thus limiting the ability of malicious users

to invite themselves many times to obtain additional credentials
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Table 1: Report-related protocols, including relevant inputs (the second section) and outputs (the third section). In each protocol,
the user shows their old credential (denoted𝑂) with some attributes revealed (R) to the bridge distributor and some hidden (H ).
The user is issued a new credential (denoted 𝑁 ) with some attributes selected (S) by the bridge distributor, some revealed, and
some hidden. The user may be required to show or be issued a resolve credential (denoted 𝑅); whenever a resolve credential is
shown or issued, all of its attributes are always revealed. Constraints on inputs or outputs are listed after whether the attribute
is selected by the bridge distributor, revealed, or hidden. Constraints on hidden attributes are proven in zero knowledge.

Protocol 𝑂.𝑝 𝑂.𝑓 𝑅 shown 𝑁 .𝑝 𝑁 .𝑓 𝑅 issued

Report Submit (𝑝 = 0) R : 𝑝 = 0 H : 𝑓 ≤𝑚 S: low 𝑘 bits = 0 H : 𝑓 =𝑂.𝑓

Report Status R : 𝑝 ≠ 0, 𝑝 is even H R : 𝑝 =𝑂.𝑝 + 1 H : 𝑓 =𝑂.𝑓 Yes

Report Submit (𝑝 ≠ 0) R : 𝑝 is odd H : 𝑓 + 𝑅.𝑓new ≤𝑚 Yes R : 𝑝 =𝑂.𝑝 + 1 H : 𝑓 =𝑂.𝑓 + 𝑅.𝑓new
Report Resolve (𝑏 = 0) R : 𝑝 is odd H Yes: 𝑏 = 0 R : 𝑝 = 0 H : 𝑓 =𝑂.𝑓 + 𝑅.𝑓new
Report Resolve (𝑏 ≠ 0) R : 𝑝 is odd H Yes: 𝑏 ≠ 0 R : 𝑝 =𝑂.𝑝 + 1 H : 𝑓 =𝑂.𝑓 + 𝑅.𝑓new

𝑝 = 0

Start

Report Submit Report Status

Report Resolve

𝑓
≤
𝑚

𝑓 + fnew ≤𝑚 𝑏
≠
0

𝑏 = 0

Figure 2: State transition diagram for our reporting protocols.
𝑝 = 0 indicates that a user is not in a reporting session. 𝑏 = 0

indicates that the user has no pending reports. In Report
Status, the user is issued a resolve credential, which must be
shown in the subsequent Report Submit/Resolve protocol.
The user may perform at most 𝛼 report-related protocols dur-
ing a single reporting session (that is, between consecutive
𝑝 = 0 states).

and submit many false reports). We also disallow operations that

change a user’s set of known bridges until their current reporting

session has been resolved.

5.3.1 Protocols. Concretely, we introduce three protocols to man-

age reporting. For each, the user reveals their credential’s ID and 𝑝

value and is issued a new credential with its 𝑝 value revealed and a

new (hidden) ID. All other credential attributes (including 𝑓 ) are

hidden but proven in zero knowledge to be the same for both the

old and new credential or, in the case of 𝑓 , increased appropriately.

We summarize these protocols:

Report Submit. Report Submit allows the user to submit one or

more reports. The user must indicate their region and the bridges

being reported, and they must prove that they should be allowed to

access those bridges. They do this by sending their 𝛽 value times a

publicly defined point 𝐻 , such that the bridge distributor (which

knows the set of 𝛽 values in use) can determine the user’s 𝛽 value,

but someone who intercepts the report cannot learn 𝛽 from 𝛽 · 𝐻 .

The user also proves in zero knowledge that the 𝛽 used to compute

𝛽 · 𝐻 is equal to the 𝛽 attribute in their credential, and that their 𝑓

value, plus fnew from their resolve credential if they are already in

a pending state, does not exceed the allowable false report limit𝑚.

Report Status. Report Status allows the user to obtain a resolve

credential certifying the statuses of their previously submitted re-

ports. They can use this credential to perform a subsequent Report

Submit or Report Resolve action.

Report Resolve. Report Resolve allows the user to end their report-
ing session if 𝑏 = 0 or simply resolve their current state, allowing

them to perform Report Status again (to obtain an updated resolve

credential for a future Report Submit or Report Resolve operation).

Interactions Between Protocols. Table 1 shows the inputs and

outputs of each report-related protocol, and Figure 2 shows the

permitted transitions between these protocols. When the bridge

distributor assigns a random 𝑝 value in the Report Submit protocol,

it generates a random prefix and sets the𝑘-bit suffix to 0 as described

above. The bridge distributor uses the prefix as an index in a table

and stores available information about the user’s reporting session,

such as any pending reports that have been submitted in the session

and the user’s region. When the user’s session ends, the bridge

distributor can (and should) delete this data.

Each report-related operation that occurs after a session begins

and before the session ends causes the user’s pending value 𝑝 to

increase by 1. This prevents the user from reusing old resolve cre-

dentials (with previous 𝑝 values) and allows the bridge distributor

to enforce restrictions on both the sequence and number of oper-

ations during a session. The user must always alternate between

checking the status of their existing reports (at which time the

bridge distributor commits to a particular state) and resolving the

state to which the bridge distributor committed (either through

the Report Resolve action or through submitting additional reports,

which implicitly resolves their current state).

The bridge distributor should enforce some maximum number of

actions within a session (including the initial Report Submit action

that starts the session and the final Report Resolve action that ends

the session), which we call 𝛼 . This value must be odd, and it must

not exceed 2
𝑘 + 1 (where 𝑘 is the number of bits in the suffix of

𝑝). In our prototype, we set 𝛼 to 101 (supporting up to 50 pairs of

Report Submit/Resolve and Report Status actions, followed by a

final Report Resolve action that ends the session), but we do not

expect that users will actually perform this many actions in a single

session. A user’s client should end sessions as quickly as possible,
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only allowing them to extend if the user submits multiple reports

at staggered times such that there is always a pending report.

A user is not permitted to end their session while they have

any pending reports; however, we observe that as described it is

possible for a user to reach an unresolvable state by performing

𝛼−2 report-related actions in the same session and then performing

Report Status only to receive a resolve credential with 𝑏 ≠ 0. In this

case, the user is unable to perform the final Report Resolve action.

This is not only a problem for submitting reports; being perpetually

trapped in a pending state prevents the user from ever again per-

forming any non-report-related protocols that are disallowed while

𝑝 ≠ 0. In Lox, for example, this would prevent the user from ever

inviting friends or migrating to a new bucket when their current

bridges are blocked. To address this, the bridge distributor can reject

Report Status actions where the suffix of 𝑝 is 𝛼 − 2 and there are

still pending reports associated with the user’s session (indicating

to the client that it should try again later). Alternatively, the bridge

distributor can make an exception to allow Report Resolve actions

when 𝑏 ≠ 0 and the suffix of 𝑝 is 𝛼 − 1 but treat each pending report

as a false report.

We describe each new reporting protocol in further detail in the

next section.

5.4 Protocol Details
In this section, we provide a more detailed description of our pro-

tocols for the submission of negative reports.

5.4.1 Report Submit. Report Submit requires either 𝑝 = 0 or an

odd 𝑝 and a resolve credential with a matching 𝑝 value. The user

must indicate which bridges they are reporting and prove that they

should be allowed to submit reports for the bridges being reported.

We accomplish this using the 𝛽 attribute, which is associated with

an ordered list of bridges. To indicate which bridges are inaccessible,

the user indicates which list of bridges they have (i.e., which value

their credential has for the attribute 𝛽) and those bridges’ indices

within this list. To prove that the user should be allowed to use

their credential to submit reports for those bridges, the user proves

that their credential has the indicated 𝛽 value and reveals either

that their 𝑝 value is 0 or that the 𝑏 value in their submitted resolve

credential has a 0 for the bit corresponding to each of the reported

bridges.

Indicating 𝛽 and proving that a credential has a particular 𝛽

value can be trivially accomplished by simply revealing the 𝛽 value,

but we note that this attribute may itself be a sensitive value. In

Lox, for example, a censor that learns a user’s 𝛽 value can learn

and block all of that user’s bridges. If it would be problematic for 𝛽

to be learned by an adversary that observes the report, the user can

instead submit a hash of 𝛽 or multiply 𝛽 by a public point. We use

the latter approach in our implementation for Lox. We use a public

point 𝐻 , which is generated daily from a hash of the date. The user

submits𝐷 = 𝛽 ·𝐻 and proves in zero knowledge that their credential

contains this 𝛽 . (Given knowledge of 𝛽 , the bridge distributor can

verify this statement in the proof. The fact that 𝐻 changes each

day prevents a passive observer from learning whether reports

submitted on different days indicate the same or different 𝛽 values

without knowing the 𝛽 values.) The bridge distributor knows the set

of 𝛽 values and precomputes all 𝛽 ·𝐻 values for each day, allowing

it to quickly look up the 𝛽 corresponding to the point 𝐷 submitted

by the user.

It is acceptable that the bridge distributor learns the user’s 𝛽

value in this process. Per Assumption 2, users can contact the

bridge distributor anonymously; we assume that the user originally

registered and learned their bridges anonymously (otherwise, the

bridge distribution system has already failed at protecting user

anonymity) and that reports are submitted anonymously. Thus, the

bridge distributor does not know or learn which users know which

𝛽 values. Additionally, as discussed in Section 5.2, we assume that 𝛽

is not a unique fingerprint, so the user indicating 𝛽 does not allow

the server to associate all reporting sessions using that 𝛽 value to

the same (anonymous) user.

In addition to proving that their credential corresponds to the

bridges being reported, the user must prove that they have not

previously submitted too many false reports. The 𝑓 value from

the user’s credential (which is not revealed) plus fnew from the

resolve credential (if applicable) must not exceed the allowable false

report limit𝑚, and the sum is used as the 𝑓 value in the user’s new

credential. (The user proves these statements in zero knowledge.)

If the user’s old credential had 𝑝 = 0, the bridge distributor assigns

a new, random 𝑝 value with the low 𝑘 bits equal to 0 (as described

previously). Otherwise, the 𝑝 value for the new credential is one

more than the 𝑝 value from the old credential. (Note that in either

case, the new 𝑝 value is even.) If the user has previously submitted

reports within a session, they should not be allowed to submit

reports from a different region within the same session. (While a

user may change regions from time to time, they must resolve their

session and start a new one before submitting additional reports in

this case.)

5.4.2 Report Status. Report Status requires an even 𝑝 ≠ 0 and

returns a resolve credential that summarizes the current status of

the user’s reports. The user’s new credential is given a 𝑝 value that

is one higher than the 𝑝 value of the user’s previous credential

(the new 𝑝 value will be odd), and the issued resolve credential

is given the same 𝑝 value as the new credential. The purpose of

incrementing 𝑝 is to ensure that old resolve credentials cannot be

reused in future operations.

Importantly, in issuing a resolve credential, the bridge distributor

commits to a particular state. The user must perform a subsequent

Report Submit or Report Resolve action, and the bridge distributor

must accept this action according to the state committed to in the re-

solve credential, rather than a future state of the bridge distributor’s

view. For example, suppose a user has an unresolved report when

they perform Report Status, so that the resulting resolve credential

has 𝑏 ≠ 0. When they next perform Report Resolve, their reporting

session will not end, even if the outstanding report is resolved before
they perform the Report Resolve protocol. They must perform Report

Resolve (presenting their resolve credential with 𝑏 ≠ 0), followed

by another Report Status action (obtaining a resolve credential with

𝑏 = 0 showing that their reports have all been resolved), and then

a final Report Resolve action to end their session.

5.4.3 Report Resolve. Report Resolve requires an odd 𝑝 and a re-

solve credential with the same 𝑝 value. The user is issued a new

credential, with 𝑓 equal to the old credential’s 𝑓 plus fnew from the

resolve credential. If the resolve credential showed that the user
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had no pending reports (i.e., 𝑏 = 0), then the user’s new credential

has 𝑝 = 0, ending the user’s reporting session. Otherwise, the 𝑝

value for the user’s new credential is one more than the 𝑝 value

from the old credential (in which case it will be even).

5.4.4 Storage. The bridge distributor must store some informa-

tion about reporting sessions, namely the region associated with

a reporting session (which is not permitted to change during the

session) and information about the reports submitted as part of the

session. In particular, the bridge distributor must track pending re-

ports and resolved false reports that the user has not yet aggregated

into their credential’s 𝑓 value. When a user performs Report Status

and receives a resolve credential indicating the count of resolved

false reports, the bridge distributor can stop tracking these resolved

reports (however, it must continue to track all pending reports).

The resolve credential tracks this information, and the user must
present it during the next report-related protocol.

When the user successfully performs Report Resolve with 𝑏 = 0,

their reporting session ends. At this point, all of their submitted

reports must have been resolved (otherwise 𝑏 would not be 0), and

the count of their new false reports must have been added to their

credential’s 𝑓 value (otherwise Report Resolve would not succeed).

At this time, the bridge distributor can purge all information related

to that particular reporting session; the only information about the

reporting session that is needed in the future is the user’s total

false report count, which is tracked by the user’s credential (but

authenticated by the bridge distributor such that the user cannot

falsify it).

5.4.5 Allowing 𝑓 to Reset or Decay. As described, 𝑓 can only ever

increase. However, this may be problematic in practice. In particu-

lar, “false” reports may be submitted for reasons unrelated to malice,

such as a misconfiguration, an overly restrictive local firewall, or a

temporary bridge outage that is resolved before the bridge distribu-

tor makes its connection to test whether the bridge is online. As

such, it may be desirable to allow 𝑓 to gradually decay over time, or

to provide some mechanism for resetting 𝑓 after it grows beyond𝑚,

allowing users to regain the ability to submit reports. We describe

a mechanism for resetting 𝑓 in Appendix B.

5.5 Privacy Leakage
We aim to leak as little additional information as possible, beyond

what the underlying bridge distribution system leaks. In this section,

we discuss the additional leakage of both our simpler reporting

scheme described in Section 5.1.1 and our full scheme described

in Sections 5.3 and 5.4. Per Assumption 2, we assume that users

connect anonymously to the bridge distributor when submitting

reports, and so the concern is just the information that the reports

themselves reveal. Any reporting scheme must minimally associate

the locations of users with the bridges that are inaccessible to them,

along with the time when the report is received by the bridge

distributor. If the number of users of a particular bridge in a single

region is assumed to be one, then the bridge distributor can assume

that all reports for that bridge from that region come from the

same user; however, the identity of that user will still be unknown.

Additionally, if bridges are only considered blocked in a region

as a result of users submitting reports (which are validated by

subsequent scans), then users who do not submit reports can infer

from a bridge being classified as blocked in their region that some

other user(s) in their region submitted reports. The simpler scheme

leaks only the information we have already identified, while the full

scheme leaks additional information (detailed in the remainder of

this section) but provides a better defense against malicious users

submitting many reports.

When a user submits multiple reports during a single session

in our full scheme, the bridge distributor learns that those reports

were all submitted by the same user (but still does not learn which

person that user is). (As stated above, the bridge distributor may

already be able to infer in some cases that there is only one user

of the bridge in that region.) The bridge distributor can also infer

information about the number of users (or, at least, the number

of credentials) in each region that have access to each bridge. For

example, if the bridge distributor receives 𝑛 reports for a given

bridge from a given region simultaneously, then it learns that there

must be 𝑛 different credentials corresponding to that bridge, held

by users who are (or claim to be) in that region, which have not

previously been used to submit too many false reports. (We note

that when Lox users invite their friends, the bridge distributor does

not learn to which bucket the new user is assigned; thus, a bound

on the number of users per bucket is additional information leaked

by our scheme.)

Users may also learn information about other users from our

scheme. If a user submits a report, they may learn (from how their

report gets resolved, e.g., whether it times out) whether other users

in the same region also submitted reports for their bridge. While the

bridge distributor does not know the social relationships between

users, these likely are known by users (who invite each other to join
the system). Thus, users may be able to infer, for example, whether

or not their friends are trying and failing to use bridges at some

particular times, based on inferred reporting behavior.

Ultimately, we consider this additional leakage to be acceptable,

and we believe that it is worth the benefit of defending against

users who submit many false reports.

6 Performance Evaluation
We extended the Tor Project’s Lox system to include our reporting

protocols described in the previous section. In this section, we

evaluate the performance of our system.

6.1 Implementation and Experiment Setup
We base our Rust prototype of Troll Patrol on a development

branch
2
of the Tor Project’s Lox code. Our code is publicly avail-

able,
3
as are scripts for reproducing our results.

4

We use the same performance metrics as were used in the origi-

nal Lox paper [75], namely, for each protocol, we measure (averaged

over 100 runs) the serialized request size (in bytes), the time re-

quired for the client to compute the request, the serialized bridge

distributor response size, the time required to compute the bridge

2
https://gitlab.torproject.org/onyinyang/lox/-/tree/lox-extension; we forked that repo

at commit 88d9fcf56017a28737a7d18d5115efa48525f11e, dated 2025-12-30.

3
https://git-crysp.uwaterloo.ca/vvecna/lox-troll-patrol-extension

4
https://git-crysp.uwaterloo.ca/vvecna/troll-patrol-artifact
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Table 2: Performance statistics for the Tor Project development branch of Lox on which we based on our code. We use 3,600
bridges (1,800 untrusted open-entry one-bridge buckets and 600 hot spare three-bridge buckets) over 100 runs. All times are
reported in milliseconds (ms), and sizes are reported in bytes. Results for the check blockage protocol are reported for 5, 50,
and 100% of trusted (invitation-only) bridges being blocked as the performance changes accordingly.

Protocol Request Size Request Time 𝜎 Response Size Response Time 𝜎 Response
Handling Time

𝜎

Open Invitation 241 0.165 0.002 539 0.92 0.01 0.660 0.007

Trust Promotion(0→1) 1677 2.68 0.03 252181 753 1 1.51 0.05

Trust Migration (0→1) 845 1.411 0.009 237 2.84 0.04 0.629 0.009

Level Up (1→4) 2253 4.04 0.04 237 7.357 0.006 0.599 0.001

Issue Invitation 1101 2.51 0.02 397 4.509 0.009 1.05 0.01

Redeem Invitation 1037 1.94 0.03 237 3.73 0.05 0.601 0.009

Check Blockage 5% 685 1.161 0.002 4381 14.608 0.002 0.606 0.001

Check Blockage 50% 685 1.18 0.06 42181 126.5 0.5 0.73 0.02

Check Blockage 100% 685 1.16 0.03 84181 250.7 0.6 1.09 0.08

Blockage Migration 973 1.95 0.04 237 3.51 0.07 0.60 0.01

Table 3: Performance statistics for our modified version of Lox, including the Troll Patrol protocols. We use 3,600 bridges (1,800
untrusted open-entry one-bridge buckets and 600 hot spare three-bridge buckets) over 100 runs. All times are reported in
milliseconds (ms), and sizes are reported in bytes. Results for the check blockage protocol are reported for 5, 50, and 100%
of trusted (invitation-only) bridges being blocked as the performance changes accordingly. The Report Submit request size
includes the size of the optional resolve credential that only needs to be presented if the user’s credential has 𝑝 ≠ 0.

Protocol Request Size Request Time 𝜎 Response Size Response Time 𝜎 Response
Handling Time

𝜎

Open Invitation 241 0.166 0.004 539 1.04 0.02 0.72 0.01

Trust Promotion(0→1) 1805 2.89 0.06 252181 753 1 1.50 0.04

Trust Migration (0→1) 973 1.677 0.007 237 3.32 0.01 0.657 0.002

Level Up (1→4) 2445 4.58 0.07 237 8.17 0.07 0.600 0.001

Issue Invitation 1229 2.84 0.02 397 5.09 0.07 1.08 0.01

Redeem Invitation 1133 2.21 0.04 237 4.19 0.05 0.630 0.003

Check Blockage 5% 877 1.569 0.006 4381 15.8 0.7 0.65 0.06

Check Blockage 50% 877 1.57 0.03 42181 127.3 0.4 0.724 0.008

Check Blockage 100% 877 1.562 0.005 84181 251.6 0.6 1.1 0.1

Blockage Migration 1101 2.206 0.008 237 3.981 0.005 0.629 0.001

Report Submit 1300 2.72 0.03 237 4.56 0.06 0.543 0.008

Report Status 877 1.96 0.03 397 3.86 0.03 1.080 0.004

Report Resolve 1069 2.174 0.003 205 3.75 0.01 0.541 0.002

distributor’s response, and the time required by the client to pro-

cess this response. Each experiment was run on a single core of

an Intel Xeon Platinum 8380 at 2.30 GHz in a Docker container

running Debian 13. The Lox paper presented performance statis-

tics for Lox protocols initialized with 1,800 untrusted open-entry

one-bridge buckets and 600 hot spare three-bridge buckets (mean-

ing 3,600 bridges total), based on the total number of Tor bridges

at the time. We run our performance evaluation using the same

bridge pool size, also allocating half of the bridges to open-entry

one-bridge buckets and half to hot spare buckets. We evaluate these

performance metrics for each existing Lox protocol and for our new

reporting protocols. As we added new attributes to the primary Lox

credential, the communication and computation costs for existing

protocols are affected.

We also evaluated the same performance metrics (for existing

Lox protocols) for the version of the Lox code from the original Lox

paper.
5
The results of this evaluation can be found in Appendix C.

5
https://git-crysp.uwaterloo.ca/iang/lox

6.2 Results
We present our results in Tables 2 and 3. We show that our new

protocols for reporting are comparable to the existing Lox protocols

in terms of communication and computation. The addition of the

𝑝 and 𝑓 attributes to Lox credentials results in a small increase in

the request size (around 100–200 bytes) and a small increase in

computation cost for protocols unrelated to reporting.

7 Limitations and Discussion
The obvious effective way to determine which bridges are blocked

would be to periodically perform active scans of all bridges of

interest; however, this approach may draw the attention of the

censor both to the volunteers performing the scans (if applicable)

and to the bridges being tested, causing more harm than good. As

a compromise, Troll Patrol aims to drastically decrease the number

of active scans that must be performed by asking users to submit

reports when their bridges are blocked and only scanning those

bridges for which users submit reports, only from the regions where
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users indicate the bridges are inaccessible. Additionally, users who

submit reports for bridges that are accessible in order to induce

active scans will quickly have their reporting privileges revoked.

In Section 5, we presented a design for negative user reports,

using anonymous credentials to track the number of times a user

has submitted inaccurate information and forbidding reports from

users who have submitted too much inaccurate information, while

protecting user privacy by not requiring users to identify them-

selves or link together multiple reports submitted at different points

in time. We do not prescribe precisely how users should submit

these reports or how subsequent active scans should be performed,

but we discuss some ethical and practical considerations for these

actions here, along with some limitations of our work.

7.1 Report Submission
Reports should be submitted by a user’s client only if the user grants

consent. The user should be informed of the privacy implications

of submitting reports in an understandable way. For example, the

consent dialog might explain that the report would contain their

region, the bridge, and proof that the bridge being reported has

been distributed to them, but nothing that individually identifies the

user. The user should also be informed that if they submit too many

reports for bridges that are determined to be accessible from their

region, theywill lose the ability to submit new reports; however, this

will neither reveal their identity nor affect their reputation within

the rest of the system. Per Assumption 2, users have some way to

contact the bridge distributor anonymously to submit reports. The

user’s client should handle report submission seamlessly (provided

the user grants consent) and ensure that the anonymous channel is

used properly.

The user’s client should try to end reporting sessions as soon

as possible, to minimize the number of reports that can be linked

together; in the case that the user still has pending reports when

they are prompted to submit a new report, their client should warn

them that if a new report is submitted now, it will be linked to their

other recent reports. (For example, the client might show the list of

recent reports that can be associated together.) The client should

explain that if the user is willing to wait to submit the new report,

it will not be associated with any prior reports. (The user might

opt to save their setting, e.g., choosing never to submit new reports

when existing reports are pending.)

We argue that if the results of active scans usually align with

the observations of users, then users are generally incentivized to

submit reports when their bridges are inaccessible. (In Section 7.3,

we discuss conditions under which active scans may not reliably

alignwith users’ observations, and in the next paragraph, we discuss

nuances in incentives depending on users’ reputations.) Submitting

reports can help to identify bridges that are offline (not blocked)

so that they can be replaced, and in some systems (including Lox),

users can only migrate to new bridges if their old bridges have been

identified as blocked. Even if user reports are sometimes (but not

regularly) mislabeled as false reports, a user may lose the ability

to submit additional reports, but their reputation and ability to

migrate to new bridges will not be harmed otherwise. (As discussed

in Section 5.4.5, 𝑓 could be allowed to reset or decay, such that

users can regain the ability to submit reports.) If a bridge is blocked

by a censor but later becomes accessible again, then the censor

may block the bridge again in the future. Thus, when a bridge

becomes blocked, it is still better for users to report the bridge

immediately so they can migrate to new bridges that have not been

discovered by the censor, rather than waiting in case the bridge

becomes accessible again.

However, the incentives are more complicated. If a user has

enough reputation to migrate to new bridges, or if they have a high-

reputation friend who can migrate and then re-invite them to use

the friend’s new bridges, then the best strategy is to submit reports,

to have the bridges classified as blocked as quickly as possible. This

is because a censor may have obtained a credential allowing it to

use (and block) the bridges and to migrate if the censor’s credential

accrues enough reputation. Causing the censor to lose its ability

to gain reputation as soon as possible minimizes the probability of

the censor also being able to migrate to the same new bridges as

the user and block those bridges too. However, if a user does not

already have enough reputation to migrate or a friend who can help

them (and the user believes that the bridge is inaccessible due to

censorship, rather than the bridge being offline), then reporting that

their bridges are blocked will simply prevent them from gaining

reputation. Instead, their optimal strategy is to wait until they do

have enough reputation to migrate, while hoping that the bridge is

not discovered to be blocked (so that they can continue accruing

reputation). Unfortunately, this means that the censor can also

accrue reputation during this time.

There is a question of when users should be asked to give consent

for the submission of reports. Asking when the user’s client fails to

connect to a bridge (and is able to submit new reports) is likely to

be the best time, as this clearly implies context for the action. The

consent dialog could invite the user to grant consent for a single

report submission or to grant consent for this and future report

submission. (In the latter case, it should, of course, be possible for

the user to revoke consent at any time in the future.)

On the other hand, it would be desirable to learn how many

users would be willing to submit reports, whether or not reports

currently need to be submitted. If scanning occurs exclusively as a

result of reports being submitted and users are unwilling to submit

reports, then it may be assumed that all bridges are accessible,

even if they are not. Users could be asked (e.g., after successfully

using their bridges for a few days) whether or not they would be

willing to submit anonymous reports if they found that their bridges

were blocked. This could either be implemented as a proper consent

dialog that stores their choice and uses it if their bridges are blocked

(and if they have not since changed their selection) or simply as an

informal signal to the bridge distributor to determine whether and

how frequently to scan bridges without having received reports

for those bridges (in which case, the user should, of course, be

properly asked for consent when their bridges are blocked). We

assume that this indicator of user willingness will be submitted via

an anonymity network such as Tor.

7.2 Active Scans
If user reports suggest that a bridge cannot be accessed from a

certain region, the bridge distributor should first check whether

the bridge is accessible from a different region that is unlikely to
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block the bridge. If the bridge is simply offline (and inaccessible

everywhere), this should not be treated as a censorship event, and

users should not be penalized for submitting reports that the bridge

is inaccessible. (This may also be useful information for the bridge

distributor. If a bridge is down or unreliable but not blocked by a

censor, then users of that bridge may be given a replacement bridge

without incurring any reputational penalty.)

We assume that there is some way to actively scan bridges to de-

termine whether or not they are accessible from within a particular

region of interest; however, how these scans should work is not

obvious. Solving this problem is orthogonal to our work, and we

do not provide a complete solution, but we describe some relevant

considerations for this problem.

The most obvious solution would be to have volunteers in the

region attempt to connect to the bridge. This has two major prob-

lems: it may put those volunteers at risk, and it requires exposing

the secret identities of bridges to more parties, thus increasing the

risk of exposing this information to censors. The former issue is

an inherent problem with this approach to censorship measure-

ment and is well known, but the latter is somewhat unique to the

setting of measuring censorship of secret resources. Relying on

volunteers in this way also requires trusting the results provided

by the volunteers.

An alternative to asking volunteers to perform measurements

is to rent infrastructure (such as virtual private servers) or use

proxy servers in regions of interest and conduct the scans using

these servers. By eliminating the need for human participants,

this avoids the risks to those participants, but there are various

limitations of this approach as well. This approach is only possible

if there is such infrastructure available in the regions of interest

(and the infrastructure must actually be located in the regions

advertised; companies that provide access to proxies are known to

lie about their servers’ locations [82]). It is also possible that a censor

would apply different censorship policies to such business-oriented

infrastructure than to regular people using residential Internet

plans; thus, successful connections from such infrastructure may

not conclusively indicate that a bridge is not blocked. Additionally,

collusion of the infrastructure providers with the censor could again

expose secret bridge identities.

There are techniques for measuring censorship without con-

trolling a vantage point within the region of interest, either by

attempting a connection from the bridge to a resource within the

region [63, 64] or by remotely inducing a connection from a re-

source in the region of interest to the bridge and measuring its

success [23, 24]. These techniques depend on censorship being im-

plemented in certain ways that can be measured by these scans.

For example, the former approach requires that censorship is im-

plemented symmetrically and that there is an identified world-

accessible resource within the region (e.g., a public website) that

can be used for testing. Both require that the censor applies the

same restrictions to the resource within the region that is used for

measurements as it applies to regular people.

7.3 Additional Limitations
Troll Patrol would not be effective against certain adversarial behav-

iors or under certain conditions. We assume that users will submit

reports and that scans should only be performed in response to

user reports. Consequently, if users do not submit reports (e.g., due

to privacy concerns or because they are not incentivized to do so

at their current reputation), then Troll Patrol would not detect that

their bridges are blocked.

Furthermore, if a bridge is blocked in a region but users in that

region do not attempt to connect to it, then this censorship will

go undetected. We do not consider this to be a significant issue,

as the users who are trying to use the bridge are not prevented

from using the bridge. We also comment that Lox assumes that

bridges will not be forgotten by censors and once blocked should

not be considered unblocked later (except in special circumstances,

such as protocol-level blocking). Thus, Lox’s model would prevent

bridges from being considered unblocked just because users give

up on trying to connect to them.

We assume that censorship is uniform within a region; i.e., either

all connections from the region to the bridge will be blocked, or

all those connections will be unblocked. There are various ways

this assumption can fail. The region boundaries may be defined

too broadly, such that multiple censorship policies are enforced

within the region. For example, different ISPs in India apply dif-

ferent censorship policies [36, 60], so the entirety of India should

not be treated as a single region. Even within a correctly defined

region, censorship may not be consistent. For example, a censor

may apply some probability of failure to each connection for a

forbidden resource, rather than blocking all connections to forbid-

den resources. A censor may also allow connections but throttle

them to the point of being unusable [89], which may not appear

as censorship. A valuable area of future work would be adapting

to new information about specific regions or censorship models,

such as re-dividing regions observed to apply multiple censorship

policies or incorporating information about how specific censors

enforce censorship (e.g., trying multiple connections or factoring

in the speed of the connection).

We comment that Lox currently does not consider regions, in-

stead modeling each bridge as either blocked (everywhere) or not

blocked (everywhere). The simplest way to apply our work to Lox

would be to determine whether a bridge is blocked somewhere and if
so, have Lox consider it blocked everywhere. However, we comment

that the assumption of a global censor may be a limitation of Lox

that should be re-evaluated in the future.

8 Related Work
Bridges were proposed for Tor in 2006 by Dingledine and Mathew-

son [17]. Since then, much work has been done to identify ways

that bridges might be discovered by censors [16, 20, 22, 29, 38,

41, 43, 76, 78, 85], and to protect bridges from discovery using

pluggable transports that resist traffic analysis and active prob-

ing [5, 6, 9, 27, 30, 32, 46, 59, 61, 83, 86] and reputation-based bridge

distribution [19, 40, 42, 75, 80].

In 2019, Nasr et al. presented a new framework for bridge distri-

bution and evaluated stragies for bridge distribution and censorship,

finding that their framework was more resilient against censorship

than rBridge’s reputation system [48]. Nasr et al. did not compare

their framework to other extant reputation-based bridge distribu-

tion systems, such as Salmon [19] or Hyphae [40]. In 2026, Fares et
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al. performed a similar evaluation [25] that focused on ephemeral

bridges, modeling Snowflake [9] for their analysis. Fares et al. did

not analyze reputation-based bridge distribution systems. Notably,

both of these papers assume that the bridge distributor knows

which bridges have been blocked by censors, but neither explores

the question of how it learns this information.

Measuring Internet censorship is a well-studied problem. The

obvious way to determine whether an action will be blocked within

a region is to attempt the action from that region. By seeing if

and how the connection fails, one can learn whether the action

was permitted. This approach has been taken by many censorship

measurement studies and projects [1, 14, 21, 28, 47, 53, 79, 87].

However, it is not always necessary to have a vantage point in a

region to measure censorship in that region. In 2006, Clayton et al.

used the known fact that China’s firewall operated symmetrically

(meaning that it blocked forbidden content from both outgoing and

incoming communications) to study censorship within China from

England [11]. Follow-up work has similarly measured symmetric

censorship [88]. In 1998, antirez presented a technique for inducing

a connection between two hosts and measuring its success [2]. The

approach of inducing possibly forbidden behavior from remote

hosts has been used to detect censorship without the need for

vantage points within a region of interest or control of potentially

censored hosts [23, 24, 49, 56, 57, 77].

In 2015, Crandall et al., Jones and Feamster, and Jones et al. dis-

cussed ethical considerations for censorship measurements and

practices to minimize the potential for harm to human partici-

pants [13, 33, 34]. In 2015 and 2018, Nisar et al. argued that cen-

sorship measurement and censorship circumvention should go

together [50, 51]; that is, a user who consents to submitting censor-

ship measurements should use the same tool both for reporting that

they were unable to access some resource and for circumventing

the censorship to gain access to that resource.

While there has been much work on detecting censorship, this

prior work has focused on censorship of known content, such as

common keywords and popular websites. There has been relatively

little work on detecting which secret bridges have been discovered

and blocked, a problem that is unique in that it risks revealing those

secret bridges to the censor and leading to further censorship. In

2011, Loesing discussed the use of bridge statistics for detecting cen-

sorship using a case study of bridge usage in China in the first half

of 2010 [39]. Loesing concluded that these published statistics ap-

peared to be be useful for detecting censorship of high-use bridges.

Notably, this study only considered bridges that had received con-

nections from at least 100 different Chinese IP addresses in a single

day during the period evaluated. Later in 2011, Dingledine discussed

sources of information that could be used to discover which bridges

were accessible, identifying various types of active scans, bridge sta-

tistics, and reports from users [15]. These ideas have received some

further attention in public Tor Project discussions [63, 64, 66, 67],

but this problem has not been given sufficient academic attention.

In a 2013 paper on censorship analysis for Tor, Winter explicitly

recommended asking users to scan Tor bridges to test reachability

and provided some considerations around anonymity, user consent,

and the mechanics of report submission [84]. However, this paper

did not sufficiently address techniques for limiting abuse of the

reporting system by censors or users.

Perhaps the most similar work to our own is OONI’s recently

announced anonymous credential system [52, 62], which also aims

to ensure the quality of user-submitted censorship measurements

without violating the privacy of those users. Notably, however,

OONI aims to measure censorship of publicly known resources; as

discussed, this is a different problem with different constraints than

measuring censorship of secret resources, such as bridges.

9 Conclusion
Reputation-based bridge distribution systems require knowledge of

which bridges have been blocked by censors, in order to appropri-

ately increase or decrease users’ reputations. This requirement can

be fulfilled through active scans that test whether a connection can

be made between a resource in a region of interest and a bridge;

however, such scans risk revealing secret information about bridges

to censors and resulting in additional bridges becoming blocked.

Rather than routinely scanning all bridges, a bridge distribution

system can encourage users to submit reports when their bridges

are inaccessible, then scan just the bridges that have been reported

by users.

In this paper, we presented Troll Patrol, an anonymous reporting

scheme for bridge distribution systems that use anonymous creden-

tials. We consider and mitigate various vectors for abuse by both

censors and users, as well as the possibility that users accidentally

submit inaccurate reports. In particular, Troll Patrol indicates which

bridges should be scanned and uses the results of those scans to

validate users’ reports, revoking users’ ability to submit additional

reports if they have previously submitted too many inaccurate re-

ports. Troll Patrol enforces this restriction in a privacy-preserving

way, without users needing to identify themselves or link together

multiple reports submitted by the same user at different points in

time. We provide a prototype implementation of Troll Patrol for the

Tor Project’s Lox bridge distribution system and demonstrate that

our modifications have only a small impact on the performance

of the system. If users are satisfied by the privacy protections and

willing to submit reports when they are unable to connect to their

bridges, then Troll Patrol can drastically reduce the need for active

scanning.
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A Case Study: Belarus in 2020–2021
We explore the utility of bridge statistics through the case study of

Belarus in 2020–2021 as documented by Bocovich [8].

Starting around August 8, 2020, direct connections to Tor from

Belarus significantly fell (presumably indicative of a censorship

event), as shown in Figure 3, while bridge use soared, as shown

in Figure 4. By August 15, 2020, both counts had returned to their

normal ranges. Censorship of Tor resumed in October.

In February 2021, it appears that Belarus began enumerating and

blocking Tor bridges. At that time, Tor bridges were distributed

via three distribution channels: HTTPS, email, and Moat (domain

fronting). The set of bridges was partitioned such that each bridge

was distributed through at most one of these three channels. (We

say “at most” because some bridges were unallocated and were not

distributed through any of these channels.) Based on a sample of

bridges distributed through each channel (including both bridges
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Figure 3: Average number of concurrent users from Belarus
who connected directly to Tor from July through October
2020. Graph from the Tor Project [72].

that used vanilla, i.e., unobfuscated, Tor and bridges that used obfs4

to resist deep-packet inspection), Bocovich reports that only obfs4

bridges that were first distributed by email on or before February

22 were blocked, and all tested obfs4 bridges distributed by email

before February 22 were blocked. Two obfs4 bridges first distributed

on February 22 were tested; one was blocked, while the other was

not.

This case study has two features that make it potentially use-

ful for validating a censorship detection algorithm. First, we have

real-world data and a set of bridges we believe were blocked. If

the algorithm detects that bridges in that set were blocked in late

February 2021 (when we believe they were actually blocked), while

avoiding detecting other bridges as blocked, then that supports the

algorithm’s accuracy. Second, the rise in bridge use in August 2020,

followed by a decline in bridge use due to access to vanilla Tor being

restored, not due to increasing censorship, is an instance in which

an algorithmmight report false positives (detecting a drop in bridge

use as an indicator of censorship). Through this instance, we can

evaluate whether an algorithm can successfully detect censorship

while avoiding false positives.

A.1 Methodology
To identify the relevant bridges, we downloaded the February 2021

bridge-pool-assignments archive [65]. The files in this archive

indicate which bridges were distributed via which channels. We

parsed the records from February 1–21 to find all the bridges that

supported obfs4 and were distributed via email. Out of 1,890 total

bridges represented in these records, we identified only 93 email-

distributed obfs4 bridges. (530 bridges were distributed by HTTPS,

1135 by Moat, and 102 were unallocated. 123 bridges were dis-

tributed by email; of these, 93 reported supporting obfs4.)

We started with the algorithm used in Loesing’s work [39], pro-

vided as Algorithm 1. In this algorithm, a bridge is considered

blocked if it receives 32 or fewer connections on a given day.

Loesing’s work only considered bridges as blocked if they received

at least 100 connections (that is, at least 97, reported as at least 104

Figure 4: Average number of concurrent users from Belarus
who connected to Tor using bridges from July through Octo-
ber 2020. Graph from the Tor Project [68].

Algorithm 1 Bridge blockage detection with an absolute threshold

of 32 and an absolute connection count minimum of 100, as used

in Loesing’s study.

1: function IsBlocked(bridge_ips, date)

2: 𝑢 ←𝑚𝑎𝑥𝑖 (bridge_ips𝑖 )
3: return bridge_ips

date
≤ 32 ∧ 𝑢 ≥ 100

4: end function

Algorithm 2 Bridge blockage detection with an absolute threshold

of 𝑡 and an absolute connection count minimum of𝑚.

1: function IsBlocked(𝑡,𝑚, bridge_ips, date)

2: 𝑢 ←𝑚𝑎𝑥𝑖<date (bridge_ips𝑖 )
3: return bridge_ips

date
≤ 𝑡 ∧ 𝑢 ≥𝑚

4: end function

Algorithm 3 Bridge blockage detection with a relative connection

count difference 𝑑 .

1: function IsBlocked(𝑑, bridge_ips, date)

2: return bridge_ips
date
≤ bridge_ips

date−1 − 𝑑
3: end function

due to rounding) on some day during the period; we replicate this

constraint.

However, we alsomake an attempt to detect censorship of bridges

with fewer regular connections. Algorithm 2 is modeled after the

algorithm by Loesing but varies both the threshold 𝑡 for considering

a bridge blocked (32 in Loesing’s case, varied from 8 to 32 in ours)

and the requisite number of connections𝑚 that must have been

observed (104 in Loesing’s case, varied from 16 to 104 in ours, with

the minimum being 8 higher than the threshold for considering a

bridge blocked). Unlike Loesing, we only consider prior days’ con-

nection counts when determining whether𝑚 has been achieved.

Thus, a new bridge that receives low connection counts for a few

days, then rises to 104 connections should not be considered to

have been blocked in the first few days.
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We also consider detecting censorship due to sudden drops in

day-to-day connection counts, rather than an absolutely low num-

ber. Algorithm 3 considers a bridge blocked on a given day if that

day’s connection count is 𝑑 less than the previous day’s count.

We downloaded the extra-info records for all bridges from July

2020 through April 2021 from CollecTor and parsed the number of

users connecting from Belarus for each day from the bridge-ips
field for each bridge. Notably, if a bridge does not receive any con-

nections from a given country on a day, it omits that country code

from its bridge-ips field. We treated the absence of “by” (the coun-

try code for Belarus) as 0 connections if and only if the bridge had

previously reported receiving a connection from a Belarusian IP.

(In other words, we did not start considering that a bridge might

be blocked until we had evidence that the bridge had ever been

distributed to someone in Belarus.) Similarly, if a bridge did not

publish an extra-info record for a day (which might have hap-

pened, for example, if the bridge was offline during that day), we

treated this as missing data and excluded that day from the analysis

of the bridge, rather than treating it as a record of 0 connections.

We used Algorithms 1, 2, and 3 to infer which bridges were

blocked and when, then compared the list of bridges inferred as

blocked to the list of bridges that were actually identified as blocked

in February 2021. For Algorithm 2, we varied 𝑡 from 8 to 32 and𝑚

from 𝑡 + 8 to 104. For Algorithm 3, we varied 𝑑 from 8 to 104.

Estimating that censorship began no earlier than February 20,

we calculated a true positive (TP) as an email-distributed obfs4

bridge being marked as blocked on or after February 20
6
and a false

negative (FN) as an email-distributed obfs4 bridge that was not

marked as blocked. Likewise, we calculated a true negative (TN)

as any bridge that was not marked as blocked and either was not

distributed by email or did not use obfs4. There were two cases that

we considered false positives (FPs). Any bridge that that was not

among the 93 email-distributed obfs4 bridges but was determined to

be blocked was a false positive. We also treated an email-distributed

obfs4 bridge as a false positive if we determined that it was blocked

before the censorship actually began.

A.2 Results
All three algorithms were abysmal classifiers for this case study.

Only Algorithm 3 resulted in any true positives at all. It only did

so in the 𝑑 = 8 case (in which a bridge was detected as blocked if

its daily connection count ever decreased at all), and in this case it

resulted in 5 true positives and 995 false positives (along with 848

true negatives and 42 false negatives).

Upon closer inspection, we discovered that the email-distributed

obfs4 bridges in question were simply not very popular in Belarus

during the period from July 2020 through February 20, 2021. Of

the 93 email-distributed obfs4 bridges we considered, only 43 had

received any connections at all during this period. Only 13 had re-

ceived more than 8 connections from Belarus during any day in this

period. Of those, only 2 bridges received more than 16 connections,

and no bridge received more than 24 connections. We also found

that 0 connections was a common value during the period before

6
The specific choice of date in February had very little impact on our results. The

results were identical for all dates in the range February 1–27. Algorithm 3 returned

one fewer TP (and a corresponding additional FP) when we started on February 28

with 𝑑 = 8.

the active censorship. In fact, only 5 of the 93 bridges had a mean

connection count more than one standard deviation above 0. Of

these, the greatest distance between 0 and the mean (measured in

standard deviations) was only about 1.6 standard deviations.

Of the 30 bridges that were distributed via email but did not

report supporting obfs4, only 2 received any connections at all.

Neither of these two bridges reported more than 8 connections

on any day. By contrast to email-distributed bridges, of the 1,767

bridges that were not distributed by email, 662 reported receiving

connections from Belarus on some day during the period, with 492

reporting more than 8 connections, 420 reporting more than 16, and

370 reporting more than 24. 176 non-email bridges reported at least

104 connections on some day during the period. From these counts

we can see that there were bridges that were popular in Belarus.

It was not the case, for example, that bridge use in Belarus was

simply very low or uniformly distributed across bridges, such that

all bridges had low rates of use. However, the bridges that were

popular were not distributed via email.

Our full results from running Algorithms 1, 2, and 3 are provided

in Table 4. Algorithms 1 and 2 never produced any true positives

at all, and Algorithm 3 only in the 𝑑 = 8 configuration (where it

produced 5 true positives and 995 false positives), showing that

none of these algorithms are useful classifiers. The issue is that the

bridges that were known to be blocked had too low usage before

the censorship event to be successfully detected as blocked by these

algorithms.

An observation that we expected might help us overcome the

limitation of low usage of individual bridges is that bridges are not

distributed individually; when a user requests bridges via email,

they receive a pair of bridge lines. By associating pairs of bridges

together, it may be possible to observe a stronger signal. How-

ever, it is not clear which bridges were distributed together. The

bridge-pool-assignments records discussed in Section A.1 in-

clude a distribution ring value for some records; this value relates

to the question of which bridges are distributed together. How-

ever, the records for email-distributed bridges do not include a

ring value, so we could not determine which bridges were actually

distributed together. Instead, we considered all email-distributed

obfs4 bridges to be potentially distributed together and examined

all pairs.

Considering all 4,278 pairs of the 93 bridges, we found that

connection counts were still low overall. With single bridges, we

had considered data starting on the first date a non-zero value

was observed; for each pair of bridges, we considered data for a

day only if we had evidence that each bridge in the pair had been

distributed to a user in Belarus (i.e., each bridge had received a

non-zero connection count on that day or some prior day). While

557 bridge pairs received combined counts of more than 8 on at

least one day, only 83 pairs received combined counts greater than

16 on a single day, and only 6 bridge pairs received combined counts

greater than 24. No bridge pair ever received more than 32 total

connections on a single day. This is particularly noteworthy due

to the fact that connection counts are rounded up for each bridge,

meaning a value of 40 requires only 26 total connections; e.g., 9

(rounded up to 16) and 17 (rounded up to 24) would make 40. Of

the 4,278 bridge pairs, 264 had a mean connection count more

than one standard deviation above 0; the greatest distance was still
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Table 4: Results from running Algorithm 1 (using an absolute threshold of 32 and an absolute connection count minimum of
100), Algorithm 2 (using an absolute threshold 𝑡 and an absolute connection count minimum𝑚), and Algorithm 3 (using a
relative connection count difference 𝑑).

Algorithm 1
TP TN FP FN Precision Recall
0 1596 201 93 0 0

Algorithm 2
𝑡 𝑚 TP TN FP FN Precision Recall
8 16 0 1145 665 80 0 0

8 24 0 1331 468 91 0 0

8 32 0 1416 381 93 0 0

8 40 0 1480 317 93 0 0

8 48 0 1527 270 93 0 0

8 56 0 1563 234 93 0 0

8 64 0 1586 211 93 0 0

8 72 0 1608 189 93 0 0

8 80 0 1626 171 93 0 0

8 88 0 1640 157 93 0 0

8 96 0 1656 141 93 0 0

8 104 0 1672 125 93 0 0

16 24 0 1319 480 91 0 0

16 32 0 1397 400 93 0 0

16 40 0 1456 341 93 0 0

16 48 0 1499 298 93 0 0

16 56 0 1530 267 93 0 0

16 64 0 1548 249 93 0 0

16 72 0 1572 225 93 0 0

16 80 0 1593 204 93 0 0

16 88 0 1608 189 93 0 0

16 96 0 1626 171 93 0 0

16 104 0 1642 155 93 0 0

24 32 0 1389 408 93 0 0

24 40 0 1443 354 93 0 0

24 48 0 1480 317 93 0 0

24 56 0 1510 287 93 0 0

Algorithm 2 (continued)
𝑡 𝑚 TP TN FP FN Precision Recall
24 64 0 1529 268 93 0 0

24 72 0 1553 244 93 0 0

24 80 0 1574 223 93 0 0

24 88 0 1589 208 93 0 0

24 96 0 1609 188 93 0 0

24 104 0 1626 171 93 0 0

32 40 0 1434 363 93 0 0

32 48 0 1471 326 93 0 0

32 56 0 1501 296 93 0 0

32 64 0 1519 278 93 0 0

32 72 0 1543 254 93 0 0

32 80 0 1562 235 93 0 0

32 88 0 1575 222 93 0 0

32 96 0 1592 205 93 0 0

32 104 0 1610 187 93 0 0

Algorithm 3
𝑑 TP TN FP FN Precision Recall
8 5 848 995 42 0.005 0.1

16 0 1333 466 91 0 0

24 0 1422 375 93 0 0

32 0 1476 321 93 0 0

40 0 1506 291 93 0 0

48 0 1536 261 93 0 0

56 0 1561 236 93 0 0

64 0 1593 204 93 0 0

72 0 1626 171 93 0 0

80 0 1659 138 93 0 0

88 0 1687 110 93 0 0

96 0 1713 84 93 0 0

104 0 1732 65 93 0 0

only about 1.7 standard deviations from 0 to the mean. Even when

considering bridges in pairs to increase the observed connection

counts, normal connection rates for email-distributed obfs4 bridges

were still too low to reasonably detect censorship based on a drop

(even if the connection count fell to 0).

The noteworthy finding of this case study is that bridges dis-

tributed via email had very low usage in Belarus. It appears that

this trend was global; Figure 5 shows that the number of requests

for bridges via email was minuscule compared to the number of

requests via HTTPS or Moat during the period we evaluated.

B Extension for Resetting 𝑓

The negative reporting scheme discussed in Section 5 only allows

the false report count 𝑓 to increase over time; however, this may

cause honest users to lose the ability to submit reports. We describe

here an extension to our reporting scheme that allows such users

to eventually reset their credentials’ 𝑓 values, but still limits the

ability of malicious users to submit many false reports. Intuitively,

Figure 5: Approximate count of daily requests (by users in
any country) for bridges from each distributor during the
period July 2020 through April 2021. Graph from the Tor
Project [70].
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Table 5: Performance statistics for the version of the Lox code from the original Lox paper. This table corresponds to Table 4
from the Lox paper [75]. We use 3,600 bridges (1,800 untrusted open-entry one-bridge buckets and 600 hot spare three-bridge
buckets) over 100 runs. All times are reported in milliseconds (ms), and sizes are reported in bytes. Results for the check
blockage protocol are reported for 5, 50, and 100% of trusted (invitation-only) bridges being blocked as the performance changes
accordingly.

Protocol Request Size Request Time 𝜎 Response Size Response Time 𝜎 Response
Handling Time

𝜎

Open Invitation 332 0.33 0.02 740 1.38 0.07 0.93 0.05

Trust Promotion(0→1) 2216 4.3 0.2 252104 108 6 0.9 0.1

Trust Migration (0→1) 936 1.9 0.1 584 2.7 0.1 1.15 0.06

Level Up (1→4) 3368 6.5 0.2 712 6.2 0.2 1.51 0.05

Issue Invitation 1672 3.4 0.2 1480 6.4 0.3 3.0 0.2

Redeem Invitation 1576 3.0 0.2 680 3.8 0.2 1.32 0.07

Check Blockage 5% 744 1.407 0.003 4304 4.026 0.006 0.1006 0.0009

Check Blockage 50% 744 1.404 0.003 42104 19.437 0.009 0.202 0.003

Check Blockage 100% 744 1.406 0.007 84104 36.6 0.2 0.316 0.009

Blockage Migration 1224 2.503 0.002 840 3.904 0.004 1.668 0.006

at the moment that a user resolves a reporting session with too

high an 𝑓 value to start a new reporting session, they receive a

credential that allows them to reset 𝑓 to 0, but only after waiting

for a certain period of time.

First, we add an attribute to users’ primary credentials: fsince .
When the user’s credential is first created, the value of this attribute

is set to the creation date, and it is subsequently updated to the

current date whenever the user performs a Report Submit or Report

Resolve action (as these are the protocols that can change 𝑓 ).

Next, we add a new credential type: the reset credential, which
has the following attributes:

• Φ: a unique ID (not shared with any other credential)

• 𝑓 : a false report count, the same as in the user’s primary

credential

A reset credential is always issued when the user performs Re-

port Resolve with 𝑏 = 0 (resolving their pending status), and its 𝑓

value is set to the 𝑓 value of the user’s newly issued primary creden-

tial; however, the reset credential is only valid if its 𝑓 value exceeds

the allowable false report limit 𝑚. This ensures that the bridge

distributor does not learn whether or not the user’s new 𝑓 value

exceeds𝑚, but the user can only receive a valid reset credential

once they lose the ability to submit new reports. This also prevents

the user from obtaining multiple valid reset credentials. They can

only obtain one by ending a reporting session with a sufficiently

high 𝑓 that they are unable to start new reporting sessions.

Finally, we add a new protocol: Report Reset. In this protocol,

the user proves in zero knowledge that

(1) their reset credential’s 𝑓 value exceeds𝑚

(2) their reset credential’s 𝑓 value equals their primary creden-

tial’s 𝑓 value

(3) their primary credential’s fsince value was sufficiently long

ago

The only revealed attributes in this protocol are Φ from the reset

credential and the ID and 𝑝 from the user’s primary credential

(where 𝑝 must be 0 for this protocol to be allowed). The bridge

distributor ensures that the reset credential’s ID Φ has never been

seen before; if this is the case and the bridge distributor can verify

the user’s proof as described above, the protocol succeeds, and the

reset credential’s Φ is added to a deny-list to prevent reuse of the

reset credential. (As per usual, the primary credential’s ID is also

added to a deny-list, and the user’s new primary credential contains

a new ID that is not known to the bridge distributor.) The user is

issued a new credential with a new ID, 𝑓 set to 0, fsince equal to the

current date, and all other attributes unchanged.

Reset credentials are not restricted to specific primary credentials

(Alice could give her reset credential to Bob to use, provided Bob’s

𝑓 value is the same as the one in Alice’s reset credential), but

each primary credential can only be used to obtain a single reset

credential before resetting its 𝑓 value. Amalicious user may attempt

to submit many false reports, but they will soon be restricted from

submitting new reports. They will receive a single reset credential

and must wait until fsince is sufficiently old before using it. While

waiting, they may gain the ability to invite friends and use this

ability to issue additional credentials for themself; however, those

credentials would inherit the 𝑓 value from the original credential

(restricting them from submitting additional reports), and the user

would not receive additional reset credentials. They would only be

able to reset the 𝑓 value for one of their credentials.

C Performance Evaluation of Original Lox Code
In Section 6, we provided an evaluation of the performance impact

of our Troll Patrol prototype, compared to the Lox development

branch from which we forked. Table 5 provides the equivalent

performance metrics, collected by running the version of the Lox

code from the original Lox paper
7
on the same CPU in the same

configuration that was used for our performance evaluations from

Section 6.

Interestingly, computing the bridge distributor’s response for

the Trust Promotion and Check Blockage protocols took an order

of magnitude longer for the Lox development branch than for the

older version of Lox, and our code inherits this performance penalty.

This is likely related to changes to the format of the Lox bridge

table that were made in 2023 [74]; the protocols in question require

re-encrypting every bucket in the bridge table.

7
https://git-crysp.uwaterloo.ca/iang/lox
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