Precision Leads Recalling You! Improved Location Privacy for
Shared Mobility Services

Debasree Das
University of Bamberg
Bamberg, Germany
debasree.das@uni-bamberg.de

Abstract

The rapid growth of shared micromobility, such as e-scooters and
e-bikes, has transformed urban transportation, bridging the gap be-
tween public transit and first/last-mile mobility. As users and cities
need information on the status and usage of such micromobility
vehicles, operators publish the data using General Bikeshare Feed
Specification (GBFS)-compliant APIs. These feeds are extremely
useful for operational transparency and enabling third-party in-
tegration into navigation apps. However, it has raised significant
privacy concerns, particularly around the fine-grained spatiotempo-
ral data sharing, which can reveal potentially sensitive information
about travel patterns, even without explicit personal identifiers.
For instance, by leveraging high-precision GPS coordinates, bat-
tery levels, and timestamps, malicious actors can infer trip origins
and destinations, posing a risk of membership inference attacks.
Despite efforts to mitigate such risks through dynamic vehicle IDs
and GBFS guidelines, the potential for privacy leakage remains.

In this paper, we investigate these privacy risks in the context
of micromobility data, addressing four key research questions: (1)
identifying vulnerable fields in GBFS data that can leak trip trajecto-
ries; (2) validating trip origin-destination inference attacks without
access to ground truth data from operators; (3) assessing the gen-
eralizability of such attacks across different cities, operators and
GBFS version; and (4) proposing effective mitigation strategies. We
propose a heuristic method for reconstructing trip origins and desti-
nations using only publicly available GBFS data, without relying on
vehicle identifiers or auxiliary quasi-identifiers. Our empirical anal-
ysis, conducted on data from two cities with varying sizes, shows
that a significant proportion of trips can be accurately recalled, with
over 80% of trip source and destination pairs identified across both
cities. Furthermore, our proposed anonymization techniques, such
as data generalization and removal of quasi-identifiers, can prevent
up to 97% of successful attacks, ensuring privacy without sacrificing
data utility.
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1 Introduction

The growing human population worldwide has led to a surge in
private vehicle ownership, further exacerbating traffic congestion,
poor air quality, higher noise levels [1], social inequity [20], to name
a few global concerns. Despite the adversarial effects, people often
prefer private vehicles over public transport or shared mobility
due to various reasons, such as inadequate public transit systems,
insufficient infrastructure, delays, and the limited availability of
shared mobility options. Amidst such challenging situation, shared
“micromobility” appears as a global boon to boost the preference
towards public transportation as it often serves the first/last mile
gap of public transportation. The term “micromobility” refers to bi-
cycles, e-bikes, kick scooters, or more recently, the e-scooters ridden
by individual users. It often comes in either dockless or station-
based mode. As this lightweight mode of transportation is gaining
growing popularity and becoming the focal point of urban mobility,
various automobile companies, such as Lime, Dott, Pony, ZEUS, and
many more, are promoting dockless infrastructure where vehicles
can be accessed using a mobile app and parked within a guided
perimeter upon completion of the journey. To enable interoperabil-
ity among operators, cities, and trip-planning applications, there
should be a common way of sharing information on the availability
of such micromobility data. Primarily, the operators provide an
AP, as depicted in Fig. 1, to a city or other third-party stakeholders
(e.g., Deutsche Bahn, a national railway company in Germany) to
access the availability of micromobility, which they can include in
their navigation app to recommend a transport mode. Additionally,
these shared mobility operators offer a mobile application that dis-
plays location-wise available micromobility options for travelers.
However, as any new technology which evolves quickly due to
enhancing environmental sustainability, more transit opportuni-
ties, etc., also comes up with challenges such as privacy leakage
in sharing information [4, 28], security threats due to denial of
service attack, spoofing [15], tracking users [5], usage of improper
protocols in communicating the data [3].

To alleviate such concerns, a de facto regulatory standard called
Mobility Data Specification (MDS)! states that information such
as vehicles that are not in use, their type, location, etc., can be
shared. Aligning with this, the General Bikeshare Feed Specifica-
tion (GBFS)? is a common data standard used by micromobility data
operators to share their data, focusing on availability, location, and
operational status. Note that, using the GBFS compliant data shar-
ing AP people can view the current free vehicles and their status

Lhttps://raw.githubusercontent.com/openmobilityfoundation/governance/main/
documents/OMF-MDS-Privacy-Guide-for-Cities.pdf (Accessed Online: November 23,
2025)
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Figure 1: A Glimpse of the Data Sharing Pipeline

in real-time, but not access historical data. This open data ecosys-
tem powers navigation apps, facilitates research on mobility equity
and fleet distribution, and enhances public accountability. However,
more transparency brings more privacy concerns; although the
feeds contain no explicit personal identifiers, they continuously
broadcast fine-grained spatiotemporal data about shared vehicles,
often updated every few minutes. Using such repeated feed of infor-
mation, it is possible to pose a membership inference attack [3, 9].
For instance, when a vehicle disappears from the feed (signaling
that it has been rented) and later reappears at a new location, the
implicit trajectory can reveal the origin and destination of an indi-
vidual trip. Repeating this process over time enables reconstruction
of detailed travel patterns, potentially exposing where users live,
work, or frequently visit. To mitigate this, GBFS assigns dynamic
IDs to vehicles, which must be changed to a random string after each
trip, and information about vehicles in use should not be publicly
disclosed. Yet such privacy regulations lack empirical evaluation or
any formal privacy guarantees. Operators follow these guidelines
and apply such policies with varying degrees of rigor, but still suf-
fer from privacy leakage issues. For example, Elzer et al. [9] show
they can infer more than 80% of trips using static quasi-identifiers
like license plate, unique vehicle ID, timestamps, etc., from DOTT?
(previously known as Tier), a leading rental micromobility operator
functioning in Europe and Middle East. Moreover, they found that
the data policy is GBFS non-compliant, as the IDs remain static over
time. Similarly, Xu et al. [29] propose to infer trip origin and destina-
tions when the IDs are static and dynamic. Baltra et al. [4] strongly
claim that existing GBFS standards are not enough to ensure formal
privacy guarantees, which puts individual riders’ information at
risk after analyzing GBFS-compliant data for Los Angeles. However,
existing works focus on either static IDs or a combination of ID and

3https://ridedott.com/ (Accessed Online: November 23, 2025)
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quasi-identifiers (such as license plates), concentrating on a single
city. However, current GBFS regulations, starting from version 1.0
and higher, already mitigate such leakage attacks by using dynamic
IDs and not releasing other quasi-identifiers, such as license plate
numbers, time upon state change, and, of course, user and payment
information. Still, a set of fields with high precision in the feed
remains dormant yet vulnerable, providing an opportunity to recall
trips.

Challenges: GBFS-compliant feeds publish primary informa-
tion on vehicles such as a dynamic vehicle ID, reservation status,
operational status (disabled or not), GPS coordinates up to 6 decimal
places, last reported timestamp in seconds, battery level expressed
as remaining range in meters, and the vehicle type. Among these,
the high-precision coordinates (up to 0.11m), battery level, and
timestamps in seconds are particularly vulnerable: when combined
intelligently across repeated API queries, they act as unique identi-
fiers and can reveal trip segments without relying on the official
vehicle IDs. Consequently, we ask the first Research Question
(RQ1): What is the minimal subset of fields and how much infor-
mation can they leak? To illustrate the risk, consider an attacker
who knows from social media that a particular individual is likely
to attend a morning event. Even without any direct personal data
in the GBFS feed, the attacker can repeatedly query the API, link
fine-grained coordinates with battery-range changes, and recon-
struct whether a specific scooter completed a plausible route from
the individual’s residence to the event location. In this way, ex-
ternal auxiliary knowledge combined with vulnerable GBFS fields
enables membership inference, revealing whether someone is likely
to have participated in an activity or visited a location. A second
challenge lies in validating such inference attacks. Prior works ei-
ther rely on operator-provided ground truth [4], or collect their own
datasets using quasi-identifiers [9, 29]. However, obtaining such
ground truth at scale is impractical for large metropolitan cities
with thousands of micromobility vehicles. Thus, we ask Second
Research Question (RQ2): How to construct reliable ground truth
using only GBFS-compliant data? Furthermore, inference pipelines
designed for one city often lack generalizability, as they exploit
city-specific patterns or implementation quirks of one GBFS ver-
sion. Here, we ask Third Research Question (RQ3): Whether an
inference attack achieves location neutrality by remaining effective
across locations and operators? Overall, these challenges raise a cen-
tral concern for cities and operators, forming as Fourth Research
Question (RQ4): How can shared mobility data remain open and
helpful without endangering rider privacy? Addressing these ques-
tions motivates the need to design and evaluate effective attack
mitigation and prevention techniques.

Our Contributions: In light of these issues, we propose a com-
prehensive heuristic method for micromobility vehicles, in short
MMV, that identifies a set of vulnerable fields from GBFS-based
shared mobility data and infers trip origin and destination with-
out relying on vehicle identifiers. We propose a set of preventive
anonymization methods that can be applied to the existing GBFS
standard, ensuring data utility remains while blocking privacy leak-
ages. To validate our approach and demonstrate location invariance,
we conduct the study in two cities of varying sizes: Brussels, the
large metropolitan capital of Belgium with a population of 1.25
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million, and Bamberg, a mid-scale German university town with
a population of 80k. We anonymize the second city name and its
associated location names throughout the paper to adhere to the
anonymization policy. In summary, we present our work, Precision
Leads Recalling You, which, to the best of our knowledge, identi-
fies trip trajectories without using MMV identifiers and auxiliary
quasi-identifiers, and validates the approach across cities, ensuring
generalizability. Fig 1 depicts our contributions, which build upon
existing GBFS regulations, as follows.

(1) Data Collection and Empirical Analysis: We utilize an API
provided by the Brussels Mobility Twin project [24] to collect long-
term data for MMVs. The data collection period lasted for a month
and consisted of one month of data for the whole of September
1 —30, 2024 in a regular interval of 6 minutes, comprising 99 mil-
lion entries. For Bamberg, we collected data for 7 days, April 1 — 7,
2025, using an API provided by ZEUS?, a project partner and the
only MMV operator in the city. The dataset was curated every 10
minutes and comprises 371k entries. Following this, we identify
the gaps in existing research works (§2) and GBFS policy (refer
to Table 2). Consequently, answering RQ1, we identified a subset
of fields as {is_reserved, is_disabled, current_range_meters, vehi-
cle_type, last_reported, coordinates} through which the plausible
trip inference can be done.

(2) Reconstruction Attack and Its Validation: We identified the
different status of MMVs as startoff, drop-off, disabled, residential,
and passby by using a heuristic approach using the above fields.
Later, we propose a spatio-temporal correlation Algorithm 1 to infer
trip origins and destinations and subsequently construct plausible
trajectories using OpenStreetMaps [19]. While answering RQ2,
we find 12% of the MMV entries do not change their vehicle ID
and remain static throughout the trip for Brussels. Therefore, this
satisfies our ground truth requirement and only serves the purpose
of our validation.

(3) Evaluation: We identified 82.91% unique MMV trip source and
destination and their corresponding trajectories for Brussels, and
for Bamberg it is 80%. We also identified the temporal pattern of
trips for specific zones in the two cities, and the potential member-
ship inference with access to a secondary data source, such as a
known target group, is discussed in detail in §4.4.3. The evaluation
across two cities and different GBFS versions further confirms the
generalizability of our approach as posed in RQ3.

(4) Ensuring Mitigation: Finally, we propose a set of anonymiza-
tion approaches, including generalization, removal of quasi-
identifiers, and reporting on the required precision to achieve suffi-
cient utility, building on existing work in §5. Our approach shows
that reconstruction attacks can be prevented by 97%, answering
RQ4.

The remainder of the paper is structured as follows: section 2 pro-
vides a detailed literature review relevant to our study, including
two attack models. In section 3, we introduce the public datasets
which have been used in this paper throughout, and state the formal
problem definition. Following this, we propose our attack model,
focusing on inferring origin-destination pair and plausible trip tra-
jectories in section 4, and evaluate the approach in section 4.4. Next,

4https://zeusscooters.com/ (Accessed Online: November 23, 2025)
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we discuss potential mitigations and their evaluation, focusing on
the privacy-utility tradeoff in section 5. Finally, we conclude our
work by stating the major goals achieved, clearly mentioning lim-
itations, and discussing possible future work in this direction in
section 6. We also present the ethical consideration of the study in
section 7.

2 Related Work and Background

Ensuring privacy in mobility data is a well-researched area, as
location data is inherently sensitive. Mobility data varies across dif-
ferent transport modes, such as walking, cycling, biking, driving, or
public transport. Therefore, the diverse data generated from each of
these modes has a different amount of privacy risks and subsequent
mitigation techniques [2]. As our work focuses on the privacy risks
associated with GBFS data from micromobility vehicles (MMVs),
it is crucial to conduct a targeted investigation of the privacy im-
plications specific to GBFS data from MMVs. Consequently, we
concentrate on three key subareas: (1) inference attacks on mobility
and GBFS-like data, (2) privacy analyses of micromobility applica-
tions, and (3) anonymization and privacy-preserving mechanisms
for location data in this rapidly evolving domain as follows.

2.1 Inference Attacks on Mobility and GBFS
Data

As emerging mobility services, such as the first- and last-mile ride
options provided by shared bike platforms, are one of the essential
pillars for transforming a city’s transportation network, cities want
them to be safe, accessible, and efficient. To help in exchanging the
data between the city and mobility operators (e.g., e-scooters, bicy-
cles, mopeds, car share, taxis, rideshare, personal delivery devices),
Mobility Data Specification (MDS)! provides a standard on shar-
ing information such as type of vehicle, operation status, location,
etc. But location data is marked as “personal data" according to
General Data Protection Regulation (GDPR) [22] of the European
Union (GDPR Art. 4) as using a trail of locations over a period of
time, private and sensitive information [23, 28, 30] such as indi-
vidual’s stay points (e.g., home location), way points (office, ATM,
etc.,), religious practices, medical information, and many more can
be revealed. In the MDS specification itself, it directly reports that,
“Although MDS does not contain any specific information about
who uses a shared vehicle, data on how vehicles and devices move
through space over time, such as MDS trip data, can potentially
be linked with other datasets to identify people. Notably, the main
purpose of sharing such data is to enrich the services provided by
the transportation services, such as predicting the availability vs.
usability of bikes in a city-center area. Montjoye et al. [7] show
95% of human traces are possible to infer using the unicity test by
using just 4 spatiotemporal points. Freudiger et al. [12] inferred
home and work locations of individuals using GSM, WiFi, and GPS
data. More closely related to our setting, using GBFS data specific
to micromobility, recent works [4, 9, 29] analyze privacy risks in
micromobility and GBFS-like datasets. These studies demonstrate
that it is possible to infer trips or partial trajectories of vehicles.
However, they typically rely on stronger linkage signals, such as
static or persistent vehicle identifiers, or infer destinations and sub-
sequent origins independently when identifiers reset. In contrast,
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our work considers a more constrained and realistic setting with
frequently rotating identifiers and shows how origin-destination
(OD) pairs can be inferred using only GBFS-compliant attributes
without relying on identifiers.

2.2 System-Level Privacy and Security Risks in
Micromobility

Beyond inference attacks on published mobility data, prior work
has examined privacy and security risks in micromobility systems
at the application and infrastructure level. For instance, Vinayaga-
Sureshkanth et al. [27] analyze data collection and sharing prac-
tices in mobile e-scooter rental applications, highlighting risks
related to third-party tracking, user profiling, and policy-level pri-
vacy violations. Other works focus on system-level threats such
as denial-of-service attacks [15], user tracking through application
vulnerabilities [5], and improper use of communication protocols
in ride-sharing platforms [3]. These studies emphasize risks aris-
ing from application design, network communication, and system
misuse. In contrast, our work focuses on a different but complemen-
tary attack surface: inference over continuously published, publicly
accessible GBFS feeds. Unlike app-level analyses that rely on user-
device interactions or privileged data access, we demonstrate that
sensitive mobility patterns can be inferred solely from open data
streams using algorithmic linkage. Despite the breadth of prior
work, a systematic study of trajectory or origin—-destination in-
ference risks in GBFS data under realistic deployment constraints
remains limited. In particular, existing efforts do not fully address
how exposed attributes—such as spatial coordinates, timestamps,
or battery-related information—can be jointly exploited when iden-
tifiers are dynamic or unavailable. This gap highlights the need for
privacy-enhancing mechanisms that are both context-sensitive and
utility-preserving for real-time micromobility data.

2.3 Privacy-Preserving Mechanisms for
Mobility Data

A large body of research has proposed techniques to mitigate pri-
vacy risks in location data. Also, several works [11, 16] have already
proposed measures for protecting and publishing the location data
more privately, by removing the user details according to MDS stan-
dard, removing ID, randomizing ID over a certain period of time [21],
spatial cloaking and location generalization [17], as well as formal
approaches such as k-anonymity [25], I-diversity [18], and differen-
tial privacy [8]. While these methods reduce re-identification risks,
they introduce inherent privacy-utility trade-offs. For example,
coarse spatial granularity or heavy noise injection can significantly
degrade the usability of mobility data for applications such as ve-
hicle availability prediction or demand estimation. Recent works
explore context-aware and utility-preserving mechanisms [6, 31],
but these are not specifically tailored to real-time GBFS feeds.

2.4 Positioning and Limitations of Existing
Work
Table 1 presents the existing literature that focuses on ensuring pri-

vacy for MMV data. We present a feature-wise comparison of what
the existing study already covers and where our contributions stand
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Table 1: Comparison of Existing Works Based on Mobility
Data: Covers (v'), Does Not Cover (x), Partially Covers (~)

Feature/Criteria ‘ ‘ ‘ [4] ‘ [28] ‘ \C;]I(l)rrk
GBFS Compliant v | v v |x |V
Infers Origin-Destination ‘ v ‘ v ‘ v ‘ v ‘ v
Infers Full Trajectory ‘ X ‘ X ‘ X ‘ v ‘ ~
Vehicle ID Static v | v v | x |x
Vehicle ID Dynamic ‘ ~ ‘ ~ ‘ X ‘ X ‘ v
Uses Vehicle ID

or Auxiliary Info e Vo x
Uses Battery Level ‘ v ‘ X ‘ X ‘ X ‘ v
Uses Last State 7 | x y y N
Change Timestamp

E\./a.\luated on Multiple < | x < | v v
Cities

Preventive Mechanisms v | x 7 |« Y
Suggestions

in relation to it. Existing studies largely fall into two categories:
(i) general anonymization techniques for mobility datasets, and
(ii) inference-based analyses for micromobility systems. Generic
anonymization approaches (e.g., identifier removal, spatial cloak-
ing, differential privacy) are not tailored to micromobility settings,
where sparse vehicle distributions can still enable linkage and in-
ference. Moreover, stronger privacy protections often reduce data
utility, affecting applications such as availability prediction and
fleet management. More closely related works [4, 9] quantify recon-
struction risks and propose mitigation strategies. However, they
typically rely on stronger linkage signals, such as static identi-
fiers or additional auxiliary attributes (e.g., speed limits or detailed
state-change timestamps). Even with dynamic identifiers, these
assumptions may not hold in GBFS-compliant deployments. These
limitations highlight a gap in understanding privacy risks under
realistic constraints, where identifiers are frequently rotated and
only standard GBFS fields are available.

Our work addresses this gap by inferring origin-destination (OD)
pairs using only GBFS-compliant attributes under dynamic identi-
fiers. We further derive plausible, map-constrained routes to illus-
trate feasible movement, without claiming recovery of true trajec-
tories. Finally, we propose lightweight mitigation strategies that
balance privacy protection with operational utility for real-world
GBFS deployments.

2.5 Related Attacks

We discuss two attacks, relevant to our contribution as inference and
re-identification attacks, as they represent common privacy risks in
the context of mobility data. Their focal point is to infer sensitive
information about individuals, either by linking mobility data with
external knowledge or by reidentifying individuals based on shared
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data patterns. Understanding them is necessary to contribute to
our reconstruction attack without relying on direct identifiers in
the later stage.

2.5.1 Inference Attack. In this attack, the adversary attempts to in-
fer a user’s unknown location within a trajectory, assuming that all
other locations in that trajectory are already known. The adversary
leverages the sanitized dataset to exploit preserved correlations
among locations. Specifically, for a given target trajectory, the ad-
versary constructs a query containing all known locations and
retrieves all sanitized trajectories that include these locations. From
the retrieved trajectories, the adversary identifies additional loca-
tions that frequently co-occur with the known set but are not part
of it. The most frequently observed location among these candi-
dates is inferred as the user’s hidden location. An attack instance
is considered successful if the inferred location corresponds to the
user’s actual hidden location. This process captures whether the
sanitization mechanism has effectively disrupted the co-occurrence
relationships between locations within trajectories. If such corre-
lations remain intact, the adversary can still reconstruct missing
locations with high confidence. Consequently, users with few, recur-
rently visited locations that also appear in other users’ trajectories
are more susceptible to this attack.

2.5.2  Re-identification Attack. In a re-identification attack, the ad-
versary seeks to link a sanitized trajectory to a known user by
exploiting a small set of location observations. Starting from a tar-
get user’s trajectory, the attacker selects a subset of known locations
and queries the sanitized database for trajectories that contain those
locations. If a query returns exactly one sanitized trajectory and
that trajectory corresponds to the target user, the query is deemed
successful. By varying the size and composition of the known sub-
set, the attacker can determine the minimum number of locations
required to uniquely re-identify the user; this per-user minimum
quantifies how easily an individual can be re-identified from the
sanitized collection.

This attack measures dataset uniqueness: users whose move-
ment patterns are distinctive relative to the population (even after
sanitization) are more vulnerable. Re-identification differs from
the inference attack in that it attempts to recover identity rather
than a missing location; consequently, users who visit few loca-
tions that are also common across others may be less at risk of
re-identification. The effectiveness of the attack depends on the
distortion introduced by the privacy mechanism; non-randomized
sanitizers can enable stronger attacks because adversaries may
apply the same transformation to their queries.

3 Dataset and Problem Definition

According to the GBFS specification®, the vendors need to publish
the data in JSON format and to make it accessible by the common
people a restful API is recommended. The widely adopted speci-
fications for shared MMVs (bikes, e-scooters, etc.) embed certain
anonymization and generalization practices that help guard user
privacy, while still enabling real-time data for trip planning and
system monitoring. The Key features include the mandatory rota-
tion of vehicle identifiers after each rental, the exclusion of vehicles

Shttps://gbfs.org/documentation/reference/ (Accessed Online: November 23, 2025)
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currently in use from the public feed, and explicit recognition that
the feed does not contain personal data or full trip histories, as
summarized in Table 2.

These features support several privacy-protection goals: (i) they
reduce the linkage of a specific vehicle (and by extension potentially
a user) across time and locations; they prevent public exposure of
ongoing trips (which could reveal a user’s start and end points);
and they encourage data minimization by warning against over-
collection. However, despite these protections, there are limitations
and trade-offs. For example, if vehicle locations are published very
frequently and/or once a trip ends, the vehicle appears again al-
most immediately (with a new ID) in the same approximate area,
one might still infer the trip origin and destination via disappear-
ance/reappearance algorithms. Additionally, the precision of loca-
tion data (six decimal places) may or may not be suitable from a pri-
vacy perspective in all contexts, and some operators/publishers may
opt for coarser precision or further anonymization. In summary,
GBFS provides a solid foundation for generalizing privacy-aware
data publication for MMVs; however, depending on the exact use
case (especially for research that infers trips or links vehicles across
time), additional anonymization steps may be warranted.

As we concentrate specifically on the MMV data, we give a brief
description of two datasets acquired from two different European
cities, large metropolitan capital city Brussels, Belgium, and a mid-
scale city Bamberg, Germany which is also a university town. For
the city of Brussels, due to an overwhelming surge in the micromo-
bility vehicles, Sakr et al. [24] have created a restful API® to better
understand the overall distribution of the fleet at different times of
the day under the project Brussels Mobility Twin (BMT). The data
can be pulled every 6 minutes with any number of requests for a
given API key. They use the GBFS specification 1.0, where the main
focus of releasing the data is to check or count the number of free
bikes as “free_bike_status”. We are particularly interested in the
attributes of “free_bike_status” field which gives us the following
information listed in Table 3.

According to GBFS, the location data should not be shared when
the bikes are already in use, or the free status is false, but from
the acquired dataset, we get a 1% of data where location data is
still available from “in use” bikes. For Bamberg, we utilize an API
acquired for city research on transportation, provided by ZEUS?,
the only operator in this city and it uses GBFS version 2.2. From this
acquired dataset, we get no MMV mobility data while in use. We
assume that either the latest specification uses a tighter approach
towards privacy compared to the lower version, i.e., 1.0, or a leaky
API might be the reason.

The data feeds are refreshed based on their time-to-live (TTL)
values. As the GBFS specification does not mandate a fixed TTL, the
interval can differ across providers. Common TTL values include 4,
300, and 600 seconds. If a feed has a TTL of less than 60 seconds, we
can collect data at one-minute intervals. For feeds with higher TTLs,
we need to align our scraping frequency with the TTL value itself.
However, as both the APIs publish information on the available
bikes, the TTL is always 0 in our case. Therefore, for Brussels our

®https://data lime bike/api/partners/v2/gbfs/brussels/gbfs.json (for instance, LIME bike
and Accessed Online: November 23, 2025)


https://gbfs.org/documentation/reference/
https: //data.lime.bike/api/partners/v2/gbfs/brussels/gbfs.json

Proceedings on Privacy Enhancing Technologies 2026(4)

Table 2: Key Practices in GBFS

Das et al.

Practice Required? Description Source Privacy Rationale
Prevents linking a
vehicle’s location

The specification states that before and after rental
the field vehicle_id “MUST across time, which
. . . v3.0 reference for .
Rotate vehicle IDs NOT be persistent for privacy . . reduces risk of
. Yes \ o« vehicle_status.json . .
after each trip reasons” and that it “MUST o reconstructing trip
. (vehicle_id) . ..
be rotated to a random string origin/destination
after each trip”. patterns for a given
user (especially
in dockless systems)
If vehicles in use (with a
For the free-floating (dockless) vehicle rider) were published,
Do not publish . feed (formerly free_bike_status.json, one could infer the user’s
. . Conditionally . . v3.0 reference, and .
vehicles while . now vehicle_status.json), GBFS states: . . whereabouts and journey

. . Required PR . policy guide ) L

in active rental Vehicles that are part of an active rental endpoints - omitting

MUST NOT appear in this feed” active rentals reduces
that risk.

The guidance on coordinate Reducing precision or

precision, e.g., 6 decimal places are While not strictly ~ choosing not to publish

Limit coordinate Conditionally  supported allowing up to 0.11 m “anonymization”,  extremely fine-grained

precision guidance Required accuracy; there is a recognition that this helps thinking location helps avoid

publishing exact locations has privacy about granularity.  identifying home/office
implications. locations of users.
Explicitly clarifies the
State that feed %n"tent of the specification:
. In the FAQ the spec acknowledges: it is designed to serve

does not contain Yes « . " FAQ page. .

GBFS does not contain personal data. users/trip planners

personal data .
rather than for tracing
individuals/trips.

. . E limiti
. The Data Policy guidance warns: neourages Amiing
Operators/publishers « data exposure to only
i . Extreme care should be taken .
responsibility: Conditionally .. . . what is necessary,
. when requiring data from operators Data Policy guide. . . .
collect only Required . . reducing privacy risk
. that is outside the scope of the .
required data . - by design (data
specification. L2
minimization).
Table 3: Important Attributes for free_bike_status
Attribute Description Type
bike_id randomized bike id string
is_reserved is the bike currently reserved for someone else boolean
is_disabled is the bike currently broken or damaged boolean
current_range_meters how much the bike can travel in meters integer
vehicle_type_id a unique number assigned to type of vehicle, e.g., 2 for scooter string
Timestamp in seconds since epoch. If not specified, the latest value will be returned. .
last_reported . . ) . integer
Otherwise, the closest value to the specified timestamp will be returned
coordinates latitude and longitude reported for the current bike number
vehicle_type whether it is a scooter or bike string
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scraping frequency is every 6 minutes and for Bamberg, it is every
10 minutes.

Problem Definition Given a shared bike system database D
with randomized bike ids, say i for an individual bike and sta-
tionary information Z, identify the vulnerable fields Z' ¢ Z
through which a plausible trajectory 7; corresponding to bike i
can be derived through inferring the origin-destination pair (u;, v;).
We identify a possible set of anonymization methods, denoted as
M, that can prevent such attacks. Furthermore, we evaluate M to
determine its extent in preventing such attacks.

4 Origin-Destination Inference Attack

We use the GBFS feed of MMVs, which is updated every At units
of time. Although individual MMVs cannot be directly tracked
due to dynamic identifiers, the exposed attributes enable indirect
linkage across snapshots. Intuitively, when an MMV disappears
from the feed (e.g., due to being rented) and later reappears, an
adversary can attempt to associate these events to infer its trip.
Our approach leverages such disappearance and reappearance pat-
terns, combined with multi-attribute consistency checks, to infer
origin-destination (OD) pairs of MMVs. Importantly, we do not
directly observe or reconstruct the full trajectory taken by a vehicle.
Instead, we derive a plausible route between the inferred origin
and destination using map constraints (e.g., the underlying bike
network). Thus, the primary privacy risk arises from accurately
inferring OD pairs, while the route reconstruction step serves only
to illustrate a feasible path rather than the exact trajectory. Impor-
tantly, we do not rely on any single attribute as a unique identi-
fier. Instead, inference is achieved through the joint consistency
of spatial (coordinates), temporal (last_reported), and battery-
related (current_range_meters) signals. To achieve this, we first
introduce our threat model, followed by identifying MMV status
transitions, and then inferring OD pairs using Algorithm 1. Finally,
we evaluate the validity of our approach (see Section 4.4) in terms
of accuracy and robustness across two cities.

4.1 Threat Model

We consider a passive, external adversary interacting with a GBFS-
compliant system. The adversary does not compromise the system
or modify its behavior, but can repeatedly query publicly acces-
sible APIs and collect data over time. Through these queries, the
adversary observes all exposed fields, including spatial coordinates,
timestamps (e.g., last_reported), current_range_meters, and
MMV state indicators (e.g., is_reserved, is_disabled). We as-
sume that the adversary has moderate auxiliary knowledge, such
as typical MMV speeds, operational constraints, and general char-
acteristics of urban mobility, but does not have access to persistent
identifiers or privileged internal data. An attacker assumes that an
MMV can travel at an average speed of 10 kmh™!, given its maxi-
mum speed and minimum moving speed as 25 kmh™! and 5kmh™?,
respectively. In particular, MMV identifiers are dynamic or reset
across queries, preventing direct linkage. The adversary’s objective
is to reconstruct origin-destination pairs and derive plausible trajec-
tories of individual MMVs by linking observations across successive
API snapshots. This is achieved by exploiting consistency across
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Figure 2: MMV Status Identification

multiple attributes, including spatial proximity, temporal continu-
ity, and physically feasible movement patterns. The reconstruction
attack described in the following subsections operationalizes this
threat model.

4.2 Identifying MMYV Status

As previously discussed, the GBFS feed is updated for currently
available MMVs. MMVs that are in use are not reported. Although
a lower version of GBFS still updates information of MMVs until a
certain time, and then it disappears. Therefore, we have 5 types of
status for the MMV based upon its usage type as follows.

e Residential: The MMVs that do not change their location
for a long duration of time and do not disappear from the
system are labeled as Residential MMVs.

o Startoff: In this type, the MMVs disappear from the updated
feed after At units of time and basically come into use by en-
abling “is_reserved = true", which are called Startoff MMVs.

e Drop-off: Here, while updating the feed, if new MMVs ap-
pear after a At unit of time and disable “is_reserved = false",
they are called Drop-off MMVs.

e Passby: This type of MMV generally rides through some
zones where its locations are sometimes reported despite
being in use.

¢ Disabled: Finally, we look for the MMVs that can not be
ridden either due to low fuel/battery or because they are
defective. We call them Disabled MMVs.

For identifying the above-mentioned MMV status, we use the
fields from GBFS feeds as {“current_range_meters", “coordinates”,
“is_disabled", “is_reserved", “last_reported"} as follows. As depicted
in Fig. 2, we first look for the “Disabled MMVs" by checking the
field if “is_disabled = true" or not. If it is false, we proceed to identify
the next 4 statuses. We check for the “current_range_meters" field,
which is precise, unique, and not noisy or anonymized, and is not
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repeated for a large number of MMVs. This gives the opportunity
to identify the MMVs uniquely. We check this field for subsequent
time windows after each At unit of time, and if it is different and
decreasing, we check for the coordinates corresponding to that
MMUV. In case we obtain the moving coordinates of that MMV and
the “is_reserved" field is also true for two consecutive time windows,
we label its status as Passby.

Next, again we reiterate the same search for the field “cur-
rent_range_meters" (see Fig. 2, left branch) to look for the next 3 sta-
tus. In case “current_range_meters" field is same for the MMV for 2
subsequent time windows and the last reported time “last_reported”
is close to past time window, we label the status as Residential.
Now to identify whether an MMV is dropping off or starting off,
we check one more field, whether the MMV is appearing in the
next window or not. If the MMV is not appearing in next time
window, then we label it as Startoff. On the contrary, if the MMV
is appearing in next time window, we check whether it appeared
in past by checking past to past time window. In case, it was not
there, we call it Drop-off.

Note that, in our proposed algorithm, we do not consider the
Passby or Disabled MMVs as Passby MMVs have a little amount of
contribution in the data and evaporate shortly. Whereas Disabled
MMVs are simply moved away by stakeholders or bike companies
for recharging, this has very little to do with the inference attack.

4.3 Inference of Origin-Destination Pair

Importantly, we emphasize that current_range_meters is not
used as a unique identifier. Instead, it serves as an auxiliary sig-
nal to reduce the candidate search space. Trajectory derivation
relies on the joint consistency of multiple attributes, including spa-
tial proximity (coordinates), temporal continuity (last_reported),
state variables (e.g., is_reserved, is_disabled), and physical fea-
sibility constraints. Algorithm 1 shows how we derive trajecto-
ries under dynamically changing IDs. We first process the MMV
stream at each timestamp within every 6-minute window. Because
current_range_meters (crm) values tend to be locally distinctive
within a short time window (but are not globally unique), we use
them as a filtering signal to identify small candidate subsets of
MMVs. We select only those MMVs whose crm frequency < 10 in
the feed. In line no. 4 — 5 of Algorithm 1, for each such rare crm
value, we obtain the corresponding subset of MMV, ideally one
but sometimes several. When the subset contains exactly one MMV
(refer to line no. 6), we initiate tracking by logging its initial coor-
dinate as G;, crm as crm;, and last updated time as ¢; as performed
in line no. 7, and continue to record its position until the MMV
disappears from subsequent data pulls.

Once disappearance is detected as Drop-off (line no. 8 — 9), we
continue to fetch the next available feed at a regular time inter-
val. A candidate match is accepted only when multiple signals
jointly agree, including consistency in spatial displacement, tempo-
ral continuity, and feasible battery consumption. Thus, crm alone
is insufficient for identification and only contributes as one of the
several validation signals. Consecutively, in line no. 10 — 12, we
filter out the MMVs whose crm has decreased from crm;. We check
the change in crm value as Acrm is consistent with actual travel.
Consequently, we fetch the corresponding coordinates G; and last
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Algorithm 1: Plausible Trajectory Derivation with Dy-
namic IDs

Input: MMV feed D; window W = 6 min; crm freq threshold ferm
Output: Derived trajectories 7~

1 Partition D into windows of length W.

2 foreach window w do

3 Compute crm frequencies; let R,, = {crm | freq < ferm }.
4 foreach crm € R,, do
5 S < MMVs in w with this crm
6 if |S| =1 then
// One-to-One mapping
7 Initialize track for MMV i € S with (G, crm;, t;)
Store u; < G; as start location
8 while i observable do
9 Pull next feed; detect drop-off of i
10 C < MMVs in next feed with crm; < crm;
1 log MMV j in C with (G;, crmj, t;)
12 Filter C by: (a) Haversine distance between

(Gi, Gj) feasible for time At = t; — t;, (b) CRM
drop consistent with traveled distance

13 Let C = plausible successors.
14 if |C| =1 then
// One-to-One
15 i « C[1] (update state).
16 else if |C| > 1 then
// One-to-Many
17 Keep top k = 3 candidates by successive time
stamp.
18 else
19 Set v; « last known coord of i; break;
// Destination found for i
20 end
// No successor found
21 end
// Finalization: log destination and derive
route
22 If v; not assigned, set v; < G; (final state). Use

OSMnx to compute bike-path route between (u;, v;)
and store resulting geometry as trajectory 7;.

end

if |S| > 1 then

// Many-to-One mapping

25 Cluster S spatially into groups Gy, . ...

23

24

For each group G, run the above successor search in
parallel. If all MMVs in G point to the same successor,
map them jointly.

For each MMV in G, record (u;, v;) and derive route
using OSMnx as above.

26

27

28 end

29 end
30 end

31 return 7.

reported time ¢; for candidate MMV j. If the Harvesine distance
between G; and G; with an average MMV speed of 10km/hr is
compliant within the time of ¢; and ¢;, then MMYV j is the possible
candidate as computed in line no. 12. We also check the drop in crm
value for MMV i and j to check whether it is consistent with the
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distance traveled. Now, while running this algorithm, three cases
arise as follows.

(1) One-to-One: Referring to line no. 14 — 15 in Algorithm 1,
there is only one MMV i with unique crm; and there is only
one possible candidate j. Here, the above steps are run until
we converge to one possible candidate (j) for MMV i us-

ing subsequent time windows. To illustrate, we provide a

working example in Fig. 3 from our dataset where we filter

the MMVs with crm = 10219 and got 14 MMVs at 10 am

(See Fig. 3(a)). After 20 minutes, some MMVs disappeared

as “startoff" and some reappeared as “drop-off" as shown in

Fig. 3(b). We infer the origin and destination of two MMVs

where both have a one-to-one mapping by eliminating other

successor candidates by infeasible traveling distance as de-

picted in Fig. 3(c).

One-to-Many: As written in line no. 16 — 20 in Algorithm 1,

if multiple candidates {j, k, [ ...} satisfy the constraints, all

are retained as possible successors of i. For example, 2 MMVs
with similar distance traveled and similar drop in crm. Note
that we keep the top three candidates by running the above
algorithm for subsequent time windows, as each represents

a feasible continuation of the trajectory.

(3) Many-to-One: In Algorithm 1, line no. 24 — 26 depicts an
interesting case - multiple MMVs can be in very close spa-
tial proximity (i.e., coordinates differ only marginally), in
the same time window and with the same crm value. But
during inference, one successor MMV satisfies all the con-
straints. In that case, all MMVs in the group are mapped to
the same successor, as they are indistinguishable within the
GPS resolution.

@

We do not inspect Many-to-Many case as it is not relevant in tra-
jectory inference.

Finally, we obtain the inferred origin and destination of individ-
ual MMVs, which are then used to derive a plausible route between
these points. We use OSMnx’ and NetworkX [14] libraries to com-
pute a shortest feasible path over the OpenStreetMap [19] (OSM)
street network. Given a origin and destination coordinate pair, we
first calculate the great-circle distance to estimate their spatial sep-
aration. Using the origin coordinate as the center, we download
the relevant OSM bike network within a 3 km radius, ensuring
coverage of cycleways, paths, and bicycle-permissible streets. The
origin and destination positions are then matched to their nearest
OSM network nodes, after which the shortest path between these
nodes is computed using edge length as the optimization weight.
The resulting path represents a realistic, map-constrained route
that follows the street network rather than a direct straight-line
approximation. We emphasize that this route is a plausible estimate
of the MMV’s movement and may not be the exact trajectory taken
in reality. Its purpose is to illustrate the feasibility of travel between
inferred origin-destination pairs, while the primary privacy risk
stems from the accurate inference of these OD points.

4.4 Evaluation

Here, we analyze the performance of our inference approach. To
validate the results, we found that in the dataset, out of 98 million

"https://osmnx.readthedocs.io/en/stable/ (Accessed Online: November 22, 2025)
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MMV entries, 12% of the MMV’s IDs did not change dynamically
and remained static for up to 1.5 hours, even after completing trips.
At the same time, it reveals that the BMT dataset is not completely
GBFS compliant. This set of MMVs with static ID represents our
concrete ground truth.

4.4.1 Inference of MMV Status. Using our approach in §4.2, we
identify a mean of 29.5% startoff, 53.9% residential, 28.4% drop-off,
13.61% disabled, and 1% passby MMVs per hour for a single day as
shown in Fig. 4. To further validate our detection accuracy, we run
the Xu et al. [29] approach based on static ID to infer startoff and
drop-off MMVs. We achieve an accuracy of 95% for startoff and 92%
for drop-off. We did not achieve a 100% accuracy due to a number of
MMVs sharing the same crm and nearly spatial coordinates leading
to ambiguity. Further, the accuracy for drop-off is lower as the last
reported time is not updated promptly for some MMVs. From Fig. 4,
we observe that although a huge number of MMVs are stationary
(residential) from midnight to morning hours, start-of-day MMVs
increase as the day progresses. An adversary capable of monitoring
aremote zone with limited MMV availability can extract substantial
actionable intelligence by inferring these MMV status transitions
such as startoff, drop-off. Even though these states appear oper-
ational and harmless, their temporal patterns reveal predictable
behavioral routines within the region. This temporal leakage al-
lows an attacker to infer local mobility patterns and identify when
MMVs (and thus riders) are most exposed. In sparsely populated
zones, such as near a detached house, these status patterns may
even enable clustering over spatial (a street) and temporal (hour of
day) dimensions over several days to infer the mobility patterns of
an individual or a group of members. Furthermore, such OD pair
information are sufficient to infer their home, office, or university,
highlighting the privacy risks associated with MMV status.

4.4.2  Origin and Destination Inference for MMVs. Based on our
inferred status of MMVs, we detect an average of 427 trip origins for
weekdays (Monday to Friday) per hour, as shown in Fig. 5, denoted
as start-off MMVs. Similarly, we infer an average of 509 destination
for the drop-off MMVs as shown in Fig. 6. The temporal distribu-
tion of these inferred origin and destinations exhibits a broadly
consistent pattern across the day. In particular, weekdays show two
distinct activity surges for startoff MMVs: a morning rise between
06 : 00 and 12 : 00, followed by a pronounced late-afternoon to late-
evening rise from 16 : 00 to 21 : 00. In contrast, for the destination
inference, the number of drop-offs significantly increases in late
morning hours, from 09 : 00 and goes until 21 : 00 hours, for the
first weekdays (Monday-Wednesday), but for Friday, sudden peaks
after 21 : 00 hours signify more leisurely travels. For the weekends,
we achieve an average of 380 origin per hour and 493 destination
per hour, showing a trend of more availability of MMVs during the
weekend. As the patterns of startoff and drop-off MMVs remain con-
sistent across the week, spatio-temporal clustering over zones with
sparse availability is sufficient for reconstructing a meaningful ori-
gin—destination pattern. Next, we demonstrate how our approach,
utilizing the origin and destination, derives the plausible trajectory
of individual MMVs.

4.4.3 Performance on Derivation of Route. We derive 85575
(82.91%) trajectories as shown in Fig. 7 using Algorithm 1 which
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Figure 3: Snapshot of a Inference Attack using Algorithm 1 on data from 2nd September, 2024. (a) Filter out available MMVs
with crm = 10219 at 10 AM, (b) log the coordinates and last_reported timestamp for each MMV for every 6 minutes, at 10 : 20 AM,
2 MMVs disappeared as startoff and 2 new MMVs appeared as drop-off with the same crm value, (c) in later time windows, look
for a drop in crm value feasible with the difference in timestamp. Record their coordinates and calculate the Haversine distance.
For the MMV in the upper left corner, we found the destination as the traveled distance (1.29 km) is feasible with the drop in crm
value. For the second MMV, two candidates are found, one with 1.7 km distance traveled and the other in the lower right corner,
traveled 5.8 km, which is infeasible with the drop in crm value. Therefore, the former becomes its destination, and finally, two

trajectories could be derived.
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Figure 5: MMV Trip Origin Inference

have one-to-one mapping. For one-to-many, we obtain 12347 (9.1%)
and many-to-one mapping, we get 683 (0.5%) trajectories. The anal-
ysis is reported for the whole month of September (1 — 30), 2024 for
Brussels. To verify the validity of our approach, we obtained 135697
MMV entries for September, which were used to complete trips
without changing their IDs, i.e., static. Therefore, we achieve an
accuracy of 82.91% for one-to-one mapping. For the one-to-many
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Figure 7: Percentage of Trips Derived for 2 Cities

mapping, we cross-validated whether the actual MMV is among the
top 3 successors that we inferred. For 98% of the cases, we achieve
the above-mentioned validation. The remaining 2% are failed be-
cause our algorithm works in a greedy manner using timestamps
in non-increasing order and storing the consecutive best matched
successors. Consequently, it failed to capture the correct successor,
which appeared in a later timestamp. For the many-to-one mapping,
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we only get at most 2 MMVs sharing the same location (in terms of
coordinates), timestamp, and crm values. We suspect the issue is
due to GPS noise, which reflects in the dataset as showing the same
coordinate readings for two MMVs. But, for all the 683 MMV, it
correctly inferred the successor where the successor’s ID matched
with one of the two MMVs.

Spatial Hotspots: While performing the inference, we observed
repetitive trajectory patterns for some zones. First, we perform
density-based clustering using DBSCAN [10] for the spatial trajec-
tories only. We report 5 top spots where most of the trajectories are
discovered, such as in the city center, {Rue du Sceptre, Marollen}, and
outskirts {Aveneu Leopold III, Eugéne Ghijsstraat, Rue Bollinckx}.
The regions are well populated with a high density of MMV, e.g.,
~ 300 in an hour. Still, a subset of GBFS fields with precise values
makes the mobility data vulnerable. Furthermore, we performed
temporal grouping for every hour of the day throughout the month
for these zones based on the derived trajectories and their respec-
tive timestamps. We receive trajectories that repeat during morning
hours on weekdays from the origin Rue du Sceptre to Stefania and
also to Rue Vautier. These places are well-crowded and have signifi-
cant points of interest, such as metro stations, hotels, and university
libraries. As we do not have an external source of information, we
could not verify further whether these trips are done by the same
set of people or an individual. However, access to such information
also gives the attacker the ability to infer their profession (e.g., a stu-
dent, hotel employee) or even stay points, such as office locations.
This becomes more dangerous for the outskirts location Aveneu
Leopold 1II, where the number of MMV availability is also very
low, i.e., 3 — 5 per 10 minutes. Here, we discovered trips are more
repetitive during weekends and end at the central station during
evening hours. We refrain from reporting exact hours for ethical
considerations and to respect the privacy aspect.

Bamberg Statistics: Now, we report on deriving trajectories for
another mid-scale city, Bamberg, where the rental operator is ZEUS*
and the API data is logged for 1 week (April 1-7,2025) in a 10 minute
interval. As depicted in Fig. 7, we could derive 80% trajectories for
7 days for one-to-one mapping. For one-to-many, we achieved 6.8%
and 0.5% for many-to-one mapping. But as the API follows GBFS
version 2.2, it does not suffer from static ID. This also prevents us
from creating the ground truth for further validation and verify the
accuracy of the derived trajectories. But using our above approach
of spatial clustering, we identified the top zones as ZoB, Feldkirchen
Str., An d. Spinnerei, Gutenberg Str. and Laubanger. Using temporal
grouping by an hour for the trajectories, we infer repeating trips
from An d. Spinnerei to Gutenberg Str. during morning hours and
the reverse trip during evening hours in weekdays. Similarly, on
weekends, major trips from Feldkirchen Str. and Laubanger are
ending at ZoB during afternoon hours. As these Feldkirchen Str.
and Gutenberg Str. have fewer MMVs (< 5 and sometimes even
1) during peak hours, it becomes very easy to infer other member
sensitive information by observing their mobility pattern, or if
already the target group is known.

5 Mitigation
Here, we discuss a set of defensive methods designed to prevent the
privacy attacks highlighted earlier in the paper and evaluate their
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implications on data utility. Given the unique challenges posed
by GBFS-based micromobility data, effective privacy preservation
is essential without sacrificing the utility of the data for urban
mobility analysis. To evaluate the mitigation strategies, we use
a real GBFS dataset collected from the BMT API on June 1, 2025
polled at a regular interval of every 6 minutes for 24 hours. This
dataset was selected as a representative daily snapshot to analyze
how different mitigation techniques affect attribute uniqueness and
inference feasibility, independent of the September 2024 dataset
used for OD inference evaluation. We begin by presenting our
proposed mitigation approach, followed by secondary risks that
may get introduced through the proposed strategies, specifically
tailored for GBFS feeds.

5.1 API Limit

Currently, BMT Data allows querying the API every 6 minutes for a
user API key. A user can create multiple APIs and thus can even cre-
ate a historical dataset every minute. One possible prevention is to
impose an APIkey creation limit, i.e., a single key per user. Secondly,
limiting the number of queries per API and increasing the duration
of subsequent queries to 6 minutes. As we have analyzed, the maxi-
mum duration of a trip is an hour or so; thus, limiting the duration
to 15— 30 minutes prevents the inference of the trajectory to a great
extent. We have tested this time duration limit with 15 minutes and
30 minutes. As either the origin or destination falls within a single
time window for most short-duration trips of less than 20 minutes,
we cannot infer their trajectory. Therefore, only 24% of the trips
of longer duration can be inferred using a 30 minute API query
duration limit. For a 15-minute duration, inference increases by up
to 41%; therefore, we suggest keeping the duration at 30 minutes.
However, this approach primarily increases the operational cost
for an adversary. A deterministic attacker could still evade the API
rate limit, e.g., by deploying a bot farm or acquiring multiple API
keys, and therefore the attack cannot be fully prevented.

5.2 Coarsen Vulnerable Fields

As identified, the most vulnerable fields are “last_reported", “cur-
rent_range_meters", and “coordinates”. To limit the adversary’s
ability to derive a plausible individual MMV trajectory, we adopt
a coarsening-based defense applied to the most sensitive fields
exposed through GBFS. To mitigate this, GPS coordinates are
binned to 3 decimal places (~ 110 m spatial granularity, compared
to the current 0.11 m), effectively grouping nearby MMVs into
common spatial cells and removing precise movement traces. Ad-
ditionally, temporal information is generalized from exact Unix
timestamps to broad time-of-day categories (morning, afternoon,
evening, night), thereby suppressing short-interval movement cues.
Finally, current_range_meters is coarsened into the next available
floor value to break the correlation between small battery drops
and micro-movements.

Together, these transformations substantially reduce the adver-
sary’s ability to link sequential GBFS snapshots to the same MMV by
collapsing multiple vehicles into indistinguishable spatio-temporal
groups. To quantify this effect, we analyze the distribution of
MMVs grouped by their joint attributes (“last_reported”, “cur-
rent_range_meters", and "coordinates"). Fig. 8 shows the cumulative



Proceedings on Privacy Enhancing Technologies 2026(4)

1.0 A
508
5
2
0.6
2
$
E 0.4
3
£
O 0.2
—— Before Coarsening
0.0 After Coarsening
0 25 50 75 100 125 150 175 200
Group Size
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(“last_reported", “current_range_meters" and "coordinates")

distribution of group sizes before and after coarsening. Before coars-
ening, nearly all MMVs belong to singleton groups, i.e., individually
distinguishable MMVs, within each time window (= 99.98%), indi-
cating that they are uniquely identifiable based on their attributes
and can be reliably tracked across snapshots. After applying coars-
ening, however, multiple MMVs fall into the same spatial, temporal,
and battery-level bins, significantly increasing group sizes. As a
result, the proportion of singleton groups drops sharply to ~ 8.5%,
meaning that the vast majority of MMVs become indistinguishable
from at least one other MMV within the same spatio-temporal cell.
This loss of distinguishability introduces ambiguity in matching ob-
servations across time. While singleton prevalence does not directly
correspond to the success of trajectory derivation, it is a strong
indicator of the adversary’s ability to uniquely identify candidates
for linkage.

Consistent with this observation, the coarsening analysis was re-
peated across multiple runs on the same BMT dataset collected
throughout the day, and consistent trends in both singleton preva-
lence and inference reduction were observed. Trajectory derivation
using raw GBFS data achieved approximately 83% recoverability
in our setting, whereas applying the proposed coarsening reduced
derivation success to 3%. Importantly, we apply the same inference
pipeline before and after coarsening to isolate the effect of infor-
mation reduction; therefore, we do not claim optimality against
adaptive inference strategies specifically designed for coarsened
data. Targeted coarsening of vulnerable fields offers an effective
privacy mitigation strategy but can impact data utility. For exam-
ple, publishing GPS coordinates with a granularity of » 110 m
may confuse users in densely populated areas. However, this might
not be an issue in sparser regions, as it will be easy to locate. In
contrast, coarsening the current_range_meters to its floor value
always provides a buffer against travel distance, preserving the user
experience. Therefore, the degree of coarsening should be adjusted
based on other contextual factors (e.g., the city’s density) and data
utility, so that it does not degrade the user experience.

5.3 K-anonymity

An alternative approach to protect MMV users against inferring
origin-destination and plausible trajectory reconstruction is k—
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anonymity [25], which ensures that each released record is indis-
tinguishable from at least k — 1 other records in the dataset. In
the context of GBFS, k—anonymity can be applied by aggregat-
ing MMVs reports spatially and temporally. For example, releasing
only the presence of at least k MMVs within the same geospatial
zone during a given time interval. This prevents an adversary from
uniquely linking an MMV’s movement over consecutive snapshots,
thereby reducing the risk of reconstructing individual trajectories.
We tried this approach with k = 3, but a huge amount of data (38%)
got dropped to ensure 3—anonymity. As GBFS data targeted for
MMYV is highly important for both operators and citizens, losing a
substantial amount of data and publishing the rest will falsify the
actual availability and may lead to operational loss. Thus, we do
not suggest this approach even at the cost of ensuring high privacy.

5.4 Discussion: Trade-offs, Secondary Risks, and
Implications for GBFS

While the proposed mitigation strategies significantly reduce
reconstruction risks, they introduce secondary effects and high-
light important implications for the evolution of the GBFS standard.

Secondary Risks and System-level Effects: Spatial and
temporal coarsening reduce the identifiability of individual MMV,
but may still enable group-level inference, such as identifying
demand hotspots, commuting patterns, or fleet imbalances. For
instance, coarsened data can reveal demand hotspots and deadspots,
peak usage periods, or recurring commuting patterns across zones.
While such insights do not allow linking origin-destination to
specific users, they may expose commercially sensitive information,
such as fleet utilization trends or strategic deployment gaps.
Competing operators or third parties could exploit such aggregate
patterns for strategic advantage; for instance, a competitor
might identify temporarily undersupplied hotspots from another
operator’s data and proactively deploy a large number of MMVs
to those areas to capture demand and increase revenue. This
highlights a shift from individual privacy risks to aggregate
information leakage, which is inherent to any data publishing
mechanism that retains utility. Reduced temporal resolution and
spatial precision also decrease the observability of the system,
which may enable adversarial manipulation. For example, due to
delayed or coarse updates, an attacker could temporarily create
artificial scarcity or availability in a region that persists in the
published data, thereby misleading users or influencing demand
and rebalancing decisions. For instance, consider a zone where
coarsened data reports approximately two available vehicles with
updates every 30 minutes. An attacker could quickly reserve or
physically relocate these vehicles, while the system continues
to display their availability until the next update cycle. This
mismatch between the reported and actual state can mislead
users, creating artificial perceptions of availability or scarcity, and
may further influence demand patterns or operator rebalancing
decisions. These risks arise from reduced observability rather
than increased identifiability. Finally, coarsening may impact
downstream analytics (e.g., rebalancing or maintenance planning)
and disproportionately affect low-density regions, where each
data point carries higher significance. In such areas, spatial and
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temporal aggregation can obscure the presence or movement
of a small number of MMVs, leading to inaccurate demand
estimation and potentially reduced service allocation. This may
introduce fairness concerns, as users in already sparse regions
could experience systematically lower service quality compared to
high-density areas.

Implications for GBFS Standardization: Our findings suggest
that these risks stem not only from individual deployment choices,
but also from the lack of standardized privacy mechanisms in
current GBFS implementations. To address this, the GBFS standard
should incorporate configurable privacy-aware controls rather
than relying on ad hoc operator policies. First, the standard should
define API governance mechanisms that distinguish between
low-frequency user queries and high-frequency automated access,
enabling rate-limiting or delayed/coarsened responses for bulk
data collection. Second, it should support configurable coarsening
of sensitive fields, such as spatial granularity, temporal resolution,
and discretization of operational attributes, allowing deployments
to adapt privacy levels based on contextual factors like urban
density. Third, the standard may include optional support
for aggregation-based reporting (e.g., k-anonymity-inspired
mechanisms) for non-interactive use cases, despite their known
utility trade-offs. Finally, We believe that studying how different
coarsening configurations perform across dense and sparse
mobility regions would provide valuable guidance for deploying
context-aware privacy protections in GBFS feeds.

Balancing Privacy, Utility, and Deployability: Importantly, we
do not advocate a single mandatory configuration. Instead, privacy
mechanisms should be exposed as standardized, interoperable
controls that operators can tune based on their operational and
regulatory requirements. Our empirical results (e.g., reduction
from 83% to 3% reconstruction success through coarsening, and
the limitations of k-anonymity due to data loss) highlight that
lightweight, configurable defenses can provide strong privacy
benefits while preserving usability. Overall, embedding such
mechanisms into the GBFS standard would enable more consistent
privacy guarantees across deployments while maintaining the
utility of real-time mobility data.

6 Conclusion

Our work demonstrates that the GBFS-based data shared by micro-
mobility operators, while essential for improving urban mobility
and enabling integration in third-party applications, exposes signifi-
cant privacy vulnerabilities. By leveraging the high precision of GPS
coordinates, battery levels, and timestamps, we primarily demon-
strate that it is possible to derive detailed trip origin-destination
pair and plausible map-constrained trajectories which may contain
potentially sensitive user information, such as home or work lo-
cations, even in the absence of explicit identifiers like vehicle IDs.
Using data collected from two distinct cities, Brussels and Bamberg,
we were able to reconstruct the origins and destinations of over
80% of trips, highlighting the unintended privacy risks posed by
different versions of GBFS feeds.

While the dynamic vehicle IDs in GBEFS are designed to protect
user anonymity, we found that GBFS version 1.0 has potential pri-
vacy issues, as it does not change the MMV ID for 12% of the data
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and reveals 1% of MMVs’ locations while in use, analyzed over a
month. Despite these privacy concerns, our study provides a prac-
tical solution by proposing a set of anonymization techniques that
can be applied to the existing GBFS standard. Our results show that
data generalization, removal of certain quasi-identifiers, and other
mitigation strategies can reduce the success of inference attacks
by up to 97%, while maintaining sufficient data utility for urban
mobility applications. This represents a significant step forward in
ensuring the privacy of micromobility users without compromising
the operational value of the data.

However, our work is not without limitations. First, our study

is based on data from only two cities. While we demonstrated the
generalizability of our approach, further work is needed to validate
our findings across a broader range of cities and micromobility
operators, particularly in non-European contexts. Another limita-
tion of our approach is that back-to-back rentals of the same MMV
may occasionally be merged if the vehicle’s unavailable interval is
not captured between successive API queries. Given the 6-minute
polling rate, such cases are expected to be infrequent but may lead
to slight overestimation of trip continuity.
Additionally, while our anonymization techniques are promising,
we do not claim that our algorithm is optimal. There remains the
potential for novel inference attacks that could circumvent these de-
fenses. Thus, in the future direction, we would focus on developing
more robust privacy-preserving techniques, potentially incorpo-
rating emerging approaches like differential privacy, which could
offer formal privacy guarantees while allowing for the continued
utility of micromobility data. In a nutshell, our work highlights the
ongoing challenge of balancing privacy with data utility in shared
mobility systems. As micromobility continues to grow, it will be cru-
cial to refine existing standards and develop new privacy-preserving
mechanisms that can protect individuals’ data while still enabling
the benefits of open, real-time mobility information for end-users
and city managers. Nonetheless, to the best of our knowledge, this
paper contributed to designing a reconstruction attack-based algo-
rithm and subsequently mitigating it, applied over 2 different cities
(Brussels and Bamberg), operators (LIME and ZEUS), and GBFS
versions (1 and 2.2).

7 Ethical Consideration

The research in this paper was conducted in full compliance with
ethical standards. Before data collection, we ensured no personal or
sensitive information was used without consent. Data from shared
mobility operators were accessed via publicly available APIs, in
strict accordance with their terms of service and privacy policies.
We did not access private or restricted data and followed all guide-
lines for API usage. Furthermore, the study did not involve direct
interaction with individuals or collection of personally identifiable
information (PII). It did not target any specific group or make claims
that could identify or profile users. The focus was on analyzing
shared mobility data privacy risks and the impact of spatiotempo-
ral data. In addition, we carried out responsible disclosure to the
dataset maintainers 14 weeks prior to the revised manuscript sub-
mission (as of April 29, 2026), informing them that approximately
12% of MMVs remained static for durations of up to 1.5 hours.
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