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Abstract

Many privacy-preserving data analysis tasks based on multi-party
computation require oblivious retrieval of data elements for down-
stream use. As database sizes grow, this retrieval step becomes
a dominant bottleneck, highlighting the need for more efficient
oblivious access (OA) primitives that retrieve a database entry with-
out revealing the accessed position. A common approach uses dis-
tributed point functions (DPFs), which reduce communication but
still incur local computation that scales linearly with the database
size. Early termination (ET) optimization reduces local computa-
tion, but applying it yields only Boolean shares that require costly
conversion for arithmetic use. This incompatibility between ET
and arithmetic outputs makes it difficult for OA to scale efficiently
on large databases. We introduce RingOA, the first three-party
OA protocol that supports ET while directly producing arithmetic
shares. Our method eliminates the need for share conversion and
preserves the computational benefits of ET. RingOA achieves a
13.1-15.7X improvement in runtime on databases exceeding one
billion entries compared to a state-of-the-art OA protocol. Building
on RingOA, we construct an oblivious rank query, a core primi-
tive underlying many structured-data analyses. We develop two
practical applications: a fully oblivious full-text search protocol for
pattern matching over secret-shared string datasets, and a fully
oblivious range-search protocol supporting statistical queries over
secret-shared numerical sequences. Experiments on real large-scale
genomic datasets show that these applications achieve practical
performance, demonstrating the utility of our OA protocol and its
applications.
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1 Introduction

The increasing use of sensitive information in data-driven systems
has prompted a strong demand for efficient privacy-preserving data
analysis based on secure multi-party computation (MPC) [4, 11, 26].
Such analyses often require oblivious retrieval of data elements
that are subsequently used in downstream computation [13, 16, 24,
36, 37]. In clinical research, for example, analyses often begin by
retrieving sensitive information, such as accessing specific genetic
variants in a database, and computing relevant statistics [15, 23].
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As datasets continue to grow, this retrieval step becomes a dom-
inant bottleneck, motivating more efficient oblivious access (OA)
primitives that retrieve elements from a private database with-
out revealing the queried index. Recently, MPC protocols based
on distributed point functions (DPFs) have been actively studied
to accelerate this costly retrieval step [2, 13, 16, 24, 35, 40, 43—
45, 47]. These protocols substantially reduce round complexity and
communication overhead compared to earlier approaches without
DPFs [25, 27, 29, 30, 37, 41, 42], but still incur local computation that
grows linearly with the size of the database. To further reduce this
local computation, an early termination (ET) optimization can be
applied [8]. Its benefit increases as the DPF output domain becomes
smaller and is maximized when reduced to a single bit. Applying ET
to OA in this setting yields Boolean-shared retrieval results. How-
ever, OA is typically used as a subroutine in downstream analyses,
where retrieved values are ideally represented as arithmetic shares.
This necessitates Boolean-to-arithmetic share conversion, introduc-
ing additional rounds and communication overhead. Existing OA
protocols reflect this trade-off. Protocols that operate entirely in the
arithmetic domain evaluate the DPF directly as arithmetic shares,
which limits the benefit of ET [24, 44]. In contrast, protocols that
support ET rely on Boolean shares, which makes share conversion
unavoidable [2]. As a result, it remains an open question whether
an OA protocol can simultaneously (i) apply ET to reduce local
computation and (ii) produce arithmetic shares without relying on
additional share-conversion steps.

In this study, we present ring-based oblivious access (RingOA),
a three-party OA protocol that fully exploits ET while returning
outputs directly as arithmetic shares. Our key idea is a technique en-
abling single-bit DPF outputs to be interpreted in the arithmetic do-
main without any share-conversion step. This enables us to obtain
the maximum computational benefit of ET and to avoid the over-
head associated with Boolean-to-arithmetic conversion, thereby
realizing efficient oblivious access directly in the arithmetic domain.
To demonstrate the practical utility of RingOA, we further intro-
duce a set of RingOA-based protocols for structured-data analysis.
Succinct data structures provide compact indexed representations
for various data types such as texts and graphs, where many high-
level queries reduce to rank operations on underlying bit vectors.
Motivated by this foundational role of rank, we first construct
an oblivious rank query on top of RingOA, and then build two
higher-level search protocols upon it. The first is a fully oblivious
full-text search protocol for pattern matching over secret-shared
string datasets. The second is a fully oblivious range-search protocol
that supports minimum and maximum queries over a secret-shared
interval in numerical sequences. Applied to real human genome
sequences and genetic-variant datasets, these protocols achieve
practical performance in realistic scenarios.
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1.1 Contribution
In this work, we make the following key contributions:

e Design of RingOA. We introduce RingOA, the first three-party
oblivious access protocol that fully exploits early termination of
single-bit DPFs while outputting results directly in the arithmetic
domain. This removes the need for costly share conversion and
enables fast access to very large databases. We also discuss a
restricted round-optimized variant applicable in single-use or
refreshed-preprocessing settings.

o Applications to structured-data analysis. Using RingOA, we
first construct an efficient oblivious rank query that serves as a
core primitive for privacy-preserving analysis. We then extend
this primitive to support rank queries on numerical sequences by
incorporating the wavelet matrix, a succinct data structure for
indexing sequences. Building upon this extended primitive, we
design two practical protocols. The first is a fully oblivious full-
text search protocol that employs an FM-index implemented with
the wavelet matrix, enabling variable-length substring search
while hiding both the query pattern and the underlying database.
The second is an oblivious range-search protocol for numerical
sequences, also implemented with the wavelet matrix, which
supports minimum, maximum, and quantile queries over secret-
shared sequences and intervals. Both protocols achieve round and
communication costs that depend only on the query length and
on the domain size, and do not depend on the size of the database,
which is often prohibitively large in practical applications.

o Implementation and evaluation on real genomic datasets.
We implement RingOA and its applications, and conduct exten-
sive experiments. Our results show a 13.1-15.7X speedup over Ji
et al. [24] for oblivious access on databases exceeding one billion
entries. Furthermore, our fully oblivious full-text search protocol
achieves practical query performance for a real human genome
sequence, significantly outperforming prior approaches such as
Sudo et al. [41] and Nakagawa et al. [30]. Experiments on a large
cancer genetic variant database demonstrate that our oblivious
range-search protocol efficiently identifies a representative vari-
ant allele frequency within an obliviously selected gene. To foster
reproducibility and enable further research in privacy-preserving
data analysis, we provide a complete and efficient C++ imple-
mentation of RingOA and its applications. The source code is
publicly available at https://github.com/u-tmk/RingOA.

1.2 Limitations of Existing Approaches

1.2.1  Boolean-to-Arithmetic Conversion Overhead. Early termina-
tion reduces the cost of DPF evaluation when the output domain
is small, achieving its maximum computational savings when the
output consists of a single bit [8]. In this setting, the retrieved data-
base element is naturally obtained as k-bit Boolean shares, where k
denotes the bit-length of the domain. However, oblivious access is
typically used as a subroutine in arithmetic MPC protocols, where
values are expected to be represented as arithmetic shares. Conse-
quently, Boolean outputs must be converted into arithmetic form
via a Boolean-to-arithmetic (B2A) conversion [10, 28]. Recent work
by Cheng et al. provides constant-round B2A protocols in the three-
party semi-honest setting, including one-round and two-round
variants [10]. Despite their low round complexity, these protocols
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incur preprocessing costs quadratic in the bit-length k. Even widely
used frameworks such as ABY3 [28] employ a B2A procedure that
requires 1 + log k rounds, which can still be expensive. As a result,
existing conversion frameworks do not fully eliminate the overhead
stemming from Boolean-domain outputs. This overhead becomes
particularly costly when OA is invoked repeatedly, as each call adds
an additional conversion step that accumulates into substantial
extra cost.

1.2.2  Limitations of Existing DPF-based Oblivious Access Protocols.
Protocols that operate entirely in the arithmetic domain, such as
Shared OT [24] and DuORAM ([35, 44], interpret each DPF output
as an arithmetic share, thereby limiting the benefit of early ter-
mination. In contrast, Bai et al. proposed an OA protocol based
on DPF evaluation over Boolean shares [2]. Because the outputs
are Boolean-shared, combining their protocol with arithmetic com-
putations requires a B2A conversion. Since their protocol itself
requires two rounds, integrating it with constant-round B2A pro-
tocols [10] results in three or four rounds in total, together with
substantial preprocessing costs. In their design, the queried index is
also represented in the Boolean domain. Once the retrieved value is
converted to arithmetic form, the index must be transformed back
via an arithmetic-to-Boolean (A2B) conversion when performing
additional OA operations, further increasing latency. Generic A2B
procedures such as those in ABY3 [28] require 1 + log k rounds,
making these repeated conversions particularly costly. Moreover,
their protocol masks the index in the Boolean domain as idx @ r.
Unlike arithmetic masking (e.g., idx + r), which corresponds to a
simple rotation and thus preserves sequential access to the data-
base, Boolean masking changes the accessed positions in a bitwise
manner. As a result, the access pattern becomes non—contiguous,
preventing sequential memory reads and cache-friendly batched
evaluation of the DPF. This loss of spatial locality reduces the prac-
tical effectiveness of ET.

2 Related Work

Techniques for obliviously retrieving elements from a database
have been studied in several settings, including public-database,
private-database, and secret-shared settings. In the public-database
setting, private information retrieval (PIR) hides the queried index
while accessing data stored on a server. DPF-based constructions
enable communication-efficient PIR and have been applied in sev-
eral privacy-preserving applications [40, 43, 45]. These approaches
assume that the database is held in the clear by the server. Oblivi-
ous RAM (ORAM) considers the setting in which a client encrypts
its database, outsources it to an untrusted server, and hides the
access pattern of read and write operations. DPF-based ORAM con-
structions have been proposed, including schemes for time-series
data [13] and digital currency systems [47]. Distributed ORAM
(DORAM) enables the realization of general RAM programs within
secure multi-party computation (MPC) [16, 35, 44, 47]. In this set-
ting, the database is secret-shared among multiple parties, and both
read and write accesses are performed obliviously, allowing compu-
tation over distributed data without revealing information beyond
the prescribed output. While DORAM supports fully general RAM
computation, many practical settings involve distinct data holders
and query providers, where the querying party does not modify the
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Table 1: Comparison of DPF-based oblivious access protocols.

Protocol Retrieved Share Arith. Native ET Support Conversion-Free MPC-Free KeyGen
RingOA (2,3)-RSS (or (3,3)-ASS) v v v v
Shared OT [24] (2,3)-RSS (or (3,3)-ASS) v X v v
DuORAM [35, 44] (2,2)-ASS v X v X
Zyskind et al. [47] (2,3)-SSS v X v X
Floram [16] Boolean-based (2, 2)-ASS X v X X
Bai et al. [2] Boolean-based (2, 3)-RSS X v X Ve

Arith. Native indicates whether the retrieved value is directly output as an arithmetic share. Conversion-Free indicates that no Boolean-to-arithmetic (B2A) conversion is required for
downstream arithmetic computation. MPC-Free KeyGen indicates that DPF key generation is performed locally without invoking secure multi-party computation. Abbreviations: RSS
= replicated secret sharing, ASS = additive secret sharing, SSS = Shamir’s secret sharing. Symbols: v/ = supported, X = not supported.

underlying database and only requires read access. This has moti-
vated protocols specialized to the read-only setting [2, 24]. In this
paper, we refer to such read-only oblivious retrieval as oblivious
access (OA). To position our construction among prior DPF-based
protocols, Table 1 summarizes their key properties, including the
type of retrieved shares, support for arithmetic computation, early
termination, and the need for share conversion or MPC-based key
generation. Floram [16] first employed DPFs for OA as a building
block for DORAM. Their construction relies on garbled circuits
to generate DPF keys, leading to substantial communication and
computational overhead. DuUORAM [44] is a server-aided DORAM
protocol in the (2, 2)-additive secret sharing setting. DPF key gen-
eration is executed via MPC, introducing additional preprocessing
and communication overhead. Moreover, its Boolean-to-arithmetic
share conversion mechanism limits the depth to which early ter-
mination can be applied. Sasy et al. [35] extend DuORAM with
application-specific optimizations for binary search and AVL trees,
retaining the same structural characteristics. Zyskind et al. [47] con-
struct an ORAM based on (2, 3)-Shamir’s secret sharing. Because
the DPF output has bit-length equal to the security parameter rather
than a single bit, early termination is not applicable. In a DORAM
setting, DPF key generation requires MPC, adding overhead.

3 Cryptographic Preliminaries

Notations. Let A € Z denote the security parameter. We denote
the ring of integers modulo 2€ by Z,x and the ring of integers mod-
ulo 2 by Z; (the Boolean domain). Scalars are denoted by lowercase
letters (e.g., x), and vectors by boldface letters (e.g., x), where the
i-th element of x is written as x[i]. For a finite set S, the notation

x & § indicates that x is chosen uniformly at random from S. We
consider three parties P; for i € Z3, with indices taken modulo 3.
Thus, P;_; and P;y; denote the previous and next party relative to
P;. We use the following secret sharing notations over Z,x:

o [x]: 2-out-of-2 additive secret sharing of x € Z,.
e [x]: 3-out-of-3 additive secret sharing of x € Z.
o (x): 2-out-of-3 replicated secret sharing of x € Z«.

3.1 Secret Sharing Schemes

In this paper, we use two secret sharing schemes over the ring Z:
(1) a t-out-of-t additive secret sharing scheme (¢ € {2, 3}), and (2)
a 2-out-of-3 replicated secret sharing (RSS) scheme [1]. We briefly
describe their definitions and basic operations.

3.1.1 Additive Secret Sharing Scheme. In a 2-out-of-2 additive se-
cret sharing scheme, a secret x € Z, is represented as two shares
X0, x1 satisfying x = xo + x; over Z,x. We denote this by [x] =

([x]o, [x]1)-
o [x] = %)

share ()¢ Sample [x]o & Zyk and set [x]; = x — [x]o.
Distributed [x]; to party P;.

o X — 7:R[e.(]:onst [x]): Each party broadcasts its share, and the secret
is reconstructed as x = [x]o + [x]1.

o [z] « 7‘—A[AL([x], [y]): Local addition of two shares [x] and [y],
resulting in a new share [z] such that z = x + y.

o [z] « ?'Iv[‘jlt([x], [y]): Secure multiplication of two additive
shares [x] and [y], resulting in a new share [z] such thatz = x-y.
This operation requires one round of interaction with Beaver’s
triple [3]. Given a triple ([a], [b], [c]) satisfying ¢ = a - b, the
parties reconstruct d = x — a and e = y — b, and locally compute
[z] =e-[a]l +d-[b] + [c] +i-deforiec{0,1}.

3.1.2  Replicated Secret Sharing Scheme. In a 2-out-of-3 replicated
secret sharing scheme over Z,, a secret x is shared among three
parties Py, Py, P, such that each P; holds a pair ([[x];, [x]i—1) where
x = [x]o + [x]1 + [x]2- In this paper, we use the notation (x); =
([x]: [x]i=1) to denote the share of P;.

o (x) « T;hzre(x): Sample [x]o, [x]1 & Z.i and set [x]; = x —
[x]o = [x]:. Distribute {x); = ([x];, [x]i-1) to party P;.
o X — ﬁézonst((x)): Party P; sends [x];—1 to Pi4;. Then, P; recon-

structs the secret as x = [x]o + [x]; + [x]2 fori € {0,1,2}.

X — ﬁézeal((x), i): Only party P; learns the secret by receiving
[x]i+1 from Piyq, reconstructing x = [x]o + [x]1 + [x]2-

o (z2) « 7—'/5‘;2(<x), (y)): P; locally computes [z]; = [x]; + [y]:
and [z];-1 = [x]i-=1 + [y]i-1. resulting in new share (z); =
([2]:, [z]i=1) such that z = x + y for i € {0, 1,2}.

o (z) « TAf\jlt((x), (y)):Fori € {0, 1,2}, P; locally computes [z]; =
[xDilyli+ Telima[w]i+ [x]:[yli-1 + [r]i, where [r[o+[r]1 +[r]2 =
0. Each pair of parties (P;, P;_1) shares a PRF key kf rf, and each P;
computes [r]; = F(kfrf, sid) — F(kipifl,sid). Then P; sends [z]; to
P41 and receives [z];—; from P;_q, and sets (z); = ([2]: [z]i-1)-

o (2) — Fih (), (y), (b)): Compute (z) = (x) + F{7) () —
(x),(b)), whichresultsinz =xifb=0andz =y if b = 1.

3.1.3  Security Model and Setting. We consider a three-party com-
putation setting in which at most one party may be corrupted by a
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static semi-honest adversary, ensuring an honest majority [1, 28].
We assume an outsourced setting in which a data owner distributes
the database [24]. The data owner is also semi-honest and does
not collude. Parties follow the prescribed protocol but may attempt
to infer additional information from their received messages. Our
construction follows the standard preprocessing model, where in-
put independent correlated randomness is generated before the
online phase. The security of our scheme is defined in the standard
simulation-based framework for three-party computation; a formal
definition is provided in Appendix A.

3.2 Distributed Point Functions

A distributed point function (DPF) [7, 8, 22] enables two parties to
hold compact keys that define a point function without revealing
the target index. Formally, for an input domain {0, 1 }¥ and an output
domain G, a point function f; g : {0, 1}¥ = G is defined as

p ifx=aq,

0 otherwise,

fap(x) = {

where a € {0,1}F is the target index and § € G is the designated

value. A DPF consists of two algorithms (Gen, Eval) such that:

e Gen(a, ) — (ko, k1): on input (a, ), outputs a pair of keys for
the two parties Py and P;.

e Eval(b, kp, x) — yp: on input the party identifier b € {0, 1}, the
corresponding key kj, and an input x € {0, 1}k, outputs a share
yp € G such that yo + y; = fo g(x) for all x.

Let N = 2 denote the size of the input domain. In DPF-based
DORAM, oblivious access is realized by evaluating the DPF over
the entire domain to obtain the corresponding unit vector, and then
computing its inner product with the database to extract the desired
element. If the database size is smaller than N, it suffices to evaluate
the DPF only over the indices corresponding to the database. For
simplicity, we assume that the database size equals N.

3.2.1 Full-Domain Evaluation and Early Termination. To obtain a
secret-shared unit vector (u[0],...,u[N — 1]) with u[a] =1 and
uli] = 0 for i # @, each party evaluates the DPF on all inputs.
While a naive approach takes O(kN) time, the EvalAll procedure
computes all outputs in O(N) time by expanding the evaluation
tree level by level [8]. Early termination (ET) reduces the depth
of DPF evaluation when the output domain G is small [8]. Each
node in the evaluation tree carries a A-bit seed, from which the
final output mask is derived. If the output requires only log, |G| bits
and log, |G| < A, then a single A-bit seed can generate 1/log, |G|
independent output values. Hence, the evaluator need not expand
the tree to its full depth and terminate the evaluation early. More
concretely, the evaluator can skip the final log, (1/log, |G]) levels
of the tree, thereby reducing the number of PRF invocations. For
example, when A = 128 and G = Z,, a single seed generates 128
output bits, so 7 levels of the tree can be omitted. The computational
reduction is maximized when G = Z,.

4 Oblivious Access via Single-Bit DPFs

Our goal is to realize a three-party oblivious access protocol that
retains the early termination advantages of single-bit DPFs while di-
rectly producing arithmetic shares. In oblivious access, the queried
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position is encoded as a unit vector that has a single 1 at the target
index and 0 elsewhere. We employ the subtraction-based reconstruc-
tion of single-bit DPFs, previously used in the two-party setting for
public database [45]. This reconstruction yields shares of a unit vec-
tor that becomes a signed unit vector taking value +1 or —1 at the
queried position. Using this signed vector preserves the magnitude
of the selected entry but may flip its sign, which must therefore be
corrected within the share space. Such correction was efficient in
prior work because the database was public.

We construct RingOA by adapting this reconstruction to the
three-party RSS setting with a private database. In this setting,
the sign of the retrieved value remains unresolved, requiring one
communication round for correction. For single-use or refreshed-
preprocessing settings, we introduce a restricted optimization that
allows each party to resolve the sign locally by employing a mod-
ified database-sharing scheme, which we call free sign correction
(FSC). In our setting, both the database D and the index idx are
shared in (2, 3)-RSS over Z,x. The ideal functionality realized by
RingOA is presented in FUNCTIONALITY 1.

Functionality 1. (Foa Oblivious Access).

Upon receiving a share of database (D) and an index (idx),
Foa reconstructs D and idx, computes d « D[idx], generates
shares (d), and sends (d); to P;.

4.1 Protocol Overview and Workflow

An overview of the workflow is illustrated in Figure 1. The RingOA
protocol consists of the following three main steps:

(1) Local Inner Product: Each party evaluates its received single-
bit DPF key to obtain a Boolean share of the unit vector. After
applying subtractive reconstruction, the parties obtain a signed
unit vector in Z,x . Each party then takes the local inner product
between this vector and the replicated database share it holds,
resulting in either a positive or negative share of the target
element.

(2) Sign Correction: The values obtained in Step 1 may carry a

+1 sign due to the subtractive reconstruction. Each party uses

the correction value precomputed during DPF key generation
to remove this ambiguity and recovers a share of the database
element.

Resharing: After sign correction, each party holds two shares

of the accessed element. These two values are added to form a

(3, 3)-ASS, which is then converted into a (2, 3)-RSS via a reshar-

ing procedure, yielding the final RSS share usable in subsequent

ring-based computations.

®)

Step 1: Local Inner Product. For party identifier i € {0, 1,2} (mod
3), parties P; and P;;; hold a common share [D];. In Figure 1, the
same color indicates the same replicated share. To access the ele-
ment at a secret index idx, the party P;., generates a pair of single-
bit DPF keys (ko, k1) < Gen(idx, 1) and sends ko to P; and k; to
P;11. ! Each party locally evaluates its received key to obtain a
Boolean share [u], of the unit vector, where b € {0, 1} corresponds
to the next and previous party, respectively. To apply the subtractive

To hide the actual index, P;,, uses a masked index with a random offset; see Sec-
tion 4.2.
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Gen(idx, 1) #e " [DI, [“°]°k0 : unﬂl%l
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[[[D]]l[idx]]o [[[D]]l[idx]]1
1 1
by ppy, - pliel,, Gen(idx, 1) n’j;’t - [pj, o
[[DI[idx]], [[D][idx]],
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( (2) Sign Correction )
] ] T
[D[idx]To [D[idx]], [D[idx]],
I ir [ %n—/
0 0 H
0 0 H

C )

Figure 1: Overview and Workflow of the RingOA.

(3) Resharing

reconstruction described earlier, P;;; simply negates its Boolean
share, replacing [u]; with —[u];. This yields a signed unit vector in
Z,x that takes value +1 at the queried index and 0 elsewhere. Then,
P; computes the inner product between [D]; and [u]o, while P4
computes the inner product between [D]; and —[u];. As shown by
the double arrows in Figure 1, this yields for each b € {0, 1} a value
[[D];[idx]]p (or [-[D]:[idx]]) held by Pyp.

Step 2: Sign Correction. After Step 1, each party holds either
[[D];[idx]] or [-[D];[idx]], depending on whether the subtractive
reconstruction flipped its sign. This ambiguity can be resolved
using information available at DPF key generation. While prior
work notes that the final control bit determines this sign [45], the
exact correction procedure is not described. We provide a concrete

derivation that uses both the final-layer seeds and final control bits.

Let s, € {0,1}* and t; € {0, 1} denote the final seed and control bit
held by party P,. For an input «, let & be its lower v bits, where v
is the early termination depth. Define y € {0, 1}* as the bit string
that has a 1 at position @ and 0 elsewhere. The output of the DPF
evaluation at party Pj, can be written as

yp = (sp @ tp - CW)[a], withCW =y @ s ® s1.

The expressions above for yy and y; specify, for each combination
of final seeds and control bits, whether the sign is +1 or —1. This
allows us to define the sign correction value w € {+1} explicitly, as
shown in Table 2. Multiplying the value obtained in Step 1 by this
share of w yields a correctly signed output, completing the sign
correction.

Step 3: Resharing. After sign correction, each party P; holds two
shares of the accessed element: [[D];[idx]] from the computation
with P41 and [[D];+2[idx]] from the computation with P;,. (For
instance, when i = 0, the two values obtained from P; and P,
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Table 2: Sign correction table.

t0:1(t1:0) t0:0(t1:1)
si[@] =0 si[a] =1 so[a] =0 so[a] =1
(y0> yl) (1’ 0) (0> 1) (0> 1) (1’0)
w +1 -1 -1 +1

correspond to the red and yellow arrows in Figure 1.) Adding these
two values yields a (3, 3)-ASS [D[idx]]; of the target element. To
convert this into the standard (2, 3)-RSS form over Z,, the parties
execute a PRF-based resharing procedure [1]. The resulting RSS
shares (D[idx]) are immediately usable in subsequent arithmetic
computations over Z,x, completing the oblivious access protocol.

4.2 Ring-Based Oblivious Access

The RingOA protocol, described in Algorithm 4.1, proceeds in two
phases: the preprocessing phase and the online phase.

4.2.1 Preprocessing Phase. Each party P; samples a random mask

ri & Zyk, which will later be used to hide the true query in-
dex. Using this mask, P; generates a pair of single-bit DPF keys
(ki ki) < Gen(r;, 1) encoding a unit vector with a 1 at position r;.
During key generation, P; also computes a sign correction value
w; € {1}, which resolves the +1 ambiguity introduced by the
subtractive reconstruction method. As summarized in Table 2, w;
is given by

wi = (1) en e, M
where #; denotes the lower v bits of r;. Finally, both r; and w; are
secret-shared using (2, 2)-ASS via 7l

share> Yielding shares [r;] and
[w;] distributed to P;;; and Pio.

4.2.2  Online Phase. Given a secret-shared index (idx), each party
P; first uses the random masks r;4; and r;4, to compute the masked
shift values p;y1 = idx — riyq and pip = idx — riyp in replicated
form (Lines 1-2). These values are then reconstructed using 7'R(e'v>ea[:
pir1 is reconstructed by P; and P;, but hidden from Py, and sym-
metrically for p;4, (Line 3). Next, each party evaluates its received
DPF key over the full domain to obtain a Boolean share of a unit
vector with the 1 located at the random mask positions riq or iy
(Lines 5-6). Before computing the local inner product (Lines 8-9),
the database shares are cyclically shifted by the reconstructed shift
amounts p;4; and p;42, ensuring correct alignment with the queried
index. In Line 8, each party computes the negated inner product
between its Boolean share [u;4] and the appropriately shifted data-
base share, thereby realizing the subtractive reconstruction method.
This produces either [[D];+2[idx]] or [—[D];+2[idx]]. Each party
then applies its sign correction value w via the secure multiplication
functionality TN[“U]“ to remove the +1 ambiguity. After sign correc-
tion, each party holds two additive shares of the accessed element.
These shares are combined and converted into the final RSS format
using the resharing step (Step 3), completing the oblivious access
protocol.

THEOREM 4.1. The RingOA protocol Ilgingoa securely computes
Fon in the (Tl o Tt Tl

Share’ 7 Reveal’ ~ Mult

)—hybrid model in the presence of
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Algorithm 4.1 Ring-Based Oblivious Access Protocol ITingoa

Parameter: An RSS share of database (D) where each element
D[i] € Zy for i € [N], N denotes the size of the database.
An RSS share of index (idx) for idx € [N]. (P;, P;+1) hold a
common key kl'?rf — {0,1}". A common session identifier sid.
Preprocessing: P;,i € {0, 1,2} does:
1: Sample randomness: r; & Zok.
2 Generate DPF keys: (ki k!) < Gen(r;, 1).
3: Compute sign correction: w; « (—1)°1®1) % where 7; =
ri[v+1],...,ri[k] and sp, tp are the final-layer seed and control
bit (b € {0, 1}).
4: Share randomness: ([r;]o, [ri]1) < ﬁ[ﬂire(n).
. Share sign correction: ([w;]o, [wi]1) < ?;[r;;re(wi),
- Send (k}, [rilo, [wilo) to Py and (ki, [ri]1, [wil1) to Pirs.
: Receive (ki*!, [riz1]1, [wis1]1) from Piyy.
: Receive (ki*?, [ri2]o, [Wisz2]o) from Piss.
Online: P;,i € {0,1,2} does:
o Set (rix1)i := (0, [ris1]1) and (riva)i := ([ri+2]o, 0).
: Compute (pis1)i = (idx)i = (ris1)is (Pir2)i = (idx); — (risz)i.
: Reconstruct p;4; with Piy, and p;42 with Piy; using ?'Rt\ieal'
: /" Full-domain evaluation of DPFs. y
- Set [wj41]1 < EvalAll(1, kI*1).
. Set [uj12]o < EvalAll(0, k}*?).
. /* Compute local inner product. */
. Set [£[D]irz[idx]]; « —Z;\f:?)l[DﬂHz[(j +pis)] - [wpa i [G]-
. Set [£[D]idx]]o — X5 [D] [ + piso)] - Twiszlolj]-
. /" Apply sign correction.
: Set [[Diszlidx]] — Fyol ([£[D]iselidx]], [wis]):
Set [[D];[idx]] — Fy), ([£[D]:lidx]], [wisz)).
/* Resharing.
Set [D[idx]]; « [[D]i+z[idx]]1 + [[D]:[idx]]o.
Set [d]; — [Dlidx]]; + F(kP", sid) — F(kP", sid).
Send [d]; to Pi41 and receive [d]);+2 from Piy.
return (d); = ([d];, [d]i+2)-

lety
>

® N o v

o B« A B R VN R

*/

-
= o

12:
13:
14:
15:
16:
17:

a semi-honest adversary in the three-party honest-majority setting,
assuming F is a secure PRF.

Correctness. We show that Ilringoa correctly realizes Foa. Let
[uit+1] and [u;42] denote the Boolean shares of the unit vectors gen-
erated by the DPF evaluation, where u;11[ri41] = 1 and ujya[rize] =
1, and all other positions are zero. Since the masked shift values
satisfy p;41 = idx — riy1, cyclically shifting the database share by
pi+1 aligns the 1 in u;4; with the true query index. Formally, the
local inner product computes

D2l j + piv1 ] - [wira] ]
= [[D]]Hz[j + (idx —rig1) ] - [wira][J],

which evaluates to [D];+2[idx] exactly when j = r;4q, the unique
position at which u;41[j] = 1. An identical argument applies to ;2
and u;4,. As described in the protocol, the subtractive reconstruc-
tion produces values of the form [£[D];4+2[idx]] from the compu-
tation with P4y and [+][D];[idx]] from the computation with P;y,.
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Multiplying by the sign correction value w removes the +1 ambigu-
ity, leaving correctly signed additive shares of the accessed element.
Summing these values yields a (3, 3)-ASS of [D[idx]], which is then
re-randomized and converted into a (2, 3)-RSS through the reshar-
ing step. Thus, the protocol outputs (D[idx]), exactly as required
by 7:0/.\.

Security Proof Sketch. We sketch the security of Ilringoa in the
(7:5[h?]1 e 7‘?,;3 cal T&j]t)-hybrid model against a semi-honest adver-
sary corrupting one party. The adversary’s view consists of its input
and output shares, together with all messages it receives during the
execution of the protocol. The query index idx is always held in
(2,3)-RSS form and is never revealed. When masked shift values
p = idx — r; are reconstructed, the independently sampled masks
r; ensure that each p is uniformly distributed and reveals nothing
about idx. By DPF security, the keys (k, k!) and their evaluation
outputs are computationally indistinguishable from uniform. The
sign correction values w;, derived only from final DPF seeds and
control bits and shared additively, are also independent of the query.
The PRF-generated values used in the resharing step ensure that
the final (2, 3)-RSS shares (d) reveal only D[idx]. Thus, a simulator
can sample uniform values consistent with o and generate a view
indistinguishable from that of any corrupted party, proving that
Ringoa securely realizes Foa in the semi-honest setting.

4.3 Restricted Free Sign Correction

In the standard RingOA protocol, correcting the sign of the retrieved
value requires a secure multiplication via TAE\'J“, which incurs an
additional communication round. Free sign correction (FSC) is a re-
stricted optimization for settings in which the preprocessed flipped
database sharing is used only once or refreshed for each invocation.
Under this restriction, FSC eliminates this extra round by mask-
ing the sign correction with random sign flips embedded in the
database sharing.

We give the construction and its correctness argument in Ap-
pendix B. Since the applications considered in this paper invoke OA
repeatedly, the remainder of the paper uses the standard RingOA
protocol.

4.4 Complexity Analysis

RingOA requires O(N) local computation for full-domain DPF eval-
uation and O(1) communication in the online phase. These online
costs are summarized in Table 3. An ET depth of 7 reduces the
number of PRF evaluations by a factor of 27, which substantially
lowers the dominant local computation cost. For comparison, we
report round complexity assuming that all schemes output RSS
shares, although Shared OT [24] is not originally defined with an
RSS output. We also include the construction of Bai et al. [2] com-
bined with a B2A conversion, which requires at least three rounds.
Although DuORAM (35, 44] describes its online phase as a single
round, its protocol involves two sequentially dependent message
steps. Hence, it incurs two sequential communication delays in
practice. The preprocessing phase corresponds to DPF key genera-
tion. All protocols considered here require O(log N) computation
and O(log N) communication. Moreover, except for DUORAM, key
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Table 3: Online complexity of oblivious access protocols.

Protocol Comp. Comm. Rounds ET Depth
RingOA O(N) 0(Q) 3 7
Shared OT [24] O(N) 0(1) 2 0
DuORAM [35, 44] O(N) 0(1) 1f 0
Bai et al. [2] + B2A [10] O(N) o(1) >3 7

" These protocols do not support the ET in their original form. For certain
parameters (e.g., k = 32), ET depth is at most 2.

t Although counted as one round in the original paper [44], the protocol consists
of two dependent message flows, Py, Py — P, and P, — Py, Py, resulting in
latency of at least 2q for one-way delay q.

generation can be completed in a single round. DuORAM instead
performs key generation via MPC, resulting in O(log N) rounds.

5 Applications

Various high-level data types can be represented using so-called
succinct data structures [32], which provide compact representa-
tions of data while still supporting constant- or logarithmic-time
queries. Such structures have been developed for a wide range of
data, including texts [18], arrays [12], trees [14], and graphs [5, 19].
These representations are built primarily from collections of bit
vectors, and queries on the original data are carried out by applying
simple operations to these bit vectors. Among these operations,
the rank query is a fundamental operation that counts the occur-
rences of a bit in a prefix of a bit vector. In this work, we use the
wavelet matrix [12] to support rank operations on numerical se-
quences by representing them with multiple levels of bit vectors. It
transforms the input into a hierarchy of bit vectors, and its queries
are executed by traversing these levels and repeatedly computing
rank operations. A detailed description of the wavelet matrix and
its query algorithms is provided in Appendix C. Since rank is a
fundamental operation underlying many succinct data structures,
an efficient oblivious rank primitive enables secure evaluation of
a broad range of queries. Motivated by this, we first develop an
efficient oblivious rank protocol for secret-shared bit vectors using
RingOA. Combining this primitive with the wavelet matrix yields
two applications: (i) fully oblivious full-text search and (ii) fully
oblivious range search.

5.1 Oblivious Rank

Given a bit vector B € {0,1}" and a position p € [N], the rank
operation Ranky (B, p) returns the number of occurrences of b in
the prefix B[0, p — 1]. Our goal is to compute this value when both
B and p are secret-shared in the three-party RSS setting. We focus
on the case b = 0 and design the oblivious rank0 (OR0) protocol,
which securely outputs the number of zeros in the prefix B[0, p — 1]
given RSS shares of B and p. The ideal functionality for the ORO0 is
defined in FUNCTIONALITY 2.

Functionality 2. (Franko — Oblivious Ranko0).

Upon receiving shares of a bit vector (B) and a position (p),
the functionality Franko reconstructs B and p, computes z «—
Rankq (B, p), generates shares (z), and sends (z); to P;.
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Algorithm 5.1 Oblivious Rank0 Protocol IIranko

Input: RSS shares of the bit vector (B) and query position (p).
Output: RSS share of the (rank0) where rank0 = Rank (B, p).
1: Set <Dzer0 [0]> — <0>
2. fori=0to N —1do
3 | (Dyeroli+1]) = (Dsero[i]) + (1= (B[i]))
4 <rank0> — TOA(<Dzero>s <P>)
5

: return (rank0)

Protocol Description. Algorithm 5.1 presents our oblivious rank0
protocol (OR0), which computes rank0 = Rankg(B, p) from RSS
shares of a bit vector B and a query position p. The parties first
construct a zero table Dy, of length N + 1 by computing the prefix
sum Dyero [0] = 0 and Dyero[i + 1] = Dyero[i] + (1 — B[i]) in a single
pass over the shared bits. Once the table is constructed, the parties
use RingOA to obliviously retrieve the value Dy, [p], obtaining an
RSS share of rank0. Because all prefix computations are local and
the protocol performs only one oblivious-access call, the overall
cost of ORO essentially matches that of a single RingOA invocation.

Correctness is immediate from the definition of Dy, [p], and all
remaining steps are local RSS operations. Thus, IIranko is secure in
the Foa-hybrid model.

Extensions. The value rank1 can be computed directly as rank1 =
p — rank0. Therefore, the general Rank;, protocol for any b € {0, 1}
follows immediately from ORO, and only the zero table D,er, needs
to be stored. A full description of the general Rank, construction is
provided in Appendix D. The rank operation is also closely related
to the select query, which returns the position of the (j + 1)-th
occurrence of a bit. Although select is not the focus of this work, it
can be supported by constructing a similar lookup table.

5.2 Fully Oblivious Full-Text Search

Full-text search locates all occurrences of a given query string in
a large text and is widely used in domains such as natural lan-
guage processing, genome sequence analysis, and large-scale log
processing. In many real-world scenarios, both the query and the
database must remain confidential; for example, in a clinical study, a
researcher may wish to query a patient’s genome sequence against
a biomedical database maintained by another stakeholder, where
ideally both inputs remain private [17, 33]. This dual privacy re-
quirement motivates a fully oblivious full-text search, in which nei-
ther the query nor the database is revealed during the search, and
only the final match results are disclosed. The FM-index [18] is a
succinct data structure of text that supports pattern matching in
O(?) time for a query of length ¢, and it underlies many practical
systems such as large-scale genome sequence search in bioinformat-
ics [39]. Several privacy-preserving variants have been proposed
[30, 37, 41], but existing approaches incur substantial communi-
cation and computation overhead, especially for large databases.
To address these limitations, we propose an oblivious FM-index
(OFMI) protocol based on our ORO primitive. It achieves O(o¥)
online communication and round complexity, independent of the
database size N. To describe the OFMI protocol, we first give a brief
overview of the FM-index.
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5.2.1 Preliminaries: FM-Index.

Notations. Let T be a finite alphabet and let T € %N denote a
string of length N over X. The i-th character of T is written as
T[i] (0-indexed), and a substring from position i to j (inclusive)
is denoted by T[i, j]. We write 0 = [log|2|] for the number of
bits required to represent each symbol of X. Given a query string
q € 3¢ of length ¢, the longest prefix match (LPM) is defined as
the maximum m < ¢ such that the prefix q[0, m — 1] appears as a
substring of T.

Text Indexing. The FM-index [18] is built on the suffix array (SA)
of the text T, which is the array SA = (po, ..., pn—1) of text posi-
tions such that the suffixes T p;, N—1] appear in lexicographic order.
The Burrows-Wheeler Transform (BWT), denoted L, is defined by
L[i] = T[(SA[i] — 1) mod N], that is, the character preceding the
suffix beginning at SA[i]. We assume that the text is terminated by
a special symbol $ smaller than any alphabet symbol.

LF-Mapping and Backward Search. For a symbol ¢ € ¥ and a
position p, let Rank.(L, p) be the number of occurrences of ¢ in
L[0,p — 1]. Let CF.(L) denote the number of symbols in L that are
lexicographically smaller than c.

LF(L, p,c) = CF.(L) + Rank.(L, p), (2)

which maps a position in the BWT L to the corresponding position
in the lexicographically sorted suffix array array during backward
search. A match between a pattern g and the text T corresponds
to a suffix-array interval [f, g) in which all suffixes begin with q.
Given the interval [f, g) for g, the interval for the extended pattern
cq is obtained by applying the LF-mapping to both bounds:

[f".g') = [LF(L. f.c), LF(L,g.c)).

This operation, which extends the pattern by one symbol and up-
dates the corresponding interval, is the backward search and forms
the core of FM-index matching. Starting from the initial interval
[0, N) and processing the pattern from right to left yields the maxi-
mal suffix of the pattern that appears in T If the index is built on the
reversed text T, scanning the pattern from left to right instead gives
the longest prefix match. An example of the FM-index backward
search process is given in Appendix E.

5.2.2  Oblivious LF-Mapping Protocol. The LF-mapping can be eval-
uated using the bit vectors constructed by the wavelet matrix of the
BWT L. Since these bit vectors record the symbols of L according
to their binary encoding, Rank. (L, p) can be computed by follow-
ing the bits of the query character c¢. Consequently, LF-mapping
reduces to a sequence of rank operations on these bit vectors. A
detailed explanation is given in Appendix C.2. The oblivious LF-
mapping (OLFM) protocol securely evaluates LF(L, p, ¢) over these
bit vectors. Let B(9) = (B(O), .. ,B("_l)) denote the bit vectors,
and let ¢(@ = (¢, ..., ¢(@D) be the bitwise representation of
the query character. The ideal functionality for OLFM is given in
FuNcTIONALITY 3.
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Algorithm 5.2 Oblivious LF-Mapping o1 rm

Input: RSS shares of the bit vector B(?) for a wavelet matrix, query
character (c(?)) (the o-th bit of c), and query position (p).
Output: RSS share of the (m) where m = LF(p, c).
1: Set (m) « (p).
2. for j=0too—1do
3 (rank0) — Franko((BY)), (m)).

4| (offsety = TN (1 = (BU[i])).
5 (rank1) <« (m) — (rank0) + (offset).
6 | (m) — FL) ((ranko), (rank1), (c))).

7: return (m).

Functionality 3. (FoLrpm — Oblivious LF-Mapping).

Upon receiving shares of the bit vectors (B(°)), the query char-
acter (¢(?)), and the query position (p), the functionality FoLrm
reconstructs B(?), ¢(9) and p, computes m < LF(L, p,c), gen-
erates shares (m), and sends (m); to P;.

Protocol Description. Algorithm 5.2 securely realizes LF-mapping
on RSS shares of the bit vectors encoding the BWT. At level j, the
parties use ORO protocol to obtain (Rank,(BY), p)). They com-
pute the number of zeros in BY) to determine the starting index
of symbols whose j-th bit is 1, and derive (Rank; (BY), p)) from
the difference between (p) and (rank0). Using the bit ¢ of the
query character, the updated position is chosen between the two
candidates via secure multiplication. After processing all o lev-
els, the parties obtain (p), which equals LF(p, ¢) in the plaintext
setting. Correctness follows from the equivalence to the plaintext
LF-mapping with all values maintained in RSS form. Security fol-
lows from the use of ideal functionalities, so IIo Fm is secure in the

hybrid model.

Complexity Analysis. The OLFM protocol processes o bit levels
sequentially. At each level, it performs one OR0 invocation followed
by a secure selection step. Since oblivious access requires three
rounds with RingOA, and the selection step incurs one additional
round, each level requires four rounds. Therefore, the total round
complexity is 40, and the total communication is O(0).

5.2.3 Oblivious FM-Index Protocol. The oblivious FM-index (OFMI)
protocol is the privacy-preserving variant of the FM-index, obtained
by replacing each LF-mapping step with the OLFM protocol.

Let B(®) denote the bit vectors encoding the BWT of a text
T € 2N, and let (@) = (qég), . qf,f)l) denote the bitwise represen-
tations of the characters of a query q € X‘. The ideal functionality
for OFMI is given in FUNCTIONALITY 4.

Functionality 4. (Formi — Oblivious FM-Index).

Upon receiving shares of (B{?)) and (¢®)), the functional-
ity Formi reconstructs B and q("), computes the longest
prefix match (LPM) for each prefix of g, generates shares
(z0),...,{z¢-1), where z; = 1 if the prefix ¢[0, i] appears in
T, and sends (z;) to P;.

Protocol Description. Algorithm 5.3 securely realizes FM-index
using the OLFM protocol. The parties hold RSS shares of the bit
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Algorithm 5.3 Oblivious FM-Index Protocol ITopm;

Input: RSS shares of the bit vector (B(®)) for a wavelet ma-
trix of BWT from text T € %N, query string (g) =
(g8, (qi7))) of length ¢.

Output: RSS shares of match results (z¢), ..., (zp—1) where z; = 1

iff the prefix qq . .. ¢; appears in T.

. Initialize: (fo) « 0, {(go) <« N — 1.

: /" Update the interval [fj, g;) for each query character q;.

:forj=0tof—1do

(fro1) — Forem (B, g\, ().

(gja1) — Forrm((B@), g\, (g1))-

L (dj) —{gjr1) — (fi+1)-

/* Calculate the length of the match. */
for j=0tof—1do > This part can be parallelized.
Pi+1 and Pi+2 do: [dl] — 7:Conversion(<di>)~

10: Piy1 and Piyp do: [z;] < Fzerotest ([di])-

11: | Three parties do: (z;) <= Fconversion-1 ([2i])-

12: return ((zo), ..., {z¢-1)).

*/

W o e

R A

vectors B(?) encoding the BWT of the text T € =V and of the bit-
wise representations q(.a) of the query characters ¢ = (qo, . - ., qr-1)-
The search starts from the initial interval [ fy, go) = [0, N) and pro-
ceeds character by character. At step j, the parties invoke OLFM
to update both interval bounds (Lines 4-5). The interval length
gj+1— fj+1 equals the number of occurrences of the prefix [0, j] in
T. We employ the DPF-based zero-test protocol [6] to check whether
d;j = gj+1 — fj+1 is zero. Party P; generates the zero-test keys, and
two designated parties P;;; and P;;, perform the evaluation. Since
the DPF-based protocol is defined for two-party additive shares, the
RSS shares of d; are first converted from (2, 3)-RSS to (2, 2)-ASS
using Fconversion [31]. The designated parties then invoke FzeroTest
on the ASS shares to obtain an additive share of the bit z; € {0,1}
indicating whether d; = 0. Since the tests for different prefixes are
independent, they can be executed in parallel. Finally, the outputs
are converted back to RSS form using % qnyersion-1- The share con-
version and zero-test subprotocols are described in Appendix F.
The protocol outputs the result vector (zo, . ..,z,—1), where z; = 1
if and only if the prefix ¢[0, i] occurs in T. Correctness follows
from the equivalence to the plaintext FM-index search, with each
LF-mapping realized via OLFM and each zero-test performed on
secret shares. Security follows from the use of ideal functionalities,
so Iopm is secure in the hybrid model.

Complexity Analysis. For a query of length ¢, OFMI invokes
OLFM twice per character to update the left and right interval
bounds. These two invocations can be executed in parallel, and
therefore do not increase the round complexity. Since one OLFM
invocation requires 40 rounds, processing ¢ characters results in
40t rounds. In addition, OFMI performs one zero-test and one
share conversion at the end of the protocol, each incurring one
additional round. Hence, the total round complexity is 40¢ + 2. Ta-
ble 4 summarizes the asymptotic complexities of OFMI and related
privacy-preserving FM-index constructions [30, 41]. In the prepro-
cessing phase, DPF key generation incurs O(of log N) computation
and communication costs.
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Table 4: Online complexities of oblivious full-text search.

Protocols Computation Comm. Rounds
OFMI O(otN) O(o?) 40t + 2
SecureLPM [30] O(otN)™+ O(ct) O(ctN)4+ O(ct) 20t +2
sFMI [41] O(atN) O(atVN) ot

T O(ctN) denotes the cost for preparing query-independent correlated randomness
on the database holder’s side [30].

Algorithm 5.4 Oblivious Range Query Protocol Ilorq

Input: RSS shares of the bit vector (B9} for a wavelet matrix of
sequential data S € 3V, left and right indices (I), {r), and
quantile order (k).

Output: RSS shares of the (c) where ¢ = Range(S, [, r, k).

: Initialize: {¢) < 0.

:forj=0-1to0do

() Franko ((BY)), (), (2R) = Tranko ((BY)), (r)).

> process bits from MSB to LSB

1
2
3
A S s
5: Pi+1 and Pi+z do: [Z] — %onversion(<z>)~
6 Piyq and Py do: [k] — %onversion((k»-

7 P;41 and Py45 do: [cond] « %omparison([kl [Z])
8 Three parties do: (cond) < F¢onversion-1 ([cond]).
9 (offset) «— Zﬁ\io_l(l — (BDi]Y).

10: /* Update [1,r) and k for the next level. */
11: () — Fselect ((z1), (offset) + ((I) = (z1)), (cond)).

122 (r) « Fselect ((zr), (offser) + ((r) — (zr)), (cond)).

3. (k) — Fselect (k). (k) — (2), (cond)).

14: {c) « {c) + 2/ - {cond).

15: return ({c)).-

5.3 Fully Oblivious Range Search

Range search retrieves statistical information from a numerical
sequence over a specified interval and is widely used in applications
such as time-series analysis and genetic variant analysis. In many
settings, the interval itself may be sensitive, motivating the need for
a fully oblivious range search that hides both the query range and
the numerical database. A range query takes as input an interval
[L,r) of a sequence S € 2N and an order k, and returns the k-th
smallest value in S[/,r), denoted Range(S, I, r, k). Since the order
parameter k is also secret, the protocol hides not only the queried
interval but also whether the query corresponds to a minimum or
maximum. When S is represented as a wavelet matrix, this query
can be answered efficiently by descending through the o bit levels
% while updating the interval and the order parameter according
to rank computations on the bit vectors. A detailed explanation of
this procedure is given in Appendix C.3.

5.3.1 Oblivious Range Query Protocol. The oblivious range query
(ORQ) protocol is the privacy-preserving variant of the plaintext
range query. By combining OR0 with secure comparison and con-
ditional selection, the protocol allows the parties to compute the

?Range queries examine the bits of the output value from the MSB to the LSB, in
contrast to LF-mapping (Algorithm C.2), which processes the bits of the query character
from the LSB to the MSB.
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k-th smallest value in a secret interval S[I, r) without revealing the
interval boundaries and the order k.

Functionality 5. (Forq — Oblivious Range Query).

Upon receiving shares of the bit vectors (B(9)), and shares of
the interval (I), (r) and the order (k), the functionality recon-
structs (B9, I, r, k), computes the value ¢ « Range(S, 1,1, k),
generates RSS shares (c), and sends (c); to P;.

Protocol Description. Algorithm 5.4 presents the ORQ protocol,
which securely evaluates the range query. The number of zeros in
[1,7) is obtained from the difference of two prefix counts computed
using Franko- To compare k with this value, the protocol employs
a DCF-based secure comparison [6]. Since this comparison oper-
ates on two-party additive shares, the RSS shares of k and the zero
count are temporarily converted using Fconversion, and the result is
converted back to RSS form afterward. The interval [/, r) and the
order parameter k are then updated using the oblivious selection
functionality Fselect, Which enables conditional updates while keep-
ing the comparison result hidden. The comparison bit cond € {0, 1}
determines the j-th bit of the output value, which is accumulated
by adding cond - 2/. Correctness follows from the equivalence to
the plaintext range query evaluated level by level. Security follows
from the use of ideal functionalities, so ITorq is secure in the hybrid
model.

Complexity Analysis. For each bit level, the protocol performs
two ORO, one secure comparison, one inverse conversion, and three
secure selections. The two ORO and the three selections can be
executed in parallel, and the RSS-to-ASS conversions are local. Each
level therefore requires six rounds with RingOA. Over ¢ levels, the
total round complexity is 60, and the total online communication
is O(0). In the preprocessing phase, DPF key generation incurs
O(olog N) computation and communication costs.

6 Evaluation

6.1 Implementation

We implemented RingOA and its applications, OFMI and ORQ, in
C++.%3 Network communication and AES primitives are provided by
cryptoTools.? All AES computations use AES-128 with hardware
acceleration via AES-NI. We set the security parameter to A = 128
and instantiate the PRG using two AES-128 calls per expansion.
The correlated randomness required by the protocols is generated
in the preprocessing phase and stored as binary files.

Baselines. For oblivious access, we evaluate our protocol against
Shared OT [24], DuORAM [35, 44] and Bai et al. [2]. We imple-
mented Shared OT and the protocol of Bai et al. based on the
descriptions in their papers. For DUORAM, we used the publicly
available implementation.® For oblivious full-text search, we con-
sider the following baselines: SecureLPM [30] and sFMI [41], which
support full-text search under comparable functionality. For sFMI,
we used the publicly available implementation.® Since SecureLPM

3https://github.com/u-tmk/RingOA
“https://github.com/ladnir/cryptoTools
Shttps://git-crysp.uwaterloo.ca/iang/prac
Shttps://github.com/cBioLab/sWM
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does not provide a complete communication layer, we estimated its
bandwidth and latency costs following the evaluation methodology
described in [30].

6.2 Experimental Setup and Datasets

All experiments were conducted on a Linux machine equipped with
an AMD Ryzen Threadripper 3970X CPU (3.7 GHz) and 256 GB of
RAM. Each protocol was executed with a single thread per party.
We measured the elapsed real time of each protocol. To evaluate per-
formance under different network conditions, we considered three
environments: LAN (0.2 ms / 10 Gbps), MAN (5 ms / 400 Mbps), and
WAN (100 ms / 10 Mbps). These network conditions were emulated
using the tc command on Linux. Each execution was aborted if the
total running time exceeded 107 ms.

Datasets for oblivious full-text search. We used a real genomic
sequence based on the human reference genome GRCh38 [34].
The alphabet size is |Z| = 6, consisting of {A,C,G, T,N, $}, where $
denotes the terminal symbol. To evaluate scalability across different
database sizes, we extracted prefixes of length 21° through 2% from
chromosomes 1 through 6, and these prefixes served as the input
texts. For each database size, queries were generated by selecting
a random position within the corresponding text and extracting a
substring of length ¢ = 2* = 16.

Datasets for oblivious range search. We used somatic mutation
data in mutation annotation format (MAF) from the International
Cancer Genome Consortium (ICGC) [46]. Each record includes
the genomic position of a detected mutation and the read counts
supporting the reference and alternate alleles. From these counts,
we computed the variant allele frequency (VAF) as VAF = alt/(alt +
ref), representing the proportion of sequencing reads that contain
the mutation. We discretized each VAF into an integer in [0, 100]
and used these values as the entries of our secret-shared database.
This results in a value domain of size 101, requiring o = 7 bits to
represent each value. The dataset contains approximately 2.3 X 10’
mutation records, which fits within a domain size less than 2%°.

6.3 Oblivious Access Performance

6.3.1  Overall Performance. Figure 2 shows the online running time
per oblivious access under LAN, MAN, and WAN settings. Each
value is averaged over 50 executions. For medium to large databases,
RingOA achieves faster online performance than the evaluated base-
lines. Although its online round introduces higher latency for small
databases, especially under WAN settings, this overhead becomes
less significant as N increases. From around N > 2%, RingOA out-
performs the other protocols even in the WAN setting. Note that
for the protocol of Bai et al. [2], we measure only the OA phase
without share conversion. In practice, additional conversion steps
(e.g., B2A) would be required, introducing extra rounds that are
not counted here. Table 5 reports the preprocessing running time,
online running time under LAN and WAN, and communication
cost per oblivious access for N = 220 224 930 For the online phase,
we compare the protocols at the largest database size. At N = 2%,
RingOA attains a 13.1-15.7X speedup over Shared OT [24], a 25.3—
30.2x speedup over DUORAM [35, 44], and a 2.0-2.3X speedup
over Bai et al. [2], completing a single access in 1.26-1.51 seconds


https://github.com/u-tmk/RingOA
https://github.com/ladnir/cryptoTools
https://git-crysp.uwaterloo.ca/iang/prac
https://github.com/cBioLab/sWM

Proceedings on Privacy Enhancing Technologies 2026(4)

--<F-- A)RingDA  —-0— A) Shared OT [24]

(a) LAN (0.2ms / 10 Gbps)

——— A) DuORAM [35, 44]

(b) MAN (5ms / 400 Mbps)

Tomoki Uchiyama and Kana Shimizu

B) Bai et al. 2]

() WAN (100ms / 10 Mbps)

10!

lU:S

10?

Running time (ms)

10

10

21(] 212 214 21[» 218 22‘) 222 2!4 22() 228 2:{0 210 212 214 21()

215

22[]

922 224 2!11 228 930 910 212 214 21() 918 220 222 924 926 228, 23[)

Database length N

Figure 2: Online running time per oblivious access for varying database sizes N under different network settings. Labels A) and
B) denote the retrieved share type: A) arithmetic shares and B) Boolean shares that would require share conversion.

Table 5: Preprocessing running time (ms), online running
time (ms), and communication cost (KB) per oblivious access
under LAN and WAN network settings.

Protocol N Time (LAN) Time (WAN) Communication
Prep. Online Prep. Online Prep.  Online

220 0.41 3.17 101.37 25541 0.69 0.07

RingOA 2% 0.41 24.76 101.29 27631 0.83 0.07
2% 042 1264.47 101.00 151240  1.04 0.07

220 0.43 21.45 101.62 125.26  0.86 0.04

Shared OT [24] 2% 0.42 299.73 101.57 407.50  1.00 0.04
2% 0.42  19795.66 101.44 19860.82  1.21 0.04

220 449.27 43,62  4438.69 162.11 447 0.02

DuORAM [35,44] 2% 1715.41 604.54  6009.38 730.12  5.37 0.02
2% 6791092 38179.94 72891.20 3820542  6.72 0.02

220 0.41 2.86 101.58 10541 0.61 0.04

Bai et al. [2] 224 0.41 80.41 101.58 183.11  0.75 0.04
2% 042  2933.29 101.55  3013.83  0.96 0.04

under LAN and WAN. The online communication cost remains
small across all protocols. Regarding preprocessing, all protocols
except DuUORAM exhibit comparable costs. In contrast, DuUORAM
incurs substantially higher preprocessing time and communication
overhead, as it relies on MPC-based generation of DPF keys.

6.3.2 Breakdown of Online Running Time. Figure 3 presents the
breakdown of the per-access online running time under WAN set-
tings for N = 224 and N = 2%°. For DuORAM, full-domain evalu-
ation and inner product are not reported separately, as the imple-
mentation expands the DPF output progressively and immediately
computes the inner product with the database. The figure high-
lights the impact of early termination. In Shared OT, where early
termination is not applied, full-domain evaluation occupies a large
fraction of the online time. Similarly, in DuORAM, the Local com-
ponent accounts for a dominant portion of the running time. In
contrast, for RingOA, the fraction attributed to full-domain evalua-
tion is significantly reduced. Comparing Figures 3(a) and (b), the
dominant cost shifts with the database size. For smaller databases,
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Figure 3: Breakdown of the per-access online running time
under WAN settings for database sizes N = 22* and N = 2%,
Full-Domain Eval denotes DPF key expansion and evalua-
tion over the full domain. Inner Product denotes the data-
base inner product with the resulting unit vector. Remaining
includes communication and auxiliary operations. For DuO-
RAM, full-domain evaluation and inner product are reported
jointly as Local.

the remaining cost dominates, indicating that communication la-
tency has a stronger impact. For larger databases, local computation
becomes dominant. In particular, for RingOA, the dominant compo-
nent in Figure 3(b) is the inner product. The main overhead stems
from extracting individual bits from the SIMD-packed unit vector
via bit-shift operations prior to computing the inner product with
the database. The inner-product component in Bai et al. accounts
for a larger fraction than in RingOA, mainly due to the additional
overhead introduced by Boolean masking.

6.4 Oblivious Full-Text Search Performance

We evaluated OFMI with the query length fixed at £ = 16 and com-
pared it against the following baselines. SotFMI instantiates the
Foa component inside OFMI using Shared OT [24]. sFMI performs
full-text search using additive homomorphic encryption combined
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Table 6: Preprocessing running time (ms), online running
time (s), and communication cost (KB) per query of oblivious
full-text search protocols under LAN and WAN settings with
fixed query length ¢ = 16.

Protocol N Time (LAN) Time (WAN) Communication
Prep. (ms) Online (s) Prep. (ms) Online (s) Prep. (KB) Online (KB)
2% 1.49 0.26 318.58 17.36 141.45 7.38
OFMI 2% 1.50 2.14 385.55 19.27 168.45 7.38
2% 1.68 130.84 484.81 151.75 208.95 7.38
2% 0.94 2.00 209.88 9.44 97.20 4.01
SotFMI [24] 2% 1.03 28.91 242.93 36.61 110.70 4.01
230 113 1868.96 29295  1897.55 130.95 4.01
216 15.85 8.67 120.91 45.69 6.42 40963.16

15.40
15.34

139.71
2233.69

120.45
120.40

679.54
10818.53

6.42
6.42

655363.16
10485763.16

SecureLPM [30]

216 - 87.11 -
- 1563.05 -

2% - 6658.86 -

117.36 -
1592.25 -
6777.21 -

16534.96
66184.37
132527.73

sSWM [41]

with a wavelet-matrix-based FM-index [41] and does not require
preprocessing phase. SecureLPM adopts an additive secret-sharing
approach that directly computes rank values on the BWT using
precomputed lookup tables [30]. Due to their substantially higher
running times, SecureLPM and sFMI were evaluated only up to
N = 2% and N = 2?2, respectively. Figure 4 shows the average on-
line running time per query over 10 executions under LAN, MAN,
and WAN settings. For medium-sized databases, OFMI already out-
performs the evaluated baselines in online running time, and this
advantage becomes more pronounced as N increases. In the WAN
setting for small database sizes, SotFMI is slightly faster due to its
lower round complexity. As N increases, SotFMI incurs a growing
local computation overhead since it does not employ early termina-
tion, whereas OFMI reduces local computation using the underlying
RingOA primitive. This difference becomes more pronounced for
large databases. A detailed breakdown of the online phase is pro-
vided in Appendix G.1. Table 6 reports the preprocessing running
time, online running time under LAN and WAN, and communi-
cation cost per query for selected database sizes. For the largest
database (N = 23%), OFMI achieves a 12.5x speedup over SotFMI in
WAN and a 14.3x speedup in LAN. At N = 224, it outperforms Se-
cureLPM by 561.4x in WAN and 1042.9X in LAN. Even at N = 222,
OFMI is 381.1xX faster than sFMI in WAN and 7919.8x faster in LAN.
OFMI has a communication cost comparable to SotFMI, and both
remain constant across database sizes, whereas the communication
of SecureLPM and sFMI increases rapidly with N. These results
show that the efficiency of the underlying oblivious access protocol
has a direct impact on the overall performance of full-text search.

6.5 Oblivious Range Search Performance

We evaluated ORQ using the genetic variant datasets. The dataset
contains approximately 2.3 X 107 mutation records, and we set the
value domain for our range queries to N = 225, A query interval
corresponds to a biologically meaningful genomic region such as
a gene. Table 7 reports the average running time and the online
communication cost over 50 trials. For comparison, we additionally
implemented a baseline that realizes the same range query func-
tionality by replacing the OA component with the Shared OT [24].
Queries complete in less than one second under LAN conditions,
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Table 7: Online running time (ms) and communication cost
(KB) for oblivious range search.

Protocol LAN MAN WAN Comm.
ORQ 599 752 3411 1.31
[24] 8380 8474 10055 0.82

and even under high-latency WAN settings they finish within a
few seconds. Compared with the construction based on [24], ORQ
achieves approximately 14.0%, 11.3%, and 2.9 faster running time
under LAN, MAN, and WAN settings, respectively. The online com-
munication remains below a few kilobytes for all protocols. These
communication costs are constant and independent of the data-
base size and interval length, enabling efficient execution even in
bandwidth-limited MAN and WAN settings. The detailed break-
down of preprocessing costs and the local computation time in the
online phase is provided in Appendix G.2. We additionally compare
with a prior approach reported in [38]. According to the reported
results, under a network latency of 10 ms and using the same CPU
model, their protocol implemented with Python requires 143.73
seconds to evaluate a range minimum query on 10° elements. In
contrast, our protocol completes queries within one second even
for a database of 2.3 X 10 records.

6.6 Discussion

The experimental results show that both OFMI and ORQ achieve
practical performance on large-scale genomic datasets. OFMI out-
performs prior FM-index-based protocols across database sizes and
network conditions with size-independent communication costs.
ORQ scales to tens of millions of genetic variants and completes
queries within a few seconds even in WAN settings. Overall, our
approach enables practical oblivious access, full-text search, and
range search over real genomic data. From a performance perspec-
tive, further speedups would be achieved through parallelization
and hardware acceleration, since the protocol is largely dominated
by local computations that are naturally parallelizable. Although
our protocol is designed for the semi-honest model, it can be ex-
tended to the malicious setting by adopting techniques from Bai et
al. [2]. Specifically, integrating verifiable distributed point functions
(VDPFs) to guarantee the security of both DPF key generation and
evaluation, together with SPDZ-style message authentication codes
(MAGs) for integrity verification, would provide malicious security
with modest overhead in practice. We focus on the three-party
setting, as oblivious access is primarily intended to integrate with
existing efficient three-party MPC frameworks. Extending RingOA
to more parties is non-trivial, since our design leverages the effi-
ciency of three-party replicated secret sharing and a two-party DPF
construction, both of which would require substantial redesign in
a larger-party setting.

7 Conclusion

We presented RingOA, a three-party oblivious access protocol
that achieves early termination through single-bit DPF evaluation
while directly producing arithmetic-domain outputs. Our evalua-
tion shows that RingOA achieves an order of magnitude speedup
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Figure 4: Online running time per query of oblivious full-text search protocols under different network settings, for varying

database sizes N with fixed query length ¢ = 16.

over existing protocols on billion-entry databases and maintains
low communication overhead suitable for high latency network
settings. Building on this primitive, we developed an efficient obliv-
ious rank query and extended it to numerical sequences using the
wavelet matrix. These rank-based primitives enabled practical pro-
tocols for full-text search and range search: our OFMI protocol
supports privacy-preserving FM-index based search on real ge-
nomic data, and our ORQ protocols efficiently handle minimum,
maximum, and quantile queries over tens of millions of genetic
variants. Overall, our results show that fast and communication
efficient oblivious access can serve as a practical foundation for
large-scale privacy-preserving genomic analysis. Future directions
include extending our protocols to the malicious setting and ex-
ploring broader applications such as privacy-preserving machine
learning and large-scale graph analytics.
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A Security Assumption

Three-Party Secure Computation with Semi-Honest Adversaries.
We recall the standard simulation-based security definition for
three-party computation in the presence of semi-honest adversaries.

Definition A.1. Let f : ({0, 1})% = ({0,1}")’ be a probabilistic
3-ary functionality. For an input vector x = (xo, x1, X2), we denote
the i-th output of f by f;j(x), where i € {0, 1, 2}. Let II be a three-
party protocol that computes f. The view of party P; during an
execution of IT on input x, denoted by VIEW?(X), consists of its
input x;, internal randomness r;, and all messages received during
the protocol. The joint output of all parties in protocol IT on input
x is denoted by OuTpuT (%) = (yo, 41, y2). We say that I securely
computes f in the presence of static semi-honest adversaries if
for every corrupted party P; € {0, 1, 2}, there exists a probabilistic
polynomial-time simulator S such that:

{(S(ll,xi,ﬁ(x)),f(x))}xe((o)”*)z =, {(VIEW?(X),OUTPUTH(X))}XE({OJ}»)K

where =, denotes computational indistinguishability and A is the
security parameter.

In addition, we say that IT securely computes f in the presence
of semi-honest adversaries in the ¥ -hybrid model if IT contains
ideal calls to a trusted party computing a certain functionality 7.

B Restricted Free Sign Correction

Recall that the sign correction value w; in RingOA is computed by
Eq. 1. If w; could be revealed, sign correction would reduce to a
local multiplication. However, revealing w; is insecure because it
discloses whether the DPF outputs (yo,y1) = (1,0) or (0, 1) at the
queried position, thereby leaking information about idx. To enable
the direct distribution of w; in the clear while masking the sensitive
sign, RingOA-FSC applies the same random sign flip to both the
replicated database shares and the correction value itself.

In the setup phase, the data owner distributes the secret-shared
database to the three parties. During this distribution, the owner

samples a random bit v; & {0, 1} for each party P; and generates the
shares such that the database held by P;,; and Py, is sign-flipped
by (—1)%. The owner sends the bit v; exclusively to P;, while the
corresponding sign-flipped shares are distributed to P;;; and P;,,.
This process incurs no additional communication overhead for
the computing parties compared to standard database outsourcing.
The sign correction value in preprocessing phase is modified to
incorporate v;:

w; = (—1)5en [fi]€9t1€evi!

®)

Since v; is sampled independently of the queried index, incorporat-
ing it into the sign-correction term masks the sign determined by
the DPF evaluation. In a single invocation, the resulting w; no longer
correlates with the access position and can therefore be distributed
in the clear. Given the public w;, each receiving party corrects the
sign of its retrieved value purely via local multiplication:

[[D]is2idx]] < wisy - [£(=1)""*1 [D]iso [ idx]],
[[D]i[idx]] < wiyz - [£(=1)"*2[D];[idx]].

Thus, both sign corrections are completed without invoking 7’7&3“.


https://www.ncbi.nlm.nih.gov/datasets/genome/GCF_000001405.26/
https://www.ncbi.nlm.nih.gov/datasets/genome/GCF_000001405.26/
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Algorithm B.1 Convert to Valid RSS Share Protocol ITisvalidrss

Algorithm C.1 Wavelet Matrix Construction

Input: Sign flip database shares (—1)**2[D];[idx] and
(=1)%+1 [D]i+2[idx] with the public index idx.
Output: RSS shares (d); = (D[idx]);.
1: P; computes correction m; = (—1)%.
: Share correction: ([m;]o, [mi]1) < ‘Fs[h'ire(mi).
: Send [m;]o to Pi+; and [m;]; to Piso.
: Receive [m;41]1 from P;,q and [mjs2]o from Pyys.
: Set [[D]iwe[idx]] — Fyoh, (=% [D] vz [idx], [misa]).
. Set [[D]i[idx]] — F), (=) [D];[idx], [mis2]).
. Set [D[idx]]; < [[D]i+2[idx]]1 + [[D]:[idx]]o-
- Set [d]; — [Dlidx]]; + F(kP", sid) — F(kP", sid).
: Send [[d]; to Pi11 and receive [d] ;42 from Pj,.
10: return (d); = ([d];, [d]i+2)-

(S I N S N )

o L N o

B.1 Correctness and Security

Correctness. The replicated database shares include a sign deter-
mined by v;. Eq. (3) applies this v; to the correction bit w;, ensuring
that the sign introduced by v; is always cancelled. Multiplying the
locally retrieved value by w; therefore restores the correct sign. For
completeness, Table 8 enumerates all sign cases induced by (yo, y1)
and v;, and confirms that Eq. (3) selects the correct correction sign
in every case.

Table 8: Free Sign Correction Table

to=1(t =0) to=0(t; =1)
sifal =0 sifal =1 sfa] =0 sofa] =1
(yOs yl) (ls O) (0: l) (0’ 1) (1> 0)
v=0 +1 -1 -1 +1
v=1 -1 +1 +1 -1

Security Proof Sketch. The bit v; is known only to P; and is sam-
pled randomly. Since w; is obtained by XORing the DPF seeds and
control bit with the random flip v; (as specified in Eq. (3)), the value
of w; is uniformly random from the perspective of P;; and Pj5.
Consequently, revealing w; does not leak any information about
the DPF seeds, the control bits, or the accessed index.

B.2 Convert to Valid RSS Shares

The database shares after applying RingOA-FSC do not directly
form valid RSS shares, since the random sign flips prevent straight-
forward reconstruction. When an RSS representation of D[idx]
is needed, the parties run the lightweight procedure Iliovalidrss
in Algorithm B.1, which removes the sign flips using only local
multiplications and a brief resharing step.

C Wavelet Matrix

C.1 Construction

The wavelet matrix is a succinct data structure over numerical
sequences and texts [12], which supports efficient rank and select
queries. Let = be a finite alphabet, and let T = (ty,...,tn_1) € =V
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Input: Sequence T = (f,...,tN-1) over alphabet 3, where each
symbol is encoded in ¢ = [log |2|] bits.
Output: Bit vectors B9 = (B®, ..., B(°~1) and zero counts
(Z(), ey Za—l)~
: T(O) «—T.
:forj=0too—1do > process bit from LSB to MSB
Initialize bit vector BY) of length N.
Initialize empty lists Ly and L;. > stable partition buffers
fori=0to N —-1do
b « j-th bit of TV [i].
BUD[i] « b.
if b = 0 then
‘ append T [i] to Lo.
else
| append TU[i] to L;.
TU — (Lo || Ly).
| Zj e |L0|
. return B9 (z,...,245-1)

R B A A > e

== e
[ SC )

> stable ordering is preserved
> number of zeros at level j

_
N

be the input sequence. Each symbol ¢; is represented in binary using

o = [log |Z|] bits, so it can be viewed as a binary string of length o.

The wavelet matrix represents T using o bit vectors BO . . Blo-D

one for each bit position.

For each level j € {0,1,...,0 — 1}:

(1) Bit extraction: Each symbol in the current sequence T"/) is ex-
amined at its j-th bit (from LSB to MSB), and this bit is recorded
in the bit vector BY).

(2) Stable partition: The sequence is stably rearranged so that all
symbols with bit value 0 precede those with bit value 1, produc-
ing the next sequence TU*1) . Because the ordering inside each
group is preserved, symbols with the same bit prefix remain in
a contiguous block.

(3) Zero count: The number of zeros in BY) is recorded as zj,
which is later used for navigating between levels.

The complete construction is given in Algorithm C.1. The bit
vectors B®, ... Ble=D together with the counts zj, ..., z,_1 con-
stitute the wavelet matrix representation of T.

C.2 LF-Mapping over the Wavelet Matrix

Recall that the LF-mapping is defined as Eq. (2), where CF.(L)
counts the symbols in L that are lexicographically smaller than c,
and Rank. (L, p) counts the occurrences of ¢ in the prefix L[0, p —1].
Let ¢(@) = (c(o), el c("_l)) denote the o-bit binary representation
of ¢ (from LSB to MSB). When the BWT is stored as a wavelet matrix,
these quantities can be evaluated simultaneously by traversing the
bit levels of the matrix.
At each level j, the update is determined by the bit ¢(/):

e Case c\/) = 0: All symbols whose j-th bit is 0 appear before those
with bit 1 in the current sequence T). Thus, Ranko(BY), p)
counts how many such symbols occur before position p, which
corresponds to the contribution of CF, + Rank, restricted to this
group.

e Case c¢/) = 1: The symbols with j-th bit 1 begin at index zZj.
The term Rank; (BY), p) counts how many of them occur before
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Algorithm C.2 LF-Mapping over Wavelet Matrix

Algorithm C.3 Range Query

Input: Bit vectors B(@) = (B(O), el B("_l)) of a wavelet matrix
for BWT L, query character ¢ € ¥ with bit representation
c@) = (O -1y position p € [N].
Output: LF(L,p,c).
I meep
2. for j=0too—1do
3: if ¢/) = 0 then
4 ‘ m «— Ranko(BY), m)
5 else
6: L offset « total number of zeros in BY)
7
8

> process bits from LSB to MSB

m <« offset + Rank; (BY), m)
: return m

p, contributing both the remaining part of CF, and the Rank,
portion. Hence, z; + Rank; (BY), p) gives the updated value.

The full procedure implementing this update across all levels is
given in Algorithm C.2.

C.3 Range Query over Wavelet Matrix

A range query takes as input an interval [I, ) of a sequence T € =N
and an order k, and returns the k-th smallest value in the subarray
T[l,r). When T is represented as a wavelet matrix, the query can
be answered by descending through the o bit levels while updating
both the interval and the order parameter [20, 21].

At each level j, the bit vector BWY) divides the current interval
into elements whose j-th bit is 0 and those whose bit is 1. Let

zL = Ranko(B(j),l), ZR = Ranko(B(j),r),

so that zg — z; is the number of zeros in BY) [I, r). The update rule
mirrors the binary search on the alphabet:

e Case k < zg — z1: The k-th smallest element lies among those
whose j-th bit is 0. The interval is updated to | « z7,r « zg,
and the search proceeds to the next bit level.

e Case k > zg — z: The desired element lies among those whose
Jj-th bit is 1. After discarding all zeros in the interval, the interval
maps to ] < zj + (I —z1),r < zj + (r — zg), and k is updated to
k- (ZR - ZL).

After processing all o levels, the accumulated bits reconstruct
the value of the k-th smallest element in T[[, ). The full procedure

is given in Algorithm C.3.

D General Oblivious Rank Protocol

The oblivious rank protocol ITg,nk extends IIgranko to handle a gen-
eral rank query Rank (B, p) for b € {0,1}.

Functionality 6. (Frank — Oblivious Rank).

Upon receiving RSS shares of a bit vector (B), a query bit (b),
and a query position (p), the functionality Frank reconstructs
B, b, p, computes z < Rank (B, p), generates shares (z), and
sends (z); to each party P;.
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Input: Bit vectors B(@) = (B(O), el B(”_l)) of a wavelet matrix
for T € 3N, left and right indices [, r € [0, N), and quantile
order k € [1,r —1].
Output: The k-th smallest element in T[[,r).
1: res < 0
: for j =0 —1down to 0 do
z1 < Ranko(BY), )
zr «— Ranko(BYW,r)

2 > process bits from MSB to LSB
3

4

5: offset «— zg — z1,

6

7

8

9

> #zeros in BY)[1,r)
if k < offset then

‘ Lz, re«zp

else

: k «— k — offset

10: le—zj+(l-z), rezj+(r—zg)
11 | res < res OR (1 < j)

12: return res

Algorithm D.1 Oblivious Rank I,k

Input: RSS shares of the bit vector (B), query bit (b), and query
position (p).
Output: RSS share of the rank value (z) where z = Rank (B, p).
1: (rank0) < Franko((B). (p))-
2. (rankl) « (p) — (rank0).
3. (z) « (rank0) + ¢1513It(<b>’ (rank1) — (rank0)).
4 return (z).

THEOREM D.1. The Ilpank protocol securely computes Frank in
the (Frankos ﬁf"u)lt)-hybrid model in the presence of a semi-honest
adversary in the three-party honest-majority setting.

Correctness and Security. Correctness follows from the fact that
ITRanko correctly computes Rankg (B, p), combined with the arith-
metic identity Rank; (B, p) = p — Rank, (B, p) and a secure condi-
tional selection implemented via 7—7\5\3“. Security is inherited from
ITRanko and the multiplication functionality.

Complexity. In addition to the invocation of ITganko, the protocol
requires one secure multiplication, which incurs one extra round.
Thus, the total number of rounds is 4, with communication domi-
nated by the multiplication.

E FM-Index

Figure 5 illustrates a concrete example of the FM-Index backward
search for the query g = AGT on the text T = AGATCA$. The proce-
dure begins with the full interval [f;, go) = [0, 7) and iteratively
applies the LF-mapping for each query character in reverse:

(1) Processing the first character A yields the interval [fi,g1) =
[1,4), which corresponds to suffixes starting with A.

(2) Processing the second character G refines the interval to [ f3, g2) =
[5,6), corresponding to suffixes beginning with AG.

(3) Processing the third character T produces the interval [ f3, g3) =
[7,7). Since f3 = g3, the search terminates with an empty result,
meaning that the full query AGT does not occur in the text.
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Algorithm F.1 Conversion I¢onyersion

Input: (2,3)-RSS share (x).
Output: (2,2)-ASS share [x].

1: P; and P;4; sample randomness: r; <1Z2k using Frand-
2. P; computes [y]o = [x]; + [x]i=1 + r; where (x); =
([x]i> [eDi-1)-
3: Piy1 computes [y]; = [[xﬂiﬂ —r; where (x);4; = ([x]]i+1; [[X]]i)-
4: P; returns [x]o = [y]o and P4 returns [x]; = [y]1.

Algorithm F.2 Conversion I ersion-1

Input: (2,2)-ASS share [x] = ([x];, [x];), where [x]; from P; and
[x]; from P;.
Output: (2,3)-RSS share (x).
1: Three parties generate a random share (r) = (ro, r1,72) using
7:Rand-
2: P; computes y; = [x]; + ri—1 + r; and sends it to Pj1.
3: Pj computes y; = [x]; +rj_; — rj and sends it to Pj;.
4
5

: Py computes yx = rg_; — ¢ and sends it to Py, .
: Three parties set (x) = ((40, Y2), (Y1, o), (Y2, y1))-

Thus, the longest prefix of q that appears in T is AG, which is
exactly the longest prefix match (LPM) found by the FM-Index
backward search procedure.

F Subprotocols Used in Applications
F.1 Share Conversion Protocols

We describe the share conversion protocols used in our applications.
These protocols were originally proposed by Cheng et al. [31]. The
first protocol converts a (2,3)-RSS share to a (2,2)-ASS share, and
the second protocol converts a (2,2)-ASS share back to a (2,3)-RSS
share.

F.2 Zero-Test Protocol

The functionality FZerotest allows the parties to determine whether
a secret-shared value [x] over Z,« is equal to zero without revealing
any further information. The output is a shared bit [z] € {0, 1}

satisfying
1 ifx=0,
z= )
0 otherwise.

We realize FZzerotest by adapting the DPF-based zero-test protocol
of Boyle et al. [9].

F.3 Comparison Protocol

The functionality Fcomparison allows the parties to determine whether
a secret-shared value [x] is greater than another secret-shared value
[y] over Z,x. The output is a shared bit [z] € {0, 1} satisfying

1 ifx >y,
" lo otherwise.

We realize Fcomparison by adapting the DCF-based comparison pro-
tocol of Boyle et al. [6].
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Table 9: Preprocess running time (ms) and communication
cost (KB) for oblivious range search under different network
settings.

Protocol LAN MAN WAN Comm.

ORQ, 059 547 101.65  23.59
Jietal. [24] 059 547 101.62  26.14

G Detailed Performance Evaluation

G.1 Oblivious Full-Text Search Performance

Figure 6 presents the breakdown of the per-query online running
time under WAN settings for N = 224 and N = 2%. The total run-
ning time is divided into Local and Remaining. Local denotes the
time spent on full-domain evaluation and local inner product com-
putation, while Remaining includes communication and auxiliary
operations. The figure highlights the effect of early termination. In
SotFMI [24], where early termination is not applied, local compu-
tation accounts for a large fraction of the running time. In contrast,
for OFMLI, the fraction attributed to local computation is signifi-
cantly reduced. Comparing N = 224 and N = 2%, the impact of
local computation becomes more pronounced for SotFMI as the
database size increases, whereas the RingOA-based construction
maintains a smaller local-computation fraction.

G.2 Oblivious Range Search Performance

Table 9 reports the preprocessing cost of oblivious range search un-
der different network settings. Figure 7 shows the breakdown of the
online running time. Under LAN, the Local component constitutes
a significant fraction of the total cost, indicating that full-domain
evaluation and local inner product computation dominate the on-
line phase. In contrast, under WAN, the Remaining component
becomes dominant, showing that communication latency largely
determines the overall performance. These results directly reflect
the performance of the underlying oblivious access primitive, since
oblivious range search internally invokes OA as its core subroutine.
Accordingly, the higher local cost of Ji et al. [24] is consistent with
the characteristics of their OA construction.
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:: fg Step 1. [fo, g0) = [0,7) || Step2.[f1, g1) Step3.[f1,91) = [1,4) | | Step4.[f2 92) Step 5.[f2,92) = [5,6) || Step6.[f3,95) =[7.7)
3 interval = [LF(0,A),LE(7,A)) q = AGT = [LF(1,G), LF(4,G)) q = AGT [LE(5, T),LF(6,T))
Suffixes idx L F idx L F idx L F idx L F idx L F idx L F
—
$ 0 A $ 0 0 _, A $ 0 A $ 0 A $ 0 A $
A$ 1 C A 1 1 C a 1 C A 1 C A 1 o A
AGATCAS$ | 2 $ A 2 2 $ a 2 $ A 2 $ A 2 $ A
ATCAS 3 G A 3 3 — G a 3 G A 3 G A 3 G A
CAS$ 4 T C 4 4 T b 4 T |, C 4 _, T C 4 T C
GATCAS 5 A G 5 5 A c 5 A Clel|| s _[al G 5 G
TCAS$ 6 N A T 6 6 A r 6 A T 6 A T 6 A T
Figure 5: Example of FM-Index search process
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Figure 6: Breakdown of the per-query online running time
under WAN settings for database sizes N = 22 and N = 2%,
Bars show the percentage of local computation and remain-
ing cost for OFMI and SotFMI.

Local Remaining

(a) LAN (b) WAN

Online Time (s)

ORQ  Jictal [24] ORQ  Jictal [24]

Figure 7: Online running time breakdown for oblivious range
search under LAN and WAN settings. Local denotes the time
spent on full-domain evaluation and local inner product
computation, and Remaining accounts for the rest of the
online overhead, including communication.
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